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lAgentless Management Service & &1 iLO Channel Interface Driver (WMware ESXi 6.x kiR (x=5b FE1=I&
D)1 ZEALTLESLY
2. WBEM O/ #E KU CLI w—IL

https://www. support. nec. co. jp/
( TNEC H7R— FAR—AJILRIRE] LY. NWBEM 7O/« &) ##&EL. [HEFHR) WBEM o1 58 LU

CLI *y—JL (WWware ESXi 6.x kiR (x=b F1=I& 7)) 1 Z@ERAL T Z&LY

3. Wware ESXi T/8/ R KA/
https://www. support. nec. co. jp/View. aspx?id=3140105866
( TPCH—/\/T L— FH—/\(Expressb800 1) —X) | MERROS D [T/AA R RS A4 /N\—& ] #ER)

-1-



O REGRORTERIEICEALT

AEGEE. BEERERFCHESKTERICRL, RFBMEER T 7LV 7. FIM\DRAEHEIC
FOoTIE, RFERICHEZET D EAHYET,




2) AT LRMDHEEEIZES T HIEEFIR

@ Submit Fail For Form®Question(BR) Ry F7 v FRRICODLWTHDIEEE
DATFLA—T 4 )T AIZBWLWTEEDEEHIZ, ROSubmit Fail For Form®Question (BRI Ry F7 v THt

RERSNEGEIE. TFvotL) ZBRLUTERZBWELTLIESLY,

LT, H—N—DOBREHETODTCVRATALAA—T AV TAICAYEBE L THORENEELZBEIT-T
Sy, HL MK ML TEDEERELERTZEDD L, EEICERFINTULVSSerial Number, Product ID
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Submit Fail For Form: BIOS/Platform Configuration (RBSU)

Select Cancel to discard changes for this page. Select OK to go to this page
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Submit Fail For Form: BIOSI7 2 7 b 7 # = ARR(RESU
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@ [Memory Initialization Start] M+ v+—TPOSTEIE L-5EDRANIZ DT

[Memory Initialization Start] WA v t—ITPOST B LI-1HE. YRATLAVTFURRAL vyFD N6 (=
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S X7 L ROM v2.32(03/09/2020) [ZFLVT, POST 34TRE, FhIZ POST T/3y JHEEHRMN S ) 7ILR— MM A
SN, POST RITHREINEE L E 2R BHIZENHYFEY,
S AT L ROM v2. 34 (04/09/2020) TlE. CDOREIEMMEESNTLET,

@ Server Configuration Lock (SCL) IZDW\T DI EHIE

(1) SRTLERAPIE SCL HEEF | L. FERALLELTLEZSL,

(2) SCL BERERMBFICERTET 5/ XX T— RIFALNRE L TS 230, SCL D/IRT— FE#K LT-IKRET. SCL
WREICK YO v (0S T—hATICEL) Shd e, AV ERTEY, ZELT—bTEELARYET,
T— FalREREE~DEIH/EEISHEICTERE C LICHEYVFET,

BHE. SCLD/ISRT— RKERELIEEA. S(LO/IRRT—FE9 ) 7T 3EEEHY A,

Q) RFEKET HIEIE. SCL #EEZ B L TOVZKRELHY FET,

SCL HBEZ E|MICTELUMES. RFEFEICSTRSCEIZEYFET,

(4) RBSU @ THalt on Server Configuration Lock failure detection. | #EEIEZHEIMELAEWLNTL &L, £ LE
MITERE LT-15E . SCLBEEN EETRERHDZAZHRE L. Ay Y 08 T— hElICEL) ShTLES &,
DRTLA—T 4 T4LEHTES. ZELH—N\—BROVIEZENTEHILENTEFEEA,

T— FalREREE~DEIH/EEIEHEICTREZ LICHEYVFET,
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@ RESTful4f 8 —J 2 —RY—)UIZ& BRBSUSRED/ NV I 7 v T R LY R 7 ({Ex) DEEEE

iL05 7 —LxzT7/N\—3 0 2408l EDIBE. RESTful 4 42 —7 2 —XY—ILZ{EA L -RBSUSREDRTF
EETIIFERATEEEA,

RBSUSREDNRIFEEETIE. Y RTFLI—TFT 1Y) T 1 DBackup and Restore Settings A —21—M 572 TL &L
(AVFFURAA REEER O TORFLI—T 11T 1 ORBSU BEDRELEET] 258),

@ JA—ILk LT FAEYHAE (ADDDC) DEFREEIZDLNT

ABEGOEH I 7 — LI 7OEHIZHEWN, TA—ILE LS b AT #EEE (ADDDC) DERRICEELAH Y
9., Tit. EERZTEHLFET,

- AT LRMD/N—2 3 »AW2. 04 (04/18/2019) LARE, CPU#T=YDIMM 84%. 4 L < [SDIMM 124 U5+ DB T
HoTdH, Za—ILFFLFUFAEYHEADDCO)AERTESIERTHNIEE,
AEIEBIREALE L. REEOERZROZET.

- VAT LRMND/AN—2 3 »HW2.10(05/21/2019) LARE, &F v RIL&HT=Y ORANKEIDEEA2LLEIZIE D & S
[CAEVZRBLGESTH, J4—ILb LT AT HEE (ADDDC) EFIATEE T,

= DRTLRMD/AN—2 3 »HWv2.10(05/21/2019) LARE. T4 —JL k kL5 > kXA E ) HaE (ADDDC) AMsE FART E
7EDIMME LT, N8102-709A%n4> Y 97




@ SW RAIDA#hEF. PREEDVD-ROM (N8151-137/138) A2{A&R RSN 5 4= DLV T

AT LRM/N—2 3 hvv2. 32 (03/09/2020) KiEDi5E . Embedded SATA Configuration E&5E (x1) % [Smart Array
SW RAID SupportlskEr. ERIEHEIZEKY Disk Utilities A =a—(*2)IZAE DVD
RS JERN 2 BRRTESNFET,
EELND R4 TEBRLIZIGETHERICABEDIWD K34 JDERNSBTEET,
(k1) TSystem Configuration > BIOS/Platform Configuration (RBSU) > Storage Options > SATA Controller
Options > Embedded SATA Configuration]
(x2) TSystem Configuration > HPE Smart Array S100i SR Gen10 > Disk Utilities]

@ ILiGZHFERFDREIZDOLNT
UTOEHICOWTIX, THEHARFIZUTOLSIZEHELTULET,

1. System Configuration > BIOS/Platform Configuration (RBSU) > Workload Profile% [Custom) (ZE%5E.

2. System Configuration > BI0S/Platform Configuration (RBSU) > Power and Performance Options > Minimum
Processor Idle Power Core C-State% [No C-states) IZEZ’E.

3. System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Minimum

]

Processor Idle Power Package C-StateZ [No Package States| IZE%X%E.

Q@iL01 R A4 (IEL) [ZIPMI Watchdog Timer Timeout®d A4 hi&EgEh 3,

LR LROM v2. 62 (03/08/2022) h%@EA SN TLNDIHAE. HDIPMI Watchdog TimerA 7S 3 % [Disabled (K
FBDHRTE) ] ITHRELTWAEBE, LMY FOSIZTEEOIPMI Watchdog Timer Timeouth\&fEksh b &
BHYES,
UTDFIEEEET 5 & TAEEMNFEELET,

iLO IPMI Watchdog Timer Timeout: Action: None, TimerUse: Ox44, TimerActions: 0x00
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AR ba—F: 0xB3
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LUTOEIBFIE., FIXR2OEELMEEHEL TV 2T, AEENRETEET,

EIBFIR
() KEOERZYIY. ERI—FZa tr bhostd,
) BLULEBLE-OL, EBRI—FZa tr MIERT 5,

#18=FE2
DRTLA—T 1Y) T4 &Y. IPM Watchdog TimerA 7S 3 v DBREF2BETELET,
(1) POSTHIZFRF—%EFHTL, VRTLIL—T 4 T 1 %ENT D,
(2) System Configuration > BIOS/Platform Configuration(RBSU) > System Options > Server Availability >
IPMI Watchdog Timer#4 7S 3> % [lEnabled) IZERET %,
Q) FIDF—%#8/TL. REZRELTCORTLEBILET 5,
@) POSTHIZFRF—EFHTL, VRATLIL—T 4 T4 %ENT D,
(5) System Configuration > BIOS/Platform Configuration(RBSU) > System Options > Server Availability >
IPMI Watchdog Timer#4 7> 3> % [Disabled) [ZERET %,
6 FIDX—Z2H/TL. BEEZREFELTORATLBERT 5,




@ SRATFLA—TFTANVT4BEUVIVEA LT— FAZ2—DRFRIZDONT

(1) BMC Configuration Utility BB FD A =21 —DZEFEMERIZDLNTIL. BMC Configuration Utility > Setting
Option > Require user login and configuration privilege for BMC Configuration ZE%hZ3 5 Z & TH
ELTLLESEL,

BIOS/Platform configuration (RBSU) > Server Security > Set Admin Password MEEE TILREEINFEH A,

(2) System Information > Processor InformationTZF:xEt5L2 Cache, L3 Cache® Maximum Size, Installed
SizelXIMBZ1048576/\1 FZHAE LF-BIETHRER shFET,

@) LTOREEHEBE=TBE. T4 LT—A=2—&RBSU @ PCle Device Configuration * =a1—
M=, RAID O FA—SEAELLFRRINBENI EAHY EF, RAID O bO—FEZRTOADERE
THY. RAID a2 tO—F(TEHINTLVS HID/SSD M5DT— MZIEHEELFEFEA,

(¥)BIOS/Platform configuration (RBSU) > PGle Device Configuration

[FAESEH]
- N8103-189, N8103-190, N8103-191, N8103-192, N8103-193. N8103-194, N8103-195. N8103-196.
N8103-197, N8103-201, N8103-237. N8103-238 Dimz&
UT 2 00&HMEIT~THl958. BELFT,
1. RARDa> bE—=5T7—Lz7hA VAT KLk, FF=(Ev3.01.04.072 LI E
2. S RTLROMAYV2.68 (07/14/2022) Kith

@ PCle Slot X MCTP Broadcast Support#* =a1—[ZDL T X [ZPCle Slot&S)

DRTLRM/N—2 3 AV v2.10 (05/21/2019) LIBEDEEIZH LVT, #18T PCle MCTP Options A —a— (1) %
BIRLIZBAE., BEDOT 74/ FEEFBRFIMNICERET 2EDRY T7 v T *2) A, ZXEATEEL: PCle Slot #5
FREINFET,
REE—ERETDHE. RELERY T7 v ITREREShERA,
i#. FERVATLRMN— 3 VDBE., BERERIZKRY T7 v ) ARREINBEIIRESNTEA.
BREINLGVEIZEY, KAZ21—FRTIESH=UVIZ PCle Slot DRy T7 v TER)MNERRENBEIC
BYEST, ZDBE. MCTP Broadcast [(XEIZEXITEMELE T,

- v2.22 (11/13/2019)

« v2.30 (02/11/2020)

- v2. 32 (03/09/2020)

*1 : System Configuration > BIOS/Platform Configuration(RBSU) > PCle Device Configuration >
Advanced PCle Configuration > PCle MCTP Options

*2
"PCleAOY MIMCTPZO— Ky A O HA— " REORTEYRETREA T a e —HBLECA
. BEMZEMOCF 7L R ACREE ST,
Enter®f—E@LTRITLTS<E&E L,

*3 :
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Submit Fail For Form: BIOSIZ'2 ¥ k7 # —LMHEL(RBSU)

COR—DOEEEERTDRERFry L EHRLERET, CONR—DCRCBSROKENRLEY,




@ Extended Memory Test4+ 7S 3 Vo DERE(EIZDLNT

SATLRM®D/A—2 3 A v2.36 (07/16/2020) D54 . Extended Memory Test A 7S 3 »(d, BEIRIIZ Disabled
ERYET,
System Configuration > BIOS/Platform Configuration (RBSU) > Memory Options > Extended Memory Test




3) L0 SOHREICEEY X B HEIA

@ ILODHEEBZTIBEDIEREE

H—N\—EEMN S0SDEEHNFTTT FTHOR (POST (Power On Self Test) BT EAET)IL. iILODERLEZ
THHENTLIESLY,

Ftfz. YATLA—T 1) T4 DREEFE, ILODBEBZITHHRNTLIEELY,

ZLUAA I TILOOBESHZTO L. BFLAVBELGDIEELRHY ET,

FEZIEVARTLA—T AT ADBEELEFRPICILOOBERERECK) 2175 &, BED VAT LBRHNLIE
(Reboot) AIEFEIZEIE LA LMEEAS, EEIZFESRSTULVASerial Number, Product D% EMDEREIHRZ HL
TEH5IENBHYET, £7-. POST (Power On Self Test) ETHIZILONEBEERFHZTOE. iLO Webs & —
7 x—X : [Information] - [Overview] R—IZ# 1+ BUID, WID GRIBE) MAELRRICHEDIEENHYET, F
ERRRELGHIZHEIE. KAEBEDERZA 7. 72 LTS,

<KHR LGB ILODHEEID S E>
- iL0 Webf 22 —T 1 —RGEZFIALI-RY b=V EHTOILODBIES,
- UDR A v FZEA L1=iIL0ODHHEE,

¥ SRFLIA—T 1) T 1D BMC Configuration Utilityl] TORELTEXRDILOOFEEIZDLTIL, A
D IORFLA—FT 4T 1@ TBMC Configuration Utilityl DR{EIZDWNTOIEEEIE] 2SBLT
BAELTLESLY,

@ ILODF VT L—FRY) o—HEEDIERIE

iLODIRES A LV AMA VR b—ILENTULVSI5E. [Security] — [Access Settings] - [Update Service] -
[Downgrade Policy]l E%E % [Permanently disallow downgradesl] IZZEE LA WLNVTLFEELY,

[Permanently disallow downgrades)] [CERFELT=IGE. 77 —LITTDEIUTL—REITIZENTELL
HYFET, £z, iLOIZH L TEREMEEENTHONST1=6, [Permanently disallow downgrades] IZERERI(L.
iLODEIEA VA — T —ROBRELI—T A ) T4 D OEREREDEEFLTEIELTEEETDHOEN
TEFEHA.

BE. RRE(FISet to factory defaultsA T 3 UhSil0ZHFEREDT 74U FEEICHREEZIT B8 D.
)ty k&N [Permanently disallow downgrades] Z##ELET,

@ iL0DEFa ) T« HEEEDTEEIR

iLO Web >4 —2 = —X®[Information] — [Security Dashboard] & TriLO Web1f >4 —2 1 —RXEED A LER
2@ U RIPBIZRTENET,

RBSUDEETER ILODEREDABRE T, iL0tF 1) 71 DIKEA ) XV IKEE () TRRINEFT DT, BFEH
DEFLTR)—IZHLTEFL) T4 DN EIT>TLIEELY,

WRELZEDFEMIZDOWLTIL, L0 5a—5—XHA4 FESEBLTLIEELY,

f=12 L. [Require Host Authentication] SREIZDWTIE. AEZAD IV R TFLA—T 4 )T 4 &Y. Adnin Password
ZFERTE CX1) LT-1BE4, il0 Webf > 2—T z—AM5, [RR FBRINBEIREZED KD ICHEL-BE
DXERIE] ITRREHNHY FITDOT, THERELIZELY,

iL0 577 =L T T7DN—U 3 Uk > TEHUTIEHNERY FT,

iL05S77—Lx7 EEESis
N=232 1.4 1), BEUCX2)
N—o3r 1.8k (%2)

iLODBFDIREEIZ & Y [Information] — [Security Dashboard] ®” £&t¥xa1)F4—AT—2R" AN [URY]
THoTH, iL0 Webf 2 —D z—REEOALID” iIL0EFaUT 4" FAAUHAERIZKEDIEHEEN
HYEIF, [Information] - [Security Dashboard]®” £fFktxa1l)F4—RAT—4R” NREDEX2 T4«
KEEZRLET,




@ VRTLIA—T 41T+ &Y. Adnin PasswordZE%E (3%¢1) LT=BE*, iLOWebf A2 —TJ z—RAhb, [RR F
PEAEIRTEZAY R ITHREL-HEDEEEE

XD 0S5 T77—Loz7N—23r 1. BXHEEHERALE-REDBENAHRELYET,
[System Configuration] — [BIOS/Platform Configuration (RBSU)] — [Server Security]ldk Y. Set Admin
Password A 7> 3 VIZT/SRAT— RE#H/BET D,
(%2) L0 77—Lz7/IN\ =232 1L.A0LULEEERLEBREOBEEAWNRELY FT,
[Security] - [Access Setting]l - [iLO]IZ&B[RR FEBEEAWAE/Require Host Autheentication] %
[A#] ITERELGNTCIZEL,

BEEZTOHBE. RRTIRAIEELET,
« 75— hkEa—7IZ. “Remote Insight/Integrated Lights-Out FREESnALNO5 4 VERITHRE” @
A YE—UNBHERREINET,
« Starter Pack (Standard Program Package) AT 5 &I 5—AHELET,

Ff=. ROY—ERDHREE CFIREITEE A
IO RTLRABEHRY—ERIZENTN— KOz 7EZICET 5EHR
- RAID @Y —E X
s H— N\ AILTON— K™Y T 7 EEE
- iLO BRET B/\— R = 7ICEET 57/ RIFHROREFRODSE. LU R FOJEREEEE

@ ILODEFZIIZ DLV TOEEEIE

iL0 57 7—LD 71 BUTTILODONIPOREHLESDIZE. ILOOFREIZITS LiLODBFZIATNTLES
BENHY FT,

iLO Webo > 2 —7 T —RIZTNIPOFREEITLN. SHEAWVIEZK I EZHRELET,
iLODSNTPDERFEAEIZDULTIL, il0 5a—H—XA4 KESBLTL LY,

@ L0 Web1 >4 —T x—ROUWIDFEERTRIZDLNT

POST (Power On Self Test) E{THhIZiILODEBELEEZITSO &, iLOWeb1 > 2 —T = —X®D[Information] — [Overview]
R—TUOUID, WIDGRIE) DIEATEICTRELRRRELSLZEABHY ET,
REBRREGSHEF. AMEREBEDEREA 7. A2 LTLZELY,

@ L0 Webf 8 —T 1 —RAD3Y FIT—VEHRDRTIZDNT

T7A4N—F )Y FA—F—DREIN TSV RATLT, il0 Webf 2 —7 =t —ADEEICHAREN
BIRINTWEEE, [VRATLER] - [RY FI—V]ITRREINDIT7A/NN—F¥R)La> bO—5—0D
“R—= FDRTF—RR"MN [TA] ERTENFET,

NET7AN—F R bO—F—0EHEN [FO2] ORETHLIZEEZRLETDT, HiABAT
CRALCEEL,

@ L0 Web1 >B2—Txz—R®DVirtual NICREDTEEIE

[Security] — [iLOJ® “Virtual NIC” T 74 JL MEIE, LT P—Lo T T7D/IN—2a VK UYERRYET,
BUWCHEHA—T 1 UT 42T “IBHEEFEOTIHIL MY N #E=ELEESIE. UTEZ RIS,

(1 L0 577—LHx7 :210LL 2 18UTEZHERADIZE. T 74/ MEIX [H%) (Enabled) ] TY,
{RAENICEHAHR— k L TLVELWindows Server 2012 R245USB CDC-EEM K5 A /3HA R b—)LENTULVELY
Windows Server 2016/2019/2022 LM T /34 A< — v —T [Virtual NIC) NEERRINDEENHY E
ERS
[Security] — [iLOI®” Virtual NIC” ME&EZ MEZN Disabled) ] ITEBL T &L,

2) il0 577—Loz7 :1.40LLE 1.4TUTFT. H LK, 23 ULEESHFRDEBE. T4/ MBI TEH
(Disabled) ] T4,




@ Windows_E GvEthernet (Hyper-V Virtual Ethernet Adapter) #&mEEFDiL0 Webf A —TJ 1 —RDHRY kT7—%
FETADIP6T KLARRIZET 5TEFRIE

iL0 57 7—Lx7 :210LLL 2. 18UTZ ZHEADZE. Windows 0S_E TvEthernet (Hyper-V Virtual Ethernet
Adapter) HPMERRENTULVBIBE. L0 webof 42— x—XD[Information] - [Network] — [Physical Network
Adpters]IZH VT, #BRLESN TS % [Adapter] @ [Network Ports]®” IPv6 Address” IZ&UNTIELULMPYET KL
APRRTENGZUMEENH Y FF, vEthernetiBFEDIPV67 FLRXIZEELTIE, SEDRYI—HOF7ET2DT
O/ T A ICTTRERL 2 &L,

@ v rT—Y Ty SEEROIL0 Webf V2 —T 1 —XDF Y FT—VIFROFRRIZDINT

2y D=9 % Ty OHRETHERL., iIL0 577—L9z72. 31U ETIHERADIES. iLO Webar o4 —
Jx—AXD[Information] - [Network] - [Physical Network Adapters]IZRIRENDABHNSLEOARE—E
LAEWNMEELHYET, TV v oEROFEMIE,. SLORYI—OF7ETEOTO/INT A IZTTHERLEESLY,

@ L0 Webs >4 —7 x—RMDevice InventoryfEHRDFIRRIZDULNT

SAST R/ 3 (N8116-51) #EpED

L0557 7—LH 7 :231LLESHEADES. iL0 Web1 >4 —2 = —X®M[Information] - [Device Inventory]
[ZEWNWT, SSIFR/SVEH— FORTEBBOBLUTDE S IZRREINDIGENHY T, H—/\DEBRE &
USASTF RN A Hh— FOEMEICEEILH Y FEA.

- Firmware Version : N/A
- Status : Disabled

@ MERSAITDRATF—ERAEREONP +S5 v FBMOOS— 3 AERRBIZET 2Lz DNVT

MBRSA TORT—2AEEEONP S5 v TEHIZHBNT, OF—2 3 VIERNARIET 2580 HY ET.

O45—a ERICEALTIE, il0 5 webf 2 —Tx—RDUER]-[1 > TIL—Tyv Ko AL +OJ]T
RLARY bOBT— 3 UIERE CHEZELEESLY,

i

Abnormal, physical drive status change detection, iLO SNMP Trap, mgr_WIN-UGHIHPNIH1Q, uru-rhel83, 192. 168. 0. 57, , 2021/10/01

15:22:57, iL0, 0xc0000be6, “A physical drive status change has been detected. Current status is 3.
(Location: ot 12 Controller: Slot 12)”, “If the physical drive status is 'failed(3)', 'predictiveFailure(@)’,

@ L0 Webf B2 —T A ADR b L—UHEHRIZEET X EHIFIZDOIVT

iL0b T 7—Lo 7 3.00LIEE CHEADIGE:

HY—N—HEEHEIC. L0 5 Webf VB2 —T A AT [PATLRERI-IRAFL—D14T2D UV 0T BHE.
UTD A yE—UhRREN, RRIDI Y FA—F%, R34 TERFOR b L—IHEBRARRENGENEEN
HYFET,

“Failed to retrieve complete storage device information. Refresh the page in a few minutes. ”

ERAVE—UNR FL—UREBR—VITRRSNGE, L0 EY FEToTLESLY,
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@ il0 Wb B2 —Dx—RADEX) T4 8 vati— ROFEEIE

L0577 7—ALDx71.43LE, 2 10RKEZE ZFERADIZE. [Information] — [Secur ity Dashboard] IZ[Last Firmware
Scan Result] MTRIRENETH. RNANRN—Y 0% D) v LIGENTLEZEL,

Bo TN YY LIzGE NebR—CHD A — 2 —RHBEAEEELLBYET, TDHA. T5o¥F—00—FK
REAED 9T DHD. HLLIEWLSTZAIL0 Webf oA —Txz—R0BS 7Y FEETLTEERT AV
LTLEEELY,

588 - X )T Fviaf—F e O D O e A 7

e EREaUS e Ensanic s iLo-rosk0 AVTIL—Fokw A 0y

Active Health Systemd% L

¥ 2fEtdal

el ohihg FEIRE
H—) i — RO Disabled

THEATF £ISTH— S NPES e R
Al T A - =S F R F 0K of O
IPMI/DCMI over LAN P OK Fxh O
ola) — ] P OK 0K O
iLO RBSUADEO - B 90K B O
sty ¥ 0K A O
e Pt ¥ 0K Hih O
HAD=f oK i a
w0k =5 O

LM T H w oK oK O

BARFERTDIGE

Information - Security Dashboard ® 0 © @ ¢ /A ?

Overview Security Dashboard Session List ILO Event Log Integrated Management Log

Active Health System Log Diagnostics

Y Overall Security Status - OK

Security State Production

Server Configuration Lock: Disabled
Security Parameter J,Sia!us State Ignore
Security Override Switch ¥ 0K Off O
IPMI/DCMI Gver LAN ¥ 0K Disabled O
Minimum Passviord Lengln 9ok oK )
Require Login for iLO RBSU ¥ OK Enabled O
Authentication Failure Logging 9 OK Enabled O
Secure Boot [ Kol Enabled O
Password Complexity ¥ 0K Enabled O
Require Host Authentication ¥ 0K Disabled O
Last Firmware Scan Result ¥ OK OK O




@ L0 Web1 > 5 —7 = —RXMAgentless Management Service (AMS) DR T—%5 X[IZDULVT

iLO Webf 32— =—XM[System Information] - [Summary] - [Subsystem and Devices] ®Agent|ess Management

Service (AMS) DA T—AR XIZHWT., T (FLIEFARAEE) XERRTINIFGE, IL0VEY FETHTLE

I, E£f-. FDOHE. 109FEEZB LTI=%. LITDAgentless Management Service (AMS) DEBALENAEDRE0SE

222, Agentless Management Service (AMS) ZE#EBIL T E&LY,

% Agentless Management Service (AMS) DR F—45 AMAEA (F1=ITFIFBTETHE) DIREEDIFA. L0 Web1 %
— 27 —X®M[System Information] - [Storage] *> [Network] D—EDIEHHM@IMBTET . ELLERFESh
FHA,

< Agentless Management Service (AMS) DE&EENHE >

O WindowsDiz&
Windows &Y —)L — H—E X — “Agentless Management Service” =& ') v L.
BREEL TS0,

O Red Hat Enterprise Linux 7.x/8. xDiZ&
UTDOaT Y FEETLET,

# systemct!| restart smad
# systemct!| restart amsd

O ESXi6.5/6. 1miGE
LUTDavY FEERTLET.

# /etc/init. d/amsd. sh restart
HLLIX
# /etc/init. d/ams. sh restart

¥ BEVOMSN—DavciYavTy FAELGYET,

O ESXi7.0Di5&
UTFDavy FEFERITLET,

# /etc/init. d/amsd restart

@ iL05 Ver2. 65LIEDEE R
iLOwebf 22— 2 —R®D I AT LIER] > [T/84 A4 2R k1) | T BackPlane BP) D& IERMNARIEIZAE
BIBENHY TITHRTEITORRBETIHEICEEEIHY FHA,
EEE) Slot=#:Port=#I:Box=# MHIBEERICKYBESHLEDLY ET,

FRIEE) Slot=tt:Port=?1:Box=? HFEOEAIIERTEINET,
F7-1% Box=t# Box DAFRTENET,

@ Java IRCDt Y a2 34 L7 MREICRTRICEY 5FBFIRICONT

Javafi& ) E— ba > V—JL(Java IROEENRIZYUE— oV V—ILDtE v a oINSty 3y
MIN=C EE2RIRY T7yTE—RKIZtEy L a3 PN EFEZEBROLGVARDRY 7y T RRESh
9,

Java IRC Dt v a ohtInt=B&(Zld. IRRDTFEIZUTDA vE—UARTENET, KA vE—UNRKRT
SNTWBERIZIE, BRERENTWEARY T7 Y TORBFERL TS0,

B Yl aVERALTIRARBHESINGNT I ERIZE>THLOAFELS, 7
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@ Rapid Setup=E{TICEE T FEFEIBICDOUL\T

LS 7—LD 72 NFEIF2. 2% ZFERDIGE:

Smart7 L4 SW RAID#ERESIZ. POST BEIZ[F10]&F—38T > Provisioning > EXPRESSBUILDER Avi5Rapid Setup%
2179 BEIEL. FERIIZILO Weba 42— = — XD [System Information] - [Device Inventory]l ©. Smart Array
S100i SRMStatusHY” Enabled” IZHE>TWVBZ EEMERLTLFEELN,

StatusA” Unknown” &FRRENTUVHIKRAET, Rapid SetupZEIT9 5 &” HE SN HRAIDIER ZEfFH---" D

RTRDEIZUTD A vE—CARTENZBENHY FT,
B ‘“Rapid Setupld. CHOIRTFALIZHREEINTWSYHR— FRIRTA RV ERDITohFEFEATL =,
TARAINREINTLNELD, F—TIIEGLZEDRORENH Y £9, Rapid SetupZ#T L.
N—FR Oz 7RERZEEZRLTLREEL, 7

@ H—/\—HEEFOFANSEILIZBY HFRFEICONT

iLObT 7—L T T7/N—2 322 VLIEZE CERDISE:
Y—N—DBEBZTS &, HICFANOEEEE S0 Y ENTHULBERT SHEEA”HYET,

CDEEIF. BEY—N\—0OBEBZTERL TIZEL,

@ ERICET HFEBEICOVT

L0577 —LxzF7/N\—23 3. 00LEE CHERADIES:

ESMPRO/ServerManager # CRIFE S TULNBI5E. ¥R RS 4 TORELTIEIZEFEL., 75— FEa2—TIZHT
B RS A4 TORT—R REEH] D7 5— MARTENFET,

COE. MEBRSA TORAT—2RIZIHLT, OF5—2 3 VERNALUTOZ/R2—2ONVT N TRTRINE

—a—o

@ (Location: Slot=(A) :Port=(B) :Box=(C) :Bay=(D) Controller: <NULL>)
@ (Location: Port=(B) :Box=(C) :Bay=(D) Controller: Slot (A))

Ao bro—ZOME(ROY FES)
BB KRS A TJDHR— +ES
CHERSATDHRYH RES
DMERSA TDRABS

-13-



4) 0SIcRi9 5 FEFE

@ EXPRESSBUILDERT®DWindows F&i1 1 >R b—JLIZDLVT

EXPRESSBUILDER Amvi> Windows &4 YR b—ILT B¢ E, [FH AT avEzBRLI-EETH-TH.
AR M=IETARIDIN—T 423D ITRTHOYTEINET, BA VR F—=)LF, 2—H—FT—42H
FETHABEITIELTLESL,

@ Windows Server 05 C{EREFDIERIE

HR— xR D Windows Server 0S TUSB T/81 REHFLDFTE. UTDIRTLARY fOTHFEREINDS
ERBYFET,
ZNIZDOWTIE, YRATLBMELRIEHY FEA,

<A +raT>
ID 1
J—X VDS Basic Provider
LR D I5—
E5EA CFHLAVWIS—AEELEL, T5—3— F:32@01000004

@ Windows ServerIREiE TdAgentless Management Service (AMS) DX E=IEIE

Windows Server 2012 R2, Windows Server 2016, Windows Server 2019MIRixIZAgentless Management Service
(AMS) version 1.40.0.0531 >R b—ILENTWBIGE., ams.exe A XM\ FILEDEMERLET,
N EFILY =9 AE) OBREEEICKYRBHOBRRE ELITNTH+—I VRDOBEES| S I rIREE
HYFET,

O RER(FAgentless Management Service (AMS) 1.43.0.0TEESIhTLET,
AMSIZStarter PacklZ&EMN TULVET . Starter Pack Version S8.10-006. 03L& Z @A L T =& Ly,
F TIZAMS 1.40.0.001 VR b—ILESNTULVAIRIE TStarter Pack Version $8.10-006. 03% (#3215 &%,
BERIZANSE 7 v TT— T 2RHENHY F9, Starter PackhtBE SN TULV\ANebDABZHRLTT v T
T—hLTLEELY,

@®Agentless Management Service (AMS) 1.40.0.0ZFERHINBGEX. —EUTOFIEEXEET S5 & T
N FILEIEEM LGB Y FT,
1. WTFODavY FZ2avr R0V 7 FTEITLTMSZELELET,
>net stop ams
“C:¥Program Fi|esYOEM¥AMSYService” 74+ )L FZTH XA TO—S5TRRAZEET,
“storelib.dl "M 77 A JLE % storelib.dl|.bak" [ZEELET,
UTFOavy R&#av >y R7OV T FTEITLTMSERBLET,
>net start ams

o

(%1) MWSIELERFIZLITDOA v E—URRTEINZZEABHY FTTHAMEHY T A,
Agentless Management Service H—E X Z{F1EF T ..
VRATL IS—IEELELT .
DATFL T5— 1067 FELELT,
TOERE&HTHEHET LE L.
Agentless Management Service H—ERIXEEIZFEIEEShFE LT,

(%2) NSEEERFICLITDA v E2—UNKRREINLHIEDLNHY FTITHHEHY FH A,
ERLEY—ERGBECBBEINTLET,

@®Agentless Management Service (AMS) D/N—0 3 U DHERSEIZIZLUT D2 DDA ERHY £3,
- WREBOOS L THERT 54%
(1) Windows PowerShel | ##28I L TULTDa~Y Y FEETLET,

> Get-WmiObject Win32_Product | Select—Object Name, Version | Select-String “Agentless Management
Service”

(2 a7 RETHENIN—Da VEERELET,

-14 -



- ilOWeb £ »A—TJz—RZEFRALT, UE— MO OHERT DHE
N VE—FREIZBWNT, WebITSHoHF—m5il0 Web 4 >4 —TJxz—X(ZAFAL 2V LET,
(2 EAZa—D D7—L9x7 &0SYT rHx7] Z&RL, VI rHz7] 2BIRLET,
(3) EE® [Product Related Software] @ lams.exel D/N— 3 VEHRLET,

@ ESMPRO/ServerManager WindowshR) 5 & U T Y R FLREHY—E X MG) (BT 2FEEE

AHED L0 Z7—LoxzF7/N—2 3>, ESMPRO/ServerManager (Windows fR) 8 LU T Y X T L R @R
H—E X MG) D/A— 3 VDA EHEIZ & > TIE ESMPRO/ServerManager Windows fflR) & & U L0 B IRH&EER I+
DREBREZEIT7AIWVDT Y TT— bHRBEIZHEDIGELHY FET,
UT#TSBOS52. 7y IT— FOREGBEF. ZRFN—2 a7y TT—RLTLESLY,
BN—T 3 VDERFEIZTOVTIE, KFEREOREICEEHLET,

@ESMPRO/ServerManager (Windows fRR) [ZB89 2RAERZ

iLO ESMPRO/ HREHR
27—L 7 | ServerManager
Windows ki)
Version Version - RS T - —/\—iREE
2.10 Lk 6. 25 Rt “SNWP BERERTE” A "ERICKRBMLELL” LRREIND

JE—RIEA2 T - il0EEHR - IML OF R, IML OFRE I
TEROIFIZEKB L. RRBIURENTEAHL

75— hrEa1—7
TJ7—LozF77yv7T—hMIERLLBLEMENZ/N—F
DIT7OEENRTS—FEL—TIZ "FBHEA T OTFS—+

ELTEREREIND
Version + P5—FEa—7
6. 47 ki TJ7—LI9IF7T7yvITT—hrELEVENEN-/N—F

DITOEENT7I—FEa—TIZRRTINGEL, L
"FHEAT DT F—rELTERTEND

@ESMPRO/ServerManager (Windows iR) D7 v 77— kAL
(1) LAT & Y BR3rHR0D ESMPRO/ServerManager # 4~ 0— KLET,
https://www. support. nec. co. jp/View. aspx?id=9010103524

(2) TESMPRO/ServerManager Ver.6 £ X bL— 3254 FMWindows #m) 1 @ ME A A b—JL] S8R
L T ESMPRO/ServerManager #7 v 77—k LET,

& L0 EEEAER T OREFRMERE T 7 1)L [CET HRERR
KIJRATLRABEHH—ER MO & CFIASN TS ALHRTY,

iLO iLO EERMEEM T | RERR
27—Lx7 | REHHREETE
27141
Version ilo_jp.mtb Version | 77 —Lxz 77y IT—hrZEdBNENEINIzZN—FKITT
2.10 Lk 1.4.0 ki DEZZRMTEIENTELHL, BHEEFERILHEN
TEARLY,
iml_jp. mth Version | XZEBEBREZXE I 7ML ETvIT—rLIEATH-TH.
1.5.0 R ESMPRO/ServerManager W7 v 57— k& TLVEWNE E (K, EEE
CRIFBICEMEIN-N—FHI9 T 7EEORNE K CEHEMN
XiL0 EEMEEmIT | TEAUN,
DZEFBHRERTE
T7 AL 25858
HYET,

& iL0 EEHEERITOREB/REZE 7 7MIILDT v TT— bAE
(1) UTEYBEHHROZEBERRZE T 704/ (ilo_jp.mtb, iml_jp.mtd) 25 o>O0—KLZET,
https://www. support. nec. co. jp/View. aspx?id=9010100096
ilo_jp.mtb, iml_jp. mtd [& MGMTB. zip [CE&E L TLVET,

@2 TZHOXRTLRBHRY—EAMG 4 VA RL—>3 A4 KWindows #7) 1 @ 13.1.5 ZHEFHRDEE

-15-



Fz(E 13.2.4 ZEFHOFRE] 23R L CREFRORTEER TEEFFAOZEFREHPRLETT.
@ THYrO—FLIEEHROZERRRE I 7 ILVEBRLET.

[THORTLRABHRI—EZAME) AR ML—3 284 FWindows #7) 1 (FLLTFD URL MDY
O—KRLTLEELY,

https://www. support. nec. co. jp/View. aspx?id=9010102124

Qi 7J7—LDTTD/N—T 3 UiERS.
- Server Health Summary THEEET 543k
Y—/\—AKED UID K2 UEHT LT, —/N\—IZEHlShiza Y—)LIZRRENS iL0 Firmware @
IN—2 3 U EFEFRE LE T (Server Health Summary MEEHMAIZ iL0 5 —H—XH A FSH),
-2y MOV RBTHERT SAE
iLO Iz FD—OEEAIREREE. I59Y—h5 il0Izad4 LT, AZa—TI77—L 7 &0S
YOIz 7] Mo il0DNN—o 3 oFERLET,

@ ESMPRO/ServerManager (Windows hR) D/ \— 3 U FESR Ak
(1) ESMPRO/ServerManager M WEB (O 454 > LET,
(2) EFEmALDO TESMPRO/ServerManager [ZDWLNT1 DY EFIRLET,
(3) RN B ESMPRO/ServerManager M/ N— 3 UEHREHER L E T,

¢ il0 BIEMEER ITOZEBRRE T 7 M4 ILD/N— 3 VHERA®
[THORTLRABRY—ERAMG) 41 > A FL—3>H4 KEWindows #7) 1 @ 3.1.5 Z{EFRDBE] £1=

(F 13.2.4 ZEFEHROFKTE] SR L TREFROKREEE T MR A% TiLO SNW Trap) D/A—23>
EHERLET.

@ Wware ESXi Z#EFHT 5158 DT EERIE
ESXi RCENBFOD Wware vSphere MDEHR > N— KDz 7 > S RTLE Y — > £ —DRFRIZTDNT,

D3ETTR FAN BRI H LT ESXi EEEISE T#. TRRD+E o —D@E2M (Venter : R7—4 X) DRFN [E

EB)] LBIEEAHBYFEIN. N—FIT7OREZTRTLOTIGCGERICHESDHY i’d‘AJOD":CIa
ZOFEFERVETET,

- Gooling Unit 1 Fans

Q@ ESXi EEBNFE T . TRt H—D@EEM (Vlenter : R T—R RX) DRTH [?] LEDHBELHY FTH,

N—R Oz 7DOHEEZTRTLDOTIELEERICEEDY FEADT., TOEFFEARAWVVETET,
- System Chassis 1 UID

@ Wware ESXi CTPME v F &R T 5580 EFEIE
DRTLRM D/N—2 3 2H v2.00 (02/02/2019) LARE, MDD TPM £ k (N8115-35) AMEE S TLVBI5E TPM
Mode (1)1 TTPM 2.01 IZT. VMVare ESXi = Z{ERL &L,

3 L. TPM Mode A% TTPM 1.2 IZERE SN TULSI5E. #IZPSOD (Purple Screen of Death) WEAET HZ &M
HYFET,

(1) HETRFDAIHARREE TTPM 2.01 TY,
TPM Mode DHERRE S VERELREIFTELA —a—F YRR L TSN,

- System Utilities > System Configuration > RBSU > Server Security > Trusted Platform Module
Options > Current TPM Type ERTEFESR)

> TPM Mode Switch Operation (GEEZH)

@ RAIDEEREHRAXDEREIZDOINT

VMware ESXi [Z#&LNT. N8103-189/190/191/192/193/194/195/196/201/237/238/240 RAID 1> kB —3 & N8103-

239 0S J— FERASSD R— FZ CHEASN TV S5HE. RAID E#R:EHR(T SWP Trap (LK HBIRICEEITHY F
ED

HMIE. TEED Web oA & THEEREL EELY,
- NEC H7R— kA R—4 )L
https://www. support. nec. co. jp/View. aspx?&id=3140108419
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@ Linux OSZEERT 155 NDFEEE

OSHA B ENRIIZERE T ALONDOA TS 3 UNICDT/NA REZEER L TL S0, HBudev/L—ILFEBINT B,
PCI7 FLRZEHEIINICT/NA REZEBLI-Y ., BEELEYITBIREIFITHHENTLEELY,
F1=. PCI7 FLRZEL /dev/disk/by-path/BEFDR b L—F /8L RAIXFRA LGN TLESLY,

PCI7 RLRZBEICLI=TNA RBEE S -ERANBDEGIFEE, POIR Ay bADA— MER/IRE, B& U,
CPUBHZEEZ1THIEN T &L, POINRDT FLREHAERIL L. PCHERD T/ RAITHENTEH L
&Y. 2y bT=I PR L—=IADT I EANTEGLRY . VAT LANERISEETERCLBHHEN
HYFET,

@ Red Hat Enterprise Linux 8.5 LIBTZ# AT 315D EEIE

DB LT— kA a—MoEHT HI5E. 0ST— I H—Tr—#l: Red Hat Enterprise Linux) % iR
LTLEEELY,

0SHA R b—JL & T=HDDAOSSDZAL ED T— kT34 A% #IR L1-B A . Red Screen of Death (RSoD) W4T S
ZENBYET,

One-Time Boot Menu

[ Red Hat Enterprise Linux ]
Generic USB Boot
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv4
)

Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv4)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv6)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv6
)

Embedded SATA Port 1 : ST1000NX0423
Run a UEFI application from a file system
Boot from a URL

Legacy BIOS One-Time Boot Menu

DA LT— A Za—EE
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5 2RO LHIEFRE

@ VATFLIA—T 1Y) T 2@ IBIC Configuration Utilityl] DIREICDOWLVTHFEESRIF

SRATFLA—T 4T 1D BIC Configuration Utility] TOIEEIZEWLT, UTDO M) DRy T7 v TH
SINGEILQ LBOFIEEREST LTS,

FEFIEICK S IBEEEBINZLMES. Memory Initialization Start] M * w+—TPOSTIELE. $H
(. ZEEIZEESRS N TUL SSerial Number, Product IDOHKMRAET DIBANHY FT,

(1) YRTLaA—T1')T4® BIC Configuration Utility] ICEWLWTHRENERZITI &. iILODHEE T
=01, ROWarningGEE) Ry 7 7y THARERSNBZZENHY ET,

|

o
& b x
{ Warning
L
BMC configuration has changed and BMC needs to be reset The configuration utility wall not be avadable untl
neat system reboot

Enter to Continue / Esc to Cancel

AT
1 B
L) EX
EMCREGREZN, EMCRULYMZRTY, AR1-F/UF«R, RCYATFLIRERENDILET
HMTEREA,

BETYICREnter [ $+ EATDLBESe

BARFERTDISE

(2 TOKI] #LTHEDFET,

Q) ZWarningCEB) Ry T7 v TDRTENET,
ZOWarning GEE) Ry T7 2w THARTENTLSREIZT, BFIRUEBEHELLFEEL,
ZOR., AIBHIBELENTLEE0LY,

£} Warning

The management processor is resetting! Please wait a minute for the reset to complete, then hit Esc to extt the
configuration utiity and reboot the server

BMCRUEY RRTYHI VLY MIRTIINEBR/E<LEN, LT, EscERLTHRI-T1UT 1%

BTL, ¥=/—-2BEBLTIEZV,

BAZERTODIGE

ESG

B

— ~

172
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@

(®)
(6)
0

19U ERBER., BEEBREORAT—E2ASVINGETRI LTS EFHELTLESLY,
¥ iILOAEEE R  RAT—HARSUTHZRBETER (BH1E)
iLODBEEIITET LEREE : RT—2 RS THGETHLT
BREEDSETHERTE6, 0K 2L TS,
<ESC>OF—#HEHEH L TIURTLLI—T T4 DEREIZEY £,
DRTLA—T 1) T 1@ [Reboot the System) #ZFERL THIEEBILFET,

@ Serial Number. Product ID A%iEisk =& DHMIZDLNT
Serial Number. Product IDAVESK&SNI-ZIGE. UTOFIEICTEIRT S ENTEET,

(1
@
&)
@
()

9

HEEOERZYY., ERaA—FZxa 2 kB LET,

LB LI-DE, ERa—FZa vty MIEHKELED,

POWERR 1 v F CEEDERZNIZLET,

H—/\—HHEEI L. POSTEEARTRENET,

FOF—FZHLTCORATLA—TANT4Z8HLET, L. PRXATLI—T 1) TaBEHTEAL
KEIZHE - TWAESIE, NME(.43 SRTLEEEZT I74ILMEICRET) ] 288BL. PRXATLAUT
FURRA v FERIEL T, RBSUSREDWELE LET .

SRATLA—T 14 1)T 4 ® ISystem Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options
> Advanced Service Options] »*=a—d& Y. Serial Number &Product IDDIEZ#EELET .

Serial Number &Product IDDEAERTFT HIEDZEEIEL. FlIEID ITEAET,

Serial Number &Product IDDEMEAFT BETIEELY GHLELTWS) BEIX. YATFLI—FT 4T«
M5, [System Configuration > BIOS/Platform Configuration (RBSU) > System Default Options) %:EiR
LEY,

[Restore Default Manufacturing Settings] Z:ZEIRL FE9 .

10) lYes, restore the default settings. | Z#ERLFET,

12) FOF—%#WLTURTLA—T14) T4 2 LET,
13) HEBDRASA FAJIZEEH SN TULVvASerial Number &Product IDZE L RATLIA—F 4 ') T4 [System

(
(
(1) BPMICEENEEZL. PSTEEARTEINET,
(
(

Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service Options]
Aza—&Y, BELET,

Serial Number
...

Product 1D '
(O

1NN =
NE100-2551Y T
)l

IPrneccom/ enpress)

[EZ] Product ID&IE. [N8100-2773Y] D&k S HREDZETY,
(14) RBSUBREEE 2T 74 /)L MENGER SN T\ DIHEIE. TORBUEEDHERLBREZLET,
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@ UPS EfErDEEREE
- WPSZ2 ) 7ILAR— MR L TEAT HHESE. LITOREZES Misabled) (L TLEELY,

(1) System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Serial Port Options >
BIOS Serial Console and EMS > BIOS Serial Console Port % [Disabled] IZERE L TL FZ&LY,

(2) System Configuration > BMC Configuration Utility > Setting Options > Serial CLI Status % [Disabled]
[SERELTLIEELY,

- N8181-160 (EBiE1 ="y [800W/Platinum]) ZLREBH TEEHEL TL\HIHEE . UTOREEZLEEL TLEELY,

System Configuration > BI0OS/Platform Configuration (RBSU) > Power and Performance Options > Advanced
Power Options ~& A, TRedundant Power Supply Modes % T[High Efficiency Mode (Auto)] [ZEREL T
SN,

% High Efficiency Mode (0dd Supply Standby). ZE7=I&. High Efficiency Mode (Even Supply Standby)IZ
BRESNTNAEERICONTIE, EEEOEERIFIFRETT,

@ N8116-51 SAS TX R/ & h— FEADEEERE

Starter Pack Version S8.10-009.01 [Z&ZEhTL VA, N8116-51 SAS TX RN A HD— KD TR 7 7—L9TT
TYTT—rEDa—)L (Ver.5.08) [&. MALLGWLTLEELY,

Uy r—8 7]
Supplement Update / Online ROM Flash Component for Linux (x64) ? HPE 12Gb/s SAS Expander Firmware for
HPE Smart Array Controllers and HPE HBA Controllers

(firmware—smartarray2de15b6882-5. 08—1. 1x86_64)

FHMICDEFELTIX, LLTDOWeb U MMIIBEHINTWVWAIRABEFHERL TLIEELY,
[Starter Pack Version S8.10-009.01]

https://www. support. nec. co. jp/
( TNEC H7R— hAR—%2 JLINI&EFE] &Y., IS8.10-009) %K)

@ AHREDEEIZDOT

UTDA T 3 vERET 558, REBREBO-OXREZDSEN T 7 Vo DEREE lNncreased Cooling] ~ZE
BLTLESLY,

BRICAR T 7 o DEFEH lncreased Cooling] FE7-IE MMaximum Cooling) IZERFEINTLRIEE(L, AtEx
TOVEEEHY FHA.

XEF T3y
- N8150-551 1&5% A3 300GB HDD
- N8150-552 1&5% A8 600GB HDD
- N8150-553  1&5% A3 900GB HDD
- N8150-602 155% A3 900GB HDD

O EFIE
(1) POST HRIZ <FOF—ZT L. System Utilities ZEBBILET,
(2) System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and Thermal
Options Z#ERLZFET,
() Thermal Configuration A —a1—% [HLFTBHEI ICEHELET,
@) FIDX—%28/TL. REEZRELTORTLEBEELET,

X AT 7 VEREDERITHL. SEROERRECERICE > TTAET 7 Vo OEEHN LN D EM
HYFES,
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@ N8103-184 SASO > FA—5 C{HAHEFDTERIE

N8103-184 SASa > FO—S #{FAT B15E. iL0 Web1 > 2 —7 = —XD[System Information] - [Storage] -
[Storage Controller]®MStatush® “A~BH (Unkown)” ERTRENDZELHY TITHIEICEEIIHY TEA,

@ EXPRESSBUILDER ~AJLFIZDLVT

EXPRESSBUILDER DAL T & A VT VR A RTEBNRLDIGEF. A VTF XA FORBERBELT
{fEaly,

@ Y—/N\EZHAHILTIZDONT

H—N\EHDILTIE, RREGORBIRREEHE L. B L ICREBREODSZHAILT ZRItIT 29—EXTT,
H— N\ A ILT DML, Starter PackIAD TH—NZWAILT £y b7y THA K] 2B LTLEEL,

H—IN\ZHDILTOFIEBBEIZDNWTIEITED Web U F&ECHERLFZELN,
WWindows %3ikR
NEC H7R— b7R—% )L (Windows xfrhR)
https://www. support. nec. co. jp/View. aspx?&id=9010106809

W\VWware ESXi *tAR
NEC H7R— kAR—%JL (Wware ESXi xtishR)
https://www. support. nec. co. jp/View. aspx?&id=9010107805

@ FARTUALHR—FIZDVT
HEERIEIOT 4« A T LA R— FOEMEX, HR—FLTLWEEA,

@ FFXaty rOBBFRAEZITONT

KR HY (1 (85 THROZRBEOEEISFI SR TS FFa Y b(@—F—XHA F. ALFFUR
HA R TlE. BHENTUIS N BB b ML THABZ T EEL,
{51 - N8100-2773Y — N8100-2773H1Y

@ Express5800/R120h-1M. Express5800/R120h-2M A—H—XHA RKIZDULVT
AR HA RIZEEAHY E LT, BFICITENM-LET,

iR i
H7R— ~0S VMware ESXi™ 6.7 Updatel LIf& VMware ESXi™ 6.7 Update2 LAf&
Xeon Gold 6234 Processor (3.40 GHz, Xeon Gold 6234 Processor (3.30 GHz,
2 E0PU 8C/16T, TDP 130W, DDR4 2933 1TB) 8C/16T, TDP 130W, DDR4 2933 1TB)
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NI77—Loz7EHICHEIEER

AUERDEH T 7 — LV T TDEHIHELD, AZ1—D—RIEELHYFT,

TiE. ERRZERHLFES.

(1) Server AvailabilityA—=—1—

PRATLA=TA)Ta4MD,
> Server Availability] Z&iRT 5 &,

System Configuration > BIOS/Platform Configuration (RBSU) > System Options
IServer Availability] * =—a1—MARFREINET,

BMDA T 3 UIZD0NVT, RORESBL TS,

[30 Minutes]

EH NS A—B— B

IPMI Watchdog Timer [Disabled] IPMI [ZERL L f-#2ENRED POST) DA v F Ry 24 <—WDN 28

GED Enabled MZTEFES, SDFAI—(E, I—F—NIRTFTLIZHLT
IPMI O > FERTTHEEDCLY ., BBMNICIEEMCGZY E
HA.
IPMIF9 A+ v F Ky T8 4<—WT) L, POSTHRIZFOF—, Ff=(&
FIOXF—%HF LFILETEET,
POSTHMDFR F—, F=IFFIOF—ZFIB L LIS DIHE. WTIHE
RENEIPMDF Y F R TRALAI—DE A4 LT FEARBDEIC
BALTIERL, PATALIREREINEIPID A+ Y F Ry 5424
T—EMEEHRITLET,

IPMI Watchdog Timer 10 Minutes H—nN\—DOv Y7y ITHRE LEHEICTH—/N—IIH L TRE

Timeout gz 15 Minutes BAALTD FIMEERITT HETOFEBHERETEET,

20 Minutes

IPMI Watchdog Timer
Action GE1)

[Power Cycle]
Power Down
Warm Boot

H—NnN—0Ov O Ty FIZE2TI4VF Ky T84 T—hEHE
PN o= EDE A LT FEMERRETEET,

[ ]! HfeEkoORE

E1: X TLROM Version 2.54 LRI CTRIETES4H T3> T,

(2) Power and Performance Options A —=a1—

VRATLA—T A4 )T 4B,
Performance Options] Z&RT B &

['System Configuration > BIOS/Platform Configuration (RBSU) > Power and
TPower and Performance Options] * =a—MRTEhET,

BMDA TS 3 U220 T, RORESBLTLEELY,

15H NG A—H— £ BA
Energy Performance [Disabled] CODFATLavEFERALT, IRILF—NIT+—IVREBEEFE
Preference Enabled MELIFEDICLET,

[ 18 HFEFORE

1. X7 LROM Version 2. 80LIBEIZCRIATESA T 30T,
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(3) Advanced Performance Tuning Options* =1 —

DATLA—T4)Ta4DB,

Options] A —a—MRRINFET,
BIDA TS 3 UIZDNT, ROXREFSBLTLIESLY,

[System Configuration > BIOS/Platform Configuration (RBSU) > Power and
Performance Options > Advanced Performance Tuning Options) ZEiRd 5 &.

['Advanced Performance Tuning

15H

NS A—H— £RER

Processor Jitter
Control Optimization

Optimized for Throu
Optimized for Laten
[Zero Latency]

ghput AATLaVIIEEHDIGEEDZT VT, HERREM
cy SEBLEBELTLESLY,

COAToaviE, oty —RE¥REHOEE
E#EEORIEEZREIL LET,

lOptimized for Throughput] #®IRI B & . BARAET
ENBREACEELLAVEZEBSLI-FEE
LET,

Optimized for Latencyl ##ERT B&. TOvH—
BRBETITHEEITHINESLNH S L Z2HFE LI
wWMELES,

[Zero Latency] #:EiRT H &, RIEMEHEMYRC &
SICHIELET,

(4) Server SecurityA—=—a1—
RTFLaA—T4) T4, [System Configuration > BIOS/Platform Configuration (RBSU) > Server Security]
#BIRGT B E. TServer Securityl] A —1—MFRRENET,

BMOA TS 3 UICDO20T, RDRESBLTLIZELY,

[ ] HERORE

EHE INGA—H— E5BR
UEFI Variable Access [Disabled] ARV—TFT A VI VRTLBEMDY T b TICKBEED
Firmware Control Enabled UEFIZ#DEZAHE . VAT LBIOSTEREIZHIEHTES L SIZH

FELET, [Disabled) NBIRESNTULSIGEIL. TATHOUEFIE
HMMNEZIAHATARETYT, [Enabled] MEIRESATULVSES. X
TLBIOSLUANDY 7 bz T7ICk>TEZELZUFIZHICMZ oh
BEBRIITRTIAYV Y INFT HIRIL. AXRL—TFT 2T IR
TFLBNFLWI— AT a3 0xT— MEFORLEAIZEML &
S5&EFHE. ERICIET— MEFORTHICEESINE T, jEiE:
UFIZE# 7o AD T 7—Loz7ay hA—ILAEMZLE-T
WBBE. ARL—FT 4 VI VAT LOMEOD—EIHEELY
[CEMELBVWS ERBYET, HILLWARL—TA VI PRTLA
DA VR F—=)LRIZIS—HIRET HHELHY ET,

[ ]! HfeEkORE

E1:OXTLROM Version 2.54 LRI CRIETZES4H T3> T,

(5) Advanced Trusted Platform Module Options A —a1—

DRTLA—T a4 )T a5,

[System Configuration > BIOS/Platform Configuration (RBSU) > Server Security

> Trusted Platform Module Options > Advanced Trusted Platform Module Options] Z:&EiRd 5 &. [Advanced
Trusted Platform Module Options] * —a—MRESINET,
BHDA TS 3 UIZDONVT, RORESBLTLIEZS,

15H

INGA—H— B
Omit Boot Device Event | [Disabled] T—bTNARARY NEBBDRHFRERELET, [Enabled) (2
Enabled ET DHE. PRT— FRITOBRIENESNIZAY . PCRIA]I TODRIE
MRS nG< Y ET,

[ ] HEEORE

SE1:RTLROM Version 2.80 LIBIZTHIATESA T 30T,
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(6) Advanced PCle Configuration* —a1—

SRTLA—TFT 4V )T 4, [System Configuration > BIOS/Platform Configuration (RBSU) > PCle Devices
Configuration > Advanced PCle Configuration] #:#iR9 % &. [Advanced PCle Configuration] * = a1—MFKR

SNFEY,

BIDAZ21—[2DNT, RORESEL TSN,

I5H INGA—H— FiEA

PCIe MCTP Options

(D PCle MCTP Options A =a1—
DARTLA—T4)Ta4Mb,

[System Configuration > BIOS/Platform Configuration (RBSU) > PCle Devices

Configuration > Advanced PCle Configuration > PCle MCTP Options] %:EiR95&. [PCle MCTP Options]

A DA —DRRSNET,

BMDA T 3 UIZD0VT, RORESBL TS,

I5H ING A —H—

FEA

PCle Slot XX MCTP | [Enabled]
Broadcast Support | Disabled

BESNF-XOY FOPCIeBEa VR—% 2 X 7O F3)L (MCTP) %
HEILET,

ZDFA T avid, PCleTy FiRA ¥ MMZxtd BMCTPHR— k& ESh=T
BEOHICERALET.,. CcOXTLIaVFERTLOEHEEICH LT
MR ETAEEHELET,

XX: 1/2/3... (CPUBNS A —h— FIEREICIE CTRERAEDY ET, )

BAGIZEEY S BRLEHEIZDNT

[ ] HfEkoORE

AEOARIZFHRAALH Y FLBAIF, TEEIT7—XA b3 VE 0 MU E—FTHERVEDE (S,

PELEDLELR: 77— ka3 b4 —

TEL : 0120-5800-72

S{FEEE : 9:00~12:00 13:00~17:00 AEH~€EH @B ZR<)

KESERMERICEOLRNE D BHENMD S ABBLEHLECZELN,
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Precautions for Using
Express5800/R120h-1M (2nd-Gen), R120h-2M (2nd-Gen)
I

Thank you for purchasing our products.
This document provides the precautions on the use of this product.
Please read through the instructions below and keep this document in a safe place for your future reference.

1) Introduction

2) Notice about the function of the System ROM
3) Notice about the function of the iLO5

4) Notice about the OS

5) Notice of the function in general

A) The additional options by firmware update

1) Introduction

e About the manual of this product.

For Starter Pack, the user's guide and the other related documents of this product, please refer to Download on the
following URL. Regarding Starter Pack, it is also provided as an optional product.

< https://www.58support.nec.co.jp/global/download/ >
-> Document & Software
-> Rack

-> (Select your server model)

Please check latest information and versions on ESMPRO portal site before using NEC ESMPRO Manager, NEC

ESMPRO ServerAgentService and Express Report Service / Express Report Service (HTTPS) / Express Report
Service (MG).

< https://ww.58support.nec.co.jp/global/download/ >
-> ESMPRO

e About Starter pack

Please see the following website to check the latest Starter Pack.

< https://ww.58support.nec.co.jp/global/download/ >
-> Document & Software
-> Rack

-> (Select your server model)

e About service and driver modules for VMware ESXi

Please see the following web site to check the latest modules.
1. Agentless Management Service and iLO Channel Interface Driver

< https://ww.58support.nec.co.jp/global/download/ >
->VMware

2. WBEM Provider and CLI tool

< https://www.58support.nec.co.jp/global/download/ >
-> Utility

e Notice about service operation time of this product

The service operation hour of this product may require more hours than usual depending on the combination of the
equipped firmware and driver.
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2) Notice about the function of the System ROM

e Caution for the “Submit Fail For Form” Question pop-up

If you encounter the “Submit Fail For Form” Question pop-up while changing the configuration in the System Utilities,
discard the changes by pressing Cancel. To apply the desired changes after that, reboot the server and re-enter the
System Utilities. Selecting OK to continue the changes may cause some server settings such as Serial Number and
Product ID to be lost.

€ Question

Submit Fail For Form: BIOS/Platform Configuration (REBSU)

Select Cancel to discard changes for this page. Select OK to go to this page

e Caution for recovering from a Red Screen of Death (RSOD) screen

If you have changed the server configuration/settings or the system status, a Red Screen of Death (RSOD) screen
appears inrare cases before starting up the OS. This may cause the server to become uncontrollable. However, the server
may recover from the RSOD by tuming off and then on the power again.

To recover from this condition, power off and then on the server again.
If the problem persists, contact your sales representative for maintenance.

neral Protection Exception

DO000000 R-FFFFFFFFFFFFFFFF
BX

D 0000000038A 360
0O00000GIBA30TF

CALL ImageBase Name +0f fset
00h 000 PlatfornRecoveryfipp 001792k
it of range

e How to recover stop POST by the message of "Memory Initialization Start"
If the server stops POST by a message of "Memory Initialization Start", recover them by setting to the default value by
SW6 of the system maintenance switch.

Refer to “Chapter 1 - 7.4.3 Set the System Configuration Back to Default Values” of the maintenance guide.

e About UEFI Serial Debug output on BIOS Serial Console

UEFI Serial Debug output could inadvertently be seen over BIOS Serial Console with System ROM v2.32 (03/09/2020).
This issue would be seen periodically on server reboots. And, POST time will increase about 2 minutes.
This issue has been fixed in System ROM v2.34 (04/09/2020).

-26-



o Notes on the Server Configuration Lock (SCL)

(1) Set SCL function to disabled and operate the system.

(2) Set the password when the SCL function is enabled and keep the password in a safe place. If you lose your SCL
password and it is locked by the SCL function (stopped before booting the OS), you will not be able to unlock it and
you will not be able to boot the server OS again.

You will be charged for recovery / recovery to the bootable state.
If you lose your SCL password, there is no way to clear it.

(3) When you will be requesting maintenance, it is necessary to disable the SCL function.
If you cannot be disabled the SCL function, maintenance will be a charged one.

(4) Set "Halt on Server Configuration Lock failure detection." option to disabled and operate the system. If it was enabled,
when the SCL function detects an unrecoverable condition and is locked (stopped before the OS boots), the system
utility will not be able to start and the server configuration lock will never be disabled.

You will be charged for recovering to the bootable state.
Unrecoverable conditions of SCL function:
- When the server boot is locked by the SCL function due to change in the RBSU settings.
- When the server boot is locked by the SCL function due to the update of firmware, and the original firmware
version cannot be restored.
- When the server boot is locked by the SCL function due to a failure of the DIMM or PCI option card

o Notice of the backup and restore of RBSU Settings by REST ful interface tool.

In the case of iLO5 firmware version 2.40 or later, backup and restore of RBSU Settings should be done from "Backup
and Restore Settings" menu under System Utilities. (See "Backup and Restore of RBSU Settings" in Maintenance
Guide (Common).)

e About change of specification in Fault tolerant memory function (ADDDC)

Specification of the Fault tolerant memory function (ADDDC) has been changed by firmware update. Change points are
below.
- For the system ROM version 2.04 (04/18/2019) or later
Even if the system has other than 8 or 12 DIMMSs per channel but has the fault tolerant memory function (ADDDC)
available configuration, the system will change its setting automatically and starts to use this function.

- For the system ROM version 2.10 (05/21/2019) or later
- The Fault tolerant memory function (ADDDC) can be used even if the amount of RANK number per channel does
not exceed 2.
-N8102-709 becomes ready for use of the fault tolerant memory function (ADDDC).

e About the internal DVD-ROM (N8151-137/138) display

Embedded SATA Configuration setting (* 1) is set to [Smart Array SW RAID Support], two internal DVD drive information
is displayed in the Disk Utilities menu (* 2) depending on the operating environment.
Both can refer to the same intemal DVD information.
(*1) 'System Configuration > BIOS/Platform Configuration (RBSU) > Storage Options > SATA Controller Options >
Embedded SATA Configuration |

(*2) 'System Configuration > HPE Smart Array S100i SR Gen10 > Disk Utilities |

e Factory settings on the following items of BIOS/Platform Configuration (RBSU) are as below.
1. System Configuration > BIOS/Platform Configuration (RBSU) > Workload Profile : Custom

2. System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Minimum
Processor Idle Power Core C-State : No C-states

3. System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Minimum
Processor Idle Power Package C-State : No Package States
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¢ "|PMI Watchdog Timer Timeout" may be logged in the iLO event log (IEL)

When System ROM is v2.62 (03/08/2022) and the IPMI Watchdog Timer option is set to Disabled (factory setting),
the following "IPMI Watchdog Timer Timeout" may be logged in the IEL:

iLO IPMI Watchdog Timer Timeout: Action: None, TimerUse: 0x44, TimerActions: 0x00.

Event Class: 0x23

Event Code : 0xB3

Recovery procedure:
This problem will be solved by exercising either of the recovery options (A or B) described below.

Recovery option A
1. Power off the server. Then disconnect the plug from the outlet.
2. Wait for 30 seconds. Then plug the server into the outlet again.

Recovery option B
In System Ultilities, change the setting of the IPMI Watchdog Timer option two times as follows:

1. Power on the server.

2. During the POST, press the F9 key to start System Ultilities.

3. In System Configuration, select RBSU > System Options > Server Availability. Then set the IPMI Watchdog
Timer option to Enabled.

4. Press the F12 key, save the change, and then restart the system.

5. During the POST, press the F9 key to start System Utilities again.

6. In System Configuration, select RBSU > System Options > Server Availability. Then set the IPMI Watchdog
Timer option to Disabled.

7. Press the F12 key, save the change, and then restart the system.

e About the System Utilities and One-Time Boot Menu display
(1) To protect the change permissions on the menu under BMC Configuration Utility, enable BMC Configuration Utility >
Setting Option > Require user login and configuration privilege for BMC Configuration.

It isn't protected by setting of BIOS/Platform configuration (RBSU) > Server Security > Set Admin Password.

(2) The Maximum Size and Installed Size of L2 and L3 cache in "System Information > Processor Information" are
indicated by the values that a 1 MB to 1048576 bytes.

(3) In the PCle Device Configuration menu of BIOS/Platform Configuration (RBSU) (*) and in One-Time Boot Menu,
the name of a RAID controller may not be correctly displayed on the following conditions:

- For N8103-189, N8103-190, N8103-191, N8103-192, N8103-193, N8103-194, N8103-195, N8103-196, N§103-
197, N8103-201, N8103-237, or N8103-238
The above problem occurs if both of the following conditions are met:
1. The version of the RAID controller firmware is v4.11 or higher, or v3.01.04.072 or higher.
2. The version of System ROM is lower than v2.68 (07/14/2022).

However, the problem does not affect a boot from the HDD/SSD managed by the RAID controller.

* Select BIOS/Platform Configuration (RBSU) > PCle Device Configuration.
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e About the PCle Slot X MCTP Broadcast Support menu (X is PCle Slot number)

In the device with the system ROM version v2.10 (05/21/2019) or later, when the PCle MCTP Options menu is selected
(as described in *1 below) for the first time, the pop-ups (*2) informing that the settings for the device will be forcibly set to
default will be displayed as many as the number of settable PCle slots.
Meanwhile, in the device with the system ROM of the following versions, when the settings are tried to be saved, the
pop-up (*3) appears and the settings are not saved. As a result, the pop-ups (*2) will be displayed as many as the
number of the PCle slots every time this menu is displayed. In this case, MCTP Broadcast always operates in an
enabled state.

-v2.22 (11/13/2019)

-v2.30 (02/11/2020)

-v2.32 (03/09/2020)

*1 : System Configuration > BIOS/Platform Configuration(RBSU) > PCle Device Configuration >
Advanced PCle Configuration > PCle MCTP Options

*2 .
Curmrent value of "PCle Slot 1 MCTP Broadcast Support® 2etting does not match possible option values Seting
s forced to the default value
Press ENTER to continue
OK
*3 .

o Question

Submit Fail For Form: BIOS/Flatform Configuration (RESU).

Select Cancel to discard changes for this page. Select OK to go to this page.

eAbout set value of Extended Memory Test option

When System ROM Version is v2.36 (07/16/2020), Extended Memory Test option is set to "Disabled" automatically after a

system reboot.
System Configuration > BIOS/Platform Configuration (RBSU) > Memory Options > Extended Memory Test
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3) Notice about the function of the iLO5

e Caution about Reset iLO

Do NOT ResetiLO during the period from server boot start to the completion of OS boot. This period includes the execution
of POST (Power On Self Test)
Do NOT Reset iLO while users are using the System Utilities.

Under such circumstances, restarting the iLO may cause unexpected result.

For example, while changing options of the System Utilities, Reset iLO may lead to loss of server settings such as Serial
number and Product ID. If the iLO is reset during POST execution, the screen display of UUID and UUID logic in iLO Web
Interface : [Information] - [Overview], may be corrupted. Please turn off and turn on the power this product.

iLO Resets which is subject to this caution
- ResetiLO via network such as iLO Web interface
- ResetiLO via UID switch

* Refer to Caution for operating “BMC Configuration Utility” in the System Utilities below, for the cases where iLO is reset
after changing the settings in “BMC Configuration Utility” in the System Ultilities.

e Caution about iLO Downgrade Policy

In case that iLO License for Remote Management is installed, Do NOT set “Permanently disallow downgrades” in
[ Security] - [Access Setting] - [Update Service] - [Downgrade Policy] setting.

If the setting “Permanently disallow downgrades” is set, downgrade of any firmware cannot be done afterward. The setting
of this “Permanently disallow downgrades” is permanent and irreversible, and users cannot change this setting from any
iLO interfaces or any utilities.

This setting cannot be removed by setting “Set to factory defaults” and the setting “Permanently disallow downgrades” is
kept unchanged.

e Caution about iLO security function
o is always displayed in [Information] - [Security Dashboard] and in iLO Web interface screen.
Depending on the setting of RBSU oriLO, the status of security may be displayed in red showing security is at Risk. Please

set security settings appropriately in order to follow customer’s security policy.
For the recommended settings, please review the iLOS User’s Guide.

For the settings of “Require Host Authentication”, please refer to the other descriptions of Caution for the case where
Admin Password is set from System Utilities(*1), or the case where the setting “Require Host Authentication” is
enabled from iLO Web interface(*2).

The matching condition is different by iLO5 Firmware version.

iLO5 Firmware matching condition(s)
Version 1.40 (*1),and (*2)
Version 1.43 and later (*2)

The iLO security icon on the right upper portion of Web interface may be transparent even if “Overall Security Status” of
[Security Dashboard] is “Risk”.
"Overall Security Status" of [Security Dashboard)] indicates the current security status.
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e Caution for the case where Admin Password is set from system utility (*1), or the case where the
setting “Require Host Authentication” is enabled from iLO web interface (*2).

(*1) This caution is for iLO firmware version lower than 1.43.
“System Configuration > BIOS/Platform Configuration (RBSU) > Server Security”
Set password by “Set Admin Password option”

(*2) This caution is for iLO firmware version 1.40 and higher.
Don't set “Require Host Authentication” Enabled in “Security > Access setting > iLO”

When the setting described above is executed, the following symptoms are expected
- Many messages “Remote Insight/ Integrated Lights-Out Unauthorized Login Attempts” are displayed in alert viewer.

= Error occurs, when Starter Pack (Standard Program package) is applied.

The following services and functions are not supported
* Report services for hardware faults in Express Report Service

- RAID Report Service

* Function to display Device information and configuration collected by iLO

* Function to collect event logs collected by iLO

e Caution about iLO time function

This caution is for iLO firmware version lower than 1.45.

In case that SNTP setting is disabled, and if the iLO is reset, iLO time may be slipped.
It is recommended that SNTP is set enabled at iLO Web interface.

For the details of iLO SNTP setting, please refer to iLO5 User's Guide.

e About the corrupted screen display of UUID in iLO Web interface

If the iLO is reset during POST execution, the display of UUID and UUID logic in iLO Web interface : [Information] -
[Overview] page may be corrupted.
When any corrupted texts are displayed, please turn off and on the system.

e Caution about Virtual NIC settings on iLO Web interface

The default value of “Virtual NIC” in [iLO] of [Security] depends on the version of the iLO 5 firmware.
If "Set to factory default" is executed in the BMC configuration utility, check the following:

(1) Ifyou use iLO 5 firmware version between 2.10 and 2.18, the default value of “Virtual NIC” is “Enabled”.
A warning may be displayed for “Virtual NIC” on the device manager of Windows Server 2012 R2 which does not
support virtual NIC or Windows Server 2016/2019/2022 where USB CDC-EEM driver is not installed.
If you do not use the iLO virtual NIC functionality, go to [Security] > [iLO], and set “Virtual NIC” to “Disabled”.

(2) Ifyou use iLO 5 firmware version between 1.40 and 1.47, or 2.31 or later, the default value of “Virtual NIC” is “Disabled”.

eCaution about IPv6 address of Network Adapter on iLO Web interface if vEthernet(Hyper-V Virtual
Ethernet Adapter) is configured on Windows

If iLO version 2.18 below is used and vEthernet(Hyper-V Virtual Ethernet Adapter) is configured on Windows, “IPv6
Address” of [Network Ports] in each Adapter may be not accurate on [Information] > [Network] > [Physical Network
Adpters].

Please comfirm The Property of each network apater on Windows, if vEthemet(Hyper-V Virtual Ethemnet Adapter) is
configured on it.
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o Display of Network information on iLO Web interface

If iLO 5 firmware version 2.31 or later is used and the network bridge is configured, the information displayed (for each
adapter) in [Physical Network Adapters] in [Network] of [Information] on iLO Web interface may differ from the actual status
on OS.

For the detail of the bridge information, please check the Property of each network adapter on OS.

eDisplaying Device Inventory information in the iLO web interface

< Enviroment with SAS Expander card (N8116-51) >
iLO firmware version 2.31 or later, SAS Expander card information might be displayed as follows, but it does not affect
server operation and SAS Expander card operation.

- Firmware Version  : N/A
- Status : Disabled

e About Storage Information of iLO web interface
If you are using the iLOS firmware 3.00 or later
iLO 5 may not retrieve Storage Information after server reboot.

In this case in the iLO 5 web interface, under "System Information,” clicking on the "Storage™ tab displays the following:
"Failed to retrieve complete  storage device information. Refresh the page in a few minutes. "

If above the message is displayed on "storage" page in iLO web interface, please run the iLO reset.

e Caution for the Security Dashboard of iLO Web interface

If you update to iLOS5 firmware greater than or equal to 1.43 and lower than 2.10, “Last Firmware Scan Result’ is displayed
in “Information > Security Dashboard”. Do not click this Hyperlink.

If you click this link by mistake, you won't be able to move between menus and tabs.

In that case, you need to reload the page by the reload button of the browser.

Or you log out the current session of iLO Web interface, and please log in again.

Information - Security Dashboard ® © ® ®© 9 A 7

Overview Security Dashboard Session List iLO Event Log Integrated Management Log

Active Health System Log Diagnostics

@  Overall Security Status - OK

Security State Production
Server Configuration Lock: Disabled

Security Parameter \l,Stalus State Ignore
Security Override Switch 9 oK off O
IPMUDCMI Over LAN 90K Disabled O
Minimum Password 1 ength 90K OK O
Requir n for iLO R 9 oK Enabled O
9 OK Enabled O
Secure Boot ¥ OK Enabled O
oK Enabled O
90K Disabled O
oK oK O
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e What todo when corruption of SNMP alert about the physical drive status changed is recived?

When you recived the corrupted SNMP alert about physical drive status changed,confirm the location information of the

same event at “Information” - “Integarated Management log” of iLO5 Web interface.

eg.

Abnomal, physical drive status change detection,iLO SNMP Trap,mgr_WIN-UGHIHPNIH1Q,uru-rhel83,192.168.0.57,,2021/10/01
15:22:57,iLO,0xc0000be6,"A physical drive status change has been detected. Current status is 3.

(Location: ot 12 Controller: Slot 12)","If the physical drive status is ‘failed(3)', ‘predictiveFailure(4)’,

e About status of Agentless Management Service(AMS) on iLO Web interface.

When you recived the corrupted SNMP alert about physical drive status changed,confirm the location information of the
same event at “Information” - “Integarated Management log” of iLO5 Web interface.

When status of Agentless Management Service(AMS) is “Unknown” or “Not available”(*) on iLO Web interface,

please resetiLO.

After about 10 minutes, please restart Agentless Management Service(AMS) by following procedures.

* Verifying AMS status

Please confirm the status from iLO Web interface : [System Information] - [Summary] — [Subsystems and Devices] -
"Agentless Management Service".

If the status of Agentless Management Service(AMS) is “Unknown” or “Not available”, iLO can’t collect some part of
information of storage, network and iLO can't display those information correctly.

< Restarting AMS >
Procedure
* Windows
Navigate to the Windows Services page and restart AMS.

- Red Hat Enterprise Linux 7.x and 8.x
Enter the following command:

# systemctl restart smad
# systemctl restart amsd

- ESXi6.5/6.7
Enter the following command:

# letc/init.d/amsd.sh restart
or
# /etc/init.d/ams.sh restart

* Command depends on the version of AMS you are using

- ESXi7.0
Enter the following command:

# /etc/init.d/amsd restart

e About Java IRC session timeout message.

While Integrated Remote Console (Java IRC) is launching, the pop-up messages indicate the IRC session expired
appear after that session has expired. At the same time, irrelevant popup appears too together.

When the following message in bottom layer of Java IRC window, ignore description in displayed pop-up message.

- “Sessions Closed due to Timeout or Unauthorized Access.”
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o Note About Rapid Setup
If you are using the iLOS5 firmware 2.71 or 2.72:

Before using Rapid Setup for configuring the Smart Array SW RAID on your system, open the iLO web interface, go to
[System Information] > [Device Inventory], and then confirm that “Status” of Smart Array S100i SR is “Enabled”. During
a POST after that, press the F10 key, select [Provisioning] > [EXPRESSBUILDER], and then run Rapid Setup.

If “Status” is “Unknown”, running Rapid Setup may display “Preparing recommended RAID configuration” and then the
following message:

m “Rapid Setup did not find any supported disk installed on this system.
Either there is no disk installed, or there is a cabling or other problem.
Please exit Rapid Setup and check your hardware configuration.”

e Possible high-speed fan rotation and abnormal sound
If you are using the iLOS firmware 2.90 or later

Restarting the server can on rare occasions rotate the fan at high speed and emit an abnormal sound.
If this state continues for more than seven minutes, restart the server again.

o SNMP Alert
If you are using the iLOS firmware 3.00 or later

For NEC ESMPRO Manager, the Alert Viewer notifies you of a change in a physical-drive status when it is detected.
Depending on the status, the location information is displayed in either of the following two patterns:

1. (Location: Slot=(A):Port=(B):Box=(C):Bay=(D) Controller: <NULL>)
2. (Location: Port=(B):Box=(C):Bay=(D) Controller: Slot (A))

A: Controller location (slot number)

B: The port number of the physical drive

C: box number of the physical drive

D: The bay number of the physical drive
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4) Notice about the OS

o About EXPRESSBUILDER Manual Installation

Partitions in the target disk are deleted when you install the Windows by EXPRESSBUILDER even if you select the
"Manual" option.

Pay attention to the user data stored in the system drive when re-installing Windows.

o Notice of Windows Server

When the USB device is used in supported Windows Server OS, the next event log is sometimes registered.
But ignore this message since it does not cause any problem for the operation.

< EventLog >

ID 1

Source : VDS Basic Provider

Level :Error

Unexpected error occurred. Error code :32@01000004

o Notice of Agentless Management Service (AMS) on the server running Windows Server OS

The server running a Windows Server 2012 R2, Windows Server 2016, or Windows Server 2019 operating system with
Agentless Management Service (AMS) version 1.40.0.0 installed, the ams.exe process will exhibit an increasing handle
count. Handle leaks can cause performance issues overtime due to over consumption of memory.

@ This symptom is fixed in the Agentless Management Service (AMS) 1.43.0.0.
This AMS is included in the Starter Pack. Please apply the Starter Pack Version $8.10-006.03 or later. If the AMS
1.40.0.0 is already installed in your server, and you want to apply Starter Pack Version S8.10-006.03, you need to
update the AMS separately. For further explanation about the updating, please check the Starter Pack website.

@ If you want to use Agentless Management Service (AMS) 1.40.0.0, please do the following steps to stop the
increasing of the handle count.

1. Stop the AMS service by typing "net stop ams" in a command prompt.

2. Explore to C:\Program Files\OEM\AMS\Service folder.

3. Rename the file storelib.dll to storelib.dll.bak

4. Start the AMS service by typing "net start ams" in a command prompt.

(*1) The following message may be displayed when stopping AMS, but there is no problem.

A system error has occurred.
System error 1067 has occurred.
The process terminated unexpectedly.

The Agentless Management Service service was stopped successfully.

(*2) The following message may be displayed when starting AMS, but there is no problem.
The requested service has already been started.

@ There are 2 ways to check the version of Agentless Management Service (AMS).
- The way to confirm on the OS of the target system.
(1) Run the following command on Windows PowerShell.
> Get-WmiObject Win32_Product | Select-Object Name,Version | Select-String "Agentless Management
Service"
(2) Check the version from the command resullt.

- The way to confirm on the remote system with using iLO Web I/F.
(1) Login to iLO Web I/F with Web browser on the remote system.

(2) Select the "Firmware & OS Software" on the left menu, and then select "Software".

(3) Check the version of "ams.exe" displayed in "Product Related Software".
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e Notes on changing configuration of CPU board after setting up Windows Server 2019/2016/2012 R2

1) When a fixed IP address or DNS is set for the following options, add a CPU board by the following procedure.
(The procedure is necessary to take over the fixed IP address setting even after the CPU expansion.)

N8104-173 Dual Port 10GBASE-T LOM Card
N8104-177 Dual Port 25GBASE SFP+ LOM Card
N8104-182 Dual Port 10GBASE-T Adapter (2ch)
N8104-183 Dual Port 10GBASE-T Adapter (2ch)
N8104-185 Dual Port 10GBASE SFP+ Adapter
N8104-187 Dual Port 25GBASE SFP28 Adapter
Expanded PCI Card with PCI-to-PCl bridge

a) Change settings such that the service that refers to the relevant option does not start up automatically and stop
service. In addition, when the storage is connected to the option, remove the LAN cable from the option before
the following work so that the option does not recognize the storage.

b) When setting LAN teaming at the option, cancel teaming.

¢) Record IP address of the options / sub netmask / default gateway / preferred DNS server / alternate DNS server
(the parts in the red frames below.)

Internet Protocol Version 4 (TCP/IPv4) Propertics ®
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automaticalh

(® Use the following IP address:

1P address: ]
Subnet mask: ]
Default gateway: ]
(®)Use the folowing DS server addresses:

Preferred DNS server: O
Altemate DNS server: 1

[[validate settings upon exit Advanced...

e

d) Change the settings of the option as follows: “Obtain an IP address automatically”, for IP address and “Obtain
DNS server address automatically.” for DNS address.

e) Follow the user's guide to add a CPU board.

f) SetIP address /sub netmask / default gateway / preferred DNS server / alternate DNS server, which are recorded
in Step c), to the option.

g) Set LAN teaming again.

h) Set up again the service whose setting was changed in Step a) so that the service starts automatically. When
the option is connected to storage, connect the LAN cable again such that the option can recognize the storage.

Tips
If you do not follow above procedure, a message appears, telling for example, that the fixed IP address is used
by another device, and you may not be able to set a fixed IP address.

In that case, execute the commands below by command prompt and boot the device manager. Then, click
[View] - [Show hidden devices] and expand the network adapter tree, and then delete the grayed out devices
that are not in use.

>set devmgr_show_nonpresent_devices=1
>Start DEVMGMT.MSC

2) When you refer to network of NEC ESMPRO Manager, a duplicate network card will be displayed after the configuration
of the expanded CPU board is changed CPU processor kit. Please ignore the network device that is not displayed on
the OS, and the detail information of the network device will be displayed as “Unknown®.

-36 -




o Note on using NEC ESMPRO Manager (Windows) and Express Report Service (MG)

Depending on the combination of iLO firmware version of this product with NEC ESMPRO Manager (Windows) and
Express Report Service (MG) (Windows), it may be necessary to update NEC ESMPRO Manager (Windows) and iLO
Receiving Information (ilo en.mtb). Please refer to the end of this chapter to confirm/update to the latest version, if needed.

@ Phenomena regarding NEC ESMPRO Manager (Windows)

iLO firmware | NEC ESMPRO Phenomena
version Manager
(Windows) Version
2.10 or higher | Lower than 6.25 - Configuration Tab - Server Status screen
"SNMP Alert setting” will show error message "Failed to get SNMP Alert
setting".

Remote Control Tab - iLO Information - Show IML or Save IML
NEC ESMPRO Manager will fail to get IML information and Show IML or
Save IML feature will not work.

- AlertViewer
New Alerts of hardware failure added with firmware update will be

displayed as "Unknown" alert on AlertViewer.
Lower than 6.47 - AlertViewer

New Alerts of hardware failure added with firmware update will be

displayed as "Unknown" alert on AlertViewer, or they will not be displayed
on AlertViewer.

@ Updating NEC ESMPRO Manager (Windows)

(1) Download the latest version of NEC ESMPRO Manager from the following website.
https://www.58support.nec.co.jp/global/download/index.htmi
- ESMPRO tab

- NEC ESMPRO Manager

(2) Update NEC ESMPRO Manager. For details, refer to Chapter 2 Installation in "NEC ESMPRO Manager Ver. 6
Installation Guide (Windows) [PDF]".

@ Phenomena regarding iLO Receiving Information (ilo_en.mtb)
* Intend for users of NEC Express Report Service (MG)
iLO firmware | iLO Receiving Information | Phenomena

version Version
2.10 or higher | ilo_en.mtb It is impossible to detect a failure of the hardware added along
Lower than 1.4.0 with the update of hardware and to issue an alert of this failure.
* If iLO Receiving Information has been updated and NEC
iml_en.mtb ESMPRO Manager has not been updated, it is impossible to
Lower than 1.5.0 detect the failure of the added hardware and issue the alert of the

failure, as with the above.
* There are 2 kinds of iLO
Receiving Information.

@ Updating iLO Receiving Information

(1) Download the latest version of iLO Receiving Information (ilo_en.mtb, iml_en.mtd) from the following website.
https:/Amwww.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- Express Report Service (MG) (Windows) Receiving Information
-iLO.Zip

(2) Delete current Receiving Information from Express Report Service (MG) (Windows).

For details refer to “3.1.5 Setting for Receiving Information” or “3.2.4 Setting for Receiving Information” in "Express
Report Service (MG) Installation Guide (Windows)".

(3) Set the latest version of Receiving Information downloaded in step (1) to Express Report Service (MG)

* Download "Express Report Service (MG) Installation Guide (Windows)" from the following website.
https://www.58support.nec.co.jp/global/download/index.html
- ESMPRO tab

- Express Report Service (MG) (Windows)
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@ The steps of confirmation for iLO FW version
- Server Health Summary
Push the UID button on the server and check the version of the iLO firmware on the console connected to the server.
(For the detail, refer to Server Health Summary in iLO5 user guide.)

- Remote
Check the version of the iLO firmware on "Firmware & OS Software - Installed Firmware" by iLO web interface.

@ The steps of confirming version for NEC ESMPRO Manager (Windows)
(1) Log in NEC ESMPRO Manager.

(2) Click the "About NEC ESMPRO Manager" link at the top right of the screen.
(3) Confirm the version information of NEC ESMPRO Manager.

@ The steps of confirming version for iLO Receiving Information (ilo_en.mtb, iml_en.mtd)
Confirm the version of “iLO SNMP Trap” in "Setting for receiving information” screen.
Regarding "Setting for receiving information" screen, refer to 3.1.5 Setting for Receiving Information or 3.2.4 Setting
for Receiving Information in "Express Report Service (MG) Installation Guide (Windows)".

e Note on using VMware ESXi

This caution is about the screen display of VMware vSphere : Monitor > Hardware > System Sensor > Sensor when the
ESXi is booted.

1. In case of non-redundant FAN configuration, there are cases where the screen display of following sensor Health
(vCenter : Status) shows “Waming (Yellow)” after ESXi completes boot, This “Warning (Yellow)” does not indicate
hardware malfunction and there is no impact to the system operation.

- Cooling Unit 1 Fans

2. There are some cases where the screen display of following sensor Health (vCenter : Status) shows “ ? ” after ESXi
completes boot, this does not indicate hardware malfunction and there is no impact to the system operation.

- System Chassis 1 UID

o Notes for using TPM in VMware ESXi

If your system has TPM kit (N8115-35) and OS is VMware ESXi with System ROM Version v 2.00 (02/02/2019) or later
and the, should be used "TPM 2.0" in TPM Mode.(*1).
PSOD (Purple Screen of Death) occasionally occurs when TPM Mode is set to “TPM 1.2".

(*1) The factory default setting is “TPM 2.0”.
Check TPM Mode and change setting from the following menu.

Menu Location : System Utilities > System Configuration > RBSU > Server Security >
Trusted Platform Module Options

Indicating : Current TPM Type

Settings : TPM Mode Switch Operation

e Change of RAID monitoring and reporting method

If VMware ESXi uses N8103-189/190/191/192/193/194/195/196/201/237/238/240 RAID controller and N8103-239
SSD Adapter for OS Boot, the RAID monitoring report will be changed to snmp trap reporting.
For details, please check the following website.

NEC Support Portal

http://mww.58support.nec.co.jp/global/download/N8103-239/WBEM uninstall_en.pdf
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e Cautions on using Linux OS

Use the device name of LOM or optional NIC which the OS automatically recognizes. When adding a unique udev rule,
do not change or fix the NIC device name based on the PCI address.
In addition, do not use the storage device name under /dev/disk/by-path/ that includes the PCI address.

If operation using a device name based on the PCI address is required, do not add/remove the card toffrom the PCI slot,
or change the CPU configuration. If the PCI bus address information changes and the name of the PCl-connected device
is affected, you may not be able to access the network or storage, and the system may not boot normally.

e Cautions on using Red Hat Enterprise Linux 8.5 or earlier

Select "OS Boot Manager”" when booting OS from "One-Time Boot Menu".
Selecting an OS boot device such as HDD/SSD on the "One-Time Boot Menu" may cause RSoD (Red Screen of Death).

One-Time Boot Menu

IRad Hat Enterprisa Linux I
Generic USB Boot
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv4
)

Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv4)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv6)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPvé
)

Embedded SATA Port 1 : ST1000NX0423
Run a UEFI application from a file system
Boot from a URL

Legacy BIOS One-Time Boot Menu

One-Time Boot Screen

-39-




5) Notice of the function in general

e Caution for operating BMC Configuration Utility in the System Utilities

If you execute POST or change the BMC configuration while rebooting the iLO, some server settings such as Serial

Number and Product ID may be lost.
In addition, there is a possibility that it does not operate normally in the restart process immediately after.
To avoid this trouble in rebooting the iLO, follow these steps:

(1) In the System Utilities, changing the settings of BMC Configuration Utility may display the following pop-up before
rebooting the iLO:

Warning
EMC configuration has changed and EMC needs to be reset The configuration utilty will not be avadable untl
next system reboot
Enter to Continue / Esc to Cancel
(2) Press OK to proceed.

(3) The iLO will start to reboot and then the following pop-up appears:

) Warning
The management processor is resetting' Please walt 8 minute for the reset to complete, then ht Esc to extt the
configuration utiity and reboot the server

(4) Leave this pop-up at least for one minute.
(5) Confirm if the iLO reboot is completed.
Kthe iLO is restarting : the Status LED flashes in green (once per second) the iLO is operating normally through the
restart completion : the Status LED lights in green.
(6) If the confirmation succeeds, press OK to proceed.

(7) Press the ESC key several times to return to the top screen of the System Utilities.

(8) From the top screen, select Reboot the System to reboot the server.

o How to recover lost Serial Number and Product ID

If the server loses Serial Number and Product ID, recover them as follows:
(1) Power off the server. Then disconnect the plug from the outlet.
(2) Wait 30 seconds. Then plug the server into the outlet again.
(3) Tum on the server with the POWER button.

(4) The server starts up and the POST screen appears.
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(5) Press the F9 key to enter the System Utilities.
If this fails, initialize the RBSU settings with the system maintenance switch (refer to “Chapter 1 7.4.3 Set the System
Configuration Back to Default Values” of the maintenance guide).

(6) Check the values of Serial Number and Product ID by selecting the menu of the System Utilities: System
Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service Options.

(7) If the values of Serial Number and Product ID are satisfactory, go to step 14.

(8) If the values are unexpected or lost, select the menu of the System Ultilities: System Configuration > BIOS/Platform
Configuration (RBSU) > System Default Options.

(9) Select the Restore Default Manufacturing Settings option.

(10) Select this option: Yes, restore the default settings.

(11) The server restarts automatically and the POST screen appears.
(12) Press the F9 key to enter the System Ultilities.

(13) Set the proper Serial Number and Product ID (indicated on the pull-out tab of the server) via the menu of the System
Utilities: System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service

Options.
Serial Number
UERERURRNRNTE
i ==
N3100-2557Y o0
Product ID (£ fﬁ%

Jprurec.com/erpress
[Important] Product ID is the model number like "N8100-2773F". Product ID is not PID.

(14) If the RBSU settings have been changed from the defaults, check and configure the new values.

e Note on using UPS

- When connecting UPS to a serial port, set the items to “Disabled” in the following settings as below:
(1) System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Serial Port Options > BIOS
Serial Console and EMS > BIOS Serial Console Port — [Disabled]
(2) System Configuration > BMC Configuration Utility > Setting Options > Serial CLI Status — [Disabled]

- Ifthe N8181-160 (power supply unit [BOOW/Platinum]) is used by redundant configuration, change the following settings:

System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options >Advanced Power
Options > Redundant Power Supply Mode — [High Efficiency Mode (Auto)]

2 The customer set as High Efficiency Mode (Odd Supply Standby) or High Efficiency Mode (Even Supply Standby)
is unnecessary for change above-mentioned.
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eNote on using N8116-51 SAS Expander Card

When updating firmware from this Starter Pack (Ver S8.10-009.01), please do NOT apply the following firmware update
module (Ver.5.08).

[Package Name]
Supplement Upate / Online ROM Flash Component for Linux (x64) ? HPE 12Gb/s SAS Expander Firmware for
HPE Smart Array Controllers and HPE HBA Controllers
(firmware-smartarray2de15b6882-5.08-1.1x86_64)

Please check the following Starter Pack Version S8.10-009.01 public page for detailed application procedures.
[Starter Pack Version S8.10-009.01]
< https://www.58support.nec.co.jp/global/download/ >
-> Document & Software
-> Rack
-> (Select your server model)

eChanging the cooling setting
This topic pertains to the following HDDs:

N8150-551 300GB 15K Hot Plug 2.5-inch SAS HDD
N8150-552 600GB 15K Hot Plug 2.5-inch SAS HDD
N8150-553 900GB 15K Hot Plug 2.5-inch SAS HDD
N8150-602 900GB 15K Hot Plug 2.5-inch SAS HDD

If your HDD is any of the above, but its current cooling fan setting is Increased Cooling or Maximum Cooling, leave
itas itis (i.e., no need to change the setting). With neither of the two specified, for the HDD'’s stable operation, please
change the setting to Increased Cooling as follows:

#Procedure for changing the setting
(1) Power on the server. During the POST, press the F9 key to start System Utilities.
(2) Select System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and
Thermal Options > Thermal Configuration.
(3) Change the setting to Increased Cooling.
(4) Press the F12 key, save the change, and then restart the system.

Note:

Changing the cooling fan setting may increase the cooling fan speed, which depends on the operating environment
for and the load on the system.

o Notes of using SAS controller (N8103-184)

When using N8103-184, “Status” of iLO Web interface [System Information] - [Storage] - [Storage Controller] is might
display to “Unknown”, but it does not affect server operation and SAS Controller operation.

e About EXPRESSBUILDER Help
If the EXPRESSBUILDER help is different from Maintenance Guide, do not use the help but the guide.

e About FCoE function in N8104-173/177
The FCoE function (Fibre Channel over Ethemet) isn't supported with this product as NEC.

The FCoE function is enabled in N8104-173 in spite of the LOM firmware version, in N8104-177 with Family Firmware
Version after 8.35.43.

It is recognized as the FCoE device on the OS, but when not using it from OS and drivers it does not cause any problem
for the operation.

Please ignore detection of the following device.

-HPE 533FLR-T FCoE Device
-HPE 622FLR-SFP28 FCoE Device
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e About DisplayPort Connector

DisplayPort Connector at the front is not supported.

e About Wake On LAN function in N8104-173
When using Wake On LAN function in N8104-173 (Dual Port 10GBASE-T LOM Card), use PORT1 for this function..
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A) The additional options by firmware update

Some options are added or changed by firmware update of this product.
The additional options are listed below.

(1) Power and Performance Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options from
the System Utilities, the Power and Performance Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Energy Performance | [Disabled] Use this option to enable/disable Energy Performance Preference.
Preference Enabled

[ I Default setting
*1: an option usable with System ROM Version 2.80 or later.

(2) Server Availability Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Server
Availability from the System Utilities, the Server Availability menu appears.
For details about the additional options, see the table below.

Option Parameter Description
IPMI Watchdog Timer+1 | [Disabled)] Use this option to enable a Boot Time (POST) IPMI compliant
Enabled Watchdog Timer (WDT) that is disabled when an IPMI command is
issued to the system by the user and will not automatically be disabled.
IPMI Watchdog Timer 10 Minute Use this option to set the wait timer before performing the desired
Timeout »1 15 Minute timeout action on the server in the event of a server lockup.
20 Minute
[30 Minute]
IPMI Watchdog Timer [Power Cycle] | Use this option to set the timeout action upon expiration of the watchdog
Action 1 Power Down | timer due to a server lockup.
\Warm Boot

[ I Default setting
*1: an option usable with System ROM Version 2.54 or later.

(3) Advanced Performance Tuning Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options
> Advanced Performance Tuning Options from the System Utilities, the Advanced Performance Tuning Options
menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Processor Jitter Optimized for Throughput This option optimizes the thresholds used when the Auto-
Control Optimization Optimized for Latency tuned function detects fluctuations in processor frequency.
[Zero Latency] Optimized for throughput allows only the amount of

fluctuations that doesn't impact overall compute throughput.
Optimized for Latency allows for a very small amount of
occasional fluctuations to occur before reducing processor
frequency. Zero Latency attempts to eliminate any frequency
fluctuations.

[ ] Default setting
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(3) Server Security Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server Security from the System
Utilities, the Server Security menu appears.
For details about the additional options, see the table below.

Option Parameter Description
UEFI Variable Access [Disabled] Use this option to allow the system BIOS to completely control certain
Firmware Control Enabled UEFI variables from being written to by other software such as an OS.

When Disabled is selected, all UEFI variables are writable. WWhen
Enabled is selected, all changes made by software other than the
system BIOS to critical UEF| variables will be blocked. For instance,
new boot options the OS attempt to add to the top of BootOrder will
actually be placed at the bottom of the Boot Order. Note: When UEFI
Variable Access Firmware Control is Enabled, some OS functionality
may not work as expected. Errors may occur while installing a new
OS.

[ ] Default setting
*1: an option usable with System ROM Version 2.54 or later.

(4) Advanced Trusted Platform Module Options Menu

When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server security > Trusted
Platform Module Options > Advanced Trusted Platform Module Options from the System Ultilities, the Advanced Trusted
Platform Options menu appears.

For details about the additional options, see the table below.

Option Parameter Description
Omit Boot Device Event | [Disabled] Use this option to record Omit Boot Device Event. If enabled, PCR
Enabled Boot Attempt Measurements will be disabled and measurement in
PCR[4] will not be recorded.

[ ] Default setting
*1: an option usable with System ROM Version 2.80 or later.

(5) Advanced PCle Configuration Menu

When you select System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device Configuration >
Advanced PCle Configuration from the System Ultilities, the Advanced PCle Configuration menu appears.
For details about the additional options, see the table below.

Option Parameter Description
PCle Bifurcation
Options ) )
PCle MCTP i i
Options
PCle Hot-Plug [Hot-Plug Surprise] For this option, do not change the setting from the factory shipped
Error Control eDPC Firmware Control | setting unless otherwise specified.
eDPC OS Control Use this option to select PCle (NVMe) Hot-Plug support for the

platform. When Hot-Plug Surprise is selected, the platform will
attempt to protect the platform from experiencing an error on a
surprise removal event. This option should be selected for older OS
that do not support Enhanced Downstream Port Containment
(eDPC). When eDPC Firmware Control is selected, the platform
firmware and OS will properly negotiate and log all hot-plug events.
This option is currently not supported by all OS. When eDPC OS
Control is selected hot-plug events are handled by the OS with no
involvement by the platform. All logging of events in this mode will
be limited to the OS only. It is important that this option be set
properly based on the OS to ensure hot-plug events and surprise
removal events are handled properly by the platform. Please consult
OS documentation for additional details.

[ ]: Default setting
*1: an option usable with System ROM Version 1.52 or later.
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i. PCle MCTP Options
When you select System Configuration > BIOS/Platform Configuration (RBSU) > PCle Devices Configuration
> Advanced PCle Configuration > PCle MCTP Options from the System Ultilities, the PCle MCTP Options menu

appears.
For details about the additional options, see the table below.
Option Parameter Description
PCle Slot XX MCTP | [Enabled] Use this option to control the PCle Management Component Transport
Broadcast Support Disabled Protocol (MCTP) Support for a given slot. This option can be used to disable

MCTP support to a given PCle endpoint that may not properly support this
protocol. It is recommended that this option remain enabled for full system
functionality.

XX: 1/2/3... (XX appears as specific slot number by the processor or the riser
card configuration.)

[ ] Default setting

m For Inquiries Regarding this Matter
If you have any questions on the contents of this document, please contact the dealer where you purchased

the product or our sales representative.

NEC
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