Express5800/R120h-1M (3rd—Gen), R120h-2M (3rd-Gen)
CEARFDIEEIE

SO GRS MRESENEFOEE WZHYME > SEVET,
ARRBOERISHENT, SEEVEECCEABYET, WBThAYFTH, SHEANCFRNES
T LS,

5. AEEREREETT CILBRTES & I RYIRELTLEEL,

N [ELHIZ

2) Y RATLRNDHEEEIZEET HIFEEIR
3) L0 SHREICRE T HIEEEIEA

4 OSIZBE9 5 EBZFIR

5 2MROHEEIEHLHIEEE

N 77—LIzT7ERIHIEER

1) [FLHIC

@ AHZDT=a1T7ILIZDT

AREGICET H5HMIE. LD Web B MMIEBE L TWAY = 7ILICEEH L TLET,
https://www. support. nec. co. jp/

NEC H7R— b R—%J)LAIEER] &Y. LUTFD ID THRERLTLEEL,
R120h-1M (3rd-Gen) : 3170102353
R120h-2M (3rd-Gen) : 3170102354

FE -, ESMPRO/ServerManager. ESMPRO/ServerAgentService, TH X T LR BHRY—ER/ TV X T LR EH
H—EXHTIPS)/TH AT LR @Y —E X MG) [CEHL TIE.

ESMPRO A AEE7R—4& JLH4 k<https://jpn. nec. com/esmsm/>

NEC H-R— k7R—4 JL<https://www. support. nec. co. jp/View. aspx?id=9010102124>
DRFDERS I UVN—23 0FTHREDS Z. CHEALCESL,

@ Starter PackiZDLvT

ARG THERAYT S Starter Pack (X, LLTD Web 4o MZEHMABEH I TLET,

AL E T S CPUDEIFEAM, N8101-1519A Ix EXREM A 121X B ThHilE/\— 3 > S$8.10-006. 06 LA L.,

N8101-1723C #z EFREM C F/=(Z D THNIE/ S —2 3> $8.10-007. 02 LI E ZWAL TLZELY,
https://www. support. nec. co. jp/

( TNEC H7R— r7R—HJLINIEFER] KV, T88.10-006] Ff=Id IS8.10-007) %#H&F)

@ Wware ESXiD K5 A /8 - H—ERES 2—IJLIZDLVT

ARERTHERT S Wware ESXi D RS54 /8- Y—EXED 2 —)LIE. LLTD Web ¥4 MMImZFhRAEH SN T
WEY ., Neb A FIBEH SN TVWSIRBZHERL., BUGN—D a3 VEBERALTIESL,

(1) Agentless Management Service & & U iLO Channel Interface Driver
https://www. support. nec. co. jp/
( TNEC H7R— FR—% JLINEZER] &Y. lAgentless Management Servicel Z#&F& L. [&#h] LT REh
l'Agentless Management Service &k T iLO Channel Interface Driver (VMware ESXi 6. x AR (x=b F£7=IX 7),
7.0hR, 8.0kR) 1 ZEALTLLEZELY)
(2) WBEM 'R/ #H KU CLI v—IL
https://www. support. nec. co. jp/
( TNEC H7R— FAR—AILRIRE] £ Y. NWBEM 7O/« &) ##&EL. [HEHR] BN o1 58 LU
CLI *y—JL (WWware ESXi 6. x B (x=b EF=(X7), 7.0k, 8.0fR) 1] ZTEHALTLFEELY)
(3) Wware ESXi T/81 R K548
https://www. support. nec. co. jp/View. aspx?id=3140105866
( TPCH—/\/ T L— FH—/\(Expressb800 1) —X) | MERROS D [T/ R RS A /1\—&] %ER)
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https://www.support.nec.co.jp/
https://www.support.nec.co.jp/
https://jpn.nec.com/esmsm/
https://www.support.nec.co.jp/View.aspx?id=9010102124
https://www.support.nec.co.jp/
https://www.support.nec.co.jp/
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https://www.support.nec.co.jp/View.aspx?id=3140105866

@ AEGRORTERIREICEALT

AEGEE, BEERERFCHESKTERICRL, RFBMEER T 7LV 7. FI41\OBAEHHEIC
FOoTIE, RFERICHEZET 5 ENHBYFT,

@ Linux®HHR—KZDL\T
RHEL MY R— FRRIZDULNTIE, LD Web B4 FZETHEZELTULNM=12KH, Z77—RX i b2 —
ETHEBLEDHECEELY,

NEC Linux H—E Xt v FXIGETIL
https://jpn. nec. com/ | inux/| inux—os/ss/model. htm|



https://jpn.nec.com/linux/linux-os/ss/model.html

2) VAT LRNDHEREIZEE T HFBER

@ Submit Fail For FormMQuestion (BR) /R F77 v FRRIZOVWTDIERIE

DRATLA—T A4 )T AIZEWTHREDZEEHIZ, ROSubmit Fail For FormdQuestion (BR) Rw F7 v Tht
BrRShEBEIE. Fritib] 2BRUTEFTZWBEL TS,

EHIT, U—N—DBEHZT O OTURTLAI—TAUTAICAVLGE L THALRENDEETLZEETOT
{F2EW, L K] 2L CEDFEFERTELEEZED D L. FEEBICEREFSN T SSerial Number, Product ID
HEDHRERBEHERT I ENHY FET,

Question

Submit Fail For Form: BIOS/Platform Configuration (RESU)

Select Cancel to discard changes for this page. Select OK to go to this page

@ =m

Submit Fad For Form: BIOS/7 9 7 h 7 2 = LR (RESU)

COR-COREEERTIMECF T EAERARLEY, COR-DLACREROKERRLEY,

HARFBERTDHE

@ F~3Z=FHEE RSOD : Red Screen of Death) AT REh1=-BEDFLIZDILNT

RENEBHERECRELERLREVATLOREZERELLEHEO. HETNNAANDT VR4V
&Y. OSEEBNRTIZHICHRXFEE RSD) ARTEN., AERDBESHEGSBHENHYFT, BREE®
RELEITHS —BHEOERDEEAH Y BIROFF/NIZE >TEELES,

FRXFEE RSD) ARTSN=5E, KEDERFF/INESENLET,
FIREMSEER LGV EEE, RTFY—ERRGRITBRVEDE CFZELN,

Ho4 Exception Type 0D - General Protection Exception

0O0000AFAO0A00 DH=000 000000000 R8=000000 060060 FFFFFFFFFFFFFF
000000SCDERGES BP=000 098251F =000000 ] 000000000000
00000000000004 11=FFFFFFFFFFFFFFFF 12 0060600000 00000098251F00
Doo1s 1 096251F00 ST=AFO0OC =AFOOO000AFO!
0668 CRE=0000

OBh
6Dh
OFh

CALL ImageBase InageName+0f fset
00h 0000000098A2D000  PlatformRecoveryfipp+001792h
address out of range

FRXFEE DB




@ [Memory Initialization Start] M A v+ —TPOSTELE LI-HE&DORMIZDULNT

[Memory Initialization Start] WA v t—ITPOSTBIE LIS, YRATLAVTFURRAL vyFD N6 (=
FYLRTLEEEZTIAHIMEIZRT ZETEIBT LSS ENTEET,

HHEFIEIE AVTFURAAR 1 E(.4.3 SATLEEZTI74IMEIZRT) ] QDIEEZSE
{fEELY,

@ YT IILaLV—ILIZPOSTT /Sy FiE@HiH hIhBHIZDUVT

AT L ROM v2.32 (03/09/2020) IZ35LNT . POST E1THF. FhIZ POST T/ J1EHAY 1) 7ILR— M A
Eh. POST EITHREINEE LT 2 ARG HIENHBYET,
S ZAT L ROM v2.34 (04/09/2020) Tld, CORIEMEESNTULET,

@ Server Configuration Lock (SCL) IZDWLNTDIIEEIE

(1) AT LERPILSCL HEEZEICL., FALGLTLIZEL,

(2) SCOL #EAMEFICERTE S /SR T— RIEKRINRE L TLZELY, SCL D/NRT— FZEHER LIREE T, SCL
BEEC Kk YDy (0S T— MRTICEL) Shbd e, OV IfERTET. ZEL I bTELGLLBYET,
T— rATREREADEIE/EEIFHEICTRLC LICHRY FET,

BH. SCLDIRRT— RKEHKLIEBA, S(LO/IRRT—FE29 ) T7THHEEIHY FEA,

Q) RFEEKET HIFIE. SCL HREZBIE L TV RENHY ET,

SCL HREZ BB TELUMES. RFFFEISTRSCEIZEYET,

(4) RBSU @ THalt on Server Configuration Lock failure detection. | #gelZHEMIELEWLTLEEL, 3 LE
MITERTE LI5S, SCLREN EETRERMHDZEAZHRE L. Ay Y 0S T— MIICEL) ShTLES &,
VRATLA—T A )T A LEBTEY, ZEEH—N\—BHOVIEBNNTEENTEFEA,
T— rAREREADEIB/EEIFHEICTRLC LICRY FET,

SCL #RED EIE T RESE
- RBSU MEREZEEICL Y AV Y SnfHE
- IJ7—LDIT7EHFICEYAYIEIN, TDT7—LDTT7 N—U 3 VICRT ZENTELRGE
- DIM., FfIEPCl AT a3 h—FOBEIZLY Oy INizEE

@ RESTful4f 8 —J 2 —RY—)UIZ & BRBSUSRED/ NV I 7 v T R#F) £ Y R 7 ({5wn) DEERE

iL05 77 —LHTF7/A—2ay 240U EDIHE. RESTful 4 82— —RXY—)L%{#F L1-RBSUEREDIRTF
EETIIFERATEE A,

RBSUSRENRF L ETIE. YR TLI—T 1) T 1 DBackup and Restore Settings A =21 —mM5TF->TL &L
(ATFURAA REER D D RTLA—T 1) T4 DRBSU SREDFRELET] #58),

@ SW RAIDFEZNBF, PNREDVD K54 7 (N8151-137/138) HS2ER T S S H= DLV T

AT L ROM v2.32 (03/09/2020) K;i&MDi54E . Embedded SATA Configuration E%5E (x1) % [Smart Array SW RAID
Support] S ZEEHE. EFEEICEKEY Disk Utilities »*=a—(*x2)ICHE DVD
RS A JERN 2 ERTESNET,
EELD KR4 TEERLE-BETHRICLAEDID RS A4 JDEHRASHETEET,
(x1) TSystem Configuration > BIOS/Platform Configuration (RBSU) > Storage Options > SATA Controller
Options > Embedded SATA Configuration]
(*2) TSystem Configuration > HPE Smart Array S100i SR Genl10 > Disk Utilities.




@ ILiZHFEREDREIZDOLNT
UTDEHICOWTIE, THEHARFICUTOXLSIZEHELTULET,

(1) System Configuration > BIOS/Platform Configuration (RBSU) > Workload Profile% [Custom) [ZEXFE.

(2) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Minimum
Processor Idle Power Core C-State% INo C-states] IZE%%E.

(3) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Minimum

1 —]

Processor Idle Power Package C-State% [No Package States)] IZE&7E.,

@iL01 R A% (IEL) [ZIPMI Watchdog Timer Timeout® A4 Mi&EFEh 5,

L X7 LROM v2. 62 (03/08/2022) AR S TULVSIGE. HDIPMI Watchdog TimerA 7S 3 % [Disabled (H
FIEEDERTE) | ITHRELTWLDIEE. L0 Ay FOSIZTEEDIPM Watchdog Timer Timeouth\&4gEh s &
n"HYET,
UTOFIEFERET D& TAEEIFELET,

iLO IPMI Watchdog Timer Timeout: Action: None, TimerUse: Ox44, TimerActions: 0x00

ARV RIS R 0x23

AR ba—F: 0xB3

EIBFIE :
LUTOEIBFIE., £-ER20DELLMNERBL TV T T, AEEVRETEFET,

EIBFIR
() KEOERZYY. EBRI—FZa tr Mhosd,
) 0BLULEBLI-DOL, EBRI—FZat2 MIERT 5.

Z18FE2
SRFLA—T4 )T 1 &Y. IPM Watchdog TimerA 7> a v DB EL2EERELET,
(1) POSTHIZFRF—ZWTL, YRTLA—T 1) T4 %EHT 5,
(2) System Configuration > BIOS/Platform Configuration(RBSU) > System Options > Server Availability >
IPMI Watchdog Timer#4 < 3> % [Enabled) IZRET 5.
Q) FIDX—%2HTL. REZRELTORTLEBEET 5,
@) POSTHIZFRF—ZWTL, YRTLA—T4 ) T4 %EHT 5,
(5) System Configuration > BIOS/Platform Configuration(RBSU) > System Options > Server Availability >
IPMI Watchdog Timer#4 7S 3 > % [Disabled] [ZEXET %,
6) FIDFX—%#8/TL. REZRELTUORTLERET 5,

O SRATFLA—TFTAVTABEUVIVEA LT— FAZ2—DRFRIZDONT

(1) BMC Configuration Utility BB FMD A =1 —DZEFERIZDULNTIL, BMC Configuration Utility > Setting
Option > Require user login and configuration privilege for BMC Configuration ZE%hZ3 5 Z & TH
ELTLLESEL,

BIOS/Platform configuration (RBSU) > Server Security > Set Admin Password DR ETILFESNFEE A,

(2) System Information > Processor Information TR xE#15L2 Cache, L3 Cache® Maximum Size, Installed
SizelX1IMB#%1048576/ 81 MZHE L-HIETRRINET,

@) LUTOREZHEBE-TIBEES., T4 LT—A=2—&RBU @ PCle Device Configuration *# =a1—
MIZ, RAID oY FE—ZEMNELLRREINGNELHBYET, RAID oY FE—FERROHFDMERE
ThY. RAID o bO—F(TEEHINTLVS HID/SSD MDD T— MZITFEELFEA.

(%) BIOS/Platform configuration (RBSU) > PCle Device Configuration

=LY
- N8103-189, N8103-190, N8103-191, N8103-192, N8103-193. N8103-194, N8103-195. N8103-196.
N8103-197, N8103-201, N8103-237. N8103-238 Mim&
LT 2 00&FBEI~THE-TIHEE, RELFT,
1. RARDa> bE—=5T7—Lz7hA VAT LLE, F1=1Ev3.01.04.072 LI E
2. SRTLROMAYV2.68 (07/14/2022) Kiih

- N8103-240 DiZE&
UTOERMGERBE-TIHEE. BELET,
- RAIDa> bA—=5T7—L T 7H b2 16.3-4455

-5 -




@ PCle Slot X MCTP Broadcast Support#* —=a1—[ZDL\T X [ZPCle Slot&ES)

S RTLROM v2.10 (05/21/2019) LLEDEEIZH LT, #16HT PCle MCTP Options A —a— (1) ZER L F-1HE.
HEBOT 74 FREERFINICEKRET IEDRY T7 v T )M, FREAREL PCle Slot AT/ RINET,
REE—ERETDHE. RELERY T7 v ITREREShERA,
BE. TRV ATLRMN=—2 3 D DIGE., REREHIZKRY 77 v T®) ARTEINZEIIREFEINFTEA,
BRESNGNIEIZEY, KRAZ21—FRTEIEB=UIZPCle Slot MHRDKRY TF7 v TR NERENBI &
24 YET, ZDBE. MCTP Broadcast IXEIZHEMTEMEL XY,

- v2.22 (11/13/2019)

= v2.30 (02/11/2020)

- v2. 32 (03/09/2020)

*1 : System Configuration > BIOS/Platform Configuration(RBSU) > PCle Device Configuration >
Advanced PCle Configuration > PCle MCTP Options

*2
D I5—

'"PCleAOY R MCTPZO—RF+ A ROHR— R WEOCRTEAREARSEAT I BE—BLEEA
. MEBRFEMNCTF7AILNECREZAET,

EnterF—ELTHMITLTIEZ L,

*3

@ =m

Submit Fail For Form: BIOS/Z'S v b 7 # — LARL(RESU).
COR—JOEBEEERIIBERF ry oL ERBRLES., CONR—JCHCBSFOKERRLET,

ST

@ Extended Memory Test4+ 7S 3 Vo DEREEIZDLNT

< 2T L ROM v2.36 (07/16/2020) Di54 . Extended Memory Test A7 3 id. BEIRIIZ Disabled &4 Y E£9,
System Configuration > BIOS/Platform Configuration (RBSU) > Memory Options > Extended Memory Test




3) iLO SMOHEREICBEY 5T EFE

@ ILODHEEBZITIB/EDIRER

H—/N\—2EH S0SDIEENTE T £ THRI (POST (Power On Self Test) EfThELEAET) (L. iILODEHEREZE
THHEWNTLEELY,

Ffee YRATLA—T 1) T4 DEEETE. ILODBEBZITHELNTLIESLY,

BUAA IV TILOOBEREZITS &, HFLEVEEL L RIGEELHY T,

e ZERTFLA—TFA)TADBELTRERRICILOOBEHF(X) 2175 &, BED AT LEHIEENIE
(Reboot) NIEF IZEME LI LMEEAO, HEICEEERS N TLVASerial Number, Product ID%: EDERTEIERRZHLK
FTHIEABHYET, £f-. POST (Power On Self Test) ETHIZILOOEBEREFHZTS &, iLO Webs 22—
7 x—X : [Information] - [Overview] R—IZE1FBUWID, UWID GRIE) AR ELRRIZEBZEBEELHY FI,
FEGRREGSTGEIF, AEREEDOEREA 7. LTS,

<KHER LGB ILODHLEEIDHE>
- iL0 Webf 22 —T x—RGEZFIALI-RY b=V EHTOILODBEIEEH.
- UIDR A v FZEA L1=ILODFEIEE,

¥ SRFLIA—T 1) T2 BMC Configuration Utilityl] TOERELTEELDILODFEEIZDOLTIL, A
D ITORTFLA—T 4T 4@ BMC Configuration Utility] DBEIZDWWTOIEEIE 23BLT
BELTLEZL,

@ ILODFI T L—FRY O—HEEDFEEHR

iLODIEES A BV ADA VA =)L ENTULVBIBEE. [Security] — [Access Settings] - [Update Service] -
[Downgrade Policy]l ME%E % [Permanently disallow downgrades] [CZEE LZLNTL &Ly,

[Permanently disallow downgrades] IZERELT=HE. 77 —LDITDAIUTL—RETSIZEMNTELL
HYFET, =, IL0IZx L TKGEHEERENITHOND =&, [Permanently disallow downgrades)] IZ5%F#% (.
iLODKIEA VA — T —ROBELI—T A T4 D OEREREDEELTHSIELTEEETLHOEN
TEFEHA.

HE. RRE(FSet to factory defaultsA T 3 UhSil0ZHBFEREDT 74U FEEICHREEITO-BED.

)ty k&N [Permanently disallow downgrades] Z##ELET,

@ iL0DEFa ') T 1 HEEDTEEIR

iLO Web >4 —2 = —X®M[Information] — [Security Dashboard] & TriLO Web1f >4 —2 1 —RXEED A LER
P VRINBEICRRTINET,

RBSUDZEZERILODREDABRET., iL0tEFX 1) T4 DIREEN ) RV KEE (R TRREINFEFT DT, BFH
DEF1TAR)O—IZHELTEFI) T ORLETOTLEEELY,

HESR(EL EDFEMIZDOULNTIEL, L0 ba—H—XAHA FESBLTLEEL,

f=f2L. [Require Host Authentication] FBEIZDWLTIX. ZZRD L0 Webf 84—z —RAHh B, [FR +
BHAREIREEZANCHRE LI-IBEOXESRHE] (CRELHYFITDT, SRS,

iLODBEFRTDIREEIZ & Y [Information] — [Security Dashboard]®” €fktxa11) T4 —XT—2R” N [1JRY]
ThH-oTH, iL0 Webf 23—z —REEODAELID” iIL0EFa T4 FAAUHERIZEDLIEHEEDL
HYFET, [Information] - [Security Dashboard]®” &kt F* 1) T4 —XT—2R” HAHREDEFx) T«
KEZRLET,




@ L0 Webf B2 —Tx—RH 5, [RR FEENREIBREZAD X [SHRE L-HEDIEER

(3¢) [Security] — [Access Setting] - [iLO]lIZ& % [FRR FEREEAWAE/Require Host Autheentication] %
(%] ITERELAZEWLTLIEELY,

BEZTOHBE. RRTIKEIARELET,
75— hkEa—7IZ. “Remote Insight/Integrated Lights-Out FREESnALNO5 4 VERITHRE” @
AVE—UNBHRREINET,
« Starter Pack (Standard Program Package) AT A& IT5—AEELET,

Ff=. ROY—EROMEEE ZFIREITEE A
IO RATLRABEHRY—ERIZENTN— KOz 7EZICET 5EHR
- RAID @Y —E X
s H— N\ HILTDN— K = 7 EEiEE
- iLO AMRET B/\— KO = 7IZET 57/ RIFROBEFBRODSE. LU R ~OJREBEEE

@ LODEFZIEEIZDINT

iILODBFZIERE L, iLO Webf 2 —T = —XIZTNTPDEEEZITLN. SHEAWLZIEK ZEFHELFET,
iILODSNTPDERFEAEIZDULTIL, il0 ba—H—XH41 RESBLTLZELY,

@ L0 Web1 >4 —T 2 —ZRDOUWIDFEERTRIZDLNT

POST (Power On Self Test) E{THIZiILOOEBELEEZITS &, iLOWebA 2 —T = —X M [Information] - [Overview]
R—TUOUID, WIDGREE) DIEATRICFEGRTELDZELABHY ET,
TELBRRELGHIIGEIE. KAZEBEDEREZF 7. #0LTLIZELY,

@ L0 Webr >4 —7 x—XDVirtual NICSRED;TEHIF

[Security] - [iLO]J® “Virtual NIC” @F 74 )L MEIX, iLOBT7 7—LD T F7DNN—2aVICKYEBZY FT,
BUCHERL1—T « U T« 2T “ITIHBEFAREDOT 74 MMty 8 ERELIGEEX. UTETHREIL,

(1) 057 7—ALDz7210L0E, 2 18UTTCTHERADZE., T 74/ MEIE [E%(Enabled) ] T,
{RAENICZEHR— L TULMVELWindows Server 2012 R245USB CDC-EEM K5 A /3h3A VX k—)L SN TULVERLY
Windows Server 2016/2019/2022 DT /34 A #+— ¥ —T [Virtual NIC] NEERREINDIGENHY F
ER
[Security] — [iLOJ®” Virtual NIC” ME&EZE ME3N Disabled) ] ITEBL T &L,

(2) IL05T77—Lox71.40LLE 1. 4TLLTF, F1=(F2. UL TIHERADBHE. T 74 /L MBI [ Disabled) ]
TY,

@ Windows_E T@vEthernet (Hyper-V Virtual Ethernet Adapter) {##mEE®MilL0 Webf 2 —TJ T —XDHRw F7—%
FHTRADIP6T FLRAERRICET 3 IEFE

iL0 57 7—LDxz7210LE, 2 1BUTTIHEANZSE. Windows 0S_ETvEthernet (Hyper-V Virtual Ethernet
Adapter) BB INTLNAIES. iL0 WebAf > 2 —T = —X®D[Information] — [Network] — [Physical Network
Adapters](ZHUVT., BRI TS L [Adapter] D [Network Ports]®” IPv6 Address” 128 ULVTIELWLNMPYET KL
ADNKRTRENGEMEENH Y FT, vEthernetiEFEEDIPV6 7 FLRIZEAL TIE. SEDR Yy T—HF7HET2DT
ONT A IZTTHEREL S,

@ vy rI—H Ty HEEEDILO Webf > F—Tz—AD ARy FIT—SFHROBRIZDOINT

XY RIT—HFTYyOHETHERL., IL0 5727—LDx 72 31UETCTHERHDIBE. iL0 Webar >4 —
Jx—X®D[Information] — [Network] - [Physical Network Adapters]IZRIREINBZHREMNSLEDAEE—E
LAWNMEEAHYET, T v IEROFEMIE. SLOR Y IT—OFHETEAOTOINT A ICTITHERESLY,




@ il0 Webf B2 —Dx—RADEXAY T4 8 v athi— RFOIEEEIE

L0577 7—ALD 71418k, 2 10RKEZE ZERADHZE. [Information] — [Secur ity Dashboard] IZ[Last Firmware
Scan Result] MFBREINETH., ANAN—=Y 20 %D 1) vy LIENTLEZEL,

EoTH )Y LIzEE. WebH A FRDA 1 —RMBENERELBY ET, TDHE. T50F—01)A—F
REED DT BN, HELLIEWST-AILD Webf V2 —Jz—RADOS 7 E2ETLTEEQT AV
LTLEEELY,

B8 - X )T Foafi—F ® 0 &G 9 & 7

i TFaFEvati—F g AR Lo~k AVTH L —TFukTHRI A0

Active Health SystemO%/ SEHT

O &Ftfals

e UTrifiE FEIFR
)i Disabled

thaUT 5= h— bAF—e2 A R
A UF a7 =) =S ER AT 90K off O
IPMI/DCMI over LAN ¥ OK #3h O
BAuiZO-FE ® oK 0K O
ILO RESUA DO~ 85k ¥ 0K Hih O
o » oK b O
Tk ® 0K = O
1520k ® 0K = O
woK w3 O

b £ IR ¥ 0K oK O

AABRROSE

Information - Security Dashboard ® 0 & ®© 9 A ?

Qverview Security Dashboard Session List iILO Event Log Integrated Management Log

Active Health System Log Diagnostics

% Overall Security Status : OK

Security State Production

Server Configuration Lock: Disabled
Security Parameter \l,Sta!us State Ignore
Security Override Switch ¥ oK Ooff O
IPMI/DCMI Over LAN 9 OK Disabled O
Winimum Password | ength ook oK O
Reguire Login for iLO RBSU ¥ CK Enabled O
Authentication Failure Logging ¥ 0K Enabled O
Secure Boot ¥ OK Enabled O
Passwiord Complexity ¥ 0K Enabled O
Require Host Authentication ¥ 0K Disabled O
Last Firmware Scan Result ¥ OK oK O




@ L0 Webs >4 —T —ZXMDevice InventoryfEHRDFERRIZDULNT

SASTH R/ E H1— K (N8116-51) 18Rk

iL0 57 7—L 72 3LULETSHEADIES. L0 Webf > 82— 2 —AXMD[System Information] - [Device
Inventoryl IZEWT, SASTHFR/NNU A A— FORTEBRNUTOLSIZRRINDIGZENHY FTH.
H—N—DEBRAE L USASTF R/ EH— FOEMEIZEEIZHY FE A,

- Firmware Version : N/A
- Status : Disabled

@ MERSAITDRATF—EAEREEONP S5 v FBMOOS— 3 AAERRBIZET 2R LIZDINVT

MERSA TORT—RAEEHONP L5 v T@BHICENT, O7— 3 SNERHIRIBT HHELHY £F.
A4r— 3 UERICEAL TIE. iL05 weba 2 —T 2 —RD[ERI-[1 T L—Ty FxxT AL OJ]ITRH
CARY bDOT—2 3 UiERE CHERCEEL,

i

Abnormal, physical drive status change detection, iLO SNMP Trap, mgr_WIN-UGHIHPNIH1Q, uru-rhel83, 192. 168. 0. 57, , 2021/10/01
15:22:57, iL0, 0xc0000be6, “A physical drive status change has been detected. Current status is 3.

(Location: ot 12 Controller: Slot 12)”, “If the physical drive status is 'failed(3)', 'predictiveFailure@)’,

@ L0 Web1 >4 —7 = —RMAgentless Management Service AMS) DR F—45 RX[ZDULVT

iLO Weba > 5 —7 = —XMD[System Information] - [Summary] - [Subsystem and Devices] ®Agent|ess Management

Service (AMS) DR T—AR RIZHEWT, FRH(FELIEFIAFRATE) XERTEINIGES, L0y bETHTLE

S, Ef-. FD#%. 109REZB L%, LITDAgent|ess Management Service (AMS) DEBARENHEDRRISE

222, Agentless Management Service (AMS) ZE#EEIL T IE&LY,

% Agentless Management Service (AMS) DR F—4A AMFBEA (F1=ITFIFBATETHE) DIREEDIHFA. iL0 Web1 %
— 27 —XA®M[System Information] - [Storage] *> [Network] D—EDIEHHM@IMBTET . ELLERFESh
Tt A,

< Agentless Management Service (AMS) DEEENHE >

O WindowsDiz&
WindowsEIEY—)L — H—E X — “Agentless Management Service” #H%2 v L.
BREELTEEL,

O Red Hat Enterprise Linux 7.x/8. xDHE
LUTFDaT Y F#EITLET.

# systemct| restart smad
# systemct| restart amsd

O ESXi6.5/6. TS
UTDaT Y REETLET,
# /etc/init. d/amsd. sh restart
HLLIX
# /etc/init. d/ams. sh restart
¥ PFELDOMNSNN—TavizkYavwy KRERY X9,

O ESXi7.0mi5&
LTFDavy FEERTLEY,

# /etc/init. d/amsd restart
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https://192.168.2.31/html/application.html#iframeContent

@ iL05 Ver2. 65LIEDEE R
iLOwebf > B2 —T 2 —R®D AT LIER] > [T/84 AL AR k1) ] T BackPlane BP) D& IEFRMNARIEIZAE
BHEENHY FITHARTRETORBTHEIZEZEIHY FHA,

IEERE) Slot=f:Port=#I:Box=# XHTEREICEYBSHEDY FT,

RIERS) Slot=:Port=?1:Box=? HEDERHI?ERTINET,
F7-I% Boxt Box DAHTRTREINET,

@ Java IRCDt vy a2 54 L7 MRICRTRICEY 5FBEFEIRICONT

Javafi&') E— o> vY—JL(Java IROEEIFRIZCYE—Fa2Y—ILDEY I3 UMW EBEIZ, £y ay
MIN=C EE2RITRY TT7yTE—#Icty s a3 PhEFEZEBROLVLVRABDORY T7yv THRRESh
9,

Java IRC Dty 3 oI EEIZIE, IRRDTFTEIZUTDA ytE—ONRRENET, KA VE—UHARTE
SNTWBIGERIZIE, |RRENTWERY T7 Y TORBFERL TS,

B Tyl avEEALTYRARBESINGNT I ERICE>THLOAELL, 7

@ Rapid Setup=E{TICEE T A FEEIBICDOULT

LS 7—LD 72 NFEIF2. 2% ZFERDIGFE:

Smart7 L4 SW RAID#&ERKEEIZ, POST BEIZ[F10]5—4T > Provisioning > EXPRESSBUILDER AM5Rapid Setup%
2179 BBIE. FRIIZILO Weba 42— = — XD [System Information] — [Device Inventoryl ©. Smart Array
$100i SRMStatusHY” Enabled” I2iE->TWWAZ EZEZHERL TS0,

StatusA” Unknown” &EFRFRENTLVBIREET. Rapid SetupZEE1TT D LR INBRAIDIER ZEMHR--" D
RROFBIZUTDA v E—URRREINBHEELHY FT.

B “Rapid Setuplf. CHOLRATLALIZHRESNTWLWA Y R—FRARTA RV EZRDITohFEFATL,
TARIDNZFESNTUOEWLD, T—TILEGLEEDRHDORBIENH Y T3, Rapid SetupZ#ET L.
N—FO T T7HERZHEELTSIESL, 7

@ H—/\—FHEHROFANERIEICET 5EEFEIEICDOLT

iL06T7 7—Loz7/N\—2 3 2 0LEE CHERADEZE!
Y—N—DBEBZTS &, HICFANOEEEEA S0 Y ENTHULBET SHEEA”HYET,

COGEIF. BEY—N\—OBEEBEEREL TS,

@ EWICET HIEHERICOT

L5 7—LozF7/\—2 33 00LE CERDEE:

ESMPRO/ServerManager & CHRIFA SN TUL\BI5E. W K54 JDREZLIZEHEL., 75— FEL—T7IZENT
B RSA TDRT—R2RERE] D7 53— MOARTEINET,

COBE, MEFSATDATF—RRIZHELT, OF—Y 3 UEBRAUTOZ/RE—2 DTN TRRINE

ERS

@ (Location: Slot=(A) :Port=(B) :Box=(C) :Bay=(D) Controller: <NULL>)
@ (Location: Port=(B) :Box=(C) :Bay=(D) Controller: Slot (A))
Ay rO—50OME ROy FES)

B K54 TJDR— +ES

CHEERSA TDRY Y REF

DYERSA TORAEF
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4) OSICEHY EEFE

@ EXPRESSBUILDERT®DWindows F&i1 1 >R b—JLIZDLVT

EXPRESSBUILDER Amvi> Windows &4 VR b—ILT 5EE, [FH| AT avEBRLI-EETH-TH.
AVARAM=IETARIDIN—T 423D ITRTHOYTEINET, BA VR F—=)LF, 21— —FT—42H
FETHEEITTELTLEEL,

@ Windows Server 0S C{EfEEFMDIEEIE

HR— bR D Windows Server 0S8 TUSB 7/3f REHFELDIHFGE. UTDLVATLARNY FOATHFREREINDS
ENBYFET,
ZHIZDOWTIE, YATFLEMELRRESHY EH A,

AR rOs>

ID o1

J—X . \DS Basic Provider

LRV I5—

EBA CFHLAWIS—AREELEL-, T5—3— F:32€01000004

@ Windows Server 2019/2016/2012 R2 IRIEHERE. CPUR— FOBREEZT5HBENIEEE

RDOptionl<EAEIPT FLR/EENSZERE L TLVSHE. UTOFIETHRCPUR— FEERL TS
CPUEERHE L EEIPT K LRREE SIS C A TIBADETT),

N8104-182 10GBASE-T ##i-R— K (2ch)

N8104-183 10GBASE-T ##i-R— K (2ch)

N8104-185 10GBASE HftEAR— I (SFP+/2ch)

N8104-187 25GBASE H#tEkA7R— K (SFP28/2ch)

PCI-to-PCI J'1) v D& HEDIEEEPCI N — K

(1) ZBOA T aVEBRITIV—EANBTRE LBV SIRELZEEL, Y—EXZFELT S,
Tz, ZEOA TP I VICA L—UFEHELTVDEE. UTOEERNICEZLADOF T 3 UhbLAN
T—IIVENTERX NL—UFBELLEVE ST S,

Q) ZBOA T a TIMNOF—I U IEREEZ LTLBIBE. F—I VT &fERT 5,

@) ZBOA T a DIP7 FLR/B TRy EIRY /T IV MF— ) = A /BFEINSH—/\—/HKEEDNS
Y—N\—%iHKRT 5 (FTEEDOHFEED) o
A H—Fw b FORI ST 334 (TCRIPVOT T (T x|

28 |

oo T QU bENTORIREIL, I SR g Ehi I BRG d B i
%?%L?ﬂ?—béﬂfh (ST 2 FO—EHEE s P SRR vt

P PRL2EESENAIERTH(0)

OO G PR A i

1P PRLAD .
HI Ak I2H(U) - -
T4 - b (D) - -

-~
@ DNS =) -7 KL ARE(EY
1R DNS H—{-(P)
48 DNS H—1{-(A)

[~ 88 THIERERBIETH(D

o] _wom

@) ZEDA T arDIPT FLRE TIP7 FLRZBEFHMICERET 51 . DNS7 KL R % TDNSH—/\—dD
7 ELRZBHMNICEGT 5] ICREERT 5,

(5) #EERCPUR— KEI—H—XHA RIZHE->THEHRT 5,

6) FZBUDA T aVIZFIEQ) TEERLEIPZ KLR/H TRy IR /TIHILNF— bz A /1B%
DNSH—/\—/REINSH—/\—%BET 5,

N INOF—= VI E#H/HRET 5.

@) FIE() THRELEEL-Y—EXRZBEREHNT 5L SITHEERET D, £z, ZBDF T avic
APL—PFEHLTWEES, IINT—JILEBEGRLA NL—UFRETES L5129 5,
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w. LEREFIETTHOEMNOIZIHE. BEEIP7 FLAMNENDT/NA ATHERAINTLEIED A v E—IUNERTR
PEs ShTEEIPT FLANRETEANC EABYET,
ZOHE. UTOATU RT3 ROV T R TEITLT, TS RAIR—Dr—FEB L TZELY,
ZTD%. [FFR] - FERFTNAADRTR] #9)vo L, 2y bIT—9F78T4—y ) —%EMHL.
JLU—RRICHEOTVARERDT/NA RZHIBRLTLFZE0N,
>set devmgr_show_nonpresent_devices=1
>Start DEVMGMT. MSC

ESMPRO/ServerManager T v kD —49 #SHB LI5S, #EERC(PUAR— FOBRERRICHRY fT—Y h— KA

BEHELTRRENET, SETRALGULRY FDO— T/ ADOFMIE TUnknown] ERTRENFT DT, ER
LTLEELY,

@ ESMPRO/ServerManager WindowshR) 8 LU TH X LA B —E X MG) (B4 3 FEH1E

ARHEED L0 J7—LoxF7/N—2 3 &, ESMPRO/ServerManager (Windows fR) 8 & U4 X T L R @
H—EZX MG) D/\— 3 VDA EHEIZ & o TILESMPRO/ServerManager (Windows AR) & & U iL0 B IBE#AER]
DREBREZEIT7AIWNDT Y TT— bHRBEIZHEDIGELHY ET,
UTZ28BO5%Z. 7Yy 7T— FAREBELBEX. B/ —2aVIZ7yTTF—RLTLESLY,
BN—2 3 VDHEREFEICOVWTIE, KEIEREOXREICTEHLET.

@ESMPRO/ServerManager (Windows ffRR) [ZB89 2RAERZ

iLO ESMPRO/ REFR
27—Lx7 | ServerManager
Windows ki)
Version Version - BEAR T - —/\—IREE
2.10 LIk 6. 25 Kiih “ONWP EERERTE” A "EBICKRBMLE L ERRESND

E—rHIES2 T - iLOfEHR - INL OFRFR. IML OFRE I
BROIBIZKBM L., RERELVRENTERZL

75— hrEa1—7
T77—LzF77yv7T—hrMZERBVEMENIZ/N—F
DIT7OEENTS—FE1—TIC "FBREA T OTFS—k

ELTEREREND
Version + 75—FEa—7
6. 47 ki TJ7—L9zT7T7yvIT—hMzZEBLBNEMSNE=N—F

VITOEENT7Z—hEa—T7ICRREINGL, 3 LLE
"FHEA T DT F—FELTHRTEND

@ESMPRO/ServerManager (Windows i) D7 v 75— R AE
(1) LT Web B4 k& Y HEFIRD ESMPRO/ServerManager 24 o> O0—KLET,
https://www. support. nec. co. jp/View. aspx?id=9010103524

(2) TESMPRO/ServerManager Ver.6 £ X FL— 3254 KWindows )1 O ME A VX b—JL] 258
L T ESMPRO/ServerManager 27 v 75— kL%,

& L0 EEEAER T OREFRMERE T 7 1)L [CET HRERR
KIJRATLRABEHH—EZR MO & CFIASN TS AAHRTY,

iLO iLO EEERERITD | BERR
77—L0x7 | ZIEWHREE
274
Version ilo_jp.mth Version | 27 —LD 77y FT—hEdbBRWNEMENIN—FITT
2.10 Lk 1.4.0 K7 DEZTEBRMT D ENTERN, BEEELERT DN
TELL,
iml_jp.mth Version | XZEFMBRE I 7MILET v IT—FLEHETHLTH.
1.5.0 K ESMPRO/ServerManager M7 v 77— b S TUWVRWNVE E (X, L5
ERIRICEBMENT=N— FY T 7EEORME S VEBNTE
Xil0 EEEEERIT | Gl
D ZERMKE
7 AL 27858
HYFET,
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https://www.support.nec.co.jp/View.aspx?id=9010103524

&iL0 BEEBEEMITOREB/BRIE 77 MIILDT Yy TT7— bAE
(1) LATDWeb B k& URFIRDZEFERZE T 74 /L (ilo_jp.mtb, iml_jp.mtd) X4 H>O0—FLET,
https://www. support. nec. co. jp/View. aspx?id=9010100096
ilo_jp.mtb, iml_jp. mtd [ MGMTB. zip [CE&E L TLVET,
2 TZORTLRBHRY—ERAMG) 4 >R L— 3244 KWindows #%) | @ 13.1.5 ZEFEMDKTE]
F1zlE 13.2.4 ZEFHROFTE] 2R L TCREFRROBRTEE CERFADZIERREZHPRLET,
@) HTEYA—FLERFROZERBREREI 7 ILEEHRLET,
TTHORTLURBHRY—ERMG) 4 VR bL—23 A K Windows #8) | [ZLUTD Web 41 kH S
Aooa—RKLTLESLY,
https://www. support. nec. co. jp/View. aspx?id=9010102124

QL0 T7—LoT7DN—2 3 VHERAE
- Server Health Summary THEERT 55k
H—N\—KED UID R2 UEBT LT, —N\—(ZEHRSnza Y —ILIZRRTENS L0 Firmware @
N—2 3 VMR LES (Server Health Summary MFEMIE iL0 5 1—H—XH 4 KSH),
-3y MO —ORBTHERT SAE
iLO Iz FD—YEERIRELREE. IS5y —h 5 il0Izcad4 LT, AZa—TI77—L 7 &0S
YOIz 7] Mo il0DNN—o 3 o FERLET,

@ESWPRO/ServerManager (Windows hlR) D/ \— 3 UHER A%
(1) ESMPRO/ServerManager @ Web 44 k=44 > LET,
(2) EEALD TESMPRO/ServerManager [IZDLNT] DY U2 ZEIRLET,
(3) FrEN B ESMPRO/ServerManager M/3\— 3 ANESREFERL XS,

& iL0 EEEEERITORERBRMRTE 7 7 1 IVDN—2 3 VHERAE
[THORTLRABHRY—ERAMG) 4 2R L— 3074 FWindows #7) 1 @ [3.1.5 Z{SERDERE) F1=
(X 13.2.4 ZEEHROKE] 2R L TREFROZEEE T [T A% TiLO SNWP Trap) D/N\—T 3>
EHELET,

@ VWware ESXi ZEFH$ 2B E DT EEIE
ESXi #2EhHFD Wware vSphere MESFR > /\— KD x7 > VRTLEVY— > £H—DORFRIZDOULNT,

(1) ETRFANBRRICE LT ESXi #i2ESE TR, TRt H—0EEM (Vlenter : R T—42 R) DRRH [E
E@ERB) ] EBBAGEENBYETN. N—F Iz 7OHEERTIOTIIE GERIZEEHY FEADT,
ZTOEFERW-FEITET,

— Cooling Unit 1 Fans

2 ESXi EESETHR. TREOEUH—DOELSM (VCenter : AT—A2R)DRTEM [ L2 EENHYET
N, N—FROx7OHEEZTTEDOTIILERICHEHLY FEADT. TOEFFEARAWV-FETET,
— System Chassis 1 UID

@ Wware ESXi TTPNF v 2 AT HBADITEER

<X L ROM v2.00 (02/02/2019) LLE. ADN8115-35 TPM v FANBE SN TULVRIES TP Mode (x1) [ TTPM
2.0] 12T, WWare ESXi # (B &Ly,

H L. TPM Mode A% TTPM 1.2 IZERE SN TUL\DI5E. #IZPSOD (Purple Screen of Death) WEAET HZ &M
HYFET,

(1) HREBFOMEALE TTPM 2.01 T,
TPM Mode DEERS L URELEBITTERA —a—K YREZEL TSN,
- System Utilities > System Configuration > RBSU > Server Security > Trusted Platform Module
Options > Current TPM Type (FRErER
> TPM Mode Switch Operation (GEEZEE)
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https://www.support.nec.co.jp/View.aspx?id=9010100096
https://www.support.nec.co.jp/View.aspx?id=9010102124

@ RAIDEEfREHRAADEEICDINT

VMware ESXi [Zd50LvT. N8103-189/190/191/192/193/194/195/196/201/231/238/240 RAID o> k O—S & N8103-
239 0S 7— FEEA SSD AR— FZ# ZEA SN TULVSI5E. RAID BEtREHR(E SNWP Trap & D@IRICERICAZY
E3 I
SHMIE. TEEDWeb oA FETHEELSEEELY,
- NEC H7R— kR—% )L
https://www. support. nec. co. jp/View. aspx?&id=3140108419

@ Linux OSZERT 5IBEDIESIE

OSHASEEIRIICEREH T ALONOA T 3 UNICD TN REEEA L TL ZE LY, JHBudev/L—)L & BINT B,
PCI7 FLARZHEIINICT/NA REZLEHEL=Y., BELEYITIHREFIITHHENTLESL,
Ff-. PCI7 KLREEL /dev/disk/by-path/FEFDR b L—LT A REIFFEALAENTLEEL,

PCI7 FLRZEEIZLI=T /NS RBZFE - ERANRERISAE. POIRO Y hADH— MER/IRE. LU,
CPUBRLZERE Z1THIE T 12E WY, PCINZRDT FLRAEHRMAEIE L. PCHERD T/ RBICHEMNTH L
[Z&Y. RY RT=IORXML—OADT I EANTELGLGY, SRATLNERICEBTELGSLDEEN
HUYES,

@ Red Hat Enterprise Linux 8.5LARi 2 32378 DOEEEH

DB LT— kA a—MoEEHT H15E. 0ST—rH—T v —#l: Red Hat Enterprise Linux) % iR
LTLIEEELY,

0SHA R b—JL & T=HDDASSSDAL ED T— kT34 A% EIR L1-B A . Red Screen of Death (RSoD) W4T S
ZERHYFET,

One-Time Boot Menu

| Red Hat Enterprise Linux |
Generic USB Boot
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv4
)

Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv4)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv8)
Embaddad LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv6
)

Embedded SATA Port 1 : ST1000NX0423
Run a UEFI application from a file system
Boot from a URL

Legacy BIOS One-Time Boot Menu

TR LT— kA= 21—EME

@ Nutanix on Expressb800 / Nutanix Core on Expressb800/=DLVT

NB100-2834S1Y/283482Y/2837S1Y/2831SN & CER SN HHEE, UTDWeb v ~IBEH L TV S1FHERT
MR 2L,

https://www. support. nec. co. jp/View. aspx?id=3140107810
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https://www.support.nec.co.jp/View.aspx?&id=3140108419
https://www.support.nec.co.jp/View.aspx?id=3140107810

5 EMRDOREICREHSHIEFE

@ VATFLA—T 1YY T 2@ IBIC Configuration Utility] DIR(EICDLNTHFESEIF

SRATFLA—T 4T 14® BUC Configuration Utility] TOEMEIZEWLT, LUTD ) DRy T7 v THERR
SINFGEILQ LBOFIEEREST LTS,

EEEEICS-I2EEERINALMES. Memory Initialization Start] M * wt—TPOSTIELE, $HBLN
(X, EBIZEREER S TLVASerial Number, Product IDDEENRET ZBENHYET.

(1) SRFLIA—T 4T 4® IBMC Configuration Utility] ICBWVWTHRENEREITS &. ILODBELEEEITS
f=0IZ. RDWarning CEB)Ry T 7y TINRTENDBIENHYFET,

l

. Warning

BMC configuration has changed and BMC needs to be reset The configuration utility will not be available unti
next system reboot

Enter to Continue / Esc to Cancel

BMCREGRE¥Z N, BMCRUL? NYERTY, MRI-FAUT /B, REYATLABEBENIRT
HATERUEA,

BTYICBEner /¥ LA TILREse

BARERTDISS

(2 TOK) L TEDHFET,

@) ZkDWarning CEB) Ry T7 v THhRRENET,
ZWarning CEBE) Ry T7 v THARTENTWVBIREEIZ T, BFI9LEBEL LS,
ZOR., AIBBELENTLESLY,

l

Warning

The management processor is resetting! Please wait a minute for the reset to complete, then hit Esc to exit the
configuration utilty and reboot the server

HERTDEE

BMCRYUEY hPTYI Uty MIRTTIDEBRELEN, 2L T, Esc2FLTHRI-TIUT1%

BTL, ¥—NN—2BEBLTSEZV,

BARERTOGE

@) DL EEZB%, EEFEORAT—2ASVTITHMBGETHAITL TSI EE#HEL TS,
X% iLOAE#EEIH  RT—RARSUTHRETRE (B1E)
iLODEEEMNTET LEREME : RT—2 ATV THGETEIT
6 BEHOTTHIERTEL, 0K 2L TS,
6) <ESOF—ZEHEMLTURATLALI—T AT« DE@EICEYET,
(N YAFLA—T4')T 4@ MReboot the System] ZEFEIRL CTHEEFHLET,
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@ Serial Number. Product IDASGERENI=IZEDRLIZDINT
Serial Number. Product IDAVE&SINI-IGE. UTOFIEICTEIRT S ENTEET,

1) EBOERZUIY. EFa—Fxa Y AL LET,

2) MLLEFBLIE-DL, EBRa—FZa vy MIEELET,

3) POWERR A v F CTEEDERZONIZLET,

4) H—N\—hEF L. PSTEEmARTEINET,

G) FPF—%FHLTURTLA—TAUT4%RBEILET, H L. PRATLI—T 1) T4 HEEHTEAHL
KEIZHE-TWBESIE., NME(.43 SRTLEEEZT I74ILMEICRET) ] 288BL. SRXATLAUT
FURRA 9w FEEEL T, RBSURREDMHAILZE LET,

6) YRATLA—T 1 ')T 14 ® [System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options
> Advanced Service Options] »*=a—d& Y. Serial Number &Product IDDIEZHEELET .

(7) Serial Number &Product IDDIEAEATFT HIEDBZE(L. FIEIL) ITEAFET

(8) Serial Number &Product IDDEAEAFT AETIEHRWLCHLLTWR)EEK, YRATFLA—F 4T+«
M5, [System Configuration > BIOS/Platform Configuration (RBSU) > System Default Options] %iEiR
LFETS

(9) TRestore Default Manufacturing Settings] Z:&ERLFET .

(10) TYes, restore the default settings. | ZERLFET,

(1) BFMIZEENBEEL. PSTEEARRINET,

(12) <KFOFXF—#%#MLTURTLA—TFT 4 ) T4 % EBLET,

(13) EBORSA FaJIZg2& s Tl BSerial Number &Product IDE S RFLA—TFT 1) T4 ® [System

Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service Options]

Aza—&kY, BELFET,

~ o~~~

Serial Number

N
JPATATA00

BEI0Q-255TY w gé?ig

iprunsc comS saprein’

Product 1Dy

[EE] Product ID& X, [N8100-2834Y] &S HRFENDC & TF,
(14) RBBUBRFEEE AT 74/ MENSEREINTLSIHEE. FORBSUEEDHERLBRTEEZLET,

@ UPSEHERDEERE
- WPSZ2 ) 7ILAR— MR L TEAT HHESE. LITOREZES Misabled) (LT &L,

(1) System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Serial Port Options >
BIOS Serial Console and EMS > BIOS Serial Console Port % [Disabled] [ZEREL TLFZ&LY,

(2) System Configuration > BMC Configuration Utility > Setting Options > Serial CLI Status % [Disabled]
[ZERELTLESLY,

- N8181-160 E|E1 ="y  (800W/Platinum Z U RIEBK TEEH L TL\SIHEE . UTDREEZLEEL TSN,
System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Advanced
Power Options ~& e, Redundant Power Supply Model % THigh Efficiency Mode (Auto) ) IZEREL T
G i=r=] AW

% High Efficiency Mode (0dd Supply Standby). ZE7=I&. High Efficiency Mode (Even Supply Standby)IZ
BRESNTNAEERICONTIE, LEEOEBRIEIFRETT,
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@ N8116-51 SAS TH R/ 4 h— FEMKOIEESRIE

Starter Pack Version S8.10-009.01 [C&ENTUL VS, N8116-51 SAS TH RN A H— KO TR I 7—LDTT
FYITT—rESa—)L (Ver.5.08) [&. MALLGWLTLIEELY,

Sy r—8 7]
Supplement Update / Online ROM Flash Component for Linux (x64) ? HPE 12Gb/s SAS Expander Firmware for
HPE Smart Array Controllers and HPE HBA Controllers

(firmware—smartarray2de15b6882-5. 08—1. 1x86_64)

FHRIZOZEELTIL. UTDWeb U FZHEEH SN TWAINBTZHRL TS,
[Starter Pack Version S8.10-009.01]
https://www. support. nec. co. jp/
( TNEC B R— FAR—A2 LN &Y. [S8.10-009) #i&%K)

@ AHREDEEIZDONT

UTDOA T a3 va 8T 55815, RERBO-OXREZODSENT 7 Vo DEEEZE lncreased Cooling] ~ZE
BLTLESLY,

BEICAE T 7 o DEFES lncreased Cooling] FE7-IE MMaximum Cooling) IZEREINTLRIEEL, AtEx
T VEEHY FHA.

XMEF T3y
- N8150-551 1&5% A3 300GB HDD
- N8150-552 1&5% A3 600GB HDD
- N8150-553  1&&% A3 900GB HDD
- N8150-602 155% A3 900GB HDD
- N8103-239 480GB 0S 7— +EF SSD /k— K (RAID 1)

O EFIRE
(1) POST HIZ <FO>HF—ZHT L. System Utilities ZREENL FT,
(2) System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and Thermal
Options ZERLZET,
() Thermal Configuration * —a—% [HFETEHRE) ICEELFET,
@) FIDXx—%2H/TL. REZHRELTORTLEBEFHLET,

X AE T 7 VEREDEREIZHL., FEHDERRRECARICE > TXSRE T 7 v OEEEHEN LA D Z A
HYFES,

@ N8103-184 SAS o> kO—5 Z{HABDTESRIR

N8103-184 SASa > FrO—Z Z{FEAT HIHES. L0 Web1 > 42— = —XD[System Information] - [Storage] -
[Storage Controller]MStatush’ “A~EA (Unkown)” ERRSNDBELHY TTHIEICEEIIHY TEA.
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Precautions for Using
Expressb800/R120h—-1M (3rd-Gen), R120h-2M (3rd-Gen)

Thank you for purchasing our products.
This document provides the precautions on the use of this product.
Please read through the instructions below and keep this document in a safe place for your future reference.

1) Introduction

2) Notice about the function of the System ROM
3) Notice about the function of the iLO5

4) Notice about the OS

5) Notice of the function in general

1) Introduction

e About the manual of this product.

For Starter Pack, the user's guide and the other related documents of this product, please refer to Download on the
following URL. Regarding Starter Pack, it is also provided as an optional product.

< https://www.58support.nec.co.jp/global/download/ >
-> Document & Software
-> Rack
-> (Select your server model)

Please check latest information and versions on ESMPRO portal site before using NEC ESMPRO Manager, NEC

ESMPRO ServerAgentService and Express Report Service / Express Report Service (HTTPS) / Express Report
Service (MG).

< https://www.58support.nec.co.jp/global/download/ >
->ESMPRO

e About Starter pack

Please see the following website to check the latest Starter Pack.

< https://www.58support.nec.co.jp/global/download/ >
-> Document & Software
-> Rack
-> (Select your server model)

e About service and driver modules for VMware ESXi

Please see the following web site to check the latest modules.
(1) Agentless Management Service and iLO Channel Interface Driver

< https://ww.58support.nec.co.jp/global/download/ >
->VMware

(2) WBEM Provider and CLI tool

< https://www.58support.nec.co.jp/global/download/ >
-> Utility

o Notice about service operation time of this product

The service operation hour of this product may require more hours than usual depending on the combination of the
equipped firmware and driver.
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2) Notice about the function of the System ROM

e Caution for the “Submit Fail For Form” Question pop-up

If you encounter the “Submit Fail For Form” Question pop-up while changing the configuration in the System Ultilities,
discard the changes by pressing Cancel. To apply the desired changes after that, reboot the server and re-enter the
System Utilities. Selecting OK to continue the changes may cause some server settings such as Serial Number and

Product ID to be lost.

€ Question

Submit Fail For Form: BIOS/Platform Configuration (RESU)

Select Cancel to discard changes for this page. Select OK to go to this page

e Caution for recovering from a Red Screen of Death (RSOD) screen

If you have changed the server configuration/settings or the system status, a Red Screen of Death (RSOD) screen
appears in rare cases before starting up the OS. This may cause the server to become uncontrollable. However, the server

may recover from the RSOD by turmning off and then on the power again.

To recover from this condition, power off and then on the server again.
If the problem persists, contact your sales representative for maintenance.

e How to recover stop POST by the message of "Memory Initialization Start"
If the server stops POST by a message of "Memory Initialization Start", recover them by setting to the default value by
SW6 of the system maintenance switch.

Refer to “Chapter 1 - 7.4.3 Set the System Configuration Back to Default Values” of the maintenance guide.

e About UEFI Serial Debug output on BIOS Serial Console
UEFI Serial Debug output could inadvertently be seen over BIOS Serial Console with System ROM v2.32 (03/09/2020).
This issue would be seen periodically on server reboots. POST time will increase by about 2 minutes.
This issue has been fixed in System ROM v2.34 (04/09/2020).
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o Notes on the Server Configuration Lock (SCL)

(1) Set SCL function to disabled and operate the system.

(2) Set the password when the SCL function is enabled and keep the password in a safe place. If you lose your SCL
password and it is locked by the SCL function (stopped before booting the OS), you will not be able to unlock it and
you will not be able to boot the server OS again.

You will be charged for recovery / recovery to the bootable state.
If you lose your SCL password, there is no way to clear it.

(3) When you will be requesting maintenance, it is necessary to disable the SCL function.
If you cannot be disabled the SCL function, maintenance will be a charged one.

(4) Set "Halt on Server Configuration Lock failure detection." option to disabled and operate the system. If it was enabled,
when the SCL function detects an unrecoverable condition and is locked (stopped before the OS boots), the system
utility will not be able to start and the server configuration lock will never be disabled.

You will be charged for recovering to the bootable state.
Unrecoverable conditions of SCL function:
- When the server boot is locked by the SCL function due to change in the RBSU settings.
- When the server boot is locked by the SCL function due to the update of firmware, and the original firmware version
cannot be restored.
- When the server boot is locked by the SCL function due to a failure of the DIMM or PCI option card

e Notice of the backup and restore of RBSU Settings by REST ful interface tool.

In the case of ILO5 firmware version 2.40 or later, backup and restore of RBSU Settings should be done from "Backup
and Restore Settings" menu under System Utilities. (See "Backup and Restore of RBSU Settings" in Maintenance
Guide (Common).)

e About the internal DVD-ROM (N8151-137/138) display

Embedded SATA Configuration setting (* 1) is set to [Smart Array SW RAID Support], two internal DVD drive information
is displayed in the Disk Utilities menu (* 2) depending on the operating environment.
Both can refer to the same internal DVD information.
(*1) 'System Configuration > BIOS/Platform Configuration (RBSU) > Storage Options > SATA Controller Options >
Embedded SATA Configuration |

(*2) 'System Configuration > HPE Smart Array S100i SR Gen10 > Disk Utilities |

o Factory settings on the following items of BIOS/Platform Configuration (RBSU) are as below.
(1) System Configuration > BIOS/Platform Configuration (RBSU) > Workload Profile : Custom

(2) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Minimum
Processor Idle Power Core C-State : No C-states

(3) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Minimum
Processor Idle Power Package C-State : No Package States

eAbout set value of Extended Memory Test option

When System ROM Version is v2.36 (07/16/2020), Extended Memory Test option is set to "Disabled" automatically after a
system reboot.
System Configuration > BIOS/Platform Configuration (RBSU) > Memory Options > Extended Memory Test
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¢ "|PMI Watchdog Timer Timeout" may be logged in the iLO event log (IEL)

When System ROM is v2.62 (03/08/2022) and the IPMI Watchdog Timer option is set to Disabled (factory setting),
the following "IPMI Watchdog Timer Timeout" may be logged in the IEL:

iLO IPMI Watchdog Timer Timeout: Action: None, TimerUse: 0x44, TimerActions: 0x00.

Event Class: 0x23

Event Code : 0xB3

Recovery procedure:
This problem will be solved by exercising either of the recovery options (A or B) described below.

Recovery option A
1. Power off the server. Then disconnect the plug from the outlet.
2. Wait for 30 seconds. Then plug the server into the outlet again.

Recovery option B
In System Utilities, change the setting of the IPMI Watchdog Timer option two times as follows:
1. Power on the server.
2. During the POST, press the F9 key to start System Utilities.
3. In System Configuration, select RBSU > System Options > Server Availability. Then set the IPMI
Watchdog Timer option to Enabled.
4. Press the F12 key, save the change, and then restart the system.
5. During the POST, press the F9 key to start System Utilities again.
6. In System Configuration, select RBSU > System Options > Server Availability. Then set the IPMI
Watchdog Timer option to Disabled.
7. Press the F12 key, save the change, and then restart the system.

e About the System Utilities and One-Time Boot Menu display

(1) To protect the change permissions on the menu under BMC Configuration Utility, enable BMC Configuration Utility >
Setting Option > Require user login and configuration privilege for BMC Configuration.

It isn't protected by setting of BIOS/Platform configuration (RBSU) > Server Security > Set Admin Password.

(2) The Maximum Size and Installed Size of L2 and L3 cache in "System Information > Processor Information” are
indicated by the values that a 1 MB to 1048576 bytes.

(3) In the PCle Device Configuration menu of BIOS/Platform Configuration (RBSU) (*) and in One-Time Boot Menu, the
name of a RAID controller may not be correctly displayed on the following conditions:

- For N8103-189, N8103-190, N8103-191, N8103-192, N8103-193, N8103-194, N8103-195, N8103-196, N8103-
197, N8103-201, N8103-237, or N8103-238
The above problem occurs if both of the following conditions are met:
1. The version of the RAID controller firmware is v4.11 or higher, or v3.01.04.072 or higher.
2. The version of System ROM is lower than v2.68 (07/14/2022).

- For N8103-240
The above problem occurs if:
The version of the RAID controller firmware is v52.16.3-4455.
However, the problem does not affect a boot from the HDD/SSD managed by the RAID controller.

* Select BIOS/Platform Configuration (RBSU) > PCle Device Configuration.
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e About the PCle Slot X MCTP Broadcast Support menu (X is PCle Slot number)

In the device with the system ROM version v2.10 (05/21/2019) or later, when the PCle MCTP Options menu is selected
(as described in *1 below) for the first time, the pop-ups (*2) informing that the settings for the device will be forcibly set to
default will be displayed as many as the number of settable PCle slots.
Meanwhile, in the device with the system ROM of the following versions, when the settings are tried to be saved, the
pop-up (*3) appears and the settings are not saved. As a result, the pop-ups (*2) will be displayed as many as the
number of the PCle slots every time this menu is displayed. In this case, MCTP Broadcast always operates in an
enabled state.

-v2.22 (11/13/2019)

-v2.30 (02/11/2020)

- v2.32 (03/09/2020)

*1 : System Configuration > BIOS/Platform Configuration(RBSU) > PCle Device Configuration >
Advanced PCle Configuration > PCle MCTP Options

*2:
8 Error

Current value of "PCle Slat 1 MCTP Broadeast Support® getting does not match possible option values. Setiing
ia foreed to the default value.

Fress ENTER to continue,

[ ok |
*3:
o Question

Submit Fail For Form: BIOS/Flatform Configuration (RBSU).

Select Cancel to discard changes for this page. Select OK to go to this page.

oK Cancel
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3) Notice about the function of the iLO5

e Caution about Reset iLO

Do NOT ResetiL O during the period from server boot start to the completion of OS boot. This period includes the execution
of POST (Power On Self Test)
Do NOT Reset iLO while users are using the System Utilities.

Under such circumstances, restarting the iLO may cause unexpected result.

For example, while changing options of the System Utilities, Reset iLO may lead to loss of server settings such as Serial
number and Product ID. If the iLO is reset during POST execution, the screen display of UUID and UUID logic in iLO Web
Interface : [Information] - [Overview], may be corrupted. Please turn off and tum on the power this product.

iLO Resets which is subject to this caution
- Reset iLO via network such as iLO Web interface
- ResetiLO via UID switch

* Refer to Caution for operating “BMC Configuration Utility” in the System Ultilities below, for the cases where iLO is reset
after changing the settings in “BMC Configuration Utility” in the System Ultilities.

e Caution about iLO Downgrade Policy

In case that iLO License for Remote Management is installed, Do NOT set “Permanently disallow downgrades” in
[ Security] - [Access Setting] - [Update Service] - [Downgrade Policy] setting.

If the setting “Permanently disallow downgrades” is set, downgrade of any firmware cannot be done afterward. The setting
of this “Permanently disallow downgrades” is permanent and irreversible, and users cannot change this setting from any
iLO interfaces or any utilities.

This setting cannot be removed by setting “Set to factory defaults” and the setting “Permanently disallow downgrades” is
kept unchanged.

e Caution about iLO security function

' is always displayed in [Information] - [Security Dashboard] and in iLO Web interface screen.

Depending on the setting of RBSU oriLO, the status of security may be displayed in red showing security is at Risk. Please
set security settings appropriately in order to follow customer’s security policy.
For the recommended settings, please review the iLO5 User’s Guide.

For the settings of “Require Host Authentication”, please refer to the other descriptions of Caution for the case where
the setting “Require Host Authentication” is enabled from iLO Web interface.

The iLO security icon on the right upper portion of Web interface may be transparent even if “Overall Security Status” of
[Security Dashboard] is “Risk”.
"Overall Security Status" of [Security Dashboard)] indicates the current security status.

e Caution for the case where the setting “Require Host Authentication” is enabled from iLO web
interface (*).

(*) Don't set “Require Host Authentication” Enabled in “Security > Access setting > iLO”

When the setting described above is executed, the following symptoms are expected
- Many messages “Remote Insight/Integrated Lights-Out Unauthorized Login Attempts” are displayed in alert viewer.
- Error occurs, when Starter Pack (Standard Program package) is applied.

The following services and functions are not supported
- Report services for hardware faults in Express Report Service
* RAID Report Service
* Function to display Device information and configuration collected by iLO
* Function to collect event logs collected by iLO
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e About the corrupted screen display of UUID in iLO Web interface

If the iLO is reset during POST execution, the display of UUID and UUID logic in iLO Web interface : [Information] -

[Overview] page may be corrupted.
When any corrupted texts are displayed, please turn off and on the system.

e Caution about Virtual NIC settings on iLO Web interface

The default value of “Virtual NIC” in [iLO] of [Security] depends on the version of the iLO 5 firmware.
If "Set to factory default" is executed in the BMC configuration utility, check the following:

(1) If you use iLO 5 firmware version between 2.10 and 2.18, the default value of “Virtual NIC” is “Enabled”.
A warning may be displayed for “Virtual NIC” on the device manager of Windows Server 2012 R2 which does not
support virtual NIC or Windows Server 2016/2019/2022 where USB CDC-EEM driver is not installed.
If you do not use the iLO virtual NIC functionality, go to [Security] > [iLO], and set “Virtual NIC” to “Disabled”.

(2) Ifyou use iLO 5 firmware version between 1.40 and 1.47, or 2.31 or later, the default value of “Virtual NIC” is “Disabled”.

e Caution about IPv6 address of Network Adapter on iLO Web interface if vEthernet(Hyper-V Virtual
Ethernet Adapter) is configured on Windows

If iLO 5 firmware version between 2.10 and 2.18 below is used and vEthemet(Hyper-V Virtual Ethernet Adapter) is
configured on Windows, “IPv6 Address” of [Network Ports] in each Adapter may be not accurate on [Information] >

[Network] > [Physical Network Adapters].
Please comfirm The Property of each network apater on Windows, if vEthemet(Hyper-V Virtual Ethemet Adapter) is

configured on it.

o Display of Network information on iLO Web interface

If iLO 5 firmware version 2.31 or later is used and the network bridge is configured, the information displayed (for each
adapter) in [Physical Network Adapters] in [Network] of [Information] on iLO Web interface may differ from the actual status

on OS.
For the detail of the bridge information, please check the Property of each network adapter on OS.

e Displaying Device Inventory information in the iLO web interface

< Enviroment with SAS Expander card (N8116-51) >
iLO firmware version 2.31 or later, SAS Expander card information might be displayed as follows, but it does not affect
server operation and SAS Expander card operation.

- Firmware Version  : N/A
- Status : Disabled
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e Caution for the Security Dashboard of iLO Web interface

If you update to iLOS5 firmware greater than or equal to 1.47 and lower than 2.10, “Last Firmware Scan Result’ is displayed
in “Information > Security Dashboard”. Do not click this Hyperlink.

If you click this link by mistake, you won't be able to move between menus and tabs.

In that case, you need to reload the page by the reload button of the browser.

Or you log out the current session of iLO Web interface, and please log in again.

Information - Security Dashboard ® 0O D © 9 A 7

Overview Security Dashboard Session List iLO Event Log Integrated Management Log

Active Health System Log Diagnostics

W Overall Security Status * OK

Security State Production
Server Configuration Lock:  Disabled

Security Parameter J/Status State Ignore
Security Override Swilch 9 oK off O
IPMIDCMI Over LAN ¥ OK Dizabled O
Minimum Password Length @ oK oK O
Reguir in for iLO R oK Enabled O
Authentication Failure Logging oK Enabled O
Secure Bool ¥ oK Enabled O
Password Complexity W OK Enabled O
Require Host Authentication wOK Disabled O
&5¢ Firmwan n Result W OK OK O

e What todo when corruption of SNMP alert about the physical drive status changed is recived?

When you recived the corrupted SNMP alert about physical drive status changed,confirm the location information of the
same event at “Information” - “Integarated Management log” of iLO5 Web interface.

eg.

Abnormal, physical drive status change detection,iLO SNMP Trap,mgr_WIN-U6HIHPNIH1Q,uru-rhel83,192.168.0.57,,2021/10/01
15:22:57,iLO,0xc0000be6,"A physical drive status change has been detected. Current status is 3.

(Location: ot 12 Controller: Slot 12)","If the physical drive status is 'failed(3)', ‘predictiveFailure(4)’,
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e About status of Agentless Management Service(AMS) on iLO Web interface.

When you recived the corrupted SNMP alert about physical drive status changed,confirm the location information of the

same event at “Information” - “Integarated Management log” of iLO5 Web interface.

When status of Agentless Management Service(AMS) is “Unknown” or “Not available”(*) on iLO Web interface,
please resetiLO.

After about 10 minutes, please restart Agentless Management Service(AMS) by following procedures.

* Verifying AMS status

Please confirm the status from iLO Web interface : [System Information] - [Summary] — [Subsystems and Devices] -
"Agentless Management Service".

If the status of Agentless Management Service(AMS) is “Unknown” or “Not available”, iLO can’t collect some part of
information of storage, network and iLO can't display those information correctly.

< Restarting AMS >
Procedure
- Windows
Navigate to the Windows Services page and restart AMS.

* Red Hat Enterprise Linux 7.x and 8.x
Enter the following command:

# systemctl restart smad
# systemctl restart amsd

- ESXi6.5/6.7
Enter the following command:

# /etc/init.d/amsd.sh restart

or
# /etc/init.d/ams.sh restart

* Command depends on the version of AMS you are using

- ESXi7.0
Enter the following command:

# letc/init.d/amsd restart

e About Java IRC session timeout message.

While Integrated Remote Console (Java IRC) is launching, the pop-up messages indicate the IRC session expired appear
after that session has expired. At the same time, irrelevant popup appears too together.

When the following message in bottom layer of Java IRC window, ignore description in displayed pop-up message.

- “Sessions Closed due to Timeout or Unauthorized Access.”

e Note About Rapid Setup
If you are using the iLOS firmware 2.71 or 2.72:

Before using Rapid Setup for configuring the Smart Array SW RAID on your system, open the iLO web interface, go to
[System Information] > [Device Inventory], and then confirm that “Status” of Smart Array S100i SR is “Enabled”. During
a POST after that, press the F10 key, select [Provisioning] > [EXPRESSBUILDER], and then run Rapid Setup.

If “Status” is “Unknown”, running Rapid Setup may display “Preparing recommended RAID configuration” and then the
following message:

m “Rapid Setup did not find any supported disk installed on this system.
Either there is no disk installed, or there is a cabling or other problem.
Please exit Rapid Setup and check your hardware configuration.”
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e Possible high-speed fan rotation and abnormal sound

If you are using the iLOS firmware 2.90 or later
Restarting the server can on rare occasions rotate the fan at high speed and emit an abnormal sound.

If this state continues for more than seven minutes, restart the server again.

oSNMP Alert

If you are using the iLOS firmware 3.00 or later

For NEC ESMPRO Manager, the Alert Viewer notifies you of a change in a physical-drive status when it is detected.
Depending on the status, the location information is displayed in either of the following two patterns:

1. (Location: Slot=(A):Port=(B):Box=(C):Bay=(D) Controller: <NULL>)
2. (Location: Port=(B):Box=(C):Bay=(D) Controller: Slot (A))

A: Controller location (slot number)

B: The port number of the physical drive

C: box number of the physical drive

D: The bay number of the physical drive
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4) Notice about the OS

o About EXPRESSBUILDER Manual Installation

Partitions in the target disk are deleted when you install the Windows by EXPRESSBUILDER even if you select the
"Manual" option.

Pay attention to the user data stored in the system drive when re-installing Windows.

o Notice of Windows Server

When the USB device is used in supported Windows Server OS, the next event log is sometimes registered.
But ignore this message since it does not cause any problem for the operation.

<EventLog >

ID 1

Source : VDS Basic Provider
Level : Error

Unexpected error occurred. Error code :32@01000004

e Notes on changing configuration of CPU board after setting up Windows Server 2019/2016/2012 R2

When a fixed IP address or DNS is set for the following options, add a CPU board by the following procedure.
(The procedure is necessary to take over the fixed IP address setting even after the CPU expansion.)

N8104-182 Dual Port 10GBASE-T Adapter (2ch)
N8104-183 Dual Port 10GBASE-T Adapter (2ch)
N8104-185 Dual Port 10GBASE SFP+ Adapter
N8104-187 Dual Port 25GBASE SFP28 Adapter
Expanded PCI Card with PCI-to-PCl bridge

(1) Change settings such that the service that refers to the relevant option does not start up automatically and stop
service. In addition, when the storage is connected to the option, remove the LAN cable from the option before
the following work so that the option does not recognize the storage.

(2) When setting LAN teaming at the option, cancel teaming.

(3) Record IP address of the options / sub netmask / default gateway / preferred DNS server / alternate DNS server
(the parts in the red frames below.)

Internet Protocol Version 4 (TCP/IPvd) Properties x

You can get TP settings assigned automatically if your network supports
this capabilty. Othernise, you need to ask your netuwork administrator
for the appropriate IP setings,

() Obtain an IP address automatial)

(@ Use the folowing IP address:
P adiress: ———
Sumetmsk [
P p— T

(4) Change the settings of the option as follows: “Obtain an IP address automatically”, for IP address and “Obtain
DNS server address automatically.” for DNS address.

(5) Follow the user’s guide to add a CPU board.

(6) Set IP address /sub netmask / default gateway / preferred DNS server / alternate DNS server, which are
recorded in Step 3), to the option.

(7) Set LAN teaming again.

(8) Set up again the service whose setting was changed in Step 1) so that the service starts automatically. VWhen
the option is connected to storage, connect the LAN cable again such that the option can recognize the storage.
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o Note on using NEC ESMPRO Manager (Windows) and Express Report Service (MG)

Tips
If you do not follow above procedure, a message appears, telling for example, that the fixed IP address is used
by another device, and you may not be able to set a fixed IP address.

In that case, execute the commands below by command prompt and boot the device manager. Then, click

[View] - [Show hidden devices] and expand the network adapter tree, and then delete the grayed out devices
that are not in use.

>set devmgr_show_nonpresent_devices=1
>Start DEVMGMT.MSC

When you refer to network of NEC ESMPRO Manager, a duplicate network card will be displayed after the configuration
of the expanded CPU board is changed CPU processor kit. Please ignore the network device that is not displayed on the
OS, and the detail information of the network device will be displayed as “Unknown®.

Depending on the combination of iLO firmware version of this product with NEC ESMPRO Manager (Windows) and
Express Report Service (MG) (Windows), it may be necessary to update NEC ESMPRO Manager (Windows) and iLO
Receiving Information (ilo en.mtb). Please refer to the end of this chapter to confirm/update to the latest version, if needed.

@ Phenomena regarding NEC ESMPRO Manager (Windows)

iLO firmware | NEC ESMPRO Phenomena
version Manager
(Windows) Version
2.10 or higher | Lower than 6.25 - Configuration Tab - Server Status screen
"SNMP Alert setting" will show error message "Failed to get SNMP Alert
setting".

Remote Control Tab - iLO Information - Show IML or Save IML
NEC ESMPRO Manager will fail to get IML information and Show IML or
Save IML feature will not work.

- AlertViewer
New Alerts of hardware failure added with firmware update will be
displayed as "Unknown" alert on AlertViewer.

Lower than 6.47 - AlertViewer

New Alerts of hardware failure added with firmware update will be
displayed as "Unknown" alert on AlertViewer, or they will not be displayed
on AlertViewer.

@ Updating NEC ESMPRO Manager (Windows)
(1) Download the latest version of NEC ESMPRO Manager from the following website.
https://www.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- NEC ESMPRO Manager

(2) Update NEC ESMPRO Manager. For details, refer to Chapter 2 Installation in "NEC ESMPRO Manager Ver. 6
Installation Guide (Windows) [PDF]".

@ Phenomena regarding iLO Receiving Information (ilo_en.mtb)
* Intend for users of NEC Express Report Service (MG)
iLO firmware | iLO Receiving Information | Phenomena

version Version
2.10o0r higher | ilo_en.mtb It is impossible to detect a failure of the hardware added along
Lower than 1.4.0 with the update of hardware and to issue an alert of this failure.
* If iLO Receiving Information has been updated and NEC
iml_en.mtb ESMPRO Manager has not been updated, it is impossible to
Lower than 1.5.0 detect the failure of the added hardware and issue the alert of the

failure, as with the above.
* There are 2 kinds of iLO
Receiving Information.
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@ Updating iLO Receiving Information

(1) Download the latest version of iLO Receiving Information (ilo_en.mtb, iml_en.mtd) from the following website.
https:/Amwww.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- Express Report Service (MG) (Windows) Receiving Information
-iLO.Zip

(2) Delete current Receiving Information from Express Report Service (MG) (Windows).
For details refer to “3.1.5 Setting for Receiving Information” or “3.2.4 Setting for Receiving Information” in "Express
Report Service (MG) Installation Guide (Windows)".

(3) Set the latest version of Receiving Information downloaded in step (1) to Express Report Service (MG)

* Download "Express Report Service (MG) Installation Guide (Windows)" from the following website.
https://www.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- Express Report Service (MG) (Windows)

@ The steps of confirmation for iLO FW version
- Server Health Summary
Push the UID button on the server and check the version of the iLO firmware on the console connected to the server.
(For the detail, refer to Server Health Summary in iLO5 user guide.)

- Remote
Check the version of the iLO firmware on "Firmware & OS Software - Installed Firmware" by iLO web interface.

@ The steps of confirming version for NEC ESMPRO Manager (Windows)
(1) Log in NEC ESMPRO Manager.

(2) Click the "About NEC ESMPRO Manager" link at the top right of the screen.
(3) Confirm the version information of NEC ESMPRO Manager.
@ The steps of confirming version for iLO Receiving Information (ilo_en.mtb, iml_en.mtd)
Confirm the version of “ILO SNMP Trap” in "Setting for receiving information" screen.

Regarding "Setting for receiving information” screen, refer to 3.1.5 Setting for Receiving Information or 3.2.4 Setting
for Receiving Information in "Express Report Service (MG) Installation Guide (Windows)".

e Note on using VMware ESXi

This caution is about the screen display of VMware vSphere : Monitor > Hardware > System Sensor > Sensor when the
ESXi is booted.

(1) In case of non-redundant FAN configuration, there are cases where the screen display of following sensor Health
(vCenter : Status) shows “Waming (Yellow)” after ESXi completes boot, This “Warning (Yellow)” does not indicate
hardware malfunction and there is no impact to the system operation.

- Cooling Unit 1 Fans

(2) There are some cases where the screen display of following sensor Health (vCenter : Status) shows “ ?” after ESXi
completes boot, this does not indicate hardware malfunction and there is no impact to the system operation.

- System Chassis 1 UID
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o Notes for using TPM in VMware ESXi
If your system has TPM kit (N8115-35) and OS is VMware ESXi with System ROM Version v 2.00 (02/02/2019) or later,
should be used "TPM 2.0" in TPM Mode.(*1).
PSOD (Purple Screen of Death) occasionally occurs when TPM Mode is set to “TPM 1.2".
(*1) The factory default setting is “TPM 2.0”.

Check TPM Mode and change setting from the following menu.

Menu Location : System Utilities > System Configuration > RBSU > Server Security > Trusted Platform Module

Options
Indicating : Current TPM Type
Settings : TPM Mode Switch Operation

e Change of RAID monitoring and reporting method

If VMware ESXi uses N8103-189/190/191/192/193/194/195/196/201/237/238/240 RAID controller and N8103-239
SSD Adapter for OS Boot, the RAID monitoring report will be changed to snmp trap reporting.
For details, please check the following website.

NEC Support Portal

http://www.58support.nec.co.jp/global/download/N8103-239/WBEM uninstall_en.pdf

e Cautions on using Linux OS

Use the device name of LOM or optional NIC which the OS automatically recognizes. When adding a unique udev rule,
do not change or fix the NIC device name based on the PCl address.
In addition, do not use the storage device name under /dev/disk/by-path/ that includes the PCI address.

If operation using a device name based on the PCI address is required, do not add/remove the card toffrom the PCI slot,
or change the CPU configuration. If the PCI bus address information changes and the name of the PCl-connected device
is affected, you may not be able to access the network or storage, and the system may not boot normally.

e Cautions on using Red Hat Enterprise Linux 8.5 or earlier

Select "OS Boot Manager”" when booting OS from "One-Time Boot Menu".
Selecting an OS boot device such as HDD/SSD on the "One-Time Boot Menu" may cause RSoD (Red Screen of Death).

One-Time Boot Menu

Red Hat Enterprisa Linux

Generic USB Boot

Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv4
)

Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv4)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPvE)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPvE
)

Embedded SATA Port 1 : ST1000NX0423
Run a UEFI application from a file systam
Boot from a URL

Legacy BIOS One-Time Boot Manu

One-Time Boot Screen
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5) Notice of the function in general

e Caution for operating BMC Configuration Utility in the System Utilities

If you execute POST or change the BMC configuration while rebooting the iLO, some server settings such as Serial
Number and Product ID may be lost.

In addition, there is a possibility that it does not operate normally in the restart process immediately after.

To avoid this trouble in rebooting the iLO, follow these steps:

(1) In the System Utilities, changing the settings of BMC Configuration Utility may display the following pop-up before
rebooting the iLO:

Warning

BMC configuration has changed and BMC needs to be reset The configuration utiity will not be avadable untl
next system reboot

Enter to Contnue / Esc to Cancel

(2) Press OK to proceed.

(3) The iLO will start to reboot and then the following pop-up appears:

The management procéssor i resetting' Please wait a minute for the reset to complete, then hit Esc to exit the
configuration utility and reboot the server

(4) Leave this pop-up at least for one minute.
(5) Confirm if the iLO reboot is completed.
Kthe iLO is restarting : the Status LED flashes in green (once per second) the iLO is operating normally through the
restart completion : the Status LED lights in green.
(6) If the confirmation succeeds, press OK to proceed.

(7) Press the ESC key several times to retum to the top screen of the System Ultilities.

(8) From the top screen, select Reboot the System to reboot the server.
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o How to recover lost Serial Number and Product ID

If the server loses Serial Number and Product ID, recover them as follows:
(1) Power off the server. Then disconnect the plug from the outlet.
(2) Wait 30 seconds. Then plug the server into the outlet again.
(3) Tum on the server with the POWER button.
(4) The server starts up and the POST screen appears.
(5) Press the F9 key to enter the System Ultilities.
If this fails, initialize the RBSU settings with the system maintenance switch (refer to “Chapter 17.4.3 Set the System

Configuration Back to Default Values” of the maintenance guide).

(6) Check the values of Serial Number and Product ID by selecting the menu of the System Utilities: System
Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service Options.

(7) If the values of Serial Number and Product ID are satisfactory, go to step 14.

(8) If the values are unexpected or lost, select the menu of the System Ultilities: System Configuration > BIOS/Platform
Configuration (RBSU) > System Default Options.

(9) Select the Restore Default Manufacturing Settings option.

(10) Select this option: Yes, restore the default settings.

(11) The server restarts automatically and the POST screen appears.
(12) Press the F9 key to enter the System Utilities.

(13) Set the proper Serial Number and Product ID (indicated on the pull-out tab of the server) via the menu of the System
Utilities: System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service

Options.
Serial Number
LN
LA LERERT |
NE10D-255T7 EFE
Product ID [}".j :EI ,q.g
[Preccom eapres

[Important] Product ID is the model number like "N8100-2834F". Product ID is not PID.

(14) If the RBSU settings have been changed from the defaults, check and configure the new values.

e Note on using UPS

- When connecting UPS to a serial port, set the items to “Disabled” in the following settings as below:
(1) System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Serial Port Options > BIOS
Serial Console and EMS > BIOS Serial Console Port — [Disabled]

(2) System Configuration > BMC Configuration Utility > Setting Options > Serial CLI Status — [Disabled]

- Ifthe N8181-160 (power supply unit [B00VV/Platinum]) is used by redundant configuration, change the following settings:

System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options >Advanced Power
Options > Redundant Power Supply Mode — [High Efficiency Mode (Auto)]

X The customer set as High Efficiency Mode (Odd Supply Standby) or High Efficiency Mode (Even Supply Standby)
is unnecessary for change above-mentioned.
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eNote on using N8116-51 SAS Expander Card

When updating firmware from this Starter Pack (Ver S8.10-009.01), please do NOT apply the following firmware update
module (Ver.5.08).

[Package Name]
Supplement Upate / Online ROM Flash Component for Linux (x64) ? HPE 12Gb/s SAS Expander Firmware for
HPE Smart Array Controllers and HPE HBA Controllers
(firmware-smartarray2de15b6882-5.08-1.1x86_64)

Please check the following Starter Pack Version S8.10-009.01 public page for detailed application procedures.
[Starter Pack Version S8.10-009.01]

< https://www.58support.nec.co.jp/global/download/ >
-> Document & Software
-> Rack
-> (Select your server model)

eChanging the cooling setting
This topic pertains to the following HDDs:

N8150-551 300GB 15K Hot Plug 2.5-inch SAS HDD
N8150-552 600GB 15K Hot Plug 2.5-inch SAS HDD
N8150-553 900GB 15K Hot Plug 2.5-inch SAS HDD
N8150-602 900GB 15K Hot Plug 2.5-inch SAS HDD

If your HDD is any of the above, but its current cooling fan setting is Increased Cooling or Maximum Cooling, leave

it as itis (i.e., no need to change the setting). With neither of the two specified, for the HDD'’s stable operation, please
change the setting to Increased Cooling as follows:

#Procedure for changing the setting
(1) Power on the server. During the POST, press the F9 key to start System Utilities.

(2) Select System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and
Thermal Options > Thermal Configuration.

(3) Change the setting to Increased Cooling.
(4) Press the F12 key, save the change, and then restart the system.

Note:

Changing the cooling fan setting may increase the cooling fan speed, which depends on the operating environment
for and the load on the system.

o Notes of using SAS controller (N8103-184)

When using N8103-184, “Status* of iLO Web interface [System Information] - [Storage] - [Storage Controller] is might
display to “Unknown”, but it does not affect server operation and SAS Controller operation.

e About EXPRESSBUILDER Help
If the EXPRESSBUILDER help is different from Maintenance Guide, do not use the help but the guide.

e About FCoE function in N8104-177
The FCoE function (Fibre Channel over Ethemet) isn't supported with this product as NEC.

The FCoE function is enabled in spite of the LOM firmware version, in N8104-177 with Family Firmware Version after
8.3543.

It is recognized as the FCoE device on the OS, but when not using it from OS and drivers it does not cause any problem
for the operation.

Please ignore detection of the following device.

-HPE 622FLR-SFP28 FCoE Device
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e About DisplayPort Connector

DisplayPort Connector at the front is not supported.

e Note on using N8103-239 480GB SSD Adapter for OS Boot (RAID 1)
#If you use N8103-239 480GB SSD Adapter for OS Boot (RAID 1), please change following setting as below.

(1) Power on the server. During the POST, press the F9 key to start System Utilities.
(2) Please set the following settings to "Increased Cooling".

System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and Thermal Options >
Thermal Configuration

(3) Press the F10 key to save the configuration.
(4) Restart the server.

#The status LED does not show the status of N8103-239.
Check the status with the drive bay LED of N8103-239 on the back side of the equipment.
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A) The additional options by firmware update

m About changing the BIOS/Platform Configuration (RBSU) menu

Some options are added or changed by firmware update of this product.

The additional options are listed below.

(1) Server Availability Menu

When you select System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Server
Availability from the System Utilities, the Server Availability menu appears.
For details about the additional options, see the table below.

Option Parameter Description
IPMI Watchdog Timer +1 | [Disabled)] Use this option to enable a Boot Time (POST) IPMI compliant
Enabled Watchdog Timer (WDT) that is disabled when an IPMI command is
issued to the system by the user and will not automatically be
disabled.
IPMI Watchdog Timer 10 Minute Use this option to set the wait timer before performing the desired
Timeout »1 15 Minute timeout action on the server in the event of a server lockup.
20 Minute
[30 Minute]
IPMI Watchdog Timer [Power Cycle] | Use this option to set the timeout action upon expiration of the
Action =1 Power Down | watchdog timer due to a server lockup.
Warm Boot

[ ] Default setting

*1: an option usable with System ROM Version 2.54 or later.

(2) Power and Performance Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance
Options from the System Ultilities, the Power and Performance Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Energy Performance | [Disabled)] Use this option to enable/disable Energy Performance Preference.
Preference Enabled

[ ]: Default setting

*1: an option usable with System ROM Version 2.80 or later.

(3) Server Security Menu

When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server Security from the System
Utilities, the Server Security menu appears.
For details about the additional options, see the table below.

Option Parameter Description
UEFI Variable Access [Disabled] Use this option to allow the system BIOS to completely control certain
Firmware Control Enabled UEFI variables from being written to by other software such as an OS.

When Disabled is selected, all UEFI variables are writable. WWhen
Enabled is selected, all changes made by software other than the
system BIOS to critical UEF| variables will be blocked. For instance,
new boot options the OS attempt to add to the top of BootOrder will
actually be placed at the bottom of the Boot Order. Note: When UEFI
Variable Access Firmware Control is Enabled, some OS functionality
may not work as expected. Errors may occur while installing a new
OS.

[ I Default setting

*1: an option usable with System ROM Version 2.54 or later.
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(a) Trusted Platform Module Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server security > Trusted
Platform Module Options from the System Uiilities, the Trusted Platform Module Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Omit Boot Device Event | [Disabled] Use this option to record Omit Boot Device Event. If enabled, PCR
Enabled Boot Attempt Measurements will be disabled and measurement in
PCR[4] will not be recorded.

[ I Default setting

*1: an option usable with System ROM Version 2.80 or later.
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B For Inquiries Regarding this Matter

If you have any questions on the contents of this document, please contact the dealer where you purchased the product or
our sales representative.

NEC

Feb 2024 18th Edition

* CBZ-036500-001-16 *
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