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IPMI/DCMI Over LAN 9 0K Disabled O
Minimum Password Length 00K oK O
Regquire Login for iLO RESU ¥ 0K Enabled O
Authentication Failure Logging [ Nele Enabled O
Secure Boot ¥ oK Enabled O
Passwiord Complexity ¥ oK Enabled O
Require Host Authentication ¥ 0K Disabled O
Last Firmware Scan Result ¥ 0K OK O

HERTDEE

@ ME RS ITDRT—E2RAEREDONW 5 v FEHNDO OS5 — 3 UNERIIBICEET 28I DT

MEB R4 TORT—2 REERFONP ~ 5 v TEHICH T, AF— 3 VRS RIET 515808 H Y ET,
A4 —2 3 UERICEA L TIE, iL05 webf V24— = —XDMER]-[41 T L—Tv EIRxT A2 O] TR
CARY bDOT—2 3 UiEHRE CHERIFEEL,

i

Abnormal, physical drive status change detection, iLO SNMP Trap, mgr WIN-USHIHPNIH1Q, uru-rhel83, 192. 168. 0. 57, , 2021/10/01
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@ Rapid Setup=E{TIZEIY 2 EEHIFIZDUL\T

L5 7—Lo 72 NNEEIX2. 2% CHERADIGE:

Smart7 LA SW RAID¥ERKREEIZ, POST B%IZ[F10]%F—4HT > Provisioning > EXPRESSBUILDER /™ i5Rapid Setupz
E1T79 BRI, EF/IZIL0 Web1 >4 —7 = —XMD[System Information] — [Device Inventory] ©. Smart Array
S100i SRMDStatushy” Enabled” 12AE> TS Z EF#REZEL TL &L,

StatusA” Unknown” &FRFRENTUVDIREET., Rapid SetupZE1TT 5 LRI N ARAIDIER EEHKR---" D
RRDEIZUTOA v E—UHRRTENDGELHY FT,

B ‘“Rapid Setupld, CHOLRATLALIZRESNTWSYR— AR TA AV ERDITONFEBATLT,
TARIDNBE SN TS, F—JIEHGLZEDORDOREENH Y £9, Rapid SetupZ#ET L.
N—F T 7RBREERLTLLESL, 7

@ Y—/N\—BEHFOFANEERLIZET 5 FFERITONT
L6 7—L T T7/N—2 32 VLEZEZ CERADES:
Y—N\—DBEBZEITI &, MICFANDEEEER S 3 Y BN ULEBRT 2580HY T,

COIGEIF, BEY—N\—OBEFZTEREL TS,

@ ERICEHT BHFEEEICTONT

LS T 7—Lz7/\—2 3 3. 00LE%E CERDIEE:

ESMPRO/ServerManager & ZFIFE SN TULNSIHE. W FS54 TDIRBEERIZEL, 75— FEa—T7IZENT
MRS A TDRT—R2RAEREE] DT 5— FARTINET,

OB, MERSA TDRT—ERIZELT, Ar—2 3 VIEBRIRDZ/IE—2 D NVThADTRRENET,




@ (Location: Slot=(A) :Port=(B) :Box=(C) :Bay=(D) Controller: <NULL>)
@ (Location: Port=(B) :Box=(C) :Bay=(D) Controller: Slot (A))
Aoy rO—S0aE(RAY RES)

Bt K54 JDR— &S

CHEBRSAITDRY Y RES

DY RS A TDORAES

4) OSICEHY HFEHEE

@ EXPRESSBUILDERTMWindows F&i] 4 >R F—JLIZDLVT

EXPRESSBUILDER A > Windows &4 VR b—ILT 5EE, [FH| AT avEwBRLIEETHLTEH.
AVAP=IVETARIDIN—T 42 aVNTRTHOIVTENET, BA VA =B, 12— —FT—4MN
FETHBEITTFELTLESL,

@ Windows Server 05 Z{ERKDTIEERIE

HiR— bRZRD Windows Server 0S TUSB T/3f REHFEL\DIHE. UTDRATLAARY OTHFRERENS
_ENBYFET,
ZHIZDOWTIE, YATLEMELREDY FEA.

<qfRrros>
ID 1
)—X VDS Basic Provider
LRI I IS5—
&R CFHLENWIS—AEELEL-, T5—3— F:32001000004

@ Windows ServeriZiE TdAgentless Management Service (AMS) (D;EEZEIR

Windows Server 2012 R2, Windows Server 2016, Windows Server 20190IRiZEIZAgentless Management Service
(AMS) version 1.40.0.0531 VR b—ILENTWBIHE. ans.exe 7AEAMN/N\Y FILEDEMERLET,
N EFILY—=DEAE) DBREEEICKYRBRHORBRAE EHITNTH+—I Vo ADEIREES| S Z I AIREEMN
HYET,

@ K=E%(FAgent less Management Service (AMS) 1.43.0.0CIBESINTLVET,
AMSIZStarter Packlz&EMN TULVET . Starter Pack Version S8.10-006. 03L& Z @A L TL =& Ly,
FTIZAMS 1.40.0.0M1 VR F—I)LEN TUL B IEEE TStarter Pack Version S8.10-006. 03 (#3215 4&1%.
BRIZAMSZE 7 v TT— h I BEAHY ET, Starter Packh B Sh T BWebH 4 FORBEZHEZRLT
Ty TT—RLTLIESELY,

@®Agentless Management Service (AMS) 1.40.0.0%{FEA SN BEEIL. —ELUTOFIEEZERT S LT
N FILVBITEM LGB Y ET,
M UFOavr Rk£avo R0V T R TEITLTAMSEELELET,
>net stop ams
(2) "C:¥Program Files¥OEM¥AMSYService” T4 LY ) ZITH A TO—5THREET,
@ “storelib.dlI"M 77 A L% storelib.dl|. bak"IZZEEBLET,
@ LUTOavrRZ2avr RF700 7 FTEITLTAMSZRALET,
>net start ams

(%1) MWMSEELEREICUTOA vE—URRTEINDZELHY FTITHBEHY T A,
Agentless Management Service H—E X #{E1HTY ..
VRTL IS—hFEELEL=,
SRATL T5— 10670 FELFE LT,
TOtEREE&FTHRFFETLEL,
Agentless Management Service H—E R [FEHEIZELEEShELT,

(3%2) AVSEEEIRFICLITDA v E—UMNKRREINLSIENHY FIHREHY FHA,
ERLE=Y—EXRITBRCEB SN TULVET,
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@®Agentless Management Service (AMS) D/\— 3 VDRERFEIZITLTD2DODAELRHY £,
- XREBEDOS L THERT A%

(1) Windows PowerShel | #EEE L TLUTDaT Y FEETLET,

> Get-WmiObject Win32_Product | Select—0Object Name, Version | Select-String “Agentless Management
Service”

Q) a7V FERTERNMON—D a3 VEREELET,

*iLOWeb £ 2 —Txz—XRZEFHLT. UE— O OHERT H5E
N JE—FREIZBEWNT, WebTSHHF—mn5il0 Web 1 >4 —TJ7x—X(ZAFA4 2V LET,
(2 EAZa—D D7—L9x7 &0SYT rHz7] Z&RL, VYT rH7] ZBIRLET,
(3) E@E® TProduct Related Softwarel ) lams.exe] M/N— 3 VEFERLET,

@ ESMPRO/ServerManager WindowshR) 3K UL Y R FUREHRY—E X MG) BT 5:FEEE

ABED L0 7J7—LTF7/N\—2 3 & ESMPRO/ServerManager (Windows kR) B EUTH XA T L R EH
H—EX MG D/N— 3 VDA EHEIZ L > TIZESMPRO/ServerManager Windows AR) & & U iLO ‘B IRHRER [+
DZEFERBZE I 7AILDT Y TT— EHIRBEIZHEDIGENRHY FT,
UTZ2I8BO52. 7y 77— FMAREBEGBEE. REN—2avIZ7yTTF—RLTLESLY,
BN—T 3 VDHERAEIZONTIE, KEIEBEOKREIZEH LET .

@ESMPRO/ServerManager (Windows kR) (B84 2RAREK

iL0 ESMPRO/ HREHR
77—Lr2xF7 | ServerManager
Windows hR)
Version Version - BBRA T - Y—/ ke
2.10 Lk 6. 25 K% "SNP 5EERERTE” AY THBICKBLELE” ERREIND

JE—FHIEZ2 T - iL01EHR - INL OFRFR. IL OFRE I
FROEFIZEKBM L. REELMRENTEAL

75— hrEaA—7
J7—LOxF77yvIT—hrzELBVEMEShEN—F
7 OEENRTS—rE1—TIZ "FRAEAT OTFTS—+

ELTEREIND
Version - 75— hEa—7
6. 47 ki J7—L9zTF7T7yvIT—hrzERLLGELEMENF=/N—F

DITDEENTS—FEL—TIZRRTINAL, £ LLIE
"REERA T DT S5—hELTRREIND
@ESMPRO/ServerManager Ver. 6 (Windows i) D7 v 7F— kA%
(1) LATD Web 44 k& UEEERD ESMPRO/ServerManager 24~ >0— KLET,
https://www. support. nec. co. jp/View. aspx?id=9010103524

(2) TESMPRO/ServerManager Ver.6 4 X bL— 3244 FWindows %) 1 @ NE A A =)L) SR
L T ESMPRO/ServerManager 7 v 77—k LET,

@ESMPRO/ServerManager Ver.7 Windows iR) ~D7 v 75— kAL
(1) LAT®D Web H4 k&Y ESMPRO Platform Management Kit 24 >A— KL%,
https://www. support. nec. co. jp/View. aspx?id=9010109532
ESMPRO/ServerManager Ver.7 & ESMPRO Platform Management Kit [CEFENTLVET,
(2) ESMPRO Platform Management Kit @ ESMPRO 4 >R b—JLY—ILEREILE T,

@) 41 VR F—ILY—)LEEOFHBAEE S 1) w4 L. Software Manuals A5 ESMPRO/ServerManager =4 1) w4
L%,

(4) TESMPRO/ServerManager Ver.7 4 A bL—a > HA KWindows %) 1 2wy o LET,

(5) TESMPRO/ServerManager Ver. 74 A bL— 3> HA EWindows#®) 1 @ N E A VA b—JL] 581
L T ESMPRO/ServerManager & Ver.6 i Ver. TAT7 v 57— M LET,
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& L0 BEIERELAER T OREFEMERE T 7 1)L [T HRERR
KIJRATLRBEHY—EX MG Z CHASNTLEANRERTY,

iLO iLO BEEMRER T | REHR
F7—L0xT | ZERRRE
274l
Version ilo_jp.mth Version | 727 —LH 77 v IT—hrIZEEBLENENF=/N—FKH7
2.10 Lk 1.4.0 ki DEZERMTHIENTELH, BEHEZTZERITHIEN
TEREL,
iml_jp. mtb Version | XZEBRRE I 7ANET YT T—rLIEBETHLTH.
1.5.0 ki ESMPRO/ServerManager W7 & 57— h &N TRV EE(E, £
CEMBIZEMENT/N— RFY Tt PEEOBRMNS L VESRNTE
Xil0 EEHEERT | 720N,
D ZIEFRRTE
T7AILIE 2585
HYUFET,

&iL0 EEEEERITORERBRERE I 7LD T Y TT— A&
(1) UTDWeb HA bk YREIRDZEFHRRE 7 74 /L (G lo_jp.mtb, iml_jp.mtd) ZFo>rO0—KLET,
https://www. support. nec. co. jp/View. aspx?id=9010100096
ilo_jp. mtb, iml_jp. mtd [ MGMTB. zip [ZEE& L TLVET,
Q TZHRTLRABHRI—ERAMG) 42X L— 354 KWindows #8) | @ [3.1.5 Z{EEHRDHKTE]
Frld 13.2.4 ZEFEROERTE] 2SR L CRERROZTCEE CEHZFADZERBREZEFRLET,
@) HTHHYA—RFLERFROZERBHREE I 7MIILEEFLET,
TITHORTLRBEHRY—EZXME) AR RL—3a B4 KEWindows #&) 1 [ZLLTD Web 44 Fh S
Ay R—RLTLESLY,
https://www. support. nec. co. jp/View. aspx?id=9010102124

Q0 T7—LT7DON—2 3 VHERAE
- Server Health Summary THEEEd 5%
Y—\—KED UID A2 VEHT LT, —N\—CEESNza> Y —)LIZRREND L0 Firmware D
N—2 3 U&ERERLET Server Health Sumary DEEMI iL0 5 1—H—XH 4 FSH).
32y NIV RBETHERT SAE
iLO Iz FD—OEERIRERIES. 59U —m% i0IZAadA4 VLT, AZa—TJ7—L 7 &0S
YIrHIT7] A5 IL0DN—2 3 UEERELET,

@ ESMPRO/ServerManager (Windows ffl) D/ \— 3 U iERA .
(1) ESMPRO/ServerManager @ Web 4 k=454 > LET,
(2) EEALD TESMPRO/ServerManager IZDWLNT] DY U9 5 BIRLET,
(3) FTREN B ESMPRO/ServerManager D/ \— 3 UEHRZHEELET,

& iL0 EIBHEEM (TDZEBMBRTE T 7 M1 ILD/\—2 3 VHER A
[THORTLRABHY—ERAMG) 41 A FL—2 324 KEWindows #&) 1 @ 3.1.5 SHEFRDH/TEL £1=
1% 13.2.4 ZUEFERDEZRTE] #SB L TREFROKTCEE T MEEHIIEER] AY MiLO SNWP Trap) d/s\—2 3>
=HERLET,

@ Wware ESXi Z#fEFHT 5158 ND:TEHEIE

ESXi #EENRED Wware vSphere MDEERR > /IN\— K917 > LRTFLEVY— > 2o H—DRFRIZDOLNT,

(1) TED& 57 Heartbeat Lost £ H—DFRTM [BE FEB)] LG HG5EM/HYET,
[Device] 1/0 Module (n) LOM Link P (n) : Heartbeat Lost-Assert
[Device] 1/0 Module (n) NIC_Link P (n) : Heartbeat Lost-Assert
xn: LANA R— FBESDPI~4%RLET,

GLOS 77—Lox7 :1.30, 1.35, 1.38 pERASh-IRE
ESXi #2&h5E T #&. Heartbeat Lost &2 H—DE2E (vlenter : R T—4 R) DRTH [Z& (ER)] &
BAHEE. N r—JILhER SNz R— MIES BFb L2 E BEEER)] o TEE @GE) ]
[CEBRELEITDT. LIESKHBHLELESV INT—DJILMER SN TULVELR— I MBS EBR) ]
FHGELETH, ERLMEEHY FEANDTEDEFESFERLEELY,
BHE. IINT—JILAEGRINRIET [BEER)] ARTINGITIEEE. LN 7—JILDiEs:
AEOTHEMAZEZ ONFTOTIMNBEREZERIL T EEN
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GLOS 77—Lox7 :1.30, 1.35, 1.38 AERASIh-IRE
ESXi #2ZBh5E T #&. Heartbeat Lost &2 H—DELME (vlenter : R T—4 R) DRTH [Z4 (ER)] &
BAHEE. LN r—JILhER SNz AR— MIES BFE L E BEER)] Mo [EE @&E) ]
BB LETDT, LIESLBEFELLESL INTF—DJILAER SN TULVELR— MME [EE (&) )
#ELETH, ERLREESHY FBADTEDEFEFRALLZSLY,
BHE. IINT—TJILHEGRINRIET [BEER)] ARTINGITIEEIE. LAN7— DL DS
ARDUHEENEZ DNFITOT N FEREFBEZL TS

GLOS 77—Lmz7 : 1L.AOLLUEAERIN-IRE
ESXi #2&h5E T #&. Heartbeat Lost &2 H—DELME (vlenter : R T—4 R) DRTH [Z4& (ER)] &
BHEE. BabEbV <KL [E5&ER)] ho MBEGR)] ITBBLEIDOT, LIESL
BEFBLESLY,

Q) SRATLRM®D/IN— 3 Uhiv2.16 (05/25/2020) LETDIHE . ESXi EBBIE T#. TRt Y—0ELH
(VCenter : RT—R R) DR [EE EB)] LLGHEENHBYETMN. N—FIzT7OBEEZRT LD
TIIEGERIZEEHY FHADT, ZTOFEFFERALFEITET,

- Gooling Unit 1 Fans

() ESXi #EISET#. FERDtH—0fEett (VCenter : AF—R R)DRTMN [ EHRZBERHY ET
N, N—F Oz 7OHEETRTLDOTIILERICHEDLY FEADT, TOEFEFERAW=EITET,
— System Chassis 1 UID

@ Linux 0SEEART 558D IEEIE

0SHYEENRIIZERER T HLOMOA TS 3 INICDT/3 RBZEFERAL T 230, #FBudev/L—/LZEEBMT HIE.
PCI7 FLRZEEINICTNA RBZERE LY., BELEY T HREIFITHENTLEELY,
Ff=. PCI7 FLREEL/dev/disk/by-path/BEFDR b L—LFTN\A REFFEALGNTLZEL,

PCI7 FLRZEEIZLI-T/NM REZFE S IERANRERISEE, PCIRO Y bADH— FIEER/IRE. BEU,
CPUBRZER Z1THIELNTLZE L, POINRDT RLREBRINZEL L. PCHERO T/ RBICHENTHI &
[SEY. Ry RT=IPR—IADT I EANTERGLRY, PATLNERICEFTELLBLHBEN
HYFET,

@ Red Hat Enterprise Linux 8.5 LIRIZ (#3188 DFEFEE

JUBA LT— A a—DOEFHTHIES. 0ST— k<wR—Tv—{5l: Red Hat Enterprise Linux)Zi&EiR
LTLEELY,
0SANA R b—ILENT-HDDASSSDZAL ED T — kT /31 R %F4R L =154 . Red Screen of Death (RSoD) AAF4d %
ZERBHYET,

One-Time Boot Menu

| Red Hat Enterpriss Linux |
Generic USB Boot
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv4
)

Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv4)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPvE)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPvE
)

Embedded SATA Port 1 : ST1000NX0423
Run a UEFI application from a file system
Boot from a URL

Legacy BIOS One-Time Boot Menu

DB, LT— A Za—EE

5 2BOWREICEH S TESIE
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@ Serial Number. Product ID A%iEsk cT=iZEDFMIZDULNT
Serial Number. Product IDAVERKSMNI-HEE. UTOFIEICTEIBT S EMNTEET,

) HEOERZUY. ERa—FFa 2 FABHALET,

) 0FLLLEIFBLI-DE, BRI—FZa2E2 MIERLES,

) PONERR A v F CEEDEREZNIZLET,

) H—/\—hGEF L., POSTEEARRENET,

) FROFXF—ZHLTCORTLA—TAUT14ZEELET, L. PRATLI—T 1 )T HEEITEAL
KEICHE->TWBFZEIE, NMET.33 PRTLEEETIAHIMEICRYT) ] 28BL. PXATLADT
FTURRA v FERIEL T, RBUREDMNEILE LET,

6) SATLa—T 1T 1@ [ISystem Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options

> Advanced Service Options] A =a—d& Y. Serial Number &Product IDODIEZREZELET,

(7) Serial Number &Product IDDEAEATFT HIEDIZEIL. FIEID ITEAFET,

(8) Serial Number &Product IDDIEAEAFT AIETIIHZLCHELKLTWR)BRIZ, YRATFLA—FT 1) T«
M5, [System Configuration > BIOS/Platform Configuration (RBSU) > System Default Options] %R
LET,

(9) TRestore Default Manufacturing Settings] ZERL EI,

(10) TYes, restore the default settings. ] #&ERLET,

(1) BFMICEENHBIZE L. PSTEEMNARTINET,

(12) FOF—ZMLTCORTFLA—T 4 ) T4 ZEBELET,

(13) EBODRSA FaJIZitdEian Tl vASerial Number &Product IDE S RFLA—T 4 ') T4 ® [System

Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service Options]

Aza—&Y, BELET,

Serial Number

NBI100-2557Y

= .!‘_7'::@

Jorrec.com/enpress)

Product ID

[E=] Product ID&(E. [N8100~xxxxY] D& SHERENDZ & TT,
(14) RBUSREIEE 2T 74/ MENLZTEINTLRIEAIEL. FORBUEBDHEZRELBREEZLET,

@ SHRENEEIZDINT

UTDA T 3 vEBEHT 51581, REBBO-OXRUGDAET 7 o ND%E%E lNncreased Cooling] ~Z
BLTLESLY,

FTIZAEN T 7 D DERE%E lNncreased Coolingl Ff=(F Maximum Coolingl IZERE SN TWRIEEIE. AxE
FTHOLEIEHY FEA,

HEF T3y
- N8150-551 1&5% A 300GB HDD
- N8150-552 1&5% A3 600GB HDD
- N8150-553  1&5% A8 900GB HDD
- N8150-602 1&5%FH 900GB HDD

O ZEFIR
(1) POST (2 <FOF—ZIMT L. System Utilities #EEILET,
(2) System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and Thermal
Options Z:ERLET,
() Thermal Configuration * —a—% [HFETEHRE) ICEELFET,
@) FIDx—%#8|TL, BEZREFELTORATLEBEBLET,

X AE 77 VEREDERIZHL., BEHRDERRRVCERICE > TIRENT 7 Y OREHEN LA D &N
HYET,
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@ UPS EfErDEEER
UPS 22 1) 7ILiR— MR L CTERAT BE(E. LITOREZLZEL Disabled) (LT &L,

(1) System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Serial Port Options >
BIOS Serial Console and EMS > BIOS Serial Console Port % [Disabled] IZERE L TL FZ&LY,

(2) System Configuration > BMC Configuration Utility > Setting Options > Serial CLI Status & [Disabled]
[ZERELTLESLY,

@ Smart Storage Battery [CDULNT

Smart Storage Batteryld, RBSUA — 1 —7f & Thknergy PackéRRENBZ ENBHY EFT,
BE., SiABZTLEEL,

@ N8104-173 FCoE ##REDHR— F=DLVT

A TILFCoE (FibreChannel over Ethernet) #EE# NEC & L THHR—FLTHBY FHA,

LOM H— FISEREIN TS 7 7—LD 2 7/A\—2 3 VIZEH 5T, FCoE #EEABIE SN TULVET,

0S ET FCE T/3f RE LTERHINFETH., 0S ORSA/N\THEEFIFADEREZ LWL & T, EFRLOFEE
EHY FEHA

UTDOT /A ROBHIEER L TLV =W THELEREA.

—HPE 533FLR-T FCoE Device

@ N8104-173 10GBASE-T %t LOM 5— K (2ch) Wake On LAN #gEDHR— FZDLNT

NB104-173 10GBASE-T $#% LOM 1— I (2ch) 7R— b 2 81 Wake On LAN #AE% BT 21841k, T7—LH LT
N—23 2071192 UE CFERACIEEL,

® Intel R) Software Guard Extensions (SGX) A< 3 vIZDL\T

AMEEEHR— T B CPUILTE 2424 TDCPUDHERY FT ., FhLUSD CPU[ZFULVT, Intel R) Software
Guard Extensions (SGX) #FL 3 UMRRESNBIHATEH, Disabled(T 74U ME) DRENDEE LT
{EEW, Tit2 424 70 CPU LIS TlIAMEEZ Y R—FLTEY T A,

- N8101-1507 (4C/E-2174G)

- N8101-1518 (6GC/E-2186G)

©® N3103-184 SASa > FA—S CHAEROFEEIR
(1) N8103-184 SASa > FrO—S A {FERT BI5E. iL0 Webof > 2 —T = —A D [System Information] -
[Storage] — [Storage Controller]MStatush® “A<BH (Unknown)” ERREINBDBELHY TITHEEICHE
ETHYFEEA,
(2) N8103-184 SAS O FO—S % EHYT 155, TiHIREIEZHFY =0y,

- EEE 1 METIEHEHATEETT (FHDH— FEDREEIXRRETT),
CREPCI 2Oy b : ROy FTIZEELTLLESL,

@ N8117-12 EEE LAN/ 1) 7 )LiR— MBS DRREIZ DL T

N8117-12 EELAN/ DU 7ILR— b AT a v &8 L. EEINKR— FEFERTHEE1E. UTOREEZEE
LTLEELy,

O ZEFIR
System Configuration > BMC Configuration Utility > Network Options > Network Interface Adapter % TONJ
[ZERELTLESLY,

@ EXPRESSBUILDER ~JLFIZDLNT

EXPRESSBUILDER DAILTE A U TF U RFA RTREBVERLEDHZSIF, AU TFURAA FORBEEEL
TLEELY,
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@ H—/\EMAHILTIZDONT

H—N\ZWHILTIE, ARBEEORERRERLIRL. A EICREREDZHANILT ZIRITET 2 9—EXRTT,
H—/\EMHILT DML, Starter PackiND TH—N\ZWMAILT £y b Ty THA K] ZBBLTLFEEL,

H—IEMHILTOEEFIEICDNTIETEED Web 4 b & THEZEL S0,
BWindows XthihR
NEGC H7R— t7AR—% )L Windows XFFSER)
https://www. support. nec. co. jp/View. aspx?&id=9010106809

BWVMware ESXi sthihiR
NEC H7R— kR—%JL (Wware ESXi xtishR)
https://www. support. nec. co. jp/View. aspx?&id=9010107805

N 727—Loz7EBIHIEER

(1) Server Availability A =a1—
SRATLA—T 1) T a4h . [System Configuration > BIOS/Platform Configuration (RBSU) > System Options
> Server Availability] Z:#&{R9B&. [Server Availability] A —a—MRFREINET,
BIDA T3 UIZDONT, ROXEFSEL TS,

IEH INGA—H— £ 8H
IPMI Watchdog Timer [Disabled] IPMI [C#E#0 L 1=#2EIRED POST) DA v F KT 24 <— WD) %
- Enabled BYI-TEET, CO2A7—(F. I—HF—MRIXTFLIZHL
TIPM o< 2 FERITTHEEMLGY ., BEMICITEDIZE
YERA.

IPMID#+ vF Ky H B4 <—WT) (&, POSTHRIZ<FROF—., Ff-=1&
FIOF—ZHWT LIELTEET,

POSTHDFNF—, F-IEFIOF—EHF L =LISDI5E . WTILE
RENFIPNIDA Y F Ry T4 I—DE2 A4 L7 FEARDEIC
BALTIRL, VRATLIGEBRENZIPIO v F Ry F424
Y—BMEEHRITLET,

IPMI Watchdog Timer 10 Minutes H—N—OAY STy THRFERE LIS —/N—IZR LT
Timeout g 15 Minutes BERAALT I FEMEZEETI SFETOFERREZEETEE
20 Minutes 9,

[30 Minutes]
IPMI Watchdog Timer [Power Cycle] | H—N\—DO VI Ty FZ&2TI+rYF Ry T 24 I—hE
Action g Power Down BIYINIZIE o1& EDRA LT FEMEERETEET,

Warm Boot

[ ] HEEBORE
E1:OXTLROM Version 2.32 LIBRICCRIATESA T 30T,
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(2) Server Security *—a1—
DRTFLA—T 4") T 4H 5, [System Configuration > BIOS/Platform Configuration (RBSU) > Server Security]
TR BHE . TServer Security] *=a—hARRINET,
BMDA T3 vITONT, ROKRESEL TS,

15H NG A—H— Brii
UEFI Variable Access [Disabled] ARL—T A VT RTLGEEMDY T Iz T7IZKBEED
Firmware Control Enabled UEFIZHDEEAHE., VAT LBIOSTELIZHIETES L SIS

FHELFET ., [Disabled] NBIRESNTUL\SIHFEIX, I XTHUEF]
THAEZIAATEETT, [Enabled) NBIRENTULRIES. o
AT LBIOSUSADY T b2 7IZ& > TEEAUFIZHIZMA S
NBERITTRTIAY Y EINFET, FIRIE ARL—TFT 125
VRATLAFHLWIT— AT 302 T— MEFDRLAIZE
MmL&SETBE. ERICIET— FMEFORTHRICEBEESNE
9, FE: UEFIZER7 AN 7 7—Lz7ay bO—ILAE
L TWBIGE, ARL—TFT 1 VI VR T LOEED—EH
HFEEBYICEELBEVWI EABHYFET, FILLWARL—T 1>
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Precautions for Using Express5800/R110j-1

Thank you for purchasing our products.
This document provides the precautions on the use of this product.
Please read through the instructions below and keep this document in a safe place for your future reference.

1) Introduction

2) Notice about the function of the System ROM
3) Notice about the function of the iILO5

4) Notice about the OS

5) Notice of the function in general

A) The additional options by firmware update

B) Errata Information

1) Introduction

e About the manual of this product.

For Starter Pack, the user's guide and the other related documents of this product, please refer to Download on the
following URL. Regarding Starter Pack, it is also provided as an optional product.

< https:/mww.58support.nec.co.jp/global/download/ >
-> Document & Software
-> Rack
-> (Select your server model)

Please check latest information and versions on ESMPRO portal site before using NEC ESMPRO Manager, NEC

ESMPRO ServerAgentService and Express Report Service / Express Report Service (HTTPS) / Express Report
Service (MG).

< https:/mww.58support.nec.co.jp/global/download/ >
->ESMPRO

e About Starter pack

Please see the following website to check the latest Starter Pack.

< https:/Mmww.58support.nec.co.jp/global/download/ >
-> Document & Software
-> Rack
-> (Select your server model)

e About service and driver modules for VMware ESXi

Please see the following web site to check the latest modules.
1. Agentless Management Service and iLO Channel Interface Driver

< https:/mww.58support.nec.co.jp/global/download/ >
->VMware

2. WBEM Provider and CLI tool

< https:/Mww.58support.nec.co.jp/global/download/ >
-> Utility

e Notice about service operation time of this product

The service operation hour of this product may require more hours than usual depending on the combination of the
equipped firmware and driver.




2) Notice about the function of the System ROM

e Caution for the “ Submit Fail For Form” Question pop-up

If you encounter the “ Submit Fail For Form” Question pop-up while changing the configuration in the System Utilities,
discard the changes by pressing Cancel. To apply the desired changes after that, reboot the server and re-enter the
System Utilities. Selecting OK to continue the changes may cause some server settings such as Serial Number and

Product ID to be lost.

) Question

Submit Fail For Form: BIOS/Platform Configuration (RBSU)

Select Cancel to discard changes for this page. Select OK to go to this page

e Caution for recovering from a Red Screen of Death (RSOD) screen

If you have changed the server configuration/settings or the system status, a Red Screen of Death (RSOD) screen
appears in rare cases before starting up the OS. This may cause the server to become uncontrollable. However, the server

may recover from the RSOD by turning off and then on the power again.

To recover from this condition, power off and then on the server again.
If the problem persists, contact your sales representative for maintenance.

e In the case of System ROM v2.32 (06/10/2021) and iLO5 Firmware Version 2.40 or later, the information
of PCI Slot 1 on the iLO Web interface is not indicated correctly.

The name of PCI option card attached on PCI Slot 1 is indicated as "Unknown" or "Empty Slot 1" on the iLO web

interface.
When an error was detected in PCI Slot 1, the error will not be recorded correctly in IML. This issue has been fixed in

System ROM v2.54 (09/16/2021)
Ex. Class: 0x8, Code: 0x2 Uncorrectable PCI Express Error Detected. ...
Class: 0x11, Code: OxA <Network Card Name> - NIC Connectivity status changed to Link Failure for

adapter ...

etc.
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e How to recover stop POST by the message of "Memory Initialization Start"

If the server stops POST by a message of "Memory Initialization Start", recover them by setting to the default value by
SW6 of the system maintenance switch.

Refer to “Chapter 1 - 7.3.3 Restore the Default Settings of System Configuration” of the maintenance guide.

e Notice of the backup and restore of RBSU Settings by REST ful interface tool.

In the case of ILO5 firmware version 2.40 or later, backup and restore of RBSU Settings should be done from "Backup

and Restore Settings" menu under System Utilities. (See "Backup and Restore of RBSU Settings" in Maintenance
Guide (Common).)

e \When "PCle Device Disable" is set to "Disabled", "HPE Ethernet 1Gb 2-port 361i Adapter” cannot be
disabled.

When LAN firmware is included in the following list, setting "PCle Device Disable" to "Disabled" will not disable HPE
Ethernet 1Gb 2-port 361i Adapter.

O LAN firmware list
-1.2529.0
-1.2688.0
-1.2836.0

System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device Configuration
> (Embedded LOM Name) menu > PCle Device Disabled

e High Precision Event Timer (HPET) is not displayed in the Windows(R) Device Manager and cannot be
used.

When system ROM version is earlier than v2.52 (09/16/2021), the High Precision Event Timer (HPET) does not
displayed in the Windows(R) Device Manager and cannot be used.

When this issue occurs, the following message will be displayed in the properties of the High Precision Event Timer.

High precision event timer Properties X
General Driver Details Events Resources

:L\] High precision event timer

Device type: System devices
Manufacturer (Standard system devices)
Location:

on C240 Series Chipset Family LPC Controller
(C242) - A30A

Device status

Cumently, this hardware device is not connected to the computer.
(Code 45)

To fix this problem, reconnect this hardware device to the
computer

[ ok || Cancel

e About the internal DVD-ROM (N8151-137/138) display

When System ROM Version v 1.22 (04/04/2019) or later and Embedded SATA Configuration setting (* 1) is set to [Smart

Array SW RAID Support], two internal DVD drive information is displayed in the Disk Utilities menu (* 2) depending on the
operating environment.

Both can refer to the same internal DVD information.

(*1) 'System Configuration > BIOS/Platform Configuration (RBSU) > Storage Options > SATA Controller Options >
Embedded SATA Configuration |

(*2) I'System Configuration > HPE Smart Array S100i SR Gen10 > Disk Utilities |
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e About System Utilities and One-Time Boot Menu display

(1) The Maximum Size and Installed Size of L2 and L3 cache in "System Information > Processor Information” are
indicated by the values that a 1MB is converted into 1024000 bytes.
When the version of System ROM is v1.20 (02/02/2019) or later, it is indicated by converting 1 MB to 1048576 bytes.
(2) In the PCle Device Configuration menu of BIOS/Platform Configuration (RBSU) (*) and in One-Time Boot Menu, the
name of a RAID controller may not be correctly displayed on the following conditions:

- For N8103-189, N8103-190, N8103-191, N8103-192, N8103-193, N8103-194, N8103-195, N8103-196, N8103-
197, N8103-201, N8103-237, or N8103-238
The above problem occurs if both of the following conditions are met:
1. The version of the RAID controller firmware is v4.11 or higher, or v3.01.04.072 or higher.
2. The version of System ROM is lower than v2.60 (07/14/2022).
However, the problem does not affect a boot from the HDD/SSD managed by the RAID controller.

* Select BIOS/Platform Configuration (RBSU) > PCle Device Configuration.

e Caution when the system ROM version is U43 v2.00 (05/16/2019)

Download update module System ROM U43 v1.22 (04/04/2019) from the following web site and update, if System ROM
version is U43 v2.00 (05/16/2019).

https:/imww.58support.nec.co.jp/global/download/055042-G02/index.html

e \When System ROM v2.32 (06/10/2021), NVMe which was not installed will be displayed on iLO web
interface.

When updated to System ROM v2.32 (06/10/2021), NVMe which was not installed will be displayed as the following, but
cannot be used. This issue has been fixed in System ROM v2.52 (09/16/2021).

- Firmware & OS Software - Firmware: NVMe Drive

- System Information - Storage: NVMe SSD

- System Information - Device Inventory: PCI-E Slot 1 (Product Name is displayed as Empty Slot 1)

3) Notice about the function of the iLO5

e Caution about Reset iLO

Do NOT ResetiLO during the period from server boot start to the completion of OS boot. This period includes the execution
of POST (Power On Self Test)
Do NOT Reset iLO while users are using the System Utilities.

Under such circumstances, restarting the iLO may cause unexpected result.

For example, while changing options of the System Utilities, Reset iLO may lead to loss of server settings such as Serial
number and Product ID. If the iLO is reset during POST execution, the screen display of UUID and UUID logic in iLO Web
Interface : [Information] - [Overview], may be corrupted. Please turn off and turn on the power this product.

iLO Resets which is subject to this caution
- Reset ILO via network such as iLO Web interface
- Reset iLO via UID switch

* Refer to Caution for operating “BMC Configuration Utility” in the System Utilities below, for the cases where iLO s reset
after changing the settings in “BMC Configuration Utility” in the System Ultilities.

e Caution about iLO Downgrade Policy

In case that iLO License for Remote Management is installed with iLO5 firmware 1.40 or latest, Do NOT set “Permanently
disallow downgrades” in [ Security] - [Access Setting] - [Update Service] - [Downgrade Policy] setting.

If the setting “Permanently disallow downgrades” is set, downgrade of any firmware cannot be done afterward. The setting
of this “Permanently disallow downgrades” is permanent and irreversible, and users cannot change this setting from any
iLO interfaces or any utilities.

This setting cannot be removed by setting “Set to factory defaults” and the setting “Permanently disallow downgrades” is
kept unchanged.
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e Caution about iLO security function

In case that ILOS firmware 1.40 or latest is used, ' is always displayed in [Information] - [Security Dashboard] and in iLO
Web interface screen.

Depending on the setting of RBSU or iLO, the status of security may be displayed in red showing security is at Risk. Please
set security settings appropriately in order to follow customer’s security policy.
For the recommended settings, please review the iLO5 User's Guide.

For the settings of “Require Host Authentication”, please refer to the other descriptions of Caution for the case where
Admin Password is set from System Utilities(*1), or the case where the setting “Require Host Authentication” is
enabled from iLO Web interface(*2).

The matching condition is different by iLO5 Firmware version.

iLO5 Firmware matching condition(s)
Version 1.40 (*1), and (*2)
Version 1.43 and later (*2)

The iLO security icon on the right upper portion of Web interface may be transparent even if “Overall Security Status” of
[Security Dashboard] is “Risk”.
"Overall Security Status" of [Security Dashboard)] indicates the current security status.

e Caution for the case where Admin Password is set from system utility (*1), or the case where the
setting “Require Host Authentication” is enabled from iLO web interface (*2).

(*1) This caution is for iLO firmware version lower than 1.43.
“System Configuration > BIOS/Platform Configuration (RBSU) > Server Security*
Set password by “Set Admin Password option”

(*2) This caution is for iLO firmware version 1.40 and higher.
Don't set “Require Host Authentication” Enabled in “Security > Access setting > iLO”

When the setting described above is executed, the following symptoms are expected
- Many messages “Remote Insight/Integrated Lights-Out Unauthorized Login Attempts” are displayed in alert viewer.

= Error occurs, when Starter Pack (Standard Program package) is applied.

The following services and functions are not supported
- Report services for hardware faults in Express Report Service

- RAID Report Service
= Function to display Device information and configuration collected by iLO

= Function to collect event logs collected by iLO

e Caution about iLO time function

This caution is for iLO firmware version lower than 1.45.

In case that SNTP setting is disabled, and if the iLO is reset, iLO time may be slipped.
It is recommended that SNTP is set enabled at iLO Web interface.

For the details of iLO SNTP setting, please refer to iLO5 User's Guide.

e About the corrupted screen display of UUID in iLO Web interface

If the iLO is reset during POST execution, the display of UUID and UUID logic in iLO Web interface : [Information] -
[Overview] page may be corrupted.
When any corrupted texts are displayed, please turn off and on the system.

e Caution about Virtual NIC settings on iLO Web interface

The default value of “Virtual NIC” in [iLO] of [Security] depends on the version of the iLO 5 firmware.
If "Set to factory default” is executed in the BMC configuration utility, check the following:

(1) Ifyou use iLO 5 firmware version between 2.10 and 2.18, the default value of “Virtual NIC” is “Enabled”.
A warning may be displayed for “Virtual NIC” on the device manager of Windows Server 2012 R2 which does not
support virtual NIC or Windows Server 2016/2019/2022 where USB CDC-EEM driver is not installed.
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If you do not use the iLO virtual NIC functionality, go to [Security] > [iLO], and set “Virtual NIC” to “Disabled".
(2) Ifyou use iLO 5 firmware version between 1.40 and 1.47, or 2.31 or later, the default value of “Virtual NIC” is “Disabled”.

e Caution about IPv6 address of Network Adapter on iLO Web interface if vEthernet(Hyper-V Virtual
Ethernet Adapter) is configured on Windows

If iILO 5 firmware version between 2.10 and 2.18 below is used and vEthernet(Hyper-V Virtual Ethernet Adapter) is
configured on Windows, “IPv6 Address” of [Network Ports] in each Adapter may be not accurate on [Information] >
[Network] > [Physical Network Adapters].

Please comfirm The Property of each network apater on Windows, if VEthernet(Hyper-V Virtual Ethernet Adapter) is
configured on it.

e Display of Network information on iLO Web interface

If iLO 5 firmware version 2.31 or later is used and the network bridge is configured, the information displayed (for each
adapter) in [Physical Network Adapters] in [Network] of [Information] on iLO Web interface may differ from the actual status
on OS.

For the detail of the bridge information, please check the Property of each network adapter on OS.

e Caution for the Security Dashboard of iLO Web interface

If you update to iLO5 firmware greater than or equal to 1.43 and lower than 2.10, “Last Firmware Scan Result” is displayed
in “Information > Security Dashboard”. Do not click this Hyperlink.

If you click this link by mistake, you won't be able to move between menus and tabs.

In that case, you need to reload the page by the reload button of the browser.

Or you log out the current session of iILO Web interface, and please log in again.

Information - Security Dashboard = ® 0O DOV L 7

Overview  Security Dashboard ~ SessionList  iLOEventLog  Integrated Management Log

Active Health System Log Diagnostics

W Overal Secunity Status - OK

Security State Production

Server Configuration Lock: Disabled
Security Parameter J Status State Ignore
Security Ovemide Switch oK on o
IPMUDCMI Over LAN w oK Disabled O
Menrum Passiord Lengin oK oK d
Reouire Login for 1.0 RESU 90K Enabled O
Authentication Failure Looging 90K Enabled O
Secure Boot ¥ oK Enabled O
Bassword Complaty 9 OK Enabled O
Requsre Host Authantication 90K Disabled O
kst Firmuare Scan Resu 90K oK O

e About Storage Information of iLO web interface
If you are using the iLO5 firmware 3.00 or later

iLO 5 may not retrieve Storage Information after server reboot.
In this case in the iLO 5 web interface, under "System Information," clicking on the "Storage™ tab displays the following:
"Failed to retrieve complete  storage device information. Refresh the page in a few minutes. "

If above the message is displayed on "storage" page in iLO web interface, please run the iLO reset.
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e What todo when corruption of SNMP alert about the physical drive status changed is recived?

When you recived the corrupted SNMP alert about physical drive status changed,confirm the location information of the
same event at “Information” - “Integarated Management log” of iLO5 Web interface.

eg.
Abnormal, physical drive status change detection,iLO SNMP Trap,mgr_WIN-U6HIHPNIH1Q,uru-rhel83,192.168.0.57,,2021/10/01
15:22:57,iLO,0xc0000be6,"A physical drive status change has been detected. Current status is 3.

(Location: ot 12 Controller: Slot 12)","If the physical drive status is failed(3)', 'predictiveFailure(4)',

e About status of Agentless Management Service(AMS) on iLO Web interface.

When you recived the corrupted SNMP alert about physical drive status changed,confirm the location information of the
same event at “Information” - “Integarated Management log” of iLO5 Web interface.

When status of Agentless Management Service(AMS) is “Unknown” or “Not available”(*) on iLO Web interface,

please resetiLO.

After about 10 minutes, please restart Agentless Management Service(AMS) by following procedures.

* Verifying AMS status

Please confirm the status from iLO Web interface : [System Information] - [Summary] — [Subsystems and Devices] -
"Agentless Management Service".

If the status of Agentless Management Service(AMS) is “Unknown” or “Not available”, iLO can't collect some part of
information of storage, network and iLO can't display those information correctly.

< Restarting AMS >
Procedure
* Windows
Navigate to the Windows Services page and restart AMS.

* Red Hat Enterprise Linux 7.x and 8.x
Enter the following command:

# systemctl restart smad
# systemctl restart amsd

- ESXi6.5/6.7
Enter the following command:

# letc/init.d/amsd.sh restart
or
# letc/init.d/ams.sh restart

* Command depends on the version of AMS you are using

- ESXi7.0
Enter the following command:

# letc/init.d/amsd restart

e Note About Rapid Setup
If you are using the iLO5 firmware 2.71 or 2.72:

Before using Rapid Setup for configuring the Smart Array SW RAID on your system, open the iLO web interface, go to
[System Information] > [Device Inventory], and then confirm that “Status” of Smart Array S100i SR is “Enabled”. During
a POST after that, press the F10 key, select [Provisioning] > [EXPRESSBUILDER], and then run Rapid Setup.

If “Status” is “Unknown”, running Rapid Setup may display “Preparing recommended RAID configuration” and then the
following message:

H “Rapid Setup did not find any supported disk installed on this system.
Either there is no disk installed, or there is a cabling or other problem.
Please exit Rapid Setup and check your hardware configuration.”
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e About Java IRC session timeout message.

While Integrated Remote Console (Java IRC) is launching, the pop-up messages indicate the IRC session expired
appear after that session has expired. At the same time, irrelevant popup appears too together.

When the following message in bottom layer of Java IRC window, ignore description in displayed pop-up message.

- “Sessions Closed due to Timeout or Unauthorized Access.”

e Possible high-speed fan rotation and abnormal sound

If you are using the iLO5 firmware 2.90 or later
Restarting the server can on rare occasions rotate the fan at high speed and emit an abnormal sound.

If this state continues for more than seven minutes, restart the server again.

e SNMP Alert
If you are using the iLO5 firmware 3.00 or later

For NEC ESMPRO Manager, the Alert Viewer notifies you of a change in a physical-drive status when it is detected.
Depending on the status, the location information is displayed in either of the following two patterns:

1. (Location: Slot=(A):Port=(B):Box=(C):Bay=(D) Controller: <NULL>)
2. (Location: Port=(B):Box=(C):Bay=(D) Controller: Slot (A))

A: Controller location (slot number)

B: The port number of the physical drive

C: box number of the physical drive

D: The bay number of the physical drive

4) Notice about the OS

e About EXPRESSBUILDER Manual Installation

Partitions in the target disk are deleted when you install the Windows by EXPRESSBUILDER even if you select the
"Manual" option.

Pay attention to the user data stored in the system drive when re-installing Windows.

e Notice of Windows Server

When the USB device is used in supported Windows Server OS, the next event log is sometimes registered.
But ignore this message since it does not cause any problem for the operation.

<Event Log >

ID 11
Source : VDS Basic Provider
Level : Error

Unexpected error occurred. Error code :32@01000004

e Notice of Agentless Management Service (AMS) on the server running Windows Server OS

The server running a Windows Server 2012 R2, Windows Server 2016, or Windows Server 2019 operating system with
Agentless Management Service (AMS) version 1.40.0.0 installed, the ams.exe process will exhibit an increasing handle
count. Handle leaks can cause performance issues overtime due to over consumption of memory.

@ This symptom is fixed in the Agentless Management Service (AMS) 1.43.0.0.
This AMS is included in the Starter Pack. Please apply the Starter Pack Version S8.10-006.03 or later. If the AMS
1.40.0.0 is already installed in your server, and you want to apply Starter Pack Version S8.10-006.03, you need to
update the AMS separately. For further explanation about the updating, please check the Starter Pack website.

@ If you want to use Agentless Management Service (AMS) 1.40.0.0, please do the following steps to stop the
increasing of the handle count.
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(1) Stop the AMS service by typing "net stop ams" in a command prompt.
(2) Explore to C:\Program Files\OEM\AMS\Service folder.
(3) Rename the file storelib.dll to storelib.dll.bak

(4) Start the AMS service by typing "net start ams" in a command prompt.

(*1) The following message may be displayed when stopping AMS, but there is no problem.
A system error has occurred.

System error 1067 has occurred.
The process terminated unexpectedly.
The Agentless Management Service service was stopped successfully.

(*2) The following message may be displayed when starting AMS, but there is no problem.
The requested service has already been started.

@ There are 2 ways to check the version of Agentless Management Service (AMS).
- The way to confirm on the OS of the target system.
(1) Run the following command on Windows PowerShell.

> Get-WmiObject Win32_Product | Select-Object Name,Version | Select-String "Agentless Management
Service"

(2) Check the version from the command resuilt.

- The way to confirm on the remote system with using iLO Web I/F.
(1) Login to iLO Web I/F with Web browser on the remote system.
(2) Select the "Firmware & OS Software" on the left menu, and then select "Software".

(3) Check the version of "ams.exe" displayed in "Product Related Software".

e Note on using NEC ESMPRO Manager (Windows) and Express Report Service (MG)

Depending on the combination of iLO firmware version of this product with NEC ESMPRO Manager (Windows) and
Express Report Service (MG) (Windows), it may be necessary to update NEC ESMPRO Manager (Windows) and iLO
Receiving Information (ilo en.mtb). Please refer to the end of this chapter to confirm/update to the latest version, if needed.

4 Phenomena regarding NEC ESMPRO Manager (Windows)

iLO firmware | NEC ESMPRO Phenomena
version Manager
(Windows) Version
2.10or higher | Lower than 6.25 - Configuration Tab - Server Status screen
"SNMP Alert setting" will show error message "Failed to get SNMP Alert
setting".

Remote Control Tab - iLO Information - Show IML or Save IML
NEC ESMPRO Manager will fail to get IML information and Show IML or
Save IML feature will not work.

- AlertViewer

New Alerts of hardware failure added with firmware update will be

displayed as "Unknown" alert on AlertViewer.
Lower than 6.47 - AlertViewer

New Alerts of hardware failure added with firmware update will be
displayed as "Unknown" alert on AlertViewer, or they will not be displayed
on AlertViewer.

4 Updating NEC ESMPRO Manager Ver 6 (Windows)

(1) Download the latest version of NEC ESMPRO Manager from the following website.
https:/Aww.58support.nec.co.jp/global/download/index.html
- ESMPRO tab

- NEC ESMPRO Manager

(2) Update NEC ESMPRO Manager. For details, refer to Chapter 2 Installation in "NEC ESMPRO Manager Ver. 6
Installation Guide (Windows) [PDF]".

4 Updating NEC ESMPRO Manager Ver 7 (Windows)
(1) Download the NEC ESMPRO Platfrom Management Kit from the following website.

https:/Amww.58support.nec.co.jp/global/download/index.html
- ESMPRO tab

- NEC ESMPRO Manager
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(2) Launch the ESMPRO installation tool included in the ESMPRO Platform Management Kit.

(3) On the “Installation Tools screen” click on “Instructions”, then from Software Manuals click on
“ESMPRO/ServerManager.

(4) Click on "ESMPRO/ServerManager Ver.7 Installation Guide (Windows)".
(5) For more details on “Update NEC ESMPRO Manager from Ver 6 to Ver 77, refer to Chapter 2 Installation in "NEC
ESMPRO Manager Ver. 7 Installation Guide (Windows) [PDF]".

@ Phenomena regarding iLO Receiving Information (ilo_en.mtb)
* Intend for users of NEC Express Report Service (MG)
iLO firmware | iLO Receiving Information | Phenomena

version Version
2.100r higher | ilo_en.mtb It is impossible to detect a failure of the hardware added along
Lower than 1.4.0 with the update of hardware and to issue an alert of this failure.
* If iLO Receiving Information has been updated and NEC
iml_en.mtb ESMPRO Manager has not been updated, it is impossible to
Lower than 1.5.0 detect the failure of the added hardware and issue the alert of the

failure, as with the above.
* There are 2 kinds of iLO
Receiving Information.

@ Updating iLO Receiving Information

(1) Download the latest version of ILO Receiving Information (ilo_en.mtb, iml_en.mtd) from the following website.
https:/mww.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- Express Report Service (MG) (Windows) Receiving Information
-iLO.zip

(2) Delete current Receiving Information from Express Report Service (MG) (Windows).
For details refer to “3.1.5 Setting for Receiving Information” or “3.2.4 Setting for Receiving Information” in "Express
Report Service (MG) Installation Guide (Windows)".

(3) Set the latest version of Receiving Information downloaded in step (1) to Express Report Service (MG)

* Download "Express Report Service (MG) Installation Guide (Windows)" from the following website.
https:/mmw.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- Express Report Service (MG) (Windows)

@ The steps of confirmation for iLO FW version
- Server Health Summary
Push the UID button on the server and check the version of the iLO firmware on the console connected to the server.
(For the detaill, refer to Server Health Summary in iLO5 user guide.)

- Remote
Check the version of the iLO firmware on "Firmware & OS Software - Installed Firmware" by iLO web interface.

@ The steps of confirming version for NEC ESMPRO Manager (Windows)
(1) Log in NEC ESMPRO Manager.

(2) Click the "About NEC ESMPRO Manager" link at the top right of the screen.
(3) Confirm the version information of NEC ESMPRO Manager.

@ The steps of confirming version for iLO Receiving Information (ilo_en.mtb, iml_en.mtd)
Confirm the version of “iLO SNMP Trap” in "Setting for receiving information" screen.
Regarding "Setting for receiving information" screen, refer to 3.1.5 Setting for Receiving Information or 3.2.4 Setting
for Receiving Information in "Express Report Service (MG) Installation Guide (Windows)".

e Note on using VMware ESXi

This caution is about the screen display of VMware vSphere : Monitor > Hardware > System Sensor > Sensor when the
ESXi is booted.

(1) There are cases where the following Heartbeat Lost sensor displays “Warning(Yellow)".
[Device] I/O Module (n) LOM_Link P (n) : Heartbeat Lost-Assert

[Device] I/O Module (n) NIC_Link P (n) : Heartbeat Lost-Assert
*n represents LAN port number P1-P4
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<Environment :iLO5 firmware 1.30. 1.35. 1.38is applied >

In case that the screen display of Heartbeat Lost sensor Health (vCenter : Status) shows “Warning (Yellow)" after
ESXi completes boot, for the ports whose cables are connected, the “Warning (Yellow)” will disappear and turn to
“Normal (Green)” within a couple of minutes after connecting LAN cable. Please wail for a couple of minutes. For
the ports without LAN cables, the “Warning (Yellow)” will be continuously displayed, but this does not indicate
hardware malfunction and there is no impact to the system operation. Please continue operating the system as is.
If a LAN cable is connected and the “Warning (Yellow)” does not disappear, there is a possibility that the connection
of the cable is bad, so please check the LAN cable connection.

<Environment iLO5 firmware : 1.40 or latest is applied>
In case that the screen display of Heartbeat Lost sensor Health (vCenter : Status) shows “Warning (Yellow)” after
ESXi completes boot, the “Warning (Yellow)” will disappear and turn to “Normal (Green)” within a couple of minutes.
Please wail for a couple of minutes.

(2) There are cases where the screen display of following sensor Health (vCenter : Status) shows “Warning (Yellow)”
after ESXi completes boot, This “Warning (Yellow)” does not indicate hardware malfunction and there is no impact
to the system operation.

- Cooling Unit 1 Fans

(3) There are some cases where the screen display of following sensor Health (vCenter : Status) shows “ ? " after ESXi
completes booat, this does not indicate hardware malfunction and there is no impact to the system operation.

- System Chassis 1 UID

e Cautions on using Linux OS

Use the device hame of LOM or optional NIC which the OS automatically recognizes. When adding a unique udev rule,
do not change or fix the NIC device hame based on the PCI address.
In addition, do not use the storage device name under /dev/disk/by-path/ that includes the PCI address.

If operation using a device name based on the PCI address is required, do not add/remove the card to/from the PClI slot,
or change the CPU configuration. If the PCI bus address information changes and the name of the PCI-connected device
is affected, you may not be able to access the network or storage, and the system may not boot normally.

e Cautions on using Red Hat Enterprise Linux 8.5 or earlier

Select "OS Boot Manager" when booting OS from "One-Time Boot Menu'".
Selecting an OS boot device such as HDD/SSD on the "One-Time Boot Menu" may cause RSoD (Red Screen of Death).

One-Time Boot Menu

|jacl Hat Enterprise I_InuxJ
Generic USB Boot
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv4
)

Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv4)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv6)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv6
)

Embedded SATA Port 1 : ST1000NX0423
Run a UEFI application from a file system
Boot from a URL

Legacy BIOS One-Time Boot Menu

One-Time Boot Screen
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5) Notice of the function in general

e How to recover lost Serial Number and Product ID

If the server loses Serial Number and Product ID, recover them as follows:
(1) Power off the server. Then disconnect the plug from the outlet.
(2) Wait 30 seconds. Then plug the server into the outlet again.
(3) Turn on the server with the POWER button.
(4) The server starts up and the POST screen appears.
(5) Press the F9 key to enter the System Utilities.
If this fails, initialize the RBSU settings with the system maintenance switch (refer to “Chapter 1 7.3.3 Set the System

Configuration Back to Default Values” of the maintenance guide).

(6) Check the values of Serial Number and Product ID by selecting the menu of the System Ultilities: System
Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service Options.

(7) If the values of Serial Number and Product ID are satisfactory, go to step 14.

(8) If the values are unexpected or lost, select the menu of the System Ultilities: System Configuration > BIOS/Platform
Configuration (RBSU) > System Default Options.

(9) Select the Restore Default Manufacturing Settings option.

(10) Select this option: Yes, restore the default settings.

(11) The server restarts automatically and the POST screen appears.

(12) Press the F9 key to enter the System Utilities.

(13) Set the proper Serial Number and Product ID (indicated on the pull-out tab of the server) via the menu of the System

Utilities: System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service
Options.

Serial Number

N3100-2557Y

Product ID

Jprnec.com/ express/

[Important] Product ID is the model number like "N8100-xxxxF". Product ID is not PID.
(14) If the RBSU settings have been changed from the defaults, check and configure the new values.

e Note on using UPS

- When connecting UPS to a serial port, set the items to “Disabled” in the following settings as below:
(1) System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Serial Port Options > BIOS
Serial Console and EMS > BIOS Serial Console Port — [Disabled)]

(2) System Configuration > BMC Configuration Utility > Setting Options > Serial CLI Status — [Disabled]

e About Smart Storage Battery
Smart Storage Battery is indicated with Energy Pack on the RBSU menu. Please paraphrase.
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e Changing the cooling setting
This topic pertains to the following HDDs:

N8150-551 300GB 15K Hot Plug 2.5-inch SAS HDD
N8150-552 600GB 15K Hot Plug 2.5-inch SAS HDD
N8150-553 900GB 15K Hot Plug 2.5-inch SAS HDD
N8150-602 900GB 15K Hot Plug 2.5-inch SAS HDD

If your HDD is any of the above, but its current cooling fan setting is Increased Cooling or Maximum Cooling, leave

itas itis (i.e., no need to change the setting). With neither of the two specified, for the HDD's stable operation, please
change the setting to Increased Cooling as follows:

#Procedure for changing the setting
(1) Power on the server. During the POST, press the F9 key to start System Utilities.

(2) Select System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and
Thermal Options > Thermal Configuration.

(3) Change the setting to Increased Cooling.
(4) Press the F12 key, save the change, and then restart the system.

Note:

Changing the cooling fan setting may increase the cooling fan speed, which depends on the operating environment
for and the load on the system.

e Notes of using SAS controller (N8103-184)

(1) When using N8103-184, “Status* of iLO Web interface [System Information] - [Storage] - [Storage Controller] is might
display to “Unknown”, but it does not affect server operation and SAS Controller operation.

(2) Please keep the following restrictions when using N8103-184.
= Number : Up to 1pc can be installed. Mixing with other cards is still possible.
* Installed PCl slot : slot 1.

e About FCoE function in N8104-173

The FCoE function (Fibre Channel over Ethernet) isn't supported with this product as NEC.

The FCoE function is enabled in spite of the LOM firmware version.

It is recognized as the FCoE device on the OS, but when not using it from OS and drivers it does not cause any problem
for the operation.

Please ignore detection of the following device.
-HPE 533FLR-T FCoE Device

e About Wake On LAN function in N8104-173

When using the Wake On LAN function with PORT2 in N8104-173 (Dual Port 10GBASE-T LOM Card), update the
firmware version to 7.19.2 or higher in advance.

e About the Intel(R) Software Guard Extensions (SGX) option

The CPUs that support this function are only the following two types of CPUs.

Even if Intel(R) Software Guard Extensions (SGX) option is displayed on the other CPUs, please do not change from
Disabled (default value) setting.

This function is not supported except for the following 2 types of CPU.
- N8101-1507 (4C/E-2174G)

- N8101-1518 (6C/E-2186G)

e About the setting when the N8117-12 Management Lan with Serial kit are installed

When the option of the N8117-12 (Management Lan with Serial kit) are installed and the management LAN is used,
change the setting as follows.

@ Procedure to change settings

In the System Utilities, select System Configuration > BMC Configuration Utility > Network Options >
Network Interface Adapter > [ON]
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e About EXPRESSBUILDER Help
If the EXPRESSBUILDER help is different from Maintenance Guide, do not use the help but the guide.

e Restriction of Server Diagnostic Karte Service

* If you want to use Server Diagnostic Karte Service on Windows Server 2019/Windows Server 2016, download
and install the file from link below.

NEC suppport portal
https:/www.support.nec.co.jp/View.aspx?&id=9010106809

A) The additional options by firmware update

m About changing the BIOS/Platform Configuration (RBSU) menu

Some options are added or changed by firmware update of this product.
The additional options are listed below.

(1) Server Availability Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Server
Availability from the System Ultilities, the Server Availability menu appears.
For details about the additional options, see the table below.

Option Parameter Description
IPMI Watchdog Timer - | [Disabled] Use this option to enable a Boot Time (POST) IPMI compliant
Enabled Watchdog Timer (WDT) that is disabled when an IPMI command is
issued to the system by the user and will not automatically be
disabled.
IPMI Watchdog Timer 10 Minute Use this option to set the wait timer before performing the desired
Timeout = 15 Minute timeout action on the server in the event of a server lockup.
20 Minute
[30 Minute]
IPMI Watchdog Timer [Power Cycle] | Use this option to set the timeout action upon expiration of the
Action » Power Down | watchdog timer due to a server lockup.
Warm Boot

[ ] Default setting
*1: an option usable with System ROM Version 2.32 or later.

(2) Server Security Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server Security > Advanced
Security Options > Advanced Security Options from the System Utilities, the Server Security menu appears.
For details about the additional options, see the table below.

*1

Option Parameter Description
UEFI Variable Access [Disabled] Use this option to allow the system BIOS to completely control certain
Firmware Control Enabled UEFI variables from being written to by other software such as an OS.

When Disabled is selected, all UEFI variables are writable. When
Enabled is selected, all changes made by software other than the
system BIOS to critical UEFI variables will be blocked. For instance,
new boot options the OS attempt to add to the top of BootOrder will
actually be placed at the bottom of the Boot Order. Note: When UEFI
Variable Access Firmware Control is Enabled, some OS functionality
may not work as expected. Errors may occur while installing a new
OS.

[ ]: Default setting

*1: an option usable with System ROM Version 2.32 or later.
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(3) Power and Performance Options Menu
In System Utilities, selecting System Configuration > BIOS/Platform Configuration (RSBU) > Power and
Performance Options displays the Power and Performance Options menu.
Its additional options are described in the following table:

Option Parameter Description
Energy Performance | [Disabled)] Use this option to enable/disable Energy Performance Preference.
Preference - Enabled

*1: an option usable with System ROM Version 2.80 or later.

(4) Trusted Platform Module Options Menu

When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server security > Trusted
Platform Module Options from the System Ultilities, the Trusted Platform Options menu appears.

For details about the additional options, see the table below.

[ ] Default setting

Option Parameter Description
Omit Boot Device Event | [Disabled] Use this option to record Omit Boot Device Event. If enabled, PCR
1 Enabled Boot Attempt Measurements will be disabled and measurement in
PCR[4] will not be recorded.

*1: an option usable with System ROM Version 2.80 or later.
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B) Errata Information

M Errata Information for Express5800/ R110j-1 Maintenance Guide

The following table covers correction for Maintenance Guide.
Please read the following information and use it as reference.

Error Correct
P.39 [?] Lost Serial Number and Product ID [?] Lost Serial Number and Product ID
Troubleshooting — Ifthe server loses Serial Number and — Ifthe server loses Serial Number and
Product ID, recover them as follows: Product ID (*), recover them as follows:
(*) Product ID is the model number like
"N8100-2602F". Product ID is not PID

B Correction of DIMM installation order

There are misdescription about DIMM installation order in user's guides.
The following is the correction.

Correction point
+ Express5800/R110j-1 User’'s Guide

Chapter 2 Preparations 1.8 DIMM 1.8.2 DIMM installation order

DIMM installation order

The following table describes the DIMM population order.
You should install in turn from large capacity DIMM.

DIMM
slot number

1DIMM

2 DIMM

3 DIMM

JBpPIO0 uone|elsul pue
Jaquinu PajunoN ININIA

4 DIMM

- Notice for the combination of DIMM
When more than one kinds of DIMM is combined, install them in the order from the following list to the

installation order on the above table.
(High priority) N8102-719 >N8102-718 (Low priority)

B For Inquiries Regarding this Matter
If you have any questions on the contents of this document, please contact the dealer where you purchased the product or

our sales representative.

NEC

February 2024 15th Edition
(B7-022445-006-11
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