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—PEFSRTE

Platfrom Event Filter /¥ & B
*PEF(Platform Event Filter}iEEEhDIRSL. SNMPIBERATTAEH A

—ERYIMILrERE
ESMPROGEEFE « J/xh B
T=fh- [pE] [rrene
W |
Fzvr

o VAR RN SOL MG —"DHEIZ [V FA Ly vay ) HAZAEMIT
Ll ar7 a7 b—va U ERERERT OIS, LANRHRO U £ — =y —b
DO FTOHA ZRET DHENDH Y 7,

- [BIOS &% &) F7=i% System BIOS| @ [Flow Control] T H : Hardware RTS/CTS

(4) TEH) ZERL T ZEW,
AT 4 T b= a UERD BMCICBE SNET,
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B) LFDLSIC, xy NT—7 OREHmZFERNL TLEIN,
- BMC Configuration D34 : [BMC 227 4 /' L—2a ViRE] — [y FU—7

- Server Configuration Utility ™334 : [EXPRESSSCOPE =¥ 3] = Ry hU—27 | = [
a2 /3T A |

e T4 LR+ hLTFUh - H—REaLT 4T L—varTEREES Ry hT—
Z 0J(CPUNO &Y 2— L 0Dary7 4 L—a )T xy hU—2 1](CPU/IO
EVa—N1OarT S L—va VORI HELTREL T E S,

(6) UTOHAZREL T EEW, ZOMOHATBEEEOEEMHEMNTEET,

- TDHCP]
IR —F 2 R D BMC 23 DHCP H— 3756 IP 7 R L 2 & BEIICEUS T 2H66ED G5,/
MW AZREL T IEEW, AERETDLE, BEZIZ [IP 7 LR 7%y b~ A
I F 73N " F— 1T x4 OERIZBMC 73 DHCP 3 — S B ES L7l R E S
iﬁ‘o

< TIP7 FL 2]
BMCOIP7 RLA&Z AN LTI,

7Ry v A7
BELTZIPT RLRADOYT Ry h~A7 2 AN LT EE N,

IFT7AN = T A
ESMPRO/ServerManager % 1 > A h—/L L= BLPC L a U R—FX v hOBTr— U = A

2 dma. AL TLEEN,
T VR E 1T
FBEOREEERT5E. BMCEDBIEIREN B SNEnET.

—E3RFLANERTE

EHALAN Management LAN
BT IF\utn Negotiation vl

BMC MACTF L2 CEFRE53ERFED

DHGCF O Eh

|»

18216815110

PFiLR LA
Prohey L) [Edmdsan
e a2 (N (11 |

A FiDNS = Hh ¢ Bih
DNS#-
Hzks [BMG1 CEF6E3EFED
b [
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(7)) [TV rF—bU=A] ZRELELGEIEZ. F— MU =A B3Ry P —ZIZHR ST
52 EEMERE LTSN,

8) M#H| A& %27 1Y v71LTL f:éb
av 74— 3 VEHRD BMC IZRRESNET,

e  ESMPRO/ServerManager ¢, BMC @ SNMP i@# % %5+ 55 A1F. UTFTOREDL
1To TSN,
- [Z oAt
- [Platform Event Filter] : %)
- [SNMP @3]
- ) AR
clarvva—424) ALEOE
- ML B IP T KL
ESMPRO/ServerManager &1 > A h—/)L L2 EEPC DO IP 7 KL A
KTz IRy 7 R FMNEEL T IEINY,
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1.2.2.2 Linux TOaAYv2«449L—>a>FIE
LinuxOS Y — L Tar 7 4 71— g9 VT ABROEEICONTHA L E7,

(1) = AR—=x> FT Linux ZE®E#, LI T D% T BMC Configuration % 72 1% Server Configuration
Utility 2B L T 72 &V, (Y —Wid, EEICE > TERARY £3, )

- BMC Configuration O34 :

HAEER R TE L —I T VD5E

LANG=ja_dJP. UTF-8
/opt/nec/BMC_Configuration/bmcconf —ja

HAFEAEZRTERWVWI —IFT LA

| /opt/nec/BNC_Conf iguration/bmcconf

- Server Configuration Utility D354 :

HAGREZFRTEDL X —I T LD5EE .

LANG=ja_dJP. UTF-8
/opt/nec/ServerConfiguration/svconf —ja

HAGBEZR R TE RS —IF VDA .

|/opt/nec/ServerConfiguration/svconf

(2 UTo Loz, [Zofh) O EER 2R LT 7ZE0,
- BMC Configuration ®354 : [BMC 27 4 7' L— 3 Y E| — IBMCE| — [Z O]

- Server Configuration Utility @454 : TEXPRESSSCOPE => ¥ 3] — Tay 74 7 b—vg
YERE] — T2 O]
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() UTOHERBAZLTHREL TSV, TOMOERFEEEMDO L EHEHTE £,

- TESMPRO 76 D& HE |
AMIRELTLTEE N,

- [RBREx—)
EEDEEZZREL T EEN,

B T VB E ] T

*SELES &
SEL%A 15 Ful L% oo 8 4E SEL() 0 & 4 1F ]

*BEA T3 VEE

AC-Link ( ) Stay off
R [BAE] Wl (48 - 6ee)
*PEFE% £

Platform Event Filter [GIECE] [ X

*PEF(Platform Event Filter) i8I E S (2. SNMPEH =T X T A

*EEY RO T PRE
ESMPROD & & =2 (*J ﬁm& ) mm
B+ — [;Eiﬁ] ek ek

USgrL923ay

<FJAIILBE>

o IVAKR—FU A SOL MG —"OLEHIZ VXA VI v ay) HEEREZT
LE&,ar74 lb—va SEREBET HEIC. LANRBHOY E—Far Y —
DIZDIZLL T OHA ZRET DHERH Y £7,

- [BIOS % &) F7=i% System BIOS] @ [Console Redirection 3%/ E] @ 7w —if

f8] TEHE : Hardware RTS/CTS

4) T@EH] Z2@&RLTLTEE0,
a7 4 T b—a EERN BMCIRRESINET,
(B) LT X2z, *v NU—7 OREHEB ZZTIRL T EE0,

« BMC Configuration 4 : [BMC 2> 7 4 7' L—3 3 VikiE] — BMC#E] — [F v b
U—27 ] = [7Fax7 g

- Server Configuration Utility ™34 : TEXPRESSSCOPE =~ 3] — a7 4 JL—i/g
VRE] = Ixy hU—2 ] — TIPvA 737 1 |
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6) LTOHEAZREL T ZIV, ZOMOHEAITEMOEEEMTEET,

- [DHCP]
IR —F 2 F D BMC 23 DHCP H— 3756 IP 7 KL 2 & BEIICEUS T 26ED G5,
MAEIRE L TLTEE W, AR ET 2L, BB (IP 7 RFL A, 7%y hv R
I F 73V =7 =4 ] OIEBIZ BMC 7 DHCP H— "\ LB L EARE S
F9,

< TIP7 FL )
BMCDIP7 FLA&Z AL TLEEN,

TRy bR
FELILIPT RLVADY TRy h~AT7HZ AT LTLEE N,

A Vi A
ESMPRO/ServerManager % A > A h— /L L7=FH PC L 2R —3 > FORTY — b7 = A
2T E. AL TSN,

] T VR E BT,
* & 2 A3 LANES &£

& E FHLAN Management LAN
EES AT L
BMC MACT L A PV
DHCPE% &

IPPEL R

|

|

|

|

|

|

| HTRYKRTRD
| FIAWERT =D 7 NQP.0.0___

| &7 =w2SDNS Raag. ) WY
| bnsH—st

[ wzrR& |
I A N e |
|
|
|
|
|
|
|

*TOvZHEREE

BES 7 (*) BB L |
wPr L2 |
AV (EFRRALIPPRLIAZEEN >TFE L. |
*HEETFPRELIAGDIILEA—RF(*YOEBERTETT.. |

|

<FI2AILHBE> l<F v eI

(1) [FTAN R b A ZRELESAE, 5= F s 5%y b= 2 IR ST
BT EMRLTESY,

(8) MM Z@&ERLTLIEEW,
a7 4T — a3 SERD BMCIZEERESNNET,

e ESMPRO/ServerManager ¢, BMC ¢ SNMP i@# % ZET 55 A1F. LTFOREDL
T TLTEE W,
< [Z0fh)
- [Platform Event Filter] : A%}
- [SNMP @3 ]
- Ll A
clarvva—24)  FEOHE
- ML Yoo - A%
<TIP7 RL A
ESMPRO/ServerManager % 4 > A h—/L L7=EB PC D IP 7 KL A
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1.2.3 Off-line TOOL ZfE»>1=a>v272445L—>3>
Off-line TOOL O #EAEIZHO>WTEA L £,

(1) POST W[ ZRHHUIIRD A v & — VM FICERSNET,

| Press<F2> SETUP, <F3> Internal flash memory, <F4> ROM Utility, <F12> Network |

(2) ZZT<F>F—%MLET, <F>F—%HF &, POST Hmf& THIZF —A— NEIUE A 7
RENFETOT, F—FR—FEBRLTLEE,

(3) Off-line TOOL D A A ' A =2 —MNFRINFET,
IBMC Configuration| 7213 [Server Configuration Utility] Z3R L T 7230,
(V= iF, EEIZE > TR ET, )
(4) LD X 91z, [Miscellaneous| D% E M 2 2R LT 7E S0,

- BMC Configuration @434 : TBMC Configuration] — [Miscellaneous |

- Server Configuration Utility @54 : TEXPRESSSCOPE Engine 3| — [Configuration| —
Miscellaneous |

(5) U FOHE & BPHRELT ZEN, ZOMOEXEEEOE $HEATE £,

- TESMPRO Management |
Enable |23 E LT 7230,

- [ Authentication Key |
EEOHEZFRE L T TEEN,

e8] T VR RE B T

: [Enanle]

oad Default value »

Select: [Enter] Cancel:[ESC] Help: [Home or 7]

Mote : If PEF Configuration is set to disable, SNMF alert will not work.
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o ILIR—FRL IR SOL ISP —SDGEIT [Redirection) HEZ AT 5L, =
YT 47—y a AFRERET DB LANBRHRO Y E— ha Y — L DHI
UTOHEBZRETLZLENRHY 7,

s R—%y ko POST M) & [F2]% —% A/ L. SETUP [ it @)%
I Advanced] @ [Serial Port Configuration] @ [Flow Control] I H : Hardware RTS/CTS

(6) T<OK>] ZERLTIIEEY,
a7 4T b—va SERD BMCIZERESNNET,

(7) LFO X212, *v NU—7 OREHEB ZHRIRL T EE0,
+ BMC Configuration @354 : I[BMC Configuration] — [Network] — [Property

- Server Configuration Utility ™54 : TEXPRESSSCOPE Engine 3] — 'Configuration ] — I Network |
— T1Pv4 Property ]

o T4 — LR b TUR Y —REIT 4T L—a T 585, [Network] 1%,
[Network: CPU/IO module 0] (CPU/NIO Y 2— 0D 7 47 Lb—va )
'Network: CPU/IO module 1] (CPU/NIO EV =—/v1Da> 7 47 L—3 3 VH)D

W52 TERE LTS IZENY,

B8) UTOHAZREL TS EEW, ZOMOHA TBEEDOEEMHEHTEET,

- TDHCP}

IR —F 2 R BMC 23 DHCP H— 3756 IP 7 R L 2 & BEIICEUS T 2H66ED G %),/
W ZFRTE L CLIZEW, A2 ET D & %I TIP Address] . [Subnet Mask] ., [ Default
Gateway| DX HIZ BMC 75 DHCP H— 3235 B L 72 E S AvE T,

- 1P Address |
BMCDIP 7 RLAEZ AT LTLTZE,

+ I'Subnet Mask
BELTZIPT RLRADOYT 3y h~AZ7 AN LT ZE N,

- [Default Gateway |

ESMPRO/ServerManager % > A h—/L LT BLPC L a L R—F% v hOBTr— U = A
ENTHa. AL TSN,
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TR R E A T

: [BMC1CBFES3E3FS0]
N

oad Default value >

Select: [Enter] Cancel:[ESC] Help: [Home or 7]

Hote:To change '"Management LAN' setting, "BMC t'' iz required.

(9) [Default Gateway] & L7=HEIE. 7 — MU= ARy NU—2Z 2SN TWDHZ L%
R L T ZE 0,

(10) T<OK>] ZERL T ZE 0N,
a7 4 T b—a R BMCICERESINE T,

. IBMC Configuration] ¥ 721% [ServerConfiguration UtiIityJ ZEHALTBMC Ox v

U — 7% E% “Shared BMC LAN” [ZRE L 7= ald, AT 54K LAN R —
& BMC [FEBEE TE £ A,
% M7= % ServerManager 23 > A b —/L ENT2EEE O BMC 2 EF T 554513 BMC
DRy b T — 7 FHEE “ManagementLAN” [ZF%E L, BMC FELEH D LAN R — k
EHEALTIEEN,

“Shared BMC LAN” } 8 “ManagementLAN” O FEHISCRR E DA T k7 8
EXPRESSSCOPE = v 3 a—H—XJ 4 REZH L TTF I,

e ESMPRO/ServerManager . BMC @ SNMP i@#H % ZE T 5B A%, LLTFOHREDL
1ToTLTESN,
- [Miscellaneous
- [Platform Event Filter] : Enable
- TSNMP Alert]
- [SNMP Allert] : Enable
- [Computer Name] : & OfE
- TAlert Receiver 1] : Enable
- 1P Address 1] :
ESMPRO/ServerManager % 1 > A h—/L LT72EH PC D IP 7 KL X
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1.3 ESMPRO/ServerManager [CaviR—R > 2 &ET S

ESMPRO/ServerManager (2 2 > R — % > N &B8EkT 2 FlEEZ R L E 7,
ESMPRO/ServerManager (2w 7 > L7z, LFOFIATHEIEL TS &0,

(1) BEREEITO.
(2 A= METREDO I NV—TIIHE I T2WGEIX, I — 728875,
@) av A=k M EBET D,

1.3.1 BEREETS

BHIGICLL T Oy R—xxr b E £ 556G . ESMPRO/ServerManger D Bga% i C WS-Man
HWETOHCEAZTETDLENDY £7, KREZITORWIEE, ESMPRO/ServerManager 7)>
ODUTOa v R—R NeRBET L ENRHRETA,

- PG VMwareESXi5/6 Y — S DA
- EELXR G0 ESMPRO/ServerAgentService & ESMPRO/ServerManager & Dif{E 12
HTTPS Z 3 25X EZ1T-> TV AL AE Tho, HEEAZHEH L TWD5E,

() MBREEGRE) - [*y bU—2 ) @iE T, TWS-Man @5 OHHAZ, ACEAMERAZ AT D)
ICEREL TSN,

m06 2—HEH | Administrator [ #85R P22 =5 ]
Adanager Feru T a—F | Ul | BEEE | ESMPROS ServerhManazer ST | AILT
[RADL 2T L EIEE-F : 7P AE

T—+1

2 TH L oz i R E O HEET
B

SNMP/ICMPE S

Ptk BRE B
FILEHREAIE 1 (1 - as53s ) LHE] #
WA RS 7IE 2 (1 - 65535 $) LBl Eid
EEEER 7B 3 (1 - 65535 #) L&Al Eid
BILEHREAIE 4 (1 - es53s ) [HE] L
YE—FI N B ESATEDERS

B HRE 7B (20 - 1900 $) L] )

BMG: D (s

TR S77IE (1 - 15 #) LBl i
TUEEEU SR (0 - 10 B [#4E] @
EETA—F (1025 - e5535) [#4E]

HAL DrEGESRE

AR+ ES
WS-Manili {5

BEFEIEA ® FFEdn OJFELi
iLOEMIETS

BICEREAr7IE (1- 20 3 LB b

qATUFREUSER 0-10E[#AE 0 | @

B g iRemEIE 7Ol ® HTTPE O HTTP

BEES:EA O 8Fat% © FFELAL
(aA]| £eotl || Foait@Ez |

1B

23



ESMPRO/ServerManager Ver.6 £~ ~7 v HA R

1.32 aVvR—3Y MBI BITNL—TE2ERT S

1) 2R = FEAEEO T NV—TIZR ST WIGEE, (7 V—TF#)) ¥ 7T 7v—70
B A7V 7 LTLIES,

|

[ root 50—k

)L— 1R
e [ =R o) Page [ 1]

8 B oo B %
uﬁ

2 rN—="7% AL, BN RZ22)v7 LTLESN,

TEH] T VX E 5] T,

TE—FEa =7 | =) | RIEERE | ESMPRO/ServerManager 20T | LT
[ RAID 2T LEIRE—F : FF) VJ?'\F:EF_]

[ root 50—k

L35 — o EsR
B Py y

. . Fl—F4% [#E] SampleGroup
- B 2= 38R

& ® To-biE :
=T &N

A A FUkiEm
L. ERES At A —FF
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(TN—T"] VY —IZBIN LT N—TRERINET,

L— R

a5 —EER
- B L=t
- ® B) Tt

B B T 731111
@ 3 oo —Fomisnn
[ RS A—B

TE—FEa =T | u—l | REERTE | ESMPRO/ServerManager Z2L T | LT

RAIDS 2T LB E—F : FEIARE-F ]

[ =F 2 R Page [ 1]

D N .

[ 4 [d SampleGroup
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1.3.3 aVvR—R2 FEEBFT S
SRRy NOBEITIT 2B OFERDH Y £, EbLhOBmEEIT- T E S,

B FEIRG
AVAR—RFDOBMCDIPT RLARZEDEREZEHBEATI LU COREL, 8Ty %
FEhi L ET,

B HERER
F v U —7 FIZfEAET %, ESMPRO/ServerManager FI2 F 7288k ST a ViR — 3R
FARRLTRELET, ZOBEFEZaR—F & LAN B H TlET 550 0 A
HAc&EEd,

1.3.3.1 FEHZER
(1) B - FEFBSEL I N—T4% 7V v 7 LTSN,

TS=FEa =7 | W=l | REERE | ESMPRO/ServerManager 20T | ~JL T
- [RAIDS 2T LERE—F: FRALAFE—F]
el | P v
n SN— R
D [# root
= ¢ (# CaE L — o EaR

[ =F 2 R Page [ 1]

S | T N

_® @ Wil i .5 [ 4[4 SampleGroup

| fasw-soEm
| @ Qoo
B EES A
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Q) 7 N—TERIZTD TarR—x2 FoBEM 6 TFEPEE) -
LTLIEEN,

S 0— il

L L— g

i bl K27
O B Tt

L[4 HL—Daiem
= W onA—F e

o & ['_1' SampleGroup

DaEEsE 2707

TI=FEa=7 | u—Jl | FWIRERTE | ESMPRO/ServerManager Z0UAT | LT

RAIDL 2T LERE—F: FFHLAFE-F]

Page [ 1]
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(3) [FEEGE) BEOEBICUTONEZ AL TIIZEN,

HEA

aAUR—R Y M

BREE

ESMPRO/ServerManager L CEBT 572D a L R—xr
rNDOLAHITT, MO R =R FOLARTIEER LR
AiZz O T &N, ZAXTEELATNIATITEEH
o Fio, RXFENLFIRBISNET,

A= FORREIRETE £, EAXTEE L4

GlES ANIANTEER A, £, RXFE/PLFEXFI S E
ﬁ—o

S 8 AVR—R U P EBINT RO N —T R EBRL T

g7 v—7 K,

B ESPRESSSCOPE > 3 il =t v N — > b DA
e LAN £t DAL FIH TE F3, LAN ZRL T E L,

BB E

OSIPT FL X AR —=R L FDOSIPT RLAZASILTLESN,

SNMP (ESMPRO/ServerAgent) / WS-Man

(=gt

aAUR—F Y NDOVAT LAEHEFIRT A5, R
FEIRLTLZEN,

(=82P0E"S

EBHXGOEHE T 0 F /L@ L TFE,

[SNMP| %1
BHLREZ ESMPRO/ServerAgent 231 > A b —/L 3 TU
D56,

'WS-Man] 31, %2
EHERT Y VMwareESXi5/6 4 — D54,
BPR5IC ESMPRO/ServerAgentService 751 o A h—/L &
NTWL5E,

SNMP =2 2 = =7 ¢ 4 (HUf5H)

BHEXHIZ [SNMP] 2RI LD LT RINET,
B AR—3x 2 P TEEL TS SNMP = — =
MIEBRESNZSNMP 22 2 =F s 4% AL ET.SNMP
Ik DIERESG, RE, BEHACEITOBAE. ZofiE
BRELTBMERDHY 7,

SNMP =2 X = =T ¢ £ (R EH)

BTHEXHIZ [SNMP) 2RI L0 LT RINET,
SNMP 25> TUE—FDARA M LTEREEZITYES
W2, BUSHDO SNMP 212 2 =5 4 4 L 725 SNMP =23 =
=T 4B EFERTAMERDDIHAIE. 207 4 —/L NI
BUERD SNMP 21X =2 =7 ¢ Z & B CHRE L T 28
W, bL, TOT7 44— )V RREEINTWARTIE, BUE
HADSNMP 2R 2 =7 A L CTEEERALET,
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=

BHXSIZ TWS-Man) %8R L7-RFOLERINET,
WS-Man (2 Xk 5 v A7 AE LT 2855 12EHT 5
a— P RO AT—RE AN LET,

B BICEVUTORNREZAT L TLLEEN

I'Windows hit ESMPRO/ServerAgentService D454 |
Windows O AT AEHEMBRZ > —h 10—
—Z XA — RE AT L TL E SV, ActiveDirectory -
WAERR Lic——T o T2 LidtkE

INAT— K

A,

l'Linux iz ESMPRO/ServerAgentService D54 ]
Linux @ root —HF— 82T — K& AN L TL 2S00,

['VMwareESXi5/6 H— D4 |
VMware ESXi5/6 %-— 30D 3 AT NG E R & B o —
P—ZL R ORAT—RE AL TLEEN,

WESe fan

BHXSRIZ TWS-Man) ZBIR LIZFOLERINET,
WS-Man EECHEMATL2W@ED T Fa L 2@® IR LT,

K b

BHXSIZ TWS-Man) ZBIR LIZFOLERINET,
WS-Man EECHEHAT 2R — 2 A LET, X3

RAID ¥ 2T A& FEREEE

EPRRI N ESXi — DAL, RAID v A7 A5 PkERE
DIZF 2 LT ESMPRO/ServerManager (2% k7 25 Z &
ILHUR E A A RAID & A7 MEHZ M 5 554 15, SNMP

paran

R (ESMPRO/ServerAgent)/ WS-Man OIH H T, ESXi H— %%
Y 572 DI E I fF WA AT L7z LT RAID v 27 A
PRRRRE 2 B Ekic LT 72 &0,

ExpressUpdate #&8E

ExpressUpdate Agent £ D7
77—k

ExpressUpdate 2l L Ca R —x> N2 EHIT 554
I, PBER) 23R L T EE 0,

vF—VA v harihe—J7§
Ho7T v 77—k

~vF—VArvbharie—J&FEALTarr—xr &
BRSO, A0E, TRE) 2L T EE0,

"BMC (EXPRESSSCOPE =¥

) "/"LO™ /"BMC (Z D) "/ vPro" (Common)

- PRdR) 2R L T ES W, [RBGER) OfG, EEIC X
5 STEN—RY = 7ERETAROVEANH Y £,
e Pl G [BMCJ %@L T 7ZE0,

a R —3%2 @ BMC (EXPRESSSCOPE = vy) L@
n s BT DO OBREF—TY, 128D [aH =R FD

BMC Ao 74 L—ard 5] CRELERIEY—%
ASTLTL7ZEN,

"BMC (EXPRESSSCOPE =¥

¥) "/"LO" [ "BMC (£ D) " /"vPro™ (LAN)

B IP 77 L%

TRICRTIP Y FL A LICHRT 2581 IP 7 R A 1)
ZLIPT RLA2ICHRT 558 IPT7 KL 2) 2@
RLTLESL,

T A VA —IN—

FHDOIPT RUASNDBENT T —IZRoT2HAICH 5 —
FOIPT RLRACHY &2 CRELZFITTHI 7 oAV —
N—IEREDERN, T ER L ET,

IP7 FL=z1

12% [aVR—RVFOBMC 227 4 71— 31

5] THRELZLANLODIPY FLAZ AN LTI ZE,

AUR—=FX L IR TF =Lk LT s = ROES
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X, CPU/NIO EY 2—/L 0 DEH LAN HAR— D IP 7 KL
2EATTLTLTEE W,

o AR—F 2 F Y EXPRESSSCOPE T V) SP3 4t —
N (2BMC £F)V) OFAHIT, ~AZ BMC D IP 7 KL A
EATILTL &N,

128 [V R—RV F OBMC a7 4 7 Lb—3 g 04
5] THRELZ LANL OV 72y h~A7ZASILTLE

él/\o
AUR—FX IR T =k s RLT Uk s = ROS
YT Ry hwAZ 1 ¥4 X, CPUNO £ 22—/ 0 D& LAN IR — FOH 7 % v

h~vRXR7Z AL TLIEEND,

2 R—FR 2 R Y EXPRESSSCOPE T V> SP3 & —
N (2BMC E7 V) OFEIX, v AX BMC OV 73y b~
AT BARNITLTLEIN,

12% [aVR—xxFOBMC 27 4 7 b— g g
5] THRELZLAN2DIP 7 FLRAZ AN LTLIEE N,
aAVR—F L IR T =k FLT b s = RNDOBEA
L. CPUNO EY =2 — L 1 OFEH LAN HAR— D IPT KL
2Z2 AL TLIEE N,

o R— 3% R A EXPRESSSCOPE 0 SP3 ik #—
N (2BMC ET V) OHEIE, AZ 2234 BMC @O IP 7 R
LZAZATILTL &N,

IP7 FL2R2

12% [aVR—RVFOBMC a7 4 71— 9%
5] TRELE LAN2 OV 7T Xy h~AZ &AL TLE
S,

AUR=FR IR TF =k FLT U b s = ROBS
BT Ry hv AT 2 ¥4 IX. CPU/IO EV2—/L 1 D& LAN FIR— FOH 7R v
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e EXPRESSBUILDER ® = > YV — L L Z#feix. W U EXPRESSBUILDER I|Z
ESMPRO/ServerManager 23 & S IV CTW A A DO AFEH TE £7,
e EXPRESSBUILDER ® =1 Y —/L L ZREREIZ DWW TIE, a2 R —3 > MR &R
TWHa—F—ZH A FEZRL TSN, 2= —XH A Rlzary—)L L&
HEEED RN 2 WEAIT TR AW T 8 A,
UTOFETEIEL T ZEN,
1) 2747 b=y a  ER®7 7 A VEERT D

(2) EXPRESSBUILDER =1 YV —/L L 2 kfe % £179 %

32212749 Lb—2a BRI 7AIVEERT S

QD arv747v—var BRI 7 ANVEERLET, LED PC LA A —L LTz
ESMPRO/BMC Configuration % fZ#) L T< 72 &y,

(2) THRUER] REZ %227V v 7 LTLKEED, HREA Y E—UNERENET, [OK] RZ
7 U7 LTLIEEN,

B BMC av 747 L—varv] ZA4TarRy 7 ARFRINET, K@) ¥ 7 X—V0DH
HEHRELTLIEIN,

UTOHEBZLTRELTLLIEIY, ZOMOBEHIZBEEMEO EFMH T 7,
clarvba—#4]
AR MEICRRDL4BITERELTLEEW,
° n»L‘nJ‘_EA"'V*‘J
- T E— MEIWAN, XA L2 8/ TV EA V72 a (WAN XA L7 )]
MTHIMIHRE L T ZEW,

(4) TWAN/ ZA L7 b BTR_R=VOHEAZRELTIIEEND,

UTOHBZMLTHRELTLEIV, ZOMOEHIFBEEMBOEEMHEHTEET,
I U TR — K EHE— )
A VI NEROEA, T4 ALV 27 b ZFRLTIIZIN,
ETFLRATEHEET 2. F7 4] ZBRLTIZINY,
7 v —filE )
IRTS/CTS) Z#BIRL T 723V,

(5) ESMPRO/BMC Configuration Zi#2#) L TWAAEEDFD R 7 A 717+ —~ v MFEADT 1 v &

—T 4 A7 &ty FLT, Bk RFEMLTIZE N,
LA RRET DA T 0 IRy 7 ANFRRINET,
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6) REEE 7By E—F 4 A7 DO —FF 4 L7 FUICLTL &,
77 AN4IZ TCSL_LESS.CFG) # AJ/JLT TOKJ) ARHZ U ZHL T ESN,
a7 4T —a U ER T AN T e E—T 4 RATIREENET, TOFD % [
T4 7 b—aiERFD] EMEOET,

3.2.2.2 EXPRESSBUILDER aYVY—J)LLRAEEEEZRITT S

Q) 2747 b—=va ERT 7 ANVONEERGER L R—3 0 MIBEKLET, a0 RK—
> h® CD £721Z DVD K A 7|2 EXPRESSBUILDER %, FD KT A 72 Tav 7 4 /L —
TaUEWRFD) kv FL, EEOEREZ AN TIEE N,

EXPRESSBUILDER @ =1 > Y —/L L AREEENEEIL, 2> 7 0 7 L— 3 UIEH FD OFOfFE
WEIVR—F L MIRE L%, OS HHESSNET,
e aAVAR—RVPNTaArT4 L —a ERT T ANDORNENPRBEIZHREI LT

AT, V7= &SN EHA,
o VYV VL AMEELZHERATAHE. BIOSOREZLUL FOLIICEFT LE T,

Serial Port Address: On Board COM B
Baud Rate : 19.2kbps
Flow Control : SOL st — 3D 4. No Flow

SOL {Zxt& LTV — D34, RTS/CTS

Terminal Type (Console Type) : PC-ANSI
IR —R 2 D SOL Kt — 38 9 i T8k D BRI o R—% > h—
B THER L TLEEN,

o IV R—FL ME. EXPRESSBUILDER D # A v A = o —NEE) L7 RiBIC /20 F
9. ESMPRO/ServerManager (2= > A8— > k& % &k L, ESMPRO/ServerManager
O T)E—haryy— ] BT R—R bOHEHEZ MR L% T, LEIZIG
UT, aviR—%> hDCD £/~ DVD KT 4 775 EXPRESSBUILDER #Et Y
HL T 7Zawn
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3.3 ESMPRO/ServerManager [2avR—3y FE88T5(F1L

Y MES T LER)

ESMPRO/ServerManager |2 =2 > AR —F% > R &8G L, #fiT = v 7 2 £ L7,
ESMPRO/ServerManager (21 7' 4 > L7z, LLFOFIETHRIEL T 72 &0,

1) 2o M=% hE I A—FICHRSEEVEAE, Z— T e 5,

(2 v A= FEBERT D,

331 AVR—RU AR T BTN —TE2HETH

231 EAZRL TS,

332 AVR—RV  EBRTH(FA LY FMERET LER)

1)

[TN—T) V= arR—

R NBEET 2N —T %7 ) v 7 LTLSIZEN,

Q) T N—TEHRIZTD [arR—x2 FOBM o [FEIEEE) - EFEEEE 227Uy 7L

TLIEENY,

() UTDHEAZANLTIIZEW,

HE 4 BREME

arR—F b

AVR—F L MR VE— NEETLT-OOLFTEAT LT
LIPEW, o a R R—3 N ERRALFTEZELTL
3, BAXFEEDRAANIATITEEYA, £72. K

LT LR S E T

AUR—R FORKEIRETEEY, EAXTFEE L4

liga AIANTEERA, T2, KT E/NDLFEFXBI SN E
R
~ c s VA= N BT A0 N—T 452 BIR L TL T2
e n—7 -
XAV NEROGE
N A = X4V 7 b ZEBRLTIEZN,

BT LEROGA
=2 [EF 5] ZERLTLLIEEN,

"BMC (EXPRESSSCOPE .. ¥

) "/"iLO™ /"BMC (Zoffh) "/ "vPro™ (Common)

FORLET—

[ —% M) O BMCar 747 L—3 3] TH
ELTERAEXF—2 AN L TL &N,

R —V A barbe—JF8EE (T 2)

S BHORRET [B5 4] 28R LB ORERSNET,
FRRRET EF NG AT A EHERE A TR L TR,
T
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(4) LB REo%2r7 )y 7 LTIESNY,

o IAVUR—IRVMNEFERERLIZEZT TR FEa AR b2 E—- MEHETE
FHA,  FRIORT WEF =y 7] 2T LTSN,
(B) TRE| Z7MBIERREIZ 7 Vv 7 LTSV, [HpiskE ] Wi < k) RN¥ %
7Yy LT EEN

6) TH¥HT=v 7| FREET Y7 LTLIEIN,
ESMPRO/ServerManager 78 =1 > /R—x% > h® BMC & i8{3 L CHffER 21T\ £, £72. Y

T— NEHOOICHEREREZ IV R—F 2 FLIELET,
(T v 7] DR TTHLE, avFR—R b 22— EHTEDLH120 £9,

BRHRRR | 3

K BELOMICF R SN TV DHREZ M H T X 72RBE T,
RRURE A TE T,
BELOMICFR SN TV DOREZ M TX 22 » 7RRE T,

KRB RZURE A TE £ A
BEANERZHER L. AN LEEBRICIRY 3200 L TR S,

o AVR—XYMIXTDYE—FTOMEENKT Lich, THEERE] BT 4]
Wr) RE %277 LTHEBREZGIR LT ZE0,
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FAE ILOBHaAVR—RV DY T YT

Z O TIL, ESMPRO/ServerManager 725 2> AR—% > b LD iLO # Y £ — NEET 57200, H
Wby b7 v 7 FIREZHALET,

41 €y 7Y ITDFEN

UTOFIETE Y b7 v 72T TSV,

(1) ESMPRO/ServerManager % > A h— /L L7=EE PC L a2V R—F v M &E—F v hT—7|C
Bt 5.,

2 av A= DILOEa T4 T L—a T b,

(3) ESMPRO/ServerManager (221> AR—F > b & BEkT 5,
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42 AVR—RIFDILOZFAYTI4TL—>30F 5
4.2.1 SNMP BT

Z Z TlX. ESMPRO/ServerManager T iLO ¢ SNMP i@ % %153 256 O E FIEIZ SV CTRB L
EJ a8

e iLO ® WebConsole THREZEITH =D, HEHMLUH ILO DRy F T —7 ORED
B DET, ILODFRy hT—7 OFFEICHOWNTIE, BEEO2—VF—XHA K%
ZIRLTLZEN,

(1) LLFDJ53ETiLO @ WebConsole % 2 L CT< 72 &0y,
Web 77 7 # Zi#hitk, LFD URL Z AL TS ZE0y,

iLODIP 7 FL A7 192.168.1.1. HTTPS OB ENEL DS -

| https://192.168.1.1/

(2) ILO D T A VHEENFR RS IIVET,
o 7 A %%, WebConsole ™ * == —7’>5 [Management] - [SNMP Settings] % #R L T 72 &
VY,

NEC :I,'ﬁnusmﬂ X Management - SNMP S¢ ® © ® R ?

Information AlertMail Remote Syslog

System Information

Firmware & OS Software

SNMP Settings

iLO Federation

Remote Console & Media
System Location

Power & Thermal
ILO Dedicated Network Port System Contact
ILO Shared Network Port

Administration System Role

Security

Management System Role Detail

EXPRESSBUILDER
Read Community

(3) LTOFIET. ESMPRO/ServerManager 4 YA F—)LLI=BEPCOIP 7 FLRAZEHREL
TLEEELY,

“iLO5 7 7 — AU = T N— 3 V8 1.20 K OB A
[SNMP Alert Destination(s)| (ZIP 7 RL A% E L, [Apply) RZ U ZRIRL TS EI0,
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NEC :I,‘ﬁnfmﬂ X Management - SNMP Sé ® © ® R ?

Information SNMP Settings AlertMail Remote Syslog
System Information

Firmware & OS Software

ILO Federation

Remote Console & Media

Power & Thermal SNMP Alert Destination(s)
192 168 1.100

ILO Dedicated Network Port
iLO Shared Network Port
Administration

Security

Management

SNMP Port
EXPRESSBUILDER 161

<iLO5 77— AU = T N—T 5 8 1.20 IEDOA
[SNMP Alert Destinations] @ New] ZEHR LT F &V,

NEC Ehgcsmm X Management - SNMP Settings ® © ® B ?

AlertMail Remote Syslog

Information SNMP Settings
System Information
Firmware & OS Software SNMP Port

iLO Federation 161

Remote Console & Media

Appl
Power & Thermal
iLO Dedicated Network Port

iLO Shared Network Port SNMP Alert Destinations

Administration

Security SNMP Trap SNMP SNMPv3
: Alert Community  Protocol  User

Management Destination

EXPRESSBUILDER (s)

Alert destination not configured

NEC E_I:_D([:‘S‘m‘ ¢ Management - SNMP Settings ® 0O & & ?

Information SNMP Settings ~ AlertMail  Remote Syslog
System Information -

Firmware & OS Software Add Alert Destination X
iILO Federation

Remote Console & Media
P £ THETTE] SNMP Alert Destination(s)

iLO Dedicated Network Port 192.168.1.100 X

iLO Shared Network Port Trap Community

Administration

Security SNMP Protocol

Management

EXPRESSBUILDER @
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422 SVOTNYA VA VERE

ESMPRO/ServerManager CTEFEX G0 iLO il R —x > FE&RL, [VE— Ml ¥ 7 -
LO ~Du 7 A ] Vo7 @RI 5L, Yo R—22 h® iLO WebConsole ~3 > 7 /LA
Ay (SSO) TAHIENTEET,

Z Z Tl%. ESMPRO/ServerManager 75 iLO ~3 > Z VWA v F T B 8A DR ETFIEIZ SOV THL
B LET,

iLO DY T NH A F U TIIUTOREETE— RERIRTHZENTE, FHEET— NICX - THE
FIENHE2 0 £97,
- B2 (SSOER) (F74/NDb) - T3TO SSO #mEREZHE L E T,

SEAEICLBER HZHELR) -ILOICEHETNIA VAR — FENTWAIFHELBE TS &
T, NECSSO ¥l 7 7'V r—3 3 > 160 SSO B # H e LE T,
BN X BEE - B/ FR—FEINZIP 7 RLRAE-IEIDNS 4 L BAT 52 LT, NEC
SSO YL T 7V sr—3 3 B D SSO Bk A AN L £,
TRCEE (BROEEMEIMME) -NECSSO YELT 7'V r— 3 Uinb Bt SN =4 T
SSO it &% 1T AN E T,

e iLO CfEfHE—F ME#EHA L (SSO #z)h) | MNBRI LTV DH5A. [ILO ~Dr s
AV VI ERRT DL, TN A U FETITILO B J A o _R—= U R RIR
LET,

e iLO ® WebConsole TRREZITI 72D, HHMNLH ILO DRy b T —7 OFREV
TRV ET, ILODFR Yy NT—7 OREIZHONTL, EEOZ—F—XH A N4
ZRLTLIZEN,

4221EEE—FELT MGIAEICK SEE] 2RI HEE
(1) F—A FTHERRFRICHRET DA 7Y a VOREMBERD TEEET,

7 ay BiEA BEMEDH
alias F— A M7 N THESCRIE FE A 7513 % | esmpro_ilosso
72 b D4 Hif
storepass F—RNTDNRAT— K secret
validity AEAEO AR (F %0 365
keystore F— 2 N7 OKEHGPT C:¥Users¥Administrator¥.keystore

(2) ESMPRO/ServerManager % A > A h— /L LTZEFH PCIZB W Ta~vy R o7 M &, T
T4 L7 MVICBEILET,
<ESMPRO/ServerManager -f > A bk —/L5E>¥ESMWEBYjre¥bin

g~ RIEATH]
| cd C:¥Program Files¥ESMPROYESMWEBYjre¥bin |

B)F—A T LHEERT D720, Fid keytool 2~ > REFETLET,
keytool -genkeypair -keysize 2048 -keyalg RSA -sigalg SHA384withRSA -alias {(1) ™ alias fE}
-storepass {(1)? storepass fE} -validity {(1)? validity fii} —keystore {(1)® keystore fii}

av Yy FETH
keytool -genkeypair -keysize 2048 -keyalg RSA -sigalg SHA384withRSA -alias
esmpro_ilosso -storepass secret -validity 365 -keystore C:¥Users¥Administrator¥.keystore
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4) TRROEHREATTDHEIIICKDENDDOT, WUIREEANLET, KEBEICEBEO AT — N
ANTAHEIIRDODLNDDOT, [HEATTETIZZEDOEE ENTER ¥ —2 M T LET (DX
U—REF—ARTONRAT—=RLEULIZTHED),

WA EATILTLIZE N,
[Unknown]: <<ff:44>>
FRREAL A Z AT LTS IZE N,
[Unknown]: <</)s & 7255048 >>
B AN LTSN,
[Unknown]: <<k & 7o kL4 >>
#Wifid £ iTHIgA 2 A LTS IES N,
[Unknown]: <<#l 4 >>
NG FE 7T G 2 AT LTS EE N,
[Unknown]: <<Hh /5 44>>
COHALICEY TS 2 XFOEBEEEAN LT EE N,
[Unknown]: JP
CN=<<#f4>>, OU=<</) & 7pifllifh 4 >>, O=<<K & 74 >>, L=<<#B i 4 >>,
ST=<<Hi 4 >> C=JP TELALWTTI?
[no]:y
<esmpro_ilosso>D#E/ N AT — F&Z A ) LT 7ZE 0,
(F—A T ONRRAT— K LEUHAIF RETURN ZH L T &)

W REAITIIFRA MR IP T FLAZ AT LTH LU,
(5) F—A R T (L)D keystore THIE LI HITICIER SN/ Z L AR L £ T

(6) FEMAE (PEM JEX) 295720, Fid keytool =~ R&23FTL £, F—A R T DT
— RZRDoN7=5, (1) storepass fEx AT LET,
keytool -exportcert -keystore {(1)? keystore fE} -alias {(1)? alias fE}
-rfc > {13 2FEHE T 7 £ L ORZA(11E)}

2 REFT
keytool -exportcert -keystore C:¥Users¥Administrator¥.keystore -alias esmpro_ilosso
-rfc > C:¥Users¥Administrator¥test.pem

(7) 6)THE LIz DRICEEHE PEM ) RO/ Z L 2R L £,

RERAFE DB -

***** BEGIN CERTIFICATE-----
M1 10aTCCA| Gelw]BAe IE apiaT ABakahk | GIwWOBAQWFADB | MOswWCOYDVAOGEWJK
UDECMA4GATUECEMHYING rbm9 3k j EQMA4 GATUEBMHVWD rbm3 3k | ECMA4GATUECHMH
WG rbm33b § EQMAA GATUEC:MHVINS rbmd3b ) EOMAWGA TUEAME ZHYt bXkwHhchMT aw
OTEMDCxMzMOWhhM 2w T ASMDCxMzMOW ) B | MOswCOYDYROGEw IKUDEOMA4 GATLIE
CBMHWIE rbm93b | EQMA4GAT UEBxMHVID rbm33h | ECMA4 GATUEChMHYING rbm93bj EQ
WAL GATUECMHVIS rbm83h | EOMAWGATUE AxMF ZHV bilkwe ek IMADCCSqGS TH300ER
AQUASY TBDwhwe gEK Ao I BALDUozE D+o00] InDCER [P+E j (D0zPPWPoB4 /1t A0st /S
j0sjR2 r8 r7 rm?5n0zBLAVPaq | e3BCadhYthHAzwN,/JB GKeRshbPCYFwWCHHS R
WrETCLX=BE3KTAMIC4 j 2 CrHy Ly | OpyBrub /CORP=4FFOLAK Y dk aVwyRCpibs [
EMevdUdH% 349881 i 1 200 T | MND X8 Arbbm@HJZJDV+8BrerBdhBOKLUI /W0
LsksB/ N3z +achaTK2eGazBxueF o whike | /heBy [ 8k+Rmok T VaB 00Vt + [ +h+3
ILAUT ddavym i 704 1GyGAUY r7 21 5/ 3RvBuY H1 BHNOVndeMBAAG] [TATMBIGAT U
DelWBETT9z 1 swiwh0C re+tyvem Tt T9xavsal AlBekahk i GIwIBAQWFAADCAQEALCIBC
TCVOWFFIK 1 QdBCWDEB9F Sol vk Tt hnd AxBrDmR3 Tt 400cSL DmPYM16wval2 AthN
3YfuQZtSkfxethAwNGszAqNFDTFBfRNJean5oJWWBQ11BmngSXFm08|SJJ+Y
GeM/A05 | xannsVxkx2 UM7CNG | ekKKBUB cOvRz rlUZAPwdu | YSEEHNIGFJK j N+wPe+L
20t poZkbbO40KRF4 | Noodt apay VO£ Y0/ 16 i vkt 2WWTLE ugk rDE3ui el +ullvckJS
27hc | JF1kscnDhRmdRehyELmt i f AOBMLR 14 | At rnTw0 TB=U3mUNA rdGGzbbAccdA
eAh7MNU4BNAHPTS ==
***** END CERTIFICATE-----
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(8) ESMPRO/ServerManager % A > A h—/L L2 E L PC 2B\ T, Fit7 « L7 MU ITKM ST
ilosso.properties 7 ¥ A N =7 4 ¥ TR X £,

<ESMPRO/ServerManager -f > A bk — /L E>¥ESMWEBYwbserver¥webapps¥esmpro¥WEB-INF
¥service¥iLOSSO

MTFXA LT 4 X CHRETHEIT, XFa—KELTUTF-8 (BOM 72 L) #HELTLIEE
AN

(9) TROTuAT 4 IfEZREL, LESHREFELET,

pA=Yavak B REEDHI
ALIAS_NAME (1) alias & esmpro_ilosso
KEYSTORE_PATH (1) keystore i (58D X X4 jci&:”¥”%_@ﬁﬁ THEE
Y 3 By T C:¥¥Usgzs¥¥Adm|mstrator¥i.|§e\ystore
IR X 2 ) ERIL) X%&:”/’_’%ﬁﬂﬂ?é%a
C:/Users/Administrator/.keystore
PASSWORD (L) storepass fE secret

X EH

S e TTos
KEYSTORE FPATH=C:¥¥Users¥¥hdminist rator¥¥.kevstore
PASSHORD=gecret

(10) ESMPRO/ServerManager % A > A h—/L L7=&H PC #HiELEH L £,
ilosso.properties @ PASSWORD (Z % /& & AU/ fEIXE 5{k & 41, ENCRYPTED_PASSWORD &
L CHBMIRAFE S ET, PASSWORD OfEIFHIBS £,

(11) LLF D J5H#TiLO @ WebConsole % @) L T < 72 &0,
Web 77 UV & 8%, LLIFDO URL Z AL TLEE N,
iLO @D IP 7 RL 238 192.168.1.1. HTTPS ORENH R DA

| https://192.168.1.1/
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(12) iLO D1 7' 1 VB A ER S ET,
1 7' A %, WebConsole ® A== —725 [Security] - INECSSO| %R L T 72 &0,

NEC 9°.. x [ security-Access Settin ®0®0®Aa ?

Information Access Settings ILO Service Port Secure Shell Key SSL Certificate

System Information Directory  Encryption Login Security Banner

Firmware & OS Software

iLO Federation Service

Remote Console & Media
Power & Thermal
Intelligent System Tuning () Secure Shell (SSH)

ILO Dedicated Network Port Secure Shell (SSH) Port

iLO Shared Network Port 22

Administration
() Web Server
Security

Management Web Server Non-SSL Port
80

EXPRESSBUILDER

Web Server SSL Port
443

(13) TSingleSign-On Settings] TIF#EE— K& LT [Trust by Certificate] #3&R L. [Apply] A~
ZMTF L E 9, #ilF T [Manage Trusted Certificates and Records) ¢ [lmport] "% > 2 F L &%
—gﬁo

NEC El;?agmm X Security - Single Sign-On Setfings ® 0O ® ® A ?

Information Access Settings iLO Service Port Secure Shell Key SSL Certificate Directory Encryption NEC SSO

System Information Login Security Banner

Firmware & OS Software
iLO Federation Single Sign-On Settings Manage Trusted Certificates and Records

Remote Console & Media SSO Trust Mode
Power & Thermal Trust by Certificate

Intelligent System Tuning

ILO Dedicated Network Port <
g
ILO Shared Network Port & &
& & S
Administration R v
Security Login
Management Remote Console

EXPRESSBUILDER

2
(D Virtual Power and Reset
éj Virtual Media
El HostBios

Configure iLO Settings

Host NIC

T o S
OOODRMREE
[&]

RIRIRIRIRIR]

&
B Administer User Accounts
ih

Host Storage
Recovery Set

e
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(14) 4.2.2.2(2)(7) CHeR LI=iEEONECK)E 2 — L T
[Apply] RZ U ZHTFLET,

VAT
NEC

iLOS
1.30 May 23 2018
Information

System Information
Firmware & OS Software
ILO Federation

Remote Console & Media
Power & Thermal

Intelligent System Tuning
iLO Dedicated Network Port
iLO Shared Network Port
Administration

Security

Management

EXPRESSBUILDER

(3%) [-—--BEGIN CERTIFICATE--—-] & [-—-END CERTIFICATE-——] %% te

X Security - Single Sign-On Settings

Access Settings iLO Service Port

Login Security Banner

Import Trusted Certificates

Secure Shell Key

[Direct Import] 7 %A h= U 7IZhY

® 0 & 0O 4

SSL Certificate Directory Encryption NEC SSO

Direct Import

LsKSBIXNSZ+ac o | K2pl5aztin |
SLafadaym TDR4ICy ALY rTgXls Ry BLYHIEHnOVT
SWMWNOCre+

'40KRF 4/Noo4tapay
EZh: W1 ksthRmEReh ./SLm
BAh7MNU4E vNAHPT 3w
-—END CERTIFICATE—

TACRMLRI4IAInw Twi

paste the base64-encoded X 509 cerlificate data here

el e XISk HmpK I IVabUOMAt s

IMBAAG] TAfMBOGA1Ud

IwDBAQWFAAOCAQEABQSC
Bya12AtNN

JqGFJKN+/Pg+L

0fVO/16iy KigV VT Lfus XrDESuI‘.’\,sX+WDvc g
14] gTBEU?meVAmGGbeAchA

Import From URL

5”%:' B — L/jz—g—o

'NEC SSO|
R LES,

NEC iLOS

1.30 May 23 2018

(15)

Information

System Information
Fimware & OS Software
iLO Federation

Remote Console & Media
Power & Thermal

Intelligent System Tuning
iLO Dedicated Network Port
iLO Shared Network Port

Administration

Security

Management

EXPRESSBUILDER

i

R,

X Security - Single Sign-On Settings

Access Settings iLO Service Port

Login Security Banner

Single Sign-On Settings

830 Trust Mode
Trust by Certificate

9
o ‘n}@\
& OQZ@\ s>°‘°\o\
izl e
|:| I:l Remote Console
D (D Virtual Power and Reset
I:‘ éj Virtual Media
[l El HostBiOs
I:‘ D ﬁ’ Configure iLO Settings
M1 1 F2l Q. Adminictar Hear Aecainte

90

Secure Shell Key

TARTOILFE

Manage Trusted Certificates and Records | (ZFERHE I EMEN/-Z &

e 0H O A 7

SSL Certificate Directory Encryption NEC SSO

Manage Trusted Certificates and Records

Status
g e

Certificate Description

HostName
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4222fEE—FL LT [EENC X BE8 2BRT 556
(1) ESMPRO/ServerManager % A > A h—/L L7248 PCIZHB W T, Fil7 « L7 M VT S 47z
ilosso.properties #7 ¥ A k=7 ¢ ¥ CHZ £,

<ESMPRO/ServerManager -f > A bk —/L5E>¥ESMWEBYwbserver¥webapps¥esmpro¥WEB-INF

¥service¥iLOSSO

KTXAPTT 4 X CTHRET AT, XFEa— K& LT UTF8 (BOM 72 L) ZfELTL

él/\o

(2) ESMPRO/ServerManager % > A h—/L L7Z2EBLPC D IP 7 KL AE 721X DNS 4 (RA b))
Z”HOST NAME” 7' m /X7 ¢ Ofi & L TaxE L, EEXRFELET,

FEER :

«l

HOST N
!

; AME=192.168. 1,

KEYSTORE _PATH=
PASSWORD=

(3) ESMPRO/ServerManager % A > % h—/L L7-% B PC 2 FHiEd) L £,

(4)iLO @ WebConsole (21 71 L1, A == —7»5 [Security] - [NEC SSOJ & 834K L %97, (4.2.2.1(11)

~4221(12) % & MH,)

(5) TSingleSign-On Settings] TEHEE— K& LT [Trust by name] Z3®IR L, [Apply) A& > & #
T L, % T [Manage Trusted Certificates and Records] @ [lmport] R ¥ & TFLET,
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(2)-G) CSC ®YV a—/ VI L TEHMEELIT> 256, EREROENELFRLET, Efe
ROBIREZATWIZ < W GEEIE, EARE RIS T TEEEZ FRT 2 HTREL T ES,
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() BELDTEE

(3)-(a) EIFEA T Y a VRET., ALEED Delay Time 2 0 WHIHME) N HEF LRNTL &0,
AZEEOEP ON 21795 &, (Ary FMEF-1)X2 B OFRERF2FHFASLE T, Delay Time % 0
FPUAMIRRE L2 f. FIEERF N IE LWE S22 ) £8/ A,

(3)-(b) AEEEICK L CEFA TV a VIR E % FEIT L72¥4A . ESMPRO/ServerManager 1%, = —#—

MFEE L7z Delay Time ZARZEEICHRE L EH A, T, AREEOER ON FFHFFASHELH (A1
v hEB-1) X2 B ORI 2 RAET 5 720 T,
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EMAh—F
ESMPRO/ServerManager | FF. EM %1 — R &BE #1T\), 7 L — R = » b (ER)DO1E#H % B
BT5Z L NTEET,

® EM 7 — F [N8405-19A]

® EM — F [N8405-27]

® EM — F [N8405-043]

BERANA

ESMPRO/ServerManager [ZLL FOEFSA 2, VE— hTEHETHZ ENTEET,

® EcoPowerGateway [N8142-36]

vPro & a v ER—R> b
ESMPRO/ServerManager (%, iIAMT 77 —LA 7 =7 /38— 3 U [6.0) LIED vPro Z#5# L7-
Express5800/V — 27 A7 —v a3 & VE— N CEHETLZENTEET,
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1% E > FIRH ) T FIZ&k B ESMPRO/ServerManager
REST APl DR{TH%

ESMPRO/ServerManager C ExpEther &84 5 72121, ESMPRO/ServerManager (Z ExpEther
Manager % %8k 3 5 ML E 2 H W £ 97, ESMPRO/ServerManager @ EEM O %§k APl #5179 5 Z &
T ExpEther Manager Z 6k 3 %5 Z L3 TE £75,

% 7= . ESMPRO/ServerManager |Z % §% L 7= ExpEther Manager O fif 78 <0 Hl br & [ £k 12
ESMRPO/ServerManager @ RESTAPI #3179 % Z & THRI T E7,

Z Z Tl ExpEther Z4 #9572 D LT D 3 5D REST APl 2 %174 % Ruby DY > F LA
U7 MZoWTit# LET,

- EEM O *%4% API
- EEM OHIB: API
- EEM O —E 45 API
#(m
YT NVAT YT ML F RS EIZRY 97,

* Ruby
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YUTIWRI )T FOERE

Z 21 7 MiZiX, ESMPRO/ServerManager ~7 7 & 24 5 720 DFH0% API DY 7 =& b5
— B HENRTA—HLELTRBELTCVET, TOD, O UOHATIREICEDE T, Zh
DDINT A—Z EfRET DHDUNERDH Y £7,

AT VT N T 7 AN ERET DUEDH H/3T7 A—F & FRITRLET,

(1) search_eem.rb
EEM D%k APl 2347425227 U 7 FTY,
FRHT2REICEDETUTONRI A= ZEIEL TN,

- HOST
ESMPRO/ServerManager D7 A h4 721X IP 7 R L A& Ffi L T 72 &0y,
%) ESMPRO/ServerManager @ IP 7 KL A% 1192.168.1.1) DFE
HOST="192.168.1.1"
ESMPRO/ServerManager & [d] U7 A b CHEITT H5H
HOST="localhost"

- PORT
ESMPRO/ServerManager 23MEH 45 AR — M-S A fld L T 72 &0y,
ESMPRO/ServerManager O 48— s &5 OFIHIfEIX 21112 T,
%) PORT=21112

- login_account
ESMPRO/ServerManager |20 7' A 3§ 57207 17 v MERZFH L TFI W,
%) login_account = {'user'=>'Administrator', 'password'=>'Password'}

- request_data
EEM O&EKAPI DU 7 = A M2 F#l L TS 7ZE W,
U7 = A FOFEMIEX TESMPRO/ServerManager Ver.6 RESTfulAPI U 7 7 L' A | @D
[EEM D% Z2ZM LT ZE0,

(2)delete_eem.rb
EEM DHIER APl Z T4 5 A7 U 7 hTT,
EHT 2REICAEDETUTONRITIA—=FZEELTIEIN,

-HOST
EEM D %4%k API & FIHE T,

-PORT
EEM D %4%k API & RIHETT,

- login_account
EEM DXk APl & [FEE T,

- hame
HIER L7\ EEM O8R4 25t L T< 230y,
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(3)list_eem.rb
EEM O—THfG APl 27925227 ) 7 R TY,
T OREICEDETCUTONRIA=FZEELTIEEIN,

- HOST
EEM D% §k APl & [RIER T,

- PORT
EEM D %§k APl & [FIER T,

- login_account
EEM DXk APl & RIFET9,

o7 )La—F
(1) search_eem.rb

#
# ESMPRO/ServerManager REST API Sample
#

require 'openssl’
require 'base64'
require 'net/http’
require 'json’

HHHHH

it

#it# Change below value

it

S R R R R R RS

HOST="192.168.14.189"

PORT=21112

login_account = {'user'=>'Administrator’, ‘password'=>'Password'}

request_data = {'discoveryMode'=>'0',
‘startAddress'=>'192.168.1.1','endAddress'=>'192.168.1.10",'network Address'=>'192.168.14.0','networkMask'=>'255.255.
255.0, "accounts'=>[{'user'=>'admin’, ‘password'=>'eemeem'}]}

R R R

session_id = nil

def make_header(session_id=nil)
httpheader = {};

httpheader['X-ESMPRO-API-Version] = "1.0";
httpheader['Content-Type'] = "application/json; charset=utf-8";
httpheader['Cookie'] = "JSESSIONID=#{session_id}" if session_id != nil;

return httpheader;
end
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def send_restreq(method ,session_id, url, req_body)

response = nil
http = Net::HTTP.new(HOST,PORT);

req_header = make_header(session_id);

if (method == :post)

timel = Time.now;

response = http.post(url, req_body.to_json, req_header);
time2 = Time.now;

time3 = time2 - timel;

end

if (method == :get)

timel = Time.now;

response = http.get(url,req_header);
time2 = Time.now;

time3 = time2 - time1;

end

if (method == :delete)

transaction = Net::HTTP::Delete.new(url,req_header);
timel = Time.now;

response = http.request(transaction)

time2 = Time.now;

time3 = time2 - time1;

end

if (reqg_body == nil)

req_body = {};

end

puts "

puts "---- Request Data

print(* Method ", method, "¥n");

print("* URL 2 ourl, "¥n™);

print(* Request Header  : ", req_header, "¥n");
print(" Session ID ", session_id, "¥n");
print(* Request Time M, timel, "¥n™);

print(" Request Body ", req_body, "¥n");

puts "---- Response Data

print(*  Status Code : ", response.code, " "', response.message,"¥n");
#print(" Response Header : ", response.header, "¥n");
print(" Response Body . ", response.body, "¥n");
print(" Response Time 1M time2, "¥n");

print(" Elapsed Time M, time3, "¥n");

puts "

if (response.body =="")

return nil

else

res_body = JSON.parse(response.body);
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end
end

# Login

login_url = "/esmpro/api/login-session™;

count = 0;

result = send_restreq(:post ,nil, login_url, login_account);
session_id = result['sessionld;

# Discover EEM

url = "/esmpro/api/eem"

result = send_restreq(:post ,session_id, url, request_data);
jobstate_url = result['url];

while true do
# Job status
result = send_restreq(:get ,session_id, jobstate_url, nil);
if (result['jobStatus] == "Running™ || result[‘jobStatus’] == "Waiting")
sleep(1);
elsif ( result['jobStatus] == "Completed" )
# Job result
result_url = result['urlT;
result = send_restreq(:get ,session_id, result_url, nil);
break;
else
break;
end
end

# Logout
result = send_restreq(:delete ,session_id, login_url, nil);
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@)

delete_eem.rb

#
# ESMPRO/ServerManager REST API Sample
#

require 'openssl’
require 'base64'
require 'net/http’
require 'json’

HHHH

HiH

### Change below value

HiH

HHHH
HOST="192.168.14.189"

PORT=21112

login_account = {'user'=>'Administrator’, 'password'=>'Password'}
name="ExpEtherManager001"

HRHHHH R R R R AR

session_id = nil

def make_header(session_id=nil)
httpheader = {3};

httpheader[’X-ESMPRO-API-Version] = "1.0";
httpheader['Content-Type'] = "application/json; charset=utf-8";
httpheader['Cookie'] = "JSESSIONID=#{session_id}" if session_id != nil;

return httpheader;
end

def send_restreq(method ,session_id, url, req_body)

response = nil
http = Net::HTTP.new(HOST,PORT);

req_header = make_header(session_id);

if (method == :post)

timel = Time.now;

response = http.post(url, req_body.to_json, req_header);
time2 = Time.now;

time3 = time2 - timel;

end

if (method == :get)
timel = Time.now;
response = http.get(url,req_header);
time2 = Time.now;
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time3 = time2 - timel;
end

if (method == :delete)

transaction = Net::HTTP::Delete.new(url,req_header);
timel = Time.now;

response = http.request(transaction)

time2 = Time.now;

time3 = time2 - timel;

end

if (req_body == nil)

req_body = {};

end

puts "

puts "---- Request Data "
print("  Method ", method, "¥n");

print(" URL 2" url, "¥n™);

print(" Request Header  :", req_header, "¥n");
print("  Session ID ", session_id, "¥n");
print("  Request Time " timel, "¥n");

print(" Request Body ", req_body, "¥n");

puts "---- Response Data "
print("  Status Code : ", response.code, " "', response.message,"¥n");
#print(" Response Header : ", response.header, "¥n");
print("  Response Body : ", response.body, "¥n");
print(" Response Time 2" time2, "¥n");

print(" Elapsed Time ", time3, "¥n");

puts " "

if (response.body =="")

return nil

else

res_body = JSON.parse(response.body);
end

end

# Login

login_url = "/esmpro/api/login-session™;

count=0;

result = send_restreq(:post ,nil, login_url, login_account);
session_id = result['sessionld];

# Delete EEM

url = "/esmpro/api/eem”

resource = url + "?name="+ name

result = send_restreq(:delete ,session_id, resource, nil);

# Logout
result = send_restreq(:delete ,session_id, login_url, nil);
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3)

list_eem.rb

#
# ESMPRO/ServerManager REST API Sample
#

require 'openssl’
require 'base64'
require 'net/http’
require 'json’

HHHH

HiH

### Change below value

HiH

HHHH
HOST="192.168.14.189"

PORT=21112

login_account = {'user'=>'Administrator’, 'password'=>'Password'}

HRHHHH R R R R AR

session_id = nil

def make_header(session_id=nil)
httpheader = {3};

httpheader[’X-ESMPRO-API-Version] = "1.0";
httpheader['Content-Type'] = "application/json; charset=utf-8";
httpheader['Cookie'] = "JSESSIONID=#{session_id}" if session_id != nil;

return httpheader;
end

def send_restreq(method ,session_id, url, req_body)

response = nil
http = Net::HTTP.new(HOST,PORT);

req_header = make_header(session_id);

if (method == :post)

timel = Time.now;

response = http.post(url, req_body.to_json, req_header);
time2 = Time.now;

time3 = time2 - timel;

end

if (method == :get)
timel = Time.now;
response = http.get(url,req_header);
time2 = Time.now;
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time3 = time2 - timel;
end

if (method == :delete)

transaction = Net::HTTP::Delete.new(url,req_header);
timel = Time.now;

response = http.request(transaction)

time2 = Time.now;

time3 = time2 - timel;

end

if (req_body == nil)

req_body = {};

end

puts "

puts "---- Request Data "
print("  Method ", method, "¥n");

print(" URL 2" url, "¥n");

print(" Request Header  :", req_header, "¥n");
print("  Session ID ", session_id, "¥n");
print("  Request Time " timel, "¥n");

print(" Request Body ", req_body, "¥n");

puts "---- Response Data "
print("  Status Code : ", response.code, " "', response.message,"¥n");
#print(" Response Header : ", response.header, "¥n");
print("  Response Body : ", response.body, "¥n");
print(" Response Time 2", time2, "¥n");

print(" Elapsed Time ", time3, "¥n");

puts " "

if (response.body =="")

return nil

else

res_body = JSON.parse(response.body);
end

end

# Login

login_url = "/esmpro/api/login-session™;

count=0;

result = send_restreq(:post ,nil, login_url, login_account);
session_id = result['sessionld;

# List EEM
url = "/esmpro/api/eem”

result = send_restreq(:get ,session_id, url, nil);

# Logout
result = send_restreq(:delete ,session_id, login_url, nil);
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