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e &7 http://172.16.1.166/NMC/MuDh5kOaDLeoOXTNG 2 ~ & || £7 UPS Network Managem... x i e i
TrME) R|EE) FR(V) BITUADA) Y-LT)  ALTH)

schneider UPS Network Management Card 2 o NO A|armS

. . SmartUPSMatrix Applicafion
gElectrlc " e <} ape| English | T Log Off | Help | #

Home Status ~ Control - Configuration - Tests ~ Logs - About ~

Home

Model
Smart-UPS 1500

Location
Unknown

© No Alarnys Present
+ UPS ijonline
Recent Ddvice Events
Date me Event
08/10/2017 1§:12:39  UPS: Seli-Test passed.
08/10/2017 1312:32  UPS: Self-Test started by automatic timer.
08/10/2017 12:§2:21  UPS: The power for switched outiet group 1, Outlet Group 1, is now turned on

08/10/2017 121119  UPS: The power for the main outlet group, UPS Outlets 0, is now turned on.

08/10/2017 12:12§9 UPS: The output power is now turned on

IMore Events »

Knowledge Base ‘ Schneide} Electric Product Center | Schneider Electric Downloads
® 2015, Schneider Eleciric. All rights reserved.

Site Map | Updated: 08/10/2017 at 12:39 v

XEE
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LLIT OB Y £, BIED B ERERIORREETT> T IZENY,

& 0 & A DR E Sl
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ORfr, KA ZE#EATTT 5515
Manual] %@L, [Date] . [Time] Z A%, [Apply] &R L T 7ZIV,
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Manual| %R L. [Apply local computer time] OF = v 7 ZHHZ L, [Apply] % i
LTI ZEWN,

s
e )| & http://172.16.1.166/NMC/MuDh5k0aDLeoOX TNOocuXQ/dateman.htr O ~ & || #£2 UPS Network Managem... % AR
TrWE) B|EE) FToR() BREADRA) Y-IT) ALFH)
.
Schnelder yPs r{emork Management Card 2 @ No Alarms
&Eleccr‘ic SRS Aptetien ©) apc| English | T Log Off | Help | #

Home Stalus ~ Conirol ~ ‘Configuration ~ Tesls ~ Logs ~ About ~

Date/Time Mode

Current Settings

Date Time Daylight Saving Time
08/M10/2017 12:41:20 Disabled

Active Primary NTP Server Active Secondary NTP Server

0.00.0 0.00.0

System Time Configuration

Time Zone

09:00 hours (Osaka, Sapporo, Tokyo)

® Manual
Date mmiddiyyyy
0811072017
Time hh:mm:ss
12:41:20
[ Apply local computer time.
T Synchronize wth MTE Server

Override Manual NTP Settings

Primary NTP Server
0.0.0.0

Secondary NTP Server
0.0.0.0

Update Interval [ 1o 8760]

336 hours

Update using NTP now.

G-

Knowledge Base | Schneider Elecric Product Center | Schneider Electric Downloads € 2015, Schneider Electric. All nghts reserved.
Site Map | Updated: 08/10/2017 at 12:41
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TrWE) |EE) TRV BREADA) Y-IWIT) AILFH)
Schneider UPS Network Management Card 2 © No Alarms
g EI ectr | c Smart-UPS/Matrix Application O ape | English | T Log Off | Help | #

Home Status - Control - Configuration - Tesis = Logs ~ About ~

Configure SNMPv1 Access Control

Access Control

Community Name NMS IP/Host Name Access Type
public 172.16.1.255 Write +
public 172.16.1.100 Write +
public2 172.16.1.255 Write +
public 172.16.1.31 Write +
Knowledge Base | Schneider Electric Product Center | Schneider Electric Downloads © 2015, Schneider Electric. All rights reserved.

Site Map | Updated: 08/10/2017 at 12:34

Community Name : SNMP CEEFH3 250144 (I : public),
NMS IP/Host Name : SNMPC7 7 ¥ A4 54— "DIPT RL A,
il A HUPS ., JE2 25 & FHUPSIX, fil#lRDIPY K L A DA CRE
HYERA,
7 7 AL — SHUPSIE, il AR & #fi L T D —DIPT KL
Ao
Access Type o TWrite+] F721% TWrite] Z8RL T 7EE 0,
[Write+] 2NBILICERENDEGAIX. [Write+] ZBIRL T 7E S0,

HEE

P — RZEEDLANR — RRH D860, HEDIPT FL A Z2FSEA121E. SNMPH — Rkt L
TR ATHEIHEA SNDIPT KL A B L T EEN,

P — RN EEDIPZFf> TV D EEAIT, iR OAMCH[H TOKE T, UPSITHEFHRASNMPIZ TERHT
T ARWERIZIL, SNMP I — RICBEE LTV —/3DIPT R L A LIS FERBITITAE AT D ATREME A
HYFEJ, SNMP H— RIZBERT DIPT FL A&V — "DEOBIDIPT KL RICEET L8 L
T, EBRIHEAHINTWAIPTY RLAZBEEL T 7EEV,  CBREEICE 2 T L, Fl—H—
DIPEEHEE L THENER A, )

ISR AN 7 FAZBRETHY | UPSEELFI LRy NU—2IZ7 TAZOT7a—T 4 TIPR b
LB, 77RO Ta—T 4 U TIPHEEL T EEN,

i F L 72\ TCommunity Name | 35 &2 OV TNMS IP/Host Name | 235% € S 4L TV A IHH @ [ Access Type
WZ2OWTIL, [Disabled] IZRREL THBWTLZE0,
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[Community Name| . [NMS IP/Host Name]

[Access Typel Z AJJL. [Apply) Zi&ERL
TLEEW,
- O X
e- O)[ & http://172.16.1.166/NMC/27KSkCSr+:0TTY P + & | & UPS Network Managem... x| | e 8
Jr{IME) #R|EE) =FR(N) SICADA) Y-(I) ~LF(H)
Scl&rﬁ-ider UPS Network Managemert Card 2 © No Alarms
ectriC | STertUPSMatiAspicaton

) apc | English | 0 Log Off | Help | #

Home Status: - Control ~ Configuration - Tests ~ Logs ~ About -

Configure SNMPv1 Community

Access Control

Community Name

puindic
NMS IP/Host Name
172.16.1.255

Access Type

Write=

D=

Knowledge Base | Schneider Electric Product Center | Schneider Electric Downloads

& 2015, Schneider Electric. All rights reserved.
Site Map | Updatad: 08102017 atf 12:48
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[Configuration] MDA == —%@IR L, [Security] — [LocalUsers|] — [Management] & &R
ToHE BRI TWDaa—F—FRERIN, 2—FAEZBIRT DL ITOHEHICRY E

R
- o
e &7 hitp://172.16.1.166/NMC/F6aFx2YdONALEER O ~ & || £ UPS Network Managem... % i e &
TrAIL(E) H|EE) F|R(N) SJCADRA) Y-II)  ~LTH)
L]
SChﬂEIdeI" UPS Network Management Card 2 @ No Alarms A

g Electric SRR A ) apc | English | IL Log Off | Help | #

Home Statuzs - Control - Configuration ~ Tests - Logs ~ About ~

User Management Configuration

User Configuration
Access
1 Enable

User Name

apc

Current Password
New Password
Confirm Password
User Description

User Description

Session Timeout [ 1 o 60 minutes] W

a

CFa YT A Dh, FTHN P THEHALTODET AT b apc S OFBRERLEE L TH = &
HEH LET,

BE LB LETHIIY MM« RRAT— RFEERLRVWE S I LT &N,

(BhicHa, BFRIBEHFIZLDV Yy FRURELREITERIRVET, )

23



3222 Web HEIZ L 5%E (B)

B®)Dua A VEENZTR A D e RO KD TeWebliHEIZ/e Y F7,

/2 APC | UPS Network Management Card 2 - Windows Internet Explorer o =] 5]
5:_; v |27 http:/f172.16.1.162{NMC/BLISRGON-+MEjyiHGkpB1 gjulabout. him =l 3 | |i\ [5o0gle -
FPAINE) REE FTO  BREMNE WD ALTH)
i} ate QAPC | UPS Metwork Management Card 2 | | @ = - @ < @’\o“j@) o @“J*JL(Q) -7
. No Alarms
Schnelder UPS Network Management Card 2
. . N apc | English | Log Off | Help | &
g Electric Smart-UP S/Matrix Application
Home Status Control Configuration Tests Logs About
I Smart-UPS 1500: Unknown I
No Alarm4 Present
= UPSiq0nline in Green Mode
Recent Device
Date Time Event
120152014 170732 LIFS: The power for switched outlet group 1, Outlet Group 1, is now turned on.
1200152014 17:07:31 UPS: The power far the main autlet group, UPE Outlets, is now turned an.
1200152014 17:07:30 LIPS: Turned on after a defined periad of time, orinput power has returned to narmal.
120152014 16:30:50 LIPS: Turned off for a defined period oftime in response to a sofware command, or off while waiting for input power to
return to normal.
More Events »
Knowledge Base | Schneifer Electric Product Center | Schneider Electric Downloads 2012, Schneider Electric. All rights reserved
=
[e-smETENELE \ [T T T T Mo fetzet 0% -

Smart-UPSOIEFEX NFRRIN D Z & & THER S E 30,
( [Unknown] [ZSNMP# — FOFHIETHY | ARG TIIEH L EEA, )

H L, BREINTWRWEAIL, SNMPY — KRR RIZ/Z2 > TW D A[EEERE 2 51
EFTOT, LFOEEEZTITR- TSN,

DOUPSOEJFRZOFFL, SNMPH— REZ S LELTHD,
@I —FEZILELTHLRENEDLRWGAIZ, VEy PLTLEEWY, Y& L
F9 &, BFHROFBHRENPVLEL RV ETOTIEEL IV,
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[Configuration] D A == —%#R L. [General] %R,

[Date & Time| — Imode] &R

% ELLTF ORI/ 4, BYED AfT ERZNDREZIT> T ESUY,

& O & R OF%E T ik
TROQD EH BORREFET, A &R %
OB, WA ZE#EATT 5 51E
[Manual] Z#8&R L. [Date] . [Timel % AJI%,
Q@arBa—&0b A &R ZFAN LEET D ik
[Manual] Z 38R L.
WL T TEE,

/2 APC | UPS Network Management Card 2 - Windows Internet Explorer

[ Apply local computer time| D F = v 7 ZH T L,

REL TS,

[Apply)] ZIERL T ZIVY,

6\::;' - I& hkkp: {172,161, 162 {MMC3I19R gOW+ME jyiHGkpE1 g/dateman.htm

=1 4r) <) [eose

lApply] %%

=101 x|

(2l

ZrfbE REE FTW BREANA Y-HD ALTH

i:f ke QAPC | UPS Metwork Management Card 2 | | @ © K @ © Q’\o_“‘j(ﬂ‘l = @")‘JL(@ -7
. No Alarms
schnelder UPS Network Management Card 2
: . N apc | English | Log Off | Help | mi-
& Electric Smart-UPS/Matrix Application
Home Status Control Configuration Tests Logs About
Current Settings
Date: 03/13/2013
Time: 09:22:30
Daylight Saving Tirme: Disabled
Active Primary NTP Server. 172.16.1.12
Active Secondary NTP Server: 0.0.0.0
System Time Configuration
Time Zone [08:00 howrs (Dsaka, Sapporo, Takye) =]
" Manual
Date: 03/12/20132 iy
Time 09:22:30 s
™ Applylocal computer time
" gynchronize with NTP Server
7 override Manual NTP Seftings
Frimary MTF Server: I‘\?Z 16.1.12
Secondary NTP Server, I[I.D 0.0
Update Interval: 336 hours [1to 8760]
I~ Update using NTP now.
ﬁl
Knowledge Base | Schneider Electric Product Page | Schneider Electric Downloads ® 2012, Schneider Electric. All rights reserved.
[r=—hiETEnELE [T [T [ No=hndtsat [ERT
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[Configuration] DA ==—%8R L, [Network] — [SNMPv1] — [AccessControl] LiERT 5 ELLT
OEFEINZ/2Y £9,  [Community Name] (28RS T DBl A 3ER L, TAccess Control | |28k %
fToTLIEENY,

/2 APC | UPS Network Management Card 2 - Windows Internet Explorer =0 1'
@: + [£F hitp:J1172.16.1.162/NMC/ 0K maY HoBLIOIAWCDKDSy Sty snmpace itm =1l ##] | x| Jsooge |
FrOWE REE FTY ERCANE UMD AT

v i 7 BPC | UPS Network Management Card 2 | | @ - B - @ - n A=) - @'\/‘JL(Q) -

-
Mo Alarms

Schneider UPS$ Network Management Card 2

g Electric  SmartUPS/Matrix Application apc | English | Log Off | Help | mi-

Home Status Control Configuration Tests Logs About

Access Control

public 172.16.1.11 Write +
public 172.16.1.13 Write +

LN, U.0.0.0 Disabled
private2 0.000 Disabled
Knowledge Base | Schneider Electric Product Page | Schneider Electric Downloads ©& 2012, Schneider Electric. All rights reserved.

[0 [T [ [Sdo-pnAutamet 0% v g

Community Name : SNMP THEEFHT 25514 (FIHHIE - public),
NMS IP/Host Name : SNMPC7 7 £ A5 % — DIPT KL A,
HlESG AR UPS, J8 0 2E FAUPSIE, fili#EG AR OIPT K LA DA TRE

HYEHEA,
7 7 ALY = SHUPSIE, il R &35 L TV D —DIPT K
Ao

Access Type o TWrite+) F7203% TWrite) ZEIRL T 7E 30,

(Writet+] 25ERBUCFKR SN D AT, TWritet] 23R L TIZS 0,

HEE:

B — NZEIDLANR — R0 H 560, HEDIPT L 2 E2FOEA121E, SNMPH — RIZktL
T RAT OB SNDIPT KL AZBFE LT EEN,

Y= "B EEDOIPEFi > TV BB AT, BB DOAMCHE TOFXE T, UPSIHHRASNMPIZ TEELT
T ZRWVEFIZIX, SNMP I — RIZBEGE L7 — 3DIPT R L ALDIAR DS ERBIZ I3 T 5 AfREME N
HYEJI, SNMP H— RIZBERT DIPT FL R EZ Y — _"OEORIDIPT KL RAICEET L8 L
T, FEBRIHEHEINTOBIPT RLAZBGEFEL T EE,  (BEEICRE R T, [J—P—n
DIPAEEEFE L THHONER A, )

FIESRAN 7 7 AZBRETHY | UPSEEEF LRy NTV—2IZ7 TAZOT7a—T 4 TIPS
LA, VT AZDTa—T 4 U TIPHEEEL T &,

fEH L 722 TCommunity Name | 35 JX OV TNMS IP/Host Name | 235% € S AL TV S I H O T Access Type
\Z2OWTIL, [Disabled] IZRRE L THBWTL ZEW,
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[Community Name| . [NMS IP/Host Name]

[Access Typel Z AJJL. [Apply) Zi&ERL
TLTEEN,

/2 APC | UPS Network Management Card 2 - Windows Internet Explorer

=13l =|
3\\{—?} - I& httpi 172,16, 1, 162 [HMCf8I9RgOM +y NETviHGkpE L gfsnmpacfg. htm?ac=2 j ‘E| |z‘ IGDUQ|E -
TRUME) REE &Y BRILAN@ W=D AL
v e 47 APC | UPS Network Management Card 2 | | 5 v v [ =T - G- - T
. s No Alarms
schnelder UP$ Network Management Card 2
gEIectric Smart-UPS/Matrix Application ape | English | Log Off | Help | b=
Home Status Control Configuration Tests Logs About
Access Control
Community Name: public
NMZ IPHostMame |1?2.‘IE.‘I.134
Access Type: |Write+ -
Knowledge Base | Schneider Electric Product Page | Schneider Electric Downloads © 2012, Schneider Electric. Al ights reserved
=l
T T Mo-bhedarsist 0% -
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[Configuration] MDA == —%@IR L, [Security] — [LocalUsers|] — [Management] & &R

THE BEESN TV a—F—RRFRIN, 2—PAHZRRT 5L, LIFTOBEHEIZ/RY E
KR

/2 APC | UPS Network Management Card 2 - Windows Internet Explorer

_[al x|
6@ - |§ hitpe {172, 16,1, 162{NMC/0KmaXoUOMMWEbKOSySYQ usercg. htm?user=apc =] |‘_y| |£| |Gnngle | 2=
ZrfHE RRE /TN BRCANE UKD ALHE
vy e 7 BPC | UPS Metwark Management Card 2 | | ﬁ‘ - - @ - ﬁ_’){’\o‘“j(E) - @“}‘JL(@ -7
. Ho Alarms
Schnelder UPS Network Management Card 2
: . o apc | English | Log Off | Help | =
gEIectmc Smart-UP S/Matrix Application
Home Status Control Configuration Tests Logs About
User Configuration
User Name: Iau:
Current Password: [aee
Password: [aean
Confirm Passward: [aean
User Description: |User Description
Session Timeout 3 [1 to 60 minutes]
Serial Remote Authentication Override " Enable
User Preferences
Event Log Color Coding M Enable
Export Lag Format: & Tap C cav
Temperature Scale € Us Customary & Wetric
Date Format: mmiddiyyyy =
Language: English =
" Cancel
Note: Any changes to the Super User account require the current password field to be filled out.
Knowledge Base | Schneider Electric Product Page | Schneider Electric Downloads © 2012, Schneider Electric. All rights reserved
b AU CTS R LF L, [T [ Mo vizeb [®10% -

X2 VTADH, TIFVITHALTNDT AT b tapcEDOREEEF L TR Z &
EREDLET,

BE LB LETHIIY MM« RRAT—RFEERLRVWE S I LT &N,

(GhT-HE. BEHRIBEFICIDV 2y PROBREEFIXITE RS RV ES, )



3.2.2.3 Web HEIZ L 5%E (C)

OCDurA EEIZTR A T 5L RO KD 72WebEHEIZ/2 D £,

UPSDIP 7 RL AZfERLTLIZE0,

A} APG | UPS Network Management Gard - Microsoft Interr—- explorer o ] 4
JrfLE REE FRM BREADE LS H | o>
QF3 -0 X&) | PeagFmn @ v B

Uiy 2
Help | Log off [ !

o Mo Alarms

IREDBELETHMLES

N U ° N R
I%art—UPS 3000 RM: UPS145 at Unknown SNMP Ea@@'ﬂm%/\x ]7 }\

No Alarms Present

= UPS is online.

Recent Device Events
Date Time Rvent
10/04/2007 10:34:10 §'S: Restored the local network management interface-to-UPS communication,
10/04/2007 10:29:35 AS: The output power is turned off.
10/04/2007 10:24:42 FE: A discharged battery condition no longer exists,
10/04/2007 10:24:35 A! The output power is now turned on.

10/04/2007 10:24:35 The battery power is too low to support the load; if power fails, the UPS will be
shutYdown immediately.

More Events »

Link 1 | Link Z | Link 3 UPS Network Management Card APC

: ‘ [ [ [ | |&@EEsssir A

XEE
Smart-UPSOIEFEN NFRRIN D Z & & THER S E 30,
( N'Unknown] [ZSNMPH— ROFHHETH D | KRG TITEH L EE A, )
H L, FRENTWRWEAIL, SNMPA — RAEEfRBIZ/2 > TV Af
BRMENEZOLNETOT, LLTFOBRIELITR> T EE N,

DOUPSOEJRZOFFL, SNMPH— RZ S LELTHD,

QO —FZILELTHRENLEDLLLRWVWEAIZ, VY FLTAHATKL
30, Uy bLETE, HHROFRENLELRD ETOTIE
BELIEEN,




[ Administration] D% 7 % ER L. [General] #iER, [Date & Time] — [mode] LRI 3
ELUFOEEIZ/R 0 $97, BED B EROBREEIT-> TS,

& 0 & A DR E Sl
TROQOD EL LNDOREFET, A LRAIZREL T IEIVY,
OB, R 2 EEA ST 5 51k
Manual| Z&R L, I[Date) . [Time] Z# AN, TApply) ZZEIRL T2V,
Q@arta—2nb At LR ZH A LRET 571k
Manual | Z3#$R L. [Apply local computer time| OF = v 7 ZHhZ L, [Apply) %k
RLTLI7ZS N,
/A APG | UPS Network Management Gard - Microsoft Internet Explorer =10
JrME REE RTW BRCANE  Y-LD ALTH | A
QF -0 -H @ | Pz Saxcw &0 w3
FELAD) [&] htip://172161.145/dstemanhtm

6.1.145

Home upPs Loags Administration

Security Metwork Motification General D vio Alarms

Identification Current Settings

Date & Time
Date: 10/04/2007

EEE Tirne: 11:45:54
daylight saving Status:
date format Mext MTP Update:

User Config File

i System Time Configuration
Unit Preference

& Manual

Reset/Reboot
Date: IlD.-"D4H2EID? mmddd ey

Quick Links
Tirne: |11:45:54 hh:mm:ss

About

- Apply local computer time,

" Synchronize with NTP Server

Frimary NTP Server: ID.D.D.D
Secandary NTP Server: ID.D.D.D

Time Zane: |+D‘3:DD hours {Osaka, Sapparo, Takyao) ;I

Update Interval: |2 hours [1-2750]

I™ Update using NTP now,

‘ Cancel |

Link 1| Link 2 | Link 3 UPS Network Management card  JAPC

[&] #—srFTEnzLE [T [ | | |&EsEssst v
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Network | Z3ZR L TSNMPv1] — Tlaccess control] &E&RT% &LLTFOMEEIZ/Z2Y 97,  [Community
Name| [ZEFRSIVTCNDakBIA AR L, [Access Control | (ZEERETT> T 7EE0,

,f_:; APC | UPS Network Management Card - Windows Internet Explorer

~=1al x|

@?;v Ig, http:ff172.16.1, 145 snmpacc, hkm j 2 ¢ ILiveSearch

e

FrfME RRE FTW  BRCANG  U-ID AJLHH)

52? ake @APC | UPS Metwork Management: Card
®172.16.1.145 Help | Log OFf [

Home uprPs 0 Administration

i k Notification General & No Alarms

TCP/IP
Port Speed

DNS nity Name NMS IP/Host Name Access Type
—
e ubli 172.16.1.21 Write + i

naming public 172.16.1.16 Write +
public 172.16.1.22 Disabled
public 172.16.1.66 Disabled

Access Control

test
Web
access
szl cipher suites
ss| certificate
Console
access
=sh encryption
ssh host key
SNMPv1
access
SNMPv3
access
user profiles
access control

FTP Server
WAP

Link 1 | Link 2 | Link 3 UPS Network Management Card APC

T T @ s [% 1000 -

Community Name : SNMP T3 2785 44 (W « public)
NMS IP/Host Name : SNMPT7 7 A 54— "DIPT RL A,
il A FHUPS, J82 28 & FHUPSIX, §il#imRK DIPT KL A DA ThE

bV EHA,
77 ALY —/SHUPSIHE, #l#lin R & 86t L TV 5 —"DIPT R L
XO

Access Type o TWrite+] F720% TWrite) ZEIRL T 7E 30,

[Write+] 2MERLICERINDLEIX. [Writet+] ZE8R L T I0,
TEE:

P — NP OLANFR — KRR H D560, HEDOIPT KL A ZFO8A121F, SNMPH — RIZktL
T AT HERHEASNDIPT L AZBEFEL TS EI 0,

P — "R DIPEEE > TV BEEIT, HIBROAMCH i TORE T, UPSHEHASSNMPIZ TR T
TARWVIFIZIE, SNMP — RICEE L7V — DIPT R L AL N ERRIZIE b T 5 aTRErEN
HYET, SNMP H— RIZEEETDIPT FL A2 —_OFORIDIPT KL RAICEET L L L
T, EBEICHEHEINTOWDIPT RLAZBEE LTV, BREEICEE 2L, F—3—
DIPAEEEFE L THHONER A, )

FIEGAN 7 T AXBRETHY | UPSEEEF LRy NT—2IZ7 TAXOTa—T 4 TIPHRH
HZHEBE, 77 AZOTu—T 4 U IPHEEL T IEEN,

i L7y [Community Name| 35X O INMSIP| MERE SNV TWAHIAE D [Access Type] (220
TlE. [Disabled] IZREL THRWNTLZIVY,
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[Community Name| . [NMSIP/HostName] . [AccessType] Z A1 L. [Apply] ZERL

TLIEEN,

-lojx|
IPME REED RTW BRCANE Y-LD ALTH | A
QF3 -0 - 2 | LPrz Sencin @ v B

FELAD) |sg"| http/#17216.1.145 sn mpacte htm?ac=0 fEgh (Unh @

21,145

Home ups Logs Administration

Security Matification General @ to Alarms

TCR/IP Access Control
Port Speed | - ——
Cornrnunity Name: Ipubllc
DNS
NMS IP/Host Name: 17216117
SEIVErS =
naming Access Type: Ierte+ "i
test
Web
acocess

ss| cipher suites

ssl certificate
Console

ACCESS

ssh encryption

ssh host key
SNMPw1

ACCESS
SNMPy3

access

user profiles

access contraol
FTP Server
WAP

(€ A-URFETENELE CT T e
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[Security| %R L. [Local Users] — [administrator] &3®R$ 2 ELIFOMEIZ/RY 9,

L=
JPME REE RTW BRLANGE LD ALTH | A
QF O M@ | LPrzE Sencn @ v B

PELAD) [i€] http:#/172161.145/adminusr htm | B s (Uh >

@172.16,1,145
Home ups Logs Administration
Security Metwark Matification General @ Ho Alarms

Local Users Administrator

administrator

device User Mame:
read-only Current Password:
Remote Users
o Mew Password:
authentication

RADIUS
Auto Log Off

Confirm Password:

Link 1 | Link 2 | Link 2 UPS Network Management Card APC

& -iETENELE [T [ omsssr

X2 VT 4D, TI7AHNV N THEALTWDT AT b rapcEOREEELLTHL I L
EREDLET,

XEE
BELU=T T2 "« 78AT— RIEE20O E D ICKRENIEE L CTLTEEN,
(ENTGE. BERZBHICE DV By MROSREAHR T TERL 2 £, )
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3.3 AMC #gE

ESMPRO/AC Lite TliZ, AMC (AC Management Console)f§#E(Z & 5 ¥— Mk T D B B & IR E L H 16 %
YPR—FLTWVET,

(1) ESMPRO/AutomaticRunningController 7' /L—=7"¢ TESMPRO _AC ERIEE” 4 ¥'— R | 74 2> Z L)
THE, Tty RunFERrRsnET,
BREY 4P —RORZ U EMLTIEES N,

:E ESMPRO/AC BRIED19°-1F =10l x|
JPME LT

R éaiigmgmu—mﬂ ST e

@ ESMPRO/AutomaticRunningContraller @ WerS. 2004 w2 b — )L T ILET,

@ ESMPRO/AC Enterprise Werd 20hia VA F—JLEnTLET.

@ ESMPRO/AC Advance A VAR LERT LT AL

@ PowerChute Business Edition A VAR LERTLEE AL

@ ESMPRO/UPSManager A A= LERT L ER A,
=i

| ESMPRO/AutomaticRunningController |

SmartUPS

e

(2) [STEPl) DX A7 RFRESNET DT, TUPS 3y U — 7Rl CHlfE LERE R, BE)
HEERAAT S ) AL T, [k~ ZBIRL T 280,
E#FEVH—F STEP1 x|

EOFICLT. BEHEEETIMERL TS

@PSEJ‘\') e 222 g [ W= = ol L P e

) PowerChute Business Edition SRS LTEEnEen%iT

" UPS BRI B EmEEEETS

< EalE I ﬁ:&(g)) I i)




(3) [STEP3] OEHEMNFRRINETOT, (58T ZEIRL T EE0,
mUFEDY-F STEP3 X

— BEhEEE—f
UPsEsy O —ORE THlELEFEE SnEErE T

Al

< EoiB

(4) WERAA T NRRSNETOT, NI 2L TSN,

FR I O

(5) AC Management Console (AMC)DHZEN 21T 9 M E 9 D OMERE A 7T a VRFRESET, 2 2 Tl
Moz ) ZEIRL TS 7ESVY,
ESMPRO/AG B9} x|

| EHT ESMPROABS Enterprize [ZEBTILFH ) IRIED
ERTELAMCIRECEDLE T Y

LALLM |

MAWZ ] ZBIRE, LTFTOXA v E—UNERSINETOT, TOK) Z#HLTLEE0,
x|
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6) [BREREV AV — R REATLDEETET%, UTOX D 2EEIZ/ZR0 £3,  [BREEHGE
TY Y —ZERR ) RE U EZMLTLIEEN,

‘2 ESMPRO/AC BRigo (-1 =101
F#IME ALTTH)
- B | | — FILFH = R EEE =

@ ESMPRO/AutomaticRunningController  : WerS.20Ai4 2 F—JLENTLET.

’ | mEEy

@ ESMPROAAC Enterprise Werl 20 A R —ILENTILET,
@ ESMPRO/AC Advance A A= ERTER A,
@ PowerChute Business Edition A VAR LERTOLEEA,
@ ESMPRO/UPSManager A VAR—ILENRTLETA,

=i

| ESMPROAUtomaticRunningController |

SmartlPs

\ ESMPRO/JAC Enferprise

(7)  TAC Management Console ffi %% € X% — ESMPRO/AC Enterprise| 23 ZE) S E 7,

77 By ~IL3%H
L7 LT R TLEEEHG SSAATIF )RR =
= { ST LPER: | HEET | [ ST ILPERS: | BHET |
SEEETLVCL BT BT mR o EET &
FERIERRN TR N E T,
« | Ay

Z M[AC Management Console 5% E XE ] TlL, T — WERO T 5 OREEITWET, % Til
B4 % TAC Management Console] DA CiEILFIEETT 23, Z D[AC Management Console 5% &
TN T, RS OREET DL aBRIDLET,
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ZEE
cRET 7 A MERTIZRERT D2 — AT, arBa— 24 Z2RELTIEIN,

* [AC Management Consolefifi 5 i% & X ] Cix & 4 2 UPS4 X°. #% 1k 9~ % AC Management
Console > [FEJFIEE | Wi IZ CXET HUPSOL R, FAEHMTBLIOYHDOT
F—2a7( " YDOHREFH LIS TFTHUT —BRAFICL T EEN,

(% : “SMUPS123” <> “SUPS 123" 72 &)
8L F ARG CUPSOAFZRE LT2HE . ¥ —/N L UPSH DB AR DRI L > Ti
THIETZ 4 A DRERENLTT A MNERFEITINDHZ DD 7,

P—N1H, UPS1 EDOY— HEREZITOIIE. LFO X DI LET,

(7—1) = MRS UPS B F DI N—T4 % N L ET,
UPS 640F 1 52BN L T 72E0,

SIFH —IERE HRERERE x|

LFY -SERTERTR UPSOEEESRELT FE. $. (ERIEUPS
DEHIIE L EMIEEE. ML -1, 25 MEET. F-F1E2m -
FROAEETIC

FUPSEEL
& 15
C 25

=T
=21

I*JL —EREH
di-3z2

<Eae [ Eams | meut |
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(7—2) UPS£& L ZDUPSIZHiLTWAD SNMP 1 — RICERELZZIP T FLAHZ A LET, UPS 4
W REARET ) ORMERAL T ZEW,

INFH—IRZE UPSSET

SUPS_0M




(7—3) UPSIZHH L CW AP =D —_L L IPT RLAZ AN LET,
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6.4 SNMP 1 — FH S DIFEREEE

Smart-UPS % LAN fllffl L T\ 5354, UPS fEll FitfFla it L T 723wy,

70, 2 @ Internet Explorer /3— <7 3 > 35 JL N Internet Explorer DX EZ & > TiX, 7 7 A /VIC
RAFET D FIED—EERR 556035 0 £, FIEOFEMIL I O Internet Explorer D/3— 5 %
FONNTER THERLSTZS W,

(AYDr 7 A VEENFERSNZEAIE 1641 SNMP I — FOEHR (A) | 2R LT EE,
(BYDpu 7' A VEHNFERSNZHA1E 1642 SNMP Z— FOER (B) ] #8BLTLEEW,
(CYDu A VHEENERINSHAE 1643 SNMP 71— ROEH (C) | #8H LTI EEN,
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Login
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9
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6.4.1 SNMP h— FDI1EHR (A)

Web CSNMPH — RiZHfe L, LT OB AL 97,
QAT — & A EH
@A Xy b JfEHR
@F—4sn”s

®access control| it

(1) SNMP I — R~ )ik
O7 7oV EiEE L, SNMPA— R LE4
TROE I IZSNMPH — RDIPT RLUAZIRET H ESNMPH — RO v 74V EE DR R S L
9, (27 %BEET HSNMPH — RKOIPT KL A723172.16.1.166 D)
http://172.16.1.166
2—YPHERAT—REAJL T AL LTLIEEN,

(& )(=) @ nhtip://172.16.1.166/1C/Zkwhwpssx301C0: O ~ & ” &7 Log On

JrAIL(E) Wlb(ﬁ) Y—ILI)  AILT(H)

Login

Language

Use Current Language

User Name

:ol

Password

P

Reset

Schpeider
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(2) HEROBRIS L
DAT—H AIEH
[Status] A ==—7/5 [UPS] R L F7,
TR Status FHRNFRINETOT, 77UV DA =2 —nB[7 7 A N]—=[4RiE T TRIT
ZBRIRL, 77 A VOFEHT [Web 7T— A7, H—DO7 74/ (*mht) | JEFE/2IL [Web
~N— 0 584 (Chtm*html) | BREREL TRAFELTIZI,

e : |3 http://172.16.1.166/NMC/MuDh5k0aDLeoOXTND O ~ C ” &7 UPS Network Managem... * | ‘ i or S
JrAILE) BEE) FRN) BIUCADR) Y-ILT) ALTH)

5chneider UPS Network Management Card 2 o No Alarms

. . Smart-UPSMatrix Application
aElectrlc O ape | English | T Log Off | Help | #

Home Status ~ Control ~ Configuration - Tests « Logs ~ About ~

Home

Model
Smart-UPS 1500

Location
Unknown

@ No Alarms Present
+ UPS is online.
Recent Device Events
Date Time Event
08M0/2017  12:12:39 UPS: Self-Test passed.
08M10/2017  12:12:32  UPS: Self-Test started by automatic timer.
08/10/2017  12:12:21  UPS: The power for switched outlet group 1, Outlet Group 1, is now turmed on.
08/M10/2017  12:12:19 UPS: The power for the main outlet group, UPS Outlets 0, is now turned on.

08M10/2017  12:12:19  UPS: The output power is now turned on.

More Events »
Knowledge Base | Schneider Electric Product Center | Schneider Electric Downloads

@ 2015, Schneider Electric. All rights reserved.
Site Map | Updated: 08/10/2017 at 12:39 v
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QA X hu JiE#R
Logs] A==—%RL, [Bvents] — lLog| Z&ERL E T,
Event Log M /RS AVE T O T, HiE FD Event Log Filtering LY [Eventtime] 7'/LX 7 X
==a—7/5 [AllLogs] Z®ER L, [lApply] ZZIRL E7,
ZO%, BEfA Oy =T 4 AT A arE 7 Yy FThHE, XUrn— ROERA v

t—UBRERINET,
- O x
° )| &P http://172.16.1.166/NMC/4jhqvi+njwhKIf O ~ & || £ UPS Network Managem... X o g ad
FrAILE) E\EE) FRN) EICADR) Y-II)  ~LTH)
Schneider UPS Metwork Management Card 2 © No Alarms
9 Electric Smetvreioim sppieston ) ape | English | 7 Log OFf | Help | #

Status - Conirol ~ Configuration - Tesis ~ Logs ~

Event Log I
n2 3 4 5 6 Mext= =

Date Time User Event

0aM2017 16:16:46 apc Web user ‘apc’ logged in from 172.16.1.233.
0aM2017 16:11:46 System Web user ‘apc’ logged out from 172.16.1.233.
08M0e2017 16:08:46 apc Web user "apc’ logged in from 172.16.1.233.
081052017 155541 System Web user "apc’ logged out from 172.16.1.233.
081052017 15:49:58 apc Web user "apc’ logged in from 172.16.1.233.
0aM2017 15:43:52 System Web user ‘apc’ logged out from 172.16.1.233.
0aMm2017 15:40:52 apc Web user "apc’ logged in from 172.16.1.233.
0aMm2017 15:39:30 System Web user "apc’ logged out from 172.16.1.233.
08M0e2017 153510 apc Web user "apc’ logged in from 172.16.1.233.
08M0e2017 125617 System Web user "apc’ logged out from 172.16.1.233.
0aM2017 12:53:07 apc Web user ‘apc’ logged in from 172.16.1.233.
0aMo2017 125121 System Web user 'apc’ logged out from 172.16.1.233.

n 2 3 4 5 6 MNexd= ==

Event Log Filtering

Ewvent Time R L—C < T:'-é L\

W9 TAll Logs | %%

® Last
0]
O
From
01/01/2001 00:00 to | 0802017 16:16
ClearLog | FitterLog  Launch Login New Window
Knowledge Base | Schneider Electric Product Center | Schneider Electric Downloads @ 2015, Schneider Electric. All rights resensed.

Site Map | Updated: 03/1002017 &t 16:18
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AR T T 7 ANERLSDRET 2FRLNET DT,

Rfr) 2R L £,

- =
e &7 http://172.16.1.166/NMC/0qDodlz0jC+u20uP08s3Xg /eventwat O = & || £2 UPS Network Managem... % v v o
TrOUE) R|EE) TRV BRCADRA) Y-IUT)  ALTH)
Schneider UPS Network Management Card 2 © No Alarms

gEIectric'

Control ~

Home Status ~

Event Log

Smart-UPS/Matrix Application

<) apc | English | 1 Log Off | Help | #

Configuration = Tesis = Logs - About -

2 3 4 5 6 Next> ==

Date

08/10/2017

08102017

08/10/2017

08/10/2017

08/10/2017

08/10/2017

08/10/2017

Time

12:28:34

12:15:53

121239

12:12:32

12:12:21

12:12:19

121219

User
apc
System
Device
Device
Device
Device

Device

Event

Web user 'apc’ logged in from 172.16.1.233.

VWeb user 'apc’ logged out from 172.16.1.233.

UPS: Self-Test passed.

UPS: Self-Test started by automatic timer.

UPS: The power for switched outlet group 1, Outlet Group 1, is now turned on.
UPS: The power for the main outlet group, UPS Outlets 0, is now turned on

UPS: The output power is now turned on.

ng

172.16.1.166 15 event.txt R, ELEEFELETH?

e

Tr4ILERC(O) FrLC)

/ﬁ&a) UPSDARY FOTEZRBTEBEE. T4 LI FIESGTTRELTLE

AN

fl) 172.16.1.166 DA X2 AT ERET ZBE. 172.16.1.166 T4 LY b ZER

L. TOERTIZRE
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J
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@ F—&u /iE#R
Logs] A==—%#R L, [Data] — lLogl Z&ERLET,
Data Log &R I E T DT, [Datatime| 7L A4 7 2 A== —7)5 TAll Logs| Z iR L | [ Apply
ZBIRLET,

FO%, BT Ero7ay e —F 4 270 T7 4 arw 7 )y rt5hE, Fura— ROMRA Y
t—URFRINET,

- o N

7 http://172.16.1.166/NMC/SgDod|z0jC+u28uP08s3Xg/dataweb. O  © || £ UPS Network Managem... X W T 8

JrALE) |EE) FTR(V) BTADA) Y-IKI) ALT(H)

Schneider UPS Network Management Card 2

g E I ectr | c Smart-UPS/Matrix Application

& No Alarms

© ape | English | T Log Off | Help | #

Home Status ~ Control = Configuration « Tests «

Logs - About -

Data Log
Data Log Filtering Y TAl Logs] Zi#
Data Time
©Last RLTLLESW
e G
O From
01/01/2001 00:00 to 08/10/2017 12:30

Clear Data Log Launch Log in New Window

Data Log

Smart-UPS 1500

Date Time Vmin Vmax Vout lout F%Wout  %out FrqOut  %Cap Vbat Tups
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T=2u 77 ANERSMRET 2SN ONETOT, RF] ZBRLET,

- clEM
&P http://172.16.1.166/NMC/SqDodlz0jC+u25uP08s3Xg /dataweb. O ~ & || 2 UPS Network Managem... X o ve &
TrAILE) |EE) FERN) EIUADA) YT ALFH)
SCh"Ieider UPS Network Management Card 2 0 No Alarms ~
& E I ectr | c Smart-UPS/Matrix Application

<) ape| English | 1l Log Off | Help | #

Home Status - Control = Configuration - Tests - Logs ~ About ~ ‘

Data Log
Data Log Filtering

Data Time

® Last
All Logs
O From

01/01/2001 00:00 to 08/1042017 12:30

Apply Clear Data Log Launch Log in New Window

=
Smart-UPS 1500

172.16.1.166 15 data.txt ZRAH. EREREFLETH?

Data Log

ba T4V EE(0) g=s) |+l Fmouo | x

Cﬁﬁd) UPSDT—42 AT ZBBIHHEE. T4 LI M) EFTTRELTES
LY,

) 172.16.1.166 DT—AR2 A4S #BHET 51HE. 172.16.1.166 T4 LU 1) Z4ER L.
FOEHTIZRE

\ 172.16.1.166¥data.txt

J

78



®access control|F it
lConfiguration| M A == — %R L, [Network] — [SNMPv1| — [Access Control] &i#EIR L FE T,
TFE Access Control [EHRNEREINET DT, A=a—"T[7 7 A V=[£I & T TRIF] 2 3R
L., @, @QLEROFIETHEBREZ 7 7 A MHRFL T TEIN,

- o N

o )| & hitp://172.16.1.166/NMC/SqDodlz0jC+u28uP08s3Xg/snmpacc. 2 ~ & || £F UPS Network Managem... X & T %
TrAILE) E|EE) F|FR(V) BRADA) Y-MI) ALTH)

Schneider I:JPS Network Management Card 2 © No Alarms

. - Smart-UPS/Matrix Application
gElectrlc ©) apc|English | T Log Off | Help | #

Home Status - Control - Configuration - Tests ~ Logs -

Configure SNMPv1 Access Control

Access Control

Community Name NMS IP/Host Name Access Type
public 172.16.1.255 Write +
public 172.16.1.100 Write +
public2 172.16.1.255 Write +
public 172.16.1.31 Write +
Knowledge Base | Schneider Electric Product Center | Schneider Electric Downloads © 2015, Schneider Electric. All rights reserved.

Site Map | Updated: 08/10/2017 at 12:34
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6.4.2 SNMP h— FOD1E#HR (B)

Web CSNMP A — RiZ#ske L. LN O RESHIIL £,
DOAT—H AFH
@A X b u JiEm
@F—4ns

®access control{fF

(1) SNMP — R~ ik
O7Z7 V&L, SNMPU— R LE4
TROE I IZSNMPH — RDIPT RLUAZIRET H ESNMPI — RO v 74 VEE DR R S L
F9, (B EEETHSNMPA— RKOIPT R L A23172.16.1.162D84)
http://172.16.1.162
2—YPHERAT—REAJL T AL LTLIEEN,

/2 APC | Log Or windows Inte..o* Explorer o ] 4
|2 http:,fn?z.15.1.152;NM)hhhscwsral&?Jj-:wawwgﬂogon. =l IEIIEI Jaoagle |2~
FrAE CANE V=T AL
U8 £PARC|Logon | | fo - Bl - =T - - - 7
=
Login
User Mame: |
Fassword: | >

Log On | Reset

Schneider

LPElectric
=
T T T T [ No-hntsbzmst ERUTEN
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(2) HEROBITIE
DAT—H A IEH
[Status] A ==—7/5 [UPS] ZJEIR L £,
TR Status FHRNFRINETOT, 77UV DA =2 —nB[7 7 A N]—=[4RiE T TRIT
ZBRIRL, 77 A VOFEHT [Web 7T— A7, H—DO7 74/ (*mht) | BEFE/2IL [Web
~N— 0 584 (Rhtm*html) | BREZFEEL TREFL T EZS N,

/2 APC | UPS Network Management Card 2 - Windows Internet Explorer =0 ll
6:-; + |47 hitp:fi172.16.1. 162 MM BIIIR GOWH yHiGfyiHGKoB: gfulstat. htm =l # [l x| [zoge (2=
JriLE) REE =T BRCADL WD ANLZH
W o 47 APC | UPS Network Managementk Card 2 | | - v v [ A=) - GV » 7
. Ho Alarms
Schneider UPS Network Management Card 2 )
gE'ECU‘iC Smart-UP S/Matrix Application apc | English | Log Off | Help | -
Home Status Control Configuration Tests Logs About
Status Smart-UPS X 3000
Last Battery Transfer: Detection of distorted input
Internal Temperature: 27.8°C
Runtime Remaining: 2hr 23min 18sec
UPS Input
Input Voltage: 100.3 VAC @ 60.0Hz
UPS Output
Qutput Voltage: 100.3 VAC @ 60.0Hz
Load Current: 6.2 Amps
Output VA, 258%
Output Watts 253%
Qutput Efficiency: 94.5%
Qutput Energy Usage: 291.26 KWh
Battery Status
Battery Capacity: 100.0 %
Battery Voltage 135.8VDC
MNum of External Batteries: 1
Replace Battery Date: 08/31/2017
Knowledge Base | Schneider Electric Product Page | Schneider Electric Downloads ® 2012, Schneider Electric. All rights reserved
[T T T No—hnAvtakeb wi0% -
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(DRSO NS+
Logs] A==—%RL, [Bvents] — lLog| Z&ERL E T,
Event Log 733 /R S#UE 9 DT, Event Log Filtering ME > [Eventtime] V& 7 A =a—
726 TAll Logs) ZiEIR L. [Apply) ZiEIRL £,
WY

m v |47 hitpii]172.16. 1. 162jMC B 9RGOVH VNG THGKPBL ofeventweb. him = 42| x| [500 |2~
JrE) REE T HREADE DD AR

L dhe &7 BPC | UPS Network Management Card 2 | | ﬁ - - @ - |=_9}’/f‘“j(E) - @“J‘JL(@ -7
|

No Alarms

.
UPS Network M
Schneider o s Log O i -

dFPElectric  SmartUPS/Matrix Applicatiof

9 TAll Logs] %

BIRLTLCEEW

Event Log Filtering

Event Time: & | ast
' From [oooo | 4o 0311372013 oo 42
‘ Clear Log Filter Log l Launch Log in New Window I
1 |
Event Log =]
Date Time Use Event
0312/2013 09:30:47 System
0313/2013 09:20:35 apc H B BN  EEE B
03132013 09:20:27 System -
03/13/2013 09:18:01 Device UPS: passed via internal operation a self-test.
0313/2013 09:17:53 Device UPE: Started a self-test.
031372013 09:17.35 Device UPS: The power for switched outlet group 3, Qutlet Group 3, is now turned on
03/13/2013 09:17:35 Device UPS: The power for switched outlet group 2, Outlet Group 2, is now turned on
031312013 09:17:35 Device UPS: The power for switched outlet group 1, Outlet Group 1, is now turned on
031372013 09:16:36 Device UPS: The output power is now turned on.
1 2 3 4 ] 5} MNext = =>

Knowledge Base | Schneider Electric Product Page | Schneider Electric Downloads ® 2012, Schneider Electric. All rights reserved.

=
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[Launch Log in New Window| A% »Zf4 & HLWHEENAYLDS EAXAVETOT, 77 0¥D
AZa—Inb[7 7 ANV [ART AT TR ZRIRL, 77 A /VOFEET [Web 77— A 7,
B—D77 A (*mht) | BN FE-1ET TWeb 2— 584 (*htm,*html) | B E2HEE L TRE
LTLEEN,

/2 Event Log - Windows Internet Explorer

=10l x|

e
(=" 1 =18 I& http: 172, 16,1, 162 /MM S 19R g0 W +yMEjviHGkpE 1 g /events, htm

Sl [seo0

28

] WO P )]

|| B v B - v AT - IO

3

Al S
JefIME REE FTW  BRECAN
FRLLANT) ChrHT
AR R () Crkei
[E3 L (e} Ctrl+o
fREE(D)
LEEERTFE) Ctrl+5
AFERALEC Chrl+y
A—TEREL)...
ENGIED.. . Ctrl+P
ENRIF LE 1 =),
EIEE »
A= FEFUTAAR - MD...
FOATARY
A5 AW
AT
03132013 09:15:53 apc
0313/2013 09:10:47 apc
Device
03/13/2013 07:33:53 Device
031312013 07:31:48 Device
031312013 07:31:41 Device
03/13/2013 07:31:25 Device
03/13/2013 07:31:24 Device
031312013 07:30:25 Device
Device
0313/2013 5:33.55 Device
03/13/2013 05:31:49 Device

A e LTCDEE 1A FEIRTFLET.

H
-
UPS: passed via internal operation a seli-est

UPS: Started a selftest.

UPS: The power for switched outlet group 3, Outlet Group 3, is now turned on.
UPS3: The power for switched outlet group 2, Qutlet Group 2, is now turned on.
UPS: The power for switched outlet group 1, Outlet Group 1, is now turned on
UPS: The output power is now turned on.

INT N EEEE N H .
H HE u
UPS: The output power is turned off.

UPS: The power for switched outlet group 1, Qutiet Group 1, is now turned on.

UPS: passedvia internal operation a self-test

UF3: Started a selftest.

UPS: The power for switched outlet group 3, Outlet Group 3, is now turned on
UPS: The pou

W
v

er for switched outlet group 2, Outlet Group 2, is now turned on.
UPS: The output power is now turned on.

UFS: The output power is turned off

UPS: The power for switched outlet group 1, Qutlet Group 1, is now turned on.

UPS: passed via internal operation a seliest

-

4]

0% - g
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@ F—&u /iE#R
Logs] A==—%#R L, [Data] — lLogl Z&ERLET,
Data Log N FE/R SV E T DT, [Datatime] 7 /LF 7 2 A =a—7 5 TAll Logs | 23R L. T Apply )
ZBIRLET,

{2 APC | UPS Network Management Card 2 - Windows Internet Explorer - |E| LI
6\:_: v |42 hitpif]172,16.1. 162N BII9RGOV HYINGTHGkPB Dfdataweb. him =l \E\lzl | Gooale |2
IPULE REE FT BREADE U-IKD ALRE
w e 7 8PC | UPS Network Management Card 2 | | BB - AR G- e T
. No Alarms
schnelder UPS Network Managemir
dPElectric  SmartUPS/Matrix Applicatiof apc | English | Log Off| Help | =t~
™
9 TAll Logs] %
Control
<
EIRLTSEEL
Data Log Filtering
Data Time: * |ast Al Logs =
© From 01012000 | [oo0:00 t [0 1014
@ Clear Data Log II Launch Log in New Window I
Data Log =]
Smart-
Date Time Vmin Vmax Vout lout s\Wout Sout FrgqOut %Cap Vbat Tups
0311312013 10:13:48 99.28 100.37 100.01 .18 25.32 25.79 50.00 100.00 135.84 27.71
031132013 10:03:48 99.75 101.82 100.07 6.15 25.28 25.75 50.00 100.00 135.81 27.78
031132013 09:53:48 99.64 101.00 100.90 6.12 25.27 25.77 50.00 100.00 135.81 27.85
03M3/2013 09:43:46 99.31 100.60 100.17 6.15 2523 2571 60.00 100.00 135.81 27.82
03M3/2013 09:33:45 a7.82 100.28 99.92 8.15 25.26 2573 60.00 100.00 135.81 27.82
03M3/2013 09:23:45 96.20 102.31 98.85 8.48 26.22 26.67 60.00 99.35 135.84 27.75
031372013 09:13:45 101.53 103.32 0.00 0.00 0.00 0.00 0.00 100.00 135.90 27.48
031372013 09:03:45 99.311 102.81 0.00 0.00 0.00 0.00 0.00 100.00 135.84 27.42
0313212013 085345 9965 101.07 10032 512 2523 2572 5000 100.00 135.90 27.39
031312013 08:43:45 100.03 101.21 100.32 615 2527 2576 5000 100.00 135.96 27.22
031312013 08:33:45 2910 101.07 10085 6509 2514 2564 5000 100.00 135.96 27.21
0311312013 08:23:45 99.57 100.92 99.75 8.15 2517 25.66 50.00 100.00 135.93 27.34
1 2 3 5| 6| Nedt= | ==
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[Launch Log in New Window| A% &4 & FrLWHEENSZS EARAY EFDOT, 777 HD
AZa—=Inb[7 7 ANV [AETEAT TR ZRIRL, 77 A LOFEFT TWeb 77— 1 7,
H—n77 A0 (*mht) | BAEIT TWeb _— [ 5848 (*htm,*html) | JEN&HE L TR
LTL7ZEN,

=
! [£2 hitpi1172.16 1.1 62i0MC BLIRGOM-+ yhdyiHEKpB gfdata. htm i S R~
[Frne ®EE HTY BRADE UKD AL
% = oo - »
e o | 55 o
BAL(C., arho -
i = (0] hin Vmax Vout lout %l Seout FrgQut %Cap Vbat Tups
LSBT GuiS .28 100.37 100.01 6.18 25.32 2579 60.00 100.00 135.84 2771
pEre T i?s 10182 10007 515 2528 2575 50.00 10000 13581 2778
. 64 101 00 10090 512 2597 2577 50.00 10000 135 81 27 85
ATERTE).
ENE). . - kYl 100 60 10017 515 2523 2571 50.00 10000 13581 27 82
ENRI L EL (... 82 100.28 99.92 515 2525 2573 £0.00 100.00 135.81 27.82
o, g £l 10231 98.85 £.46 26.22 26.67 50.00 99.35 135.84 2775
A= NS T PR D 153 10332 0.00 0.00 0.00 0.00 0.00 100.00 135.90 27.48
_ L3 102.81 0.00 0.00 0.00 0.00 0.00 100.00 135.84 27.42
F0NTR)
PR =T .65 101.07 100.32 6.12 25.23 2572 60.00 100.00 135.90 27.39
AT 0.03 101.21 100.32 6.15 25.27 2576 60.00 100.00 135.98 27.22
0311302013 083345 99 10 10107 100 85 509 2514 25 64 50.00 10000 135 98 27 21
0311312013 08:23:45 99 57 10092 9975 515 2517 2566 50.00 10000 13593 2734
0311312013 08:13:45 100.00 101.01 100,62 512 2519 2559 £0.00 100.00 135.93 27.32
0311312013 08:03:45 100.31 10175 100,50 512 2515 2566 50.00 100.00 135.93 27.31
0311312013 07:53:45 10065 101.90 10118 5.09 25.21 2573 £0.00 100.00 135.93 27.33
03/13/2013 07:43:45 100.29 103.45 100.93 6.31 26.10 26.60 60.00 99.89 135.90 27.40
031372013 07.33:45 10018 103.54 103.39 2.40 993 10.44 60.00 99.07 135.93 27.37
031372013 07.23:45 102.57 103.59 0.00 0.00 0.00 0.00 0.00 100.00 135.93 27.33
0311312013 0713:45 102 51 10400 0.00 0.00 000 000 0.00 10000 13593 27 28
0311312013 07:03:45 9912 10408 000 000 000 000 0.00 10000 13593 2728
0311312013 05:53:45 29.03 99.82 99,53 518 2518 2558 50.00 100.00 135.93 27.30
0311312013 08:43:45 22.02 100.07 9373 518 2522 2571 £0.00 100.00 135.93 27.30
0311312013 05:33:45 99.34 10018 99,67 518 25.21 2571 £0.00 100.00 135.93 27.31
03/13/2013 06:23:45 95.64 100.31 99.78 6.15 2521 2571 60.00 100.00 135.93 27.30
031372013 06:13:45 99.45 100.29 100.00 6.15 2519 25.69 60.00 100.00 135.98 27.24
031372013 08:03:45 99.45 100.25 99.73 6.15 2518 25.67 60.00 100.00 135.98 2719
0311312013 055345 9920 100 53 10009 515 2523 2573 50.00 10000 13593 2738
0311312013 05:43:45 9931 10237 10012 537 2617 26 66 50.00 99 88 135 90 2743
0311312013 05:33:45 100 95 103 88 102 35 243 299 1046 50.00 9908 13590 2738
0311312013 05:23:45 102.37 104.09 0.00 0.00 0.00 0.00 0.00 100.00 135.93 27.35
0311312013 05:13:45 102.95 102.98 0.00 0.00 0.00 0.00 0.00 100.00 135.93 27.33
03/13/2013 05:03:45 100.20 103.68 0.00 0.00 0.00 0.00 0.00 100.00 135.93 27.35
031372013 04:53:45 10014 101.23 100.40 6.15 25.25 2575 60.00 100.00 135.90 27.39
031372013 04:43:45 100.28 100.92 100.59 6.12 2519 25.70 60.00 100.00 135.90 27.38
031372013 04:33:45 99.98 100.96 100.70 6.12 25.23 2574 60.00 100.00 135.93 27.36
0311312013 04:23:45 99 81 100 96 100 59 512 2517 2667 50.00 10000 13593 27 36
0311312013 04:13:45 10003 10090 10087 509 2521 2572 50.00 10000 13593 27 36
03132013 040345 99 7 100 A5 100 25 RE 25189 75 R 000 100 00 13593 27 7 =
FrA LD bR A M ERFELES. 0% - g
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®access control|F it
lConfiguration| M A == — %R L, [Network] — [SNMPv1| — [Access Control] &i#EIR L FE T,
TFE Access Control [EHRNEREINET DT, A=a—"T[7 7 A V=[£I & T TRIF] 2 3R
L., @, @QLEROFIETHEBREZ 7 7 A MHRFL T TEIN,
i

5\::;‘ - I& http://172.16.1.162/NMC0Kmay Xo6LIOIAWbK0SySYQfsnmpacc. htm j |‘_’| |£‘ IGnngIe -
JrAME) RERE ®TW  BREAN@ W-KD AL
o o P #PC | UPS Network Management Card 2 | | - R I G () IR R B [P () B Z
. Mo Alarms
Schneider YPsNetwork Management Card 2 _
dPElectric  SmarUPS/Matrix Application apc | English | Log Off | Help | sk
Home Status Control Configuration Tests Logs About
Access Control
Community Name NMS IPHost Name Access Type
public 172.16.1.11 Write +
public 172.16.1.13 Write +
public2 0.0.00 Disabled
private? 0.0.00 Disabled
Knowledge Base | Schneider Electric Product Page | Schneider Electric Downloads © 2012, Schneider Electric. All rights reserved
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6.4.3 SNMP h— FOD1E#H (C)

Web CSNMP A — RiZ#ske L. LN O RESHIIL £,
DOAT—H AFH
@A X b a JIER
@F—%nus

®access control{fF

(1) SNMP #— R~D#zfki ik
O7Z7 V&L, SNMPU— R LE4
TROE I IZSNMPH — RDIPT RLUAZIRET H ESNMPI — RO v 74 VEE DR R S L
F9, (B EEETHSNMPA— ROIPT R L A23172.16.1.145D84)
http://172.16.1.145
Z—PHERRAT—=REASIL TR T A L TLIEEN,

/2 APC | Log ™., - Windows Internet . olorer

> ] http:jj172.16.1.145/logon Jim =] ## || | Juive search L=

FrAME) i TN H=IUT) ALTH)
9% G0 @apc|Logon

User Name: I
Password: I

rese |

[re—TiFTEnELE [ [ [ | [@LisEEsasit 0% v




(2) BHROBES L
DAT—H AIEH
TUPS| # 7 #®IN L., [Status] ZEIN L E T,
TR Status THFHRPFERINET DT, 77UV DRA=a—06[7 7 A V][4 AT TRIF]
ZBRIRL, 77 A VOFEHT [Web 7T— A7, H—DO7 74/ (*mht) | BEFE/2IL [Web
~N— 0 584 (Rhtm*html) | BREZFEEL TREFL T EZS N,
| /2 APC | UPS Network Management Card - Windows Internet Bxplorer PT=TS
O - [ s Elf ) five seorr 2]

FrUUE RERE R BRICANG  U-D ALTH

V% ¢ @ ARC | UPS Network Management Card
Help | Log Off [3

Home Logs Administration
& Yo Alarms

Status

Last Battery Transfer: Due to software command or UPS's test control
Internal Temperature: 27.0°C
Configuration Runtime Remaining: 5 hours 24 minutes
power Power
Input Voltage: 101.5 VAC
Qutput Voltage: 101.5 VAC
Frequency: 60.0 Hz

shutdown
general

self-test schedule
. . Load
e Load Power: 0.0 %Watts
Scheduling Battery

Sync Control Capacity: 96.0 %

Po Chute® Battery Voltage: 27.54 VDC

werChute External Batteries: 0
configuration

clients
About

Link 1 | Link 2 | Link 2 UPS Network Management Card A_Pc

F-TfiFranagLE [ [ [ [ [ @ EEsadqr o -

@A Xy b JiEHR
[Logs| # 7 %% L., [Events — log] Z#iEIRNL E7,
Eventlog 233 /R SV E T DT, Eventlog (Filtering) [ [EBventtime] 7/VX 7 A =a—
726 TAllLogs) ZiEIRL . [Apply) ZEIRL £,

/2 APC | UPS Network Management Card - Windows Internet Explorer -0 il
(& [&] http:f172.16.1.145)eventweb.htm k3| |E||Z\ [Live search |2
FPIME) IREE FTW BRIAG UMD AMFH '
7:? & @APC | UPS Metwark Management Card N
7 TAllLogs] % :
ome P Logs Ad atio

BRLTCESL &

Events
log

Event Log

o] Event Time: & |ast]

Data ' FromTe 00:00 | to|04/18/2011 | |15:06

log 8 c
) 2 @ Clear Log Filter Log | Launch Log in New Window Il
interval ' )

reEian Date Time Event f’
Syslog 04/18/2011 15:04:19 System: Web user 'apc’ logged in from 172.16.1.7.

SEervers 04/18/2011 15:03:50 System: Web user 'apc’ logged out from 172.16.1.210.

settings 04/18/2011 14:47:00 UPS: Passed a self-test,

ezt 04/18/2011 14:46:46 UPS: The output power is now turned on.

04/18/2011 14:45:55 Systemn: Web user 'apc’ logged in from 172.16.1.210.
04/18/2011 14:29:22 Systemn: Web user ‘apc’ logged out from 172.16.1.210.
04/18/2011 14:18:21 System: Web user ‘apc’ logged in from 172.16.1.210.
04/18/2011 14:14:47 Systemn: Web user 'apc’ logged out from 172.16.1.7.
04/18/2011 14:12:01 Systemn: Web user ‘apc’ logged in from 172.16.1.7.
04/18/2011 14:07:34 UPS: The output power is turned off.

04/18/2011 14:07:34 UPS: Restored the local network management interface-to-UP:
communication.

04/18/2011 14:07:31 Systemn: Data Log cleared.

04/18/2011 14:07:12 System: Network service started. System IP is 172.16.1.145
from manually configured settings. LI

Link 1 | Link 2 | Link 3 UPS Network Management Card ~ AAPC

=

[ [ 3 atast T -
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[Launch Log in New Window| A% »Zf4 & HLWHEENAYLDS EAXAVETOT, 77 0¥D
AZa—nb[7 7 A INV]=[ART T TRIFEIZEBIRL, 77 A VOFRET Web 77— A 7,
H—D77 A0 (*mht) | IBXFE7ZIT TWeb ~<—, 584 (*htm,*html) | X A& FHE L THRIF
LTLEEN,

i > APC | Event Log - Windows Internet Explorer =10l x|

e~ | ] http:jj172.16.1.145/events htm =] #2 || x| Juive search £
Iorine ®EEO FRW BRI YWD AT
ORI Ctrl+T | |
ERAR LB () Chri+h
B Chri+0 -
SR (D he local network management interface-to-UPS communication.
EE RS Chtl+5 f cleared.
zervice started. System IP is 172.16.1.145 from manually configured settings.
AR e I
AR, power is turned off.
ENRIE). . Chrl+P |1& local network management interface-to-UPS communication.
EMRI L=, zervice started. System IP is 172.16.1.145 from manually configured settings.
#{EE - 4 off
= . power is turned off.
AL bBLUTOAR—HD. .. e local network management interface-to-UPS communication.
0T rt.
A751 AR power is turned off.
T e local network management interface-to-UPS communication.
08/12/2010 11:09:50 System: Network service started. System IP is 172.16.1.145 from manually configured settings.

08/12/2010 11:09:50 System: Coldstart.

07/29/2010 20:44:54 UPS: The output power is turned off.

07/29/2010 20:44:52 UPS: Restored the local network management interface-to-UPS communication.

07/29/2010 20:44:31 System: Network service started. System IP is 172.16.1.145 from manually configured settings.
07/29/2010 20:44:31 System: Coldstart.

07/13/2010 20:31:34 UPS: The output power is turned off.

06/04/2010 10:45:01 System: Coldstart.

04/15/2010 16:38:07 UPS: The ocutput power is turned off.

04/15/2010 16:38:05 UPS: Restored the local network management interface-to-UPS communication.

04/15/2010 16:37:44 System: Network service started. System IP is 172.16.1.145 from manually configured settings.
04/15/2010 16:37:44 System: Coldstart.

04/05/2010 13:54:14 UPS: The ocutput power is turned off.

04/05/2010 13:54:12 UPS: Restored the local network management interface-to-UPS communication.

04/05/2010 13:53:51 System: Network service started. System IP is 172.16.1.145 from manually configured settings.
04/05/2010 13:53:51 System: Coldstart.

12/14/2009 09:23:40 UPS: The output power is turned off.

11/30/2009 16:37:56 System: Network service started. System IP is 172.16.1.145 from manually configured settings.
11/30/2009 16:37:56 System: Coldstart.

1]09/03/2009 20:19:42 UPS: The output power is turned off.

| 09/03/2009 11:27:52 UPS: The output power is now turned on.

09/03/2009 11:27:34 UPS: SNMP was used to issue a turn on command from 172.16.1.62.

09/01/2009 18:37:34 UPS: The output power is turned off.

09/01/2009 09:31:53 UPS: The output power is now turned on.

|09/01/2009 09:31:31 UPS: SNMP was used to issue a turn on command from 172.16.1.16.

08/31/2009 19:49:22 UPS: The output power is turned off. LI
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90



@ F—#u JiE#R
MLogs| # 7 %R L, [Data — log| Zi®RL E T,
Datalog &R S ET DT, [Datatime] 7L X T 2 A =2 —7) 5 [All Logs| Zi&R L ., [ Apply
ZBRLET,

/2 APC | UPS Network Management Card - Windows Internet Explorer =10] x|
@;}v [&] hepgr172.16.1. 145(datameb him 1 L 2|
IPIE REE FTW HREADE UKD ANTH)
N,
T8 G @ ARC | UPS Nabwork Management Card M\ a rAll LOgsJ E
ome p Logs .t atio
*
L C el A
-
v
s Data Log
log
re olcu Data Time: * Last 2l Logs =
Data € From o 00:00 | tofoas2 05:23
log .
Apply lear Data Log Launch Log in New Window
TR Smart-UPS 1500 il
Syslog Date Time Vmin Vmax Vout %Wout Freq %Cap Vbat TupsC
servers 04/20/2011 09:16:36 100.8 101.5 100.8 0.0 60.00 100.0 27.54 27.4
settings 04/20/2011 09:06:36 100.0 101.5 100.8 0.0 60.00 100.0 27.54 27.4
= 04/20/2011 08:56:36 99.3 100.8 100.0 0.0 60.25 100.0 27.54 27.4
04/20/2011 08:46:36 100.8 101.5 100.8 0.0 60.25 100.0 27.54 27.0
04/20/2011 08:36:36 100.8 101.5 100.8 0.0 60.00 100.0 27.54 27.0
04/20/2011 08:26:36 100.8 102.2 101.5 0.0 60.00 100.0 27.54 26.5
04/20/2011 08:16:36 100.8 101.5 100.8 0.0 60.00 100.0 27.67 25.6
04/20/2011 08:06:36 100.8 102.2 101.5 0.0 60.00 100.0 27.67 25.6
04/20/2011 07:56:36 100.8 102.2 101.5 0.0 60.25 100.0 27.67
04/20/2011 07:46:36 100.8 102.2 100.8 0.0 60.00 100.0 27.67
04/20/2011 07:36:36 100.8 101.5 100.8 0.0 60.00 100.0 27.67
04/20/2011 07:26:36 100.0 101.5 101.5 0.0 60.25 100.0 27.67
T TR R T CMET C R T T Y. &nonon 1nnn 97 &7
4
Link 1 | Link 2 | Link 2 UPS Network Management Card APC
[T T @ Emsatr ESTTIR

[Launch Log in New Window| AR%Z » Zf4 & HLWHEAYLD LAV T OT, 77 7%0D
AZa—=nb[7 7 A N[BT TRIFIZER L, 77 A VOFEAT TWeb 77— A 7,

H—077 A0 (*mht) | BRXFIL [Web _X—, 5848 (*htm,*html) | BN E2HEE L TRF
LTL7EE0,

-lox
CIN | httpiji172.16.1.145/data him =] [#2|| | Juive search L\~
[Frie) REE HTW BRANW  V-MD  ALTH

LLEIT Chrl+T | |

ERARI T (D Chrl+h

R, .. Ctrl+0 nart-UPS 1500 o

SR nin Vmax Vout YWout Freq % Cap Vbat TupsC

EEEFTE Chrl45 0.8 101.5 100.8 0.0 60.00 100.0 27.54 27.4

i lJD.D 101.5 100.8 0.0 60.00 100.0 27.54 27.4

BERLEC LG - 100.8 100.0 0.0 60,25 100.0 27.54 27.4

TR, 0.8 101.5 100.8 0.0 60.25 100.0 27.54 27.0

ENRIe). . chlep P08 101.5 100.8 0.0 £0.00 100.0 27.54 27.0

ENRIT L2 —(). . bo.8 102.2 101.5 0.0 £0.00 100.0 27.54 26.5

0 , I;o.s 101.5 100.8 0.0 £0.00 100.0 27.67 258

s . 0.8 102.2 101.5 0.0 60.00 100.0 27.67 25.6

A — b EUTOAA—HD. 0.8 102.2 101.5 0.0 60.25 100.0 27.67 26.1

FOATR po.8 102.2 100.8 0.0 £0.00 100.0 27.67 26.1

A5 AEFEW) 0.8 101.5 100.8 0.0 60.00 100.0 27.67 26.1

AT 0.0 101.5 101.5 0.0 60.25 100.0 27.67 26.1
04/20/2011 07:16:36 39.3 100.8 100.0 0.0 £0.00 100.0 27.67 26.1
04/20/2011 07:06:36 38.5 100.8 100.0 0.0 60.00 100.0 27.67 26.1
04/20/2011 06:56:36 39.3 100.0 35.3 0.0 60.00 100.0 27.54 26.5
04/20/2011 06:46:36 99.3 100.3 99.3 0.0 60.00 100.0 27.54 27.0
04/20/2011 06:36:36 100.0 100.8 100.8 0.0 £0.00 100.0 27.54 27.0
04/20/2011 06:26:36 100.0 100.8 100.0 0.0 £0.00 100.0 27.54 27.0
04/20/2011 06:16:36 100.0 100.8 100.8 0.0 £0.00 100.0 27.54 27.0
04/20/2011 06:06:36 100.0 100.8 100.8 0.0 £0.00 100.0 27.54 27.4
04/20/2011 05:56:36 100.0 100.8 100.8 0.0 60.25 100.0 27.54 27.4
04/20/2011 05:46:36 100.0 100.8 100.8 0.0 60.00 100.0 27.54 27.4
04/20/2011 05:36:36 100.0 100.8 100.8 0.0 60.00 100.0 27.54 27.0
04/20/2011 05:26:36 100.0 100.8 100.8 0.0 £0.00 100.0 27.54 26.5
04/20/2011 05:16:36 100.0 100.8 100.8 0.0 £0.00 100.0 27.67 25.6
04/20/2011 05:06:36 100.8 100.8 100.8 0.0 60.25 100.0 27.67 26.1
04/20/2011 04:56:36 100.0 100.8 100.8 0.0 £0.00 100.0 27.67 26.1
04/20/2011 04:46:36 100.0 100.8 100.8 0.0 60.00 100.0 27.67 26.1
04/20/2011 04:36:36 39.3 100.3 100.0 0.0 60.00 100.0 27.67 26.1
04/20/2011 04:26:36 99.3 100.8 100.0 0.0 60.00 100.0 27.67 26.1 Jd
I N LTo B 1 A R LT, H100% - g
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@access control{F#i
[ Administration] % 7 Z 84K L .

[Network] — Tlaccess control] Z IR L F 7,

TR Access Control [fF AR REINET DT, 7T UFDRA=a—nb[7 7 A NV [ARIEMT
TIRIE)EBIRL, 77 AL OFEET [Web 7T—HA 7, H—D 77 AL (*mht) | B FE7-1E
['Web ~—, 5784 (*htm*html) | BAZHEEL THREFLTIZI W,

=10l

@: v |&] httpiff172.16.1. 145)srmpacc. htm

j /| X ILiveSearch

ol

IrfME REE FRW  BREAGE UKD AL

i:? ﬁ'ﬁ @APC | UPS Metwork Management Card
@ 6.1.145

Home upPs

Network

Administration

Security Notification General

TCP/IP

@ No Alarms

Port Speed
DNS

servers

Community Name
public
public
publig
public

naming
test
Web

NMS IP/Host Name
172.16.1.21
172.16.1.16
172.16.1.22
172.16.1.66

Access Type
Write +
Write +
Disabled
Disabled

access

=z| cipher suites

ssl certificate
Console

access

=sh encryption

=sh host key
SNMPv1

acce

access control

access

user profiles

access control
FTP Server

WAP

Link 1 | Link 2 | Link 2

UPS Network Management Card

[—TiiETENELE

APC

T T T T @ emsarir
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6.5 Collect AT HE XU IPMI A S

ESMPRO/ServerAgent 731 > A h—/L STV HE5A 1, Collect 2 73 LOVIPMI 17 7 ZHHL L T <
ZEV, BEGEZLL IR LET,

@ Collect & 7 DEHL
Collect @ 7%, ESMPRO/ServerAgent @ [collect.exe] THEHLL F 9, collect.exe & ESMPRO/
ServerAgent £ > A h—/L 7 4 LA (T 7 4L N ¥ESM) @ ¥tool 7 A /VHFELFICH VY £97,
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