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AEE

CSV 7 7 A WZ K DMK O TiE, JFHIE LT Web 222 Y —LIZERREN TV D57
Wit Ro 7 7 7 LRE—ORM#EHEO T —2 08 hsivEd, 72720, Ly b7 T — MID
WTIE, Web 22 Y — L DFIREH X A I 7 L OFFNPDEWT, BE LITELFRRINTH
RO, NERBIZIZHT LWT 7 — EBRBAEL TV DEARH Y 7, 20X 9 2EE1F.
CSV N ZAT TR TOA L 77— MR 1an b2, CSV 7 7 A MICii&h
2L R T T —FONEMN, Web 22 Y — )L ETOERRERLZDEEND Y FT,

44 AR NEHREHE

g D

NFA 23BN L7=A X b OFRARDUIL, A X b —EHE CHERTHZ N TEET,

441 LEMEEB, BEANY FOREBEEZHET S

ARy b —EEEDOFRNEIZOWTHHAL E7,

ARy F—EBE@
NFA 23 H L7z L & VWEEIESCZ DEIER 2 Rmd A4 X FORAREREZF R LET,
NFA Tl. &FHDOA X b2 1 TiEE THREFLE T,
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AR b EEEE, (AR MERPARVYF-KZ7 ) v 7 LTEKRLET,

HSuZaki—F 2R —4—E A~ HER

A4xh—H0 LavEERTHU-H

A b —H EEEERE 2070317 150154 («09:00) 3. 1 8 ]

14— ~—2H 100 [v]
(1.0 W Efk N ERT- g
i E® NT-00A7 150702 PEE-S3430_1 - GigabaEmer AL LS S0 bps IR S EVE L J'.L..r'- IR = 00 b, TXATRAESR
o JO—&6 = BRRT 2 ERA 2 L~
i) EX 2NT-00-0T7 15702 IPRE-EMA0_ | GigataEmer RS ALl '.\ntlbp‘s-..-l-"dﬂ!.r‘—.- -_:F ;L,-"' AR = 00bps, TEATNIESR
[ T~ s BARRT 0 P 2 P
O RE 2007007 150603 2215 GEON ﬂlﬁmmt“m&lbxur_ B = 49450 3 ps, 00— HTTPRIRESR
&% = FSUr—S-miohip
i, B 070007 150402 IPEE-S430_1 - CagabatEmer I‘JI“wmtdnzm;Ls.L,r‘ |||1| G411 3bps, 08  ARADRIES
[ = BERT A 2 =0
i W 2T-00-07 1504002 IPRE-EMA0_1 | CigabaE e I‘I.*’Sﬂbﬂifi!'?mhﬂblb"' ﬂ. 119807 bps, 70— HEATEIESR
o & = BERT L P I — T kA

i) EX 20170317 151102 2215 GEMN AR L 00 bpsDERV RS SEELE L. EEE =00 HTTREE#
bps, JO0—&F = F ) r—Sai-hilp
o R 2017-00-07 142502 DO21%: GEON .ﬁ‘l[%bg_&%“ml,;b*" I = S0 0bes, 0= HTTPEERESR
Flir—2.a g

4-4 ARV —EEM@

RN e 7E TR
KROEFIZONWTIE, U TOEBEORR, BEEZITH) Z LN TEET,
© [RREH]

REDHREEZR R LET,
* [BEHAR Y

FyvaR—=REDOTXTOU 4V xy bOSIFREREZ BT ONFIZEHR L ET,
© [EHRHRE]

ARV F—B|0EHMREEZ VLT A =a—(183]/[69]/[15573]/[# L)) 58
WLET, T 74/ M1 2T,

ARV ED—E
. R—UBBIRY v
REFT 24 XV FOFREFEHDOR—DIT3F TRRLET, ERI—VICO0TL,
UTFO#EEZIT ) Z MW TEET,
- N=UVOHYERRS
*oERA
1 ~—VHEFER)ZFRLET,
AR A v
BAEFRRLTNEN=V0D 1 R=VHiO_R—T 2 F R LET,
M VG
BAEFRRLTNEN=VD 1 R=VHOR—T 2 TR LET,
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*oRRA
BHEON—TVERRLET,
- [RER—T AN
RE L=V OFRERTLET,
- [RTER]

1 R=VNWRRTEHA RN O E T NVE T A ==2—(50]/[100] / [250] /
[500] [1000))7> &R L £3°, 7 7 4 /L MEIZ[100] T,
A Xy b5
- [EEE]
AR MIKHTHEHEEEZUTO 3 DOTRILET,
T QR
’ =

b

iE g

- [
NFA 28 A X2 b Lo A2 RR L ET,

- [ERAR]

ARy MR LEERETE RS ) AR—F— BIWRN A v F—T A AD
ZHiEFRRLET,

- [RE]
AR FORNRERFLET,
- [BERTYRUA]
AR MERHBLEZERT S M) o4RTEERLET,
EVE
[(EEE]. RERKROHEBLOME 27 ) v 732528 T, BUERRTOT =2 2W VN R D
ZENTEET,
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FOHE
SRTFLADT

NFA DO A 2T F 2 A FEIZHOWNT

TR
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51 YATLDRIRZAVTFT AT DB

VAT LDBEEY AT F U AT HFEIEICOWTHAL 1,

511 N—2 3 VIEHRZHERT S
IN— g UNER AR T D FIEICHOW T LET,

NFA OFEIZBI LT, NEC h A X ~v—H KR — h o Z—ZfWEDEEZIT O HESC. NEC
AR —PR—= B X —NBAF LT v T — eV a—VEEHT 5855812, EH
D NFA D IEfE/N—2 a NEREERTHOIMLERH Y £,

N—2 g U EHERT AT, Web 22— U BiERT A HEE, a2y RGO ERT L)
B0 £, Web 23— BB ARV B RIEDBI A1 3w o KD A— D 5 L &
LT EE N,

* Web 22V —NADLERT D
1. NFA ® Web =Y — /L8 L9,
2. IS —HON—Va EHREMBLET, TNTORME THRTE £,
R T oY) T,
WebSAM Network Flow Analyzer </X—3 3 & 5>-<VU U — 2 &K 5>

Bl N—= 3> 11.0.0), VU —RFF [16] OHE

Network Flow Analyzer

[Metwork Fiow Anatyzer 1.0.0-16 |

B’ 5-1 /N\—2 3 VigHERTR
«© avr RDHERT D
1. NFAV—n_—izuaZ A LET, (oot T—HF—THHMLETIHY THA,)
2. UToavwry REFEITLET,
$ rpm -g nec-nfa-controller
1. FRERNPO A=V 2 EREHERLET,
FoRIEAULLL T O Y T,
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nec-nfa-controller-</N—37 7 V& H>-<l U — 2% 5> x86 64

Bl R— 3 > 11.0.0],

S rpm -g nec-nfa-controller

nec-nfa-controller-1.0.0-16.x86_ 64

512 HY—EX%&EH. F135

NFA N#i{ET 5% —/3— LT, NFA DY — b X% FE) CilL#, £1E79 25 FIEIZ OV TRLA

LEd,

V) —2FE 6] O%G6E

NFA OV —E 2%, OS OiEd), &1k EHE) L ¢, HEyciHE), Skl £9,

NFA DA T F L AD7=h, OS #iEEN L7mFF, NFA DYV —ERADOLEEIE LD, O
EHE L72WEEAITE. NFA BT 20U TFToa~> RTHIET2 Z &R T £,

/etc/init.d/nec-nfa-service

o< Kix, NFA ——|Zroot 2—H—Tr 7 A L TETTHLERHD F7,
o Y—vREFEETLIHS., Bl start T TCa~vr REETLET,

# /etc/init.d/nec-nfa-service start

NFA DR TOT—F 7t AOREIIEITIIE, a2~ RFREVEE LT 2K

L/i‘a‘o

- Red Hat Enterprise Linux 6 D&

Starting
Starting
Starting
Starting
Starting
Starting
Starting

systemdb:
eventdb:
controller:
web server:
flowdb:
logserver:
collector:

- Red Hat Enterprise Linux 7 D&

Starting nec-nfa-service

(via systemctl) :

— o/ o/ o/ /o

OK
OK
OK
OK
OK
OK
OK

e e e e e

[

OK

]

C Y EREMIETHHA, I stop AT T FEEFTLET,

# /etc/init.d/nec-nfa-service stop

NFA DR TOT—F 7T ADOEIIIEITNIE, a2~ RIFREVEE LT 2K

LET,

- Red Hat Enterprise Linux 6 D4
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Stopping collector: [ OK ]
Stopping logserver: [ OK ]
Stopping flowdb: [ OK ]
Stopping web server: [ OK ]
Stopping controller: [ OK ]
Stopping eventdb: [ OK ]
Stopping systemdb: [ OK 1]
- Red Hat Enterprise Linux 7 D55
Stopping nec-nfa-service (via systemctl): [ OK ]
* Sl status 2T Ta~r FE2ETTUL V—EXORBEHZET LN TEE

S

# /etc/init.d/nec-nfa-service status

F—EZAREH L TCOINIE, ROLHI 7 A v b—UEFRRLET, £/, a7 NITE
DEELTOZKLET,

systemdb (pid 12340) is running...
eventdb (pid 12341) is running...
controller (pid 12342) is running...
web server (pid 12343) is running...
flowdb (pid 12344) is running...
logserver (pid 12345) is running...
collector (pid 12346) is running...

F—EZAMEILE L THWIIE, RO LI e A v b—VRFRLET, £/, 272 NITE
DEE LT3 ZELET,

systemdb is stopped
eventdb is stopped
controller is stopped
web server is stopped
flowdb is stopped
logserver is stopped
collector is stopped

513 HENFRHTSHBER—FBESZLEET S
NFA " FIHT AR — " EZEZEETHRIEEZHHA L E5,

NFA SFIHT 2R — FEBIZO>WTL, TC1 ®WEBFHT 5K — ME50—% (139 ~—
V) EBHRLTIIESN,

NFA DRI 5E R — FEZOLETEFIEIL, LLFO#EY T3,
1. rootax—¥—Tas A LET,
2. NFA OV —v 2 &= IELF4,

# /etc/init.d/nec-nfa-service stop

3. BELIEWR—FEFITHTLOIRET 7 ANEEE L, EEELTRFELET,
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BRET 7 A MTHONTIE, [#£5-1 BER— MESORE T 7 A /L EREHEHE @M@
f5) (101 X—) |, [ 52 WEFR— MR ZORET 7 AV EREHH(NEHIEE)
(101 =) | 2L TLEEN, YHEOBRET 7 A VBFEELRVERIE. 77
ANEFRUAER L T 7ZE 0,

WMET 7 AIMI<U T —F 7T ¢ L2 F V%> FITEM S TnET,

%51 BER—IFBEEOREI7AIIEHRTEEB (NEBES)
A& BEHEE
HTTPS &3 s REZ 7 AV

controller/conf/tomcat.properties
* fRERK

nfa.tomcat.https.port = 443

sFlow /X7 v M521F s RET AN
collector/conf/collector.conf
s EEEA

sflow.port = 6343

NetFlow 7347 < k. s REZ 7 AV
IPFIX /~7 v v %45

collector/conf/collector.conf
s HERA

netflow.port = 9995

RET 7 AMI<UFT—XF 7 L2 P V%> FICEHENTWET,

£52 BER—IFEESOREI 7ML LEEEHB(NEERE)
A& REIEH
7n—5—X4DB#EE | REZ 7 AV

collector/conf/flowdb.conf
s fEERA

flowdb.port = 27100

s HET AN
collector/conf/flowdb-extra.conf
s FBEEA

port = 27100

AT NEBLDB R | RET 7 AV
controller/conf/controller.properties
* fRER

systemdb.port = 27110

*REZ 7AWV
controller/conf/systemdb-extra.conf
* feEak
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R REEH

port = 27110

A NEBLDBIEE | c RET 7 AV
controller/conf/event.properties
s FREEA

eventdb.port = 27120

CBET AN
controller/conf/eventdb-extra.conf
s FEEEA

port = 27120

22 f = — i | RET 7 A

= controller/conf/controller.properties

* FRERA

message.server.port = 27200

s REZ 7 AL
collector/conf/collector.conf
s HEEEA

controller.port = 27200

ALy —agHh—t |« RET 7 AV
A EfE collector/conf/nfalog.conf
* HHERA

Port = 27210

AFEE
1 DOEEIZDOWT 2 DL EOFRET 7 A NANEHENTWER— MI, T XRTORET 7

ANERFFIREL, AUEZHZTEL T EIW, BETIREY 7 A VETHR— FEED
RBiapn b, ERICEELEREA,

VENWIE LT, 77 A7 U4 —VORELXRELET,

KRN EEHOR— FEEIZ, 7747 U +— ko T 7 ry 7 SNTWAHES
NN, R— MEEEFEOBIZIX, 77 A7 UA—/LORENEYINE DD, i
RBLTLLEEN,

NFA D% — UV 2 ZEE) LE7,

# /etc/init.d/nec-nfa-service start

P—E AR, N— FFSOERENEN NFA IS ET,
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514 WebHY—/N\—ND URL ZZHT 5
NFA LT 7 A4 25 URL 2 H+5FIEZHAL 7,

NFAIZT 72 AFTHURLDI B, RAA 4 (FQDN) AT L ENTEET, RAA
VR EET LA, SSL — N—FEHEOHF D KA A 4 #5814 D CN) 2 E T4 25 M5
N E£9,

SSL H— N—GERAEIC B 28I, B3R D nfa ssl keytool v RAMHIL
F9, FEMIE. TA.1 nfa ssl keytool (115 X—2) | 2L T EIW,
1. root =—H—TNFA — =2/ Af LET,

2. Woa<wry REEITL, HWhShizA =095 Owner [ AR LT,

# <$/ X F—JLT7T 1 L2 F%>/controller/bin/nfa ssl keytool list -v
FATHI:

# cd /opt/nec/nfa/controller/bin

# ./nfa ssl keytool list -v | grep '”“Owner'

Owner: CN=nfa.nec.com, OU=IT Operation Division, O=NEC Corporation,
L=Minato-ku, ST=Tokyo, C=JP

3. nfa ssl keytool selfcert 2 ¥ K% -dname AT a AFETIEITL, WAk
B LET,

# <$/ X F—JLT7T v L2 FU%>/controller/bin/nfa ssl keytool selfcert
—-dname <dname>

MR L7 Owner T6HD 9 B, FAA VAIZERT S5 ON DIEZZAE L THIITLET,

FATHI:

# ./nfa ssl keytool selfcert -dname "CN=nfa-new.nec.com,

OU=IT Operation Division, O=NEC Corporation, L=Minato-ku,

ST=Tokyo, C=JP"

4. AWIBRBIERIGEREFELZFITLTH b o TWERE, IEAEZHERITEEREL £,
a. RO FEFAT L GERERISEM T 5 72O OFEAEZEHA K (CSR) 2 7 7 A
M LET,

# <S4/ X F—/ILT 7 L2 FY$>/controller/bin/nfa_ssl keytool
certreq <filename>

BELIEZ7 7402, CSROWENRT XA NTHAOESNET,
b. FEBEZE4 BEK (CSR) ZFGEMICIEH L,

nfa ssl keytool certreq 2~ RTHHJL7 CSR 7 TAINVONKE ., BF
iRt L £

FREERIX. CSR ODNAEZ LI, FEAEICEL L, KA LET, BLFEHAEAE
DFGEIZIE, BFERIZ XTI A DL DEENH D 9,

c. RERIDDIEESNICBLFEHRIENAEE A R — N LET

103



H5E VATLAAUTFUA

nfa ssl keytool importcert A~V R% | -alias 4 7 a3 VIHEEETIZHE
FLET

# <S4/ X F—/)LT 7 L2 FY$>/controller/bin/nfa_ssl keytool
importcert <filename>

SE1THFIZ Failed to establish chain from reply W) A =T NER
SNTHAGGEHED T = — U NRRTE o lc 2L 2R L TWET, REER
D— FREAFERLHFHFEAEDLS A VAR — F SN TWRWATRBERH Y £4, @&
AR, A A= P RRERFEAFEZROEDE T ZE 0,

5. NFA DY —b2ZHEHLF7,

# /etc/init.d/nec-nfa-service stop
# /etc/init.d/nec-nfa-service start

6. HOEBAGAEZMHL TWDHHA. nfa_ssl_keytool exportcert ¥ KT,
Web 77 Y —ITA VR — M 2720 DFEAEEZ 7 7 A M I LET,

# <$/>XF—JLT7T 1 L2 FU%>/controller/bin/nfa ssl keytool exportcert
<filename>

<filename>\CIHERE D7 7 A M AHRETE ETH, Web 77 &7 4 — [ CFif A FEW]
BaA VE= P BEDIE, 77 A NDIET AT cor RARET 5 2 & A< HELE L
EL

nfa ssl keytool exportcert IV NCTH) L7ZRERE 7 7 A JVIZ NFAIZT 7 &
Z2FHFTXTDOWeb 77 U Y —IZEA L, £ A= FLTLLEESW, Web 7T 7 H—
ICREAEE A VR— 425 Z & TNFA D Web — =20 TFEFT7 4 v 7K
BT+ LnTEET,

Web 7T 7YV —IZREHEZ A VAR — b9 5 HEF, 11213 Web 77 7% —|Z SSL
P N—FEAEEZ A R — T2 (10X—) ] 2L TEE,

NFA P —S—QIOFREAEO THERIL, N TRETTY,

/\E/]fcfmu HIE)% Lnﬁﬁi%%\é ?LT%) %’)7:_ T%) @Hﬁ"é [T nﬁ)% J:’)T i Web 7:7
U NI HE, FRREROFEHEEZ A VA M= T L7 EOEENME LR DGERH VY F
T, FEE. RRREROIERICES T IEE W,

515 BEEZRTEEZN\VITY T, VALT7T S
NFA OBERENY 7T v 7 BIOEDOY XA R TIZOWTHBH L E9,

BRERTEDONNy 7T v 72k, NFA TREZITSTZIHERB Ny 7T v 7 T&Ed, 20D
NPT v TINBYARNTTHIET, N7 v S OREREIZRT ZENTEE

RERTEDONy 77 v 7 12iE, UTOERIZTEENETA,

s HEMELIT7n—F—X%
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s BELIEAXRV T —X

© BERLIZTA ' AEHR

EFROTF=21F, VAT ESnBWeH, VA ST ROREOERNEDOE LK £7,
Evk

ERELE TR —F =R N N TF =2 b GO TAY I T v 7 T5HELHY £, 3T
(516 2F—2% v s 7 v/ UARTTE (107°—)] #BRLTIEEN,

BEXEDONRNy I T v 73, ®COT—H e v I T v 7T 5HELITRRY . NFA OV —E X
EE LR CTET S N TEET,

VA MT7ICEHT 5 FEFE

s N T v ERITIE. TABVABRIZTE TN TWERTAL, TOD, NI T v
RS LIBEE L U A R T ROBRE TRERSNTNS T4 B RCEND DAL, Y
A NTORNZ, VA NTRERENI Ny 77 v TnOREE &R CHEEO T A 2% [F T
B2 RE LT IEEN,

TA B ADEHICTOWTOFMIE, 21 FA B A2 HTL 25 —V)] &%
LTS ZEu,

© Nyl T v T IuOREE Y A NTIHEOERE T, NFA O KA A V4 (Web $—/—(ZT7 7
T AT 572D URL) B8R 5856, SSL b — —3EEZEETH2MLERH D 77,

NI T v TROBEL U A NT DB T, I —R/V/3T *—H — kernel. shmmax ©
EERZ D0, VA NTHROBRBEOEZ Ny 77 v 7 HOBRRE LD RESEEL T
S,

Ny T w7 DBRELD H U A NTHOERED kernel.shmmax DfEDN/ N WAL,
UARTHETRIZT—EADBEEB TERWNGERH D 7,

© OBERSNTV DT AR—H =R EOFHIT, VAT LB TRARDNEID TEHES
NTEY, 7 —TFT =X HLZONHID ZLICBHINTWET, TDOEDH Ny I T v
TIHOBERE BRI DV AT LY A N7 556, VA M RORRICERL QW27
1n—7 =X OIFRD, RROFEHRENIE LR DNETCRRINDGERH Y £7,
UARTHF, B3 AT DT D0, A VA M—VEHDO 70 —F — 2 NERFL T
ROV ETHI L ERBEIDLET,

5151 RIRBREZEZN\VIT7vTT S
NFA OESRREZ /Ny 77 v 7T 5 FNEIZ DN TEH L £,
BREEREDNNy 77 v 71, NFA DY —E A ZHE L7RRETH EMT 2 Z LN TEET,
1. root = —H#—"TNFA }——lZr /1 LET,
2. Woa~vr REFEITLET,
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# <$/ >R F—JLT7T 7 L2 FU%>/controller/bin/nfa backup <path>
I <path>\2i%, N 2T v T2 MNT LT 4LV N ERELET,

EI Ay URBRENT, Ay KRERK TS L, HELEMNET 1 L
I RIS YIT 9T T 7 A MBERENTOET,

RSN NNy 2T w7 F 4 L7 U, OB ARICIREET A7 8 LT, KRUNTHEE L
TLT7EE,

5152 BEZEDN\VYITYITEZIVRATTS
NFA ORERENY 7T v 7% Y A N7 T 5 FIEICHOWTEB L E7,
Ny 2T v 7DOY ARTIL. NFA O —E R ZE L U-IRBEECERT ALENH Y £9°,
DARTIZELT, WSONEBEFELAHD £, Faijic, VA MNTICETHEESHE
(105 =~—) | L TL7EEW,
UANTHEEZBMET DEIC, 15151 BEXREEZ NNy 7T v 73425 (105 2—)] TH
HBLIERNy 2T 7T 47 b Z NFA YV —_"—CHE L TR LERH Y 97,
EVF
[51.6.1 &F—Z%_ v 77 v 745 (108 X—)] THRELERAY I T v FF 4oL WY Zff
T2 TEET, FOWRWE, 7u—FT—FA X b TF—HT) X FT ENT, BRERET
HOLMNY A2 N T ENFET,

—_—

root —#—"TNFA —_—iZu /A - LET,
2. NFA DY —EREAFIELET,
# /etc/init.d/nec-nfa-service stop
3. WDa~vy REEITL, NFA ORBERELX Y A M7 LET,
$# <84/ R F—J/LT 7 L2 F!%>/controller/bin/nfa restore <path>
G E<path>\Z1%, Ny 7T v TBREMENTNDT 4 L7 P ZIRELET,
TI—Ayb—UNERINT, A FREFKRTTLE, VA MTIIETTY,

4, RNy T v 7 HOBREL Y A NTHOERE T, NFA D KA A 4 (Web +r— — 27T
7% A3 5720 URL) B2 535681, SSL — R—fFHEOFHEE LTV E T,

YE2FNEIX, 15.1.4 Web —/R—D URL #ZEH 42 (103 2—) ] ZBRL T
Sy,

5. NFA OH¥— bt 2 &2 EE L F9,

# /etc/init.d/nec-nfa-service start
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516 &T—3%N\v 9 T7vT, YALT7T 3
BRERE, T X077 v7, BEOEDOU A RTIZOWTHALET,
BRERCBLOEET X0 —FE v 77 v 728D NFA CTREZITo-IEHRESHE L
Ta—TFT = AR NT =R ER TN I T v T THIENTEET, 2O I T v
MHBYARNTTHIET, N7 v 7TEEROREBICRT ZENTEET,
BB, BEEINZTA B AFRIIN I T v T ENFEA, TA B AFGRZTIE, Ny
7Ty TEERORBBIZECIZINT, VR RNTEEOREOERNEOEFHKY 7,
EVk
BRELIE 70 —FT =20 R T =22 GO TICRERTEDHNNy 7T v 75 H5ELH F
T, FEMNE 1515 BREEREEAZ Ny I T o7, UARTTD (104X—2) ] B LTLIZEN,

RF =B DRy s T YT E BERIED Sy 2T v 7 LIZRARY | NFA O — 2 £ EE Lz
MECHIT 5 2 L ITE E A,

Ny 7y TICET 5 EIEEIE

© T AR=F—DERNLVERES, 70 —RNEWRETIX, Ny I T v FTEHET—4
DY A ZAREE GBNOLMTBICRAZENHYET, No T v 7T —2DH 5k
ORGP DEEXREITHoMR LT ETEEL T E S0,

s RNy T v TDOF—FH A XNEE GB LI TB EIEFICREL R AEE. Ny
T TRLERITEEE R D DA BRI D D AR H Y 7,

VA R7ICEY 5 EEFE

s RNyl T v TDOF—ZY A ZXNBEE GBNHETB EIHFEFICREWIES. U A L7 AL
WZHEEEID DRI D AR H D 77,

s Nyl T v TERIEL, TABCABRIIZENLTWETA, ZOD, Xy I T v 7
ARG LTEEREE U A R T HROERBE CHERRINTND TA B RCEZN D HLAIE. Y
ARTORNZ, VA NTHREREICNNY 77 v 7 IuOBE LR CHEO 7 At A% [F U
BTG LT EEN,

TA v ADBFERIZOWTOFEMIL, 121 A48 AEZEHTL 255—V)] &5
LTS IEEN,

s Ny U T v T RDEEL Y A NT OB T, NFA D FAA 4 (Web Hr—r3—I27 7
T 29572 URL) BERR 56, SSL YV —_—EEZEETLIMLERH D 7,

s Ny U7 v T RROREE Y A MTHEORE T, U —F//3T A —X — kernel. shmmax O

EERA D7 VA NTROREOEZ NNy 77 v 7T IHOREL D RESHEEL TS
S,
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5.1.6.1

N T v 7 IDERE LY H U R N7 OB O kernel. shmmax OfEDN/N WAL,
UARTETHICT—EAREB TERWEERH Y 7,

ET—RFN\YITVvITTS

BRERE, BT 42 L RNy T7y 7T 5FIEEZHAL T,

BT —HD—F5X 0 7T v T ILNFA OV —E R &8I LIREETOAE T H Z LN TE
‘i‘j‘o

N7 v 7ICEHLT, WSONEEBEFELNHY £4, Fajlc, Ny 77 v 7IC+ 57
BEHIE (107 X—Y) ] 22 LTI,

1.
2.

root t—%—"T NFA —_—lca /(1 LE7,
Ny 7T v TRBOBIEDY A RefB LET,
WDa~y REFEITL, A AR L T &0,

# du -sm <§T—HXTs L2 FUJs>/{controller,collector}/{conf,db}

AL, e 07 ¢ Lo b U BN MB L TRRENE T, ZoRShizliTaahi
LTL7EE,

FATH:

# du -sm /opt/nec/nfa/{controller,collector}/{conf,db}
1 /opt/nec/nfa/controller/conf

92 /opt/nec/nfa/controller/db

1 /opt/nec/nfa/collector/conf

1016208 /opt/nec/nfa/collector/db
ZOBITIE, mRTKI993GBRRED /Ny 7T v FH A T2 £,
NFA OH— b 2 ZfE 1 Lk 4,

# /etc/init.d/nec-nfa-service stop

WDa< REFEITLET,

# <$A/ >R F—J)LT 7L 2O FU%>/controller/bin/nfa backup -full <path>
Sl <path>\2ik, No 77 v TEWNTHT 4 L7 N ERIEELET, Ritb -1z
Ny Ty TH AR LT, T RREEREVPDHLT A AV ZHWET DL O ITHEER
LTL7EEW,
TRy UREREAP, Ty FRERE TS L. I LT 1 L
IRV 7T T T 7 ANNPERINLTNET,
AEER
Ny VT T DA XL ->TE, A~y RO T £ TICERFH D S BA-FE# 22 560
bV ET,

NFA OH— v R &E#) LET,
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# /etc/init.d/nec-nfa-service start

ERRENTZ AN 7T v 7T 4 b7 b VIR, OREREEARITIRGET 570 & LT, RENZHRE L
TLEEWY,

5162 &T—3DNNY O TV TEZIVRIT7T S
BRERE, BT 40Oy T v 7Y A NTTHFIELZHAL £,
Ny 7T v 7OV ARNTIE, NFA DY —ERA%EIE LRECTET 24BN H Y 77,

DARTIZELT, WSONEBEFELHD £, Faic, VA MNTICETHEZSFE
(107 =—) | ML TLLTEE0,

VA MTAHEEZRBBT SRS, 15161 &7 —X%2 v 77 v 795 (108 <—)] TH
HBLIEARNY T 7T 47 MU Z NFA B —R—CEE L TBLERHD £7,

1. root t—H%—TNFA YV —R_—i2a /A LE7,
2. NFA OV —v 2 &= IELE4,

# /etc/init.d/nec-nfa-service stop

3. WOa~vy REFEITL, NFAOREXREZ Y A NT LET,
# <3/ X F—J)LT 7 L2 FYs>/controller/bin/nfa_restore -full <path>
BIM<path>\21k, Nv 2T v TPMENTWET 4 L7 MY RRELET,
TT—AyE—UNRFRINT, av U RPEFKTTLE, VXA RMTIIETTT,
AEE
Ny I T o TDOYA RN TIE, 2~ ROSET £ TITHERE D B H AR 20 2 55 53
HYFET,

4, RNy T v 7 uOBREL Y A NTHOERE T, NFA O KA A 4 (Web r— "— 27T
7B AT 5720 URL) BN/ 585610, SSL — —fEAEO BHIEELI TV E T,

YE2FNEIX, 75.1.4 Web —/"—®D URL Z#ZEH 42 (103 2—) ] ZBZRL T
YA

5. NFA OH¥—bE 2 &2 E) L F9,

# /etc/init.d/nec-nfa-service start

52 7O0—T—2DOEEIZDI\T

NFA CliE. ZELF-70—FT — 4527 —HAXR—2Z VW TEHRLWEST, ZZ2TliE., 7
10— — 2 OEFOMAFIAZ DOV TIA L £ 97,
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521 720—T7T—32DRFEHMEAHNIEB(ZDINT

NFA TliE, REO 7 4u—T7— X &[RonicT 4 A7 BFEOT TEHYMRFET 272010, %
BLiz7ue—F—2%LT0 [£53 7o—F—Z Ok E LR (110 2—) ] TR
THATREE] Z L ICENCGLOLE) L, T— X DRIEZEZ THREFFLTWET, £7/7-. NFA T
X, T — X ORLEZ E IR 2R TR Y R 2B T — X 2 WEE LT, R
FHMT=2— =2 LTS5y TEET,

£ 53 JTO—T—5 DOHE L REFHM

T — % O BE (B 452 B ) T 24V FOREHAR R HAM O 2 5 B BE &
153 24 W# 2~168 W]
10 %> 72 B 12~336 B
60 47 14 A 4~60 Hft
6 ME[H] 60 HfH 14~365 HH
24 W 365 HIH 60~1095 H [#]
7H 1095 HH 365~2190 HH

70— — 5 OERLETIE, BT Z LIS T O 7 507 n—%— 3 R TR0 7
H—F— 2 AR LT 1 DIcE L kT

1. HEXIXLIPT KL
2. JEHEIPT RLA

3. HEILAR— NES

4. sEeAR— NER
5. IP 7o hajiu

6. ToS /XA K(DSCP)

7. ANAEZ—=T AR

X 5T, NFA T, 77— — X OERBICNERT 4 AVEHEZ 2z b=, kit
DOEFKMIITIMZ T, LFO X 9 2B ATV E T,

o HTIF LI, WBEEDOL W AL 1,000 7 0 —F TOTF—F DIk 2 7 ot &
LCEBLUET,

o FA71,000 7 —ICEENRVWTFMDO T a—F—Z|ZOWTiL, [ZFoft) o7a—L
LT, £ LTEHRLET,

522 TA4RVERENRIKRLYGE

FEL-7u—F— 2 2B BT OB RT 4 AZERED REDL D FEICOWD
THBALET,

7a =74 O, BRICLERT 4 A7 AR NFA BEET 507 2R -4 —0Dh
B, BLO, 7o —OREFEICEBRLCNET, £, 1521 7u—F =X ORFRH
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EALDILERZ DN T (110 —) | TR L7y, 7u—7—X2 2T A RFHE., 8L
BB ZE o k7 0 —%0%. NFA THESNTWET, 207, 7a—75—X DL
BT 4 A HHAEO BRI, 2o E2BFEx-HERANLOE T A LN TEE T,

AERE

T AR L —DEFNENHERE, Ta—F—F OV A RIFEFICRELRDIZD, T4 RV
DIEEFRIMBT 5 RN DY £T, T4 R7BHEBTHE FHOT7 0 —F— 2 N%ETE
R, BEE LTIERICBETE R RV ET, T4 A7FRPMEBLARNES | k7 n—K

(=

DU R CGRHRT 2 2 L 2R L ET,

AR 22 G 52 U P IS L £ 9,

1.

NFA CEHTAITZ I AR—FZ—DEHEHR L ET,
S OERICBWTENT 52 TENHIUE, KA ERR A L £,

7 —ORFHIR AR L. 74 A7 ZEEH TERT 2882 U FoHRANLH
HLET,

TREFHAIFRZL P =P1 x 60 + P2 x 6 + P3 x 24 + P4 x 4+ P5+ P6 + 7

© PL: 1 SpRIEET — X OLRFFHAMICHNL © IF)

o« P2: 10 SVRIEET — & OURFHIAFI (AT © #)

 P3:60 SVRIET — & OURFHHFIHAT : )

o P4: 6 BETKIE T — % ORI (AL : H)

o P5:24 BERPRLE T — % ORFFHIMEAL © B)

« P6:7 HRLET — X ORFFAGENT : A)

FHEAE RO/ MUELLTIEEI Y BF T2 &0,
REFHIRIN T 7 v MED E £ ThIUX, FEIE 2970 L7220 £,
EVFk

70 —7 — 2 xT ARFEIB OEFICOWTIE, [52.1 7 v —F — X ORFFHIR & AL
HIZOWT (110 =) ] ZZRL TV,

BRI D 7 v —ORAMEN SHOVE 7 v =5zt LET,

7 —OREHE L, EHREICBWT 1 RN ES Y v v a ComBENEAL T
WHDON BB XFORETRD E4,

UTOFERICHTIID T, T4 AVFBEORBLEFERHLET,
T4 A7 HEHEOHZ[MB]=(N+5)xPxLx0.000415+ A x 0.15 + 10,000 [MB]
* N:NFA BVEBFLT D7 AR —F —DEH

FIE 1 THEFB L72EZRALTEER L ET,
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* P:NFA ORFHIMIC B L 2T 24685
FlE 2 CHER LTEEZRALTHELET,

o L: BUZREE Z L ICRFF T DR R 7 v —H
F 7 4V b T, K TENA 1,000 7 20— &9 5720, 1,000 € L £,
g
RR7a—BEERLIGAET, AR LEEASZZBICLCHELTIEE N, kK7

2—HOERIZONTIE, 1523 RETLHL70—Ho ERE2EETL (112 X—) |
EZL TSN,

o A:NFADNZELT- 1 HEOEE 7 a—3%
FIE 3 CTHER LT EMRALTEELET,

sTEBHI

T AR—HZ—DEENS0H . 70— —XIZxT HRFFHARM - BAREF S & ok 7
o —¥R3T 7 b Ml 1 S5BONYE 7 a—328 600,000 7 2 —OEA1%. LD X 5 g
BRSS9,

* N=50

* P=2970(24 x60+72x6+ 14 x24+60x4+365+1095+7)
* L=1,000

* A =600,000

© FuRAIERAEORZ =(50+5) % 2,970 x 1,000 x 0.000415 + 600,000 x 0.15 + 10,000 =
163.9GB

523 REBETEZ3IJ0—HDOLEFLEEST S
REFT 2D 70— R EEE T 5 HFIEICHOW TR L £97,

NFA TlE, 74+ /V FOEIEE LT, =7 AR—F— BRG] Z & 12 B2 1,000 7 2 —%
REELET,

O, REICIVEETEET,
AFEE
Ta—o ERMEEZ RELT5HE . NFA — "=k 58BN LET, LoT, F#4 5

T AR—Z—DEERL 7 a—DZEE, vV ARy VEHOREEIZE > TL, EFEMICEAN &
720 NFA D EFICEIELZ2WGEERH Y £77,

EEROBEERBLIC T 1 B UL EM SR T, LUF O L5 2Bl T, EF BB 2 &2 T
TS,
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© TV AR—Z—EFHEHICT, HT7 AR—F —O[BRBRERZCEALFEEL TN
é:o

© By vaR— FEE, T/ AK—F—HREECCT 0 —F— 2 RBRTES 2L,

1. REEREMmmZ R LET,
[SRTLEBEPRIERE]|ZZ Vv 7 LET,

2. [ZA—FT—4OLBBIOA MK L, REFT2 70 —7 =20 LREEZHELE
‘g_o

7 a—#o FRREIX 1,000~10,000 D& CTIHEE L £, =7 AR—F —DEH%EH
L L7oGA, UTOHEZBZIZL T 7EEN,
18~108

{7 10,000 7 v —

1M1 E5~208

A7 6,000 7 = —

21B8~305

457 3,000 7 = —

31ABUE
PRARITHERE L 8 A,
EVb
s UTOREZ 7 ANERET DI LTI FRBALETHZ b TEET, 774

IVBFLE LR WDEEAIT, FRICER L T2 &V, B, [YRATLBH>(RIBERTE])
LEB LGS, AREZ7 7 ANVORAFIT EEZINET,

e T ANDWmRERZIT. REEZTANITDHTEOICNFA —EREZFHEHH L T E 0,

o <$TF—HFTr L2 FUs>/controller/conf/flowdb.properties

« UTD6 2ORETHESNTWDEE, T XCHUEICETLET,

flowdb.table.record.limit.1l = 1000
flowdb.table.record.limit.2 = 1000
flowdb.table.record.limit.3 = 1000
flowdb.table.record.limit.4 = 1000
flowdb.table.record.limit.5 = 1000
flowdb.table.record.limit.6 = 1000

524 70— REHEELEET S
REFT 2D 70— LR EEE T 5 HIEICHOW TR L £97,
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NFA TiZ., 1521 7o—7 =% ORFFHIH & ALDRIRITDONT (110 X—) | 1ZFENT,
Tn—F = T = Z_N= A RFFT DRSO TN ET

eV

7o —52 7 o — ORI O FREEZ/NES S LTHDLERICT — 2 BNHEIBREN D £ T, 50
540 SR ORI A L E 4,

1.

BREER E M 2 2R L E T,
[VRATLEEP>RERE |27 ) v 7 LET,

[78—F—2 DREFJ/EIO/AANMITK L, REFT D7 0 —F —Z ORI £ 3%
ELET,

BETHHERFHMIZIENSIEF I CEN R ZRET O LERDLY £3, F2EXM1 5
BIET—R ORI 36 B 28 € L7125 81%. [10 SHET—42 11 36 K 2L E
ORI ZHET HILENH Y 77,
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Tk A. A FJT7L 2R

NFA Ot a~ 2 RlcoW TP L7,

A.1 nfa_ssl_keytool
HTTPS i#ifE T % SSL #— "—FEH EDO MR L OVERIZ{T 9 2~ R T,

Zoa~ R, Javakeytool =+ 2 R OBERE 2 ARG AT WLT WETREET 2 7 v
N—ax RTY, Kavr R bEMNTE 5886EI%. Java keytool =~ RDO—H# DA T
T, £70. BIEOLRTRENIL, Javakeytool 2~ RiZHhbETWET,

Javakeytool =~ > FOFEMIL, ATD URL 2L T 72E 0,

http://docs.oracle.com/javase/jp/8/docs/technotes/tools/unix/keytool.html 1
Java keytool =~ > RN & OFESIXROMEY TH,

© HIDBIEIT genkeypair M EDY T av RA4EBELET, V7 a~vr FOFl
£ DAEEAIC - I3 E FH AL

s RKa<w  FTIE.F—ANTDO/NRNRF<sF—F 577 L2 F!J%>/controller/conf/serve
r.keystore [ E TJ,

* genkeypair W7 a~vr N&FE[TTHE, F—ANTDONRRAT—R F—XNTHOT
YRV —DRL, BEONAT— RPN T 7 A VICFEER S IVE T,

<§sTF—HX T LY F1)s>/controller/conf/tomcat.properties

Ty A IR SN ARG R, SEY T av R T-storepass, -alias, -keypass
I a B LTCERICEEBTHEN SN E T, D7), 5IEOFEER Z fie/MRIZH
ATavy REETTH LB TEET,

* -—keyalg., -validity A7 > a D5 7 /b MENRERY 9,

* initstore EWHOMBDY T o~ RE2FEELTWET,

INR

<SA VR F—)LT7 L2 F1J$>/controller/bin/nfa ssl keytool

iz =0

nfa ssl keytool genkeypair [-help] [-storepass PASS] [-alias ALIAS]
[-keypass KEYPASS] [-keyalg KEYALG] [-keysize KEYSIZE] [-sigalg SIGALG]
[-validity DAYS] [-dname DNAME]

*1  Z@®URL X, 20173 HBREDO LD TT,
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nfa ssl keytool selfcert [-help] [-storepass PASS] [-alias ALIAS]
[-keypass KEYPASS] [-sigalg SIGALG] [-validity DAYS] [-dname DNAME]
nfa ssl keytool certreq [-help] [-storepass PASS] [-alias ALIAS]

[-keypass KEYPASS] FILE

nfa ssl keytool importcert [-help] [-storepass PASS] [-alias ALIAS]

[-keypass KEYPASS] FILE

nfa ssl keytool exportcert [-help] [-storepass PASS] [-alias ALIAS] FILE

nfa ssl keytool storepasswd [-help] [-storepass PASS] [-new NEWPASS]

nfa ssl keytool keypasswd [-help] [-storepass PASS] [-alias ALIAS]
[-keypass KEYPASS] [-new NEWPASS]

nfa ssl keytool list [-help] [-storepass PASS] [-alias ALIAS] [-rfc | -V]

nfa ssl keytool delete [-help] [-storepass PASS] [-alias ALIAS]

nfa ssl keytool initstore [-help]

nfa ssl keytool -help

atBA
&7 3~y FOBRIZROMY T,

genkeypair

FEORT (NGRS JOBET 5 IEARE) 2R L, F—A MTITHELET, £,
Web Hr— N—ER LT AT 2720 DIFHRELLTOT7 7 A MZEHEEHLET,

<¢F—HXF 1 L2 F1)s>/controller/conf/tomcat.properties

selfcert

F—A T2 b —OFIIHT 5 B CEAGEHZFZER L £

certreq

PKCS#10 JEA &l - TREFIFEE 4 23K (CSR) 4R L £ 7,

importcert

77 ANVPOREAEEITGREAET = — 2 HAIRYD . F— A MM L ET,
exportcert

FEREZ X — X T D BEi A N T U5 T ROFEHEE LT 7 A LI
Li‘aﬁo

storepasswd
X—ARTONRAT—REERLET,

keypasswd
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F—A LT Y —DPEARAT— FEETLET,

list

FFEDF—A KTy M) — FHEF—A NT2ERONEERRLET,
delete

F—A FThLEEDOT S MY —ZHIBRLET,

initstore

F—RA T 77 ANEHIBRLET,

518

-storepass PASS

F—A KT ONRAT—RERELET,

genkeypair 7 a~ v ROETRICEME L2 A1E, a2~ RETHIZANRAT— RO
ADBRRDOENET, THUNOY T a~w 2 FOETRICEKLESEIX.
tomcat.properties 7 7 A /L HatA Mo TAEZEH L £ 7,

-alias ALIAS

F—RARTHOZ ) —DORL4EZIREL£7,

genkeypair %7 I~ ROEITRHZEM L72GA1E, 7 7 4V MED Ttomcat) 23M#H
SNFET, F7o, list BT a~r ROETFRHIIEIE LI2GEIE, T XTOx s Y =7
KB/ £, FNLANOT T a~ 2 ROFEITRIZEM L7854 13. tomcat.properties
T AP A S TAEEFEH L ET,

-keypass KEYPASS

BONAT— REREELET,

genkeypair 7 a~ v ROETRICEM L7256 1E, 2~ RFETHIZNAT—FROD
ADBRRDOENET, THUNOY T a~w 2 FROETRICEKLESSIX.
tomcat.properties 7 7 A L HatA M S TAEZEH L £ 7,

-keyalg KEYALG

BEOR BT LT XL ZIRELET, [RSAJ. DSAJ. [EC| L& FETHZ &0
T&F4, 74/ ME [RSA] TT,

~-keyalg, B WN-sigalg IZHETEHT7 LT Y X A—& X, Java B (b7 —F7 7
Fyr—APIIHE & U 7 7 LU A2 2B L TLEEN,

-keysize KEYSIZE

AR D8O A XefaELET,

*2

Z®D URL IE, 2017 %3 ABEDOH DT,
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FRETREZR R L OF 7 4 /L ML, Java keytool DfEARICHEML L CUvE 4,
-sigalg SIGALG
HOBAGEAFICEA LT DL EIMESITALITY XL ERELET,

FBET DT/ Y XAIL, -keyalg & AHMEDOH D L O TRIFIUX2 D A, FRER
HEZMER L O 7 4V MEIE, Java keytool DfEARIZHERL L TV E T,

-validity DAYS

HOBAMHENANE RSN EEZHEELET, 0~ 365000 NIEETEET,
T 7 IV M 3650 (£ 10 4F) T,

-dname DNAME
H O B4 GEHED issuer 7 4 —/L R & subject 7 4 —/L K& LT H X.500 #5448
ELET,
WA EFRE Liso 25803, o~y REITRICHENA DA D ZRD LvE T,
-new NEWPASS

F—ANTELITRBONAY — REEETHERC, BEZLO/NAY— REREELET,
Bl LT-%E0E, a2~<2 RETHICRRAT—=ROATIRRO HiLET,
-rfc

list B 7 a~xr FOWNBERIBEA 7> a T, TR b7 X CREEOW
AN EnET,

v AT a  ERIFFICIEET A Z EITTEEEA,

list ¥ 7 a2 ROMHERIBEAS 7> 3 o TF, AR FHIZ LD TX 5B TEF
BHEONEFFMNH IS E T,

—rfc A a s ERIFCHETAZ EIXTE A,

-help
awy KRR, 7K o~y ROFEHFEEFRLET,

RYIE
RIRFICIE 0 232 LE T, KIS L 0 UKD A5 L £,

A.2 nfa_flow_export

T BN AN SN T BT — 5 RO CSV 7 7 A M AT Hav v KT
T,
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Ra<w FiE, CSV 7 7 A N~HAT 27 n—F =2 ORHH LR, 1 K05 &9 2 Wi
MEEHELT, FATLET,

. XI&BLIBHT— X OFEE
F—H OFEHEIT. KREL ST TUTDO 2 >0EENH Y £1°,
- TV AR—H—1BICEBR L7 e —F —X
- BT AR—B—DIFREF LD, Xy NTV—IBEO T 0 —F—X
Py M= REOT70—F =X F I AR—=Z—BIOA L H—T A ADiE
S, TSV — gy, EETHEEIPT RLUA, IP 7 u fa/b, EE /5650
AS T @D 5 FHEAN HEIN L £77,
s KB LITHT—HDRIE

NFA TIE—EPHM T iz, 7u =7 =X Z2HE LD L, T —F ORELZEZ T
REFLTOWET, EOREDT—Z 2T 200, NTA—F—LLTHELET,
T =& ORLE L IOMBEOFEMIT, 1521 710 —F — 4% ORFHAM & AUz S
T (110 ~—=2) ] 2L TS,

o X5l 35 HIM
HNT 257 —2OBARKEEK THRRAZIEEL T, 7—2 & LET,

F7-. EHMICHRYIRLFETTH-00F—RE LT, miEIH QK TRZILLIE D
T2 EMNTHEVWHIFREDHELHY £97,
T =X OFEFEORE . MR oMz, BT 5 70 -7 =X ZREIZE > TRV IATIEE
(ZANZ YR, CSV 77 A NVDWH N ELFEELET,
av L RONRTA—F—DIFEFIEZ, a~vr Rog/8 e LTEBERET A HEE., T
A= —BRET 7ANIEH L THRETDHEO 2B RHY £3, <~ Fos|¥# L
LCHEBERETH LA, 1BOFEITTHATEI7e—7—X 3 1 EEHICRY £7, &E
TrANEHNSE N FOETTTEREEO 7 a—F—2DCSV 77 ANV EHTHZ &
NTEET,

HI1E5 CSV 7 7 A VDR IE, TA22 H)CSV 77 A DAl (128 2—) ] &5
LT &,

INR

<A VR =T 7LD F1$>/collector/bin/nfa flow export

o

iz =X

nfa flow export -type DATATYPE -level { 1 | 2 | 3 | 4 | 5 | 6 }
{-period START END | -continue} -out OUTDIR [OPTIONS...]

nfa flow export -file FILEPATH
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nfa flow export -help

S (NS A—F2—Z2AT U FEIHTEEY 5155)
-type DATATYPE

HMHhT 7 —2 24T 2BELET, HELHATT, HETE L7 =2 %A FITLT
-’C:\\j—o

exporter EXPORTER[:INTERFACE]

BELIEDZ ) AR—EZ—BIOFEDAL v Z—T oA ADTu—F—2 2 L%
9, exporter ¥—V— NIZHWT, T AR—HF—ZHELET, =7 AKR—
=T I BIXOAS X —T 2 A AR ETHILE T FEA X —T =1
ARE LT =2 &2 HIIT5Z b TEET,

T ARG = A =T 2 A AFTNEN N DORIFEAETY, T7 AR—
B0 B —T = A ADFREICIT, R OMIZIP 7 R L AKX iflndex fE, IF 7
N—T2REBMATEET, M MEORESNCHET 24 (124 ~—) |
EHRLTLIIEEN,

traffic

BT AR—F— A =T A AQOWERICET LI Ve —FT—FZ2H N LE
‘gﬁo

app
Sy NT—I kDT ) r— g AT A7 —F— 2R LET,
ipaddr

Fy FT—ZBEKOIP T RLAGBETY FEA Y MICET 2 70 —F— % %1
HLET,

ipprot
Xy NU—J 2RO P 7a haVitld 57— —2 %M LET,
as

Xy U= 2ED AS FZIHET L7 n—HRaH I LET,

devel {1|2|3[4]5|6}
T AR—=RNTHT—FOREEZ L~V ERT 1~6 OFETHEELET, FHEXLHET

R

LL e F =2 OREDORRIT [ 7 v —7 — 2 ORE L E ATREMIR O BIfR (122 ~—
V)] EZRLTIIES N,

-period START END

Hhd570—7—2OHROEKBEERBLIOK THRZ2EE LE T, -period £/
lX-continue DWITN—FHFEHEELET, WM HFRRFIIEEITTE EE A,

120



kA, 2~ RV 7710

HEFIX, yyyymmdd & 72 1% yyyymmddhhmm[ss] DETHE L £ 97,

“level IZFEE L7 L-ULIZIN U T, B HEFE T HEFOIRIZHIEN H U 9, FHHH
X T —7—X2OhELIRE R OMGE (122 X—2) ] 2B L T EEN,

-continue

AIRISEATRRCH ) Lzt O 7 o —F — 2 b BRERL E To7n—T—2 27
HEEICHE LE T, -continue £72ld-period DWITNN—FHFEZFELET, Wl
FFFICHEIXTTE A,

—out THRE LT 4 L7 b UICKT D HIEIFATRICIE, FATRZORLED ATV, 7
n—7 =2 I LER A, REIE TN 7 n—FT =22 LET,

—level WHRE LI LR LT, —ED-continue FI{T TH T 2 HEIZHIRDS
HYET, FEMIL (7 e —F7 —XORE LREREMBE ORFR (122 X—) ) &ML
TLEE,

-out
HAO%kT v 7 NV ERELET, fREMLHTT,

wset S A ETAIAAR AN ADIREN ATRE TS, FBET D7 4 L7 b U IZEANSIER LT
BIBERDHY £,

-filter CONDITIONS

MO 270 =7 —=Z 2RV IADREERELET, RMELHEET L L. ORI
BT o7u—T—2OHRMNEINET,

SRR IR E AL T 7 o v 2 =R fRE L (123 X—V) ] #2R LTI 7EE0,
~full

BEIZIEFRREINR D, FEl 7 e—FRbao T h LET, HIRNFOELIZON
Tit, TA22 HHICSV 77 A LD (128 =) ) 2L T E &V,

-type |Z exporter ZIEE LIZHGEIHEHTE 547 a2 - TF,
-limit vV
1 BIOFETTHAT D7 0 =7 —=Z OB ORREZIEE L E9, 815 &(byte HAL)D
T un—7—=ZnbIEICHA L, FBEFEEBA L7 —T =2 IHO LEE A,
A L22WEAIE, HOERORIRZITOEE A,
-limit-by-packet

-limit A7V g o THEEIR S D BRO AR 2 (5 B (byte HAL) DL WIEN G |
WEANT y NS WVIRICEE L ET,

-line N

CSV 7 7AW DICHNTHHRRITERERELET, BELRZWEEIX, 1 774 vdH
720 6553547 CH AN LET, fEETE D AKMEIX 1,048,575 T,
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HMHT 2T —=2N 1207 7 A VIELRWGEIX, 77 A NVESEILET, HElS
Ni=7 7 ANME, 77 ANVAKREN 00lesv,  002.csv DL D IEFIZ/RY 5,

-no-header

BETHE. CSV 77 A NVHD 1ITEIC~NYy X —T 4 — /L R{TH2H T LERA,

BIB(INTDA—F—FHRET7AILTRRET HI5E)

-file FILE
NTRA—H =W L T-RET 7 ANORTA—H—RET 7AW EREL T, AKa~
v REFEITLET,
WRIGA—R—BET 7 ANEBFERTHZ LT, 1HOa~vy RTEHEOMSIZT L—#E
TT—2HITHIENRTEET, IRBREEOLGHEIT. "NTA—F—RET 7 AV &
Wl L CEITTDHZE2HREL £,
RITRA=H—BRET 7 A NDOERIZONTIE, TA21 RNTIAXA—=H—RET 7 A ILVDIE
A (126 X—) ] 2L TITEEN,

515 (£ Dfth)

-help
A~y NOMMGEEZFRLET,

RY1E
FHRHCIE 0 238 L5, MO IS 0 LA 238 L 7,

J0—T7—3DHE LIETEFREHIR OB EZR

Ta—7 =Xk, TAOREI LI LV ESTTRELTVWEY, Kavr Fo-
period CIEE T D fi/DRFEIME « e KIFFEME X, L~ L T EIZkE > TWET, [FAERIC, -
continue THEATT HBRIC—EITH I TE B HRKREFHEL L XLV Z LIk E->TWVET,

(A1 77— —HXOhE L fRERIM OXIRE (122 X—V) ] 12, L)L T LDk
JINERREINE 35 L O KIFEmE 2 7x L £ 97,

KA1 JO—T—2OHE L EERREHMMOMGR

LR T — 3 DL (B B ) &/NEIE =P N[
1 145y 153 60 47
2 10 %7 10 43 12 FEfH
3 60 5y 60 3 3 A
4 6 IRE[H] 6 IRE[H] 14 H
5 24 W 24 IF 60 H
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LR T— 3 ORI (B AR ) B/ BRAErEE
6 7 H 7H 365 H

—period THRET HREMIEIL, 2O DEOFHICINE D L OICHREL T ZE W, filx
1. 2017/4/1 D 10:00 225 L~ 1 O F RKFFEIE(60 43) T7 — & & 13 235813, -period
201704011000 201704011059 CFRE L £7°,

—continue TEMMICH T 2LE1E. S KEFRIE O B RE OB CTH Y IR LIETTH Z
CEWIRELET, £, BBEOFETOHORERERMEZ B2 N EWTGE1. -
continue ([Z XDV K LFEITOMBEEZ —FFICkD 5 &, L0 U IRFFZIEBE VD <
ZLEMTEET,

EVR

-continue EITN, 70 —FT —F NIFE LW L TIEITESND E, CSV 7 7 A VT
SINT, RGO DA OFFOAEFINET, B, REMEAT 742V F T LUL T O
F— R T D EITR B D106 30 BRI ZE W R A E 2 £, Z ORI T-continue & %E
1795 & R4 B 2B 2 TWA T2 CSV 7 7 A VT En$. K% o 228 29
R RT(30 FEMI AT & e KIFRINE 60 70 1%) & itdk SN E T, ZDOHAE L. —continue DFEFT &l
LTIT9H 2 & T IR FFANZIBENS 2 ENTEET,

F— 2 ORI BT A 2T, [5.2.1 7 —F — % OB & SO MERIZ >V T (110 ~2—
D) BBRLTLITEEN,

T4 W2 —FHDIEEAE
T AN —RMEL, T4 NE—DLARTERMFICHEET AL =) THEALTHEELET,
[=] OFFBIITZEAZ ANLET A,

FBETEL 7 4 VE—FMHITLFO®EY T,
* exporter=EXPORTER[:INTERFACE][,EXPORTER[:INTERFACE]...]

T AR—=HZ =TT 4 NHZ ) THEITVWET, =7 AR—=FZ—ZHEW\WT ] BLOA
V=T 2 A AERETDHIE T HEA VA —T oA AZPELT T4 NHZ T T L
i‘é‘o

T AR—H =R F—T =2 ADFEITIL. FRLDMIZIP 7 KL A iflndex
B, IF 7 —74 7 EbfHTEE9, it MEofEeEXICET oM (124 <—
D) EBRLTLLIEE N,

—type /3 traffic, app. ipaddr. ipprot. as DLGEICEHNR T 4 VX —T7,
* ipprot=PROTOCOL[,PROTOCOL...]

IP7a haV T4 NEZ ) TEITHNET, IP7a ha gL FEF-IEIP 7 baLd
FNRETEXET,

—-type M exporter F 7213 ipprot DLGAICH N2 7 4 VX —TT,
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* srcip=IPADDR[,IPADDR...]

BEITLIPT FLATT A NE ) T aiT0ET,

-type M exporter F 721X ipaddr DL AICEHN 27 4 VX —T,
* dstip=IPADDR[,IPADDR...]

FEEIP 7 RLATT 4 VB ) TEATOVET,

—type M exporter £721% ipaddr DEAITH NIRRT 4 VHE —T7,
*  app=APPLICATION[,APPLICATION...]

TV r—=2a BT TANEY T EITOET,

—type 7’ exporter E£721% app DBAITHN R T 4 VW FZ—T1,
* srcendpt=GROUP[,GROUP...]

FETXTT S RRA L NI N—=THTTANE Y T HATNET,

~type M exporter £721% ipaddr DBEAITHNIR T 4 )V H —TT,
* dstendpt=GROUP[,GROUP...]

T RIRA L NI N—=THTTANE ) T H2ITVET,

—type 7’ exporter £721% ipaddr DBAIWTHE R 7 4 N Z — T,
* srcas=AS[,4S...]

EETASEZTTANZ ) T HITVET,

—-type M exporter £ 721 as DIFEITHZ R 7 4 VX —T7,
*  dstas=AS[,4S...]

SIS ASEFTT A NT Y T HITWET,

—type M exporter £771% as DFAIWTHN 2T 4 NV EZ—TT,

ZFNENDORMEOAEDIT, ar~XKUY THEEW D Z LT, WINDLOEIZ—ET 556
WCH 195, W0 ORFIETTZANHE ) T ERT2FT, ar~ORIMZIZITZEAZ AT
WCHRELET,

T, HEORME A=A TR > THRETH Z & T, T TCOEMI—ET HHEICH
45, EWVWHI ANDSRIETT 4 NEZ ) T aIT2E9,

EDHRREERICET 5EE
© U AR—H—DIFE

RKa<w F T2 AR—F—%BETHEITTIX, Brsh, X IP T FLUANREE
TEET,
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T AR—=FZ—ZIZEENIHLFDOI>H, a0k, A ¥ =T AFELD
XEIY L7 LRI BERZFFOOT, an 2048055055813, 2 n s OE
AN N\ ZHALCZ A —73 50 NRHY £,

EVEk

bash 2 EDY =V TlX, a~ FKIA4 L ET N ZANT5DE, koA r—75Fd L
THAE SN, XTE LTEBEINZWEEERZH Y 9, FOGE. HEDCATIERE 7 4 —
R R TS 2 LT, ELLSIETEET,

fl) =7 AR—H —%4 7% Asystem:exporter] DEH

# ./nfa flow export -type exporter 'Asystem\:exporterl:GBEO/1' ...

* A H =T A ADIRE
RKa<wy RTAVE—T = AERETHETTIX. T, E720 iflndex E2MEE
TXFET, 7. FINA—THLLIEETXET,

AU H—=T 2 A AZITHONWTH, T AR—F—4 LRBRIC, 2o OBk
FoOT, aursZ20b0rE0 5581, auOEANS N\ ZFHAL T A7 —
TTAHMERH Y £,

* IP 7' FaLORRE
ARa< RTADARERIP 7o b abABLOIP 71 b 2b3F 513, TANA 23AB L
T % Protocol Numbers D EFRICHEML L TWET, IP 7' h a2 /L4 DOFEE TIL, KX
T NSRRI S AVE T
http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtm] *3

© T ANZ—RFDEDIEE

T 4 NVE—REOEAEONE, 2~ XYY TEHEOEEZRET 22N TEET, &
HEIC 2y ~Z DL DEED AL, ary~DOEENC N\ 2HAL T Ar—79
HVBENH D F9,

s O U RIAUMNOLDEAZRETMEDTEE

T AR—=E =R, B =T oA AL T ANE O E . AT G T
a<w RIAUNBIRET DL, ZZAELTENSIEOUINE & L CE#S., BEXEY
DIENRETE EHE A,

FET2HEICEAXTREENDGEIE, MefFE 74— M7 R ") THAET,

TIEER

s Ko~ REEITTHOIIE, NFAT—EANEE L TWALERHY £9, £72.
Ka< R, root 21—V —DOHFETTEET,

*3  Z O URLIE, 2017 4E3 ABRED LD T,
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T AR—H — TR THRET DB A CRRA ZFFOT 7 AR — 2 — P EEAFET
Ll MG E—BIBETE WD, =7 L0 Ed, EET IR A ERO T
AR—H —EfRETDHHEIE. BRLDONRDOVIZIP T RLATHRET 20, T4 n
HELZOVEIIZARATEERE L TEE W,

FREIC 1 DDy AR—FZ—ITE@THA v F—T oA AL [F I N—TFOFRFLNEE
LTWAEEL, TOA =T 2 A ARTAHERET D &, MG Ex —BIZFETET
T RDBGEENHY T, ZOHEIE, R4 OOV IZ ifindex [EEFRET 5 >,
FRANBEE LWL I ICARTZEE LT EEN,

* BFOHNORLLHMEFROIF JV—TE2EETDH L, A ¥ —7 = A A iflndex fi

DFRE & KRIAMT T, BRBE Y ITHEETER2WSE2HV £3, fRETDHIF 7/ /v—
TIE, BFUAN DL FEEOAREZH LN T OHREE L TS LS,
RKavwr REFITTHE, —out TIHELET 4 L2 FUWIZ, CSV 7 7 A /LD
nfa_flow export.dat &\9 7 7 A WDMERKSNVE T, ZO7 7 A ML, I ORZ
BB LT — 2 ORI EOFATIHE RPN L S NET, ZO7 7 A VEHIBRT
% & -continue IZ XAk N ERIB O IZEIEL £H A,

A21 NFA—F—RET7AILDORR
nfa_flow_export ¥ RD-file SIEICE T /NI A—F —RET 7 A NV DIEAIZHONT
G PR

274NN 74+—< v k

AN7 7 AN, BLTFORANZE > TERR L TS 72 &0,
NI A=H—FRET 7 A ME, UTF-8 = a—F 4 7 Citd L ¥9°,

o FATOIEAN T#) DOIEEHITIX, =AY MTE L THbI, BHINET,
T —2 OHAL T, REEMHKLET,
KIEIN [ NIEEOREAL L L, ZNLEDITIZ, a~v > RIA4 UBIETRET
XONREZFLHLET, RFBIN[]DOKRD []ETE2EZVayENRNES, B
varvORELIT, T7ANMNTETHLILERDL D 77,
v a A, a~vr R4 VBRI Y T o EL, 11TIC 1 DT O L
T, FLET DEXEIL, /WSX—F—F : EORKNTT, XTA—F—LITiF, 2~ R
TA B DOFEEENG -] ZROVEARIZRE LET, HIX, a2~ K74 518
WCHEETHHNREER L TYT, #HilzlX, -type exporter T2 XA —X—FIZHHYETHN
BEILHT HITIL, type : exporter IOZXF—F—LZLiH L E7,
—continue X°-full R EDEEZ K- WA T > a UIEEREET HI120%, fEIZ Ton) &

LHEHLET, D Ton] THIITE, ZOLF T a U BNRESNET, EHIZ Toff] & EH
THE, TONRTA—=Z—IREINTWVR2NED L LTHRDILET,
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DEFAULT & WO LREIDO® Y a0k, Filllegker v as e LT#HbitEd,

DEFAULT &7 ¥ 3 VCERE LTENEIL, o7 XTo' 7 a v OF 740 MEE L
THEbhET, 2, TXTOREICK LTIE U (period) & f5 & L 72 WA 1L,
DEFAULT £ 7 ¥ 3 VT period N7 A —HX —%5#li 752 & T, thokvr a1
period N7 A—HX —Z G L THFITTHZENTEET,

2B, out /8T A—X —|IDEFAULT ¥ 7 ¥ a VICi#T 52 N TE XA, £
Va CENENEET DLERH Y T,

EnEEEXICEI HHERE

77 A NCEEHT H/NT A= —DfEIL, AT a2~ BT A U IR ET HE & A
CTTNn, UTFTOBEWNVRHY £1,

T A I F =R OERERTE

AV RTIAGIT-filter ICEEMDO T 4 V2 =M RET D56, ZAXLFT
K> THELEY, —H N TA=F—RET 7 A WEED T 4 W F—Fff 2 <
ek, ZAXFETERCBEATTREID 9, E72, SATHROITIZEBEEZ A LFN D
T FET, BB TREHEE] (127 ~—) ] 2ZRLTIZS W,

(%) Z &t DT
%) ZEt Iz ET 21213, [%%) & “HICRET 20 ERH Y 77,
ZEAXT & E LEOREE

Sv L FIA VB ERRRY | BARGDEEIRET HHATYH, 74— P CFETH
IWMEILH Y FHE A,

ZOM, A~ FTA UEIEOEE LRKIC, LTOXF2MENT 25813 A7 =7 MR
EHTY,

T AR—=E =0 VB —T 2 AL a0 ()FDLDEEDLEAT, an D
ERZ N\ 2 AL CZAr—79T250ERH Y £,

T4 NE—FHDOEICZ )DL DOEEDLGAIE. 2~ OEFNC [\ ZHFA
LT AT —7FTMERH Y £,

aC =451
PLTFIE. 2017/4/110:00 725 30 5315 D L~_L 1 (1 SSkifE) D7 n—F—F % 3 BOxT Y
AR—=H —IZONTH T HEERTT,

[DEFAULT]
period : 201704011000 201704011029
level : 1

[Router01]

type :

exporter Router01l
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out : /csvdata/Router01/

[Router02]
type : exporter Router02
out : /csvdata/Router02/

[Router03]
type : exporter Router03
out : /csvdata/Router03/

DT, 1907 =5 44 Ikt L, BEORRD T 4 05 —R{FEIEE LT, M0 IELE
BB ORERTT,

[DEFAULT]
continue : on
level : 2
type : ipaddr

[src/dst address: Router01l (1)]
# Router0l ETHv TFvEhfz, 585k :192.168.0.10 [CEATHT70—
out : /csvdata/ipaddr-Router01-1/
filter : exporter=Router(l
dstip=192.168.0.10

[src/dst address: Router0l (2)]
# Router0l ETHv TFvEhf, 585k :192.168.0.20 [CEATHT70—
out : /csvdata/ipaddr-Router01-2/
filter : exporter=Router(l
dstip=192.168.0.20

[src/dst address: Router02 GBEO/1]

# Router02, Gigabitethernet0/1 ETHF¥ TFyrShf=7O0—
out : /csvdata/ipaddr-Router02-if01/

filter : exporter=Router02:Gigabitethernet0/1

[src/dst address: Router02 GBEO0/2]
# Router02, Gigabitethernet0/2 ETHF¥TFrEht-70—

out : /csvdata/ipaddr-Router02-if02/
filter : exporter=Router02:Gigabitethernet0/2

A22 HACSV 274D

nfa flow export 2 ~v > RNH)T %5 CSV 7 7 A VO RIZOWTHB LET,

HOI741L%
M shsd 7 7 A OmAHANTEL T O®@Y T,
<yyyymmddhhmmss> <7—HX X4 7> <BEF>.csv
© yyyymmddhhmmss
A~ ROFATZBM LT BT,
« TF=xHL
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—type \(HRE LT — X XA 74 TT,

exporter ZHHE LTZH AT, 7 — & ¥ A 74 (exporter) DIRHO DV IZ FEE LT 7 AR —
Z—DHENZR 0 ET, Fl . A v Z—T A ZAbEELTWEHE/RIL A v ¥ —T =
AADLHETHEESNET, TV AFR—F =R F—T A ADLHIDHI L, 7 7 A4
NV AT ATHERTERONTFE T ICERIET,

. HE
3MTOEFETT, 001 MHEEED £9, —EIIHNDINDT—ZHNZWI5E1E 001,
002, 003 L7 7 A NITHEI S ET,

i) =27 AR—H%— Router ®, A ¥ —7 = A A Gigabitethernetl/1 Z x5 & L7-HE&

20170401100147 Router Gigabitethernetl 1 00l.csv

HA7+—< v k

CSV 7 7 A )V ORERITZLL T Dl v T,

s XFTra—F7 4 U7X UTF-8 THA S ET,

s 14THIZ, HEADOEINIZ~Y X —T 4 —)L F{TTT,
-no-header A7 a VEAIRE L CEIT LEHAIT. ~y X —7 4 —/L FITIZEK S,
LITEHNO 7 e —F — 2B S ET,

s 21THURKE, 7a—TF—#nHhanEd, 7e—T7—XITHRORIRICH S E
s

[ A2 CSV 77 A NDF—F (129 ~—) ] &, Hlo—%EE2rLET, /o, D

ST — 2 2 A FIZ L > TRAVET, F—2 5 AT LMNFIOKIEE (£ A3 F—H 4
A 7O DI (131 =) ] I[TRLET,

FA2 CSVIPAILDH—&E

514 B
DATE NFA 237 17— & 55 L=l
ZERANL, 7 —F OREEMFFR) TV EETONE T,
EXPORTER Tu—ER LIz AR—F—4,
7 4 IV H —5M Texporter] (ZHIGLET,
BYTES Tu—0lEE 7 7 v M),
PKTS Zua—0ENT v MG
PROTOCOL IP 7'u k2 )V4,

ARV ER SN TORWEAE, IP Ve harEsathshEd,
7 4 NV H =50 Tipprot] (2RI LET,

TOS TOS (Type Of Service) 7 4 —/L NfA,
10 LT hEnE 1,
TCP FLAGS TCP ~v ZZEGEND L ha—)V7 T 7 O,
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LU B
FIN=0x01, SYN=0x02, RST=0x04, PSH=0x08, ACK=0x10, URG=0x20,
ECE=0x40, CWR=0x80, NS=0x0100 & L C, ON (Z72> T\\5 7 7 7 Dii#l
s 16 RTINS ET,
L4 SRC PORT HEEITLAR— FER,

IPV4_SRC_ADDR

EETIPVE T R LA,
T 4 I H =5 Tsreip) IZHIELET,

SRC_MASK EEHIPVA T RLZADH TRy b~ A7 fH,
INPUT _IF T AR—H—EDATIA v H—T =4 A,

IF 7 V—7Z3% 4T 58561, IF 7 v—7A0nMAshvET,

7 4B =544 Texporter] DA ¥ —7 = A AFREICKHE LET,
L4 DST PORT SESEAR— R &,

IPV4_DST_ADDR

505 IPvd 7 R LA,
T 4 V=50 Tdstip) (Zxbi LET,

DST_MASK

SRS IPVA 7 RLADY T Ry b~ A7,

OUTPUT_IF

T AR—L—FEOHETIA Vv H—T = A A&,
IF ZV—FIZS T 581, IF 7 v—740nHhEanxd,
7 4 VB =5 Texporter] DA v H—7 = A AfREIHE LET,

IPV4 NEXT HOP

W DRI —F —D IPvd 7 KL A,

SRC_AS EFTT AS FE
7 4 B =5 Tsrcas) (xR LE9,
DST_AS 5056 AS &5,
7 4V H—Z5H Tdstas] (2% LET,
FRAMETYPE Ethernet 7 L' —AD ¥ A 7% £ LFF,
[Ethernet 2|, [IEEE802.3 SNAP|, [1EEE802.3 RAW |, [IEEE802.3 LLC| O
WTNDILFFTH A ENET,
ETHERTYPE Ethernet 7 L — A D % A 7fiti,
16 fEFEL I EnE7,
VLAN_TAG VLAN ID,
APP TFVr—a v,

T 4 =50 Tapp) xR LET,

SRC_ENDPOINT_GROUP

HEILT Y RRA Vv b T N—T 4,
7 4 )V E—5AF Tsrcendpt) (ZHHE L ET,

DST_ENDPOINT_GROUP

SR RIRA v NI V—T4,
7 4V H =5 Tdstendpt] (xS LET,

SRC_HOSTNAME

EIETC IPVvA 7 R L AIZ#%%4 4 % FQDN 4,

DST_HOSTNAME

Sa5E IPv4 7 R L 2123249 % FQDN 44,

ek

NFA Tid, B SRt 70 —F—2 0 FEEBRE->THEY ., FREBZL- 70—
FS—2FT [ZFof) LLTEEHbNET, [FOM] 7o —i%, DATE. BYTES. PKTS D%ILL
NMZE L 72 . BRI Z S oRBEOT—2 E L THAOEINET,
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TR—F—=Z OHIDMIIZONTIE, 1521 7 r—7 —Z OREHIH & AUDLIIZSNT (110
N=) ] BbBRLTIEINY,

RA3 T—E5814 THOHAN—E

L IE exporter | exporter | traffic app ipaddr ipprot as
(~full)

DATE Y Y Y Y Y Y Y
EXPORTER Y Y Y Y Y
BYTES Y Y Y Y Y Y Y
PKTS Y Y Y Y Y Y Y
PROTOCOL Y Y Y
TOS Y Y
TCP_FLAGS Y
L4 SRC PORT Y Y
IPV4 SRC_ADDR Y Y Y
SRC_MASK Y
INPUT _IF Y Y Y Y Y Y Y
L4 DST PORT Y Y
IPV4 DST ADDR Y Y Y
DST MASK Y
OUTPUT _IF Y Y Y Y Y Y Y
IPV4 NEXT HOP Y
SRC_AS Y Y Y
DST AS Y Y Y
FRAMETYPE Y
ETHERTYPE Y
VLAN TAG Y
APP Y Y Y
SRC_ENDPOINT GROUP |Y Y Y
DST _ENDPOINT GROUP |Y Y Y
SRC_HOSTNAME Y Y
DST_HOSTNAME Y Y

A23 {EAH

nfa flow export 2~ NOMEAFIZFHY L £,
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BEDIYVRAR—4F—IZ DOV TCHEEHROZO—FT—42 % H
hd5

T AR—HF —Router0l DA L X —T = A Az R E LT, | KR EDOFEMA 7 0 —
T =X % 2017/4/1~4/2 D 2 By H T 5121, Foa~y REFETLET,

# mkdir -p /nfa-csv
# /opt/nec/nfa/collector/bin/nfa flow export -type exporter Router0l
-period 20170401 20170402 -level 3 -full -out /nfa-csv/

avy REFITTHE, mfaecsv T 4 L7 RUIZCSV 77 A AR S E T,

219 AR ORBEELOLAY bT— 2HOT
T4 EEMMISHNT 2

TRCOZI AR—F—DFREE L DXy NT—s&KkOT7n—F—X2 L LT, =7 A
R—HF—BILOA X —T A AO@BEE, 77V r—rar, B#ELSEELEIPT RLA,|
IP7'v ha, H#EILHEEEASESOS OOFEEAHNHITEET, ZhoxzxigE LT, 1
RIED 7 a—F — 2 2 EHICH DT, ETUTO7 7 A v E2ERLET,

[DEFAULT]
continue : on
level : 1

[Traffic]
type : traffic
out : /nfa-csv/traffic

[Application]

type : app
out : /nfa-csv/app

[Endpoint IP Address]
type : ipaddr
out : /nfa-csv/ipaddr

[IP protocol]
type : ipprot
out : /nfa-csv/ipprot

[AS number]
type : as
out : /nfa-csv/as

YER% U727 7 A /L % /nfa-csv/flowexport.conf & L CHRAF L £77,
VT, out NTZA—F—IIHELTZT 4 L7 MU ZERR L £7,

# mkdir /nfa-csv
# cd /nfa-csv
# mkdir traffic app ipaddr ipprot as
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[N TE 2B, cron 72 K2 nfa flow export I~ RZEMIINIFATTH L O ITHIEL
£7,

PLAFIZ, cron 2 L T3040 2 & IZFITT DR EBITT,

0,30 * * = % /opt/nec/nfa/collector/bin/nfa flow export
-file /nfa-csv/flowexport.conf

FREO 43, 30 712, mfa-csv T 4 L7 NUDTFOYTTF 4 L7 MVIZ, ENENLCSV 77 A
IVHBMERR S IVE T,

cron DX EICEHT 25T, OS DIt T H~v=a T LEZSML T,
EV bk
nfa flow export =~ R, WAL= CSV 77 A NVOEBIIITTWERTA, HAILIZCSV 77

AR, EMIRZONI Y — " —ICBB T R E L TT 4 A R RAEB LRWE S ITHEMT 5083
NV E£T,

BENMNSIREFTFTO72O—T—42 & HmENT S

Bl ZI1Exy NU—27BEREEZ BN E LT RENSBAEE TO 7o —7 — & 2 L TH
HL. AR FEL B 2y T £,

PLARIZ, 2017/4/1 10:00 OEF S5 1Z U DT, 2017/4/1 0:00 025D 1 SpRifED 7 a—F5 —X &
T_TH T 56 TT,

1. 1[EHOETIX, -period ZEM LT 60 pMOT—2 %M LET,
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Sso.username.2 = PFC User
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