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BN Z I LOLE) L, T — X DORIEEZEZ THRFFLTWET, £72. NFA T
WL, T— X ORJEZ IR 2R TR Y ., REFMMA B =T — 2 EELE, &£

M2 —Y—D2EE T L2 TEET,
£1-3 70—T—4 OKE L RSB
T —% ORI (B AIEER) T 74V FOREHARE TR AR 0> 22 58 v Rk BE
157 24 IefH 2~168 EfH]
10 4> 72 W#H 12~336 Rt
60 47 14 H# 4~60 H fH
6 fRffH 60 H it 14~365 H 4
24 [R5 365 HIH 60~1095 H i
7H 1095 H [ 365~2190 A i

70 —F—Z OELIETIE, BB LU TO 7507 0 —%—R"4_CH—07
0—5—HEZEKLTIDICEEDET,

1.
2.
3.
4,
5.
6.
7.

S HIZ

EETTIPT KL A
5% 1P 7 R LA
(B LAR— M
SaER— NEE
IP 7o h=2v

1]

.

i

ToS /31 (DSCP)

ANIIA v BZ—T = AR
. NFA TlE, 70 —F7 =¥ OERBIIERT 4 AR &Z —EICMZ 5729, Eid

DOEFRMFIZIMNZ T, L TFD X D B 21T\ ET,

FRALIFR] 2 &1
LTEHLE ﬁ“o

A7 1,000 7 =

—IZEFENRNTFALD 7 v —F —Z TN,

LT, ERNLTEHLET,

BEEDOZ AL 1,000 7 2 —F TOF — X O Z dEfi et g b

[(Zo) O7a—&
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1332 TARVFEREODRELYAHE

ZELFT7u—TF — 2 BT A DICNE T AV EHEOREL V FEIZHOWN
Tt L £,

Tn—7— 2 OER, EEICLERT « A7 ENEIL NFA NEFRT L7 ZAR—2—0D7"
. BXO, 7o —RABEEICEBELTWET, £/, 11331 7o—5—X ORI
EALDILERZ DN T (10 —) ] TRLZEY, 7a—F7—Z x4 H0F8E. BXO)
BN T Ok K7 0 —#03, NFA THESNTWET, Z0H, 7u—7—X OEH
WS T A A FEHAEDORZIL., 2 ba2EFEx-dEAn BT R TEET,
AFEE

T AR —DEENENGERE, 70 —T =DV A4 RFEFICREL DD, T4 A7
DEXREPEBTHAREER DV ET, T4 AIZBPMBTIE. FHOTVT e —FT — X NZETE
e, 2RE L TIEFRICEMETCE R RV ET, T AZEENPBLRNVE S, kK7 —#
. DU A - CHET A AT L £,

BAR 2 E 5 EZ LU FICHA L £97,
. NFA CEMTIHIZ I AR—F—DOEHEHRLET,
SHOERICBWNTNT 2 FERNHE, KEHNREFHEZ AL £,

2. 7u—ORFHMEZER L. 74 A7 FERHTHEMRT 2882 U ToFEXNGHE
mbi—éﬂo

PREFIMREL P=P1 x 60 + P2 x 6 + P3 x 24 + P4 x 4+ P5 + P6 + 7

o Pl 1 pRIET — X ORFFIFEAL © FF)

o P2: 10 SPRiEET — & OEFFARIENAL « )

« P3:60 RiEET — & ORFEIFI(HATL : H)

o P4: 6 BERPRLEE T — & ORFFIMEAT © B)

o P5: 24 BEPRLE T — # ORFFHARI(EAL - H)

o P6:7 HRLET — X ORFFIFEN : A)
FHEERO/NEURLITIREIY LT 72,

RN T 7 40 MEOE EThIUE, HREUL 2970 720 £,
EVk

70 —F — 25T HRFEIB OEFTICOWTIE, 11331 78— —% ORFFHIR- & AL
WBLIZSWT (10 5—2) | Z2BBL TS,

3. EHREICKT 57 v —0RAMEA SH O 7 v —H) 2R LET,

7 —OFREMEIL, EHREICBWT 1 RN ES Y v v g ComBENEAL T
WHDM BB LZOHE TR E T,
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4. UTOFARIZHTIH T, T4 AVRBEORZZHE L ET,

T4 A7 EHABEDOHZ[MB]=(N+5)xPxLx0.000415+ A x 0.15 + 10,000 [MB]

* N:NFA BEBLT D7 AR —F—DEH
FE 1 CHER L7 EEARALTEHELET,

* P:NFA OfRFFHIMICEEZ 2T D85
FlE 2 CTHER L7 EARALTEHHELET,

o L: BT & L ATRFFT D IR 7 1 —#
F 7 VR TIE, IKTENA 1,000 7 0 —Z2 8T 5720, 1,000 Z35E L £7,
Evb
RR70—HEERLSGEIE, ZERLEEZSZBCLTEHELTIESY, K7

0 —OEFEIZHONTCIL, 33 BRETLI 7o —HD LRE2ZETDH (40 X—) | %
ZILTL7EE0,

o A:NFA WNZE LT 1 DEOYE 7 a—
FlE 3 CTHERLIAMEEZMRALTEHELET,

TR

T AR—HZ—DEENS0HE . 70 —T —XIZxT HRFHM - B S E0RK7
o —R3T 7 3L ME, 1 B OEY 7 a—528 600,000 7 2 —OH41%, LD X 5 7E
BRERICR2 0 £,

* N=50

* P=2970(24 x60+72%x6+ 14 x24+60x4+365+1095+7)
* L=1,000

* A =600,000

s TAARTHEHEOHZ =(50+5) %2970 x 1,000 x 0.000415 + 600,000 x 0.15 + 10,000 =
163.9GB

14 BRI A L REAVZI—DT A RAS4EVR

NFA OB S AL A A L B —T 2 A AT, B ADEZFIZHOWTHHALFT,

MESAM1EUR
IS S A AL T, NFABIGLAEENZTATEDODOTA B ADZ LEELET,
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B R

NFA O A v A N — )VIEZIIHEERIROH D 74 T ARE LTEWELET, R 74 TR
Tl BEGLE LT, IV AR—F—D2oDAf L F—T =4 AL TXEHA, Ml
b7 A B AERERT D L RERERIIRDMERR S 4L, T A ' ANEITEG U B HEEE ST <
5L ET,

A 2R—TxA RS54 R
AVE—T 2 A AT AL, 7 —EROZEANSEHET57-200, EHEMROT
JAR—=B—=DA L HZ—T 2 AZEVHBTHTA B ADZ L ERRLET, 4 ¥ —
T A ACEIV Y TAHAZENTEAAL L E—T oA ATA B ADOEIT, B L= T A
T AONFIZLY, wKREPDRED 9,
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HorE A LA =L

F2E
I

NFA O A > A b —)LFNEIZDOWTERA L £ 9,

EP/Y

2.1 BENE T DA Uittt 15
2.2 HEHTEDE Z AT D oottt 16
23 AU AR IVHLBRZ TEITTTD ottt 19
2.4 SSL W — NG EZHEE T2 oo 21
2.5 WA T 2E R — FPE DB ZMETRT D o 25
26 77 AT T A IVDFETEZZETT D oo 29
2.7 Web B — N2 BT DB ML TE Z AT D oot 30
28 IMS U AR—H 2 FRHDTZD DFETEZAT D oo 31
2.9 W E AZTLENT D oo 33
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2w AL A=

21 BEAETORN
NFA Z3E AT 5 F TOEEDOHENICOW T L £,
A VA M—=NEEDTHENE, [#£2-1 A2 A M—EEDHI (155—) ) ITRLET,

Er

D NFA, F721%. NFA & NetvisorPro G 2551, BliE, IMS 2 R—R haA A
=T MR H Y EF, FEMIEL, TWebSAMNetwork Management Web =2 > Y —)L A% — K7 v
THA R SR LTITEEN,

£21 AR F—ILEEDFEN

H"E

BmE

558

A UARN= NIRRT A= —D
RAE

221 AV AM=NRTRA—=Z—DOFH%EITH (16 2—) |
A VA M= NAEEICNERNRT A= —ZFER L, T DEE R
ELET,

A VA M=V DRI

222 A VA M= NVEOREMBEEZITY (18 X—) )
FUARATDEEZRER, OS DI —FNINF X —F —DfENHE
ETHDINE I DHERLET,

23 A A=V EZFATT D (19 =) )

A UAR=NVRAT 4 TINREINTA VA =T —%FFEITL,
NFA ZA VA b—/LLET,

SSL H—/ S —ZEB E 0 i

2.4 SSL Y— "—iEEZHERT L 21 X—) ]

NFA (21X, HTTPS T7 7 &AL %9, HTTPS #®{ZHIZ. SSL
P—N—EAEFAERLET,

FEAEIL, BE CTEA AT O HEBLAREAE L | AR
WCRITLTOHL O SAEAED 2FEHENSH Y £9, Ebohaid
WL THH L ET,

T 2R — FESOMR

M5 SENFHTHEER— NESAZHATD (25 2—
)]

NFA OfFEH T 58— FEEM, NFA — 1 —LEofio Y 7 &
VT OERAT IR NEFETH LN L 2HERELET,

TT7AT VA —NVDORIE

6 77AT7 74— LVOREELETTDH (29 2—) )

NetFlow, IPFIX. sFlow ®/8%7 v N5, #M4B & @ HTTPS
BEEITHIEDIC, 77AT 04— NVOBRELELELET,

Web H—/3— DB E

2.7 Web H— "—IZBT 21BN EETTO (30 X—) |
MBS U T, NFA @ Web B — N—|ZBIT 28O E #1T
I/\\i‘é_o

IMS 22 v AR—3 MNEIHD 7=
DD TE

2.8 IMS Y R—%> MADEDOREEITH (31 ~<—
V)]

IMS 2R —3 2 &R Lo e @M Z217 5 58 ORRGE %
TOET,

IMS 2 AR—3% 2 FZRALRWESIR., RERETT,

H— B R DR E)

29 Y—vRAEEEHTSH (33 3—)]

NFA DY —ER&ZEBI L, Web 77 VW —MW 67 7 BATE
HTEEMRLET,
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22 FRIERBZEITO

NFA %A > A h—/LF B RTOEFIEZEIC OV T L,

221 AVRBF—=JLINSA—R—DEZETEITS
AU A=A D, TERICKER AT A —F — % L £,

HAmZHESEDIDITRELGA—RILING A —F—
NFA £ BESHE DD, BFOH—RAST 2 —F — OB AT LER DY £,

%22 H—RIINSA—Z2—DEH

NS XA—a—4

Bt

kernel.shmmax

ﬁ*o
NFA Ci%, 256MB UL EDEARTET HDHLERNH Y 97,

FTuEAPBATE LA AT ) —DRRY A XTT, A MR THELE

RRDOMEREZ S| EHT 72012, 2GB LA LDEZRET 2 Z &2 m < HELE L 97,

AR M=—5—ETEICHELGN\NTA—432—
A VAR—=T =5 FITT DHERICMBEIRNT A= —ZFH L £7,

£23 AVAM—S—ETHICBRERNSA—42—

NS A8 —%

SR

T24I) ME

A A=V T 4
L7 K

BEDFITT7 7 ANEA VA=AV THT 4 L7 N TT,
KT 128 CFECHET 5 2 LATE T, EATHT. B
J: O "7"5 u_n’ n.n @%’*'fﬁﬁﬁ m‘ﬁg«cﬁ_o

/opt/nec/nfa

T—=4T 4 V27 b
U

T —ERCHREREDT—EERFET DT 4L N TT,
BRTI28 LFETHETAHZ ENTEET, AT B
FOv e v oD B I ATRE T,

A VA N=NT 4L 7 ) ERBIOBFERET DI L EHE
llj\if‘l/\ijﬁo

F=EF L7 PR ZELE e —FT— 2 22 TERL
F9, BHITIZI AR—F—DOEHIZ L - TE, FEFITL L
DIEEREZVIELE LET,

VB RBEOHEIL. (1332 F 4 27 HEO L D FiE
(11 =) ] ZBBLTLLEEN,

/opt/nec/nfa

SSLEEBAZEDERICHEL /NG A —42 —
NFA ~® HTTPS &5 H CEH 35 SSL % — _R—FEBHEEER T 572012, SSL — 3 —3F

HEICET 537 XA —4%— BRI OGEHEDOFRI44 (Distinguished Name) (289 % /X7 A —
2 —h T HHLENRH D 5,
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F2E A AL

%Lﬁ*ﬂ*ﬁ%%%ﬁﬁﬁwﬁﬁ WZHITLTHL L Y%A, TS

FORESNE Ko T, 8

b7 T Y XARHBNA IR E, — i D/INT A =2 —IZRMENRIBEESNTWAEENRD
@ i—i %HU Iz, munft}%b)ﬁ‘ET LTU\5*{¢%E%nAu\LT< fiéb\o
= 2-4 SSL Y—/N\—FIRASEICEAT H/87 A —4—

NTA—E—2 ELE T4 ME

F—ARTDO/NRATU—FK |SSL b —"—FEHELEMNTLF—A T ORRRU—F |72 L
‘/C‘\j_o

T~ —DRI4 SSL r— N—FFHEZ KN T 2= b —DFKR4 T | tomeat
j‘o
FERIRBRE S22V R Y . T 740 MEEZO T EEH9
HILERBEDLET,

BOBEEALT T ) Kb | SSL Y —A—GEBEOROKHET LT ) XATT,  |RSA
HOBAAZEZRATHERE, @FEIET 741
HOFETHEHY A, BEMRERMEOZHIT TA.

1 nfa_ssl keytool (64 <—)| LML T I,

T 28OY A X SSL Y — R —3EHEDHED Y1 XTI, 2048
HOEB4FHAEZEEZFHAT LAY, @FIET 741 b
EOFEETHEDY ¥ A, FBETREZMEOZEML A
1 nfa_ssl keytool (64 <—)| LML T IV,

BLTALTY XL HOBAREAEICEBA Z(HT 5 L x5 713 Y XA | SHA256withRSA
<Y,

BEIET 740 MEOE ECRIED Y A,
RO TALL
LT a0,
ANWRRRRERICREAEZRITL T b 5 Hh, %1
BRI ETE 2 5Ea0ne 0 £, FEMx
WEDbELZEN,

fRETHE
nfa_ssl keytool (64 <X—7)] &%

TR
« AL HS M

H B4 GEN E O A ZHIIR

HOZBARENEZFNT 258 CHET L. iEHEOH
IR TY, 1B R D OAZ A2 E L £,
N 7R ERRESR L;Elﬂﬁli%%ﬁ LTbH o256, @%,. A
BIRIIFRRERIC Z VRO B D T T O % Y+
HRETH Y i‘@'/\/

3650 H (K9 10 4F)

& 2-5 SSL Y —/A—FIEAED# A4 (Distinguished Name) IZRE T %/85 A —4 —

NSA—E—3 A £l

H—/3—@ FQDN |NFA $— —D5E2EHfi K A A >4 (FQDN) T7, SSL % — |nfa.nec.com
/N—ZERA#E D Common Name [ZAHY L FE 9,
NFAIZT 7 B AT HLETHO Web 77 TV —ZZD KA A 4
ZURLIZIEELTT 7 8RATH70H, 2TD Web 77 0¥ —
DR ATREZR 4RI CHDHMENRH Y 5,

B4 iz TR L3 2 ik O B4 T, SSL Y — N —GiER | IT Operation
£ Organizational Unit [ZF8Y L £ 9, Division

bk 2 Lih AT LEM 3 2 Mk 04 Fr T4, SSL #—/N—ZEB] & | NEC Corporation
@ Organizational Name |ZFHY% L &7,
W AR EOIER RSO A R A TEE L E T,

HTRCHT A4 W2 A s 3 2 ko 89 2 i X ETA 0 44§51 T 97, | Minato-ku

SSL $— X —ZFEBED Locality (ZfH% L ¥ 9,
Bz 01X, BRERHEX D354 1 Minato-ku EHEE L £77,
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FoE AL A=

NTA—E—2 BiBA i
HIIE T b4 WA PTAE LiEH T 28k 0 &3 2 #0804 RT3, | Tokyo
SSL H— " —GEHE D State |ZFHYS L E T,
Bl 21X, HARE OE 1L Tokyo EFEE L ET,
Ea—F Wiz LERN T M2 BT 2E0=a— K4 TJ, SSL|IP

H— X —FEAED Country [ZFHY L E 7,
AAOEEIE, W%, JP LRELET,

IMS OV R—R Y FRIARFICHELGBNTA—2—
IMS 2 R—3%> bEFIHT 5 2 & TN E L7 NFA O A 1EH <. NFA & NetvisorPro
E DA ERBFHEIC/R Y 97,

IMS 22 R—3% > b EFIHT A5,

#26 IMSaOVAR—RY FOFIABICHELG/INSGA—4—

RENFETHRIEL R DHNT A= =&l L ET,

(port number)

BAR—=IESEEELET,

NSIA—E—F #RBA T4 ME
ims.application- IMS = > AR —R > M, HE T 5 NFA 233 5 72 DIC T | REH
instance-id 721D AT THRELET,
(manager id) KNG A—Z—F, IMS 2 FR—R> MUDEET 7 A /v
(ims-conf.ini) DFXEE & —FH I DNERH Y F7,
ims.msgqueue.host |[IMS 2> R—F > h&EA VA R =T 5% — =@ IPv4d 7 K |127.0.0.1
(ims ip address) VAEBRELET,
IMS AV R—=H bl TAL L AT BIA A =L T
WEHBEIE, VT AZ VAT LD T u—F 4 7 IP BHEL
i‘é—o
ims.msgqueue.port  |IMS = > 7R —F > h ® Message Queue & D iFE{E CTHIH T 21| 28110

ims.webserver.base-
url

(ims web url)

IMS 22 AR —3% 2 MRS S Web =20 Y — 2T 7 A9
57O URL ZfFELET,

ARNRTG A =2 =T, TP —MEBIONFA NS T 7 A
w872 URL 2R ETHHLENH Y 77,

http://localhost

ims.sso.enabled

IMS 2V R—R FDWeb 2V —)LEDI Ly TV A F
CVENVMEER AN T AN E IMELLTFO L S ICHEELET,
* true:
TN A o OEEEREAENT LET,
* false:

TN A A DEEE I L ET,

false

222 A VA M-IV RDRFHERETS

—

NFA Z#A VA R =L T BHHP— R_R—DBEN, A A M LEEZT L TCWAD R L E

‘d—o

R D DI, D2 FHTT,
o H—FNRT A —Z —DEITE AT LTS

* T AR DEEFEREE AT
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o2 A LA M=

B —F VR T A —H — kernel.shmmax DA A > A b —)VEEH: % 7= L TV 5 DR
l_/i‘ﬁ—o

# cat /proc/sys/kernel/shmmax
68719476736

FRENTEIZAA FHEALTT, ERROFITIL64GB L7720 | BHIIARETT,

% L. 32MB (33554432) 72 E O/ S IENER SN HA X, &I 256MB LL_E (HEE
fE 2GB LA k) DEICAETE LT &, I—RNWRT A =2 —DETEEIT, 0S D~
—a T NVESRO ETEML T ZE0,

A LADN=NVIEDT f AT EBEREN TR LET,
a. NFADRMELTIHT 4 AIVRELZHEALET,

F 4 A RBEOFHEFEOFEMT, 11332 T4 2 7HEO RS Y ik (11
NR—=U) ] EZRLTLIEIN,

b. AV ARN—IIEEDT 4 AT DEXRELHERLET,
FUATRERBOMRIL, f a2~ FEEHLTHRAZZENTEET,
# df -h

Filesystem Size Used Avail Use% ¥V MMIE
/dev/mapper/vg nfa-1lv_root

22T 1.8T 19T 9% /
tmpfs 16G 0 16G 0% /dev/shm
/dev/sdal 485M 32M  429M 7% /boot

FoREINTZ~ T MIEND, ZBEFE (Avail) DEZHER L T EI0,
Z OFEITI, Joptmec/nfa lIZA A h—F BGE, A A M—/LSIZIE 19TB O
EERENRDD 7,
ZEERBEDRVBNGEIT, A VAN NVEEEETIN, T4 A7 &2 LT
él/\o

23 A VA F—IILNEZETT S

A VARN=NAT 4TINS TWAAL VA N—F—%F{TL NFAZ A A —LLF

‘a_o

1.

CD-ROM RT7 A TNWA VA =N AT 4T &AL, CD-ROM #~7 > b LE7,

ZZTlX, CD-ROM O~ "hiRA » M %& /media & L CiH L E T, BlOSGATIZ~
7 M LTEGAR. BEARZTIE I,

A A= =% KB LET,
A A R=NVEDOSIZEDET, UFDavy FEETLET,
* Red Hat Enterprise Linux 8 (x86_64)

# /media/NFA/Linux/nfa-install-rhelS8
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o2 A LA =

* Red Hat Enterprise Linux 7 (x86_64)

# /media/NFA/Linux/nfa-install-rhel?
EVE
A VA M= —0E#E%, PR THIELEZWESIE, ctrl+c ZANTHZ LT, HIET 5
TENTEET,

AR
A A R=VED OS IZHn L CnWWnWwawy REFETLEEAIE. A VA M — /LN
TRILET, ZOHEAIF, ELWa~vr FEETL, A VA M /VLHZRLYVE L TLTE
W,

ALVAN=NLT AL PIDNRREBEANTHT 0T EREREINDDT, NA%E A
HLET,

Input installation path [default: /opt/nec/nfa]
>

1ITHOEIZIET 74V MERFRENET, T 74V MENLSLEE LARWEAIT.
{if ¢ A S8 Enter X — 2P L £,

F—E2F 4 LT NUDNRAEZANTHTa L T RRERENDLIDT, RAEZANLE
‘j—‘o

Input data installation path [default: /opt/nec/nfa]
>

LITHOHIZIET 740 MERRRINET, 7 74V MEDPGERE LRWIGAEIL,
fif & A )92 Enter F—2 L £9°,

AN U AR L, A A M= ZBls L E T,

AVAN=NANTAVI NV ET—=ET 4 L7 NIDRRAZATTDHE, AJJLTZ/RR
MERINET, AJJLTEARITHEWR2THUX, vy Z AL Enter ¥—Z L, A
YA M=V ERE LES, n 2 ANT DL NRRABZANT LT 0 T P RHER
REI, A VA= NVEREET D ZENTEET,

————— Confilrmation =======s=s==s========

Installation path : /opt/nec/nfa
Data Installation path : /opt/nec/nfa

Is it OK to install? (y/n): y
AFTEE
BRAATE L, ctri+c 72 ECTUEEZ W LA TL 72 &0,

WD A =V BRERENIULT, A > A h—/VLHET5E T T,
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HowE A UA =L

2.4

Installing controller ... done
Installing collector ... done

A VAP —=NVAEDORH T T — ﬂ%ibt Bl T Ay E—URERENET, =
F—RAvE—UNFRINTEESIE. B A A M—F—F{THEOxT T — L %5 (68 ~—
V)] EBZBL, MULEITo T EEN,

SSL Y—N\—GIRAEZ%#EIT 5
NFA |Z1Z HTTPS ©7 7 A L %9, Z® HTTPS {5 IZ, SSL — N—GEHE & i L
e 8

SSL Hr— "—FEREICIE, RO 2FEEHNH Y £,

© BHOEAENE

© AMRRFERICEITL TS b 9 AEHE

F7-. NFA Tid. Javakeytool 72 & & fli - T, TR L72iEIFEZ R L THEMT2 2 &
HTEET,

ZNENOLEOMERHFIEZTH L £,

« 241 HOBAGMEZERTL 21 3—))

o (242 AWRRFERBFIT T LFEAFLERT L 23 =) )

© 1243 MTIERRL7ZREAELZMEMN T2 25 X—))

AERE

PR — b T DFEHEDOEXIX, Java keytool THx 5 LA D, X.509 BEXDOFEHETT, T

ERITZ < OFEFERA T AR—F LTV LT, ZRHFEOHIERA YR —F L TNLHnE
975\ @@f_&)gﬁﬂ uﬁﬁﬁm\ LT< fuél/\o

241 BCERUMASZERKIT S

NFA T4 % SSL $h—~—FEMF & LT, HOBAGEAEL RS 5 FIRLZH L £,

SSL — N—ZEEICBE T D EefEiL, B RIS nfa ssl keytool I~ K ZfEAL

F9, FEMIE. TA.1 nfa ssl keytool (64 X—) ] ML T EEV,

ERE L7=REBAEIL, NFAIZT 78 A9 59 XTO Web 77 U —IZff, £ A=/ L

i‘j‘o

1. WOa~ry REFEITLT, #EORT (NS L IEAREE) 2/ L, Sk HREE
VR L ET,

# <$A/ X F—JLT 7 L2 FUJ%>/controller/bin/nfa ssl keytool genkeypair
BELAEHEAMNT 2F — A R T OR T — ROGEHZEOKB4 BT 2 HH A AT
LTWEZET,
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2 AL A=

s [1RZIET 74V MERERRSNTWET, (7H AJ)ET Enter ¥ — 29 & |
T 7 MEPMER S VET,

Enter keystore password:

Re-enter new password:

What is your server domain name? (FQDN)
[nfa.nec.com] :

What is the name of your organizational unit?

[Unknown] : IT Operation Division

What is the name of your organization?
[Unknown]: NEC Corporation

What is the name of your City or Locality?
[Unknown]: Minato-ku

What is the name of your State or Province?
[Unknown] : Tokyo

What is the two-letter country code for this unit?
[Unknown]: JP

Is CN=nfa.nec.com, OU=IT Operation Division, O=NEC Corporation,
IL=Minato-ku, ST=Tokyo, C=JP correct?
[No]: yes

ek
* nfa ssl _keytool A¥ Y NI, WS O0D5|#ERHZ N TEET, #HOT LT

AL A X AR EAZET L7oWiEE1E, Al nfa_ssl_keytool (64 ~<—2) |
EZRL, AT a VB ERELTIIZE,

fEOT LT X L% ECDSA, #EOH A X% 256bit [Z5%ET D6 DOFEITH:

# cd /opt/nec/nfa/controller/bin
# ./nfa ssl keytool genkeypair -keyalg EC -keysize 256

o HONKFZEE L THEMEMT HITIX, nfa ssl keytool delete A< REFITL
T HE nfa ssl_keytool genkeypair 2v Y REFE[TLET,

a< 2 FOFEMIE, TA1 nfa ssl keytool (64 ~—)] S L T EIWY,

TER S UVIZREM IS, B OB ShioREBICAR D 97

2. KOa<wr REFEITL, Web 7T W —I1ZA VAR — b T H720DFEHEEZ 7 7 A VIT
HALE9,

# <84/ >X F—J)LT 7 L2 FU%>/controller/bin/nfa ssl keytool exportcert
<filename>

<filename>\ZIIMEED 7 7 A N ZRRETET LT, Web 7 7 07—l TRl HEIZFE
BEAVR= MDD, 77 ANVDIEFIT cer ZHET DT L ARHETEL
£75
Sy ROSATIEHINT 5 & . H5E U127 7 A MEA T U —1F B B ORE B
HAshE7,
nfa ssl keytool exportcert 2~ R TH N LZGEHET 7 A /X, NFA LT 7 A4
23 NTOWeb 77 VP —IZEAT L, A R—FLTIZE, Web 7 T 7Y —IZFEAE
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Fo2E A LA M=

A UIR—F3TBHZ LT, NFA D Web V—"—IZR 0D TFT7 4 v THER E A2 TS
THZENTEET,

Web 77 U —IZFEAEL 4 R — M5 HiEE, 13.1.3 Web 77 7 —(Z SSL ¥—/3—
AAELSZ A VR— TS 382—V) ] ABRBLTLLEEN,

242 PHGRERMNRETY SAAEZEKET 5
NFA T3 % SSL h— " —GEMF L LT, ANRRIERICELFEHEPEELZRITLTH
5o FMEZHHAL E4,
SSL H—/ N—GEREIC A 28I, 3R D nfa ssl keytool I RAMAIL
F9, FEHIE. TA.1 nfa ssl keytool (64 X—2)] #ZHL T 7ZEW,

PR — M LFEAEDOERIL, Java keytool TH 2 5B & A% D, X.509 B DOFEHE T
T, ZOERIIL L OFRFERNB YR —F L TWEEXTT A, ZFHTEORIER N R —
FLTCWENE I, BOT-DFERNCHR L T EE0,
1. WOa~y RaFETLT, #EOT (AL IENBRSE) 24 L, $I1 HFEHF
ZERR L £,

# <$/ X F—JLT v L2 FUJ%>/controller/bin/nfa ssl keytool genkeypair
HEEFEE N T D % — 2 T O Y — RRGEAE ORI T 2 HRE AN

LTW&ET,
o [1WITIZT 74V MEBRFERINTHET, [(fH AT Enter F—2Z2 9 & |
T 74V MEPEH S NET,

Enter keystore password:

Re-enter new password:

What is your server domain name? (FQDN)
[nfa.nec.com] :

What is the name of your organizational unit?

[Unknown] : IT Operation Division

What is the name of your organization?
[Unknown] : NEC Corporation

What is the name of your City or Locality?
[Unknown] : Minato-ku

What is the name of your State or Province?
[Unknown] : Tokyo

What is the two-letter country code for this unit?
[Unknown]: JP

Is CN=nfa.nec.com, OU=IT Operation Division, O=NEC Corporation,
L=Minato-ku, ST=Tokyo, C=JP correct?
[No]: vyes

EVFk
* nfa ssl keytool 2= KX, W O0D5|¥ERD - ENTEET, #HoOTALTY
ALY A X AR EE2ET LT-WEGAIX, A1l nfa ssl keytool (64 ~=2—2) |
EZWRL, A7V a UEBIBEREELTIESN,
DT LT Y X A% ECDSA, #EDOY A X% 256bit [T ET 2 B A O ELTHI:
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# cd /opt/nec/nfa/controller/bin
# ./nfa ssl keytool genkeypair -keyalg EC -keysize 256

s BONEFZET L THEEKT ST, nfa ssl _keytool delete I¥ R&E2FEITL
T HHE nfa ssl_keytool genkeypair 2¥ Y REFITLET,

o~ ROFEMIE, TA.1 nfa ssl keytool (64 =2—)] ZHML T ZE,

2. WOa~y RaFATL, REERICIENT 5 72O OFEHEFEE A EK (CSR) &= 7 7 A /LT
HALET,

# <s/ >R F—JLT7T 7 L2 FU%>/controller/bin/nfa ssl keytool
certreq -dns <FQDN> <filename>

BELEZZ7 740, CSRONERTFHFA NTHAOENET,
3. FEAEBAER (CSR) iR L £,

nfa ssl keytool certreq 2 ¥ RTHJLIZCSR 7 7 A VORNE %L, REmICHE
HLET,

%&Ei CSR ODINEZETTIZ, FEFEIZELAL L, KELFET, BAFAEHEDIRE
L \ mqu)E:I J:OT iéﬁ(ﬁﬁ f))é%/ﬁ\ﬁihbiﬁ‘o

4. TR DEALFEFEATEN NS EFIE FERER O/ — FEAEEZ A R — b

LET,
Jb— REEFAEIL, NFA —_— LIc7 7 AV E L TIRIEL, RO~ RTA U R—
CEEI

# <84 X F—/ILT 7 L2 FY$>/controller/bin/nfa_ssl_keytool
importcert -alias <alias> <filename>

<alias> |\ IMEBE DA 2R E TE £7, — FEREROAHTR L 200 L3 WA H]
ZIRELTZEN,

RRERIC K> T, v— FAEAFOMUS FRIFEAE DA >R — b BB EIT R D550
HYFET, A R—= MTLIEHEFEOFEMIL, FBRERICBRWEDEIZE 0,

5. — FEHAFELHHGEAEFEL A VAR — P LERIZ, BABEAO B OFERELZ A
R—hLET,

HE& DFEAEDA 7R — MIZH, nfa ssl keytool importcert Iv> RZEMHH L E
I, RO DI, —alias A7 v a NIFEEETICEITLET,

# <S4 X F—/ILT 7 L2 FY$>/controller/bin/nfa_ssl_keytool
importcert <filename>

SE1TIFIZ Failed to establish chain from reply &W 9 X v —UNERINTZ
A, GEHEOT = — VB TE RS2 LR L TCVET, BEERD/LV— ME
BECHRBREELR A VAR — F SN TWARWAEEERH Y 97, BRERIC, 1 R —
NSRRI E A WA b TN,

NFA ¥ — " —RIOFEIE DT, ZHhTHET T,
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1%%‘@—5 Rt HE)EJ J:’D—/C%i\ Web 7? lj"j_%'@l”:%”i_ Pt HJTE}E"]@HJ?EEHE%/I) A ]\P“/I/j—%)
REDEENME LR DGEND Y T, ML, FBAROERICES TEIW,

243 MMTER LI-SEBAEXFRHT S
NFA Tl 9% SSL h— "—FE#E & LT, M TIERR L7REEZ A L CHEHAT 2 FIE
AL E9,
HHNZ PKCSR2 FERDOF—A T ZUEH L, F— A M TWICA RN 728 R EZER LT
WTL &Y, S HHELEF—ZANTOT7 7 A V3, NFA — "— FIZEE L TH W T
<TZEW,
i
Java KeyStore JKS) XD X —A N T 2T b TxET, IKSERADOXF—R N7 E2HHT

DAL, IR T DRET 7 A /L DOFRE T, nfa.tomcat.https.keystoreType DEIZ JKS ZFHE
LTL7EENY,

l. WOTHXFARNT77ANVEREET,
<$TF—X Ty LY F!)s>/controller/conf/tomcat.properties

T ANPNEELZWEAITFRIER LEST, 774D a—F ¢ 7% UTF-8
L TL &N,

2. LAFDOWNZE % tomcat.properties 7 7 A /VIZFe# L £ 7,

nfa.tomcat.https.keyAlias = BT FDFIE
nfa.tomcat.https.keyPass = D/ T—F
nfa.tomcat.https.keystoreFile F—X T I 71 ILDIHES/ VI
nfa.tomcat.https.keystorePass F—XAFD/INRT— R
nfa.tomcat.https.keystoreType PKCS12

MAER
tomcat.properties 7 7 A /LT, MO F— A b7 AT D E A FIH L7255 A . nfa_ssl_keytool

awr RFEATE R0 E9, ROV IZ, Javakeytool 2~ Rig E 2 EREMH L CTEHE LT
<TEEW,

Java keytool 2> R, NFA r— — LIZH A4 VA P — /L S TWET,

<SL X ,—IT1 P F1Js>/controller/jre/bin/keytool

HOBAGEAFEOSL G E1E. A~ T U =5 bR OFERE (cer) Z I L. Web 7 T ¥
P4 A= LTLEEE,

25 HmAMAT LBER—ESEHRIT D

NFA Tid, ML oilfE, B L CRENEOBEDTZDIZ, W< OhDEfER—H2FH L
£75
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H2E A A=V

NFA ——NT, oG EFHTIBEER - FEEREEL TWARWI EEMRLE
7,

FP NFA BRAT 2BER— &S EE2H L3, FAT R — FE S Mo R,
B L CW=5EATE. NFA 2SR 2R — FEE0, thof L8R A3 5 R — %%éﬁm\#
s %Z{ELT< 7ZEu,

251 H@MhFIAT HR— FESD—
WEAFIRT 5 H— MEBOF 7 40 MEC OV THII L £

NFA BAERE O, BLOHNE COBEIZBWTHHT 2R — &5 4, [52-7 NFA 2
FHT 2 BER— FE5—E ONREE) 26 2—) ), [#£2-8 NFA 2 FH3 % @5 R —
&S (NEEE) 26 —V) ] IR LE T,

% 2-7 NFADFIAT 2EEFER— FBES—E (SE0:E(E)

A ~—+rE | FOora | A Hik
=1 |7
HTTPS @R — b 443 TCP IN |HTTPS @#fgH— kT,
sFlow /X7 v FZ{EHR— k 6343 UDP IN [sFlow /37 v hZ{EHR— K TY,
NetFlow, IPFIX /37 > R ZAE| 9995 UDP IN |[NetFlow #X%7 > | IPFIX /X7 > F OFAF
A b H— h T,

% 2-8 NFAALFIAT HEER— FES—E (REE(E)

A r—rE | O ko | A A&

=1 |7
71— —4% DB @gHR— 27100 TCP IN |7o—F—XEHHAT — & X—Z2~D#EF
k R— kT,
VAT NETE DB EBER— 27110 TCP IN |V AT L2EHHT — ¥ X—A~D#EE R —
P DESER
A X NEHE DBl R — 27120 TCP IN |4 NVERHAT—Z X=X~ R—
b b T
a v hu—7—il#EEE 27200 TCP IN |2y bha—F—7 0¥ AHE~0EER—
ﬂ—f"—‘ }\ }\ ’G—gﬁo
oLy —u 7Y —E A 27210 UDP IN |27 —T atvxpu /Y —EZR~DHE
fEAR— b EAR—FT9,

252 HEAFATLBER—IBSZEEITD
NFA 2SFI T 5 K — b B B LT 5 FIBE B L £,

FAT HR— FFESMORL & EHE L TV 284813, NFA BRI+ 2R — FE50, fho
BRI 5 R — FEFOWTN %%E#é%%b% D EI,

NFA BFHT 2K R — FEZOLZEFIEIL, LLFO#EY T,
. rootxz—H—Tr s A LET,
2. BRELIEWVWR— FEFICHTIRET 7 A NVEEREL, EEXLTREFELET,
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H2E AU A=)

BETZ 7 ANMZONWTIE, [F£2-9 BEFR—FESORET 7 A /VEREHB@MNTE
f5) Q7 X—=) ), [£2-10 BEFR—FEZORET 7 A /v EFEHEB (NEBIEE)
(27 X—) ] ZBRLTLLEE N, YEORET 7 ANVDEELRWNESIX, 77
A NVEFHUAER L TS0,

RETZ 7 ANMI<UT—F 77 L2 F V%> TFICKRMENTHET,
£ 29 BER—IFBEOREI7AIEHRTEEHB (NEBES)

A& BEHEE
HTTPS &3 s REZ 7 AV

controller/conf/tomcat.properties
* fRERK

nfa.tomcat.https.port = 443

sFlow /X7 v M521F s RET AN
collector/conf/collector.conf
s EEEA

sflow.port = 6343

NetFlow 7347 < k. s REZ 7 AV
IPFIX /~7 v v %45

collector/conf/collector.conf
s HERA

netflow.port = 9995

RET 7 AMI<UFT—XF 7 L2 P V%> FICEHENTWET,

£ 210 BER—FBEDRE 77 1L ERTEER (NEEE)
A& REIEH
7n—5—X4DB#EE | REZ 7 AV

collector/conf/flowdb.conf
s fEERA

flowdb.port = 27100

s HET AN
collector/conf/flowdb-extra.conf
s FBEEA

port = 27100

AT NEBLDB R | RET 7 AV
controller/conf/controller.properties
* fRER

systemdb.port = 27110

*REZ 7AWV
controller/conf/systemdb-extra.conf
* feEak
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R

EE

EHE

port = 27110

A~ MEE DB #(E

RIET 7 AN
controller/conf/event.properties
feEr

eventdb.port = 27120

BIET 7 A
controller/conf/eventdb-extra.conf
faEm

port = 27120

2 b= —ilE

=]

WET 7 ANV
controller/conf/controller.properties
fREEA

message.server.port = 27200

WET 7 ANV
collector/conf/collector.conf
e

controller.port = 27200

aL s Z—alH—p
AIB(E

BRET 7 ANV
collector/conf/nfalog.conf
e

Port = 27210

AFEE

o 1 OOHEBIZOWT 2O EDRERTEY 7 A VR HINTWER— I, T X TCTORT

77 ANERFHIRE L R CEZREL T EEN, BT 5

MNESNRRD L EFICEELEREA,
o NRIA—H—DRBIIARBEIRANR—=ANGEENTWVDLHAE . KEDO A= L EH TN

7 A= —HEHWrT 5720, BRI L2 OMBEBTZ A,

77 A JLETHR—

WIET 7 A NVORIERNT /X T A—F —RKRBICARER AR—ANEGEEN TV RN L &
MR L TLTEENY,

3. MENLET, 7747 U= LOREERBELET,

FRIANBEEROR—FEFIL, 7747 U= Lo TT Ry 7 STV DL5H
WEWTZD, W= bESEFEOFRIL, 7747 U4 —/VORENPEINE D 2>, e

L TLIZEN,
o

R— FESZOEENKIT, NFA OV — b AEEIFFICKBEES N E T,
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HorE AR =L

E '_l_' 2) 3N
26 T77AT7 94— ILDNHEEZELTET S
NFA OFIHT 2BER—FN, 77 AT U3 — Nl koTTay 7 In0nWEo2, 774
T —NVDOREEEELET,

NFA #—/— ETA—=T > L THAT 28BN — F D7 7 4 /L MEIL, [ 2-11 NFA 237
AT 2@ER— FES & OMBEE) 29 =—) |, [#£2-12 NFA BRI T 2@EAR— bk
FB—E (NEEE) (29 2—) ) O@bv TT, F7z, NFA MO ANT~O8EE THAT S
A= DT 7V MaIX, [£2-13 NFA DD ANT~DO5E0 R — &S T 7 40 ME—&
(29 =—) | ©WwY TT,

INHDR—=FEEN T 7 AT U= LoTCT a7 INWEH, 7747 U4 —)b

DETEEETLET,

&« 2-11 NFALFIAT SHEER— FEE—E (SEERE)
A ¥ r—rE | 7O ko | A@E A&

= y |2

HTTPS i@fF A — k 443 TCP IN |HTTPS #{§H— kTY,
sFlow /X7 v & R — b 6343 uDP IN |sFlow X7 v F&Z{EHR— K TT,
NetFlow, IPFIX /X7 > F45 | 9995 UDP IN |[NetFlow /X% > k| IPFIX /X7 > h D %A5
A= b A=Y,

% 2-12 NFA RFAT 5@ER— FBEE—E (NEEE)

A rR—rE | 7O ko | Al Hik

5 )%
71— —X% DB i@gHR— 27100 TCP IN |7o—F—2EHHAT—Z X=X ~DHEE
~ R—FT7,
AT LETR DB W{E AR — 27110 TCP IN |[VATLAEHHAT — X X=X ~D{E R—
b h T
A X NEH DB EER— 27120 TCP IN |4 NEHAT —Z _X— 2 ~DE R—
b N T
ayv b u—7—il#HEE 27200 TCP IN |2 hr—F—7 o 2HfHll~0@ER—
A=k T,
R A = e A ST | 27210 UDP IN |2 7&—Tatv2Aou /% —ERA~DHE
fgR— b ER— F T,

% 2-13 NFA LSS EBADRER— FEE 774 ME—E
A ¥ R—rEBE | Akl | ARA A&
SNMP Get 161 UDP OUT |NFA H—R—Mn b7 AR —F —~0D SNMP J#(E
THAT DR — FEETT,
ZDOR— FEEFILZ, Web 2 Y — )V EORET, =
JAR—H —HBALNIERETEET,
SNMP Trap 162 UDP OUT |NFA #—= =MD x v b U — 7 LT~
D SNMP +Z v 7 EETCHEMAT HmER— NE=
VC‘\‘j—o
ZOR—FEEIT. Web 2o YV — )L FORETER
TEET,
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R

MOT7 7 AT =NV T T 2Ty NU—T R DT 747 0+ —/ 2B LTI,
KRGO~V =a T VESR LTI IZEN,

252 "WRPMMAT2EER—IMESZEET D 26 ~—2) ] OFMEREICLVFMTD
R— FEFEZZEE L TWDL5EEIE, REFITOR— FEZELBEEGAELTITEINY,

o firewalld ZFIH L TWAEAEIE, RO LS IZa~vr REFETLET,

firewall-cmd --permanent —--add-port=443/tcp

firewall-cmd --permanent --add-port=6343/udp

firewall-cmd --permanent --add-port=9995/udp
firewall-cmd --reload

firewalld DFEANL OS OFEET H~==2 T L EZ SR L T 72 &0,
* iptables ZFJH L TV A AL, /etc/sysconfig/iptables it LET,

PLTIIRESZD 7 7 A NVO—FTT, L HFIEOFEMIZ OV TIE, 0S Ot 2%~
a7V ESZRLTLTESIN,

H o o 3

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -3 ACCEPT
—-A INPUT -m state —--state NEW -m tcp -p tcp --dport 443 -j ACCEPT
-A INPUT -p udp -m udp —--dport 6343 -] ACCEPT

—-A INPUT -p udp -m udp --dport 9995 -7 ACCEPT

-A INPUT -j REJECT --reject-with icmp-host-prohibited

—-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

TR ANER L7245 T,
T 7 A NVORERIT REE AT D720 iptables — B A ZFEBEI L T 72E0,

2.7 Web H#—/N\—IZBT 5 EMEEZITD

NFA @ Web H—/X—|ZBF 2 BIMOREIZHOW T L F97,

271 WebH—n"—O5DOBEEEIKRETE
NFA @ Web Hh— "—|CET 20 7 2 EMIICHBHIBRT 52720 DR EIZHOW T L F
KR

NFA @ Web =22 Y —UIZXT AT 720 7B IR Web —"—BHHOEHER 71X, LT
DT 4 L7 FUICEREINET,
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2.8

<SAL R =T 4 LY F1)s>/controller/tomcat/logs/

ZDOT4 L7 FUNOLUTFOr ZIZoOWCIHHEIClRn—7—Y a VBXOHIRIZ S E
Hh, MEIZS LT ecron 2 EZFM L Tlve 72 HBEIRICHIBRT 5 X 5 ICeE LT 72
W,

* localhost access log.yyyy-mm-dd.txt
®* catalina.yyyy-mm—-dd.log

yyyy-mm-dd 1%, NFA —_—0D HffZ2FR L ET, BZIE, localhost access 10g.2016-0
4-01.txt 1L, 2016/4/1 D Web 22>V — VT 5T 72077 7 A VTT,

=% 7E 51
DIFIE, 30 HU BRI L7-n 77 7 A V&, HBHIER | FRZF = v 7 LTHIFRT 5 cron 3%
EDHFITT,

@ 1 = = % /usr/bin/find /opt/nec/nfa/controller/tomcat/logs/
-type f -regex '~.*\.[0-9]1+-[0-9]1+-[0-9]+\.\ (txt\|log\)s"
-mtime +30 -exec /bin/rm -f {} \;

cron D EICET 256X, OS DIRMET =27 L ES L T &,

IMS O AR—3Y FHIEAD=HDEHREZITD
IMS 22 R—x > F&FIH L, #30 NFA, 7213, NFA & NetvisorPro & OffiAiEH %29
HBBIAT O BREIZHOWTIHA L £,
Evk
IMS =2 AR —R v MEFIH L WGE, AREITIARETT,

IMS 2> AR—x2 hEFHATLIHAE. LD 3 DOREEZITWVET,

s IMSaVR—RU FDEY NT v
IMS =V R—F > DAV AR—/LLNFA D DR AT AT H7-5HO IMS =
A= FOEEEITVET,
FEANIX. TWebSAM Network Management Web =22 Y — )L A X — K7 v T HA K| &%
LT &0,

* IMS 2R —F% > b & OERGRE
IMS 2t IR—3R 2 kBT 57280 NFA OB E #{ TV E T,

o VUUNY AT DIEDDHRE
IMS 2V R—%2 FD Web 2V —uinh, o ZN%A 42T, NFA D Web =
V=T IV BEATEDL LT HZODKTE S NFA HITITVWET,

31



2w A LA =

NFA il C17 9 3% E 1L, LL R DFKE 7 7 A /v (controller.properties) & 35 Z & TITWET,
BIET 7 A IV
<$TF—HT4 LY F!s>/controller/conf/controller.properties
EVEk
* BIET 7 AV (controller.properties) N FTE L 72 WA IR, BTHI/ER L T2 &0,
* BXIET 7 A /V (controller.properties) D EHTNAIL, NFA OH— B X LEIFRFIZ KM S E T,

A FEE
WRIA=B—DRBIIAERANR=ABEEN TV DOIHE KEDAR—=ZALEDTRTA—F—
B &g S0, BRI L@ ORBENTXEE A,

IE 7 7 A /L (controller.properties) DIRAERIIZ, /XT A —F —RKBICRERAR—=ZANEEN TN
RN EEMERL TS,

IMS 3 UR—3R Y b & DERETE
FXIE 7 7 A /v (controller.properties) DLL FD/XT A —HX —&fREL, EEXLTREFELET,

ims.application-instance-id = <manager id>

ims.msgqueue.host = <ims ip address>
ims.msgqueue.port = <port number>
<manager id>

IMS =t U AR—3% 2 "N, 5689 5 NFA Z3ki4 57200 ID #45E L £,

ART A =B —X, IMS 2R —F MUOFKE T 7 A /b (ims-conf.ini) DFXEE & —E
SHLIMERDH Y FT,

<ims ip address>
IMS 2 R—=R b A A= FT oY —"—=DIPvd T FLAZfRELE T,
IMS 2V AR—FR NV TAZLVATHIA VA R—)LLTWDLGEEIEL, 7T AX VA
TADTu—T 4T IPEEELET,

<port number>

IMS =22 /R —% > k@ Message Queue & D ilfg TRIH T2 BER— FEFEZRELE
ER

KNG A= =X, T 74/ FOBER— FESEZEE LA, BENKLEIZRY
£7

AR E
ims.application-instance-id = nfall

ims.msgqueue.host = 192.168.1.200
ims.msgqueue.port = 28110

32



Fo2E AL A=

2.9

UGN A T ODI-HDERE
iE 7 7 A IV (controller.properties) DLL T D/RNT A —F —ZfFtE L, EEEX L TURAFLET,

R

ims.webserver.base-url = <ims web url>
ims.sso.enabled = <true|false>

<ims web url>

IMS 22 AR—% 2 FMEET 2 Web 20V — L2 T 7B AT 57286 URL #I58E L £
7,

AFE
KRG A—=B =%, 77 7Pl LONFA I 67 7 & ZAA[6E7 URL 2 48E T DL ER H
D i‘ﬂ—o

<truelfalse>
TN A T DENEE AT DN E DI EUTO R IITHEL LT,
© true: YUY A VA OEMEEEINCLET,
* false: YU TN A AU OBEE BN L ET,
ZZTIE, Ttrue) ZHEELET,

I

ims.webserver.base-url = http://ims.nec.com
ims.sso.enabled = true

H—EXZTEEIT D
AR R ARERICE TS & . NEA D% — C X E RS 2 & BT £

NFA OH%—¥E A%, &EEHAZ U7 b (System Vinit A2 U7 N ZEBEEITT 55, 0S 2/
HEfT5Z & TERETAZENTEET,

TR EEBRZ VT N EFET LT 22T L EARB L E T,
1. root +—H#—TNFA #— "=l /A LET,
2. MOa~vry ReFETLT, —eAxEEHLET,
# /etc/init.d/nec-nfa-service start
EEFICEETLE, ROLIBRA v E—UNRFRINET,
Starting nec-nfa-service (via systemctl): [ OK |
EFICEIB TE o727 mE R, [ ok 1ORDVIT N6 JERFSNET,
3. KOARY REFATLTC,. FT—F L PR B ARMHENMIEII L TWD 2 L 2R LET,
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# /etc/init.d/nec-nfa-service status
EFIZES L CWAD L, name (pid process id) is running 2%, KrakvRT LT
BRINET,

systemdb (pid 12340) is running...
eventdb (pid 12341) is running...
controller (pid 12342) is running...
web server (pid 12343) is running...
flowdb (pid 12344) is running...
logserver (pid 12345) is running...
collector (pid 12346) is running...

4, WOa~<y REFEITLT, Web b —_R—DFHLZITR— FREHNTWDZ L 2R L
F7,
# ss -an | grep 443
443 1%, Web —_X—DF 7 3 /)L b D HZITAR— &S TT,
Web Y — R—NIEFIZEBH L TWD E, RO L DT, 443 FAR— KA LISTEN IREEIC
2o TWET,
LISTEN 0 100 :::443 288%

ERICEE TERo2384, B2 —EAEEFFOT T —L %R (69 2—)) 25K
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IINTRBR DT 7 AR — 2 — %V IAN T, FEM72BE BOOIT 21T D T2 DT 7 X
AR— 4 =3l 2 R LR,

[y FERIZ T

WEREITHT D LEVEREHRORES, LEVWERERIZL S L Wi, [iEo
AN P ORERR LT DO OB ZRR L ET,

[(FI—TEH| %~

Ky Y 2= FEERT 7 AR—F =5 COOLRRTHAT L2 F
RAL DI N—E T BIY, 2 AR—F—DA o Z =T = ADT)L—E
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4T AAREME

VTR T OOB/EBECHIED VL — T/ ERNE T EEE s FE R LE
j‘o

- [RTLEE| YT
T AR—B—BLIORZEDA U H—T 2 A AZEFHTHEE° NFA (22 7 A L A]
B —Y —EMA ST IEE R &V AT ARRICERT AR E. EHE2ITH -
DO E A F R LET,
EVk
BHEMBLZF - 2—F—To /A4 LIEGARICDOR [V ATLER| Y 72 E R LE
T,

e T o

- BIA LTS a4 AR R LET, I T, 2P —RET[RTA]
BELEERRLES, 2—F—DBINEBIEOERIC, [RRBIDIEEZITDR
Mol BAE, [A—Y—R|OREME R R LET,

BaEAR 2
- [EBEASEEIRY

074y L TNEL—WF—D[RFKI[/NRD— R Ea—H —DfE NFZEICE
THRELEED IO DOMHE A Fr LET,

EVE
walow 7 A VR, NRATV—=ROEFEZITH Z & 2HREL TVES,

- AL AmE
NFA D~V KR LET,
- [@ad7y R s
Web 22 Y —Anbur 7o MLET,

HJ A= 1 —4EE

BIRLTICAA A= 2 —ICRT OV T A= =02 5LAICE R LET,

3 AN TR IR
BRI BET 2R AN EORECHT 5= —7 oM famm L £,

HRe iR E R

BIRLTIZAA v Ama— YT Ao a—CEbE T FlEEE £R LET,
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4 AAREME

4.2

7w A —5EE

BEBHE L T D NFA ONX—T g UIFRSa ' —F 4 FOFEREZFRLET,

D4y FDFESE
Ky aRh— REEB O AR—F —0rEiE Tk, @5 ROk~ 72 ot L2 E
T4V 2y FELTERLET, TZTEHENFARYR— T 0=y O
WZOWTREBH L £,

VAV Y MEIETRTIOINENORELS 3ODHA TIHHTHZLNTEET,

NIRRT S ORTEAT

ITRERE LC, feEHfcB U 2K HEE OBEEOHB ZIINGR T 7 7 CERRLET, £
7o, —EERRT, BEYMICBIT2SEHEE OWEEDIEM 2R LE T, @{EEO AL
bps £721%, pps ZHEIRTHZ ENTEET,

UFTOU 4Ty NRZOXATIZRBLET,
s BEESNTTVA4TV=v b

xK41 BEEFWTI4Pzv b
214> xy FDESE B1L)]

T AR—H — BEEOEZ NI AR—F—%F R LET,

T AR—Z—DBERIL., TOTT AR—=F—=1FoA
VHE—T 2 ADBREEOEFHETT,

ANIJAZ—T A A ASTMOBEREDLZ NS, X —T =2 AEERLET,
HhA B =T AR HAOBIERDZNA o H—T = A TR LET,

© HEE, skt 4 Y v b
®4-2 EfER, BESHFI4Cz Y b
V4 Pz FDER EhEA

PETLIPT LA @%b\ BETIPT FLAZERLET,

= %W@%r IBWT, EETIP 7 RL AL, &
% WCHIVRZ D EnTEET,

ZSEHRIP T RLAEFRLET,

i
Vv MNOFERIZBWT, 360 IP T RL A, A&
FRICHIVEZ 5 Z LN TEET,

A R I HWEEOZWI A= a QA OBE)EF R LE

S5 IP T RLA EIE
%

b}

T4V y FNOERIZBWT, @EEITY 250 R
RALBRDIPT FLRIT, AR MERICHIVEZHZ &

NTxFET,

EETLTTZ RRA v T —7 BEEBEODZWEE LT RRA LV NIV —T52FR R LE
To

SeSeT s RARA v NI A—TF BEEOZ VLT RARA v NIV —T R LET,
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4T AAREME

42y bDIESH B
E{E 0 AS EIE D\ %5 5t AS(Autonomous System) % Fx L E T,
AS IIFE S TRRLET,
365 AS EE mDZ\SEE AS(Autonomous System) & Frr L E T,
AS IIF S TRRLET,

MBI T ITRTREATDOT 42y DA RA—T% (K42 i 7 7FHREZA T D
T4y b (52— IR LET,

Skbps =

IKbps
MDG-M
e N s s " D <
0 bps

T T T 1
03 PM 03:05 03:10

'.-...___--__-----“M

ﬂ:::::&-::am

r T T T 1
03 PM 03:05 03:10

No. EETIPF FL-Z BiEE
N 192.168.20.254 3.5 Kbps
N> 192.168.10.220 1.4 Kbps
K 172.17.0.54 733.9 bps
N 192.168.10.254 733.9 bps
Hs 192.168.10.1 733.9 bps

42 FhBTSTRRIATOY4 STy b

MJZ /NI 5 IRREAT
IONTFEREM 7 T 7 ETTTIMR T 7 7D EL LN TRRTH I ENTEET,
- W77z
FEEHMICRT 2K HEE OMlE &S, 2ROBERICH L ENL H0VOEEE HD TV

LO0EFRLET, £, —EERRT, fEMMICK T 285 E Ol(E EDNEA & 3%
ALET, BEEOHAIL, bytes £721%. packets ZHEIRTHZ ENTEET,
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4T AAHEME

rp 7= =7

SIFTRER L LT, fRESIRHIC
T, £, ~EERT, fBEHIRHIC

B 52KHEHOWEEEOHBE IS 7 7 TFRRLE
B A2EEHOBEEDOIEMZFRLET, BEE

DHNLIL, bps F721X, pps ZBINT HZ LN TEXET,

LFDODT 4=y 3z

DEAFIZB/LET,

#£4-3 ATSITHFNBTSIREREA T4y k

21Ty FDOEHR L
7TV =y ay WEEOZNT TV r—varEFRRLET,
IP 71 k=L WEEOZLNIP Fo b aLi2FRLET,
DSCP WERDZDSCP EAZ RR L ET,

7SI 7N T TRREATDT 4Py hDOAA—D% (K43 17T 707
IR LET,

FIRREALATDOT 4z b (53 —) ]

BOSORE YT

VM@

A5

[HE o M [

Ma FAUb—2a &4 T FhM T AEm sy
T — 15.4 K W1 =mp 6.9 Mitrtes 4550 %
B  caece 51 Kops Wz oalced 2.8 WMtrytes 1865 %
[ E o 16881 bps W3 sow T6.2 Kiytes 051 %
[ Capsa ot 153.3 bps W apwag-conts 9.0 Kiytes 047 %
Hs -t 12530ps | | S aOMIRD 554 Kiytes 03 %
W ToE 4.9 Mbytes 106 %

K 4-3 ATS7HANBT S IRTREATOI4Szy +

—ERTYA4T

EERDUC B D E T TR R LET,

LFDOD 4=y hnZ

DEAFIT)BLUET,

®a4-4 —HERTREATOI4Pz Yk

4Tz FOEH

SR

AL RTT— b

BAEREFOT 77— XU MEFRRLET,

—ERRAATDOI 4y hOA ATk (X 44 —

N=U) ] IRLETS,

BRREAATOT 4=y b (54

53



B4 AAEME

4.3

4.3.1

e

L a2l

1 2017-03-17
1522702

5EE

I 2017-02-17
15227:02

2017-03-17
ﬁ 15:16:03

4Ty bEEET D

IP28-52430_1:
GigabitEther 01

2215 : GEOA

BRI

IP38-52430_1:
GigabitEther 0/5

15—

NE

IE{EEH50 bpsrEE2OE
BLFELR. BEE-
0466.8 bps, JO—%# =&
Ex T B = IIL—T
ITIEA

EEEH 50 bpsEES2OE
BlLELE. BER-
11825.5 bps, JO—5& =%
ExT> FliA > FIIL—TF
FIEA

EEEH 400 bps i EE5EEE
BlLELE. BEE-=
404933 bps, JO—FH=F
FUs—=3 % ntip

5 [v]

H4-4 —ERREATDI4Pzy b

WA 7RpmE2A 7, BXO, W3 7NET T 7R REALATOT =y Mk

LT, FUAZ TG FRE A DT 4 V2 Y 7 RROBIEPT A E T

TN T Z 7 FRREA T FTIHT T 7N T T 7 FRZ A TR T T 7 TER
L7442y NTlE, T T7DR—0A UERDITZET,

Flo, TURRA L FOEREZIPT FLATERTDOV 4V y MZEWTEL, IPT N
ADIRA NEMFTRPITAE T,

M7 S /0BT T 7FREATDT 4Py M LTIE, 797520277 771345

W T 7 TRRTDHZENTEET,

eV

BRI IRTRIRY L &7 Vv THEMTT7, [ATZIRRIRZ 27 ) v 35807 T

ZIZEID b £7,

FUILTD %

—

T2

TR T T 7R TEBLIOH T T 7N T 7 7R EZATDODT 4=y MZEW
T, —BICHERRTIHEHADY 7% 7Y w7 L, MOV IABRZIT> TV ZENT

XFET, ZIZTIE, ZOEREFRIRIZOW TR LET,

Hyvaf— FEEICERT LY 4 Y=y ML 217> T IEEP, =7 X
AN — & =Gy T O HTHRERATKT Ly BRI ETY 4 v Z =R 2B L T &E e

GEICABRIEZIT O E T,
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4 AAEME

1.

2.

HMRY 4 V=Y FO—RFIRETHADY 2727 v 7 LET,
ek

Ky aR— REHEOEBRE ) AR—F2—IZHTD5T7 4V =y NLEIELIZEEE. o0
HNBOLT T AR—H— BILO, A v F—T 2 AL ERTHE-ODOEmHEERLET, 2
DL, R ROT I AR—H— H LI, /v X—T =2 A% 7 ) v 7 CENLE
—g—o

T AR—=Z =GR DO[ T 4 WE—FHNZ 7 ) v 7 LEZEANBINENET,

IHTRERDERF SN2 L AR LT IZE 0,

yR1EH
Koy aR— REENS, TSR L —%—] OA v F—T x4 R [0/1) ZHENDEET
IP7 KL & 1192.168.1.100] OEEE RUNAX TS5 T 385 0O8IEFR 2L IR LE

‘g—o

1.

Ko aR—FRBEO EETIPT RLA] O 4=y hnb, EETLIPT FL
2 1192.168.1.100) oV 7 %27 ) v 7 LE7,
T AR—Z = HTHEEISERS L, [PRREOEFE—E| NS nET,

ZDEE, [F4NE2—FHETIT. BETIP T FL A= 1192.168.1.100] 2 87E S,
[SHAFROER—E|CIT. ZOFRMICHYT I 7 —2EHL TSI T AR —
A—BLIOA B —T A ADLFTE FOBEENEREINET,

[ REDEFE—E] T, AR, —2—] O H—T A A 0/1] DY T %
70 w7 LET,

T AR—FZ—HTEEIZIE, UTOFRMBICEZYT 270 —2 0T 58D 1
Ty FRERINET,
[HERITH AR—42—]

WSy — & —

[RESE2—T A X]
0/1

[Z 1 IL32—%#]
EETLIP T KL A= 1192.168.1.100 ]
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B4 AAREME

432 U5 7DRFREBZ 742 TT 5

TN T TRRIATBLOMN T T 7T 7 7RREAT DY 4 V= v b T,
74N T OEREER FIV % Z L T BEDEREHE O — AR RN RN T D 2 L
MNTEET, ZI2TE, TOREFIRICONTHIILET,

AEIEIZ, TopN FRD 9 LO—HDOIHA 2 —FFANICERRIC L, EH LIEWIHE OR 2%
LTI 7727109 < LEWSEIZITVWET,

B 21X, Top20 OFRRITK L, 102225 20 (O H & el L7 WEEIT, 1 b 9firE
TOHAZBRIL T T 72 /A< LET,

. B4 P2y bO[TI4NE—EIRZ %27 v 7 LET,

2. NIRRT A NE N THEAT T T ONRMPHEBEOF =y IRy 7 A A 7121,
SRR B L E T,

3. [OKIRNZ %2 )y r L, 742 —fREZRMLET,
U4 Yy FORTFHNENENLET,
s IR T TRREA T DT 4V NOYE
SINTRIG DB DI B L ET,
s M7 IZ7MNMT T TRRIATOU 4 V= FOBE
ST R OIER OB OEE BICSHT HEEDFRRICE L ET,

433 FINBI S TDRTER—LA 2T B
WIS T T EREAT DY 4 Py MIBWT, IBEMRB O E RTHIR S T 7 O
MR D5 2 LT, VT 7R IKERTH LM TEET, 22 Tlk, ZOERETFIEICH
WTHBI L ET,
AR, RIKOFETRRE CIRE L=/ T 7 OFor BB O T, B ICRRIEZ 578 LT,
757 mERFR UET, BERIOFEM 2 LR LM< BB LTV & 7B A I AR
ERATONET,
1. TRIOEEKEF RTINS T 7(Lor L7 Z— LIS 2 IR L £,
2. Lo URLVIEA—DEEDII—YNVERT vy T& Ku vy TTEBE) L, REENE 2R L
\iﬁ‘\o
FoRMLE A S B ICTHET 250130 FOBER TV ET,
s LUVRLIE—DEEDH =Y NE KTy J& Ry T TBEI L, IR
BLUET,
Ly UL —DRETY T4 R v /& Fuy 7 L, KffliEE K% B8 S
30
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4T AAREME

s LUVRL A —DIREC Y THE Y v UCHIRREE MR L. B L < B
We2 K7y 7&Ky 7 THRELET,

EVbk

- BEREIEEOMERRIL. LB LI F—DEAD T — VY IILDREERITRY 1T,
Lok L7 2 —NT, R7v7&Kay 7OBETHBIEDIRTE 21T &,
N, I—YLRFRENET,

- ERE T 2RI, BICEmSA o) T A KT v /LT, EE 2R E TS
ZEbTEET,

FOTN# T T 7 OFRE2IRE LR TIERF RSN ET, o, ~HIFERTL8E
B, BLOZDIEMIZHOW T HIRE L-#PHIC T 2 fFM TR R L ET,

434 IP7 FLARTERRA FEARRICE#RT D

T KRR FOFRE P T RVATRRT DU 4 Ve y MIBWT, RT 50 FR
AL FDIPT RLVARAZRA NGQIZEB L ERTHIENTEET, 22 TlE, TOHRIET
JIEIZ DWW TR L E 9,

TURRA L NERTIP T RV AZRA NICERT H7-DITIE, = FARA  FOKRA
4 & IP 7 KL A% EH$ 5 DNS(Domain Name System)(Zxf L, NFA 23R > kU —727 &4
LTHRAMZRWEDE TELRETCHLIVLEND Y £7,

ek

o DNSIZEGFEINTWRWNWIZ Y RIRA v MZOWTIE, A M OWEDOEDRTZ W=D,
AEEEITH>TCHIP T RLAFROFEFITRY £9,

© ABETEMSNDAA M, REEZEZE LR R TORR M TR HdRo
7 n—{EHRE SR LI2RFRIZ DNS 22 B HUG L7 AR A M4 T, 20720, i EOBE RN %
I DHEIC, YR EBIEDRA FARERR STV LHEIE, YRFORA M TERRLE
—é‘O

REEEFER T D Z & T, BIEOTY RBRA v FORWAE TORT < A2 £9,
. BV 4y FO[RAMERRR|RZ 227U v LET,
2. TURKAYRNERTIPT RLABKA MIZELLET,

WiLU 4 Vxy NO—BRRES AR L T IEE0,

AER

RA NLFTRICEW LA, =7 AR—F—SHEE~D ) 7 13FRENEHE A,

TDIPT RUARRICRTHEIE, IP7 FLARRIRZ %27 ) v 7 LET,
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B4 AARHEME

44 BEAKREONBTZEFHIT S
NFA O Web 2>V — a4y Lica—H%—RNEaH0on /A4 N AU— RKegira—
PR e FHT LD FIEICOWTIA L 97,

EVk
[A—HF—&]. BLO. [ZP2EALRLIZONWTIE, BHFTDHZENTEEEA,

1. EAREE R %7 LET,
A A= a—EROEBMEAREI RS w227 Y v LET,
2. FRENMMABREHE CHNELLEELET,
[RTR4A]

B L OFRIRPAO 2 —HF—DAHT 2 EE O FTHE LE ¥, RRICFEIT 32
XFTY, BHBLORRIEMAR-ZAZIET L2 Z LI TE £ A,

B LG A 1, [A—Y—R)CTHRELZARER A E LTHEHALET,
[TI24NW DSy aR—F]
A LTIZRIS, BINCRRT DX v v adh— REROARTZEIRLET,

o [IRRT—FZEE]
Frv IRy s AL, [IBISRT— RIICBED S AT — REHE L E
ED

[B/AARXT— R, BELO, RRT—FBARMICIZ, HrLW SR TU— REHEE
LE7,

NAT— KL, BLFOXFEMAGDET, 832 LFOXLTETHREL T,
- CEARET
- CEAANR—R
- UToORE
P"#$% &' () *¥+,-./5<=>2@[\]"_"{]}~
3. EHEANREZMRL, [OKIRZ 227U v 7 LET,
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BSE Ty TL—F

7yvITTL—F

NFA O 7 v 77 L— RFNEIZ DWW TR L £97,

EP/Y

5l T S T T R 0T D ettt 60
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BSE Ty TL—F

5.1

O N >
TvITIL—F95
A VABR=NVAT 4 TICIRENTWVWAAL VA =T % FEITL NFA Z WA= 3 b
B AN—Ta Ty T L= LET,
1. CD-ROM RT7A TIWZA VA=V AT 4T &AL, CD-ROM &~ > b LET,

ZZTlX. CD-ROM O~ > hiRA v h % /media & LTCIA L E9, BIOEFTIC~
7 LTSGR, BEERARA TSN,

2. Ty 77 L—RAiZ, NFA DY —ERA&EIEELET,
# /etc/init.d/nec-nfa-service stop
3. AVAM—T—%EELET,
AVAR=AVEDOSIZEDLE T, UTDavry REFATLET,
* Red Hat Enterprise Linux 8 (x86_64)

# /media/NFA/Linux/nfa-upgrade-rhel8

* Red Hat Enterprise Linux 7 (x86_64)

# /media/NFA/Linux/nfa-upgrade-rhel?
AEE
A VA MO OS Xt LW s a~y REFEITLESAIEL. 7 v 77 b— RAERN
LPRILET, ZOHAEF, ELWVWavr REFETL, 7Ty 77 L— FAHEESLHYELT
=AW

4, RRINTIN—Va o FEEEZMERL, Ty 77— REBLET,
BHRE T LV IR—R L FOHBSED A= a UNEIL, Ty P 7 L— REOAR—T 9 )N
FO[IRNICRRINET, X—Ta VESIZHEWR2TEX, v AT L Enter
F—ZML, To 77 L —FRUHEZRBLET, nZANNTDHE, T 7T L— AL
BIhiEEnET,

Network Flow Analyzer version 2.2.0-8 Upgrade Installer

————— ComElrmation ——=s=ssososoomso=oo=s
Controller : 2.1.0-5 -> [ 2.2.0-8 ]
Collector : 2.1.0-5 -> [ 2.2.0-8 ]

Is it OK to upgrade? (y/n): y
RDA Y=V RERFINIEL, Ty 77— ROEHITET T,

Upgrading controller ... done
Upgrading collector ... done
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BSE TyTTL—F

T o T— MUOBRPT T T —RNEAELZS/IE, 27— A v b—URNFRINET, =
FT—RAob—=UNERINEHEE, Bl A VA N—=T—=F{THEOT T — L 55HE (68 *X—
V)] AL, U EITo TSN,

W2, NFA O —bE 22 XH T X0,

# /etc/init.d/nec-nfa-service start

EVk
Ty T T L= RRZRIZ, IMS AV R—X 0 b EOEHRREZBINT 52 b TEET, REHFET
2.8 IMS 2> R—3 MDD DOREEITY Bl X—) ] 2L T3,
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FTEE TUA A=)V

FO6E
ToA VA=

NFA #7 oA v A =T B FNEICOWTEB LE T,

EP/Y

R B BV Rl L fals S Ly R R oy~ o= SRR 63
R Ry N G Sl N SRS ORRRRR 63
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HeE TLA LA =)L

6.1 FoA A M—NIZBITAXTEEIE

NFA Z7 oA A M= LT HBOFEFEIZOWTHA L £,

By

DT A A M=, FIZ rpm —e a7 R TITWET,

AVAN=NT 4L N ET—ET 4 LT N BT TA A =L LTWHA,
rpm —e A< RTET—H#T 4 L7 FUIFHIBRESNEH A, Bk, TEITHIFRT D4
BENHD £,

AVAP=NT 4L M I ET—=HFT 4 L7 FUNELHE. rpm —e I~ FIZLD
TRTOT—ZNHIFREEINET,

rpm —e 2 R TlL, /etc/init.d/nec-nfa-service A7 U7 MNIT A A h—
NENFEHEL, 7oA VA M—=LTFIEOH T, FEITHIRT H2XLERHY 7,

6.2 H{ZET7 VA VAM—ILT B

NFA O7 A A b—)LFNBIZHOW T L £ 9,

1.
2.

root 2—H¥—Tcua A LET,
WDa~<r REFEITL, NFA DY —E R &2EIELET,

# /etc/init.d/nec-nfa-service stop

Wha<y REFITL, #hWET7T A A =L LET,

# rpm -e nec-nfa-controller nec-nfa-collector
ROavr FEFETL, Y—E2OREHA 7 V7 M EHIBRL 7,
# chkconfig --del nec-nfa-service

# rm -f /etc/init.d/nec-nfa-service

AVAP=AT 4 LI M) ETF=EFT 4 L7 P EST TGS, 74T 4 L7
MU ZFETHIBR L £

UET, 7oA A M= AEEITET T,
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fték A, 2~ RV 77 LR

Tk A. A FJT7L 2R

NFA Ot a~ 2 RlcoW TP L7,

A.1 nfa_ssl_keytool
HTTPS i#ifE T % SSL #— "—FEH EDO MR L OVERIZ{T 9 2~ R T,

Zoa~ R, Javakeytool =+ 2 R OBERE 2 ARG AT WLT WETREET 2 7 v
N—ax RTY, Kavr R bEMNTE 5886EI%. Java keytool =~ RDO—H# DA T
T, 7. BIEOLARIRCEWRIL, Javakeytool 2~ RIZ&HOETWET,

Java keytool =~ > N & OFHESIXROMEY TT,

* EHIDBIEIT genkeypair R EDH T a<vw L R4EEELET, V7~ Fo5lH
£ DYCEAIC - I3 E FH AL

« Ra<wr FTiE, ¥—Z M7 OBRILPKCSI2 EETT, /o, F—A R T O RA(F<s
F—%F 7 L2 F!)3>/controller/conf/server.keystore [#HE TI,

* genkeypair M7 a~r REETTHE, F—ARTONRAT—R, F—XTHDT
YR —DRIL, HEONAT — RNRLLTFD T 7 A JVIZFEER SN E T,

<$TF—AHF s LY F!)s>/controller/conf/tomcat.properties

Ty AR SN A EERIL, Y7 2~ K C-storepass, -alias 47 =
VEAIE LIZBRICHBICHEH SNE T, £00, SIBOEER A R/IRICMZ Ta~
VREFEITTHIENTEET,

* —keyalg. -validity A 7> a D5 7 /b MENRERY 97,
* initstore EWIHMEDOY T a~wr REEEL TCWWET,
INA

<SA R =T 7 LY F1U$>/controller/bin/nfa ssl keytool

e =

nfa ssl keytool genkeypair [-help] [-storepass PASS] [-alias ALIAS]
[-keyalg KEYALG] [-keysize KEYSIZE] [-sigalg SIGALG]
[-validity DAYS] [-dname DNAME] [-dns DNS]

nfa ssl keytool selfcert [-help] [-storepass PASS] [-alias ALIAS]
[-sigalg SIGALG] [-validity DAYS] [-dname DNAME] [-dns DNS]

nfa ssl keytool certreq [-help] [-storepass PASS] [-alias ALIAS]

[-dns DNS] FILE

nfa ssl keytool importcert [-help] [-storepass PASS] [-alias ALIAS] FILE
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kA, 2~ RV 7710

nfa ssl keytool exportcert [-help] [-storepass PASS] [-alias ALIAS] FILE
nfa ssl keytool list [-help] [-storepass PASS] [-alias ALIAS] [-rfc | -Vv]
nfa ssl keytool delete [-help] [-storepass PASS] [-alias ALIAS]

nfa ssl keytool initstore [-help]

nfa ssl keytool -help

B8
HH 7 avy FOEWTRO®@Y T,
* genkeypair

FEORT (AR X OBEET 2 IEARME) 24k L, F—A NTITEMLET, £/,
Web Hr— =03k LA T 27 00FBHREULTFTO 7 7 A VCEEHLET,

<8F—ZF 4 L2 FUs>/controller/conf/tomcat.properties
®* selfcert
F—A M7= b —ORIIHT 5 B EBAEAFE LR L T,
certreq
PKCS#10 A%z i > TREMEHZEA BK (CSR) 2Rk L £7,
* importcert
77 AP LREAEE I ITREAET = —  ZAIRD . F—A MTITHML £,
* exportcert

AEHEZ T —A MT DAY A T VST ROREAE L LTT 7 A /WIS
LET,

¢ list

FEDF—A N7 M) — EFEFF—RA T REONELEERRLET,
* delete

F—AMTNOREOT MY —ZHIFRL £,
* initstore

F—ANT 77 ANEHIBRLET,

518
-storepass PASS
F—ARNTONRAT—RERELET,
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ftEk A, 2~ RV 77 LR

genkeypair 7 3= ROETRIZEM LT-HAIE. a~y RETHIZARAT— KD
ANTBRRODOENET, TNUNOH T a~w 2 ROFEITRIZEAK LTS E X,
tomcat.properties 7 7 A /L Hag A TAEZEH L E T,

-alias ALIAS
F—ARTHOZ N =D ZIREL £7,

genkeypair 7 a2~ ROFEITRHIEME LI HA1X, 7 7 4L MED ltomcat) 23 ]
SINFET, £ list Y7 a~vr FOFTRHZER LG EIE. T3 To= s MY —»
KIRIZ72 0 EF, ENLSOY T a2~ ROFLTRICEN L7126 1E. tomcat.properties
T ANPLRAR ST EEEH L ET,

-keyalg KEYALG

O BT LT XLEBELET, [RSAJ. DSAJ. [EC] &2 EETHZ &0
T&xxd, 74/ MNI [RSA] TT,

~keyalg, B L N-sigalg ITFHETE L7 /0T Y X AL Java B5 5T —F7 7 F v
(JCA V77 LR HAREZZRLTITEIN,

-keysize KEYSIZE
T HHEOY A XERELET,
FREFRE/RER LT 7 4 /L ML, Java keytool DfLERIZHERL L TV &,
-sigalg SIGALG
HOBAMAEICEAZMIT D EXIEI TAITY XAERELET,

BETHT7 /LT XN, -keyalg EHBMEOH D L O TRIFIIIR D A, fEER
RE/MER KO 7 4L MEX, Java keytool DAARIZHERL L TV E 7,

-validity DAYS

HOB4AREHENEE R ENDHEERELET, 0~ 365000 MEE CTX £,
7 7 4V M 3650 (9 10 4F) T3,

-dname DNAME

H O B4 REHED issuer 7 4 —/L K & subject 7 ¢ —/L R & LT 9 X500 #5445
ELET,

kA A FEE Le o Toild, a~ v REITHISGEMNA DA 2RO BvE T,
-dns DNS
AIEFE O Subject Alternative Name FL5EFEIIZ B k3% FQDN Z+57E L £ 7,

genkeypair 7 2~ KT, F5E L2 > 728A13FEAE O Common Name 73
SINET,

-new NEWPASS
X —ARNT ELIFHDONRAY — REELTTHERC, BEEONRATY—RERELET,
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B L7263, 2~y RETHICRAT— ROANNROLNET,

-rfc

list W7 a~xr PO hRIREEA 72 a T4, Mok 7 ATt EON
AN EnET,

v AT ar ERIFFICIEET A Z EITTEEEA,

4

list %7 a~wr ROMDEREEA T v a T3, A2 L OTX AT GE

HEONEFEMA M S ET,

—rfc ATV a VERIFHZHEET 2 2 LIXTEEEA,
-help

awy ReR, 3K a~r RO GEEERRLET,
RYE
FRPIIFICIE 0 2R U E 77, R ICIX 0 LIS OfE 2R L £ 7,
EVbk
N~Vayzouﬁﬁﬁﬁbk%—xb7®%ﬁi Java KeyStore (JKS) & 720 £9°, JKS B %
FIALTWDEHAE, UTFoV 7 a<r RBBEMTHEATE £,
nfa ssl keytool storepasswd [-help] [-storepass PASS] [-new NEWPASS]
nfa ssl _keytool keypasswd [-help] [-storepass PASS] [-alias ALTAS]

[-keypass KEYPASS] [-new NEWPASS]
* storepasswd

F—ARNTDONRRAT—RREEHLET,
* keypasswd
F—ANT TN —OENRAT—REEHELET,
Flo, Y7 a3~ Nil-kxeypass 7/ a UBEETEET,
-keypass KEYPASS
BEDONAT— FEEELET,

genkeypair 7 a< v ROETRFIZEE LI2GAIE., =<2 RFETHI AT — RO AN
KON FET, TNLADOY T o~ ROEITRHIER L7854 1%, tomeat.properties 7 7 1 /L
MO FEA o T B2 L E T,
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4B, bT TNV a—T 4T

F8B. TN a—TFTa42D

B.1

NFA Oty M7 v TEERICBESND F T 7N E . ZORMAITETOWTHB L E T,

AR M=—F5—FETHOII—EXER

A A =T =FATRHCRAET 2T — L T ORREZHAL £7,

SHMMAX must be larger than 256 MB

WDOE I A vE—UREREINTEZHGE. I—F/NV/3F A —H — kernel.shmmax DA 7
256MB L W /hE < B A A M= VB Z TS L CTWR WO DRI T,

ERROR: SHMMAX must be larger than 256 MB.

kernel.shmmax D% 256MB (268,435,456 byte) LL EIZEE LT &V, wKDMEREZE 5]
THIT72DIZ 2GB LA EDOEICRET 2 Z L2 MHERE L ET, I—RN T A—F—fED
EHRE, FEA LA —=T—Z2FATLTIEIN,

Non-root user cannot access the install path

WKDEIIRA =V NERINTZHGE A A =T 4 L7 b UIZH  root 2—HF =037
7 AT HHERMN 2N &75))?.1‘9”

ERROR: Non-root user cannot access the install path: /opt/nec/nfa
Check the permission of the install destination.

A AP=NT 4L N ELTHRELET A L7 P, BLOZEORFTOT 4 L7 FUIC
DWW, Froot 2—YF—NT 7 EATEXHLIIT, chmod T~ R ETHREEIT-TL T2
SV, TDOH%, BEA LA PM—=T—EFTLTLIEEN,

installing package nec-nfa-controller-x.y.z-n.x86_64 needs
XXXMB on the / file system

WRDOEIIA =V NEREINTZHE A VAN T 4 L7 NI ELTZ7 7 A VY
AT A EDOZEEXRENREV IRV, 77 ANV AT ANEZALARE TN ENFEIKT
7,

Installing controller . failed

ERROR: Failed to install controller package: code=1
installing package nec-nfa-controller-x.y.z-n.x86 64 needs XXXMB
on the / filesystem.

4/xk~WT4V7%) I PR EREE o EXIALRARERS T 2T L T
7m0, ZE ﬁiéﬁﬁbt% BEA VAT —2FZTLTLIIEEN,




1% B. "I TN a—F 4T

Failed to initialize data. Directory exists
KD EIIRA = VPRRESNEHE, T—F T4 L7 FVICHRELET 4 L2 R U
20 A A M= ABHHERT 27 4 L7 U BBEICAHEL TV D Z L BRA T,

Installing controller . failed
ERROR: Failed to initialize data.
Directory exists: /opt/nec/nfa/controller/conf

Failed to initialize data WERINDHE, TOTIZ, UTDOXH72 U RN —HD =
v RDRFERINET,

Try to run the following command later.
/opt/nec/nfa/controller/bin/nfa init controller -data /opt/nec/nfa

TIT—=Ayb—URIEIRENTET 4 L7 P ZHIRO B FRRS NI a2 FE root - —
P—TETLTIEEN,

B2 H—ERXEERFOIS—EXEK

P—E AR ET LT — L ZTOMREHA L £7,

H—EXREIFFIZ ne | DARTREINE-ES

F—BERAEIRFIC ] NG 1 BPEREINTZGE. T—%T 4 V7 MU OWHEMER EFITITDR
TWRWRREM R H Y £97,

ROFNETHLZIT> TS TES VY,
1. —FE, bh—bvRx&2ELELET,

# /etc/init.d/nec-nfa-service stop

2. UFToa~vwr REEITLET,

# <$7/ X F—JLT7T 7 L2 FU%>/controller/bin/nfa init controller

-data <87 —ZT 71 LT FYUs>
# <$/ X F—J)LT 7 L2 FU%>/collector/bin/nfa_init collector

-data <87 —ZT 1L FYUs>
T=E2T 4 L7 NUBRETRWGE ROXIBRTT —BRRINDIGEDRH D £,
ERROR: Directory exists: /opt/nec/nfa/controller/conf
TT—=NERREINTCD, RAREINTZT 4 L7 MU ZHIBRO B HEETL TSN,

3. SSL — "—iEME AR L £,
2.4 SSL #— "—FEBEZ T 5 21 <—) ) OFMEEEML T ZIW,

4, V—vCREFERENL FT,

# /etc/init.d/nec-nfa-service start

69



1% B. "I TN a—F 4T

Web H—/\—D#HF 5 Z(+T7R— b 443/tcp HEFETE LA LD
LISTEN JREE TIX % LG E

ss -an | grep 44372 M~ KT Web — _"—DFFHZ TR — | 443/tcp DIRFE % e
RLTH, IR — FOMFEIE L 2RWIGE, SSLAEAEN IEF IT/ER S 4L TV 7RV AT ReE
N ET,

ROFNETHLZIT> TS TEEN,
1. SSL — N—FEEZER L £,
(2.4 SSLH— "—iEBEZHEHFT 2 21 X—)) OFMEEFEMML TIEI,
2. v REHEHLET,

# /etc/init.d/nec-nfa-service stop
# /etc/init.d/nec-nfa-service start

OS EEFFICH—EANBEITEE LR MEE

TEICH —EREEENT S LIXTE 528, OS KBV — AN HE TEE) L 2WiGEE,
chkconfig 2 ¥ R E CHENEERENEE IN TV D AEERH Y 77,

OS EERF D HENEB) 2 A2 LIEWE S, RO a~ > F2 T LELZ T-> T IEEuy,

# chkconfig nec-nfa-service on
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