iILO J7—LADIF 7Y T —Miie

AE(&, Starter Pack (LD ILO J7—LD17%7yI7— R 2LEOFERBIERECOVTERAL TVET,
PYIT—NMEEZIRZEH - - DNEREIL BB EDEENMCEZ N BDFIT DT, AFBANZREETL
FEHRIBEDRVES YT T - NUTIZE W, Fe, TAESRIPCTFHARRTIST N (BE. & &
W, JAZXE) (CEDY—/N—DEREMELIEDEIRNIMENOLET L. RBOIHE. asMEEUIESEME
UIKIEDET . COLIMZEBRIRDCEIBTERZMELTZENHDEFIDTHRTERITE,

® Jy—ADIT77vIT—MR(CISUY—-0UO— RRY>FI(E F5 F—HSROTIEE0, 35 TENS
OEFERLUTIYIT— MR T URVRREICOTEIB SR, iLO DUy MEfToTEE W,

® H—/){—(CTPM FF TM BV AM=ILENTWSHE. X7 ROM(BIOS)E/z(E iLO J7—LA7
I7%7YI7T— NI BEIC. TPM FI2(d TM (CRET 3 1B HRZISNT 2V I N1 72 —RHE LT3\
7y TUTLIZEW, BIZIE, RSATESEYINIIT7ZERLTWRIBER. J7—LADIT7OT7Y ST —
NI T BRIEIEL TIZEW, VI NIITDELEZEFICS AT A ROM(BIOS) F/2(d iLO J7—
LIITDPYIT — NIl E . T—AINTICATERRZuIREMENHDET . TPM F2(d TM %
ERTZVINITTZZIEL TORUMARET(E, 25 ROM(BIOS)#/z(d iLO J7— AV 7 D7y
7 —MeBIRURVESCUTIZE L,

® |[H/N->3>miL0 Jr—AD17([1.10 Jun 7, 20171F/(EM1.15 Aug 17, 2017])HNEHEIN
TWEY—N—(CKILO J7— LI 7ZBRAUBE. TIAINNEETRIXR—IAD M -[75— kX
—IVIR=Z(CBVTISMTP 2+ 1774&#5(SSL/TLS) 2B % INERHCBHTULSIz8h, [SMTP 523
ZA7o0\ [SMTP 417455 (SSL/TLS) 2B 20 |23 (CL TSV sREN BN -2 0FFD
BE. 73— M—LEESNERDET,

® [H/N—>3>0iLO J7—AD17([1.10 Jun 7, 20171F/=(EM1.15 Aug 17, 2017 )HEEIN
TWBH—/{—(CK ILO Jr—ADI7ZEAUIISE. SNMPV3 75— MeERELTIREWV., 7Y ST
—MEIIC SNMPV3 75— MERERFERU TVERE. KI7—ADI7BREICERTEL TR,

® iLOJ7—AD17(1.15 Aug 17, 2017)D)I\yI7yTEYR N 7RERAERL T/\wI 7y T U741
%, AiLO J7—ADIT7TURRTURWNESICL TSV, iLO J7—AW17(1.20 Feb 02 2018)LL
B T)\WI TPy T U I7A N EHEVKTEE L,

iLO FMEVAF—D# K HW [BEREICLZREMBHE KR, ILO Tr—LADIV7yT7— hEHE
RIS\ Py TEVZ NP HERERERU T ILO BEDN\YI 7Y T #ITILZHERLET




® KRI7—LVIPDPYIT—REEICATOEITT—ADI7EVITNITTZTYTT— MU TLIZEW,
a) ¥A5 /s ROM(BIOS): Starter Pack @ Standard Program Package %i&E
b) Agentless Management Service: Starter Pack ® Standard Program Package %&
F
c) ESMPRO/ServerAgentService: Starter Pack O\ RILYINIT V%AV AR=)L
d) ZEBRINET—T1)71: Starter Pack D)\ RILYIRNITT7RAS A=)
e) RESTful 1>49—J1—2XY—)l: Starter Pack O/\> RILYITNIT7%A>ZAN=)
f) ESMPRO/ServerManager: BIfEKIESMPRO 7vJ7— MiE 12588
g) IVZATLABHY —EA(MG)DZREEIREEE TP )l BIFEIESMPRO 7vJ 7 — MiRE |2 S8R

® IPMI (& ZOfEHk L. /NRD—R/\w21ZBISEN 3Me551E(CVE-2013-4786)iEFNTVET,
MTFIER, ILO 5 I-T—XHA ReSRU TS,

® KiLO JP—AYIFTHR—NI3 HTML5 H&UE—RNIYY—)L(IRC)(}, BAEF—R— RO¥ A
/2, Alt F—DAANTEEL Ao AITERVF—(E. OS ORYY—>F—K— RigheaEAL T}
20, Alt F—(F. HTML5 Hi&UE— NI Y—IL(IRC)DIRAB+ — THEREIRE TS,

® OSAYAM=IVHIICAK ILO IJ7—ADITFADTYIT— M55 (E OS 1 VAN —2a i/ ke
BRL T BIOS/ 5w hJA— L&A (RBSU)D[Date and Time]-[Time Format]D:&E%(To>TH
5K ILO J7—LADITADPYT T — N RHEL TUZE L,

KiLO IJ7—LIITPADT7YTT—MME&, BIOS/T5vhIA— L8R (RBSU)D[Date and Time]-
[Time Format]Di&EICENE T, [iLO Dedicated Network Port] #/z(& [iLO Shared
Network Port]®[SNTP]-[Time Zone]lZH1 LY - %% TFEL TS,

@® RBSU ®O[Time Format]D:&EN[Coordinated Universal Time (UTC)]Di%E :
—RBSU D[ Time Zone]tEUBISEETEL TIZEWUTC (& GMT (CFRAE X TIZEW),

) [Time Zone]h""UTC+09:00, Osaka, Sapporo, Tokyo, Soul, Yakutsk”®i%
A. [Asia/Tokyo(GMT+09:00:00:00)zZ:&RLE T,

@ RBSU D[Time Format]Ds%EN [Local Time]DIHE :
—[Local Time]ICRIEd 291 LAY - =% TEL TR,
) 07— BEARDIZE. "Asia/Tokyo(GMT +09:00:00)"%&RUEY

® [SFEENTz SSLEEEAZEN A AR=ILENTUVRLMARE T, Microsoft Edge 42 Z{ERUT.NET
IRC Zi2EN S 2L, tF1)T( 74N T -0T RUAN-(CRREN., 7IUT—23>05 0> 0—
RAJOvIENEd . COBE . BLIFOWTNAZEML TIZEL,

> ASFESNJ SSLEEBREZAVAN-ILU T, [YE-RIDY=IL & AT4 7 1-TEF1VF1 IR
OIIRC (3 iLO ADEEENTEIAZZERUE T 1 ZBRNICTT 2.




> J39Y—0tF 1T TA2%IIVI0, AT IOVRFFE] I RIHICZEERY T 7Y IO IART
O T VEFRRIEIINIT B,

> .NET IRC 2{EH9 %1% 5[ Internet Explorer 11 ZEHI 3,

Microsoft Edge 42 J5UY—(ERAFCEF1UTEERAZEDIS-EENRREINZHE. [55H ]
ZIUwIL, [2D Web R—SOREZSHTS 120Uy )L TIZEW, EREH TRVEEAZEOZEEN
VI PY T HFRREBIICT BICE. EFEFEHAEEA > AN=ILUTZE L,

AKiLO J7—ADI7OT7YIFT—MEIC.NET IRC 2{ERAT 3155, FaI(C.NET Framework %/\
—23> 4.5.1 LUIFICEHLTEEV, BEFRUTOWRWES, 7T —3a et RN RETD
CENBNFET,

Microsoft Edge 42 J5UH—{#RE, iLO Web 1>4—J1—Z EICUE- NI Y-ILOY LRSI
HERENBVSENHDET , HLARA I ZFRRSEBIC(E Internet Explorer 11 F/z(&
Microsoft Edge 42 J59H5 -4 DT 55— (Mozilla Firefox. Google Chrome ENAILE&
U5 R M) fERL TIZEW,

AILO JP—AWIPAERE., [IBR]-[tF VTS 1R—RIBLUA L QRIS R RENE
9. RBSU 0 iLO DFEDIREECLH TR ILO EFIUTFADRF—IACG URINFRENETOT, BE
BOtF17RS— (B0 TEF T O ESFENLET . HEHEZ DML, ILO 5 I-F—ZTHAR
#SRBL TN,

iLO OBERIDIRRE(CLD[IBER]-[ 1Ty 1h— RO+ 1)T—AFT—FR" IR ITH>
TH. iLO Web 1>4—-J1—ABEIOA LEBD"ILO tF1UF1" 74 INMEE(CRZIZENHDET . [1B
R)-[TF1)T1 Py aR— R0 "2EF 1UT — AT —HR"HMRIEDTF 1T IREEZRUE T,

AKiLO J7—ADIPABERE. ILO HLRFM T AN A R=ILENTWBIBE(C [ PV E]-[ 7Y T T
—MI—EX]-[FV2T L — RS = OFRE T L — REFGRICARFF T INGRTE LRV TS W, K
MENZER(E, ILO [CHUTKBERIRBRZEEMTNNDLD. ILO A2F—J1—-AVPEIE 1-T1)FT1h'5
AEREDEBZITHEIEL THEEE I DUNTEFEA. B RFE(E BMC BRI -T1UT(D[ L5
HEIFOT I4)L MY M AT2aY(24D ILO 2T DT IA) MEE LR EZITOIGE . SREE
Ty heNI IV I L — FeKiE AT o] |2 R LE T,

[EF2UT4]-[7IEAEE]-[ILO]D [RANBEENME 1 Z [ BN ] ([GGRELHEE RICTRIBRIF
ELFT,

«  ESMPRO/ServerManager ®75—hkE1—7IC“Remote Insight/ Integrated Lights-
Out FRFFENBVLOJ A EITIRE DXV - IS HFTREINFT

«  Standard Program Package (SPP)ZiER Y%L I5—HFRELET,

e  ROY—ERHEEZCFIRIRTER Ao




«  RAID®#RY-ER
« ILOMUNETB/\-ROITVICEIT BT \A RIBIRDERTEIFIRDS IR KUY bOJFREERE

H—)\—EEHS OS DIEEISE THE CORI(POST EITHESHFT)(E. iLO OBEEFZITHRVTIE
S0\ T2 AT A I-TAUTADIRVEEDE., iILO OBREN ZITHRVTLZE,

AL T ILO OB EZITE. BRIFURVEIELRZIBENHNFET . XL SAFTLAI-T()F
{DEREZF R ILO DBEZITIE. BEDI AT ABREIIE(Reboot) NEFEICEIELRVEG
B0, EB(IERERENTLVS Serial Number., Product ID REDETEIEREHEIIBEENHDET,

Ffz. POST EATHI(C ILO OBEENZITIL. [1BIR]-[ME]R—>(CH1F5 UUID. UUIDGRIE)NARIE
BREFRICBDIZENDDFT  REBRREBOIGEF AMEREEOERZAT, AZL TS0,

iLO5 J7—A9I17 2.10 h'5 2.14 #ZEROIBE. Windows DT /{1 AX*Z—>+T Virtual NIC
FINAANBERRINDIBENHDET . iLO D Virtual NIC #EE2ERALRVEEE. [EF1F(]-
[iLO]®"Virtual NIC"Z##h(Disabled)(CZEEL T,




CXARFBRE

2020/10/13 iLO Jr—AD17 2.31

JE—b Syslog (CBWVT. FIFESLT - % RFC5424 (CEHLS B4 5e8EE,
VSP(Virtual Serial Port)#2HT. NULL SXFENEFENZT71 WU Tl cat&Ffz(Ehead J&F (&
[tail IOV REEITIBE VSP B\ J T30 NULL XFOEICTrPAIVENIZ I U TUESCEN DS
HaehE,

® iLO Web 1>4—-J1—-ATEFREINLZEOT LI NI —TIZ3HUT Kerberos FREENERRENT
WBIEE. TALINI I -TTot0- 84> AU NIRRT 2IEEN D2 iRE.

® Gratuitous ARP(Address Resolution Protocol) Z{#EHI 231y ~J—-I0-RN\5>H-TI11)l
A=N=DFREL. F— R ITANTIAINA =N =UIeZENMI AT NTBRIENHZ S (L. —Bl DRy b~
D=D954T> MSOBEN ILO 5 (CELETERVCEN DD ZINE,

® I/0F/\AZAD MCTP 7/t ZBF(C iLO T”device/adapter not responsive”®O04 1, iLO
AR NOJ (IEL)(CEFEINTUESIHZEN D22 iiE.
® iLO Web 1>7—J1—ADRAERIAR T (LD vy MU, ILO HhsRU Y NREICEFN2L5(C

® iLO Web 1>7—J1—AD[F4THAIIEER]-[MEZE]R—-Z(CHLT. One-button F177/HEHEE
%ﬂ-ﬂ-:_ I\o

® iLO Web 1>4-J1—AQ[EE]-[1-Y-8E]- [0-HLI1-F-0BM]FEE [O-HL1-P-
OIREIR—J(CBNT, I-Y-FFICERINHER Y MU, hASLAER TESHER Y H
ZRMUID I 21 - Y- 1RO EIZEN,
HTML5 UE— IV =ILE—RICAA> R7OVE— REFRFRT1> ROE— REZIEN,
iLO Web 1>4—=J1—XD[EH & BE]-[I7R—JICBV TR/ N7 REERERBMDIRR.

BN &RE]-[I7V]-[ME]-[J7 B EIR-SICBVWTR/N 7 REL REER DR TER

BR—b
RESTful To@EN(cBEMEEBELE—JE—-RADTS—MEN,
RAK OS H5DRAE NIC #REHTOD iLO Web 1>4—J1—ANDT7 I ABFHIRA N OS hoDEKITE
U TR TED LI

o iLO 0TIZHEIFT IAI NETEADULY N Set to factory defaults)z23E479%&. iLO Web 124
—J1-AQ[CF2VT1]-[PICAHE]R—DIRIE NIC D% TENMENERDLIICEE,
RESTful API Z{EFL T DIMM U7 &S DankERDEEEE HR— K,
{RA8 NIC OTIGHERIDT I4)L MR EZ BMNICEE,



2020/6/22 iLO Jr—AD17 2.18

® Ripple20 OEEDMETEEICIIIE. OSSR, - FOEIT. Y-EXIEBORRA. HEIBIROTZ
WDRHICUE- M SERINSTIEEEN®DDFET .

v3 V2 Base
Reference V3 Vector Base V2 Vector
Score
Score

CVE-2020-11896 CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:H 8.2 (AV:N/AC:L/Au:N/C:N/I:P/A:C) 8.5

CVE-2020-11898 CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 7.5 (AV:N/AC:L/Au:N/C:C/I:N/A:N) 7.8

CVE-2020-11900 CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H 10.0 (AV:N/AC:L/Au:N/C:C/I:C/A:C) 10.0

CVE-2020-11906 CVSS:3.1/AV:A/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:H 6.4 (AV:A/AC:H/Au:N/C:P/I:P/A:C) 5.8

CVE-2020-11907 CVSS:3.1/AV:A/AC:H/PR:N/UI:N/S:U/C:N/I:L/A:H 5.9 (AV:A/AC:H/AuU:N/C:N/I:P/A:C) 5.3

CVE-2020-11911 CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:L 3.7 (AV:N/AC:H/Au:N/C:N/I:N/A:P) 2.6

CVE-2020-11912 CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N 3.7 (AV:N/AC:H/Au:N/C:P/I:N/A:N) 2.6

CVE-2020-11914 CVSS:3.1/AV:A/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N 3.1 (AV:A/AC:H/Au:N/C:P/I:N/A:N) 1.8

2020/2/11 iLO Jr—AD17 2.14

o LITOrIesL—4—-%HYR-h,
» Xilinx Alveo U250
» Xilinx Alveo U50

® RESTful API #2ET Inlet Ambient €28 —0D1-Y-EXRDGER BRI ZEE/MEZSR -FRETE
DrgEEE IR~ N,

2019/10/30 iLO Jr—AD17 2.10

iLO J7—ADIricdoTOIaN2dt+1UT 11> OB ]-[ZF1U7/0J I \DEN,

[BIR]-[J7— AVITAREECT7— A1 7 OIREEHEEEZ BN,

POST E/THDT7—LADI7eREAARKN/ DI\ EITITF 17 A5 — MRSEC System Programing
Logic Device(CPLD)DAREEZITOLIICHEREILER

Intelligent System Tuning XZ1—&&N\TA-—N A EIBHRERZEE,

URINAR hDTZ—NeiBhll,



iLO OEF1UFTERTECHVT, TF1UTIREEIC CNSA E—REHYR—K,
iLO OEF1UFRECHVT. BERTF1)71/FIPS/CNSA HEEESNH—/{—TD Smart
Update Manager(SUM)/Smart Update Tools(SUT)&EHR— K,

® UEFI >ZAFAd—TAUT1ZERLTHILI N7 AYFA R~ (DAS) BRI 21D I7— ATIT DA

F=I20%YIR—K,

R34 ITRADIYYESTBIRDA > R— LU T AR — MeBEZ R E,

BRIV ILENS iLO J7—ADIT. X7/ ROM, CPLD #{RE I 3IblcHED7YIFT—~a]

AEREELHI PR ZENN.

Active Health System(AHS)OJ(CN\TA—NX>AT =00 ZBIIT BLICENE,

SSL H—/\—EBAZEDH A I HIE%Z 4096 H'5 8096 /N1 MILIRT BLIICHE,

{RA8 NIC 0T IZHERFDOT AN NEEZBICEE.

TEEDSRT LZikREEHR— N,

> T-JF-RTiEE - TRBRER/IENR TY—/\-ZiIREITEFI,

> ADTUTIDNEZRIE—RTES) - AT AL POST RICEEI IS—2BEENNCEZRITEET,

> TI/BTIANKTEZEIET - IATO BIOS #Epks%EZ TiHT A MBECUEY N FET . NIl
D, J—MERk. TF177-b0tF1UT1F—(LF277 - MEIRIEE). BN BI85
DFETERE. INTOD UEFI NMEFMEZ N EIBRENET .

> SATLATIANNKEDETT - IANTOD BIOS #RERTEZT IAI MBEICUTY L TH—/\-ZHiT
BILET . COATSAVE—EBD UEFI s EZFRIFLUET

® iLO OHA LY —-2OEIRAIENT 2T s ROM D514 LY —>0O3&IRERERIUICRDLICENE. T/ -3
> B0 RESTful API TIHAA LY — & RIRETZEFTUVERERDESS HER T 2 EN TEE
9,

225 GPU O GPU N—Z 3V BN RENBVMEEN D4 ZE .

SOIHBEENIERN AHS DY ATREFESNTLIESTEL DR EiRE.

Domain Name System(DNS)HFIFTERWZSI(C, B—/\-MESHT(ICRERKX 3 DREIBISECR
BN ENE.

2019/10/14 iLO Jr—ALD17 1.47

o H&OD 0S HBRIMNS 49.5 A EEHHEIL TOBIKET ILO Yy NIr—LDI77yIT—hE
O)ERITIBL. ILO BRI A LU BB E(CHEOTUESaIREMEN St 2 il E .

2019/06/27 iLO Jr—AD17 1.45

@ iLO J7—AYI7 1.43 ([CBLTiLO AD RESTful API 7IANSSEE (CITHhN3E. Web 412971 —X
AD HTTP/HTTPS &GN A a]ERBEN I 2l E.



2019/05/23 iLO Jr—AD17 1.43

® iLO FARYRI—IR—b, Fe(d iLO HBERYNI—IR—NRAYF> I\ T Oy 5 DIBEREH
100BASE-T JILF1TLwIRICHEUERT SNTLSIHE. RICBENTERRZILN 2 2ihE,
® RESTful 1>%71—AY—)L(ilorest)® serverlogs Y RCATS A LIS FFINEENTWRIBECHD
WTHEIN RN 2L E,
f5ll:ilorest -d serverlogs --selectlog=IML --clearlog rc 255
X THRERD « AT A A DSIFSI
® iLO Web 1>4-J1—-ADBEHIX-ARRICBVT, E-VEN(RAEN)DREBNE RS 228355
N2 4zilE . AMHAEVIIZIEL T OLSR IML I NN EEEREN TLUERSHZikE.
f5l: Server power: %1W exceeded the redundant power capacity threshold: %2W
X%1: EHEBHFHFIE. %2:BEHEHE(BRET=E)
® iLO BERRYNI—IR—b, Fe(F iLO HBRYNI—IR— MDA LY - VS TEICH T 21E IR D
"Asia/Taipei"%"Beijing, Chongging, Hong Kong, Urumgqi, Taipei, Perth"AZ &,

iLO BEA%RY ~I—4R— MC VLAN #aextR—b,

iLO Uty M&(C SNMPV3 I>2 ID #E 8149 DL I(CHkREZR1E

iLO &1t zsb RESTful API DYLIB%AE,

BIOS/ 75w hJA— &R (RBSU)D”Set Admin Password”(C/VAD—RHEETESNTVWRIREET. O—-H)b

M50 RESTful APL P/t RBHIEREIRL TOJ 1> TERLILE.

® Red Hat Enterprise Linux 7 $&U VMware ESXi 6.x BtE(ICH113 iLO & iLO R34/ BIDATEY E 1R
fezsgit.

® Express5800/R120h-2M ([CHWT. AT>3> PCI h—R% 8 BUEEUIAER T, /\wI 7y - UX NTHEEED

BREZITOE. MBSUIBNTT T LRV EN DD 2 ERE,

2019/02/05 iLO J7—AD17 1.40

® ERREDAT—HAZAL(AC ORN T=JIiklt. I5-%F)NEL T 2IHENHIREEZWNE,

o AREEFRYR— D PCI h— ROV AR=ILENIIREET, Internet Explorer 11 TiLO Web 1>4—-J1—
AEERALTVWBRIEE. T/\A AR N TN-AT5-HERRENIJGENHIEEZIE,

® UID I&EMEHEIT T SFHICH—/N-DERNMIICRIMEZIE.

® Express5800/R120h-2M (C N8104-179 Ry hI—Uh—RefEs UIcIBR T, TaeDaEEBICHENT
[Always Power On]hE&ESNTUVRIBE. Sy MU EICEC(CH /-2 EU TUEIRIEENE.
» RBSU:[System Option s ]-[Server Availability]-[Automatic Power-On]
» iLO Web 1>49—-J1—X:[Power & Thermal]-[Server Power]-[System Power Restore

Settings]-[Auto Power-On]
® (> AN=IENTVBIRTDEZA-DETAZTRIRT DLI(C"VGA h— MEHA—/N—51 R"HEEZCRE,



W9 R I/ L7y TO— RIS — A RE,

FIPS £— RICHIFBARIEAT (7 OREIRE. {748 DVD £J0vE — DR ER DM BEEE,

VMWare ESXi 7 1> A=)V RSAN\—EHIFERT 35S0 USB JOvE —fEEziE.

T4 AT RSA T DIBEA N> MDA R Z I,

AREE(CHEEID NIC h—RHEDAHISN TV DIES . U —/\ - ERFC RESTful API I5—-HM84

JIRIBEEIE.

E&7T—450 XML IGEIC NIC BRI S ENRVRIEZIE,

BUFD&572. IPMI T NIC OU>I0A MDFRARH R Z T,
VMware ESXi 6.0/6.5/6.7 Z{ERALTL\%%55. OS tLEiF(C vSphere Web Client D[EsfR]-[t>Y
—1-[\=RII7ZF=HRHBNT NIC R— Mo B DBDIREEICEENTREINS.

POST FRICI5—1—R(270/329/338)hiRRSNBEZNE.
AFEERBEOUY MEIC. [SATLBIR]-[T/\4 1> N]ICBWT RAID 1—RE&ED PCle h—ROAT—4
AW"Unknown”ERRENDIBENHDDEE, [ —TJCEVWTA M —JBIRNIRRENBWMEEN G DR

RAEINE,

[J7—=ALD17 & OS VINIIT]-[AFTFVAT4D RINCAS T FH U RAT4> RO DfmERREZIEN,
[CF2UTA]-[7ICRERTE]-[7HD> N —ER]C[/NAT— ROEME |58 TEZENN.
[tF21)71]-[7IEREE]-[ILOC[IMEBEZS —(CH -\ —AI 2 Z TR R EZE.
[tF1UT1])-[TICARE]-[7vTT— M —ERNC [T — RS — 15 E =B
[tF1)7/]-[7IEREEE]-[ILOYIC[RAE NICIE&EZEM.
RESTful API & EXPRESSBUILDER (CO>2yFtF174 L —AtkeERHR— N,
RESTful API T®D LDAP/F+/L NEEEZTR— N,
tFIUT Ay aR—MeBiR— K, EF1U71FvSR— N3 EEREF 1T IEBEOIREDBEURI DD
HEZFHELFT .
[ AT LIEER]-[ AL —](CHBNT, SSD R/ JIBIR(EFEA>ISE. REOOREF. RURF®)DFRTR
ZHMR—h,
RESTful API 2 TAEFREAE(C iLO BREREDIE—%/\wI 7y TIBRATUNSUR NI 2HEERIB
hile
Intelligent System Tuning ([CLATF OFrHEEZIENN.

> NIOA—Y>REE - Innovation Engine (kDT —/N-DBURELILNTA—N AT —F%SRI DL

INGT
> I9-90-RN\IA—XDAT7RI\AH— - = -DN\TA-X>R%[ME L& 2d0Y—-/N\N-DOF1-=>49
DERFIAZIRMHLET,

YH—R— MESAER M XTUTRIS(NAND) D EIRHAEZ 581 L
BUTF DRSS HEICHT I

>  UE-MOXBARNRIUTFT4>4 (XSS)(CVE-2018-7117) D554 RIRER INE.

> O-HEta1)7¢HIPREE(CVE-2018-7113) D55 4 RIREA TR E,


javascript:void(0);
https://172.16.100.12/html/application.html#iframeContent
https://172.16.100.12/html/application.html#iframeContent

> UE-MIORBA RZIVTF14>4 (XSS)(CVE-2019-11982) DRSS 4 RIREZ EiE
> SMASH-CLP (£8132/\wIrA—/)\—-J0—(CVE-2019-11983)Difess Rzl E.

CVE-ID V3 V2
Vector Basic Vector Basic
Score Score
CVE-2018-7113 AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L 6.4 (AV:L/AC:L/Au:N/C:C/I:C/A:P) 6.8
(Medium) (Medium)

CVE-2018-7117 AV:A/AC:L/PR:N/UL:R/S:U/C:L/I:H/A:H 7.6(High) (AV:A/AC:L/Au:S/C:P/I:C/A:C) 7.4(High)

CVE-2019-11982 | AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:H/A:H 8.3(High) (AV:N/AC:H/Au:N/C:C/I:C/A:C) 7.6(High)

CVE-2019-11983 | AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:.L/A:H 7.0(High) (AV:N/AC:M/Au:N/C:P/I:P/A:C) 8.3(High)

2018/09/11 iLO J7—AD17 1.38

® Linux ¥zl VMware IRIBICHBWVT, AT LAERH(C OS NI F(EFRA ML 2FE B30 EE 4D
HIRIBEZE,

2018/08/14 iLO Jr—AD17 1.35

® EolIAN— M LADEREHRSE (Fryv> 182 1-IR— RO/ W7y TN D - R E) %I 2 RE%E,

® \—FrILATATHA ST NSNTAL(C ILO HMEINEICRBRIEZINE.

® VGA IR—bhDA—/\—31 REEREZ DR — FARIBENTET AR— NIERTEN 3T /\( X% HI1H) . BEMRH
HEREICIDRERR- MEENS I AT LZIRELET .

® iLO RESTful API #2ET® DHCP 7317> b ID OA—/)\—351 REgREZDR— b,

® iLO Web 1>49—J1—-RICBVT, I-H— JIL-T, Ty aVERICBVWTERRMRI-Y—F I
—TTHR- RSN TOHERLNANILZ RIS 7/ EE.

® LUT DRSS It

> UE-MSEROI-REEITINBMESE 14 (CVE-2018-7105),

CVE-ID V3 V2

Vector Basic Score Vector Basic Score

CVE-2018-7105 | AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H | 7.2(High) (AV:N/AC:L/Au:S/C:C/I:C/A:C) 9.0(Critical)

2018/05/31 iLO Jr—AD17 1.30

® \—FYILATATT OS DA AM=)LEITIRRIC, iLO HERYRI—IR— MMEREN TLDIHE(C1 >R
b=V KRR R ZCE.

® B3t SSH 2y a ZEV o TLERSRIEZIE.

® iLO5 DEREN TIHHEARARICR O CLUE Oz E.

® iLO Web 1>45-J1—ZD"&H & RE"-"Y—-/N-BR"R-0"S X7 LAEBRIYANZE"-"H—/)\—



OBEEEFAS"ZRET, "BICERAY", "RHOBFRIREZIAN " WEEEINTOSIRE. U—/{-0D
Uy ME(CBIRA S UBV EEZ I E,

iLO Web 1>49—J1—2D" "3 AT LIEFR"-" AN —S"R—ITRRENSD NVMe RS/ TETINESHIE
LSRRV FBU TV S RIER I E.

iLO Web A>4—J1—A0"2F3UT1"-"7ICAERE"R-Z D" Web 5—/{-FF SSL R—N'(CTTAL b
B DOR— hESHERTESNIIZE(IC EXPRESSBUILDER A, "Web H—/U—SSL /R—KN'(CT T4 ~X
HON— MESHERTESNIHBEICE JAVA IRC B, ENENEEENZV EZINE.

iLO Web 1>4—-J1—-2D"> A7 LIEFHR"-"%y b —)"R—JITH T, Express5800/R120h-1M.
R120h-2M #ZF#ERy hJ =93> hO—350 MAC 7 RUAWFRIREN RV BRI E.

iLO Web A>49—J1—XTHA LI -2 DRENSNIAZE. ILO AN ’OTFBA>TTL—FyRIRSA
> hOJ DERAREFARFLIN UTC BB B LTI

® NAND EenEROD 4 GB YH—R— MESEREXEY(NANDINDESAH VI I LZE.
® HTMLS5 #tEYE— I Y—IL(IRC)DNTA—Y >R [E LELUT O#REZIEN,

> #EYE-RI2Y—-IL(IRC)DEETECHAEE/REBF—M— RER, RIEF—ZEN,
>  N=Fv)AT47TO-H ISO. IMG J7/ILDUFA LI 3>z R— K,
BUFOI7—L017. YINITT7YT T — MEEZ N E.
> ADTFIRI4RODSER, VERL. BIBRZEN.
> AYARNEY MM A= F 21— (SEIIEN TVBBRICA VAN —2a>F 1% 97 I 31280
FIvIy I A= FEN,
> AYAN=2AHRI5E TR T - MW ERIERN%Z RESTful API &£ Web 1>4—J1—AISEH.
> iLO BABABS(C ILO 5% IBHRZ NAND B/ W7y 3 3 L5800,
75— A=)V TEF 17 A=) DIzs SSL/TLS ZHHR—h,
75— A=) THEB SMTP H—/){—%&HR—K,
RZRDE NIC 97>0 SNMP oy &E1,
OpenSSL 1.0.2u ZHR—h.
iLO Web 1>4—=J1—A0"I7—LAJIT & OS VINIIF"-"Tp—LAIIT"R=JICA=T Y- Z D
FHEREZIBIN,
iLO Web {>4—J1—2IC Intelligent System Tuning Z##H7R—K, iLO Web 1>4—-J1—X(C
Jitter Smoothing %7€ - &R #aE#BNN. Workload Matching. Core Boosting Z:%E 3 31D
EXPRESSBUILDER #Z&#iEl.
iLO Web 1>49—J1—ZAD"IBHR"-"fAE"R—Z(C iLO NVART—HAZEN,
Java IRC. .NET IRC OsiFEAZHAR DR,
SSL sEEAE DHIBRMEER U ILO B SEFAZE 0B RITHEEZIBN,
RSA-PSS E&0OYR—NziBhl.
NAND EapiEENDiz% Active Health System OJ%E.
iLO Web 1>4—=J1—20"2F21)74"-"PICEE"R=SD" P ICAATS3>"0D"XML Reply"%
"Anonymous Data/E#&T—7"ICEE,


https://172.16.100.1/html/application.html#iframeContent

iLO Web 1>4—J1—-ZA0"F+1UT4"-"BEEAL" R—SO"tF 1T/ R E" 0" R % " AEBERIR (CEE,
iLO Web 1>49—J1—AD"BHKRE"-"BH"R-ZD"BHULEMERBEICLD SNMP 75— KD
"Warning Threshold"z"Z&UE B (CEE,
BT ORESS IS

>  O-hIL/JE—RI—-R3EIT(CVE-2018-7078)DAESS 4 R EZ TN E

> DoS(CVE-2018-7101)DM35I4RImaAE,

CVE-ID V3 V2

Vector Basic Score Vector Basic Score
CVE-2018-7078 | AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 7.2(High) (AV:N/AC:L/Au:S/C:C/I:C/A:C) | 9.0(Critical)
CVE-2018-7101 | AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H 7.5(High) (AV:N/AC:M/AuU:N/C:N/I:N/A:C) | 7.1(High)

2018/02/02 iLO Jr—AD17 1.20

HEBF—R— NEBIETO HTMLS #&UE- RI>Y—IL(IRC) YR -,
HAUE-RIVY-IL(IRC)TOYIRARA =L EHR—K,

iLO B ~I—IR—NEHTO IPv6 iB{EZHR-h,

iLO HBRYRNI—UR—NEEHTO iLO EHE#EEZ BR— K,

RSA-PSS 7J)LIVZLD SSL SEEAZE D1 >ik— MR-k,

SNMPv3 Inform 75— MeHR—h,

IREFTEIC SNMPVL Trap+-SNMPV3 Trap:SNMPv3 Inform #3&IRTE34L5 SNMP 75— MikEE
581t

SNMPv3 1—H—-CtICI>TY ID ZIRTE TEDLS SNMP 75— Mégezma{b.

BERAJEERR SNMP 75— NX{E5EZ &K 8 HPRICHEER,

ZERAJEER SNMPY3 1-H—%#8R K 8 1YL,

TERARYA HSA Trap #aEZHR— K,

iLO Web 1>4—=J1—ZD"Tr—LAD17 & OS YIRITT7"R=S(C, "F1—(HENN"RT> 2B .

iLO Web 1>4A—J1—2D"I7—LD17 & OS VINIIT7"R=T(C, "I THIBR"RT>ZEN,

iLO Web 1>4—J1—20"J7—LD17 & OS VIRIIT7"R=(C, "Uh\Uey 7y T T —N"AT>a %
B,

iLO Web 1>4—-J1—ICEKRENS. OS (A VAN=)iBH  EWERYI NI I 72OBAZER REYR—
(Agentless Management Service D7vJ5—MWE) ,

RESTful API T NVMe R34/J0JO/\F1ZHR-K

RESTful API TF/\A 21> NZEHR—K,

BIERAYVINIIFETERT? L0 1-5-7HU  MXBIT2. "H—EATHI> N AT 3>z HR—h
S 27 I LAN R—= NSO T )OI RS CEEEREN D IML AR N EE,

73— M=)V ARZICIELWLY A5/ ROM (BIOS) N—a>hie&iaNu REZzE.

[EIBF(C 2 DOARIEAT 17X I NTDE ARIEAT A 7T INA AT T ATERLIRDEN DD EREZ R E,
AT MRIEAT A 7 THEFEUIOYE — A A= DB (ICRAHAHFFREL TITY NN 2 EEIE.




® JE—h Syslog B—/\-07 KL A% FQDN THEUIZA(C. 75— MUXESNBRBTENH D REE

&
® SMTP HY—/){—% FQDN TEREL. BRIAFREFIC IPV6 7 RLANMRENBIHE(C. 75— MhXEEnizn
ZEN'HBEREZE

2017/08/17 iLO Jy—AD17 1.15
® iLO SRED/ WPy TEUZ NFHBER BR— N,
® SSH SEXHEREEAEL T diffie-hellman-group-exchange-sha256 #HR—h,
® 75— hX—)LOFESETEIOOV XN TOEEY RLAIEEZYR— K,

RESTful API T Power Cycle #&/F&HHR—K,

RESTful API TEIRREDEMERE— ROKEZHR—.

RESTful API THvv21E21-IOIVT7)IESOESZHYR—K,

RESTful API TOJA>F 174N\ F—D&EEHYR— K,

RESTful API T AT ANEIREIZA SN THSOFRERFE OESEHR— .

RESTful API TYYREF—R— ROFFHGIEFROREEDR—N,

RESTful API TR ® Cipher Suite DEUSZEHR—K,

AC ON #&#[Bl0) POST BF(Z iLO H* SNTP H—/{\—hSEUSURIFZIE R A NMIER&E I 2HEEERHR— N,
AT LY RME. ILO Web 1 >4—-J1—R KRB (CARIERA VAT —IAN T RENDI5EN DM EZ
BE,

® iLO Web 1>4—-J1—RDY—/\-BRER-ZDILEZNE,

® Java IRC [CBVT. AREAT AV DRT—HANFRRENBVIZEN DI B EEE,

® Java IRC OfERAMIC. O-NILIF4 7> MDF—R— RIMEZNCRDIZEN DI EZ R E,

o S AFIATIGRENINEKFRENBRVEGENHIEEZNE.

® IML (DU TFF YA - MEEN2IHE. DJVHIBRICKRENT 2ImENhdEE N E.

® RESTful API "5tz 177— NDREZITARVGEN DD REENE.

® RESTful API h'5J — MIEFEREZES CERVBENHIREZIE.

® RESTful API TiLO ([CA>AR=)LENTULVS SSL sEBAE#ZHIBRUIERIC, iLO Web />4 —J1—ANI5—
JIRIBEE.

® HR— RSN TVRWNFZEDI I —TEMEESNIHE(C, ILO EISHEE TR IS - RETIHEN
HdREZNE,

o —HNTF1UF(AFvF—ICBVT, TF17TRRBVFrYS IVRI X MRS —DRIENRI& SN B R E%
&R

® JIL—TF—h 1)\ h&EFe(d 2 )\ hD iLO EHET )L —TZVERR TERV B ZTE.



2017/06/07 iLO Jy—AD17 1.10
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