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3.1.3 syslog EnE DR E

FATH T2z, SGIZ v Y — VB, F - IXSSHEER O Tr 74 o L TL &N,

e
i

TREIE root HEFR THEIT L TS 72 &0y,
1 viZp ED=TT ¢ & Tlete/rsyslog.conf ZBHVTL 72 &0,

2 Jetelrsyslog.conf [ZLL FORREZIBAIL TS 72 E W, (K ATIEM)

# ### end of the forwarding rule ###

# Save sudo messages

local2.x /var/log/sudo.log

# Save racoon messages

local4.* /var/log/racoon/messages
# Save hasg messages

local5.* /var/log/hasg/hasg.log
local0.alert @192.168.10.100:514 — BN
local0.alert @@server.example.net:514 — B0

<TF—~v >
@UDP g DHH
local0.alert @[syslog Y —/ D IP 7KL R or FQDN]:[syslog ERiE DHR—FHS]

O@TCP HBIEDHA
local0.alert @@[syslog H— /30 IP 7FL X orFQDN][ syslog 51 DHR—,EE]

(i &)
» localO.alert [ [EE T,
- syslog 5% DR — M FEBIL— A 514 TT DY, syslog »— "OBREITKT L E 7,
- HHED syslog Y —NITHEET 25813, WANTRML TS ZI N,
i)

localO.alert @192.168.10.148:514

localO.alert @192.168.10.149:514
- syslog ¥— 3% FQDN Ti#iT 25546, DNSTIP 7 FLANFGNIFHREEL LT ZE 0,

3 Froavy FEEFLT RSN,

service rsyslog restart
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syslogth— NIZHRE D RITV, SGD YV AT v 7 OHINTIH L7 WA T TRRoFIEE FEhi < 723\,
REZATO 2O, SGIZz v Y — Ve, F7IXSSHE DI Tr 74 LTLEEN,
FFRLIX root HEFR THEITL T 7230,
1 vi7ZpED=F 1 ¥ Tletelrsyslog.conf Z BV T 72 &0y,

2 /etc/rsyslog.conf \IZLL FORREZBEML T E SV, (KICFES)

# Log anything (except mail) of level info or higher.
# Don't log private authentication messages!

*.info;mail.none;authpriv.none;cron.none;local2.none;local4.none;local5.none;local6.*;local0.none /var/log/messages

3 Tioa<wr REFEITLTLIEE N,

service rsyslog restart
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BEEEDOIDI+—< Y MMETFETY,

* 4.1-1 BERATI+r—<v b+

i F1451

Sep 8 11:58:57 174-LM806 floga_actd[5981]: [ALT_ATTACK],Accepted.,a2,INPUT,NEW,0,
etho0,,,00:24:21:03:da:00,ff:ff:ff:ff:ff:ff,192.168.10.239,192.168.10.255,229,0x00,0x00,129,
14497,,,,0,UDP,,138,138,,,,,111111111::209, 1111111,

TA—3 vk

A B B%l 7/RX +4 floga_actd [PID]: [ALT_ATTACK],%0,%1,%2,%3,%4,%5,
%6,%7,%8,%9,%10,%11,%12,%13,%14,%15,%16,%17,%18,%19,%20,%21,%22,%23,%24,
%25,%26,%27,%28,%29,%30,%31,%32,%33,%34,%35,%36,%37,%38,%39,%40,%41,%42,
%43,%44,%45,%46,%47,%48,%49

XETOBFAXFLUMNME, TNV TRBREGY ET,

JIL—7 | No. = S
ARSI
ARV FE R ANV
SYN-SCAN #&H SYN-SCAN.
SYN-FLOOD #&H SYN-FLOOD.
%0 PING-SWEEP #&H PING-SWEEP.
INTyRER AT Accepted
raw INTYNER Dropped/Rejected

\EOS (L) (FARERITERD AFMAILIELR)

%1 JL—ILID

%2 R DEDTYIRA R TH IR

%3 ctinfo_name

% | PFIC&oT/\ryMB&ERIZHHITONI-BEIENDY—T, 10 #,

%5 ARABTI—RH

%6 HAA 3T —RE

I/F %7 RE

%8 *J—X Ethernet MAC 7RL X %02x:%02x:%02x:%02x:%02x:%02x

%9 T A Ethernet MAC 7RL X %02x:%02x:%02x:%02x:%02x:%02x

%10 | FEIEFTIP PELR

%11 | SEELIP PFLR

%12 | Total Length : &/ yrREUNAN), 10 HEEEL,

%13 | ToS 14— ILRFZEMNLEZ T 0~2 Ewk 0x%02X

%14 | ToS 74—ILRFEMNDEAZ T 3~6 Ewk 0x%02X

%15 | Time To Live, 10 X%,

P %16 | IP /4 ybhD ID, 10 HEEEH,

%17 | Flags DFRFERAE Yk, "CE” or 7", IRIRII DT EEL,

%18 | Flags @ Don't Fragment Ewk. “DF” or ””

%19 | Flags @ More Fragments Eyb. "MF” or ””

%20 Flagment Offset, 10 #£,

%21 | ZAk3jL : “TCP”, "UDP”, “ICMP”, "ESP”, "AH” or &HE(10 ),

%22 | R&E

%23 | Y—RIR—FES, 10 EEH,

TCP/UDP

%24 | TAMR—FES, 10 EEH,

8
All Rights Reserved,Copyright(C) 2016 NEC Corporation



%25 | 4RI A4X 10 #,

%26 | Reserved 74—JLESEEMNSEZ T 0~3 Evbk 0x%02x

%27 | Reserved 74—JLREEMNSZ T 4EYE “CWR” or “”

%28 | Reserved 74—JLRSEEMNSGEHZTS5Ewk "ECE” or 7~

%29 | Control Flag URG E*k, "URG” or 7~

%30 | Control Flag ACK E Wk, “"ACK” or ””

%31 | Control Flag PSH Ewk, "PSH” or 7"

TCP %32 | Control Flag RST E'wk, “RST” or ””

%33 | Control Flag SYN E*wk, “SYN” or ””

%34 | Control Flag FIN E*wbk, “FIN” or ””

%35 | Urgent pointer. 10 #,

%36 | —HUREES 10 #,

%37 | ACK {EE 10 i,

%38 | RFE
%39 | TCP RT—hk
UDP %40 | UDP /S whE 10 &,

%41 | 247 10

%42 | O—bk 10

%43 | echo, echo—reply DIZFE D ID, 10 #

ICMP %44 | echo, echo—reply DIFEDL— U XAES, 10 &

%45 | parameter problem M15& M parameter 10 ¥,

%46 | redirect DIFEDT —F I/ P PRLR

%47 | destination unreachable ZZM1HFE D MTU, 10 #,

ESP,AH %48 | ESP, AH DZ& D SPI,

Fim %49 | RE

42 EEEEUSNDORYT
WEBEUANAO T DT —~ v MITRTT,

@ —HEE
£ 42-1 A—YBEARTI7+r—<I v k

Hi F1651

Sep 8 10:27:26 174-LM806 floga_actd[13777]: [ALT_ATTACK],
<usrl> locked out. (from 192.168.10.48)

A —< vk

A B B%Zl /KR +4£ floga_actd [F7EERES]: [ALT_ATTACK],
<%0> locked out. (from %1)

S

ok

NO.

%0 1—H4

%1 TOERIEHERD IP FRLR
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SG3600 MIFEE. 77— rDURTLATADHAHZREZEZITIHEE. LHI0OMbyteF B A EWLN & 505
DHARBTETHFHEBLESL, 3 LLIE, SGOLRTLATADOHAMBDHZREEEHSEEL =L
FF VRATLOTIZEFYA XD LN EVFEFBAFDA. D RXATLOTDIEXIEAG WL -IEE(E.
SGIZEZ LG HENRET H2HENTINET,

. InterSecVM/SG IZABEDOEE L, SG DV RTLATADHAIMEIDHREIIBAEAELYET,

DRT LAY DOHEE (rsyslog) TIlE, 58200 LD O T NFEEL-IHGE. HAVIH SN TR A

vE—URKRRENFET, FMFEIEh-0T, syslogh—NICFEEShER A,

51) Sep 15 11:24:23 LG806-184 rsyslogd-2177: imuxsock begins to drop messages from pid 11950
due to rate-limiting

syslogH—/AOBEEENAC, syslogt—/\ESCRITEERENRLE LIHZEIC. sysloginEAEE L TWL
5 EEFX, SGIza Y — ViR, E72IESSHEER O Tr 7 A >

- rsyslog.confl&/ Ny O 7w TRENTT, YR FTHBEIZE LT, rsyslog.confEEHEEE  FZELY,

ULt
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