Express5800/R120h—1M, R120h-2M C{EABEDFEFEIR

COEVREHESZEREVLEFWVEE, RITHYNES TTVET,

ARBOFERICENT, TEBEVWEESIENBYFT . FITEETNAYETN. CHEARMICTERARTZLYT C—5
(f2Ely,

BE. AEFDELGLZICT CIZBRETEDRSIRYREL TS,

1) XL®IZ

2) L RT L ROM #REICBE I BEEEIE
3) iL05 MHAEICRET B FEEIR

4) 0S [CBEd 5EEFE

5) &fEDMEEICRET 2 EEEE

AN 27—LDzT7ERICHESIEESR

B) iRECETIE

1) [FCHIZ

@ FHUIADT=aTF7I)LIZDNT

AHZIZET HEEMIE. LTDOWeb A FIZEHELTWWAYZa7ILICEHLTLET,
https://www. support. nec. co. jp/

TNEC 7 R— b R—FILRRE] LY. UTOID THRELTLEEILY,
R120h-1M : 3170101948
R120h-2M : 3170101949

% = . ESMPRO/ServerManager . ESMPRO/ServerAgentService, T4 XA L RABHRY—ERX/ T VX TL AEH
HY—EXHITPS) /T H R T L R@HHY—E R MG) IZEF L TIE.

ESMPRO B ARZER— & JLH A k<https://jpn. nec. com/esmsm/>

NEC H7R— b R—% )L <https://www. support. nec. co. jp/View. aspx?id=9010102124>
DRFODEREIVN—Da3 U EFTHEREDS 2. CFHALEEL,

@ Starter Pack [TDLVT
AE S THEAT B Starter Pack (X, LLTD Web 44 FIZHRFMmABE IATHNET,
Web 4 FIZEBEHEINWTLWAIRABREHEREL., /A— 32 58.10-001. 01 LIEZEALTL &L,

https://www. support. nec. co. jp/
( TNEC A R— r7AR—%#JLIRRFE] &Y., T88.10-001) ##HFE)

® VMware ESXi D FS A /N - Y—ERES a2 —)LIZDWVT
AELTHEAT S Wware ESXi D FSA /N - H—ERXETa—/LiE, LTD Web 44 FIZRFERMNIBH LT
WET, Web A MZBHINTWIABRERRL., BULHNA—CavEERALTLESL,

(1) Agentless Management Service # & T iLO Channel Interface Driver

https://www. support. nec. co. jp/
( TNEC H7R— FR—4A JLIARE] &Y. TAgentless Management Servicel ZHEL. [RFIR] LFRTINh

% TiLO FW X. XX LLEE A Agentless Management Service & U iL0 Channel Interface Driver (VMware
ESXi/ESX 8.0/9.0hR) | @A L T =&Y, ESXi 6.x E=IZESXi 7.0 ZZFADFZEIL. [IBiR] &ERRS
NBZUD L0 FW X. XX LULEEAT, BFEVLOEXI N—a Vit L= 0EERALTLEEL, XXX

T%F) )

(2) WBEM ZFR/NA FHE XU CLI w—)L
https://www. support. nec. co. jp/
( TNEC H7R— F7R—2IJILNEFE] &Y. TWBEM ZO/84 &1 ##KRFE L. T[&EEHAR] WBEM ZO/N«4 #H KU CLI
Y —JL (WMware ESXi 6. x kR (x=0, 5 Ef=(X7), 7.0k 1 #@ERAL T XY




(3) VMware ESXi /XA R K54/
https://www. support. nec. co. jp/View. aspx?id=3140105866
( TPCH—s\/T L— FH—s\(Express5800 1) —X) | MRS D TFT/INA A KSA/13—& | %EIR)

® ARREDRTFERFMICEALT

AUGIE, EERERFICHESIRTERCEL. RTFBMEBEHE I 7—LVT7. FSAN\DEAEDEIZED
Tl RFERICHMZEST S ENHYFET,




2) YATLROMOEEEICEY 2 FEFE

@ UEFI Boot Order Control MIEHIE
SRATLRM/AN— 32 3.34 Di5E . UEFI Boot Order Control A =a—(*1) TEH=-HT— FF/N14 RDEF L.
FLIEENEDRECRENTEEEA,
HMIEXLTOWeb U FEFEZELTLESLY,
https://www. support. nec. co. jp/View. aspx?id=3140109992

T— b TFNRARADEEMBEIEMEZEETT L. UEFI Boot Order A =a— (*2) IZTITF->TLEELY,
Z71-. UEFI Boot Order A —a—=Ff=IL UEFI Boot Order Control * —a—I[Z#ET S, BEFEICHD

“Changes Pending” XFF|DFIZFLONKRREINET,
WEIZIELTEFIOXF—ZMT L, HEDREFEZITOTLEXIL,

(*1)BIOS/Platform Configuration (RBSU) > Boot Options > UEFI Boot Order Control
(*x2)BI0S/Platform Configuration (RBSU) > Boot Options > UEFI Boot Order

@ Submit Fail For Form @ Question (BR) Ry F7 v TRRIZTDVWTHEEEIE
RAFLA—TFAVTFAIZBVTHREDEESRIZ, RO Submit Fail For Form @ Question(BRY) Ry TF7 v ITM
RRSNEBEE, TFvotL)] ZBRLTEEEZHREL T,

LI, H—N—DBREBFTODTVRATLALI—TAUTAICAYELTHORENEREZFETH->TLES
We HL TOKI ZHHLTZDEFERTEERTZEDDH & KEICERFEENTLVS Serial Number, Product ID 2 & D
REERMNHELRTHEDADHYFET,

€@ Question

Submit Fail For Form: BIOS/Platform Configuration (RBSU)

Select Cancel to discard changes for this page. Select OK to go to this page

KERTDEZE

O xm

Subme Fail For Form: BIOS/I7 9 7 K 7 2 — AR (RBSV)

COR-JOREEERTIMARF T EAERRLEY, COR-JCACHARBOKERRLEY,

BAERTDSEE




@ RXFEE (RSOD : Red Screen 0f Death) AT RENi-IFEDHMLIZDILNT

EEDHBAREEVCRELEELEVRATLOREBZERELEGE®., BT NNAANDT IV R4 TIC
&Y. 0S BEETNICENICHKXFER RSD) NRTSN, ABROBENTELIREIEAHYFT . BREE
PRELERICHS —BREOERDGZEAHYEBROFF/ONICI->THELET,

FRXFEE RSD) NRRSN=HER. EEDNEIROFF/ON ZHRELETS,
FRENMBRLAGVWEZR, 77— b8 VA2 —IZBBVEDE LS,

FRXFEEDH

@ tXxaT7T—FIZEHUIIBE. FXFEE (RSOD : Red Screen Of Death) /TR EN B EMHD
RBSU @ Attempt Secure Boot (*) % Enabled IZSRE L TWAIHEE., X277 — FEOELRILIICKKIT B &, 08
EEIRNCHARXFEm RSD) AR TSI, REUFDBRIENTELGL LD ENBYFT,
(%) BIOS/Platform Configuration (RBSU) > Server Security > Secure Boot Settings > Attempt Secure Boot

FXFE@E RSD) ARTFTENZIHGE., EEDOBREZEA 7. AV LERIC. X217 T— A RET SRR
Bl: T—rO—F/0SDAVR—F FHAEL . BEDEF2T7T— rRYS—TRIEICKBRT 54 E) %
ELTHDS, T—rTFNRLRADSEEILTLEEL,

A ED—HIE LT, Attempt Secure Boot # Disabled [Z L1=#IZ0S(F /=X T— FO—4/RERE) %
=FTOIREEICEH L. BE Attempt Secure Boot % Enabled (ZERE®R. 0S DEENZHEZEL TS,

FRENBRLAGVWEER, 77— b33 bV —IZBBVEDELEEL,

@ Yy bT—YPXET— FTYH—N—DRENTELLLEIZENHD

DATLRM NRN—=2 32 3.10 (02/22/2024) RF\EDJ/E. v bT—2 PXE T—FI2Z& % 0S EEFIZ, FhiC
AEUGNBE LGB DIIENDHYET,
COBENRELIGEE. UTa). b, WIhHhOFIEZEEL. AESZBEBEBHLTILZEL,

a) PONERRA v FZRML L TAHGDEREZA 7IZL. TDOH, PONER R A v FOWTICL YAHRDERE
AUIZLTLESLY,

b) iLO Web £ &2 —Jx4 XM BRI > TRLETS] 2BRLTABEROBREA JICL. D&,
MER] > NREMICHEYT ] 28R TARGOEREA VICLTLESLY,

DRTFLRM/AN—2323.10 (02/22/2024) Tl COMEIMEESNTLET,

@® [Memory Initialization Start] M4 wt—TPOST £IE L1=BEORRIZDINT

[Memory Initialization Start] WA v+t—TPOST BLELEBE. SATLAVTFURRAyFD SW6 (2
FYLARTLEREZT IAHIMEICRT CETHEIBT A ENTEET,

HHLEFIEE, ATFRAAF NME0.3.3 SDRATLEEEZET 74 HMEICRY) ] OEZ SRS,




® LUTFILaryY—ILIZPOST Ty FIEBNHAETNBEIZDONT

SRTLROM /A= 322.32 (03/09/2020) IZ& LT, POST EATEE, FhIZ POST T/ JiEHRA L) 7ILAKR— b
[CHAEh, POSTRITRMAEELE 2R LGHIIENHYET,
SRTLROM/N—2 32 2.34 (04/09/2020) TlE. COMEIMEESNTLET,

@ Server Configuration Lock (SCL) [ZDWTDXEERIF

(1) SRTLERTILSCLEEEEZJ|MICL., FALAEVTLESILY,

(2) SCL BEEBRNBFICERET H/ART—FIFARYIZREL TS, SCLD/SRT— RE#HKLzKEET, SCL
HeEElzkYOws (0S T—hEIzfEL) ShbdeE, OvsRBRTEY, —ELEJ—rTEHAYET,

T— AT EEREE~A DB IR/ EEISHEICTRSL LICHRYFET,
BE. SCLDONNRT—RFEHELIEE. SCLDO/IRT—REH YTTB3HEEIHY FTHA.

Q) RFEIKEET DIRIL. SCLHEEZ|ME L TOVEKRELHY ET,

SCLBEZ |MICTERWMGEE. BFEHEICTERSICLITAYET,

(4) RBSU @ THalt on Server Configuration Lock failure detection. | #REIFHEMIELLENTLEEL, £ L
AMITHELIZIHE. SCLEEEANREREEFHORLAZHREL, Oy Y 0ST—FHIIZFEL) SNhTLES &,
VATFLA—T 4T 4 HBETES, ZELEY—N—BROVIEENTEENTEERA,

T— AT EEREE~ADIE IR/ EEIEHEICTRSL LICRYFET,
SCL #RE D EE T BES S
- RBSUDREZEEICLY O VY Shi=i5E
- J7—ADIT7EHICKYOVISIN, TDOIT7—LITT7 N—C 3 VICRT ZENTELRWEE
- DIM, F£-IEPCI AT avh—Ko&EEIZLEYOvY Snt-15Ha

@ RESTful 1 82— 1 —RY—)LIZ& B RBSURED/Nv I 7 v T RE) &Y R M7 (k) DEREER

iLOb 27 —LHxzF7/N—232 2 40 LIBDOEZE. RESTful 1 42— 2 —XY—)LZE{FERHAL7T=RBSU REDRTF
LERIIERTEEEA,

RBSU REDJREEFEEETIE. P XTFLI—F 4 ') T 4« D Backup and Restore Settings * Za—mM5{ToTL &L
(AVTFIORAA FHBRD [PRATFLI—T4)T1DRBUBREDRELET] #58),

® JA+—ILk kLT kAT #HEE (ADDDC) DEMRERIZDOLNT

AEGODBEH I 7—LIITOEFITHEL, T4—ILE L5 AT H#EE (ADDDC) DIERRICEENHY FT,
TiE. EERZEEHLETS,

- DRTLRM/AN—2322.00 (02/02/2019) LARE, CPU &7=Y DIMM 8 #. £ L <IXDIMM 12 LN DK T
HoTH, ZA—IL b RL T MATEYHEE (ADDDC) NERATEZELIBETHNIE., RAETBEBMICETE
KEL. AKEOERZHEHETT

- YATLRMN—2322.10 (05/21/2019) LABE, &F v RIL&HT=Y D RANK D EETA 2 L EICHSH K12
AERVEBHLGELSTEH, T4—IL b LT FAEYH#EEADDDC) IFFATEES,

- VAT LRM/AN—2 32210 (05/21/2019) LARE, T4 —JL k R L5 2 kA E 1) HEHE (ADDDC) AV FART #E%E DIMM
& LT, N8102-709 Aimt U £9,

@ SW RAID BH%h8§, AR DVD K54 T (N8151-137/138) b 2 BRFR SN B HIZDLNT

XTI ROM /x—2 3> 2.00 (02/02/2019) LIF&, /8— 3> 2.32 (03/09/2020) ki#HDIHEE . Embedded SATA
Configuration £ (1) % [Smart Array SW RAID Support]lZ%7Emf. :ERIRIEIC K Y Disk Utilities A —=a2—(x2)
[CHNEEDVD K54 JIEHRMN 2 BARTEINET,
EELDFSATEERLI-GATERLABEDID FS A JDERASEBTEET,
(%x1) TSystem Configuration > BIOS/Platform Configuration (RBSU) > Storage Options > SATA Controller
Options > Embedded SATA Configuration]
(%2) TSystem Configuration > HPE Smart Array S100i SR Gen10 > Disk Utilities]




@ ITiISHABOREIZDONT
UTODEBIZDOWTIX, TIBEHABEICUTOLSIZERELTLET,

(1) System Configuration > BIOS/Platform Configuration (RBSU) > Workload Profile % [lCustoml IZE%X%E.,

(2) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options >
Minimum Processor Idle Power Core GC-State % [No C-states] [ZER%E.

(3) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options >
Minimum Processor Idle Power Package C-State % [No Package States] IZER7E.,

@® L0 1 R> +O% (IEL) (= IPMI Watchdog Timer Timeout M O4 Ai&iFEh 3B,

AT L ROM /18— 3> 2.62 (03/08/2022) AR SN TLNBIEE. M D IPMI Watchdog Timer # 7L 3%
Misabled (HEFEDRTE) 1 ICHRELTWSEBE, iILO ARy +rOSIZTED IPMI Watchdog Timer Timeout A%
BRSNS ENHY FET,
UTOFIEZERET S & TABENFEELET,

iLO IPMI Watchdog Timer Timeout: Action: None, TimerUse: 0x44, TimerActions: 0x00

ARV F R 0x23

AR ka—FK: 0xB3

EBIBFIE :
UTOEIEFIEL. £FEIE20EELAMERHEL TV LT, REBEIEETEET,

EIBFIE
() ZKENEBRZAZICL, EBRa—FZzartr bhoid,
(2) 0MLULEEBLI-DOL, BRI—FZavt MIERT 5.

BI8FIE 2
DRATFLIA—TFT 4T 4 &Y. IPMI Watchdog Timer # 7> a DB EFX 2EERLET,

(1) POST FIZKFRF—ZFHT L., PRATLA—T4 T4 ZEET D,

(2) System Configuration > BIOS/Platform Configuration(RBSU) > System Options > Server Availability
> IPMI Watchdog Timer & 7S 3> % [Enabled] IZERET S,

@) KFIDF—ZHTL. BREEZHREFELTORATLEZEEHNT S,

(4) POST HIZKFRF—ZFHTL, YRATLAI—T4 ) T4 %EET S,

(5) System Configuration > BIOS/Platform Configuration(RBSU) > System Options > Server Availability
> IPMI Watchdog Timer < 3 > % [Disabled] IZRET 5,

6) KFIDF—%#|TL, BEZRELTCORTLEZHERT 5,

@ JRTLI—TFAVTABLUVIVESLLT—FAZ2a—DRRITDONT

(1) BMC Configuration Utility BB TMDA =21 —®DEBMERIZDLVTIEL, BMC Configuration Utility > Setting
Option > Require user login and configuration privilege for BMC Configuration ZH%hIZF 52 & T
REL TSN,

BIOS/Platform Configuration (RBSU) > Server Security > Set Admin Password DX TE TIXR#E
SNFEHFA.

(2) System Information > Processor Information TF&R:rxE 45 L2 Cache, L3 Cache ® Maximum Size, Installed
Size I& IMB % 1024000 /N4 FIZHRELI-#IETRREINET,

RTLROM /=2 3> 2.00 (02/02/2019) LIfEDIHE &L, IMB % 1048576 /N4 MICHE L -#IETET
INFET,

3 AT L ROM /N—2 3> 1.36 (02/14/2018), Ff=1d/N—2 3> 1.36 (02/15/2018) DZFE. AT L4
A—TFT4VT4. FEIDVEALT—FAZa—FRRLEEE, FNITTVRAA—VILARVEARD
RREBDBIELRBYFET,

NiF, BRROADEETHY ., PRATLA—Ta4 )T« LOBREREFICHEELET,
Ffz. COREBEIIRERIETLHIILETHRIELET,

@) LTOREEHEZH-IBE. ToR23A4LT—RA=2—& RBSU®D PCle Device Configuration * = — (%)
IZ. RAID o> bFO—FBAELLRTINBVWIENHBYET, RAID a2 FA—FERTDHDEET
HY.RAIDaY FO—FICEEH N TS HD/SSD MDD T— RIFFEELEL A,

(*)BI0S/Platform Configuration (RBSU) > PCle Device Configuration




(FEEEH]
- N8103-189, N8103-190, N8103-191, N8103-192, N8103-193. N8103-194, N8103-195, N8103-196,

N8103-197. N8103-201. N8103-237. N8103-238 MinF&

UT200&HEI~THETHES. BELFT,
1. RRIDa> bA—5T7—Lox7H vh 11 LIBE, F1=1F v3.01.04.072 LIBE

2. YRATLRMAN—T 3268 (07/14/2022) Kiis

@® PCle Slot X MCTP Broadcast Support * —a—[ZDL\T (X IZPGle Slot &E)
SRAFLRM/N—2322.10 (05/21/2019) LIBEDEBEIZHELNT., #1HTPCle MCTP Options A =1 — (x1) #3&8R
L-1BE&. BBDT 74/ FEEEREMNICKTETIEDRY T7 v T2 M, BREAEEL PCle Slot MHERT

SNFET,
HREE—EREFETLE. REIUERRY T7y TRREShEREA,
BHE., TRVATLRMN—U 3 onigaE,. RERERBIZKRY T7v TE) ARREINREFREFESLEFE A,
BEINGEWVNWIEIZEY, KAZ2I—ZRTESESZEUIZPCle Slot P DRY T7 Vv T ) MNRREENBZI EIC
HYEST, CDBA. MCTP Broadcast IEEIZHEMTHELXT,

+2.22 (11/13/2019)

- 2.30 (02/11/2020)

= 2.32 (03/09/2020)

*1 : System Configuration > BIOS/Platform Configuration(RBSU) > PCle Device Configuration >
Advanced PCle Configuration > PCle MCTP Options

*2 -
© -

"PCleRAOY R MCTP7O—KF¥ v AROHAR— KN REORGTHANRETREA T a2 @E—BLEEA
o REMREMMNCTF 72 NECREZART,

Enter¥—ZLTHRITLTLSLEZV,

*3 :
@ =m

Submit Fail For Form: BIOS/7'D Y N 7 # — LM (RBSU)

COR—DOEFLEHEMIDBERF UL ERRLERY, COR—JUERUCBEBOKERRLERTY,

@ Extended Memory Test 7S 3 VDEEEEIZDILNT
SRATFLRM/AN—T 32236 (07/16/2020) D54 . Extended Memory Test A< a ik, BERIIZ Disabled &
BYFET,

System Configuration > BIOS/Platform Configuration (RBSU) > Memory Options > Extended Memory Test




3) iL05 MHREIZREY 5 FBFER

@ L0 NEEBETIBRENDIEER

Y—/I\—BEHN S 0S DIEESTET £ TOM POST ETHFEEAFET) (L. iILODFEBZTHHENTLIEELY,

Fl. VRATLI—T 4 )T« DiEEERFL. IL0DBREBEITHHROLTCESLY,
BREAMIVITILODBEEZTS L. HIFLAVWIELLIZENHY ET,
FEZIEVRTFLA—TFAVTFADBRELTEFRDIC L0 DBEH (K ET5&. BEROV AT LEEHLE
(Reboot) MIEEZEIME LR LMESO., HEICHEEESN TS Serial Number. Product 1D 7z & DEREFIRANH KL
THIENHYET, £z, POSTEFTHIZ iLO DBERREZITS L. iLO Web A 2 —T A X : [Information] >
[Overview] R—(2H 1+ 5 UWID, UWID GREE) AR EGRRIZEDEENHY ET,

TEGRRELGSTHEF. KAZEEOEREZA T, A2 LTS,

<R &L%GBH ILODBEEBIDAE>
iLOWeb £ B —D ARG EZFMALE=RY FT—VBHETO iL0 DFHILE,
- UD XAy FZFEALT ILODEIEE,

¥ URFLA—F 4T 4@ [BMC Configuration Utilityl] TOBRELEEFRLD iL0 DBREHIZOLNTIX. KE®D
[YRTFLA—TFT4"')T 4@ TBMC Configuration Utility] DIEEIZDWLWTOIEEIE] #3BLTERELT
<&y,

@ ILODFIUTL—FRY S—HEDIESEIER

iL05 27 —LDxF7NN—232 1. 40 LIRET iLO DRSS A £ AMNA VR F—ILENTULSIEE. [Security] >
[Access Settings] > [Update Service] > [Downgrade Policy]l] DE%E % [Permanently disallow downgradesl] (Z
EBLAEWTLESLY,

[Permanently disallow downgrades)] IZERELI=GE. 77—LDTTDEIVTL—REITS2ENTELL
BYFES, T, L0 L TRENLBEENITHON S8, [Permanently disallow downgrades)] I1Z5%E#&(%.
iL0 DEEA VA—T A RPEREL— T4 ) TADOLERERENDEEZTEIELTEHERT HEMTE
EFHA

HE. KHE( Set to factory defaults AT a3 o L0 ZHEFHRDOT 74/ FREICY Y FEToEBA
IZBWWTEH., Yty & [Permanently disal low downgradesl] Z##EFLFEI .

@ IL0DEFaY) T HEDIESEH

iL0S 27—LoxzT7N—232 1.40 LIBZECHERADIESE. ILO Web £ 2 —7 x4 XD [Information] >
[Security Dashboard]& & T iLO Web f 42— 2/ ABEENHLHIZ P U RIARTEINZIGEELRHYET,
RBSU MERER® iL0 DBRFEDARIZE T, iL0 £FX ) T4 DIRELA RTIREE (FB) TRRSNEFT DT,
BEHROEX L) TARYV—IZRLTEXF IV T ORHNETo>TLEEL,

HREZEDHEMIZDOLTIE, iL0S 2—H—XHA FESBLTESLY,

=12 L. [Require Host Authenticationl] ZREIZDWWTIL,. FZRAD IYRFLIA—F14YVTF1&Y., Adnin
Password ZER5E (3%1) L1=18&0. iL0 Web £ 23—z A AW S[HRA PRI BEIREZEDCX2) IZHREL
IBEDIERIE] ICHRELDHYFETOT, TR,

iL05 77 —LIT7DN—CavcE>THETIERAELRYET,

LS Z7—LyzF7NN—=V3aY EEESia
N—=2321.40 XD, BLU (X2
N—=23a3 2 1. 43 LB (%2)

iLO DBEFOIREEIZL Y [Information] > [Security Dashboard]®” £t F1UTFT4ATF—ER” A [YR4Y]
TH-TH, iL0 Web £ V2 —T A RAEADELED” L0 EXaUF 4" FAAUNERIZHD BELHY
9, [Information] > [Security Dashboard]®” £&XEF 1T A RATF—2R" NREDtLF1Y) T4 RKEZTR
LETS




@ VATFLA—TFT 1) T4&Y., Admin Password ZRE (%1) L1=EE®, iLOWeb A 2 —T A ADS[HKRR MR
EADEBIREZADCK) ICHEL-IEGSDEEEHE
(%1) (LS 727—Loz7/N—2ay 1. BXEFHERALE-FBEOEAEAREELYET,
[System Configuration] > [BIOS/Platform Configuration (RBSU)] > [Server Security]l&k Y. Set Admin
Password & 7> 3 VIZTIHRAT—FZHBRET 5,

(%2) LS 77—LxzF7/NN—2ay  1LAOLUKEERLE-FBREDESAREELZYET,
[Security] > [Access Settings] > [iLO]IZ& % [7RR FEREEM A E /Require Host Authentication] %
FE%h] [THRELEWLTLEELY,

=1 —]

uxE’Eﬁ'?T: l:l» ’k'hﬂ_—';_'lklﬂb\%i ngs_d-o

75— krEa—7IZ. “Remote Insight/Integrated Lights-Out EBifshAZLOS 4 VRITERE O
AyE—UhBHRRTINET,

- Starter Pack (Standard Program Package) @3 5L ITS—MHELET,

Ff. ROY—ERDPHEEE CFIRAWEEITERA,
IO RTLRABRY—EXIZBEVWTN— Rz 7EEZIZEAT 58H#
- RAID 3R —E R
'U'_/\n/H‘ﬁjJMITOD/\_ Ko = 72 htsat

CILO KT HN— RO 7ICET 5T ABEHORERROSE. BE U A2 b0 JREHEE

@ L0 DBEZITOVTOEEFRE
iLO5 77 —LozT7/N—23 2 1.4 RET ILOD SNTP DEENEDDIZES. iLODBEBZITS & iLO DEZIA
TRTLESHENHYET,

iLO DEFRIEREIL, iLO Web 4 >3 —T A RICT NTP DERFEZTL. SHEAWVESIEZHELET,
iLO @ SNTP DEREAEIZDOWNTIE, iL05 A—H—XH 41 FESEL TS,

@ ilOWebA U E2—DzAADRY FI—IHBEBORTRIZDONT

iL0Ob BAESHE /N VY : 1.40 Z2TFEADHE. 774N\ —F R LAy bO0—5—ARESNTVEIRTLA
T, iLO Web 4 82— 24 ADOFFEITHXEMNERSATWS E. [VYATLER] > [#y FT—V]ITERT
ENBT7AN—FYRILIAVA—F—D'R—bDRAT—E2 W [TA] ERFTENFET,

NETF7AN=—F R bO—5—DEEN [F72] ORETHELERLETDT, BRABAXT
CRACEEL,

@ ilOWeb A5 —TJ x4 XD Virtual NIC BREDTEEIE

[Security] > [iLOI® “Virtual NIC” ®FT 7 #JL MEIX, LS 77 —LzF7DN—2avVICKYERY FT,
BMC 1 —T 4 UT«ICT “THEFEHOT IAII MY b 2EELESAR. UTECHEEESL,

(1) iL05 Z7—LozF7IN—2 32 210 LIE, 2. 18 KB TTHEADIBZE., T 74U MEX THE% (Enabled) ]
T3,

{R%8 NIC #HHR— FLTLAL Windows Server 2012 R2 4> USB CDC-EEM KRS A /M4 VX k—)LENT

LMEE LY Windows Server 2016/2019/2022 DT /84 AR £—2 v —T [Virtual NIC] WEERREINBZES
NhYET,

[Security] > [iLO]J®” Virtual NIC” MEkEZ [%Exh Disabled) ] ICEBL T LY,

(2) L5 Z7—LrozF7/NA—23 2 1.40 LIFR, 1.47 R, £-F 2. 31 UBTTEROEBE. T4/ MEIX
% (Disabled) ] T9,




@® Windows £ T® vEthernet (Hyper-V Virtual Ethernet Adapter)i&miE§d iLO Web f 42 —T A/ RDFH Y k
D—HF7HTADIPv6 7 KLAKRFRICEET ZEEEE

iL05 Z7—LozT7/N—=23>2 210 LR, 2.18 RETITHEADIZ S, Windows 0S £ T vEthernet (Hyper-V
Virtual Ethernet Adapter) s TULV51E&. iLO Web 4 >4 —T =4 XD [Information] > [Network] >
[Physical Network Adapters](Z#HWT. RSN T S& [Adapter] d [Network Ports]®” IPv6 Address” IZ
BWTIELWIPVE 7 FLANKRTENLEIMEENH Y £, vEthernet EREED IPv6 7 KL XIZBIL TIE. 0S Lk
DXy FT—HTFETEOTONRTAIZTITHERLESL,

® Yy rT—9 Ty EEEOD ILOWb A UE2—T A RADRY FT—VBEHROERRIZDONT

XY rID—0F Ty OHRETHERL., iL0b 727—Loxz7/N\—23> 2.31 UBTITHEADIES. iL0O Web
A4 28— x4 XD [Information] > [Network] > [Physical Network Adapters]CRRESNBHNEMN 0S LORE
E—HMLAEWNEEAHYET, T v IEROEMIEL. 0S LDy FIT—HF7ETREOTANT 42 TIHESR
CIEEELY,

@ il0O Web £ > 42— x4 XM Device Inventory MDD FRIZTDILNT

<SAS THX R/ H H— K (N8116-51) #E R B>
iL05 77 —LDzF7N—23 2231 UETIHERADEE. L0 Web 4 42 —7T =4 XD [System Information]
> [Device InventorylIZEWWT, SASTXx RN A H—RFORTFEHRLUTDESICRRTEINBZBELHYET
M. H—N—0DBABLUSAS THXFR/INUFTH— FOEMEIZEZIEHY FH A,

- Firmware Version . N/A
- Status : Disabled

Q@ ilOWebf>8—TTARADR FL—UHERICEHT BIESRIEIZDOINT

iL05 27 —LDz7N—2323.00 LIEZE CEADISS:

H—N\—FIEEEIZ. L0 Web A U2 —T A XTILRATLER] > [REL—U12TEVVvITHE UT
DA ytE—UNRREN, RAID a2 FA—3F0, RS THEBRFORX FL—IUFEBRARTENGEVEELAHY F
ERS

“Failed to retrieve complete storage device information. Refresh the page in a few minutes. ”

ERAVE—IDR FL—DEBA—VICRTENGE, (L0 LY FEIToTLESL,




iLOWebf 23— A RADEF2) T4 F YL aR—FOEESE

iL05S 27 —Lozxz 7/ N\—2a 1. 43 &, 2. 10 kiExE CFEADESE. [Information] > [Security Dashboard] Iz
[Last Firmware Scan Result]MBRENFTA, ANAIR—1 2T EH )y LENTLEEL,

BoTHO vy LIzBE. Web 4 FRADA 2 —MBENEXREGEL RV ET, TOBFE, 759 —0yDo—F
REVESY ST BN, HLLIEWS=AILOWb A V2 —T A RADOOFTT I F2ERFTLTEEQSTAULT
&L,

4R - X2V T F v R —F ® 0O & Q9 / ?

HE TFa)F4Hyvati—F ya/)Ak Lo xrny A/TIU—ToFRRIAN0T

Active Health Systemn?%/ 2R

AT RE FEITM
Y)Wy Disabled

LFaYF 48545 J2F-52 HRHE =R
LHAUT A ) =SR2 F 90K of O
IPMUDCMI over LAN 90K = O
BA20-FE 90K OK O
LO RESUADOS(- TR 90K ) O
RIERNDS 00K ) O
7T+ 90K 3 O
H20-FONMR 90K W O
EFAS it DA 3 9 0K =3 O

N L T 90K oK O

® 0O ®O 9 A/ ?

Overview Security Dashboard Session List iILO Event Log Integrated Management Log

Active Health System Log Diagnostics

@  Overall Security Status - OK

Security State Production
Server Configuration Lock: Disabled

Security Parameter \[,Stalus State Ignore
Security Override Switch 9 0K on O
1PMIDCMI Over LAN 90K Dicabled O
Minimum Password Lengih 00K oK O
Reauire Login for L0 R 90K Enabled O
thentication Failure Loga 00K Enabled O
Secure Boot 9 0K Enabled O
Password Complexi ¥ 0K Enabled O
ire H hentication 90K Disabled O
Firmware Scan Result 90K oK O

bt
b
st
A
S
S
op




O MEBERSAITDRAT—L2RAEER®D SNWP Trap @D O — 3 VERRIBICET 5RHLIZDNT

MEBRSA TORT—FRAEERO SNWP Trap BIRICHELNT, AT — 3 VEBRLRIBT 2EENHYET,
A7—S 3 UERICBELTIE, iLO Web A 2 —T A AD[EHR] > [T L—Tyv kI ArbBJ]IT
BLARY DAYy —2 3 UiEHRE SRS,

{5l :Abnormal, physical drive status change detection, iLO SNMP Trap, mgr_WIN-UGHIHPNIH1Q, uru-
rhel83, 192. 168. 0. 57, , 2021/10/01
15:22:57, iL0, 0xc0000be6, “A physical drive status change has been detected. Current status is 3.
(Location: Port 12 Controller: Slot 12)”,“If the physical drive status is 'failed(3)’,
"predictiveFailure(4)’,

@ il0 Web £ >4 —7 4 XM Agentless Management Service (AMS) DR F—4& XIZDINT

iLO Web £ 4% —27 A4 AD[System Information] > [Summary] > [Subsystem and Devices]® Agentless

Management Service AMS) DR T—AR RXIZHWT. FH(FLIEFIAFAEE) XEKRTINFHEES, IL0VEY %

ToTLEEE L, £z, TD&. 10 KEEZBLI-E. LITD Agentless Management Service (AMS) DEEE)

HEDOXER 0S 25Z&I(Z. Agentless Management Service (AMS) ZHE£&IL TL S0y,

¥ Agentless Management Service (AMS) DR F—% AMNTBA(F=LFIATFOTEE) DREDIHES. iLO Web £ >4 —
7 14 XA®M[System Information] > [Storage] %> [Network] D —EDIEFEHMMAWMBTES. ELLKRFESh
EFtHA.

< Agentless Management Service (AMS) DE#&EEIHE >
« Windows MBS
Windows OE®EY—)L — H—ERX — “Agentless Management Service”"ZHZ U vso L. BEFLT
&L,

+ Red Hat Enterprise Linux 7.x/8.x Dig&
UTDaT Y FEETLET,
# systemct| restart smad
# systemct! restart amsd

- ESXi6.5/6.7 DiZE
UTDaAT Y FEETLETS,
# /etc/init. d/amsd. sh restart
HLLIE
#t /etc/init. d/ams. sh restart
X BELVDOMS AN—CavickYavwy FRERLRY ET,

- ESXi 7.0/8.0 mBZE
DLTFDavTY FEETLET,
# /etc/init.d/amsd restart

@ il J7—LDTT7N—32 2656 UEDEER

iLO Web 4 28— x4 XD IV RTLIE®RI > TT/INA XL AR 1) | TBackPlane (BP) DEIEIEHRAFIEIC
BAGZENHY FIHRTRETOMETIEICEEIHY FEA,

EEREE) Slot=#:Port=#1:Box=t MHIEHEEICEYBELEDLY FT,
RIERE) Slot=#:Port=?1:Box=? HMFEOSYMNIERTENET,

F1-1% Box=t Box DARITEINET,




® Java IRCODtEY>a v RA LTI FEORFRICET ZEEFIEICDOINT

Java #i§'Y) E—ba>v—)L(Java IRC)EEIFIZYE— a2 VY—ILDEY I I VIUNEFEIZ, £y a3y
PUINIzCEERTRYTTy TE—HITE YL a VPN ERFEEBRROGVRABTORY T7 v THRRSN
Y,

Java IRC Dt v a3 UAUINTIHEEICE. IRC DTHICUTOA v E—INRRTENET, KA vE—INKRER
ENTLBIBAICE, REREATVWERY T7 Y TORBRFIEEFELTILZE,

Bty ar@BEALTY MDEESAGVT I ERICE>THLORFELLE,

@ Rapid Setup EITICREF B ETFIEIZDOIVT

iL0S D7 —L9zF7N—23 2 NFRIF2ZN2EZ2THEADGE:
Smart 7 L« SW RAID #&RHsIZ, POST BF(Z<F10>F—38T > Provisioning > EXPRESSBUILDER /v Rapid Setup
EETT HEEE. ERNZ L0 Web 4 >4 —T x4 AD[System Information] > [Device Inventory] G. Smart
Array S100i SR @ Status /" Enabled” 2> TWWA I EFMRLTL LY,
Status A Unknown” &RERSNTULAIKEET, Rapid Setup #3179 5 & “HEIN S RAID B # % HED---7
DETDEBIZUTOAvE—UHARTINZBEENHY FI,

B “Rapid Setup [E. CHOLVARATAICKRESNTWLWERHR—FART A RIVERDFLNAEFEFATLS .
TARIPREBREEINTWEWS, Yy—IJIERLZEDDORELAHY FT,
Rapid Setup Z#&T L., N—FO T 7HEREEALTLEIW,

@ Y —/\—BiERO FAN HELICEY 5FESEEICONT

iL05 77 —LHz7N—23v2 90 LRE CHEADES:
Y—N—DOBEBZET &, FNITFANDOBRERELS BYEFN T 2ULBET SBENHYFT,
COBEEF, BEY—N\—0OBEBZEHEL TILEL,

@ ERICHEYIIEFER

iL05S 727 —LoxzF7/N—23a 23 .00 LIEEZ CHERADES:

ESMPRO/ServerManager Z CHIA SN TWNBIEE. MEB RS A4 TORELZLLIZHEN, F5—FE2—7IZEWT
MMBRSATORT—RRELRBRE] OF7 53— bARTRINET,

OB MEBRSA TODRAT—FRIZHLT, A=Y 3 VERAUTOZNAI—2OVWTRAHATRESH
F9,

@ (Location: Slot=(A) :Port=(B) :Box=(C) :Bay=(D) Controller: <NULL>)
@ (Location: Port=(B) :Box=(C) :Bay=(D) Controller: Slot (A))
Aoriro—Z0EERBDY +ES)
BYE KRS A TDR—+ES
CHYEBRSATDRY Y RES
DYEKRSA TORALES

@ Intelligent Platform Management Interface (IPMI) MDEEE{LR A — FEFERATIBSOIEEIER

iLO5 (%, IPMI OREBILR A — 1T E#HR—FLTLEHA,
“ipmitool"A—F 4 T 4/N—2 a3 1.8 18 LUIEEFALT, 1 2 —TJ A4 A% lanplus”, BHELRAAS—+ %
MTT7IZBEL. IPN a2 FZEFTLEEGE. UTOIS—AHELEL, IPM o< FETHAEKELET,

Error in open session response message : no matching cipher suite

Error: Unable to establish IPMI v2 / RMCP+ session.




4) 0SIZB89 2 FBFIER

@ EXPRESSBUILDER T Windows FE& 4 YR F—ILIZTDWNVT
EXPRESSBUILDER m 5 Windows &4 YR b—LT B EE, TFB) AT a v EBRLEBETH>TH, 10X
F—LETARIDIN=FT 423 VvBNIRTIYTENES, BA VA M—ILE, 2—HF—T—40FET S
BRIFEFREL TS,

@ Windows Server 0S C{HFARDIEEIE
HR— bR D Windows Server 0S T USB T/3f REHBFELDIFZE. UTOLATLARNY FATHEREIND
ZERBYET,
NIZDOVTIE, SATFLBELEEHY TR A,

AR kRG>
ID 1
Y)—ZX . DS Basic Provider
LR T5—
Hil: CFHLEVWIS—AFEELELz, T5—a— F:32001000004

® Windows Server EEIE T Agentless Management Service (AMS) D& EIH
Windows Server 2012 R2, Windows Server 2016, Windows Server 2019 MIxRiZE(Z Agentless Management Service
(AMS) version 1.40.0.0 A1 X F—)LENTL\BI5HE. ams.exe TAOEAMNNY FILBEOEMERLET,
NERIL) = AE)DBREEEICEYRHIOBRBRE EEHITNITA—T O RDOMEESIETE T aIgEHEN
HYFET,

O AKEZIL Agentless Management Service (AMS) 1.43.0.0 TEBEIAhTWLET,
AMS [ Starter Pack [Z&ENTULVET . Starter Pack Version S8.10-006. 03 LI ZERA L TL &Ly,
FTIZ AMS 1.40.0.0 A4/ R F—ILENTWBIRET Starter Pack Version S$8.10-006.03 %R 5
BEIE. BRAIZMS 279 TT7— T 20ENHY F9, Starter Pack BMBH I TLVS Web ¥ FORE
FHELTTYITT—RLTLIEELY,

& Agentless Management Service (AMS) 1.40.0.0 ZEARAINZBEIE. —ELUTOFIEZERTH_ET
N RLEFEMLELSBRYET,
(1) UTFRavrRF£2avrRF7a T RTEITLTM #FIELET,
>net stop ams
(2) “C:¥Program FilesYOEM¥AMSYService”" T4 LY ) Z2ITH R TO—STHIEET,
(3) “storelib.dII"® 7 74A L& % storelib.dll. bak"IZZEE L XY,
4) LTOav>FZ2av>r F7oVy 7 FTEFLTAMAMS 2B LET,
>net start ams

(%1) AMS ZLLEFICUTDA v E—UBRRFRINDIELAHY FIHHMEDY FHA-
Agentless Management Service H—E X Z{F1LEHTY ..
VATL IS—HhEELFEL,
SRATL I5— 10671 AFEELELT,
TOERERPTHRHELT LELT,
Agentless Management Service H—ERIZEEIZELEETNFE LT,

(%2) AMS EEBIEFICUTDA v E—CBRREFRINDIEAHY FIHMEDY FHA-
ERLEY—ERIZERICBBSATULET,

@®Agentless Management Service (AMS) D/N— 3 Vv DHERAEXIZIZLUTD 2 DOAEMNHY ET,
- HREED 0S L THRRYT HHE
(1) Windows PowerShell Z2B)L TUTOIAT Y FEETLET,
> Get-WmiObject Win32 Product | Select-Object Name, Version | Select-String “Agentless
Management Service”
(2) a9V FETHEEMNOGN—Da Vv FHERELET,

- iLOWeb M 2 2—Tx A RZEFIALT., VUE—FDOHERT DHE
(M UE—FREIZBEWVT. Web IS5 —m5 il0 Web 4 42 —DJ x4 RIZATA 2V LET,
2) EAZa—D 77—LIz7 &0SYT+ozT7] Z&RL. VI LDz T7] ZERLET,
(3) Em® TProduct Related Software] @ lams.exe] M/N\—L a3 U EEELET,




@ Windows Server 2016/2012 R2 BiF#EHE%. CPUKR— FOBREEZTSHBEDIEEE

R®D Option IZEE IP 7 FLR/EE NS ZRELTWSIHEE. UTOFIETEEE CPUKR—
(CPUERRBR L EE [P 7 FLARKREESI EH COICEAFIRNABETT ),

N8104-173 10GBASE-T #i#E LOM 51— K (2ch)

N8104-177 25GBASE ##% LOM 71— I (SFP28/2ch)

N8104-182 10GBASE-T ##t/R— K (2ch)

N8104-183 10GBASE-T ##tR— K (2ch)

N8104-185 10GBASE #E#iE AR — I (SFP+/2ch)

N8104-187 25GBASE & AR — K (SFP28/2ch)

PCI-to-PCl J1) v O & DB PCl Hh—F

FEigsRLT<EEn

— =L

FUDA T avESRI IV —EANBBREBHLAVELIICHELZEEL. Y—EXZEFLT S,
Fr. REOA TV a VIR ML—PEEHELTVEEE. UTOEERICZLEOF T avh s LAN

(M

2
©)

(4)

(®)
(6)

)
8

- EERFIETITHENOIEE
TEEIP7 K bxb\nﬁmf‘énu
FOBE. ULTOaOR K229 ROV T FTEITLT, TS AT HR—
Z0ik.

r— 7)LE%¢%X ~ l/_VEurmn
ZUNA T3 VTLANDF—=

LBEWELSIZT B,
DTREELTWSES, F—I VT ERRT 5,

FEDOF T a D IP T RLR/YTRY FRRY/TIHINTF— DA /B% NS H—/3—/K# DNS
Y—N—%EET S (TEEDFRBRARD) -

A5 =2y h JORIN /(=T34 (TOIPH)DTO)F
£

21x]

J
]

*vstn |

LD IRORENIRCINTOSASE, B BEe mey I yes
n*, B RO SR S 11 ynm n'

PELALEHEAING ITO)
¥ PRUXEOERS)
P PEVAD
#7239k XAV

F22hh 7 =1014(0}

@ /%0 ONS 4~)5-
BRI ONS % -)5~(P)
% ONS % -)T—~(A)

FUAREXE)

M #TECREERIETU IEAalEV).

o

ZEDA T a D IP7RLRE TIP 7 RLRAZEBHMIZEBET S] . DNS 7 FLRX%E [DNS H—/—D
7 FLREZEHMICIRET 51 ITEREERT D,
im'xCPU/‘l'\ REL1—F—XHA FIZH->THEET 5,

ZREOA T IVICFIEQ) TREERLIZ IP ZFRLR/HTRY FIRY/FTIHIMTF— b1 /&5 DNS

H—"—/REBDINS H—/N\—ZHRET S,
LINDF— U5 EBETET 5,
FIEN) CHREEBRLI-Y—ERZBHEREETILSICERET D, £z, ZEDA T3 VIR L
FEMLTUOIEE, LINT—TJLEBERLA ML —D2RETED L5129 5,

EBE IP 7RELADNEADT NS RATHEASNTVEEDA vE—UNRTEN
ERBYZFET,

Ury—ZREPLTIESL,
[RR] > [ERRTNARADRTER] 29YvI L, 2y bI—0T7FT8—Y)—%REAL. JL—

RERICHEOTVWAIRERADT/NA RZHIBRLTLEZEL,

ESMPRO/ServerManager THw kT —4 2SR LT-154. BH%

>set devmgr_show_nonpresent_devices=1
>Start DEVMGMT. MSC

CPU R— FOBRERRICHR Y FT—0h— KW

FELTREREINET, 0S ETRALZVRY =9 T34 ZAOFEMIE TUnknown] ERTENFTIT DT, R
LTLEEL,




@ ESMPRO/ServerManager (Windows i) B L UT VXA TLRABBHY—ERXMG) IZE8F 2 FEEE

AEEZD L5 D7 —LHTF7/N—2 a3 &, ESMPRO/ServerManager (Windows BR) 8 & U T H X T L X @#
H—EXMG) D/N— 3 VDA EHEIZ & > TIE ESMPRO/ServerManager (Windows k) & & UF iLO &AM I+
DEZEFERREI7ANDT Y TT— EHNRBEBIZEZIBENHY T,

UTEZSBDS%, 7y 77— FARELGBEIE. FHA—2avIZ7y TTF—FLTLESL,

BN— 3 VOBRAEICOVNTIE, XEIEFEOREICRELET,

@®ESMPRO/ServerManager (Windows hR) (BT AHEWE

iLO ESMPRO/ RERR
J7—L 7 | ServerManager
(Windows k)
Version Version AR T > —/N—ikEE
2.10 LAB% 6. 25 ki “SNWP BIREEE A ERBICKBMLFELI"ERTEIND

- JE—FEIEAZ T > ILOERR > INL ORZR. INL ORE. IML FRD H
BIZKBL, RERBLURENTERL
73— hEa—7
I77—LIzF7T7yvTT—hrZELRBVENMESNZN—FOz7OEE
NT7S—bEa—TFIZ"RRAEA T D7 53— FELTREEND
Version TS5 —hrEa—7
6. 47 R T7—LxF7T7yvTT—hrIELBVEMINZN—FI T T7OREE
MNF7S—FEa—T7IZRTEIAEL, £ LLE"THL2A T D75 —+
ELTRERSND

@ESMPRO/ServerManager Ver.6 (Windows i) D7 v 75— A%
(1) LAFD Web 44 k& Y FZ#FhRD ESMPRO/ServerManager 24~ >0— KL%,
https://www. support. nec. co. jp/View. aspx?id=9010103524
(2) TESMPRO/ServerManager Ver.6 1 A bL— 384 KWindows #m) 1 D M2FE 4 VX b—JL] 258
L T ESMPRO/ServerManager 27 v 75—k LE T,

@ ESMPRO/ServerManager Ver.7 (Windows ) ~D7 v 75— b A%k
(1) LT Web 4 + &Y ESMPRO Platform Management Kit 24 >O0—KLZEY,
https://www. support. nec. co. jp/View. aspx?id=9010109532

ESMPRO/ServerManager Ver.7 [ ESMPRO Platform Management Kit [CEFENTULET,

(2) ESMPRO Platform Management Kit @ ESMPRO 4 R b—JLY—ILZEEILET .

Q) A VA P=ILY—I)LEEDHBAEZEZS ) v L, Software Manuals H 5 ESMPRO/ServerManager %
2)v o LET,

(4) TESMPRO/ServerManager Ver. 74 YA kL— 3> HA KWindows #R) 1 #2Jv o LFET,

(5) TESMPRO/ServerManager Ver. 74 >R bL— a3 >HA EMWindows#®) 1 @ M2 E A VA +—JL] %
M L T ESMPRO/ServerManager & Ver. 6 ™5 Ver. TA7 Yy 75— FLET,

¢iL0 EEBAERATOREEBRRET 7ML ITHT HIRERR
KIJRATLRABHY—EAMO ZFHASHTLEIANHETY,

iLO iLO EIRMERER [T D RERZ
T7—LoxT | ZIEHEREE
274
Version i lo_jp.mtb Version TJ7—L9zT7T7yvFTTF—hrIZEBBVEMESAf=/N—F
2.10 LIE& 1.4.0 kX% DITDOEEERMNMTLIEATEEHL, UZEEEER
TEHZEMNTELRL,

iml_jp. mtb Version
1.5.0 ki XEZEEREE I 7ANLETY T T—LLEBAET
#» > T3 . ESMPRO/ServerManager 7w 7T — k& T
Xil0 BEEHBERITORIE WHRWEEIE, LERERKRICEMENIz/N—FDZTEE
TBHRBRET 74 ILIL 2 T8SE DRHAE L VEBATEALY,
HYET,




¢iL0 EEEEERTORERBREEI7MILDT Y TT— A
(1) UTDWeb ¥4 k&Y REFBDZEFREE I 7 A/ (i lo_jp.mtb, iml_jp.mtb) Z&H>m—KLET,
https://www. support. nec. co. jp/View. aspx?id=9010100096
ilo_jp.mtb, iml_jp. mtb [& MGMTB. zip ICEE L TWLET,
2) TZHORTLRABHRY—ERMG) A4 VR RL—2 3244 KWindows #&) 1 @ 3.1.5 ZEFHRDEKTE
FfE 13.2.4 ZEFRORTE] 22RB L CZEFROBREED CERFADZERBREAHKRLET,
@) MTHYA—FLEEFROZERBRRREI7MILEERLET,
TTHORTLRBHRY—ERAME) 4 A L—2 32054 KWindows #8) | (FULTD Web ¥4 b B AL
A—RLTLESLY,
https://www. support. nec. co. jp/View. aspx?id=9010102124

QiL05 J7—LDxT7OIN—D 3 VHERFE
- Server Health Summary THFRT 5%
Y—N—FKADOUIDRZ ZHT LT, —N—[CEHINIzaVY—ILIZRFTSIND IL6 T7—LDT
DIN—2 3 U EFER L ET (Server Health Summary MEEMAIL iL0S —HF—XHA KSH),
sy FO—ORBHTHRTSAE
iLO 12y FO—YEGEARELGES. I59Y—25 il0 (O A4 VLT, A=Za— T27—LH 7 &0S
YIrHIT7] AL IL0DN—2a v E HERLET,

@ESMPRO/ServerManager (Windows iR) M/N\— 3 VFEERAE
(1) ESMPRO/ServerManager [cB45'4 > LET,
(2) Ei@m4A LD TESMPRO/ServerManager IZ2DWLWT) DY U9 HEIRLET,
(3) F|sR&M B ESMPRO/ServerManager M/N\—< 3 UIEREHERELET,

& L0 EEBRERTORER/MERTE 7 7 1 IWVD/N—2 3 VHERTE
[TORTLRBHRY—ERMG A VR ML—2 3274 FWindows #) 1 @ 13.1.5 REFMOHKE) F1=
[ 13.2.4 SEHEROBE 28R L TREFRORTETDT MHMIERI O L0 NP Trap) O/A—Ua >
RHRERALETT

® VMware ESXi AT 558D EEER
ESXi #ZBIRFD WMware vSphere DERR > N— KO 7 > PRATFLEVY— > o —DRFRIZTDOVNT,

(1) TEED & 57 Heartbeat Lost £ H—DRTH [E4E (ER)] LHEHELHY ET,
[Device] 1/0 Module (n) LOM_Link_P (n) : Heartbeat Lost-Assert
[Device] 1/0 Module (n) NIC_Link_P (n) : Heartbeat Lost-Assert
Xn:LAN/R— FBESDPI~4%RLET,

LS 27 —Loxz7/8A—2321.30, 1.35, 1.38ABERHIA-IRE
ESXi &2B)5E T #&. Heartbeat Lost £ H—DELM (vCenter : AT—2 X) DRTH [EE (FHE)]
L BIGE. LINT—JIBERINER— MIFDBHFE WL E EE&ERB)] o TEE G
)] ICBBLEIDT. LESKBELLLESL, INT—JILAEREINRTOENR— MK [EE
(#e)] ##ELEITH. ERLBESHY FEAOTEDEEIFEACLESLY,
BHE. LAN 7—IJLHEGSNZRET 24 (EB)] ARFTINEITIEEE. LAN ¥—J LD
BRBROAREMNEZEZONETOTLANBEEZEREIAL T EEN

GLOS 7 —ALz 7/ —23 2 1.0 LIBAER Sh-IRE
ESXi &2B)5E T #&. Heartbeat Lost £ H—DELM (venter : AT—2 X) DRTH [EE (FHE)]
LB EE. BrEFEbLV < E [E5FERB)] Mo MBEGR)] ITBBLEITOT, LIESL
BELLEEL,

(2) YRTLRM/IN—2 32216 (05/25/2020) RiFEDIHE. ETR FANERIZHE W TEXI EBIETH®. TiE
Dt oH— D2 (Center : RT—5 X) DRFA [E8& (HB)] EHZBENBYFTH. N—F
DIT7DHEETRTIOTIELGERICEEHYFHADT, TOEFFERVZLETET,

- Cooling Unit 1 Fans

(3) ESXi &5 T#%.. Tt H—DESM (vCenter : ATF—F2R)DRFEN [N LHBEELAHYFET
M N—FOzT7OHEZRTEDOTELEGERICEEHY FLANDT, TOEFFERWNEITET,
- System Chassis 1 UID




® VMware ESXi TTPM X v F2EHT B8N FTEEE

SRTFTLROM/N—2 32 2.00 (02/02/2019) LAE. A D N8115-35 TPM v FMIBEHK SN TULVSIES TPM Mode (x1)
(& TTPM 2.0 IZT. VMWare ESXi 2R &Ly,

£ L. TPM Mode AY TTPM 1.2 IZERE SN TLVSI5E. FE4IZPSOD (Purple Screen Of Death) MELET B &M
HYFET,

(1) HEEFO#MEIERE [TPM 2.0 T,
TPM Mode DHER B L UREZERETRAZa—K YRR L TIZELY,
» System Utilities > System Configuration > RBSU > Server Security > Trusted Platform Module
Options > Current TPM Type (BREWESR
> TPM Mode Switch Operation (EBREZEH)

@ RAID R BHAXDEEIZDINT

VMware ESXi [ZdULVT. N8103-189/190/191/192/193/194/195/196/201/237/238 RAID 2> b O —3 & N8103-239 0S
TJ—rEASSDAR—FETHEREINTLSEE. RAID EERESR(Z SNMP Trap IZ& B @RICERIZHEYET,
MK, TEED Web o FETHEZELESLY,
- NEC 47R— F7R—4% )L
https://www. support. nec. co. jp/View. aspx?8&id=3140108419

® Linux 0S %3 51568 0FEEE
0S ANBEEIMICER#H T 2 LM O T a3 U NICHOTNA REEFHALTLESLY, B udev JL—ILZEBINT B,

PCI 7 RLRZREIINICTNAREZEZERELEY, BELEYTEIREREXITHENTIEEL,
F1=. PCI 7 FLRZE &L /dev/disk/by-path/BBTDR b L—U TN RBIEERLAGNTLZEL,

PCI 7 FLRZEEICLE=TNA RBEFEERNRELFZRIE, POl ROy bADH— FER/IRE. BXU.
CPU BRIEEZTHHENTLIZEL, PCI NRDT7 FLRAERMEIL L. PCl EHEDOT/NA RAICEENTHI L
CEY. FYFT=I PR L—DADT IV EANTELGLLRY ., PRATLANERBICEBTELRSBHHEEN
HYFET,

@ Red Hat Enterprise Linux 8.5 £1=l&. ThLZERT IIESDTIEFIE

DUBALT— R AZ2a—moBHT BHE. 0S T— < Rr—T ¥ —(5l: Red Hat Enterprise Linux) %33R
LTLEEL,

0S A1 VR b—JLENTF-HDD 5 SSD HEDT— b T/314 A %EHE IR L -HE. RSOD(Red Screen Of Death) A4
TEHIENBYFT,

One-Time Boot Menu

Red Hat Enterprise Linux
Generic USB Boot
)Embeddod LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv4

Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv4)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (PXE IPv6)
Embedded LOM 1 Port 1 : BCM 5720 1GbE 2p BASE-T LOM Adptr - NIC (HTTP(S) IPv6
)

Embedded SATA Port 1 : ST1000NX0423
Run a UEFI application from a file system
Boot from a URL

Legacy BIOS One-Time Boot Menu

TURALT— A Z2—EE




5 =MROWEEICET HIEFE

® VATFL1—TF 4T+ TBMC Configuration Utilityl ORIEIZDULNTOTEEIA

SRTFLA—TFT 4 )T 4@ [BMC Configuration Utilityl] TOEEIZEWVWT. UTO M) DRy T7 v THAKRTE
SNFIGEEIE Q) LBOFIEFEEF LTI,

AEEHEIIH S HIBEEERINGVMES. Memory Initialization Start] A v+E—CTPOSTELE, HBLY
[TEBICEESR SN TULVA Serial Number. Product ID DiEskhF4Ed 2EENHY FT,

1) YRFLA—F41Y)F4® TBMC Configuration Utility] ICEBWVWTHREDNEEFEZTS &, iL0 DHFREHZ
T51=01Z, XD WarningCEE) Ry TT7 v THRREREINDZEABY ET,

5 Warning

BMC configuration has changed and BMC needs to be reset The configuration utiity will not be avaiable unti
next system reboot

Enter to Continue / Esc to Cancel

I3

EMCREGREZ N, BMCRUE? NYZRTY, ARI-F/VF/(RB, RCIAFLNBERENDIRT
HATEREA,

BROTICREner/ ¥ A TILRESC

BARERTOGE

(2) TOK] =L CTHEHFET,

Q) XD WarningGEB) Ry T7 v INRRINET,
ZDOWarningGEE) R Y TT7 Yy THARTENTWVDIREIZT, T 1 2UEBFEL XL,
ZO/M., MEBELEVTESL,

() Warning

The management processor is resetting! Please wat a minute for the reset to complete, then hit Esc to exit the
configuration utiity and reboot the server

X

BMCRUEY ARTYI VLY AIRTTINEBHELEN, LT, EscERLTRRI-F/UT 1%
BTL, Y=/—-EBEBL T,

BAERTOSEE

@) 12U LEFEBE. EBEODRAT—2ASVTHNBERTEITILTWA I EFHERLTLEEL,
¥ L0 NEFEF P CAT=BRASUTHNEETER (B 1 E)
iLODBEREATT LEREE : RT—2 X5V THGE TEL
(b) BEBDSETHNERTES, K] ZHLTLESL,
6) <ESCOF—ZEHEH L TUARTLAI—T 4 ) T4DE@EIZEY EFT,
(7 YAFL—TF 1) T 4® TReboot the System] ZEIRL TEEELET,




@® Serial Number. Product ID A%iE% L1=BEDORIZDNT
Serial Number, Product ID AVELLT-HE&. UTOFIEIZTEIBT S ENTEET,

(1) EEDERZAZICL, ERa—FZavtEro oA LET,

(2) IMLUEBELI-DL, EBRa—FZFavtEY MIEHELET,

(3) POWER XA v FCTEEDEBREZA VICLET,

4) H——hEFL. POSTEEARTRENET,

B) FPF—%#HLTIRTLA—TAUT1428HLET, H L. PRTLA—TFT 1T 4BBEITEHN
KEIZHES>TWRGEEIF. AVTFHFUVRALAFD M E(.3.3 SRTLEEEZT 74U MEIZREY) I 25
BL., DATLAVT FTURRL9FEHRELT, RBUBREDMELELET,

6) YRTFTLaA—FT4YUT1® [System Configuration > BIOS/Platform Configuration (RBSU) > Advanced
Options > Advanced Service Options] # —a—d& Y, Serial Number & Product ID DEZ#EZELET,

(1) Serial Number & Product 1D MEMEAFT HIEDIZEL. FIE 14) IEAFT,

(8) Serial Number & Product ID MEAEAFT AETIHLAVLCERLTWE)BEIX, YRATFLA—TFT4 T«
M5, ISystem Configuration > BIOS/Platform Configuration (RBSU) > System Default Options] %
ERLET,

(9) TRestore Default Manufacturing Settings] #E{RLZET,

(10) TYes, restore the default settings. | Z:&IRLET,

(1) BEMICEENFEE L. POSTEEMNRTEINET,

(12) SFOF—FWLTIRTLI—T14 )T ZRBILET,

(13) HEDRASA KAJIZEBH I TLVS Serial Number & Product ID SR FLa—TFT 1Y) F4® lSystem
Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service
Options] *=a—&kY, BEELFET,

Serial Number

OLLLLL T T e

Hmm ===
N8100-2557Y ——
o
ol

Product ID |
@3

Jpanec.com/express/

[EE] Product ID &, [N8100-2557Y] D& S HEFEDZ ETY,

(14) RBSUSRFEIEBZT 74/ MENSGERE SN TLDIEE(E. TORBSUIEEDHERLBREEZLET,

©® UPS i OEEER
- WPS &L TFIIR— MR L TEAYT 35E(E. UTOREEHES Misabled) ITL TS,

(1) System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Serial Port Options
> BIOS Serial Console and EMS > BIOS Serial Console Port % [Disabled] [ZERELTLE &L,

(2) System Configuration > BMC Configuration Utility > Setting Options > Serial CLI Status %
Misabled] ITERELTLZELN,

- N8181-160 EiJR1 ="y I (800W/Platinum) ZLRIEM TEH L TL\HIHEE. UTOREEZLEEL TS,

System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Advanced
Power Options ~& A . TRedundant Power Supply Mode] % THigh Efficiency Mode (Auto)) ICEREL T
&L,

% High Efficiency Mode (0dd Supply Standby). F7=I1&. High Efficiency Mode (Even Supply Standby) (<
BFEINTLBRBEHICOWTIE., LEOEFIEILRETT,




@ N8116-51 SAS TH R/ & h—F ZHEAKRDOIERE

Starter Pack Version S$8.10-009.01 |2&FhTUL 5. N8116-561 SAS THXH RN A H—FDTFEIT7—LIT
FYTTF—FrESa—)L(Ver.5.08) %, BALABWTLEEL,

Ny —D&F5]
Supplement Update / Online ROM Flash Component for Linux (x64) ? HPE 12Gb/s SAS Expander Firmware
for HPE Smart Array Controllers and HPE HBA Controllers

(firmware-smartarray2de15b6882-5. 08-1. 1x86_64)

FHMICOZTELTIE. LULTOWeb B FZEBEINTWAIABTZHER L TLEEEY,
[Starter Pack Version S$8.10-009.01]
https://www. support. nec. co. jp/
( TNEC H7R— rR—ZIILNEEI K Y. I88.10-009] ##H&ZK)

@ SHHFBEDNDEHIZDOINT

UTDFTLavEzEETIHEE. TEBRBOLOREZOAINT 7 o DEEE% lncreased Cooling] ~EHE
LTLEESELY,

BEICAEI T 7 o DEEFE%E lNncreased Coolingl F71=I& TMaximum Cooling)] IZEEEINTWREBEIX. AxEE
T5SBEEHY FEA.

WMEFTay
- N8150-551 #&E%FH 300GB HDD
- N8150-552 %% FH 600GB HDD
+ N8150-553  #&% FH 900GB HDD
- N8150-602 &% FH 900GB HDD

O EFIE
(1) POST FIKFPF—%FWT L, PRTLA—TFT1 )T+ %EEILET,
(2) System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options >
Fan and Thermal Options ZZERLET,
(3) Thermal Configuration #*=a1—% [HFLI3H/EI ITEELET,
@) <FIDF—%WTL. BEZREFELTORTLEEEHLET,

X AHT7 VREDEEIZHL., FEROERREVCARFICL S TIIARENT 7 v ORGEHALAD &N
HYET,

@ N8103-184 SASa > bO—5 CHAKOIESEE

N8103-184 SASa > brO—S % AT 5B E. ilL0 Web 4 > 4% —2T = 4 AD[System Information] > [Storage] >
[Storage Controller]® Status A% “Z~EA (Unknown)” ERTREINBJIZBELHY TTHIEICEEETHY FTEA.

@ Smart Storage Battery [CD(LVT

Smart Storage Battery (&, RBSU * —a—7#: & T Energy Pack ERRENBZEABHY FT,
BE. ZABRATLEIL,

@ EXPRESSBUILDER DA JLFIZDUNT

EXPRESSBUILDER DAL T EA U TF VR AA RTRBARLEDIERIE, AVTFURAA FORBEEELT
{ESWL,




® Y—/\EBHALTIZONT

H—NEZHAILTIE., RREASOBREBIRRETLHRL. ACLICBBREDZH AL TZIR®T I —ERTY,
HB—N\ZEAILTOEMIL. Starter Pack ID TH—NNEWAILT £y r 7y THA K] 28BLTLEEL,

Y—NEEALTOFEBEIZCDWTIEITED Web U b Z THERLEELY,
BWindows X35 AR
NEC 47 R— t7R—%JL (Windows *FF&HR)
https://www. support. nec. co. jp/View. aspx?&id=9010106809

WVMware ESXi xfishR
NEC 4/ R— k7AR—%JL (VMware ESXi XfhhR)
https://www. support. nec. co. jp/View. aspx?&id=9010107805

® T—ANYITYITROIBESEER
FC ar hO—SEBTICEREINITNA ANR > TEAKRNBEDOYA-/ 0 D h—FXOy FELTRESIT
LESHZEO, iStorage ML TOEENY I 7y THICEDREKRNBOTA /0 D A—FROv E&EH
LTRBESNATLFEVWESEA v E—CERY T7 Yy TLT—RELET 2EERHYFET,
INBICKYERBITT—EONYI T TEFRABEVIEAHYETOT, TIHHFARICUTOFIEICEL > T,
KAABDOTA4 2B D AHA—FROy FEEMELTVET,
AERNBED SD h—FROY FMIFEALFLADT, EMELTHLREEOY—N\—EEICEXEHY FE A,

O HEFIE
SARAFLaA—TF4YYFT42® BIOS/Platform configuration (RBSU) * =21 —A 5 System Options > USB
Options > Internal SD Card Slot % [Disabled] [ZE&%E.

@ LOM 55— K FCoE #EEDHR— =D T

AB L TIL FCoE (FibreChannel over Ethernet)#%fE% NEC & LTHR—FLTHY £H A,
N8104-173 TILX LON A— FIZEHE N TWE I 7—L9xzF7/N\—2 3 VIZBHh 59 . N8104-177 TIZ Family
Firmware Version 8.35.43 LI§ T FCoE #EEABDIELEShTULVET,
0S £T FCoE T/NA RELTREINTETH, 0S CRSANTHEFIADEREZ LEWI LT, ERLOEEIL
HYFEEA
LUTOT/NA ZADOBEIFERL TV EOVTEVERA,

-HPE 533FLR-T FCoE Device

-HPE 622FLR-SFP28 FCoE Device

® T4RTLAEKR—FZD1T
ZEBERIEODT 1 AT LA K- bOEMEIF, Y R—FLTLERA,

O® FFatYrDRERAEZIZONT
REM HNY (0 FHF) TROJZBEFBOEEICRHFSNTVE FF A M (A—HF—XHSF, A0TFUR
A4 F)TIE, BESNTLEHNEEBEITH ZAMLTHERABZ TSI,

{5 : N8100-2557Y — N8100-2557H1Y

@ N8104-173 10GBASE-T $#%#5% LOM h — K (2ch) Wake On LAN #gEDHHR— kDT

N8104-173 10GBASE-T ##% LOM h— K (2ch) 7R— bk 2 {8l T Wake On LAN HEEZERT 5BAIF. 77 —LV L7
N—=232 T 19.2BESHERASESL,




N 727—LOzT7ERIZHESERR

B BI0S/Platform Configuration (RBSU) A =2 —DZEE(ZDILNT

AEURDEH I 7 —LVITOEHITHWD, A1 —D—MITEELHY FT,
TiE. EERZERHELET .

(1) Server Availability A=a21—

(2)

ORTFTLaA—T 4T 45, System Configuration > BIOS/Platform Configuration (RBSU) > System Options

> Server Availability] Z:&iRd B &, lServer Availability] *=—a—MNRFEEINFET,
BMOA T asIZoNT, RORESBL TS,

AFvar NS A—H— | BB
IPMI Watchdog [Disabled] IPMI [C#EBL-EBFDO POST) O+ v F Ky 544 <T— WD) ZHZIC
Timer Enabled TEFET, COFAT—E. I—F—BIRATLIZHLT IPMl a7 2 F
@) ERATTHEENCEY . BEMNICIXENIZEY FEA,
IPMI 949y F Fy5 24 <—WDT) (X, POST h(=<FOF—, Fi=(I<F10>
F—FRTELELTEET,
POST AD<KFPRF—, FIEFIOF—%HHLLUNDIES, WDT (TR
Shi= IPMl 94 9 F RV TEA4I—DEA LT FIRIDEIZE2 M L
FobL, SATLIRBIREAE IPM 939 F Ry T84T —816%
mITLET,
IPMI Watchdog | 10 Minutes Y—NnN—0Ov I TFyITRBELEBEICY—N—ZHLTHER
Timer Timeout | 15 Minutes BALTY FEIMEEETTHETOSBBMZRETEET.
61 20 Minutes
[30 Minutes]
IPMI Watchdog | [Power Cycle] | —/I—D AV I Ty TFIZk>TO+vF Fv I a4 v—mERMEINIC
Timer Action Power Down BoleZDRA LTI FMAMEERETEET,
G 1) Warm Boot

[ ]! HERORE

FE1LVRTLRMNA—S 32 254 YBICTHATESF a3 v T,

Memory Options * —=a1—

SATFLA—T 4 YT 4h 5, [System Configuration > BIOS/Platform Configuration (RBSU) > Memory

Options] Z#EiRd S &, Memory Options] A=—ax—HMRREINFET,
BMDA T avIzdNT, ROREZSHBLTLESL,

AT ay NSA—4— | 5
Memory Controller | [Auto] AEYayrO—=S5—RDA 8= —J8EERIRLET,
Interleaving s ) Disabled fAuto] ZBIRL-BES. »*EVavrO—S—Ror248—y—7
BETEABOATYUERICHECTHHNIZEESAET,
[Disabled] ZRELFEE. AEYaV FO—S5S—/BDA 25—
J—JEMEILEHICEMICBEShET,
FAFavik, Thuto) TRIATSCEFHRELET,
Opportunistic [Disabled] lOpportunistic Self-Refresh] % TlEnabled] CSRE LGS,
Self-Refreshg Enabled AEYDBTA FLRBICHESFBEICATIDOEZILIYILY D%
[Disabled] MJFEIFBEDIY Ly a1 EHTVET,

[ 1! HERORE

F1:VATFLRM/IA—2a v 1.40 LBIZTEMENADA T3 VT,
F2: SRFLRMNA—S 32 1.36 URRIZTEMENZA TS 30 TT,




(3) Power and Performance Options A =a1—
SRTFLaA—TFT 4T 4h 5, System Configuration > BIOS/Platform Configuration (RBSU) > Power and
Performance Options] %3&iR9 b &. Power and Performance Options] * —a—MRRENFET,
BDA T aVIZDO2NT, RORXRESBLTLESLY,

A7 av INSA—H— )

Energy [Disabled] SOFTavEERALT, IRLF—RTH—TUR

Performance Enabled BEEZADFLEIEYICLET, CHEAORETRALUF

Preference ¢:1) I—VEEL. RT7+—IRAORALZERLEL
T, AAX T3 EFHILTLESLY,

[ 1 HERORE
FVVRATLRMN—2 30 3 4 LRICTARATES/ISA—2—TY,

(4) Intel UPI Options A =a1—
DRTLA—T 4 )T 45, System Configuration > BIOS/Platform Configuration (RBSU) > Power and
Performance Options > Intel UPI Options] #EiRI B &. lNntel UPI Options] A =Za—MRIRESNFET,
BHOA T asIzo20WT, ROXRESBLTESLY,

AT ar | I"S5A—4— | B

Direct To [Auto] TDirect To UPI (D2K) | % TEnabled] 295 & . Last Level Cache M¥+
UPI Enabled YVAZIRICTKBLATUV—ZBRELET, HBESALZWHAEFY, BEE
(D2K) i1, | Disabled BELALWTEEL,

ATy —BEDBEEDARTENET,

[ 1: HERORE
E1: YRTLRMA—C3 2 1.36 LIRIZTEMENSF T2 a v TY,

6

=

Advanced Performance Tuning Options A =a1—

SRTLA—T 4 )T a5, System Configuration > BIOS/Platform Configuration (RBSU) > Power and
Performance Options > Advanced Performance Tuning Options] %3iEiR3 5 & . [Advanced Performance Tuning
Options] A=a—HMRREINFET,

EBMOATLavI2oVWT, ROXRESELTLIZELY,

*IFay INSGA—H— B

Processor Optimized for Throughput | A4 T 3 VIFERENRHIIEEERIVT, HERREHNSEEL
Jitter Optimized for Latency TWTLESLY,

Control [Zero Latency] SOATLavik, Toeyvy—RAEBEBOBEHEE#EDR
Optimization EEREELET,

Gx1) lOptimized for Throughput ZRIRT B &. LEMNLEELEREAIC

EELOVENZHARLFEZELET,

lOptimized for Latency) ZBIRT B L. oy —EEEETIT
BREEIZMINEBRNHICEEHRBLEFHEELES,

Zero Latency] #ZFRT HEL. AEBEHZMYR & 5 IZHIfE

LET,
10DC [Auto] AFTLIaVIEEHIBEAEDTNT, HERBRENSEEL
Configuration | Enable for Remote InvitoM | ZRLNT LK &Ly,
6x2) Hybrid Push I0DC (10 Direct Cache) DIERKZHRELET .
InvitoM Al locFlow AT vavizkY. 1 /0 rSUYHLOaviTOyY £y

InvitoM Hyorid AllocFlow | v a2 &EBET5=0DKR) S —2RHETEET,
Enable for Remote InvItoM
and Remote WCiLF

[ ] HFEEORE
F1:VATFLRM/IA—2a v 1.40 LBIZTEMENADA T3 VT,
E2: VATLRM/IA—Ca3r 2. 10 LBIZTEMENADA T3 VT,



(6) Server Security * =a1—
SARATFLA—T 4 YT 4h 5, [System Configuration > BIOS/Platform Configuration (RBSU) > Server

Security] #:&iR9 B &, Server Security] *=—a—hMRRENET,
BMDA T avIcoWVT, RORESBLTILEEY,

*Fay NRNSA—4— | 8

UEFI Variable | [Disabled] FRL—=F A VT LRTLGEEMDY 7 I 7ICKBHED UEFI 3D
Access Enabled BZFAH%E,. VATLBIS CELICHBETEDLLSICHRELET,
Firmware Misabled) NBIRShTLBIHEAIL, TTO UEF] EEHAEEAAATHE
Control (1 TY., [Enabled] ABREShTLSES. X TL BIOS LISADY T+

IPICK>TEEL UEFI ZERICMASIEIEREFIITRTIOY I ShFE
Fo BIZIE, ARL—F AV TORTFLNHLVWIT— T vET—
MEFOZERICEMLES ETHE, ERICIET— MNEFORTHICE
BEShFd, FiE: UEFIEBT7 I RO I77—LDz7ary bO—LAE
BB OTWBEE, ARL—T A VIV RATLOBEO—BAG/FLES
DICEBELEWC ERBYET, HILLWARL—TFT A VT VRTLDA Y
Ab=LBIZIS—HARETIEENHYET,

[ 1@ HERORE

F1VVRATLRMN—D3 2 2.4 RICTHATES/354—45—TY,

(a) Advanced Trusted Platform Module Options * —a1—
SRATLA—T 1) Ta4h 5, [System Configuration > BIOS/Platform Configuration (RBSU) > Server
Security > Trusted Platform Module Options > Advanced Trusted Platform Module Options] Z#E{RI B &.
l'Advanced Trusted Platform Module Options] * —a—MAREFENET,
BMOA T3 vIONT, ROERESRBLTILEZE,

TFoay NG A—HR— | EiBf

Omit Boot [Disabled] T—FrTFNRARARY PEROIBEEZRELET., [lEnabled) IZRET S

Device Event | Enabled &, PR J—FHITORAENESICH Y, PCRAUITHORAEMRBEINLE A
UEd,

[ ] HERORE

F1VVRATLRMN—D3 2280 IRICTRIATES/354—58—TY,



(7) PCle Device Configuration * =21 —

DRTFLaA—T 4T 4h 5, [System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device
Configuration] %:&iR94 B & . PCle Device Configuration] * =1 —MRFRENET,
BMOAZ2—[2DT, ROXREFSEL TS,

*Fay NS A—H— B

Advanced PCle Configuration -
GE1)

F1VVRATLRMN—D 32 140 LRICTENENDSF TS a v TT,

(a) Advanced PCle Configuration * —=a1—

SRTFLaA—T 4 1) F4h 5, [System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device

Configuration > Advanced PCle Configuration] #i#EiR9 B &. lAdvanced PCle Configuration] A =a1—AM

RRINFET,

BOAZ2—IZTDWT, RORESELTIZEL,
AFTar NS A—R— B
PCle Bifurcation Options -
GE1)

PCle MCTP Options (xy
F1UORTLARMN—3 2 1.6 LIRICTRIATESA=-2—T9,
F2ORATFLRMN—=Sa 2 10 LIRIZTRIATESA=2—T9,

(D PCle Bifurcation Options * =a1—
SATLA—T 1) T a4m 5, [System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device
Configuration > Advanced PCle Configuration > PCle Bifurcation Options) #3&iR3I 5 & . [PCle
Bifurcation Options] *=—a—ARFTENET,
BMDA T avIto2NT, ROXESBEL TS,

A7 a3y NSA—4a— | 5H
PCle Slot XX [Auto] PCle Slot [=5=3%9 5 PCle #li8EH— KA Slot Bifurcation #EE %Y AHR— ~
Bifurcation Slot THEE. BEIZWB LT ISlot Bifurcated] #8FELTLRAELY,
GE1) Bifurcated lAuto] ZE&ET S &. PCle Slot [, R— FShBEXIETEKSL
*j_o
ISlot Bifurcated] #&&%Ed d&. PCle Slot LHhiRA— FRADEHAS,
2@IZHBIShET,
XX: 1/2/3... CPUEBOSAY—h— FEEICELCTERRIEDLY ET, )

[ 1@ HERORE

FE1UVRTLRMN—23 2 136 LRICTHATESA=2—TT,

@ PCle MCTP Options * =a1—
SARTLA—T41) T 4h 5, System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device
Configuration > Advanced PCle Configuration > PCle MCTP Options] #%:&iR9 % &. TPCle MCTP Options]

AZa—MNRERINFET,
BMDATL a2V T, RORESBL TS,

AFay | RSrA—4— | &HiHA
PCle Slot | [Enabled] PCle Slot [Z5E%9 3 PCle #1558 h— FASSlot Bifurcation #eEZEYAR— 9
XX MCTP Disabled 28BE. BEIZKH LT ISlot Bifurcated] Z&ELTL &L,
Broadcast fAuto] ZBXET S &. Plle Slot(x, R— FShAEXIETERINET,
Support Slot Bifurcated] #8&E 3 5 &. PCle Slot L¥L3EH— FRIDIERHA. 2 E
1) ICREEhET,

XX: 1/2/3... (CPUOS A F—hH— FBEICIECTREVPEDLYFET, )

[ ]: HEFHORE

F1UVXTLRMNS—2 32 2 10 LIRBICTHATESA=21—T9,




(8) Fan and Thermal Options A =a1—
SRTFLA—TFT4") T a4h 5, [System Configuration > BIOS/Platform Configuration (RBSU) > Advanced

Options > Fan and Thermal Options] %:&{R9 5 & . [Fan and Thermal Options] * = a—ARFRINET,
T3 DINTA—Z—EMIZDONT, ROXESBELTLESL,

I ay RS A—H— B

Thermal [Optimal Cooling] RO I 7 URHFEEZBIRLET,

Configuration | Increased Cooling lOptimal Coolingl I&. @LNGEHEZEAREICT HBER/MED 77 >
G2 Maximum Cooling BECRETSICLT. RIDEMLERHNSEEERLES,

Enhanced CPU Cooling | Tllncreased Coolingl TlX7 7 V& ETRERSH, HHiEHZEZEH
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Precautions for Using Express5800/R120nh-1M, R120h-2M
I

Thank you for purchasing our products.
This document provides the precautions on the use of this product.
Please read through the insfructions below and keep this document in a safe place for your future reference.

Notice of the function in general
A) The additional options by fimware update

1) Introduction

o About the manual of this product.

For Starter Pack, the user's guide and the other related documents of this product, please refer to Download on the following URL.
Regarding Starter Pack, itis also provided as an optional product.

< hitps:/www.58support.nec.co.jp/global/download/ >
->Document & Software
->Rack
> (Select your server model)

Please check latest information and versions on ESMPRO portal site before using NEC ESMPRO Manager, NEC ESMPRO
ServerAgentService and Express Report Service / Express Report Service (HTTPS)/ Express Report Service (MG).

< https://lwww.58support.nec.co.jp/global/download/ >
>ESMPRO

o About Starter Pack
Please see the following website to check the latest Starter Pack.

< hitps:/www.58support.nec.co.jp/global/download/ >
->Document & Software
->Rack
> (Select your server model)

o About service and driver modules for VMware ESXi
Please see the following website to check the latest modules.

(1)Agentiess Management Service and iLO Channel Interface Driver

< https:/iwww.58support.nec.co.jp/global/download/>
->VMware

(2) WBEM Provider and CLI tool

< https://lwww.58support.nec.co.jp/global/download/>
> Utiity

o Notice about service operation time of this product

The service operation hours of this product may require more hours than usual depending on the combination of the equipped firmware
and driver.




2) Notice about the function of the System ROM

© Note for UEFI Boot Order Control

If the System ROM Version is 3.34, you cannot enable or disable new boot devices or save these settings in the UEFI Boot Order Control
menu (*1). To change the priority of the device to boot from, please adjust the priority in the UEFI Boot Order menu (2).
Additionally, each time you navigate to the UEFI Boot Order menu or the UEFI Boot Order Confrol menu, a red circle (©) will appear in front
ofthe "Changes Pending" string at the bottom of the screen. Press the F10 key as needed to save the settings.

(1) BIOS/Ptatform Corfiguration (RBSU) > Boot Options > UEF1 Boot Order Control
(2) BIOS/Ptatform Corfiguration (RBSU) > Boot Options > UEF| Boot Order

¢ Caution for the “Submit Fail For Form” Question pop-up

If you encounter the “Submit Fail For Form” Question pop-up whie changing the coniguration in the System Ultiiies, discard the
changes by pressing Cancel. To apply the desired changes after that, reboot the server and re-enter the System Utiliies. Selecting OK
to continue the changes may cause some server setiings such as Serial Number and Product ID to be lost.

Question

Submit Fail For Form: BIOS/Platform Configuration (RBSU)

Select Cancel to discard changes for this page. Select OK to go to this page

e Caution for recovering from RSOD (Red Screen Of Death)

If you have changed the server configuration/settings or the system status, RSOD(Red Screen Of Death) appears in rare cases before
starting up the OS. This may cause the server fto become uncontroliable. However, the server may recover from the RSOD by tuming off
and then on the power again.

To recover from this condition, power off and then on the server again.
If the problem persists, contact your sales representative for maintenance.




o [f Secure Boot fails, a red screen (RSOD: Red Screen Of Death) may be displayed

If Atterpt Secure Boot () in RBSU is set to Enabled, and Secure Boot (signature verification) fails during boot, a red screen (RSOD) may
be displayed before the OS starts, and you may no longer be able to operate this product.

(*) BIOS/Piatform Configuration (RBSU) > Server Security > Secure Boot Settings > Attermpt Secure Boot

If the RSOD is displayed, power the system OFF/ON, then resolve the cause of the Secure Boot failure (e.g., the boot loader/OS
components are outdated and fail verification under the cument Secure Boot policy), and then boot from the boot device.

As an example workaround, set Attempt Secure Boot to Disabled, update the OS (or the boot loaderrecovery environment) to the latest
version, then set Attempt Secure Boot back to Enabled and confirm that the OS starts successfuly.

Ifthe issue is not resolved, please contact the First Contact Center.

o How to recover stop POST by the message of "Memory Initialization Start"

Ifthe server stops POST by a message of "Memoary Iniialization Start", recover them by setting to the default value by SW6 of the system
maintenance switch.

Refer to “Chapter 1 - 7.4.3 Set the System Configuration Back to Default Values” of the maintenance guide.

o Note for Customers Using Intel(R) Xeon(R) Silver 4309Y or Gold 5315Y Processors

If the Systerm ROM Version is earlier than 2.00 (03/06/2024), and equipped with either Intel(R) Xeon(R) Silver 4309Y or Gold 5315Y
processor, the fans may operate at high speed.

This issue has been fixed in System ROM v2.00 (03/06/2024).

o Notes on Boot Order Policy options

If the version of your System ROM U46 is v1.64 (08/11/2022) or later, set the “Boot Order Policy” option (*) to “Reset After Failed Boot
Attempt’. This setfing reboots the system if all boot devices in the “Boot Order” list fail to boot due to, for example, their time-consuming
initialization. Rebooting the system may lead to a successful OS boot by rerunning the boot process.

The factory defautt setting for the “Boot Order Policy” option has been [Reset After Failed Boot Atempf] instead of [Refry Boot Order
Indefinitely] since December 2022.

* Select BIOS/Platform Configuration (RBSU) > Boot Options > Boot Order Policy.

o Notes on the Server Configuration Lock (SCL)

(1) Set SCL function fo disabled and operate the system.

(2) Set the password when the SCL function is enabled and keep the password in a safe place. If you lose your SCL password and itis
locked by the SCL function (stopped before booting the OS), you will not be able to unlock it and you will not be able to boot the server
OS again.

You will be charged for recovery / recovery to the bootable state.
If you lose your SCL password, there is noway to dear it

(3) When you will be requesting maintenance, itis necessary to disable the SCL function.
If you cannot be disabled the SCL function, maintenance will be a charged one.

(4) Set "Halt on Server Configuration Lock failure detection.” option to disabled and operate the system. f it was enabled, when the SCL
function detects an unrecoverable condition and is locked (stopped before the OS boots), the system ufility will not be able to startand
the server configuration lock will never be disabled.

You will be charged for recovering to the bootable state.
Unrecoverable conditions of SCL funcfion:
-When the server bootis locked by the SCL function due to change in the RBSU settings.
-When the server bootis locked by the SCL function due to the update of firmware, and the original Firmware Version cannot be
restored.
-When the server boot is locked by the SCL funclion due to a failure of the DIMM or PCl option card




o Notice of the backup and restore of RBSU Settings by RESTful Interface tool.

In the case ofiLO5 Fimmware Version 2.40 or later, backup and restore of RBSU Setlings should be done from "Backup and Restore
Setfings" menu under System Utities. (See "Backup and Restore of RBSU Setiings" in Maintenance Guide (Common).)

o About the change of specification in Fault tolerant memory function (ADDDC)

Specification of the Fault tolerant memory function (ADDDC) has been changed by firmware update. Change points are below.
- For the System ROM Version 2.00 (02/02/2019) or later
Even if the system has other than 8 or 12 DIMMs per channel but has the fault tolerant memory function (ADDDC) available
configuration, the systerm will change its setting automatically and starts to use this function.

- For the System ROM Version 2.10 (05/21/2019) or later
- The Fault tolerant memory function (ADDDC) can be used even if the amount of RANK number per channel does not exceed 2.

-N8102-709 becomes ready for use of the fault tolerant memory function (ADDDC).

o About the intemal DVD-ROM (N8151-137/138) display

When System ROM Version 2,00 (02/02/2019) or later and Embedded SATA Configuration setting (* 1) is set to [Smart Amay SWRAID
Supporf], two intemal DVD drive information is displayed in the Disk Utiies menu (* 2) depending on the operating environment.
Both can refer to the same intemal DVD information.
(*1) 'System Configuration > BIOS/Platiorm Configuration (RBSU) > Storage Options > SATA Controller Options > Embedded
SATA Configuration

(2) T'Systern Configuration > HPE Smart Amay S100i SR Gen10 > Disk Uities

o Factory settings on the following items of BIOS/Platform Configuration (RBSU) are as below.

(1) System Configuration > BIOS/Piatiorm Configuration (RBSU) > Workicad Profie : Custom

(2) System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Minimum Processor Idie
Power Core C-State : No C-states

() System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Minimum Processor Idle
Power Package C-State : No Package States

o "IPMIWatchdog Timer Timeout" may be logged in the iLO event log (IEL)

When System ROM is V262 (03008/2022) and the IPMI Watchdog Timer opion is set to Disabled (factory seting),
the following "IPMIl Watchdog Timer Timeout" may be logged in the IEL:

iLO IPMIWatchdog Timer Timeout Action: None, TimerUse: 0x44, TimerActions: Ox00.

Event Class: 0x23

Event Code : 0xB3

Recovery procedure:
This problem will be solved by exercising either of the recovery options (A or B) described below.

Recovery option A
1. Power off the server. Then disconnect the plug from the outlet
2. Waitfor 30 seconds. Then plug the server into the outlet again.

Reocovery option B
In System Utiities, change the setling of the IPMI Watchdog Timer option two times as follows:

1. Poweron the server.

2. During the POST, press the F9 key to start System Ultiliies.

3. In System Configuration, select RBSU > System Options > Server Availability. Then set the IPMI Watchdog Timer option
to Enabled.

4. Press the F12 key, save the change, and then restart the system.

5. During the POST, press the F9 key to start System Ultliies again.

6. In System Configuration, select RBSU > System Options > Server Availability. Then set the IPMI Watchdog Timer option
to Disabled.

7. Press the F12 key, save the change, and then restart the system.




o About the System Utilities and One-Time Boot Menu display

(1) To protect the change pemissions on the menu under BMC Configuration Utiiity, enable BMC Configuration Utility >
Setiing Option > Require user login and configuration privilege for BMC Configuration.

Itisn't protected by seting of BIOS/Platform configuration (RBSU) > Server Security > Set Admin Password.

(2) The Maximum Size and Installed Size of L2 and L3 cache in "System Information > Processor Information” are indicated by the values
thata 1MB is converted into 1024000 bytes.
When the version of System ROM is v2.00 (02/02/2019) or later; it is indicated by converting 1 MB to 1048576 bytes.

(3) In System ROM Version 1.36 (02/14/2018) or 1.36 (02/15/2018), the mouse cursor may be displayed as  a black square on rare
occasions when System Uliliies screen or One-Time Boot menu is shown.
This is merely a problem with indication, and the operation on the System Ultliies works nommally.
This symptom can be solved by moving the mouse in a usual way.

(@) Inthe PCle Device Configuration menu of BIOS/Platiorm Coniguration (RBSU) (*) and in One-Time Boot Menu, the name of a RAID
controller may not be comectly displayed on the following conditions:

- For N8103-189, N8103-190, N8103-191, N8103-192, N8103-193, N8103-194, N8103-195, N8103-196, N8103-197, N8103-
201,N8103-237,0rN8103-238
The above problem occurs if both of the following condiions are met
1. The version of the RAID controller firmware is v4.11 or higher, orv3.01.04.072 or higher.
2. The version of System ROM s lower than v2.68 (07/14/2022).

However, the problem does not affect a boot from the HDD/SSD managed by the RAID controller.

* Select BIOS/Platform Configuration (RBSU) > PCle Device Coniguration.

o About the PCle Slot X MCTP Broadcast Support menu (X is PCle Slot number)

In the device with the System ROM Veersion 2.10 (05/21/2019) or later, when the PCle MCTP Options menu is selected (as described in
*1 below) for the first ime, the pop-ups (*2) informing that the settings for the device will be forcibly set to default wil be displayed as many
as the number of setiable PCle slots.
Meanwhie, in the device with the System ROM of the following versions, when the settings are fried to be saved, the pop-up (*3)
appears and the setfings are not saved. As a result, the pop-ups (*2) will be displayed as many as the number of the PCle slots every
time this menu s displayed. In this case, MCTP Broadcast always operates in an enabled state.

-V2.22 (1113/2019)

-v2.30(02/11/2020)

-v2.32 (03/09/2020)

*1 : System Configuration > BIOS/Platform Configuration(RBSU) > PCle Devioe Configuration >Advanoed PCle Configuration > PCle
MCTP Opions

2

o Question

Submit Fail For Form: BIOS/Flatform Configuration (RBSU)

Select Cancel to discard changes for this page. Select OK to go to this page.




o About set value of Extended Memory Test option

When System ROM Versionis v2.36 (07/16/2020), Extended Memory Testoption is set to "Disabled" automatically after a systerm reboot.
System Configuration > BIOS/Platform Configuration (RBSU) > Memory Options > Extended Memory Test




3) Notice about the function of the iLO5

e Caution about ResetiLO

Do NOT Reset iLO during the period from server boot start to the completion of OS boot. This period indudes the execution of POST
(Power On Seff Test)
Do NOT ResetiLO whie users are using the System Utiiies.

Under such circumstances, restarting the iLO may cause unexpected result.

For example, while changing options of the System Utiiiies, Reset iLO may lead to loss of server settings such as Serial number and
Product ID. Ifthe iLO s reset during POST execution, the screen display of UUID and UUID logic in iLO Web Interface : [Information] >
[Ovenview], may be comupted. Please tum off and tum on the power this product

iLO Resets whichis subject to this caution
-ResetiLO via network such as iLO Web Interface
-ResetiLO via UID switch

* Refer to Caution for operating “BMC Configuration Utiity” in the System Utities below, for the cases where iLO is reset after changing
the settings in “BMC Configuration Utiiity” in the System Uliliies.

e Caution about iLO Downgrade Policy

In case that iLO License for Remote Management is installed with iLO5 Firmware 1.40 or latest, Do NOT set “Permanently disallow
downgrades” in [ Security] > [Access Settings] > [Update Service] > [Downgrade Policy] setting.

If the setting “Pemrmanently disallow downgrades” is set, downgrade of any firmware cannot be done afterward. The setting of this
“Permanently disallow downgrades” is permanent and imeversible, and users cannot change this setting from any iLO interfaces or any
utiiies.

This setling cannot be removed by setting “Set to factory defaults” and the setting “Permanently disallow downgrades” is kept unchanged.

e Caution about iLO security function

Incase thet ILOS Firmware 1 .400rlatestisu%d,' is always displayed in [Information] > [Security Dashboard] and iniLO Web Interface
screen.

Depending on the setting of RBSU or iLO, the status of security may be displayed in red showing securtty is at Risk. Please set security
settings appropriately in order to follow customer’s security policy.
Forthe recommended settings, please review the iILO5 User's Guide.

Forthe settings of “Require Host Authentication”, please refer to the other descriptions of Caution for the case where Admin Password
is set from System Utilities(*1), or the case where the setting “Require Host Authentication” is enabled from iLO Web
Interface(*2).

The matching condition is different by iLO5 Firmware Version.

iLO5 Firmware matching condition(s)
Version 140 (*1),and (2)
Version 143 and later (2)

The iLO security icon on the right upper portion of iILO Web Interface may be transparent even if “Overall Security Status” of [Security
Dashboard]is “Risk’.
"Overall Security Status" of [Security Dashboard] indicates the cument security status.




o Caution for the case where Admin Password is set from system utility (1), or the case where the setting “Require
Host Authentication” is enabled from iLO Web Interface (*2).

(*1) This caution is foriLO5 Fimmware Version lower than 1.43.
“System Configuration > BIOS/Platform Configuration (RBSU) > Server Security”
Set password by “Set Admin Password option”

(*2) This caution is for iLO5 Fimmware Version 1.40 and higher.
Set “Require Host Authentication” Enabled in “Security > Access seffings >iLO”

When the setling described above is executed, the following symptoms are expected
- Many messages “Remote Insight/integrated Lights-Out Unauthorized Login Attempts” are displayed in alert viewer.

- Emor ocours, when Starter Pack (Standard Program package) is applied.

The following services and functions are not supported
- Report services for hardware faults in Express Report Service

- RAID Report Service
+ Funciion to display Device information and configuration colected by iLO

- Function to collect event logs collected by iILO

o Caution about iLO time function

This caution is foriLO5 Firmware Version lower than 1.45.

In case that SNTP setling is disabled, and ifthe iLO is reset, iLO time may be slipped.
Itis recommended that SNTP is set enabled atiLO Web Interface.

For the details of iLO SNTP setting, please refer to iLO5 User's Guide.

o About the conrupted screen display of UUID in iLO Web Interface

If the iLO is reset during POST execution, the display of UUID and UUID logic in iLO Web Interface : [Information] > [Overview] page

may be corupted.
When any corrupted texts are displayed, please tum off and on the system.

o Caution about Virtual NIC settings on iLO Web Interface

The default value of “Virual NIC” in [LLO] of [Security] depends on the version of the iLO5 Fimnware.
If"Setto factory default" is executed in the BMC corfiguration utiity, check the following:

(1) fyou use iLO5 Fimmware Version between 2.10 and 2.18, the default value of “Virtual NIC” is “Enabled”.
Awaming may be displayed for “Virtual NIC” on the device manager of Windows Server 2012 R2 which does not support virtual
NIC or Windows Server 2016/2019/2022 where USB CDCEEM driver is notinstalled.
If you do not use the iLO virtual NIC functionality, go to [Security] > [iLO), and set“Virtual NIC” to “Disabled”.

(2) ffyou use iLO5 Firmware Version between 1.40 and 1.47, or 2.31 or later, the default value of “Virtual NIC” is “Disabled”.




e Caution about IPv6 address of Network Adapter on iLO Web Interface if vEthemet(Hyper-V Virtual Ethemet
Adapter) is configured on Windows

If iLO5 Fimware Version between 2.10 and 2.18 below is used and vEthemet(Hyper-V Virtual Ethemet Adapter) is configured on
Windows, “IPv6 Address” of [Network Ports] in each Adapter may be not accurate on [Information] > [Network] > [Physical Network

Adapters).
Please confirm The Property of each network adapter on Windows, if vEthemet(Hyper-V Virtual Ethemet Adapter) is configured oniit.

o Display of Network information on iLO Web Interface

IfiLO5 Fimmware Version 2.31 or lateris used and the network bridge is configured, the information displayed (for each adapter) in [Physical
Network Adapters]in [Network] of [Information] on iLO Web Interface may differ from the actual status on OS.
Forthe detail of the bridge information, please check the Property of each network adapter on OS.

o Displaying Device Inventory information in the iLO Web Interface
< Environmentwith SAS Expander card (N8116-51) >
iLO5 Fimware Version 2.31 or later, SAS Expander card information might be displayed as follows, but it does not affect server
operation and SAS Expander card operation.
-Fimware Version  : NA
- Status : Disabled

o About Storage Information of iLO Web Interface
ifyou are using the iLOS5 Firmware Version 3.00 or later
iLO 5 may not refrieve Storage Information after server reboot.

In this case in the iILO Web Interface, under "System Information,” dicking on the "Storage” tab displays the following:
"Failed to refrieve complete  storage device information. Refresh the page in a few minutes. "

If above the message is displayed on "storage” page iniLO Web Interface, please run the iLO reset.

o Caution for the Security Dashboard of iLO Web Interface

Ifyou update toiLO5 Firmware greater than or equal to 1.43 and lower than 2.10, “Last Firmware Scan Result” is displayed in “Information
> Security Dashboard”. Do not click this Hyperiink.

If you dlick this link by mistake, you won't be able to move between menus and tabs.

In that case, you need to reload the page by the reload bution of the browser.

Oryou log out the cumrent session of iLO Web Interface, and please log in again.

Information - Security Dashboard ® 0O ® © 9 A 7

Overview Security Dashboard Session List iLO Event Log Integrated Management Log

Active Health System Log Diagnostics

@  Overall Security Status - OK

Security State Production
Server Configuration Lock: Disabled
Security Parameter \j,Slalus State Ignore
Security Override Switch 9 0K ot O
9 oK Disabled O
9 0K oK O
90K Enabled O
9 OK Enabled O
Secure Boot 90K Enabled O
Password Complexit 90K Enabled O
9 0K Disabled O
oK oK O




o About status of Agentless Management Service(AMS) on iLO Web Interface.

When you received the comupted SNIMP alert about physical drive status changed,confirm the location information of the same event at
“Information” - “Integrated Managementlog” of iLO Web Interface.

When status of Agentiess Management Service(AMS) is “Unknown” or “Not available”(*) on iLO Web Interface,

please resetiLO.

After about 10 minutes, please restart Agentiess Management Service(AMS) by following procedures.

*Vexifying AMS status

Please confim the status fom iLO Web Interface : [Systern Information] > [Summery] > [Subsystems and Devices] >

"Agentiess Management Service".
If the status of Agentiess Management Service(AMS) is “Unknown” or “Not available”, iILO can't collect some part of
information of storage, network and iLO can't display those information correcty.

< Restaring AMS >
Procedure
+ Windows
Navigate to the Windows Services page and restart AMS.

- Red Hat Enterprise Linux 7x and 8x
Enter the following command:

# systemctl restart smad
# systemctl restartamsd

- ESXi656.7
Enter the following command:

# letc/initd/amsd.sh restart
Or
# letc/initd/ams.sh restart

* Command depends on the version of AMS you are using

- ESXV7.0/80
Enter the following command:

# letc/initd/amsd restart

o About Java IRC session timeout message.
Whie Integrated Remote Consdle (Java IRC) is launching, the pop-up messages indicate the IRC session expired appear after that
session has expired. At the same time, imelevant popup appears too together.
\When the following message in bottom layer of Java IRC window, ignore description in displayed pop-up message.

-“Sessions Closed due to Timeout or Unauthorized Access.”

o Note About Rapid Setup
If you are using the iLO5 Firmware 2.71 or 2.72:

Before using Rapid Setup for configuring the Smart Amay SW RAID on your system, open the iLO Web Interface, go to [System
Information] > [Device Inventory], and then confirm that “Status” of Smart Aray S100i SR is “Enabled”. During a POST after that, press
the F10 key, select [Provisioning] > [EXPRESSBUILDERY], and then run Rapid Setup.

If “Status” is “Unknown”, running Rapid Setup may display “Preparing recommended RAID conffiguration” and then the following
message:
m “Rapid Setup did not find any supported disk installed on this system.

Either there is no disk installed, or there is a cabling or other problem.
Please exit Rapid Sefup and check your hardware configuration.”




¢ Possible high-speed fan rotation and abnomal sound
If you are using the iLO5 Firmware 2.90 or later

Restarting the server can on rare occasions rotate the fan at high speed and emit an abnormal sound.

If this state continues for more than seven minutes, restart the server again.

* SNMP Alert
If you are using the iLO5 Firmware 3.00 or later

For NEC ESMPRO Manager, the Alert Viewer notifies you of a change in a physical-drive status when itis detected.
Depending on the status, the location information is displayed in either of the following two pattems:

1. (Location: Slot=(A):Port=(B):Box=(C)Bay=(D) Controller: <NULL>)
2. (Location: Port=(B):Box=(C):Bay=(D) Controller: Slot (A))

A: Controler location (slot number)

B: The port number of the physical drive

C: box number of the physical drive

D: The bay number of the physical drive

o Caution about Using Cipher Suite for Intelligent Platform Management Interface (IPMI)
iLO 5 does not support IPMI Cipher suite 17. If you run the "ipmitoo” utility version 1.8.18 with
the interface specified as "lanplus" and cipher suite as "17" foraniLO 5, the following emor will be displayed.

Enror in open session response message: no matching cipher suite
Emor: Unable to establish IPMI v2 / RMCP+ session.




4) Notice about the OS

o About EXPRESSBUILDER Manual Installation
Partiions in the target disk are deleted when you install the Windows by EXPRESSBUILDER even if you select the "Manual" option.

Pay attention to the user data stored in the system drive when re-installing VWindows.

o Notice of Windows Server

When the USB device is used in supported Windows Server OS, the next eventlog is sometimes registered.
Butignore this message since it does not cause any problem for the operation.

<EventLog>
D 1
Source : VDS Basic Provider
Level :Emor

Unexpected error occurred. Error code :32@01000004

o Notice of Agentless Management Service (AMS) on the server running Windows Server OS

The server running a Windows Server 2012 R2, Windows Server 2016, or Windows Server 2019 operating system with Agentiess
Management Service (AMS) version 1.40.0.0 installed, the ams.exe process will exhibit an increasing handle count. Handle leaks can
cause performance issues overtime due fo over consumption of memory.
#This symptom is fixed in the Agentiess Management Service (AMS) 1.43.0.0.
ThisAMS is included in the Starter Pack. Please apply the Starter Pack Version S8.10-006.03 or later. Ifthe AMS 1.40.00is already
installed in your server, and you want to apply Starter Pack Version S8.10-006.03, you need to update the AMS separately. For further
explanation about the updating, please check the Starter Pack website.

*ifyou want to use Agentiess Management Service (AMS) 1.40.0.0, please do the following steps to stop the increasing of the
handle count.

(1) Stop the AMS sexvice by typing "net stop ams" in a command prompt.
(2) Explore to C:\Program Files\OEMAMS\Service folder:
(3) Rename the file storelib.dll to sforelib.dilbak

(4) Start the AMS sexvice by typing "net start ams" in a command prompt.

(*1) The following message may be displayed when stopping AMS, but there is no problem.
Asystem emor has occurred.
System emor 1067 has occurred.
The process terminated unexpectedly.
The Agentless Management Service service was stopped sucoessfully.

(*2) The following message may be displayed when starting AMS, but there is no problem.
The requested service has already been started.

# There are 2 ways to check the version of Agentiess Management Service (AMS).
- The way to confirm on the OS of the target system.
(1) Run the following command on Windows PowerShell.
> GetWmiObject Win32_Product | Select-Object Name, Version | Select-String "Agentiess Management Service”
(2) Check the version from the command resuit.

- The way to confirm on the remote system with using iLO Web Interface.
(1) Login to iLO Web Interface with Web browser on the remote system.

(2) Select the "Fimware & OS Software" on the left menu, and then select "Software”.

(3) Check the version of "ams.exe" displayed in "Product Related Software”.




o Notes on changing configuration of CPU board after setting up Windows Server 2019/2016/2012 R2

When afixed IP address or DNS is set for the following options, add a CPU board by the following procedure.
(The procedure is necessary to take over the fixed IP address setting even after the CPU expansion.)

N8104-173  Dual Port 10GBASE-T LOM Card
N8104-177  Dual Port 25GBASE SFP+LOM Card
N8104-182  Dual Port 10GBASE-T Adapter (2ch)
N8104-183  Dual Port 10GBASE-T Adapter (2ch)
N8104-185 Dual Port 10GBASE SFP+Adapter
N8104-187  Dual Port 25GBASE SFP28 Adapter
Expanded PCl Card with PCHo-PCl bridge

(1) Change setlings such that the service that refers to the relevant option does not start up automatically and stop service. In
addition, when the storage is connected to the option, remove the LAN cable from the option before the following work so that
the option does not recognize the storage.

(2) When setting LAN teaming at the option, cancel teaming.

(3) Record IP address of the options / sub netmask / default gateway / prefermed DNS server/ altemate DNS server (the partsinthe
red frames below.)

Internet Protocol Version 4 (TCP/IPvd) Properties X

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings,

Subnet mask:

Default gatenay:

Preferred DNS server:
Alternate DNS server:

[valicate settings upon exit Advanced..

(4) Change the settings of the option as follows: “Obtain an IP address automatically”, for IP address and “Obtain DNS serveraddress
automatically.” for DNS address.

(5) Folow the user's guide to add a CPU board.

(6) Set IP address /sub netmask / defautt gateway / preferred DNS server / altemate DNS server, which are recorded in Step 3), to
the option.

(7) Set LAN teaming again.

(8) Set up again the service whose setting was changed in Step 1) so that the service starts automatically. VWhen the option is
connected to storage, connect the LAN cable again such that the option can recognize the storage.

Tips
If you do not follow above procedure, a message appears, teling for example, that the fixed IP address is used by another device,

and you may not be able to set a fixed IP address.

In that case, execute the commands below by command prompt and boot the device manager. Then, dick [View] > [Show
hidden devices] and expand the network adapter tree, and then delete the grayed out devices that are notin use.
>setdevmgr_show_nonpresent_devices=1
>Start DEVMGMT.MSC

When you refer to network of NEC ESMPRO Manager, a duplicate network card will be displayed after the configuration of the expanded
CPU board is changed CPU processor kit. Please ignore the network device that is not displayed on the OS, and the detall information of
the network device will be displayed as “Unknown’.




o Note on using NEC ESMPRO Manager (Windows) and Express Report Service (MG)

Depending on the combination of iLO5 Fimware Version of this product with NEC ESMPRO Manager (Windows) and Express Report
Senvice (MG) (Windows), it may be necessary to update NEC ESMPRO Manager (Windows) and iLO Receiving Information (o
en.mtb). Please refer to the end of this chapter to confirm/update to the latest version, if needed.

#Phenomena regarding NEC ESMPRO Manager (Windows)

iLO5 Fiimware | NEC ESMPRO Phenomena
Version Manager (Windows)
Version
210o0rlater Eariier than 6.25 - Configuration Tab - Server Status screen

"SNIMP Alert setting” will show ermor message "Failed to get SNMP Alert seting”.
Remote Contol Tab - iLO Information - Show IML or Save IML

NEC ESMPRO Managerwill fail to get IML information and Show IML or Save IML
feature will not work.

- AleriViewer
New Alerts of hardware failure added with firmware update will be displayed as
"Unknown" alert on AlertViewer.

Eariier than 647 - AlertViewer

New Alerts of hardware failure added with firmware update will be displayed as

"Unknown" alert on AlertViewer, or they wil not be displayed on AlerfViewer.

#Updating NEC ESMPRO Manager Ver 6 (Windows)
(1) Download the latest version of NEC ESMPRO Manager from the following website.
htips/Avww.58support nec.cojp/globalidownloadindex himl
-ESMPROtab
-NEC ESMPRO Manager

(2) Update NEC ESMPRO Manager. For details, refer to Chapter 2 Installation in "NEC ESMPRO Manager Ver. 6 Installation Guide
(Windows) [PDFT".

#Phenomena regarding iLO Receiving Information (lo_en.mtb)
* Intend for users of NEC Express Report Service (MG
iLO5 Fiimware | iLO Receiving Information Phenomena

Version Version
2100rlater lo_en.mtb It is impossible to detect a failure of the hardware added along with the
Earfier than 14.0 update of hardware and to issue an alert of this failure.
* If iLO Receiving Information has been updated and NEC ESMPRO
iml_enmtb Manager has not been updated, it is impossible to detect the failure of the
Eardier than 150 added hardware and issue the alert of the failure, as with the above.

* There are 2 kinds of iLO
Receiving Information.

#Updating iLO Receiving Information

(1) Download the latest version of iLO Receiving Information (lo_en.mtb, iml_en.mtb) from the following website.
https:/Awww.58support nec.co.jp/globalldownload/indexhiml
-ESMPROtab
- Express Report Service (MG) (Windows) Receiving Information
-iLOzZp

(2) Delete cumrent Receiving Information from Express Report Service (MG) (Windows).
For defails refer to “3.1.5 Setting for Receiving Information” or “3.2.4 Setting for Receiving Information” in "Express Report Service
(MG) Installation Guide (Windows)".

(3) Set the latest version of Receiving Information downloaded in step (1) to Express Report Service (MG)

* Download "Express Report Service (MG) Installation Guide (Windows)' from the following website.
https:/Avwwv.58supportnec.co.jpiglobalidownload/index himl
-ESMPROtab

- Express Report Service (MG) (Windows)




@ The steps of confimmation for iLO5 Firmware Version
- Server Health Summary
Push the UID button on the server and check the version of the iLO5 Firmware on the console connected to the server.
(For the detail, refer to Server Health Summary in iLO5 user guide.)

-Remote
Check the version of the the version of the iILO5 Fimware on "Fimmware & OS Software - Installed Firmware" by iLO Web
Interface.

# The steps of confimming version for NEC ESMPRO Manager (Windows)
(1) Login NEC ESMPRO Manager.

(2) Click the "About NEC ESMPRO Manager link at the top right of the screen.
(3) Confirm the version information of NEC ESMPRO Manager.
# The steps of confirming version for iLO Receiving Information (lo_en.mitb, iml_en.mitb)
Confirmn the version of ‘ILO SNIMP Trap” in "Setting for receiving information” screen.

Regarding "Setling for receiving information” screen, refer to 3.1.5 Setfing for Receiving Information or 324 Setting for Receiving
Information in "Express Report Service (MG) Installation Guide (Windows)'".

o Note on using VMware ESXi

This caution is about the screen display of VIMware vSphere : Monitor > Hardware > System Sensor > Sensor when the ESXiis
booted.

(1) There are cases where the following Heartbeat Lost sensor displays “WWaming(Yellow)'”.

[Device] /O Module (n) LOM Link P (n) : Heartbeat Lost-Assert
[Device] /O Module (n)NIC_Link P (n) : Heartbeat Lost-Assert
*n represents LAN port number P1-P4

<Environment iLOS5 Fimware 1.30. 1.35. 1.38is applied >
In case that the screen display of Heartbeat Lost sensor Health (VCenter : Status) shows “Waming (Yellow)” after ESXi
completes boot, for the ports whose cables are connected, the “WWaming (Yellow)” will disappear and tum to “Normal (Green)’
within a couple of minutes after connecting LAN cable. Please wait for a couple of minutes. For the ports without LAN cables, the
“Waming (Yellow)" will be continuously displayed, but this does not indicate hardware malfunction and there is noimpactto the
systemn operation. Please continue operating the system asis.
Ifa LAN cable is connected and the “VWaming (Yellow)’ does not disappear, there is a possibility that the connection of the cable
is bad, so please check the LAN cable connection.

<Environment iLO5 Fimware : 1.40 or latest s applied>
In case that the screen display of Heartbeat Lost sensor Health (VCenter : Status) shows “\/Waming (Yelow)” after ESXi
completes boot, the “YWaming (Yellow)’ will disappear and tum to “Normal (Green)” within a couple of minutes. Please wait fora
couple of minutes.

(2)In case of nonedundant FAN configuration, there are cases where the screen display of following sensor Health (VCenter : Status)
shows “Waming (Yellow)’ after ESXi completes boot, This “/Waming (Yelow)” does not indicate hardware malfuncion and there is
no impact to the system operation.

- Cooling Unit 1 Fans

() There are some cases where the screen display of following sensor Health (vCenter : Status) shows “ ?” after ESXi completes
boot, this does not indicate hardware malfunction and there is no impact to the system operation.

- System Chassis 1 UID




o Notes for using TPM in VMware ESXi

If your system has TPM kit (N8115-35) and is running VMiware ESXi with System ROM Version 2.00 (02/02/2019) or later, TPM mode
should be setto "TPM 20" (*1).
PSOD (Purple Screen Of Death) occasionally occurs when TPM Mode is setto “TPM 12"

(*1) The factory default setiing is “TPM 2.0".
Check TPM Mode and change setiing from the following menu.

Menu Location : System Utiiies > Systern Configuration > RBSU > Server Security > Trusted Platform Module Options
Indicating : Cumrent TPM Type
Settings : TPM Mode Switch Operation

e Change of RAID monitoring and reporting method

if VIViware ESXi uses N8103-189/190/191/192/193/194/195/196/201/237/238 RAID controller and N8103-239 SSD Adapter for OS
Boot, the RAID monitoring report will be changed to SNIMP Trap reporting.
For details, please check the following website.
NEC Support Portal
http/Avww.58support nec.co.jp/global/downloadN8 103-239WVBEM uninstall en.pdf

e Cautions on using Linux OS

Use the device name of LOM or optional NIC which the OS automatically recognizes. VWhen adding a unique udev rule, do not change
orfix the NIC device name based on the PCl address.
In addition, do not use the storage device name under /dev/diskiby-pathy that indudes the PCl address.

If operation using a device name based on the PCI address s required, do not addremove the card tofrom the PCl slot, or change the
CPU configuration. If the PCI bus address information changes and the name of the PCl-oonnected device is affected, you may notbe
able to access the network or storage, and the systerm may not boot normaly.




5) Notice of the function in general

e Caution for operating BMC Configuration Utility in the System Utilities

Ifyou execute POST or change the BMC configuration while rebooting the iLO, some server settings such as Serial Numberand Product
ID may be lost

In addition, there is a possibiity that it does not operate normally in the restart process immediately after.

Toavoid this trouble in rebooting the iLO, follow these steps:

(1) Inthe System Utiliies, changing the settings of BMC Configuration Utiity may display the following pop-up before rebooting the iLO:

Warning

BMC configuration has changed and BMC needs to be reset The configuration utiity will not be avaidable unti
next system reboot

Enter to Continue / Esc to Cancel

(2) Press OK o proceed.

(3) TheiLO will start to reboot and then the following pop-up appears:

Warning

The management processor is resetting! Please watt a minute for the reset to complete, then het Esc to exit the
configuration utiity and reboot the server

(4) Leave this pop-up at least for one minute.
(5) Confirm if the iLO reboot is completed.
TheiLOis restarting : the Status LED flashes in green (once per second)
TheiLO is operating nommally through the restart completion : the Status LED lights in green.
(6) If the confirmmation succeeds, press OK to proceed.
(7) Press the ESC key several imes to retum fo the top screen of the System Ultilities.

(8) From the top screen, select Reboot the System to reboot the server.




o How to recover lost Serial Number and Product ID
lf the server loses Serial Number and Product ID, recover them as follows:

(1) Power off the server. Then disconnect the plug from the outiet

(2) Wait 30 seconds. Then plug the server into the outlet again.

(3) Tum on the server with the POVWER button.

(4) The server starts up and the POST screen appears.

(5) Press the F9 key to enter the System Utiities.
Ifthis fails, inttialize the RBSU settings with the system maintenance switch (refer to “Chapter 1 7.3.3 Set the System Configuration
Back to Default Values” of the maintenance guide).

(6) Check the values of Serial Number and Product ID by selecting the menu of the System Utiities: System Corffiguration >
BIOS/Platform Configuration (RBSU)> Advanced Options > Advanced Service Options.

(7) Ifthe values of Serial Number and Product ID are safisfactory, go to step 14.

(8) If the values are unexpected or lost, select the menu of the System Ulilties: System Configuration > BIOS/Platform
Configuration (RBSU) > System Default Options.

(9) Select the Restore Default Manufacturing Settings option.

(10) Select this option: Yes, restore the default settings.

(11) The server restarts automatically and the POST screen appears.
(12) Press the F9 key to enter the System Ultilities.

(13) Set the proper Serial Number and Product ID (indicated on the pullout tab of the server) via the menu of the System Utilies:
System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Service Options.

Serial Number

N3100-2557Y
e

vl

Jpanec.com/express/

Product ID

[Important] Product ID s the mode! number ike "N8100-2557F". Product ID is not PID.

(14) Ifthe RBSU settings have been changed from the defaults, check and configure the new values.

e Note on using UPS
- When connecting UPS to a serial port, set the items to “Disabled” in the following settings as below:

(1) Systemn Corffiguration > BIOS/Platform Configuration (RBSU) > System Options > Serial Port Options > BIOS Serial
Console and EMS > BIOS Serial Console Port — [Disabled]

(2) System Configuration > BMC Configuration Utility > Setting Options > Serial CLI Status — [Disabled]
- Ifthe N8181-160 (power supply unit [BOOWW/Platinum]) is used by redundant configuration, change the following seftings:

System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Advanced Power
Options > Redundant Power Supply Mode — [High Efficiency Mode (Auto)]

Note: The customer set as High Efficency Mode (Odd Supply Standby) or High Efficiency Mode (Even Supply Standby)
is unnecessary for change above-mentioned.




o Note on using N8116-51 SAS Expander Card

When updating fimware from this Starter Pack (Ver S8.10-009.01), please do NOT apply the following fimware update module
(Ver5.08).

[Package Name]
Supplement Update / Online ROM Flash Component for Linux (x64) ? HPE 12Gbls SAS Expander Firmware for HPE Smart
Array Controllers and HPE HBA Controllers
(firmware-smartamay2de15b6882-5.08-1.1x86_64)

Please check the following Starter Pack Version S8.10-009.01 public page for detailed application procedures.
[Starter Pack Version S8.10-009.01]
< https/Amww.58supportnec.co jpldlobalidownload/ >
->Document & Software
->Rack
-> (Select your server model)

eChanging the cooling setting
This topic pertains to the following HDDs:
N8150-551 300GB 15K Hot Plug 2.5-inch SASHDD
N8150-552 600GB 15K Hot Plug 2.5-inch SAS HDD

N8150-653 900GB 15K Hot Plug 2.5-nch SAS HDD
N8150-602 900GB 15K Hot Plug 2.5-nch SAS HDD

if your HDD is any of the above, butits cument cooling fan setting is Increased Cooling or Maximum Cooling, leave itas itis (i.e., no

need o change the setting). With neither of the two specified, for the HDD's stable operation, please change the setfing to Increased
Cooling as folows:

#Procedure for changing the setting
(1) Power on the server. During the POST, press the F9 key 1o start System Utilities.
(2) Select System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and Thermal Options >
Thermal Configuration.
(3) Change the setting to Increased Cooling.
(@) Press the F12 key, save the change, and then restart the system.

Note:
Changing the cooling fan setting may increase the cooling fan speed, which depends on the operating environment for and the load

onthe system.
o Notes of using SAS controller (N8103-184)

When using N8103-184, “Status” of iLO Web Interface [System Information] > [Storage] > [Storage Controller] might be displayed as
“Unknown”, but it does not affect server operation and SAS Controller operation.

o About Smart Storage Battery
Smart Storage Battery is indicated with Energy Pack on the RBSU menu. Please paraphrase.

o About EXPRESSBUILDER Help
If the EXPRESSBUILDER help is different from Maintenance Guide, do not use the help but the guide.




o Precautions on data backup

There are cases that the device connected to FC controller may be misrecognized as an intemal micro SD card slot, or that the empty
intemal micro SD card slot is misrecognized during auto backup with NEC Storage causing a pop-up efror message and suspension of
backup.

Due to such causes, there may be cases that data backup cannot be nomally performed.

To prevent this to happen, the setting of this product is modified at the factory for disable intemal micro SD card slot by the following
procedure.

There is no influence on usual server operation since intemal micro SD card slotis not to be used.

<Procedure>

From System Utilities > BIOS/Platform Configuration (RBSU) menu > System Options > USB Options, set Intemal SD
Card Slot to Disabled.

o About FCoE function in N8104-173/177
The FCoE function (Fibre Channel over Ethemet) isntt supported with this product as NEC.

The FCoE function is enabled in N8104-173 in spite of the LOM firmware version, in N8104-177 with Family Firmware Version after
8.3543.

Iltis recognized as the FCoE device on the OS, but when not using it from OS and drivers it does not cause any problem for the
operation.
Please ignore detection of the following device.

-HPE 533FLR-T FCoE Device
-HPE 622FL R-SFP28 FCoE Device

e About DisplayPort Connector
DisplayPort Connector at the front is not supported.

o About Wake On LAN function in N8104-173

When using the Wake On LAN function with PORT2in N8104-173 (Dual Port 10GBASE-T LOM Card), update the fimware version to
7.192 or higherin advance.




A) The additional options by firmware update

m About changing the BIOS/Platform Configuration (RBSU) menu
Some options are added or changed by firmware update of this product
The additional options are listed below.

(1) Server Avaiebiity Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > System Options > Server Avaiability fom the System Uiies,

the Server Availability menu appears.
For details about the additional options, see the table below.
Option Parameter Description
IPMI Watchdog Timer*1 [Disabled] Use this option to enable a Boot Time (POST) IPMI compliant Watchdog Timer
Enabled (WDT) thatis disabled when an IPMI command is issued to the system by the user
and will not automatically be disabled.
IPMI Watchdog Timer 10 Minute Use this option to set the wait timer before performing the desired timeout action on the
Timeout *1 15 Minute serverin the eventof a server lockup.
20 Minute
[30 Minute]
IPMI Watchdog Timer [Power Cycle] Use this option to set the timeout action upon expiration of the watchdog timer due toa
Action *1 Power Down server lockup.
\Wam Boot
[ I Defauttsetting
*1: an option usable with System ROM Version 2.54 or later.
(2) Memory Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Memory Options from the System Ultliies, the Memory
Options menu appears.
For details about the additional options, see the table below.
Memory Controller [Auto] Use this option to control the Memory Controller Interleaving option. When set to Auto, the system
Interieaving *1 Disabled wil automatically enable or disable memory controller interleaving based on the configuration of
the system. When set to disabled, the user may force disable memory controller interleaving. In
certain memory configurations, setting this option to disabled has showed a performance benefit
across almemory in the system. Itis recommended to leave this option to set to Auto.
Opportunistic Self- [Disabled] When "Enabled"is selected, selfrefresh of memoary is performed when the mainmemory isin the
Refresh*2 Enabled ide state.
When "Disabled" s selected, regularefresh of memory is performed.

[ I Defaultseting
*1: an option usable with System ROM Version 1.40 or later.
*2: an option usable with System ROM Version 1.36 or later.

(3) Power and Performance Options Menu
In System Utilities, selecting System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options displays
the Power and Performance Options menu.
Its additional options are described in the following table:

Option Parameter Description
Energy Performance [Disabled] Use this option to enable/disable Energy Performance Preference.
Preference *1 Enabled

[ I Defauttsetting
*1: an option usable with System ROM Version 1.72 or later.

(@) Intel UPI Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Intel UPI Options
from the System Utiliies, the Intel UPI Options menu appears.
For details about the addiional options, see the table below.

Option Parameter Description
Direct To UPI (D2K) *1 [Auto] When "Enabled"is selected, Latency of the last level cache is reduced.
Enabled Please don't change this setfing unless its designated.
Disabled This options appears on only dual processor configuration.

[ I Defaultsetting
*1: an option usable with System ROM Version 1.36 or later.



(5) Advanced Performance Tuning Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options > Advanced
Performance Tuning Options from the Systemn Utiities, the Advanced Performance Tuning Options menu appears.
For details about the addiional options, see the table below.

Option Parameter Description
Processor Jitter Control Optimized for Throughput This option optimizes the thresholds used when the Auto-tuned function
Optimization *1 Optimized for Latency detects fluctuations in processor frequency. Optimized for throughput
[Zero Latency] allows only the amount of fluctuations that doesn'timpact overall compute

throughput. Optimized for Latency allows for a very small amount of
occasional fluctuations to occur before reducing processor frequency.
Zero Latency attempts to eliminate any frequency fluciuations.

IODC Configuration *2 [Auto] Enable/Disable I0DC (IO Direct Cache): Generate snoops instead of
Enable for Remote InvitoM Hybrid | memory lookups, for remote InvitoM (1I0) and/or WCILF (cores)

Push

InvitoM AllocFlow

InvitoM Hybrid AllocFlow
Enable for Remote InvitoM and
Remote VWILF

[ I Defaultsetting
*1: an option usable with Systerm ROM Version 1.40 or later.
*2: an option usable with System ROM Version 2.10 or later.

(a) Trusted Platform Module Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server security > Trusted Platform Module Options >
from the System Utiliies, the Trusted Platform Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Omit Boot Device Event*1 [Disabled] Use this option fo record Omit Boot Device Event. If enabled, PCR Boot Attermnpt
Enabled Measurements wil be disabled and measurement in PCR[4] will not be recorded.

[ I Defauttsetting
*1: an option usable with System ROM Version 2.80 or later.

(6) Server Security Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Server Security > from the System Utilities, the Server Security
menu appears.
For details about the additional options, see the table below.

Option Parameter Description
UEFI Variable Access [Disabled] Use this option to allow the system BIOS to completely control certain UEF| variables
Fimware Control *1 Enabled from being written to by other software such as an OS. When Disabled is selected, all

UEFI variables are writable. WWhen Enabled is selected, all changes made by software
other than the system BIOS to critical UEFI variables wil be blocked. For instance, new
boot options the OS attempt to add o the top of BootOrder will actually be placed at the
bottom of the Boot Order. Note: VWhen UEFI Variable Access Firmware Controlis
Enabled, some OS functionality may not work as expected. Ermors may occur while
instalinganew OS.

[ I Defauttsetting
*1: an option usable with System ROM Version 2.54 or later.

(7) PCle Device Configuration Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > PCI Device Configuration from the System Ultiiiies, the
PCI Device Configuration menu appears.
For details about the additional options, see the table below.
Option Parameter Description
Advanced PCle Configuration *1 - -
*1: an opfion usable with System ROM Version 140 or later.




(a) Advanced PCle Configuration Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device Configuration > Advanced PCle
Configuration from the System Uliliies, the Advanced PCle Configuration menu appears.

For details about the addiional options, see the table below.

Option Parameter Description

PCle Bifurcation
Options 1

PCle MCTP Options
*

*1: an option usable with Systerm ROM Version 1.36 or later.
*2: an option usable with System ROM Version 210 or later.

i. PCle Bifurcation Options
When you select System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device Configuration > Advanced PCle
Configuration > PCle Bifurcation Options from the System Ultiiies, the PCle Bifurcation Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
PCle Slot XX [Auto] If the device installed in the slot supports this capability, the "Slot Bifurcated" can be selected.
Bifurcation *1 Slot Bifurcated When "Auto” is selected, the PCle slot wil frain at the maximum width supported by the slot and

end point
When "Siot Bifurcated!" s selected, the PCle siotwil be bifurcated into two equal width siofs.

XX: 1/2/3... (XX appears as spedific siot number by the processor or the riser card configuration.)

[ I Defauttseting
*1: an option usable with System ROM Version 1.36 or later.

i. PCle MCTP Options
When you select System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device Configuration > Advanced PCle
Configuration > PCle MCTP Options from the System Ulliies, the PCle MCTP Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
PCle Slot XX MCTP [Enabled] Use this option to control the PCle Management Component Transport Protocal (MCTP)
Broadcast Support *1 Disabled Support for a given slot. This option can be used to disable MCTP support to a given PCle

endpoint that may not propery support this protoool. It is recommended that this option remain
enabled for full system functionaliy.
XX: 1/2/3... (XX appears as specific slot number by the processor or the riser card configuration.)

[ I Defaultsefiing
*1: an option usable with System ROM Version 2.10 or later.

(8) Fanand Thermal Options Menu

When you select System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Fan and Thermal Options from
the System Ultliies, the Fan and Thermal Options menu appears.
For details about the additional parameter, see the table below.

Option Parameter Description
Themal Configuration *1 [Optimal Codling] Use this option o select the fan cooling solution for the system.
Increased Cooling "Optimal Codling" provides the most efficient solution by configuring fan
Maximum Cooling speeds to the minimum required speed to provide adequate cooling.
Enhanced CPU Coodling "Increased Coaling" runs fans at higher speeds to provide additional cooling.

Select "Increased Cooling" when thirdparty storage confrollers are cabled to
the embedded hard drive cage, or if the system is experiencing thermal
issues that cannot be resolved.

"Maximum Cooling" provides the maximum cooling available on this
platform.

"Enhanced CPU Cooling" provides additional codling to the processors.
When running certain processor intensive workloads, this option can provide
additional cooling to the processors which can resultinimproved performance.

*1: an option usable with System ROM Version 1.36 or later.

[ ] Defut seting




(9) Advanced Debug Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Advanced Options > Advanced Debug Options from
the System Utiliies, the Advanced Debug Options menu appears.
For details about the additional options, see the table below.

Option Parameter Description
Advanced Crash Dump [Disabled] Use this option to enable the Advanced Crash Dump Mode. When enabled, the system
Mode *1 Enabled wil be configured to log additional debug information to the Active Health Systemlogs when

an unexpected system crash is experienced. This option should only be enabled when
directed by qualified service personnel.

[ I Defaultsetting
*1: an option usable with Systern ROM Version 1.40 or later.

(10) Embedded Applications Menu
When you select Embedded Applications from the System Utiliies, the Embedded Applications menu appears. For details about the options, see
the table below.

Option Parameter Description
Embedded Diagnostics *1 - This product does not support it

[ I Defauttsetting
*1: an opfion usable with System ROM Version 1.36 or later.



B) Errata Information

m Erata Information for Express5800/R120h-1MUser’s Guide

The following table covers comections for User's Guide.
Please read the following information and use it as reference.

Enmor Cormect
Chapler 2 Preparations From System Utility, set "Systerm Configuration> | From System Utility, set"System Configuration >
1107 M Funcion BIOS/Platform Configuration (RBSU) > System | BIOS/Platform Configuration (RBSU) > Memory
(1') ; Mimori Options >Memory Operations > Advanced Options > Advanced Memory Protection” to
>mof g Memory Protection" to "Mimored Memory with "Mimored Memory with Advanced ECC Support”.
Funcion Advanced ECC Support".
Chapler 2 Preparations From System Ultlity, set "Systern Configuration> | From System Ultility, set"System Configuration >
1107 M Function BIO_S/Plah‘onn Conﬁguraﬁon (RBSU)>System BIO_S/PIaiform Configuration (RBSU)? Memory
(2') ; Sparing Options > Memory Oprations > Advanced Options > Advanced Memory Protection” to
Fu ndlonl ' I?’ nory Memory Protection” to "Online Spare with "Online Spare with Advanced ECC Support’.
Advanced ECC Support”.
Chapter 2 Preparations From the System Ultities, select "System From the System Utities, select "System
1107 Function Configuration > BIOS/Platform Configuration Configuration > BIOS/Platform Configuration
(é) Féult toleras: nt) (RBSU)> System Options > Memory (RBSU)>Memory Options to set Advanced
) emary Operations to set Advanced Memory Protection | Memory Protection to Fautt Tolerant Memory
function (ADDDC) o Fault Tolerant Memory (ADDDCY', (ADDDCY)"
If the optional RAID Controller N8103- If the optional RAID Controler N8103-189/192/195
1891921195 is used, the RAID System cannot is used, the RAID System cannotbe buiittin
be buiitin RAIDS/RAID6/RAIDS0/RAIDEO. RAID6/RAID50/RAIDEO.
The minimum number of hard The minimum number of hard
disk drives requiredtosetup a disk drives requiredto setup a
RAID System RAID System
RADlevel N8103- N8103- RAD level N8103- N8103-
18911921195 1901191193/ 18911921195 19011911931
Chapter 2 Preparations 94/201 94201
1.25.1 Notes on Buiding RAIDO 1 1 RAIDO 1 1
RAID System RAID 1 2 2 RAID1 2 2
RADS5 3 RAID5 3 3
RAD6 3 RAID6 4
RAID 10 4 4 RAID 10 4 4
RAID 50 6 RAID 50 6
RAID60 6 RAID 60 8
Chapter 3 Setup Set System Configuration > BIOS/Platform Set System Configuration > BIOS/Platform
24 Cases that Require Configuration (RBSU) > System Options > Configuration (RBSU) > Memory Options -
Configuration Memory Oprations - Advanced Memory Advanced Memory Protection
>Memory Protection
>Use memory RAS feature
OS supported VMware ESXI™ 6.7 Update1 or later VMware ESXI™ 6.7 Update2 or later
On-board CPU Xeon Gold 6234 Processor (340 GHz, 8C/16T, | Xeon Gold 6234 Processor (3.30 GHz, 8C/16T,
TDP 130V, DDR4 2933 1TB) TDP 130vV, DDR4 2933 1TB)




m Ermata Information for Express5800/R120h-2M User’s Guide

The following table covers comections for User's Guide.
Please read the following information and use it as reference.

Emor Comrect
Chapter2 i From System Utiity, setSysbm Configuration> | From System Utility, set "System Configuration >
1116Memoy Fundion | 00 iatorm Configuration (RBSU) > System | BIOS/Plaform Configuration (RBSU) > Memory
(1) Memory Mimoring Options > Mermory Operations > Advanced Options > Advanced Memory Protection” to
Fundion Memory Protection" to "Mimored Memory with "Mimored Memory with Advanced ECC Support”.
Advanced ECC Support”.
Chapier 2P . From System Utiiity, set"System Configuration > | From System Utiity, set "System Configuration >
1116 Funcion BIOS/Platform Configuration (RBSU) >System BIOS/Piatform Configuration (RBSU) > Memory
2') : S) i Options > Memory Oprations > Advanced Options > Advanced Memory Protection” to
I(=u m'“'?““y panng Memory Protection" to"Online Spare with "Online Spare with Advanoed ECC Support”.
Advanced ECC Support".
Chapier2P . From the System Ultiities, select "System From the System Utities, select "System
1116 Funcion Configuration > BIOS/Platform Configuration Configuration > BIOS/Platform Configuration
(é) Féult toera nt) (RBSU)> System Options > Memory (RBSU)>Memory Options to set Advanced
fundion (ADDDC) Y Operations to set Advanced Memory Protection | Memory Protection to Fautt Tolerant Memory
to Fault Tolerant Memory (ADDDC)". (ADDDCY)".
o Ifthe optional RAID Controller (N8103- o Ifthe optional RAID Controller (N8103-
189/195)is used, the RAID System 189/195)is used, the RAID System
cannot be buitin cannot be builtin
RAID5RAID6/RAIDS0/RAIDG0. RAID6/RAIDS0/RAIDEO.
The minimum number of The minimum number of
hard disk drives required to hard disk drives required to
setupa setupa
Chopier? . RAD level RAD RAID level RAD
. N8103- N8103- N8103- N8103-
1.33.1 Notes on Buiding 189195 190191201 189195 190191201
RAID System RAIDO 1 1 RAIDO 1 1
RAID 1 2 2 RAID 1 2 2
RAID5 3 RAID5 3 3
RAID 6 3 RAID6 4
RAID 10 4 4 RAID 10 4 4
RAID 50 6 RAID50 6
RAID 60 6 RAID 60 8
Chapter 3 Setup Set System Configuration > BIOS/Platform Set System Coniguration > BIOS/Platform
24 Cases that Require Configuration (RBSU) > System Options > Configuration (RBSU) > Memory Options -
>Memory Protection
>Use memory RAS feature
OS supported VMware ESXi™ 6.7 Update or later VMware ESXi™ 6.7 Update2 or later
On+board CPU Xeon Gold 6234 Processor (340 GHz, 8C16T, | Xeon Gold 6234 Processor (3.30 GHz, 8C/16T,
TDP 130w, DDR4 2933 1TB) TDP 130w, DDR4 2933 1TB)




m Ermata Information for Express5800/R120h-1M, R120h-2M Maintenance Guide

The following table covers correction for Maintenance Guide.
Please read the following information and use it as reference.

Emor Correct

Chapter2 Useful Features | When you select System Configuration > When you select System Configuration >
1.22 BIOS/Platform BIOS/Platiorm Configuration (RBSU) > System BIOS/Platiorm Configuration (RBSU) > Memory
Configuration (RBSU) Options > Memory Options from the System Options from the System Utilities, the Memory
(3) Memory Options Utiiies, the Memory Options menu appears Options menu appears
Menu
Chapter2 Useful Features | When you select System Configuration > When you select System Configuration >
1.22 BIOS/Platform BIOS/Platform Configuration (RBSU) > System BIOS/Platiorm Configuration (RBSU) > Memory
Configuration (RBSU) Options > Memory Operations > Persistent Options > Persistent Memory Options from the
(a)Persistent Memory Memory Options from the Systemn Utiiies, the System Utiities, the Persistent Memory Options

Options Menu Persistent Memory Options menu appears. menu appears.




m Correction of DIMM installation order

There are misdescription about DIMM installation order in user’s guides.
The following is the correction.
C . .
- Express5800/R120h-1M User’s Guide
Chapter 2 Preparations 1.10 DIMM 1.10.2 DIMM installation order

- Express5800/R120h-2M User’s Guide
Chapter 2 Preparations 1.11 DIMM 1.11.2 DIMM installation order

DIMM installation order

The order of installation may be different on x1CPU configuration, x2CPU configuration, and mounted number of the DIMM.

-When only CPU1 is mounted

N
=)
=
=
o

9DIVM

10 DIMM
11 DIMM
12 DIMM
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(Continue to the next page)



-When CPU1 and CPU2 are mounted

DIMM CPU2 CPU1
sotnumber [112]3[4[5[6]7[8]of10[1[12| [1]2]3[4]5[6]7[8][9]10][11][2
g [2DMM H B B ||
S [3DMM N 2 1l o
4DIMM H | B
g 5DIMM B 2 | B | H E
S |6DivMm [ ] H A D [ ] H H E
2 [7Dmw H odEL 7 I i E
5 [oommn H O 7
: 9 DIMM (2 | 4] B 5
& (10 DIMM 2 6 B 5
g [11DMm H AEE B 5
§1ZDIMM 12 2 | 6] (1IN 5
13DIMM | 12 2 | JE B 5
14DIMM | 12 H 6| (1Mo 5
15DIVM | 12 H | 6 7 k8
16 DIMM 2 A ks
17 DIMM 2 A d KBl 5
18DIMM | 12 2+ "IN 5
19DIMM | 12 2 8 6| (1IN 9o KB 5
20DIMM | 12 H+<f HOmid B 5
21DIMM | 12 2+l s| (" El 5
2DIMM | 12 2+ e| "IHHElE 5
23DIMM | 12 2l +Hes| "Ho-EE 5
2ovv 2o s ERE 2 K 4 KB 6| (MES o 7 KB 5
-~Notice for the combination of DIMM
When more than one kinds of DIMM is combined, install them in the order from the following list to the installation order on the above
table.

(High priority) N8102-711 > N8102-710 > N8102-714 > N8102-709 > N8102-708 (Low priority)

m For Inquiries Regarding this Matter
If you have any questions on the contents of this document, please contact the dealer where you purchased the product or our sales representative.

NEC
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