Express5800/R120h—1M (2nd-Gen), R120h-2M (2nd-Gen)
(RO ESEIE

COERSHNEESEVLFNELEE, HSBYNE S SENET,
ARBOERISBNT, SEEVEEC S ERBYET, MTBAYETH, CHANSTRNEE
RF S—HC AL,

s, AEELBLEETT CIRBBTEDE SAYITRBEL T,

HIESEHE
@ KEAFDIT=aT7ILIZDLVT
AYMRICEAT HEEMIE. TR A MIBHELTWWST =2 7ILIZEE L TLET,
https://www. support. nec. co. jp/
TNEC B R— A R—R LRI &Y. UTD ID THRELTLIZELY,
R120h—1M (2nd—Gen) : 3170102287
R120h-2M (2nd—Gen) : 3170102288

F1-. ESMPRO/ServerManager. ESMPRO/ServerAgentService, TH XA FL A BHHY—ERX/TH XA TL R B
H—EXHITPS)/TH R T LA @EFHF—EX MG) IZEF L TIE.

ESMPRO B AEE7R—4 LY t<http://jpn. nec. com/esmsm/>

NEC H7R— kv—%4 JL<http://www. support. nec. co. jp/View. aspx?isIntra=0&id=9010102124>
DEFDEBRE S VO/N—23 U ETHEEDLE, CHRRACESL,

@ Starter PacklZDULyT
ABUR THEMBYT 5 Starter Pack (X, LLT Web ¥4 MIEIFRAEBEH SN TLVET,
Web [T SN TWLWAARZEERL. /\—2 3> $8.10-006.02 LIFE Z@ALTLE&ELY,

https://www. support. nec. co. jp/
( TNEC H7R— FAR—2 LR &Y. [S8.10-006] ZH&RFK)

7:#. Starter Pack 78— 3 > $8.10-004. xx, S8.10-003. xx, S8.10-002. xx, S8.10-001. xx (xx [FEEDEFE)
IXERTEERA,

@® Wware ESXiDD KRS A /8 - H—ERES 2 —JLIZDINT
ARE D TERT S Wware ESXi D KSA /8- H—EXEDa—)LiE. LT Web Yo MZREFEAEE EINT
WET, Neb [CEBE SN TWLWIREZHEZEL, BYHN—T 3 F@RALTLIESLY,

1. Agentless Management Service & &1 iLO Channel Interface Driver
https://www. support. nec. co. jp/
( TNEC H7R— FAR—%ZIILAtEZE] KLY . TAgentless Management Servicel Z&Z& L
[=FR] &R TmENT- [Agentless Management Service # & T18 iLO Channel Interface Driver
(Wware ESXi 6. x R (x=b E1=1& 7] Z@EAL TLFEELY)

2. WBEM ZFO/A/ AE KU CLI w—IL
https://www. support. nec. co. jp/
( TNEC HR— rAR—A LN &Y. TWBEM O/ 1 4] 8%
I [#hR] WBEM /A4 & BLUCLI w—JL (Wware ESXi 6.x ARl (x> Ft=IE D Z WAL TLEELY)

3. Wware ESXi T/8 1 XA K54/
https://www. support. nec. co. jp/View. aspx?id=3140105866
( TPCH—7s\/ T L— FH—s\(Expressb800 1) —X) | hHXHR0S D [T/81 A ESA/1N\—&] %&R)

@ FHRDOERTFERERICEAL T
AREE, BERERFCHSIETERICRL, RTFEMEEH T 7—LV 7. FIMN\OBAEHEIC

FOoTIE, RFERICHEZET 5 ENHBYFET,




@ Product IDIZDLNT
Product ID &, RS54 RAFIZEEHINTULET,

(DHDEARIDMMENDE e

MBI =

B

JPn.nec.comioxpress

@ JA—IL b hLSZ kAEYH#ERE (ADDDC) DLFREEIZDLNT
AUBOBHT 7 — LI T FOBEHFIHEN, TH—IL b LT 2 b AT HEE (ADDDC) DALHIZZEEA
HYFT, Tic. EERERHLFTT,

- CPU&»7=YDIMM 84, 3 L <IIDIM 124N DIEBRTH>TH., TA—IL b b LT kA E 1) #EE (ADDDC)
NMERATE LB THNIE, AEBFBBNICEELNEE L. FEEOEAZBOHET,

- System ROMD/A— 3 A v2. 10LUFE, &F v ILHT=Y ORANKEIDEEH 2 UEIZHEBESICAEY &
BHLECTH, TA—IL b LS M AT 14 (ADDDC) IZFIATEZET,

@ IL0DtEFx T 1 BEEDIEEIER
iL0b 77—LHoz7 1.40 LI EZCHERADBZE. [Information] - [Security Dashboard] % Tr iLO Web 4 >4 —
J1—REAENOELSDIC G URINBICRRINFET,
RBSU MDERTEX iL0O DERFEDABRET, iL0Fx1 )71 DKEN ) R IKE GFE) TREREINEFT DT,
EEHDEX TR —IZIELTEF ) T ORNEITHOTLIEELY,
HREL EOFEMIZDLNTIE, L0 a—5—XHq FESBL TS,
{EL. [Require Host Authentication] FREIZCDWTIX, TV RTLA—T 1) T4 &Y. Adnin Password %
ERE K1) LT=IGEY, iLOWeb 4 A —T 2 —ZAM5 [RR FEREVSDEIFREZED (X2) ITEREL:
BEOIESRHE] ITIEFENHYFETOT, CHERILZILY,
iL05 77 =L T 7DN—T 3 Uk > THETHIEENELZYFET,

iLob 77—ALDxTF EAES:S
N—2321.40 X, BEUY (x2)
N—oa1.83pt (%2)

@ LODHEEZITS>H/EDIEEIE
H—/\—FBEIH 5 0SDAEENSE T £ TOHR (POST (Power On Self Test) 4T+ EAFE )L, LB %
THHENTLIEEL,
Ftrz. PRATLIA—T 1) T4 DEEEFH, ILODBEEEITHHRNTLIEELY,
BUFA IO TILODBEFHEITOIE. BFLAVEELEIEELRHY ET,
BIZIEVRTFLLI—T 1) T4 DRELEERDICILODEITE) CX) 175 & EERD L R T LEIEEILE Reboot)
MNEEICEME LALMES O, EBIZEEE I T BSerial Number, Product D4 E DR EIEREHET B &N
HYET, F£1=. POST(Power On Self Test) EITHIZILONHEEENIZITO &, iLO Wb B2 —T 1 —X : [1EH] -
MFE]R—12H1FHWID, WIDGRIB) AR ELRRICHEDIBENHY FT,

<KER LB IL0DFHEEIDSE>
- il0O Webf B2 —T 1 —RGEZFIALI-RY FO—VBHTOILODBEED.
- UDR A v FZEALI=ILODHIE,

¥ URFLIA—T 1) T 1D BMC Configuration Utilityl TOHRELFZDILOOHELHZDLNTIL,
A—H—XHA K 3ZED I RFLI—T 1) T1® TBMC Configuration Utility] DFMEIZDLNTDE
BFIE| #BLTERBELTLESL,




@® L0 Web1f 32— x—RADUWIDDAREBERTRIZDULNT
POST (Power On Self Test) E{fTHIZ iL0 DBRENZFITS &. iL0 Web 4 > 2 —7 = —XMD[Information]-
[Overview] R— @ WID, UID GRIB) DIEAFHICHRERRRELDHZENHY FT,
REGRREGSHEF. KMAEEOERZA 7. 72 LTLZEL,

@ il0 Webf U ARA—Tx—RDARY FT—IBHRDIBRIZDOINT
T7AN—F RO FO—F—MNEEIN L5 77—LY 7 1LAONERINTWNSLRTLT,
iLO Web f > 82— T —RADEEICHARENERINTVSEE., [PRATLER]-[*y FT7—4]1T
RRENZT7AN—FrR)ILaA bO—5—0"1R— FDRAT—ER"D [TA] ERRTENET,
NET7AN—F ¥ RIILaY bO—5—DFHEN [F o] ORETHSZLEEZRLETDT.,
FABZTIHMALEEL,

@ iLODEZIZDL\THEESEIR
iL05 77 —Lr 7 1.45 LIFT il0 d SNTP DSRENEHDHE. L0 DBEEHZITD & L0 DEZATHIT
LESHEENHY ET,
iLO Web £ > 2 — 7 x—RIZTSNIP DERFEZEITL, SHEAWNVESCEEHELET,
iL0 D NTP DB/EHEIZDONTIE, L5 1—HF—XHA RESBLTLEEL,

@ JRTLA—T4)T1&Y, Adnin PasswordZEXTE (3% 1) LT=3HE4,
iLO Webf >4 —2 x—ZAHh5 [[RR FRIAHDEIRTEEED %2) ITRELEEGEDIESRIE

(%1) L6 Z7—Loz7N\— 3y L BXRFEERALE-BEOSENATRELY FET,
System Configuration > BIOS/Platform Configuration (RBSU) > Server Securityl &Y.
Set Admin Password A 7' 3 VIZT/SRT— FZHRET 5.

(%2) IL0T77—L7zF7/N\—23ar: LAOULEZERL-REDGEENMRELGTYET,
[EF1UT41-[7 O AFREI-[ILONI<H SRR RN DE]Z [HH] ZHRET 5.

REFITOEHE. RISRIRELIERELET,
- 75— rEa—7IZ. “Remote Insight/ Integrated Lights—Out SBEF&SHizLNO4 o VERITHRE “ @
AVE—UNBHRTRINET,
- Starter Pack (Standard Program Package) Z#fHd 5L TS5—AEELET,

Ft=. ROY—ERO#EeE CHRIETEEA,
FIHRATLABHRY—ERIZBWLWT/HN— Ky 7EZICET 55E5H

- RAID ;@R
*H—\BWHILT DN— R T T EEMRERE
L0 AURET H/N\— FU T TICET 5T/ AFROREFRDSR,. RUA N2 b OJEREERE




iL0 1. BLLEADT v TT7— FEDEEEIE

iL05 7 7—Lmxz 7 1.83LULEESERADESE. [Information] - [Security Dashboard] (= [Last Firmware Scan
Result]IBRIREINETH. ANA/NR—= 9% 1) v LIEWNTLEELY,

BoTHO )Y LIzGE. b R—JHD A = 2 —FBENHERGCBYET, ZOHEE. 750 —0
Ja—KREEZ9 1) v 3B, £ LLIEF—EHilOWb A 24— x—R0DA5 79 2ETLTEHE
A4 LEELTLESLY,

/8 - X )T Ty afi—F ® O & O 9 A ?

BE sl Fedeai—l Rk Lo/~ubnd AT —FulwRiidsbod

Active Health SystemO Bz

Q@  Sfitralza

trhalrcifig FHIFE
=) RO Disabled

THAUT LT A JaT—az s i
AR lT A =) i SAF AT » oK off O
IPMI/DCMI over LAN ¥ 0K W|ih O
s § = ¥ 0K oK O
IiLO RESUAME G- B ¥ 0K aih O
B kel woK Hh O
tHFaPI ¥ 0K Hih O
LZD—p oK i O
» oK ) O

b A 1 . A ¥ OK 0K O

BAERTOBE

Information - Security Dashboard ® O @ ® 9 &/ 7

Qverview Security Dashboard Session List iLO Event Log Integrated Management Log

Active Health System Log Diagnostics

% Overall Security Status : OK

Security State Production

Server Configuration Lock: Disabled
Security Parameter \],Sta!us State Ignore
Security Ovemide Swilch W OK Off O
IPMI/DCMI Qver LAN P OK Disabled O
Minimum Passuord Lengin woK oK O
Require Login for iLO RESU ¥ 0K Enabled O
Authentication Failure Logging ¥ 0K Enabled O
Secure Boot ¥ 0K Enabled O
Password Complexity ¥ 0K Enabled O
Require Host Authentication ¥ 0K Disabled O
Last Firmware Scan Result ¥ oK oK O




@ REDVD-ROM (N8151-137/138) FRIZDLNT
Embedded SATA Configuration S5 (*1) % [Smart Array SW RAID Support] SRTERF. ERIEEIZL Y Disk
Utilities * —2—(2) [ICNE DD K54 JiEHRMN 2 DRTSNFET,
ELE5MD RS54 TEFIRLI-IGETHREI CAE DD OFEHRNSEBTEET,
(x1) TSystem Configuration > BIOS/Platform Configuration (RBSU) > Storage Options > SATA Controller
Options > Embedded SATA Configuration]
(x2) TSystem Configuration > HPE Smart Array S100i SR Gen10 > Disk Utilities]

@ Windows ServerIRiZETdAgentless Management Service (AMS) D;FEEIR
Windows Server 2012 R2, Windows Server 2016, Windows Server 2019 MIEtE(Z Agentless Management Service
(AMS) version 1.40.0.0 53 >R b—ILENTULVSIHE. ans.exe TAEAH/N\2 FILEOEMNERLET,
N EILY—=D AT OBEEEEICKYBHOBRE EHIS/NNTH—T VADMBEES| =/ 9 argefdEh
HYET,

O AREZIL Agent less Management Service (AMS) 1.43.0.0 TEEEINTULVET,
ANS (&% Starter Pack IZ&E N TULYET, Starter Pack Version S8.10-006.03 L% @A L T &Ly,
FTIZAMS 1.40.0.0 A1 VR F—JLEINTLVSIREET Starter Pack Version $8.10-006. 03 Z{FH9 %

BEIE. BRI EZ7 v TT— T 2HENRHY FET, Starter Pack HBFH EhTL S Web DNEZE
HERELTT7YTT—hRLTLESL,

®Agentless Management Service (AMS) 1.40.0.0 ZFHINDIGEIL. —EUTOFIEEZEHRT H_& T
N RILEIEEM LAY FT,

1. UWFOavY F2avr  F7AaV T R TEITLTM #EFELET,
>net stop ams

2. “C:¥Program Fi|esYOEM¥ANSYService” 7+ LA EITH A TAO—5 THZEEY,
3. “storelib.dl "M 7 7 A JLE % storelib.dl|. bak”IZZEE LET,

4. LTFOaATY R#a3 2 F7OV TR TEITLTM 2L ET.
>net start ams

(%1) AVS BLERFICUTDA vE2—IUNRREINDZELHY FTHHEEHY FH A,
Agentless Management Service H—E X Z{FIEHTT ..
VRATL IS—IEELELT .
DRTL T5— 1067 "EELFE LT,
TOERE&PTHAET LE LT,
Agent|ess Management Service H—E R XIEEEIZFIEEShFE LT,

(%2) AWSEFFFZLUTDA v E—URRTENSZEAHYFTIMNEEDH Y FEA.
BRLE-Y—ERBEECFB SN TOET,

@®Agentless Management Service (AMS) D/ N\—< 3 VU MFERARIZIZLLTD 2 DO AELHY FT,
- WREEBD 0S L THRT H4E
(1) Windows PowerShell &L TLUTDaAT Y FEEITLET,

> Get-WmiObject Win32_Product | Select-Object Name, Version | Select-String “Agentless Management
Service”

Q) a7 FETHERION—Da VEHERELET,

-iLOWeb 1 >4 —Tx—RZFALT. YE— DI DHERTDAE

M UE—FBERIZENT, Wb TS5 —mM5 il0Web A >4 —Txz—XIZAFA 2V LET,

Q EAZa—D 27—Lz7 &0SYT 7] #FBIRL, YT+ 7] #RIRLET,
() EmE® lProduct Related Software] @ [lams.exe] M/N— 3 VH#HERLET,




@ Wware ESXiZBIE TAgentless Management Service (AMS) DI EZEIR
VWware ESXi 6.5, F71=Id Wware ESXi 6.7 MDIRIEIZ Agentless Management Service (AMS) version 11.4.0 A
A VR F=ILENTUVSIHE. Wware Update Manager [Z& % VMware & R T LDEHAS,
/tp T4 LY RIART—=U 05T 50N EENBNCEETRIIS—TERRT LI ELHY ET,
/tmp T4 LY B DERATEEL T 4 RO BEITKET 207 TV r—2 3 U THRRICKRT 52 &N
HYEIT, Wware ESXi X kD /tmp T« LT RV I(ZHB “ams-bbUsg. txt” 7 7 4 ILDH A XHEED
BRLEHITENT 51=0TT, EERELFHEHRT SH=HIC “ans-bbUsg. txt” 77/ ILEEHARIZHIERL T
' ir-1A%
XI7AIWEFBIRLIZBESEBE I 7 M ILOIMERSNET, £1=. Wware ESXi RR FEHBEFLI-EZEL

LI 7AIVITHBRSNETH. BEBRICHEEERINET,

/tp T4 LY B DBEEMN 2560 THEHHEE., 2MARETLERISET S ENHYES, I MAIT—EZ
BRICABRLTLEZELY,
KEFERADRED/tmp T4 LY ) DBEITHFILTI 7 IILEIBROEGHEEEZERE L TLMVETET,
B /o T4 LY FDBENSIMB THDHE., 4 hARETERISET S ENHYFITOT,
SMAIC—EZBRICHBRLET,

AREZIL Agentless Management Service (AMS) 11.4.5 TBESIHNTLVET,
VWWare D/N—2 3 Ik > TS DAY O— K94 CARBYFETDT
TEDYA FETHEZRNFEE, M7y TT—rETTLESLY,
W C{ERA® 0S A ESXi6.0 D&

https://www. support. nec. co. jp/View. aspx?NoClear=on&id=9010108698

W C{ERA® 0S A ESXi6.5 D&
https://www. support. nec. co. jp/View. aspx?NoClear=on&id=9010108699

W C{ERA® 0S AV ESXi6. 7 D&
https://www. support. nec. co. jp/View. aspx?NoClear=on&id=9010108700

&/t T4 LY F)DBREFIUTODIARY FERITIHETHERI D ENTEETT, "' DITZE
HREL TSN,

# vdf -h

Ramdi sk Size Used Available Use% Mounted on
root 32M M 20 7% —

etc 26M 172K 2Mm 0% —

opt 32M 564K 3 1% —

var 48M 448K 4m 0% —

tmp 256M 276K 265M 0% —

@®Agentless Management Service (AMS) D/\— 3 D DFEZRAEIZITLUTD 2 DOAELRHY £3,
- XWREBD 0S L THRT 4
M arvY—ILIHERNLUTNaAR Y REEITLET,
# esxcli software vib get -n amsd | grep Version
(2 a< Y FETHEEHNDS 1600 xx. X. x—--. 1 . 1650 xx.X. x—-. 1] BED xx. x. x DEREHERELET,

-ilLOWeb £ 2 —Tz—XREFIALT. VE— D OHERT DAE
M JE—FBEBEIZENT, Wb TS5 —mn5 il0Web A 4 —Txz—XIZAFA 2V LET,
Q EAZa—D 27—Lz7 &0SYT 7] #FBIRL., YT+ 7)] 2BIRLET,
) BEE® TProduct Related Softwarel @ lamsd] M/N\—2 3 U #HEELET,
% T600. xx. x. x==+=1 . T650. xx. X. x—=-1 %H&E, xx. x. x DEREHERLET,




@ ESMPRO/ServerManager WindowshR) 8 & T4 R T LR BHY—E X MG) IR 5 EE$EIE
FEZD L0 77—LozF7/N—2 3> & ESMPRO/ServerManager Windows k) &L U T Y X T L R @k
H—EZX MG D/ \— 3 VDA EHEIZ & o TIZ ESMPRO/ServerManager Windows BR) & & U iL0 EIRHEEE
BITOZERBRET 7AINDT Y TT— bHBREBIZHEZGENHYET, UTEZTSHBDS .

Ty ITT— FARELBEE, BF/N\—2aVIZ7yTITF—RLTLEELY,

EN—2 3 VOHER

EITDOVWTIE, KFEFEOREICEHLET,

@ESMPRO/ServerManager Windows k) 1ZB83 2 FEEHR

iLO ESMPRO/ FHREHR
27—LxF | ServerManager
Windows ki)
N—o3Yy N—o3v B2 T - —/\—REE
1.40 LI E 6. 25 X “SNWP BERERTE” A "EBICKRBLE L ERREND
)E— hHEES2 T - iIL0OTERR - IL OFRTR. IL ORE
INL fFERDEFIZKEA L. RRE L VRENTEAL
75— hrEa1—7
D27—LOxT77yvTT—hIEBBONEBNESNz/N—F
DIT7OEENTS—EEL—TIZ "FRAEALT D
T7o5—hrELTERREIND
N—3y 7o—hrEa—7
6. 41 K D27—L9x77yvTT—hMZEEBONEBMENF/N—F

DITOEENTI—rEa—T7ICRRENGL, LI
"FHEA T DT F—FELTERREND

@ESMPRO/ServerManager Windows kx) D7 v 75— b Ak
(1) AT & Y &=37HR0 ESMPRO/ServerManager 4™~ >0— KLET,
https://www. support. nec. co. jp/View. aspx?id=9010103524

(2) TESMPRO/ServerManager Ver.6 41 XA bL— a3 o HA KWindows ) 1 D M2E A VX =)L) %
2388 L T ESMPRO/ServerManager 7 v 7F— kLET,

€iL0 EEBRER T DRERHRRE T 7 1)V [CET HRERR
KIYVRATLRBEHRY—EZX MO & CFIASN TS ALHRTY,

XiL0 EIEHEER
DZEFERERTE
274 IIE
27EHYFET,

iLO iLO EERMEEM T | RERR
727—LoxT | REFREE
271IL
N—o3a3y i lo_jp. mth D7—L9IT7T7yvIT—hrzEdBOEBNEN-N—FY7
1.40 LI E N—3y DEZEBRMTHENTERLRL, YEEZEEERTDHEN
1.1.0 K% TERLY,
KEZERBRRE I 7ANET Yy TT—LIBETH-TEH.
iml_jp. mth ESMPRO/ServerManager 57 v 57— kSN TV E E (1,
N—o3Y LR EBHRIZEMENTz/\— KD = 7TEZEOHRME LK LEHRH
1.3.0 ki TEHLY,

& iL0 EEHEEM TORERBBRE I 7 A IWDT v TT— A&
(1) UT&YBRHROZEFRET I 7L (I lo_jp.mtb, iml_jp.mtb) &5 oO—KL%ET,
https://www. support. nec. co. jp/View. aspx?id=9010100096

ilo_jp.mtb, iml_jp. mtb (& MGMTB. zip ICBAE L TLVET,

2 TZHORTLRABHRY—EAME) 4 A L—>3a3 > H4 KWindows #®) 1 @ [3.1.5 ZEFEHRDHRTE
F1=1E 13.2.4 ZEEHROFE] 5B L CREFRORTEE CEEREAHDZEFREZHBRLET,




@ (WTHFYO—FLI=EHROZERBRE I 7MILEBRLES,

[THORTLRABHRY—ERMG) 4 VR ML= 304 Rl (FUTOWRLASAHO—FKLT
IS,
https://www. support. nec. co. jp/View. aspx?id=9010102124

Qi0 T7—LozTDN—T 3 UHERAE
- Server Health Summary THERRT 5%
Y—N—FKEDUID R2 VEZH T LT, —n—IERESINfza2V—ILIZRTEINS iL0 Firnware @
N—2 3 UERERLET Server Health Sumimary DI iLO b 1—H—XH 1 FSHE),

-2y MOV RBRATHRT H5E
iL0 2Ry FO—YEGAIRERIES. oY —ho il0Icad 4 LT,
A2a—TDJ27—L9TzF7&OSYTRHITT7] N5 iL0DN—23 UEHERLED,

@ ESMPRO/ServerManager Windows KR) (D/\—< 3 URERA %
(1) ESMPRO/ServerManager M WEB IO 44 > LET,
(2) EEmALD TESMPRO/ServerManager [CDULNT] DY) 4 #FBIRLET,
(3) FTEN B ESMPRO/ServerManager MD/\— 3 NEHREFERLET,

& iL0 EIBMEEMR T DZERBMRE T 7 M IVD/IN— 3 UFER A
[TORTLRBHRY—ERAMG) A A ML—2 3284 KWindows #7) 1 @ 13.1.5 Z{EFHDRE]
Frzl& 13.2.4 ZEFHEROHFTE) #S5R L CTZEBBROFXTEEE T MEHM@IER) A TiLO SNWP Trap) @
/§_9 3 :/émmu Li'é'o

@ EXPRESSBUILDERAJL FIZDLNT
EXPRESSBUILDER DAL T E A VT F VR A A FTRIBMVRL DGR A U TFURAM FDA%E
ERLTIIESLY,

o -lj-—/\?‘“ﬂﬁﬁ)lzTL’JL\'C
—N\EZEAILTIE, RREKOFBKRELEL. AEICEBREOZHAILTERET S59—EXTT,
'U' INBSUR A LT DML, Starter Pack A TH—N\BEAIILT £y F 7y THA K] £288BLT
(EEL,

@ FFaiY FOBRERABZITONT
KEAHY (0 [Z#F) TRODBBOEEICRTSATVS FFa A b@—HF—XHS k. AVTFUR
A4 R) T, BHSNTOSEFICH 2N L THRABZTT SN,
1 : N8100-2773Y — N8100-2773H1Y

@ Express5800/R120h—1M. Express5800/R120h-2M 1—H—XH A KIZDUL\T
A—H—XHA RIZRELAHYFELFE-DT, LTFIZETEWNM-LZET,

= E
H7R— ~0S VMware ESXi™ 6.7 Updatel LI& VMware ESXi™ 6.7 Update2 LI
F55CPU Xeon Gold 6234 Processor (3.40 GHz, Xeon Gold 6234 Processor (3.30 GHz,
= 8C/16T, TDP 130W, DDR4 2933 1TB) 8C/16T, TDP 130W, DDR4 2933 1TB)




B J7—LDIT7EHIHEILER

AEMOEH I 7 — LT T DEHITHEN, AZ1—0—HIEELHY FT,
TR, EERZERHBLES,

(1) Advanced Performance Tuning Options * —a1—
SRATFLA—T 4 )FT a5, [System Configuration > BIOS/Platform Configuration (RBSU) > Power and

Performance Options > Advanced Performance Tuning Options] %iEiR9I B & . [Advanced Performance Tuning
Options] A =a—MFRRINFET,
BMDA T3 OEMIZDONT, ROXRESELTLEELN,

HE INDGA—H— iR
10DC Configuration [Auto] I0DC(I0 Direct Cache) DEXN/&xh: 1) E— kInvitoM
Enable for Remote InvIitoM | (I110) & &U/FEF=I& WCILF (cores) DF=IZ.
Hybrid Push ROYICARYRBRFEDAX—TEERLET,
InvitoM Al locFlow
InvitoM Hybrid Al locFlow
Enable for Remote InvItoM
and Remote WVilLF

[ ]! HEFROHRE

(2) Advanced PCle Configuration * =a1—
DRTLA—T 4V )T 4, TSystem Configuration > BIOS/Platform Configuration (RBSU) > PCle Devices

Configuration > Advanced PCle Configuration] #:#iR9 %<&, TAdvanced PCle Configuration] A =a1—5A%

RRSNFET,
BINDAZ2—[2DNT, RORESHELTIZELY,
I5H INGA—F— FEA

PCIe MCTP Options -

(a) PCIe MCTP Options A —=a1—
DRTLA—T V)T 4, TSystem Configuration > BIOS/Platform Configuration (RBSU) > PCle Devices

Configuration > Advanced PCle Configuration > PCle MCTP Options] %iEi{Rd 5 &. [PCle MCTP Options,
AZa—REREINFET,

BDA TS 3 UIZDNWVT, ROXESBLTLLZEL,

IEHH INGA—H— E5EA

PCle Slot XX MCTP [Enabled] BEESN-A0OY FOPCleBEaVR— Y FEETO L
Broadcast Support Disabled MCTP) Z#HIEILET, CDF T avlE, PClez KR/ > k
[Zxt9 BMCTPHR— F |- T H=OIZFRALET,
COF T avIFL AT LOEHEEIZR L TEMIZEHET S
CEEHELET,
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]
Precautions for Using

Express5800/R120h-1M (2nd-Gen), R120h-2M (2nd-Gen)
I

Thank you for purchasing our product.
This document provides the precautions on the use of this product.
Please read through the instructions below and keep this document in a safe place for your future reference.

m Precautions
e About the manual of this product.

For Starter Pack, the user's guide and the other related documents of this product, please refer to Download
on the following URL. Regarding Starter Pack, it is also provided as an optional product.

< http:/Mww.nec.com/express>
— Related Links : Download
— Documents & Software

— Rack : (Select your server model)

Please check latest information and versions on ESMPRO portal site before using NEC ESMPRO Manager,
NEC ESMPRO ServerAgentService and Express Report Service / Express Report Service (HTTPS) /
Express Report Service (MG).

<http://www.58support.nec.co.jp/global/download/>
Windows OS :
— ESMPRO
Linux OS :
— Documents & Software
— Rack : (Select your server model)

e About Starter pack
Please see the following web site to check the latest Starter Pack.
<https:/mww.nec.com/en/global/prod/express/>
— Related Links : Download
— Documents & Software
— (Select your server model)

e About service and driver modules for VMware ESXi
Please see the following web site to check the latest modules.

1. Agentless Management Service and iLO Channel Interface Driver
< http://mwww.nec.com/express>
— Related Links : Download
— Documents & Software
— Rack or Tower: (Select your server model)

2. WBEM Provider and CLI tool
< http://www.nec.com/express>
— Related Links : Download
— Utility
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e About Product ID
Product ID is listed in the slide tag.
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¢ Notice about service operation time of this product

The service operation hour of this product may require more hours than usual depending on the
combination of the equipped firmware and driver.

e Caution about iLO security function
In case that ILO5 firmware 1.40 or latest is used, @ is always displayed in [Information] - [Security
Dashboard] and in iLO Web interface screen.
Depending on the setting of RBSU or iLO, the status of security may be displayed in red showing security
is at Risk. Please set security settings appropriately in order to follow customer’s security policy.
For the recommended settings, please review the iLO5 User’s Guide.
For the settings of “Require Host Authentication”, please refer to the other descriptions of Caution for the
case where Admin Password is set from System Utilities(*1), or the case where the setting
“Require Host Authentication” is enabled from iLO Web interface(*2).
The matching condition is different by iLO5 Firmware version.

iLO5 Firmware matching condition(s)
Version 1.40 (*1), and (*2)
Version 1.43 and later (*2)

e About the corrupted screen display of UUID in iLO Web interface
If the iLO is reset during POST execution, the display of UUID and UUID logic in iLO Web interface :
[Information] - [Overview] page may be corrupted.
When any corrupted texts are displayed, please turn off and on the system.

e Caution about iLO time function
This caution is for iLO firmware version lower than 1.47.
In case that SNTP setting is disabled, and if the iLO is reset, iLO time may be slipped.
It is recommended that SNTP is set enabled at iLO Web interface.
For the details of iLO SNTP setting, please refer to iLO5 User's Guide.

eCaution for the case where Admin Password is set from system utility(*1), or the case where the
setting “Require Host Authentication” is enabled from iLO web interface(*2).

(*1) This caution is for iLO firmware version lower than 1.43.
“System Configuration > BIOS/Platform Configuration (RBSU) > Server Security*
Set password by “Set Admin Password option”

(*2) This caution is for iLO firmware version 1.40 and higher.
Set “Require Host Authentication” Enabled in “Security > Access setting > iLO”

When the setting described above is executed, the following symptoms are expected

- Many messages “Remote Insight/ Integrated Lights-Out Unauthorized Login Attempts” are displayed
in alert viewer.

- Error occurs, when Starter Pack( Standard Program package) is applied.

The following services and functions are not supported
* Report services for hardware faults in Express Report Service
* Report services in RAID Report Service
- Server diagnosis function in Server Diagnostic Karte
» Function to display Device information and configuration collected by iLO
- Function to collect event logs collected by iLO
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e Caution for iLO firmware 1.43 or later
If you update to iLO5 firmware 1.43 or later, “Last Firmware Scan Result” is displayed in “Information >
Security Dashboard”. Do not click this Hyper link.
If you click this link by mistake, you won't be able to move between menus and tabs.
In that case, you need to reload the page by the reload button of the browser.
Or you log out the current session of iLO Web interface, and please log in again.

Information - Security Dashboard ® O & @ ¢ /A ?

Qverview Security Dashboard Session List iLO Event Log Integrated Management Log

Active Health System Log Diagnostics

% Overall Security Status : OK

Security State Production
Server Configuration Lock: Disabled

Security Parameter \l,Status State Ignore

Security Ovemide Swilch W OK Off O
IPMI/DCIMI Over LAN P OK Disabled O
Minimum Password Leng 90K oK O
Require Login for iLO RESU ¥ 0K Enabled O
Authentication Failure Logging ¥ 0K Enabled O
Secure Boot ¥ 0K Enabled O
Password Complexity ¥ 0K Enabled O
Require Host Authentication ¥ 0K Disabled O
Last Firmware Scan Result ¥ oK oK O

eNotice of Agentless Management Service(AMS) on the server running Windows Server OS
The server running a Windows Server 2012 R2, Windows Server 2016, or Windows Server 2019
operating system with Agentless Management Service (AMS) version 1.40.0.0 installed, the ams.exe
process will exhibit an increasing handle count. Handle leaks can cause performance issues overtime due
to over consumption of memory.

@ This symptom is fixed in the Agentless Management Service (AMS) 1.43.0.0.
This AMS is included in the Starter Pack. Please apply the Starter Pack Version S8.10-006.03 or later. If
the AMS 1.40.0.0 is already installed in your server, and you want to apply Starter Pack Version S8.10-
006.03, you need to update the AMS separately. For further explanation about the updating, please
check the Starter Pack website.

@ If you want to use Agentless Management Service (AMS) 1.40.0.0, please do the following steps to stop
the increasing of the handle count.

1. Stop the AMS service by typing "net stop ams" in a command prompt.
2. Explore to C:\Program Files\OEM\AMS\Service folder.
3. Rename the file storelib.dll to storelib.dll.bak
4. Start the AMS service by typing "net start ams" in a command prompt.
(*1) The following message may be displayed when stopping AMS, but there is no problem.
A system error has occurred.

System error 1067 has occurred.
The process terminated unexpectedly.
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The Agentless Management Service service was stopped successfully.

(*2) The following message may be displayed when starting AMS, but there is no problem.
The requested service has already been started.

@ There are 2 ways to check the version of Agentless Management Service(AMS).
- The way to confirm on the OS of the target system.
(1) Run the following command on Windows PowerShell.
> Get-WmiObject Win32_Product | Select-Object Name,Version | Select-String "Agentless
Management Service"
(2) Check the version from the command result.

- The way to confirm on the remote system with using iLO Web I/F.
(1) Login to iLO Web I/F with Web browser on the remote system.
(2) Select the "Firmware & OS Software" on the left menu, and then select "Software".
(3) Check the version of "ams.exe" displayed in "Product Related Software".

eNotice of Agentless Management Service(AMS) on the server running VMware ESXi
On any of the servers running VMware ESXi 6.5 or VMware ESXi 6.7 with Agentless Management Service
(AMS) version 11.4.0, updating a VMware system via VMware Update Manager may fail with an error
indicating there is no room on /tmp to stage updates. Other applications that depend on available disk
space in /tmp will also fail. This happens because the size of the "ams-bbUsg.txt" file in the /tmp directory of
the VMware ESXi host is increasing as the time goes.As a workaround, periodically manually delete the
"ams-bbUsg.txt" file in the /tmp directory of the VMware host to free up space.
When the "ams-bbUsg.txt" is deleted, it will be created again automatically. And when the VMware host

is rebooted, the file will be deleted and then created automatically after the reboot.

If the /tmp directory size is 256MB, the available space may be full about 2 months. So delete the file for
about once in a month.

X The frequency of deleting the file can be adjusted depending on the size of tmp directory.
Ex.) If the /tmp directory size is 512MB, it may be full about 4 months, so delete the file for about once in

3 months.

This symptom will not occur in the release of Agentless Management Service 11.4.5.

@ The size of the /tmp directory can be checked using the following command. (see the "tmp" row)

# vdf -h
Ramdi sk Size Used Available Use% Mounted on
root 32M M 29 7% —
ete 28M 172K 2 0% —
opt 32M 564K 3 1% —
var 48M 448K 4m 0% —

tmp 256M 276K 265M 0% —

@ You can check the AMS version by using two ways below.
- The way to confirm on the VMware ESXi host OS of the target system.
(1) Run the following command on ESXi shell.
# esxcli software vib get -n amsd | grep Version
(2) Check the version from the command resuilt.

- Using iLO Web I/F:
(1) Login to iLO Web I/F with web browser on the remote system.
(2) Select the "Firmware & OS Software" on the left side menu, and then select "Software".
(3) Check the version of "amsd" displayed in "Product Related Software".
* Check the location of "xx.x.x" such as "600.xx.x.x-....", "650.xXx.X.x-...".
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e About the internal DVD-ROM (N8151-137/138) display
When Embedded SATA Configuration setting (* 1) is set to [Smart Array SW RAID Support], two internal
DVD drive information is displayed in the Disk Utilities menu (* 2) depending on the operating environment.
Both can refer to the same internal DVD information.
(*1) 'System Configuration > BIOS/Platform Configuration (RBSU) > Storage Options > SATA Controller
Options > Embedded SATA Configuration]
(*2) 'System Configuration > HPE Smart Array S100i SR Gen10 > Disk Utilities |

e Notice of NEC ESMPRO Manager (Windows) and Express Report Service (MG) (Windows)
Even in the case of adding this product into NEC ESMPRO Manager (Windows) and Express Report
Service (MG) (Windows) which have already been managing same model product as this product,
updating of NEC ESMPRO Manager (Windows) and iLO Receiving Information (ilo_en.mtb, iml_en.mtb)
may be required because this product which is newly shipped from a factory may have newer version of
iLO firmware. Referring to information below, update the software if it is required.

Regarding the steps of confirmation version of iLO firmware, NEC ESMPRO Manager (Windows), and iLO
receiving information, please refer to the end of this chapter.

@ Restrictions without updating the NEC ESMPRO Manager

iLO NEC ESMPRO | Restrictions
firmware Manager
version (Windows)

Version

1.40 or higher | Lowerthan6.25 | - Constitution Tab - Server Status screen
"SNMP Alert setting” will show error message "Failed to get SNMP Alert
setting".
- Remote Control Tab - iLO Information - Show IML or Save IML
NEC ESMPRO Manager will fail to get IML information and Show IML or
Save IML feature will not work.
- AlertViewer
New Alerts of hardware failure added with firmware update will be displayed
as "Unknown" alert on AlertViewer.
Lowerthan 641 | - AlertViewer
New Alerts of hardware failure added with firmware update will be displayed
as "Unknown" alert on AlertViewer, or they will not be displayed on
AlertViewer.

@ Update steps of NEC ESMPRO Manager (Windows)
(1) Download latest version of NEC ESMPRO Manager from the following website.
http://www.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- NEC ESMPRO Manager

(2) Update NEC ESMPRO Manager. For details refer to Chapter 2 Installation in "NEC ESMPRO
Manager Ver. 6 Installation Guide (Windows) [PDF]".

@ Restriction without updating the iLO Receiving Information

iLO iLO Receiving | Restriction

firmware Information

version Version

1.40 or higher | ilo_en.mtb It is impossible to detect a failure of the hardware added along with the update

Lower than 1.1.0 | of hardware and to issue an alert of this failure.

* If iLO Receiving Information has been updated and NEC ESMPRO
iml_en.mtb Manager has not been updated, it is impossible to detect the failure of the
Lower than 1.3.0 | added hardware and issue the alert of the failure, as with the above.

*There are 2
kinds of iLO
Receiving
Information.
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@ Update steps of iLO Receiving Information

(1) Download latest version of iLO Receiving Information(ilo_en.mtb, iml_en.mtb) from the following
website.
http://www.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- Express Report Service (MG) (Windows) Receiving Information
-iLO.zip

(2) Delete current Receiving Information from Express Report Service (MG) (Windows).
For details refer to 3.1.5 Setting for Receiving Information or 3.2.4 Setting for Receiving Information
in "Express Report Service (MG) Installation Guide (Windows)".

(3) Set Receiving Information downloaded in step (1) to Express Report Service (MG)

* Download "Express Report Service (MG) Installation Guide (Windows)" from the following website.
http://www.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- Express Report Service (MG) (Windows)

@ The steps of confimation for iLO FW version
- Server Health Summary
Push the UID button on the server and check the version of the iLO firmware on the screen.
(For the detail, refer to Server Health Summary in iLOS user guide.)
- Remote
Check the version of the iLO firmware on "Firmware & OS Software - Installed Firmware" by
iLO web interface.

@ The steps of confimation version for NEC ESMPRO Manager
(1) Log in NEC ESMPRO Manager.
(2) Click the "About NEC ESMPRO Manager" link at the top right of the screen.
(3) Confirm "Setup Value" field on the screen.

@ The steps of confirmation version for iLO Receiving Information (ilo_en.mtb, iml_en.mtb))
Confirm the version of “iLO SNMP Trap” in "Setting for receiving information™ screen.
Regarding "Setting for receiving information" screen, refer to 3.1.5 Setting for Receiving Information or
3.2.4 Setting for Receiving Information in "Express Report Service (MG) Installation Guide (Windows)".

e About EXPRESSBUILDER Help
If the EXPRESSBUILDER help is different from Maintenance Guide, do not use the help but the guide.

e Errata Information for Express5800/R120h-1M, Express5800/R120h-2M User’s Guide
The following table covers correction for User's Guide.
Please read the following information and use it as reference.

Error Correct
OS supported VMware ESXi™ 6.7 Update1 or later VMware ESXi™ 6.7 Update2 or later
On-board CPU Xeon Gold 6234 Processor (3.40 GHz, Xeon Gold 6234 Processor (3.30 GHz,
8C/16T, TDP 130w, DDR4 2933 1TB) 8C/16T, TDP 130w, DDR4 2933 1TB)
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@ The additional options by firmware update

Some options are added or changed by firmware update of this product.
The additional options are listed below.

(1) Advanced Performance Tuning Options Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > Power and Performance Options
> Advanced Performance Tuning Options from the System Utilities, the Advanced Performance Tuning Options

menu appears.

For details about the additional options, see the table below.

Option Parameter Description

IODC Configuration [Auto] Enable/Disable IODC (IO Direct Cache). Generate
Enable for Remote InvltoM snoops instead of memory lookups, for remote InvlitoM
Hybrid Push (l10) and/or WCILF (cores)
InvitoM AllocFlow
InvitoM Hybrid AllocFlow
Enable for Remote InvitoM
and Remote WVILF

(2) Advanced PCle Configuration Menu
When you select System Configuration > BIOS/Platform Configuration (RBSU) > PCle Device Configuration >
Advanced PCle Configuration from the System Ultilities, the Advanced PCle Configuration menu appears.

For details about the additional menus, see the table below.

[ I Default setting

Option

Parameter

Description

PCle MCTP Options

i. PCle MCTP Options

When you select System Configuration > BIOS/Platform Configuration (RBSU) > PCle Devices Configuration >
Advanced PCle Configuration > PCle MCTP Options from the System Utilities, the PCle MCTP Options menu

appears.
For details about the additional options, see the table below.
Option Parameter Description
PCle Slot XX MCTP [Enabled] Use this option to control the PCle Management Component
Broadcast Support Disabled Transport Protocol (MCTP) Support for a given slot. This option can

be used to disable MCTP support to a given PCle endpoint that may
not properly support this protocol. It is recommended that this option
remain enabled for full system functionality.

XX: 1/2/3... (XX appears as specific slot number by the processor or
the riser card configuration.)

m For Inquiries Regarding this Matter
If you have any questions on the contents of this document, please contact the dealer where you purchased

the product or our sales representative.

[ ] Default setting
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