Express5800/R110 -1
RO ESEIE

COEFBHARMGEREVLFOVE, BIZHYDES TEVET,

FEGOHERIZBENT, TEBEVVEESSESHYFT . BITBNAYFIHA, CHEAFMIEFEONRTELT
S EEL,

BE. REIRELGLEEZITT CIZBRTESL SIKRYIREL TS,

B EE=EE

@ KHFZDT=aFIIZDLT

ABRICET DEFMIE. TEEY A MIBELTWS Y= a7ILIZEHLTHET,
https://www. support. nec. co. jp/
INEC B R— FAR—R ILIER] &Y. UTD ID THRELTLIZELY,
R110j-1 : 3170102220

F1-. ESMPRO/ServerManager. ESMPRO/ServerAgentService, T4 X F LA BEHP—ER/ITH A TLRBEH
H—EXHTTPS)/TH R T L A@#H—E X MG) IZBE L T,

ESMPRO B AZEAR—4 LY 4 k<http://jpn. nec. com/esmsm/>

NEC - AR— k7R—4 JL<http://www. support. nec. co. jp/View. aspx?islntra=0&id=9010102124>
DERFDEBRE I VN—23 0 ETHEEDLE, CHIRACESLY,

@ Starter PackiZDULNT

ARBGTHERT S Starter Pack (&, LT Web 4 MZHBE SN TLVET,

Web [CIBE SN TULWBAREEZEL., /A—2 3> $8.10-006. 03 LUIFEZE@ERAL TL &Ly,
https://www. support. nec. co. jp/

( TNEC H7R— FAR—2 LR ] &Y. [S8.10-0061 #H&EK)

@® Wware ESXiDD K5 A4/ H—ERXED 2—JLIZDU\T

AB S CHEET S Wware ESXi D KSA /8 - H—ERXED a—)LIE. LT Web Y4 FZRIFRMBE SN T
WET, Web [TIBEF SN TWDIAREREL., WYL= a3 VE@ERALTLESL,

1. Agentless Management Service #& & U iL0 Channel Interface Driver
https://www. support. nec. co. jp/
( TNEC Hr7R— k7R—% JLIRIEE] &Y. TAgentless Management Service] Z#&%
[RHhR] EFRTENT- [Agentless Management Service #& TN iL0 Channel Interface Driver (VMware
ESXi 6.x ARy (x=b FEf=IE N Z#@EHLTL LY

2. WBEM O/ #H KU CLI w—)L
https://www. support. nec. co. jp/
( TNEC H7R— hR—4 JLINEERFR] &Y. TWBEM ZO/31 &) E#8H&ER
[ [&#FhR] WBEM O/ N4 4 S KU CLI W—)L (Wware ESXi 6. x k1 (x=b F1=I%7) &AL T
{FEELY)

3. Wware ESXi T/8 1 X K54/
https://www. support. nec. co. jp/View. aspx?id=3140105866
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® H—/\EZEHILTIZDOT

—N\ZEAILTIE. RRELOFEKREFTEL. AEICHRBREOZHHILTEFRET 529 —EXTT,
H—/\ZWHILT DML, Starter Pack AD TH—/N\BWAILT £y F7yTHA K] 28BLTLES
LY.

® Intel R) Software Guard Extensions (SGX) A7 a3 vIZDL\T

A xE Y R— 3B CPUIETER244 TDOCPUDHFELZYFT, FNLSD CPUIZELT, Intel R)
Software Guard Extensions (SGX) # 7> 3 UAKRTREINBIHZBETH. Disabled(F 7+ )L ME) DERENSER
LEBEWTLEEL, FiE244 7D CPU LN TIEAEEEE S R— L TH Y FEA,

- N8101-1507 (4C/E-2174G)

- N8101-1518 (6C/E-2186G)

@ N8103-184 SASa > FO—F([ZD1NT

N8103-184%{E T 51545, TichIfRBIEEZHFY < FZ&LY,
- FEERAREL - NB103-1841% 1 M E THRERIRETY ., HHthDh— K EDESIIAIEETT,
 BEPCIXOy b ROy F1ITEBEHLTLESLY,

@ IL0DHFEHETIBANIEEE

H—/\—#ZEIH 5 0S DERENTT T £ TONRE (POST Power On Self Test) EfTHLEHAET) (L. L0 DEBEEE;HET
HEWTLEELY,

Ftze VRATL A—T 4 )T 14 DEEEDE, IL0DBEHFTHREVNTLESLY,
BLALIUTTILODEEHZTS L. PFLEVEEELLIEELHY FT,

BZIE. SRTFLLI—T 4T DHRELZERDIC L0 DBELEFHX) 2175 &, BERD R T LELEINIE
(Reboot) MIEFEIZE)E LA LMEE O, HEIZEEEHR SN TLVS Serial Number, Product ID 7% £ DEREIERZH
KT BHEENHYET ., £1=. POST Power On Self Test) EITHIZ iL0 DBESHZEITSE. ILOWb A 252 —T
I—X : [EHRI-MFE]R—II2HF5 WID, WID GRIE) ARELRRICEDBEENHY ET,

CRRELD L0 DBEBDAE >
- iLO Web £ 22—z —RGEZFALI=R Y FT—VEHTO iL0 DEEE.
-UID R4 vF ZFERALE L0 DFEEE.

¥ SRFLA—TF 1) T 12D BMC Configuration Utility] THHRELTEZD iL0 DBEREEIZDULNTIL.
A—H—XHA K 3ED VRTFLA—T 1) T14® BMC Configuration Utilityl T® iL0 DEFCED
KT B14E] ZSHRLTRIEL CFZELN,

@ L0 Webf >4 —T 1 —XDUWIDDFIEERRIZDULNT

POST (Power On Self Test) E{THIZILONEREENZEITS &. iLO Web1 42— = —X D [Information]-
[Overview] R—@UUID, WID GHEE) DEAICARERRRELDZELHY FT,
RELBRREGSTGEF. AMEEEDEREL T, A LTLEEELY,

@ iL0DtEF )T 1 HEEDTEER

iL067 7—Loz71. 0Ll L% TERDEZE. [Information] — [Security Dashboard] # &k UriLO Web1 > % —
7t —REEOELEHIZ G URINBICRRINET,

RBSUDEETEXCILODERTEDHNERE T, iL0EF2 ) T 1 DIKEN) R VIREE (FB) TRREINEFT DT, BF
BROEX17R)O—IZRLTEF U T4 DORLETHOTLEEELY,

HEZEL EOFEMIZ DL TR, iL0bA—H—XHA FESHBLTLEESLY,

f=1=L. [Require Host Authentication] FZREICDUL\TIX, Y RATFLA—FT 2 UT 4 &Y. Adnin Password%
BECK1) LI=BEY, il0 Webaf 48— —ZAHh 5, [RR FEEEAMLEIREEZED (X2) (12
BRELIGEDIEREIE] ITIEFENHYFI DT, CHEERLLZSLY,




L6 77 =L F7DN—2 3 VLo TERETHIFHPELGY FET,

iL0b 77—ALD T BLEH
N—2321.40 (1), BXUY %2)
N—oav 1483k (%2)

@ L0 Webf > Z—T 1 —RADRY FI—IERODRRIZDOLNT

T7AN—FrR)LaAY bO—5—MNEEINILB T 7—LD 71 AONBEHESN TSV RATLT, il0
Webf 2 —7 T —ADEEICARENBIRSNTWSIGEE., [VATLERI? [y hT—V]TRESNE 7
FAN—FrR)NaY FA—F—D"R—FDRAT—E2 RN [TA] ERXRFTENFET,
NET7AN—FrR)ILaY bA—5—DFEHEN [FoV] ORETHLIZLEERLEITDT, ZAHBZAT
CHFIALEEL,

@ ILODEZ|IZDOLTHIEEIE

iL06T7 7 —L 2 71 AU T TILOONIPOERENESDIEZS. ILODEEEIZITI L iILODERIATNTLES
BENHYES,

iL0 Webo > % —J = —RIZTNIPORFEZEITLY, CHEAVNVESCEEHELET.
ILODSNTPDERFEARIZDWLTIL, iL0baA—H—XH 4 FESBLTLZELY,

@ VRTLaA—T 1Y) T4 &Y. Adnin Password ZE&FE (% 1) L1=3HEX, ilOWeb A >4 —T z—
A [RR FEIINBEIREZER (%2) ISHKELEADIEEE

(%1) LB 77—LDzT7N—23 Y L BXEEZEALEREDSENHRELY EFT,
ISystem Configuration > BIOS/Platform Configuration (RBSU) > Server Securityl &Y.
Set Admin Password 4 7 3 UICT/INRT—FZEHRET 5,

(%2) IL0T77—Lox7/IN—232: LAOULEZERLREDZEENRNRELY FT,
EXalT4 > 7OEREE > L0 [CHD KRR FEREEHVRE]Z (Bl ITEET 5.

BEETOIEE. RIZFTIKRENEELEFT,
- 75— kEa—7IZ. “ Remote Insight/ Integrated Lights-Out FESFS iz O4 1 VEfTHEH “
DA YE—ODNBHERINET,
» Starter Pack (Standard Program Package) # @AY 5 TS5 —RELFET,

Ftz. ROY—ERPHEEE CHRAEITER A
s IHRTLABHRF—ERIZBWVT/N\— Kz 7REEICEET 58
- RAID &R
B —N\ZEAILTON— K9 T 7 e
- iLO AMRET B/\— KO = 7IZET 57/ RIFRAOREBRODSHE. RUA R ~OJREBEEE




iL0 1. BLULEADT v TT— FEDEEEIR

iL05 77—Lx7 1.3 L EZHEADIZES. [Information]-[Security Dashboard] (= [Last Firmware Scan
Result] MFREINFTH, RNAN—=Y 20 %FD 1)y LEBENTLESELY,

B TOVYY LEBA. b R—DHADA 21 —BEHAERLGC RV ET, Z0HE. T5oHF—nUn
—KRE2ED )y oFBh, HLLLIF—BilOWeb A/ 82— z—RADOS 79 F2ETLTEERT A Y
LB LTLESELY,

78 - EXa)TFviafi—F ® 0O O 9 A ?

BE  tEFalFodeati—l a2k iLor~ubnd  AUFIL—FulwRiiieod

Active Health SystemO % B

U @ErEaUF.a

tzhaurrifiE FEIFH
H— ) iR Disabled

[ ENEPIAC PSS AT =52 RHEE pigic)
A a T ) =S E AT ook oft O
IPMI/DCMI over LAN ¥ OK W|h O
s § = ¥ 0K oK O
iLO RBSUADE G-~ B ¥ 0K Bkl O
ERn wOK 3 O
s S B o ¥ 0K Hih O
LD oK 3 O
w oK = O

P P Wi ¥ OK OK O

BARERTOGS

Information - Security Dashboard ® O @ ® 9 A ?

Qverview Security Dashboard Session List iLO Event Log Integrated Management Log

Active Health System Log Diagnostics

% Overall Security Status : OK

Security State Production

Server Configuration Lock: Disabled
Security Parameter \],Sta!us State Ignore
Security Ovemide Swilch ¥ CK Ooff O
IPMI/DCMI Qver LAN ¥ oK Disabled O
Minimum Passuord Lengin w oK oK O
Require Login for iLO RESU ¥ 0K Enabled O
Authentication Failure Logging ¥ 0K Enabled O
Secure Boot ¥ 0K Enabled O
Password Complexity ¥ 0K Enabled O
Require Host Authentication ¥ 0K Disabled O
Last Firmware Scan Result ¥ oK oK O




@ Windows Server 0S C D IEEIE

YiR— FxtRD Windows Server 0S TUSB 7/3f RZEHFEL\DIHZE. UTDIVRTLA R FATHEFEREN
5ENBYET,
ZhIZDOWTIE, YRATLEMELRIEDHY FE A,

<ARrOv>

ID 1

YJ—X : \DS Basic Provider

L)L D I5—

EEA D FHLAENWIS—AEELELS-, T5—3— F:32001000004

@ Windows ServerIRiZE TAgentless Management Service (AMS) MDFEHIF

Windows Server 2012 R2, Windows Server 2016, Windows Server 2019 IRiE(Z Agentless Management Service
(AMS) version 1.40.0.0 A% >R b—ILENTLV\BIHFE. ans.exe TAERAN\Y KILBOEMERLET,
N FIL—=D(FATY) OBEEEICK YEBOBRE EHIT/INTA—I LV RADORBEES | E8 9 alseEN
HYET, UTOFIEEERET S T/ FILBITEMLGLSGEYET,

O ARER(T Agentless Management Service (AMS) 1.43.0.0 TIEIEESHhTULVET,
AMS 1% Starter Pack [C&FEMN TULVET . Starter Pack Version S8.10-006.03 LI#Z @A L TL &Ly, 3T
IZ AMS 1.40.0.0 A1 > R F—JLENTLVBIRE T Starter Pack Version S8.10-006.03 Z{#EAT 31B& 1.
BRIZANS =7 v TT— b3 2HEAHY FET, Starter Pack HEEFH SN TLVS Web DRBEFEZELTT v
TT—RLTLEELY,

@®Agentless Management Service (AMS) 1.40.0.0 ZFHINBHEIE. —EUTOFIELERT 52 & T/HAY
RiLgstEmL i< LY £9,

1. BLFOav Y R#avr F7O0V TR TEITLTAS 2FELET,
>net stop ams

2. “C:¥Program FilesYOEM¥AMSYService” 7+ LA I H A TO—5 TCHZEET,
3. “storelib.dII"M7 7 4 L& % storelib.dl|.bak"IZZEE LET,

4 LTOaARU R332 ROV T FTETLTMS BB LET,
>net start ams

k1) AS BLEEFICUTDA v E—UDRTEINDZENHY FTTHREDH Y FHA.
Agentless Management Service H—E X #{EILH T ..
SATL TT—MEELELT -,
SRTFL T5— 1067 DFEELELT=,
TOERE &P THREFET LEL
Agentless Management Service H—E R (FXIEE(IZ{EiEEShE L=,

(%2) AWSEBFFCLUTDA v E—UARTEINSCENHY FTIHNEEHY T A,
BRL-Y—ERBBECFRENTOET,

@®Agentless Management Service (AMS) D/\— 3 D DRERAEIZITILITD 2 DDA ENRHY F3,
- XMPREBED 0S L THRT 54
(1) Windows PowerShel| Z#2&IL TUUTFDaY > FEETLET,
> Get-WmiObject Win32_Product | Select-Object Name, Version | Select-String “Agentless
Management Service”
Q) a7y FETREIMAN—Da VEFERLET,




- ilLOWeb £ > 2—Txz—XEFIALT. VE— IO OHERT 5L
1) VE—FBREBIZENT, Web T5HH—Mmi5 il0Web 1 4 —T7—R(CAJA 2V LET,
Q) EA=a—0 TJ7—LH9x7 &0SYT 7] Z8IRL, YT rYx7] 28RLET,
3) E®E® [lProduct Related Software] @ lams.exel] M/N\—2 3 U EHEELET,

@ Wware ESXiIRiETMAgentless Management Service (AMS) i E=EIR

VMware ESXi 6.0, VMware ESXi 6.5, ZFE71=I& VMware ESXi 6.7 MDIRIE(Z Agentless Management Service (AMS)
version 1.4 0 0% VR b—ILENTULVSHI5HE. Wware Update Manager IZ& % VWware & X T LLDEEFTAS,
/tp T4 LY RUANRT—U UG B=0DEENTNCEEZRTIIS—TERETEHELAHYET, /tmp
T4 LY M) DERATRLET « RO BEITRET HMOT7 TV r—L a v TERBRIZKRT S EL/BY F
94, Wware ESXi "R kD /tmp T4 LY LY IZH D “ams-bblsg. txt” T 74 ILDH A XHBEEDZEEE & 412
NG 5-60TY, BERELFEFET H=0IZ “ans-bblsg. txt” 77 ILEEHIRIZHIFRL T =LY,
XI7AIWEBIRLIZBEEBEI 7 A ILAIMERSNET, £/, Wware ESXi RX F=BEiEEIL 561 H
ZI77AIIISHIBRENFETH., BESRICBEERINET,

/tmp T4 LY FDBREN 256MB THSBE. 2 ARRETLERISET S22 EAHYET. 1 hAIZ—EZB
ZIZHIBRLTL &N,
NHEADRED/to T4 LY F)DBEEICHHILTI 7 A IILEIBROEREEEZLRE L TLMV=EITFET,
) /tmp T4 LY RDBEENSMB THS5E. 4 h ARRETLRISET S EAHYEITDT, 3INA
IT—EZBRICHBKRLET.

AZEZ(F Agentless Management Service (AMS) 11.4.5 TIEEENTULET,
WWare D/N—2 3 Ik >TMS DA O— YA FHARBYFETDTTERDY A b & THEEWN-FEE,
MS D7y TT—rETOTLIESLY,

W C{ER® 0S AYESXi6.0 DigE
https://www. support. nec. co. jp/View. aspx?NoC|ear=on&id=9010108698

W C{ER® 0S AYESXi6.5 D&
https://www. support. nec. co. jp/View. aspx?NoC|ear=on&id=9010108699

W C{ER®O 0S A ESXi6. 7 D&
https://www. support. nec. co. jp/View. aspx?NoClear=on&id=9010108700

O/tp T4 LY F)DBERFUTDAVY FERITTHETHERIHCENTEEY, "' DITEMHREL
TLEEEL,

# vdf -h

Ramdi sk Size Used Available Use% Mounted on
root 32M M 2M 7% —

etc 28M 172K 2 0% —

opt 32M 564K M 1% —

var 43M 448K 4Mm 0% —

tmp 256M 276K 250M 0% —

@®Agentless Management Service (AMS) D/A— 3 U DFERAEIZIEILLTD 2 DDA ENAHY F9,
C WREBED 0S L THERET BAE
M aVV—ILImERNLUTOIATY FEETLET,
# esxcli software vib get —n amsd | grep Version
2 a7 FETHERERLNS 1600 xx. X x—--. 1 . [650.xx. X. x—+-. ] HED xx. x. x DEFEHEELET,

- ilO Web 4 > 2—Tx—RZFALT. YE— IO BHERT HAE
M) YE—FEREIZENT, Web TS5OH—m5 il0 Web 4 >4 —TJz—RIZATA U LET,
Q EAZa—D IJ7—LDxzT7 &0V T+ x7)] ZERL., TYTbDxT7) ZERLET,
(3) EE® [Product Related Software] @) lamsd] D/N\—23 U EHEELET,
3¢ 1600, xx. x. x—--1 . T650. xx. x. x—+-1 7 &, xx. x. x DEREHEELET,

,6,




® Wware ESXi 9 51585 DIEER
ESXi #CBIRFD Wware vSphere MER > /N\— K9 x7 > SRATFLEUY— D> U H—DORTFIZTDONT,

@ TEED & 575 Heartbeat Lost Y —DRTRH [EE FEB)] LBHEENHYFET,

[Device] 1/0 Module (n) LOM Link P(n) : Heartbeat Lost-Assert
[Device] 1/0 Module (n) NIC Link P(n) : Heartbeat Lost-Assert
Xn: LAN R— FBEEDP1~4 #RLET,

il Z77—Loxz7 :1.30, 1.35, 1.38 NERAIN-IRE >
ESXi ®CEISE T #&. Heartbeat Lost L H—DfEEM (vCenter : AT7—42 X) DFFH [EE (FER)] &
HHEE. INT—JILhMER SNAR— MEIFDBFE LK E EBEER)] ho [EE G
ICEBBLEIDT. LIESKBHFLLFEEN, INT—TJILAER SN TUOELER— MM ML &
)] i LEITH., ERLFEHY FHEADT, TOFEFFEIMEALLZELY,
BE. INT—JILHERSNIRET B4 EE)] ARTINGITEE(E. LN F—TILOERT
BORHEENEZ DNFETDT INEREEZBRERL TSN,

Cil0b Z7—Lox7 : 1A LIEAERAINI-IRE >
ESXi #ZBI5E T #&. Heartbeat Lost 1 H—mMf@e (VGenter : RT7—42 R) DFRTFMN [EE (FER)] &
BAHBE,. HoEEFbLV-1EE 25 ER)] »o MBEG)] BB LEITDT. LIESEESL
QT AN

@ FERLEFNBRIZELTEX BT THR. Tt H—DEEM (Venter : AT—42 R) DRRH [
£ FER)] LLBBENBYETN. N— KOz 70HEERTEDOTIILGERIZCEEHY FTEAD
T, TOFFEFERWFITEYS,

- Cooling Unit 1 Fans

@ ESXi &E285E T#. TR0t Y —DEEM (Venter : RAT—H2 R)DRTH [ LE25ELRHY ET
M. N—FOz7OBEERTLDOTIELEGERIZEEHY FEHADT., TOFFERWZITET,
— System Chassis 1 UID

@ Linux 0SZ{EAT HIGENIEEHE

OSHBEENMIZERHET BLOMSA T2 3 UNICD T/ A REEFERA L TL &0, HBudev/L—ILEBINT .
PCI7 FLRZHEINICT/NA REZLEEREL=Y., BELEYITBIREIIITHHENTLEEL,
F1-. PCI7 FLREE&L /dev/disk/by-path/BBE FDR b L— T REIEFERALGZWLTL S,

PCI 7 FLRZEHEIZLI-T/NA REZFE S IERMNRERISAL, POl X0y hADH— FIBR/IRE, B&
U, CPUBHZERZITHENTLIEEL, PO NRDT FLRFBHRNEIL L, POl RO T/ N\ RAIZEEA
THIEIZEY, XY FT=IORL—DOADT I EANTELGLLGY  DRATLNERICEETELL
BAGENHYFET,

@ Aj&; DVD-ROM(N8151-137/138) ‘RRIZDULNT

System ROM D/N\—0 3 U hYvl. 22 (04/04/2019) LIBEDIHE L, Embedded SATA Configuration 3%3E (x1) %

[Smart Array SW RAID Support] ERTER:. sERIREE(C L Y Disk Utilities * Z 21— () ICHE DWD KS 4 JiE

WM 2 DRIREINFET,

EELD RS54 TEFERLIBATERILABEDWD FS5 4 JDEHRNSETEET,

(x1) TSystem Configuration > BIOS/Platform Configuration (RBSU) > Storage Options > SATA Controller
Options > Embedded SATA Configuration]

(%2) TSystem Configuration > HPE Smart Array S100i SR Gen10 > Disk Utilities]




@ R T LRMD/N— 3 UHUA3 v2.00 (05/16/2019) THBHIHEDEEEIR

RTLRMDIN— 3 UHYUA3 v2.00 (05/16/2019) THBIHEIL. UTDWeb R—S K Y X FLRMDT
wIT—hESa—)LEEYO—FL, Y XTLROM U43 v1.22 (04/04/2019) # @R L TL &Ly,
https://www. support. nec. co. jp/View. aspx?id=9010108425

@ SRATLA—FT4Y)T4I12D1T

System Information > Processor Information TF-RE# 5 L2 Cache, L3 Cache 0D Maximum Size,
Instal led Size (& IMB % 1024000 /N1 FZHRE LI-B{ETRRINET,

System ROM /38— 3 AV v1. 20 (02/02/2019) LABEMDIGE L. IMB % 1048576 /N RIZHAE L-#ET
RRSENFET,

@ N8104-173 FCoEM#BREMDYR— FIZDLVT

AHR TIE FCoE (FibreChanne! over Ethernet) #&E% NEC & L TH R—FLTHEYEHA,

LOM A— RISER SN TS 7 7—LDzT7/N\—2 3 VICEHh 59, FCoE #EEABIME SN TLVET,

0S ETFCoE 7/3f RE L TEREEINFETH. SO RFAN\THREEFIADREZ LGN & T, ERLDOEE
FHYFELEA,

UTDTNA ZADBHIFER L TOEOTRLERA,

—HPE 533FLR-T FCoE Device

@ Smart Storage BatterylZDULVT

Smart Storage Battery &, RBSU A — a1 —7#; & TEnergy Pack ERRESNBHZENHY EFT,
HWE., RABZTFI0,

@ ESMPRO/ServerManager WindowshR) 8 & U T XA FLRABHRY—E X MG IZBHF 2 EEFEE

ABRZD L0 77—LTF7/N—2 3 & ESMPRO/ServerManager Windows i) 8 & UTH X T LR B
H—E X MG) D/ \—2 3 VDA EEIZ & o TId ESMPRO/ServerManager Windows ki) & & U iL0 EIE#RE
BITOREEREE T 7AINDT Y TT— bHREIZEBIGELAHY EFT, UTEITSHEDS .

Ty T T— AR EBEESEIE. RENA—2aVIZTyTT—RLTLESLY,

BN—2 3 VDRERFEICONTIE, REEBHEOKREIZERHLET .

@ESMPRO/ServerManager Windows ki) (ZRE9 2 HAEIRR

iLO ESMPRO/ REBR
27—Lx 7 | ServerManager
(Windows hR)
N—o3v N—o3Y - B2 D - H—/UKEE

1.40 LIk 6. 25 kit “SNWP s@#RERTE" A "ERBIZKRBLELE" ERREND
- JE—FHIEASZ T - iL0OEER - IL XK. I ORE
IML{EERDEFIZEKBM L. RRELPRENTERL
75— hrEaA—7
T7—L9IT7T7yvIT—hrEbE0EMEN/N\—F
HITOEENTS—FEL—TIZ "FEHEAT O
7o5—hELTRREINS

N—o3y - 75— hEa—7

6. 41 Kb T77—LOzT77yvTT—hrZELHVEBMNEN=/\—F
DITDEENTIS—FEI—TIZRTEINAGL, HLLIEE
"REHRAA T DT S—hrELTERREIND

@ESMPRO/ServerManager Windows k) D7 v 75— A%
(1) AT & YBRIERD ESMPRO/ServerManager # 4~ >O0—KLZEd,
https://www. support. nec. co. jp/View. aspx?id=9010103524




(2) TESMPRO/ServerManager Ver.6 4 > X FL— 3> H4 KWindows#@) 1 @ M2FE A X F—JL] &
2388 L T ESMPRO/ServerManager 27 v 77— kL%,

&iL0 BEEEEERITOZREFHRRE I 7ML [CETHIRERR
KIYVRATLAEHY—EZX MO Z CFHASNTVSANRERTT,

iLO iLO EIRMEERI(T0) | FEHF
TJ7—Lx7 | REFHRRTE
274
N—o3azy i lo_jp. mtb I7—LOTT7T7yvIT—MIEIBOEMENzN— DT
1.40 LI E N—3y DEZTERMT D ENTELRL, BEETFEHRTILN
1.1.0 R TEHLY,
KR EBRRE I 7AIINET Y I T—FSNIEETHHTH.
iml_jp. mth ESMPRO/ServerManager A7 v 57— kSN TULVAELVE E(E,
N—23y EEREFRRIEBMSNz/\— FH 2 7TEZEDOBRME & EHRN
1.3.0 k5% TERLY,
XiL0 EERMEREM (+
DZIEREERTE
T7A4IIF 2%
EHYFT,

& iL0 BEEEER (TORERBHRIE I 7MILDT Y TT— b A&

(1) UTF&YRFRROZEBHIE T 74/ (i lo_jp.mtb, iml_jp.mtb) X4 H>0O—KLEY,
https://www. support. nec. co. jp/View. aspx?id=9010100096
ilo_jp.mtb, iml_jp. mth (& MGMTB. zip A& L TLVET,
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|
Precautions for Using

Express5800/R110j-1

Thank you for purchasing our product.
This document provides the precautions on the use of this product.
Please read through the below instructions and keep this document in a safe place for your future reference.

B Precautions

@ About the manual of this product.

For Starter Pack, the user's guide and the other related documents of this product, please refer following URL
for download. Regarding Starter Pack; it is also provided as an optional product.

< http://www.nec.com/express >
— Related Links : Download
— Documents & Software
— Rack : (Select your server model)

Please check latest information and versions on ESMPRO portal site before using NEC ESMPRO Manager,
NEC ESMPRO ServerAgentService and Express Report Service / Express Report Service (HTTPS) /
Express Report Service (MG).

< http://www.58support.nec.co.jp/global/download/>
Windows OS
— ESMPRO
Linux OS
— Documents & Software
— Rack : (Select your server model)

@ About Starter pack

Please see the following website to check the latest Starter Pack.
< https://www.nec.com/en/global/prod/express/ >
— Related Links : Download
— Documents & Software
— (Select your server model)

@ About service and driver modules for VMware ESXi

Please see the following web site to check the latest modules.

1. Agentless Management Service and iLO Channel Interface Driver
< http://www.nec.com/express>
— Related Links : Download
— Documents & Software
— Rack or Tower: (Select your server model)

2. WBEM Provider and CLI tool
< http://www.nec.com/express>
— Related Links : Download
— Utility
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@ Notice about service operation time of this product

The service operation hour of this product may require more hours than usual depending on the combination
of the equipped firmware and driver.

@ About the Intel(R) Software Guard Extensions (SGX) option

The CPUs that support this function are only the following two types of CPUs.
Even if Intel (R) Software Guard Extensions (SGX) option is displayed on the other CPUs, please do not change from
Disabled (default value) setting.
This function is not supported except for the following 2 types of CPU.
- N8101-1507 (4C/E-2174G)
- N8101-1518 (6C/E-2186G)

@ About the N8103-184 SAS Controller

Please keep the following restrictions when using N8103-184.
= Number : Up to 1pc can be installed. Mixing with other cards is still possible.
* Installed PCl slot : slot 1.

@ Caution about Reset iLO

Do NOT Reset iLO during the period from server boot start to the completion of OS boot. This period
includes the execution of POST (Power On Self Test)

Do NOT Reset iLO while users are using the System Utilities.

Under such circumstances, restarting the iLO may cause unexpected result.

For example, while changing options of the System Ultilities, Reset iLO may lead to loss of server settings
such as Serial number and Product ID. If the iLO is reset during POST execution, the screen display of
UUID and UUID logic in iLO Web Interface : [Information] - [Overview], may be corrupted.

iLO Resets which is subject to this caution
- ResetiLO via network such as iLO Web interface
- ResetilLO via UID switch

* Refer to User’'s Guide of chapter3 Caution for operating BMC Configuration Utility in the System
Utilities below, for the cases where iLO is reset after changing the settings in “BMC Configuration Utility”
in the System Utilities

@ About the corrupted screen display of UUID in iLO Web interface.

If the iLO is reset during POST execution, the display of UUID and UUID logic in iLO Web interface :
[Information] - [Overview] page may be corrupted.
When any corrupted texts are displayed, please turn off and on the system.

@ Caution about iLO security function

In case that ILO5 firmware 1.40 or latest is used, @ is always displayed in [Information] —

[Security Dashboard] and in iLO Web interface screen.

Depending on the setting of RBSU or iLO, the status of security may be displayed in red showing security is
at Risk. Please set security settings appropriately in order to follow customer’s security policy.

For the recommended settings, please review the iLO5 User’s Guide.

For the settings of “Require Host Authentication”, please refer to the other descriptions of Caution for the
case where Admin Password is set from System Utilities(*1), or the case where the setting “Require
Host Authentication” is enabled from iLO Web interface(*2).

The matching condition is different by iLOS Firmware version.

iLO5 Firmware matching condition(s)
Version 1.40 (*1),and (*2)
Version 1.43 and later (*2)
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@ Caution about iLO time function

This caution is for iLO firmware version lower than 1.45.

In case that SNTP setting is disabled, and if the iLO is reset, iLO time may be slipped. Itis recommended
that SNTP is set enabled at iLO Web interface.

For the details of iLO SNTP setting, please refer to iLO5 User's Guide.

@ Caution for the case where Admin Password is set from system utility(*1), or the case where
the setting “Require Host Authentication” is enabled from iLO web interface(*2).

(*1) This caution is for iLO firmware version lower than 1.43.
“System Configuration > BIOS/Platform Configuration (RBSU) > Server Security”
Set password by “Set Admin Password option”
(*2) This caution is for iLO firmware version 1.40 and higher.
Set “Require Host Authentication” Enabled in “Security > Access setting > iLO”

When the setting described above is executed, the following symptoms are expected
- Many messages “ Remote Insight/ Integrated Lights-Out Unauthorized Login Attempts ”
are displayed in alert viewer.
- Error occurs, when Starter Pack( Standard Program package) is applied,

The following services and functions are not supported
- Report services for hardware faults in Express Report Service
- Report services in RAID Report Service
- Server diagnosis function in Server Diagnostic Karte
» Function to display Device information and configuration collected by iLO
- Function to collect event logs collected by iLO

@ Caution for iLO firmware 1.43 or later

If you update to iLO5 firmware 1.43 or later, “Last Firmware Scan Result” is displayed in “Information >
Security Dashboard”. Do not click this Hyperlink.

If you click this link by mistake, you won't be able to move between menus and tabs.

In that case, you need to reload the page by the reload button of the browser.

Or you log out the current session of iLO Web interface, and please log in again.

Information - Security Dashboard ® O & ®© ¢ & 7

Overview Security Dashboard Session List iLO Event Log Integrated Management Log

Active Health System Log Diagnostics

¥ Overall Securily Status - OK

Security State Production
Server Configuration Lock: Disabled

Security Parameter \l,SIatus State Ignore
Security Override Switch ¥ OK Off O
IPMI/DCMI Over LAN ¥ oK Disabled O
Minimum Password Length ¥ oK OK O
Require Login for i 0 RBSU ¥ OK Enabled O
Authentication Failure Logging ¥ OK Enabled O
Secure Boot ¥ OK Enabled O
Password Complexity ¥ 0K Enabled O
Reauire Host Authentication ¥ oK Disabled O
Last Firmware Scan Result ¥ OK 0K O




@® Notice of Windows Server

When the USB device is used in supported Windows Server OS, the next event log is sometimes
registered.
But ignore this message since it does not cause any problem for the operation..

<Event Log >

ID 1
Source : VDS Basic Provider
Level :Error

Unexpected error occurred. Error code :32@01000004

@ Notice of Agentless Management Service(AMS) on the server running Windows Server OS

The server running a Windows Server 2012 R2, Windows Server 2016, or Windows Server 2019
operating system with Agentless Management Service (AMS) version 1.40.0.0 installed, the ams.exe
process will exhibit an increasing handle count. Handle leaks can cause performance issues overtime due
to over consumption of memory.

@ This symptom is fixed in the Agentless Management Service (AMS) 1.43.0.0.
This AMS is included in the Starter Pack. Please apply the Starter Pack Version S8.10-006.03 or later. If
the AMS 1.40.0.0 is already installed in your server, and you want to apply Starter Pack Version S8.10-
006.03, you need to update the AMS separately. For further explanation about the updating, please
check the Starter Pack website.

@ If you want to use Agentless Management Service (AMS) 1.40.0.0, please do the following steps to stop
the increasing of the handle count.

1. Stop the AMS service by typing "net stop ams" in a command prompt.
2. Explore to C:\Program Files\OEM\AMS\Service folder.

3. Rename the file storelib.dll to storelib.dll.bak

4. Start the AMS service by typing "net start ams" in a command prompt.

(*1) The following message may be displayed when stopping AMS, but there is no problem.
A system error has occurred.
System error 1067 has occurred.
The process terminated unexpectedly.
The Agentless Management Service service was stopped successfully.

(*2) The following message may be displayed when starting AMS, but there is no problem.
The requested service has already been started.

@ There are 2 ways to check the version of Agentless Management Service(AMS).
- The way to confirm on the OS of the target system.
(1) Run the following command on Windows PowerShell.
> Get-WmiObject Win32_Product | Select-Object Name,Version | Select-String "Agentless
Management Service"
(2) Check the version from the command resullt.

- The way to confirm on the remote system with using iLO Web I/F.
(1) Login to iLO Web I/F with Web browser on the remote system.
(2) Select the "Firmware & OS Software" on the left menu, and then select "Software".
(3) Check the version of "ams.exe" displayed in "Product Related Software".
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@ Notice of Agentless Management Service(AMS) on the server running VMware ESXi

On any of the servers running VMware ESXi 6.0, VMware ESXi 6.5 or VMware ESXi 6.7 with Agentless
Management Service (AMS) version 11.4.0, updating a VMware system via VMware Update Manager
may fail with an error indicating there is no room on /tmp to stage updates. Other applications that depend
on available disk space in /tmp will also fail. This happens because the size of the "ams-bbUsg.ixt" file in
the /tmp directory of the VMware ESXi host is increasing as the time goes.As a workaround, periodically
manually delete the "ams-bbUsg.txt" file in the /tmp directory of the VMware host to free up space.
When the "ams-bbUsg.txt" is deleted, it will be created again automatically. And when the VMware host
is rebooted, the file will be deleted and then created automatically after the reboot.

If the /tmp directory size is 256MB, the available space may be full about 2 months. So delete the file for
about once in a month.

X The frequency of deleting the file can be adjusted depending on the size of tmp directory.

Ex.) If the /tmp directory size is 512MB, it may be full about 4 months, so delete the file for about once in
3 months.

This symptom will not occur in the release of Agentless Management Service 11.4.5.

@ The size of the /tmp directory can be checked using the following command. (see the "tmp" row)

# vdf -h

Ramdisk Size  Used Available Use% Mounted on
root 32M 2M 29M 7% —

etc 28M 172K 27M 0% -

opt 32M 564K  31M 1% -—-

var 48M 448K 47M 0% —

tmp 256M 276K  255M 0% -

@ You can check the AMS version by using two ways below.
- The way to confirm on the VMware ESXi host OS of the target system.
(1) Run the following command on ESXi shell.
# esxcli software vib get -n amsd | grep Version

(2) Check the version from the command resullt.

- Using iLO Web I/F:
(1) Login to iLO Web I/F with web browser on the remote system.
(2) Select the "Firmware & OS Software" on the left side menu, and then select "Software".
(3) Check the version of "amsd" displayed in "Product Related Software".
* Check the location of "xx.x.x" such as "600.xx.x.x-...", "650.xx.X.x-...".

@ Caution about VMware ESXi.

This caution is about the screen display of VMware vSphere : Monitor > Hardware > System Sensor >
Sensor when the ESXi is booted.
1. There are cases where the following Heartbeat Lost sensor displays “Waming(Yellow)’.

[Device] I/0 Module (n) LOM_Link_P(n) : Heartbeat Lost-Assert
[Device] I/0 Module (n) NIC_Link_P(n) : Heartbeat Lost-Assert
*n represents LAN port number P1-P4

<Environment :iLOS5 firmware 1.30, 1.35. 1.38is applied >

In case that the screen display of Heartbeat Lost sensor Health (vCenter : Status) shows
“Waming(Yellow)” after ESXi completes boot, for the ports whose cables are connected, the
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“Warning(Yellow)” will disappear and tumto “Normal(Green)” within a couple of minutes after
connecting LAN cable. Please walil for a couple of minutes. For the ports without LAN cables, the
“Wamning(Yellow)” will be continuously displayed, but this does not indicate hardware malfunction and
there is no impact to the system operation. Please continue operating the system as is.

If a LAN cable is connected and the “Waming(Yellow)” does not disappear, there is a possibility that
the connection of the cable is bad, so please check the LAN cable connection.

<Environment iLO5 firmware : 1.40 or larger is applied>

In case that the screen display of Heartbeat Lost sensor Health(vCenter : Status) shows
“Waming(Yellow)” after ESXi completes boot, the “Waming(Yellow)” will disappear and tum to
“Normal(Green)” within a couple of minutes. Please wail for a couple of minutes.

2. In case of non-redundant FAN configuration, there are cases where the screen display of following
sensor Health(vCenter : Status) shows “Warning(Yellow)” after ESXi completes boot, This
“Waming(Yellow)” does not indicate hardware malfunction and there is no impact to the system
operation.

- Cooling Unit 1 Fans

3. There are some cases where the screen display of following sensor Health(vCenter : Status) shows
“?7 after ESXi completes boot, this does not indicate hardware malfunction and there is no impact
to the system operation.

- System Chassis 1 UID

@ Notes on using Linux OS

Please use the device name of LOM or Option NIC that is recognized automatically by the OS.

Please do not change or fix the option NIC device name based on the PCI address, when adding unique
udev rules. In addition, please do not use the storage device name including the PCl address that is located
on /dev/disk/by-path/.

Please do not change the CPU configuration and add/remove cards into/from the PCI slot when using a
device name based on the PCI address. Changes of PCI bus address information have an influence on the
name of a device connected via PCI. As a result, access to network or storage may become impossible, and
the system may not start normally.

@ About the internal DVD-ROM (N8151-137/138) display

When System ROM Version v1.22 (04/04/2019) or later and Embedded SATA Configuration setting (* 1) is

set to [Smart Array SW RAID Support], two internal DVD drive information is displayed in the Disk Utilities

menu (* 2) depending on the operating environment.

Both can refer to the same intemal DVD information.

(*1) 'System Configuration > BIOS/Platform Configuration (RBSU) > Storage Options > SATA Controller
Options > Embedded SATA Configuration |

(*2) 'System Configuration > HPE Smart Array S100i SR Gen10 > Disk Utilities |

@ Caution when the system ROM version is U43 v2.00 (05/16/2019).

Download update module System ROM U43 v1.22 (04/04/2019) from the following web page and update,
if System ROM version is U43 v2.00 (05/16/2019).

http:/Amww.58support.nec.co.jp/global/download/055042-G02/index.html
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@ About System Utilities

The Maximum Size and Installed Size of L2 and L3 cache in "System Information > Processor
Information™ are indicated by the values that a 1MB is converted into 1024000 bytes.

When the version of System ROM is v1.20 (02/02/2019) or later, it is indicated by converting 1 MB to
1048576 bytes.

@ About Smart Storage Battery
Smart Storage Battery is indicated with Energy Pack on the RBSU menu. Please paraphrase.

@ About FCoE function in N8104-173
The FCoE function (Fibre Channel over Ethernet) isn't supported with this product as NEC.
The FCoE function is enabled in spite of the LOM firmware version.
It is recognized as the FCoE device on the OS, but when not using it from OS and drivers it does not

cause any problem for the operation.
Please ignore detection of the following device.

-HPE 533FLR-T FCoE Device

@ Note on using NEC ESMPRO Manager (Windows) and Express Report Service (MG)

Depending on the combination of iLO firmware version of this product with NEC ESMPRO Manager
(Windows) and Express Report Service (MG) (Windows), it may be necessary to update NEC ESMPRO
Manager (Windows) and iLO Receiving Information (ilo en.mtb). Refer to the following information to
update to the latest version, if needed.

@ Phenomena regarding NEC ESMPRO Manager(Windows)

iLO NEC ESMPRO | Phenomena
firmware Manager
version (Windows)

version

1.40 or higher | Lowerthan6.25 | - Configuration Tab - Server Status screen

"SNMP Alert setting” will show the error message "Failed to get SNMP Alert
setting".

 Remote Control Tab - iLO Information - Show IML or Save IML
NEC ESMPRO Manager will fail to get IML information and Show IML or
Save IML feature will not work.

- AlertViewer
New Alerts of hardware failure added with firmware update are displayed
as "Unknown" alert on AlertViewer.

Lowerthan6.41 | - AlertViewer

New Alerts of hardware failure added with firmware update will be displayed
as "Unknown" alert on AlertViewer, or they will not be displayed on
AlertViewer.

@ Updating NEC ESMPRO Manager (Windows)
(1) Download the latest version of NEC ESMPRO Manager from the following website.
http://mww.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- NEC ESMPRO Manager

(2) Update NEC ESMPRO Manager. For details refer to Chapter 2 Installation in "NEC ESMPRO
Manager Ver. 6 Installation Guide (Windows) [PDF]".

€ Phenomena regarding iLO Receiving Information (ilo_en.mtb)
* Intended for users of NEC Express Report Service (MG)
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iLO iLO Receiving Phenomena

firmware Information
version Version
140 or higher | ilo_en.mtb It is impossible to detect a failure of the hardware added along with the update

Lower than 1.1.0 | of hardware and to issue an alert of this failure.

* If iLO Receiving Information has been updated and NEC ESMPRO
iml_en.mtb Manager has not been updated, it is impossible to detect the failure of the
Lower than 1.3.0 added hardware and issue the alert of the failure, as with the above.

*There are 2 kinds
of iLO Receiving
Information.

@ Updating iLO Receiving Information
(1) Download the latest version of iLO Receiving Information (ilo_en.mtb, iml_en.mtb) from the following
website.
http://mww.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- Express Report Service (MG) (Windows) Receiving Information
-iLO.Zzip
(2) Delete current Receiving Information from Express Report Service (MG) (Windows).
For details refer to 3.1.5 Setting for Receiving Information or 3.2.4 Setting for Receiving Information
in "Express Report Service (MG) Installation Guide (Windows)".

(3) Set the latest version of Receiving Information downloaded in Step (1) to Express Report Service (MG)

* Download "Express Report Service (MG) Installation Guide (Windows)" from the following website.
http://Awww.58support.nec.co.jp/global/download/index.html
- ESMPRO tab
- Express Report Service (MG) (Windows)

@ The steps of confirmation for iLO FW version

- Server Health Summary
Push the UID button on the server and check the version of the iLO firmware on the console connected
to the server.

(For the detail, refer to Server Health Summary in iLO5 user guide.)

- Remote

Check the version of the iLO firmware on "Firmware & OS Software - Installed Firmware" by

iLO web interface.

@ The steps of confirming version for NEC ESMPRO Manager(Windows)
(1) Log in NEC ESMPRO Manager.
(2) Click the "About NEC ESMPRO Manager" link at the top right of the screen.
(3) Confirm the version information of NEC ESMPRO Manager.

@ The steps of confirming version for iLO Receiving Information (ilo_en.mtb, iml_en.mtb)
Confirm the version of “iLO SNMP Trap” in "Setting for receiving information™ screen.
Regarding "Setting for receiving information" screen, refer to 3.1.5 Setting for Receiving Information or
3.2.4 Setting for Receiving Information in "Express Report Service (MG) Installation Guide
(Windows)".

@® About EXPRESSBUILDER Help
If the EXPRESSBUILDER help is different from Maintenance Guide, do not use the help but the guide.
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@ Errata Information for Express5800/R110j-1 Maintenance Guide

The following table covers correction for Maintenance Guide.
Please read the following information and use it as reference.

Error Correct
P.39 [?] Lost Serial Number and Product ID [?] Lost Serial Number and Product ID
Troubleshooting — [fthe server loses Serial Number and — Ifthe server loses Serial Number and
Product ID, recover them as follows: Product ID(*), recover them as follows:
(*) Product ID is the model number like
"N8100-2602F". Product ID is not PID

Bl Correction of DIMM installation order

There are misdescription about DIMM installation order in user's guides.
The following is the correction.

Correction point
* Express5800/R110j-1 User's Guide

Chapter 2 Preparations 1.8 DIMM  1.8.2 DIMM installation order

DIMM installation order
The following table describes the DIMM population order.

You should install in turn from large capacity DIMM.

DIMM slot number 1 2 3 4
)
2 1 DIMM 1
_E
5=
ég 2 DIMMs 2 . 1
28
o Q
o 2
8§ 3 DIMMs 2 . 1
28
2 4DIMMs 2 1

- Notice for the combination of DIMM
When more than one kinds of DIMM is combined, install them in the order from the following list to the installation order

on the above table.
(High priority)) N8102-719 — N8102-718 (Low priority))
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e For Inquiries Regarding this document
If you have any questions on the contents of this document, please contact the dealer where you purchased the
product or our sales representative.

NEC
0

* CBZ-022445-006-03 *
December 2019 4th Edition
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