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AaBbCc123 Mai n#
AaBbCc123 Mai n# sys
<AaBbCc123> Telnet
<>
host# tel net <IP
addr ess>
[ 1] host# |s [-a]
[]
10GbE (L3)
EM
CPU
(Port 17) EM
10/100Mbps
. 17 — 17
[ ]
[ ]
[ ]
. VLAN ID (PVID): 4095
. VLAN4095 — VLAN
17 VLAN4095
° 250— 250 VLAN4095
VLAN4095
250 IP DHCP
. 254 — 250
. STG128 —
VLAN4095 128 (STG128) VLAN
STG128 RSTP VLAN4095 STG1
IP
. EM DHCP IP
. 1P 250



Telnet

Telnet
Telnet IP Telnet
CLI Telnet
Telnet
4
Telnet Telnet

P telnet

telnet <switch | P address>
(SSH) SSH
SSH

CLI



(CLI) Telnet SSH

CLI 2 AOS CLI ISCLI
AOS CLI
[ Mai n Menu]
info - Information Menu
stats - Statistics Menu
cfg - Configuration Menu
oper - OQperations Command Menu
boot - Boot Options Menu
mai nt - Maintenance Menu
di ff - Show pendi ng config changes [global command]
apply - Apply pending config changes [ gl obal conmmand]
save - Save updated config to FLASH [ gl obal command]
revert - Revert pending or applied changes [global command]
exit - Exit [global conmand, always avail abl e]
AOS CLI (AOS)
ISCLI ISCLI
Swi tch(config)# spanning-tree stp 1 enable
ISCLI (IsCLI)
P
EM DHCP IP
IP
IP
. 250 IP 205.21.17.3
2. dhcp
\ >> # [ cfg/sys/dhcp disable (Di sabl e dhcp)
3.
>> # [cfg/l3/if 250 (Select IP interface 250)
>> | P Interface 250# addr 205.21.17.3(Assign |IP address for the interface)
Current | P address: 0.0.0.0
New pendi ng | P address: 205.21.17.3
Pendi ng new subnet nask: 255.255.255.0
.>>. | P I ni ellff écé .25.0#. eﬁa (Enable I P interface 250)
4.
5.
>> | P Interface 250# ../gw 254 (Sel ect default gateway 254)
>> Default gateway 254# addr 205.21.17.1 (Assign | P address for a router)
>> Default gateway 254# ena (Enabl e default gateway 254)
6.

>> Default gateway 254# apply
>> Default gateway 254# save
>> # [cfg/dunmp

(Apply the configuration)
(Save the configuration)
(Verify the configuration)




250 IP dhcp dhcp
DHCP IP IP




BBI

(BBI)

. Configuration —

System —

Switch ports —

Port-Based Port Mirroring —

Layer 2 — VLAN

RMON Menu — RMON

Layer 3 — IGMP IP
QoS — QoS

Access Control — Access Control List/Group

Web

Uplink Failure Detection — Link to Monitor (LtM)  Link to Disable LtD

Pair

o Statistics —

. Dashboard —

Failure Detection

SNMP v1.0 SNMP v3.0
SNMP v1.0
SNMP SNMP Read Write
Read
public Write private
CLI read/write
\ >> [cfg/sys/ssnnp/rcomm
| >> /cf g/ sys/ ssnnp/ wconm
SNMP P 1
SNMP SNMP

/ cfgl/ sys/ ssnnp/ snnpv 3/t addr

SNMP



SNMP v3.0

SNMPv3  SNMP 2002 3 Internet Engineering Steering Group
SNMP v3
SNMP v3.0 AOS CLI

>> # [cfglsys/ssnnp/snnpv3

SNMP MIB SNMP
2 ‘adm nnd5' ‘adm nsha'
2 MIB
1. 1: adm nnd5/ password adni nnd5 MD5
2. 2: admi nsha/ password adni nsha SHA
3. 3: vlv2onl y/ password none.
SNMP AOS CLI

>> # [cfglsys/ssnnp/snnpv3/usm 6

MD5 SHA 2
/ cf g/ sys/ssnnp/ snnpv3/ usm <x>/ aut h nmd5| sha

1. ‘test’ MD5 ‘test’ ‘test’
DES AOS CLI

>> # [cfgl/sys/ssnnp/ snnmpv3/usm 5
>> SNMPv3 usnlser nane "test"
>> SNWPv3 usnlser auth nd5
>> SNWPv3 usmser aut hpw t est
>> SNWPv3 usnlser priv des
>> SNWPv3 usniser privpw test

o1 o1 o1 o1 o1
HHEHHH

>> # [cfg/sys/ssnnp/ snnpv3/access 5
>> SNMPv3 vacmAccess nanme "testgrp"
>> SNMPv3 vacnmAccess | evel authPriv
>> SNWPv3 vacnmAccess rview "iso"
>> SNMPv3 vacmAccess wiew "iso"
>> SNMPv3 vacnmAccess nview "iso"

o1 o1 o101 Ol
HHEHHFH

read view (rview) write view (wview) notify view (nview) iso public
privateMIB

>> # [cfgl/sys/ssnnp/ snnpv3/group 5
>> SNWPv3 vacnSecurityToGroup 5 # unane test
>> SNWPv3 vacnSecurityToG oup 5 # gnhanme testgrp

MIB



user

SNMP

CLI  user ( )

/ ¢/ sys/ ssnnp/ snnpv3/ usm 4
nanme "usr"

/ c/ sys/ ssnnp/ snnpv3/ access 3
name "usrgrp"

rview "usr"

wiew "usr"

nview "usr"

/ ¢/ sys/ ssnmp/ snnpv3/ group 4
uname usr

gname usrgrp

/ c/ sys/ ssnmp/ snnpv3/ vi ew 6
name "usr"

tree "1.3.6.1.4.1.26543.2.6
/ ¢/ sys/ ssnmp/ snnmpv3/ view 7
name "usr"

tree "1.3.6.1.4.1.26543.2.6
/ c/ sys/ ssnmp/ snnpv3/ vi ew 8
name "usr"

tree "1.3.6.1.4.1.26543.2.6
/ ¢/ sys/ ssnmp/ snnmpv3/ view 9
name "usr"

tree "1.3.6.1.4.1.26543.2.6
/ ¢/ sys/ ssnmp/ snnpv3/vi ew 10
name "usr"

tree "1.3.6.1.4.1.26543.2.6
/ c/ sys/ ssnnmp/ snnpv3/view 11
name "usr"

tree "1.3.6.1.4.1.26543.2.6

on

. 3"

on

. 3"

on

.3

( )

( 3

( user
( Vi ew )

(Agent statistics)

(Agent i nformation)

(L2 statistics)

(L2 information)

(L3 statistics)

(L3 information)

)




oper

SNMP

CLI  oper ( )

/ ¢/ sys/ ssnnp/ snnpv3/ usm 5
name "oper"

/ ¢/ sys/ ssnnp/ snnpv3/ access 4
nanme "opergrp"

rview "oper"

wvi ew "oper"

nvi ew "oper"

/ c/ sys/ ssnmp/ snnpv3/ group 5
uname oper

gname opergrp

/ ¢/ sys/ ssnmp/ snnpv3/ vi ew 20
nanme "oper"

tree "1.3.6.1.4.1.26543.2.6
/ ¢/ sys/ ssnnmp/ snnpv3/ vi ew 21
name "oper"

tree "1.3.6.1.4.1.26543.2.6
/ c/ sys/ ssnmp/ snnpv3/ vi ew 22
nanme "oper"

tree "1.3.6.1.4.1.26543.2.6
/ ¢/ sys/ ssnnmp/ snnpv3/ vi ew 23
name "oper"

tree "1.3.6.1.4.1.26543.2.6
/ ¢/ sys/ ssnmp/ snnpv3/ vi ew 24
nanme "oper"

tree "1.3.6.1.4.1.26543.2.6
/ ¢/ sys/ ssnnmp/ snnpv3/ vi ew 25
name "oper"

tree "1.3.6.1.4.1.26543.2.6

on

.3

on

.3

on

.3

oper

Vi ew )

(Agent statistics)

(Agent i nformation)

(L2

(L2

(L3

(L3

statistics)

i nformation)

statistics)

i nformation)

)




SNMP

SNMPv1
1.

/ ¢/ sys/ ssnimp/ snnpv3/ usm 10
nane "vltrap" (vltrap

[ cl sys/ ssnnmp/ snnpv3/ access <x>/nvi ew

/ ¢/ sys/ ssnmp/ snnpv3/ access 10 ( SNVPv1
name "vltrap"

nmodel snmpvil

nvi ew "i so"

/ ¢/ sys/ ssnnmp/ snnpv3/ group 10 (
nmodel snmpvil

uname vltrap

gnane vitrap

/ c/ sys/ ssnmp/ snnpv3/notify 10 ( )
name vltrap
tag vitrap

4. P
c/ sys/ ssnnp/ snnpv 3/t par am <x>/ unamne

/ ¢/ sys/ ssnnp/ snnpv3/taddr 10 ( I P
name vltrap

addr 47.80.23. 245

taglist vitrap

pname vlparam

/ ¢/ sys/ ssnmp/ snnpv 3/t param 10 (

name vlparam

mpnodel snnpvl

unanme vitrap

nmodel snmpvil

/ ¢/ sys/ ssnnmp/ snnpv3/ comm 10 ( )
i ndex vitrap

name public

uname vltrap

10



SNMPv2 SNMPv1

snnpvl snnpv2

c/ sys/ ssnnp/ snnpv3/ usm 10

nanme "v2trap"

/ ¢/ sys/ ssnmp/ snnpv3/ access 10
name "v2trap"
nmodel snnpv2
nview "i so"

/ ¢/ sys/ ssnnp/ snnpv3/ group 10
nmodel snnpv2
unanme v2trap
gnanme v2trap

/ ¢/ sys/ ssnnmp/ snnpv3/taddr 10
name v2trap
addr 47.81.25.66
taglist v2trap
pname v2par am

/ ¢/ sys/ ssnmp/ snnpv 3/t param 10
name v2par am
mpnodel snnpv2c
unanme v2trap
nmodel snnpv2

/ ¢/ sys/ ssnmp/ snnpv3/ notify 10
nanme v2trap
tag v2trap

/ ¢/ sys/ ssnnmp/ snnpv3/ comm 10
index v2trap
nane public
unanme v2trap

(v2trap
( SNMPV2

11



SNMPv3
SNMPv3

/ ¢/ sys/ ssnnmp/ snnpv3/ access <x>/|evel [c/sys/ssnnp/snnpv3/tparam <x>

SNMPv3
SNMPv3 v3trap
/ ¢/ sys/ ssnmp/ snnpv3/ usm 11
nane "v3trap" (v3trap )
auth nd5
aut hpw v3trap
/ c/ sys/ ssnmp/ snnpv3/ access 11 ( SNVPV3

nanme "v3trap"
| evel authNoPriv
nvi ew "i so"
/ ¢/ sys/ ssnnp/ snnmpv3/ group 11 ( )
unanme v3trap
gname v3trap
/ ¢/ sys/ ssnnp/ snnmpv3/taddr 11 ( I P
name v3trap
addr 47.81.25.66
taglist v3trap
pnanme v3param
/ ¢/ sys/ ssnmp/ snnpv3/tparam 11 (
name v3par am
uname v3trap

| evel aut hNoPriv ( )
/ ¢/ sys/ ssnmp/ snnmpv3/notify 11 ( )
name v3trap
tag v3trap
SNMP
. P
. RADIUS
TACACS+
]
Telnet SSH SNMP
(BBI) IP
IP
P P
1P

12



IP
IP AOS CLI  System

>> Mai n# /cfg/sys/access/ nmgnt/ add
Ent er Management Network Address: 192.192.192.0
Ent er Management Network Mask: 255.255. 255,128

192.192.192.0 255.255.255.128
IP 192.192.192.1 192.192.192.127
IP P
IP 192.192.192.21
192.192.192.192 IP
IP

192.192.192.128
255.255.255.128 192.192.192.192
192.192.192.128 255

RADIUS
RADIUS
(RAS) — —
— RADIUS — 1 RAS
RADIUS
e RFC2138 2866 UDP
[ )
[ )
RADIUS RADIUS RFC 2138 2866
RADIUS
RADIUS RADIUS
RADIUS
RADIUS
1.
2.
3. ID
4. RADIUS

13




RADIUS AOS CLI

RADIUS

RADIUS RADIUS
>> Mai n# /cfg/sys/radius (Sel ect the RADIUS Server nenu)
>> RADI US Server# on (Turn RADI US on)

Current status: OFF

New st at us: ON

>> RADI US Server# prisrv 10.10.1.1 (Enter primary server |P)
Current primary RADI US server: 0.0.0.0

New pendi ng primary RADI US server: 10.10.1.1

>> RADI US Server# secsrv 10.10.1.2 (Enter secondary server |P)
Current secondary RADI US server: 0.0.0.0

New pendi ng secondary RADIUS server: 10.10.1.2

RADIUS

>> RADI US Server# secret

Ent er new RADI US secret: <1-32 character secret>

>> RADI US Server# secret?2

Enter new RADI US second secret: <1-32 character secret>

RADIUS

RADIUS UbP
RADIUS 1645

>> RADI US Server# port
Current RADIUS port: 1645
Ent er new RADI US port [1500-3000]: <UDP port number>

RADIUS

>> RADI US Server# retries

Current RADIUS server retries: 3

Enter new RADIUS server retries [1-3]:<server retries>

>> RADI US Server# tine

Current RADIUS server timeout: 3

Enter new RADIUS server timeout [1-10]: 10 (Enter the tineout period
i n seconds)

>> RADI US Server# apply
>> RADI US Server# save

14



RADIUS BBI

1. RADIUS
a. CONFIGURE
b.  System Radius
ﬁ T0GHh Inteligent L 3 Switch
=i Bystem
~[E)General
~[E)User Tahle
E1Radius
~[E)Tacacs+
E] SyslonfTrap Features
~[E)Confighmage Contral
~[E)Management Metwork
C. RADIUS RADIUS IP
RADIUS RADIUS
[Disabled
t| Disabled
RADIUS
d.  Submit

15



RADIUS

RADIUS

Apply Save  Hevert Biff Dump

RFC 2138
32

RADIUS
RADIUS
L]

.

1 3

RADIUS
UDP/1645

1. Apply 2. Verify
3. Save
RADIUS
RFC 2866 RADIUS
RADIUS
/ cf g/ sys/radi us/cur
=1 10
=1 3
RADIUS
RFC2138
1812
RADIUS

16



RADIUS

RADIUS
RADIUS
Telnet/SSH/HTTP/HTTPS
Telnet/SSH/HTTP/HTTPS (sechd)
RADIUS
enabl ed
nor adi us
Telnet/SSH/HTTP/HTTPS
di sabl ed
RADIUS
RADIUS RADIUS 6
RADIUS RADIUS
3 RADIUS
255
252
TACACS+
Cisco Systems TACACS+
TACACS+
(NAS)
TACACS+ RADIUS
. TCP RADIUS UDP TCP
UDP RADIUS
TCP
o RADIUS
L]
TACACS+
TACACS+ RADIUS
1.
128
2.
3 ID

4.  TACACS+
TACACS+

17



TACACS+

ASCII
PAP CHAP ARAP TACACS+
TACACS+
TACACS+
4 TACACS+
TACACS+
user ( ) 0
oper ( ) 3
admin ( ) 6
TACACS+
TACACS+ [ cfglsys/tacacs/cmap ena
5 TACACS+
TACACS+
user ( ) 0 1
oper ( ) 6 8
admin ( ) 14 15
TACACS+
TACACS+ 0 15 (user oper admin
none) / cf gl sys/tacacs/ user map

Telnet
(/cfglsyslitacacs/secbd)
TACACS+
TACACS+
TACACS+
. (console/telnet/ssh/http)

TACACS+

TACACS+

Telnet

Quit

TACACS+

18



TACACS+ AOS CLI

TACACS+ TACACS+
>> Main# /cfg/sys/tacacs (Sel ect the TACACS+ Server nenu)
>> TACACS+ Server# on (Turn TACACS+ on)

Current status: OFF

New st at us: ON

>> TACACS+ Server# prisrv 10.10.1.1 (Enter primary server |P)
Current primary TACACS+ server: 0.0.0.0

New pendi ng primary TACACS+ server: 10.10.1.1

>> TACACS+ Server# secsrv 10.10.1.2 (Enter secondary server |P)
Current secondary TACACS+ server: 0.0.0.0

New pendi ng secondary TACACS+ server: 10.10.1.2

TACACS+

>> TACACS+ Server# secret

Ent er new TACACS+ secret: <1-32 character secret>

>> TACACS+ Server# secret?2

Ent er new TACACS+ second secret: <1-32 character secret>

TACACS+

TACACS+ TCP TACACS+
49

>> TACACS+ Server# port
Current TACACS+ port: 49
Ent er new TACACS+ port [1-65000]: <TCP port nunber>

TACACS+

>> TACACS+ Server# retries

Current TACACS+ server retries: 3

Ent er new TACACS+ server retries [1-3]: 2

>> TACACS+ Server# tinme

Current TACACS+ server tinmeout: 5

Ent er new TACACS+ server tinmeout [4-15]: 10 (Enter the timeout period
in mnutes)

>> TACACS+ Server# usermap 2

Current privilege mapping for remote privilege 2: not set
Enter new | ocal privilege mapping: user

>> TACACS+ Server# usermap 3 user

>> TACACS+ Server# usermap 4 user

>> TACACS+ Server# usermap 5 oper

19




TACACS+ BBI

TACACS+
a. CONFIGURE
b.  System Tacacs+

_ﬁ 10Gh nteligent I 3 Switch
=i Bystem

~[Ezeneral

~[E)User Tahle
~[E)Radius

I Tacacs+

~[BINTP

E] SyslonfTrap Features

~[E)Confighmage Contral
~[E)Management Metwork

c. TACACS+ IP TACACS+
TACACS+

d.  Submit

20




CONFIGURE

Apphy £a

1. Apply

3. Save

Submit

Renrett

| DASHECARD

[iff Dumip

2. Verify

S —

STATISTICS

21



SSH

SCP

SSH

(SSH)

SSH

SSH
Linux SSH 3.0.1

(scp)
Telnet Telnet

SCP

15 20 1.0 20 SSH
SSH 1 2

SecureCRT® 4.1.8 (VanDyke Technologies, Inc.)

Linux OpenSSH_3.9 (FC 3)

Linux SCP
Windows PuTTY

22
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SSH
SSH

SSH
SSH

SCP AOS CLI
SSH  scpP

CLl

>> # [ cfg/sys/sshd/ on (Turn SSH on)

Current status: OFF

New status: ON

SSHD# appl y (Apply the changes to start generating
RSA host and server keys)

RSA host key generation starts

RSA host key generation conpletes (lasts 212549 ns)

RSA host key is being saved to Flash ROM pl ease don’t reboot the box

i mredi atel y.

RSA server key generation starts

RSA server key generation conpletes (lasts 75503 ns)

RSA server key is being saved to Flash ROM pl ease don’t reboot the box
i mredi atel y.

Apply conpl ete; don’t forget to “save” updated configuration.

SCP

SCP putcfg_apply putcfg_apply_save AOS CLI
>> # [cfgl/sys/sshd/ ena (Enabl e SCP apply and save)
>> # [cfgl/sys/sshd/dis (Di sabl e SCP apply and save)
SSHD# appl y (Apply the changes)

SCP

SCP

SCP

CLI admin

>> # [cfglsys/sshd/ scpadm

Changi ng SCP-only Adnmi nistrator password; validation required.
Enter current administrator password: <password>

Ent er new SCP-only adni ni strator password: <new password>
Re-enter new SCP-only adm ni strator password: <new password>
New SCP-only admi nistrator password accepted.

SCP
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SSH SCP

205.178.15.157

|ssh <user>@swi tch | P address>

|>> # ssh adnmi n@05. 178. 15. 157

SCP
SCP

‘scp <user>@sw tch | P address>: getcfg <local filename>

|>> # scp scpadmi n@O05. 178. 15. 157: get cf g ad4. cfg

SCP

SCP

‘scp <l ocal filenane> <user>@switch | P address>: putcfg

|>> # scp ad4. cfg adnmi n@O05. 178. 15. 157: put cf g

(scp ad4.cfg adm n@05. 178. 15. 157: put cf g)

>> # scp <local _fil ename> <user>@swi tch | P addr>: putcfg_apply
>> # scp <local _fil enane> <user>@sw tch | P addr>: putcfg_apply_save

>> # scp ad4.cfg adm n@05. 178. 15. 157: putcfg_apply
>> # scp ad4.cfg adm n@05. 178. 15. 157: put cf g_appl y_save

. putcfg diff

. putcfg putcfg_apply

. putcfg_apply putcfg_apply_save

. putcfg_apply putcfg_apply_save putcfg
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SSH SCP

SSH SCP
o — RSA
. — RSA
. — AES256-CBC AES192-CBC AES128-CBC 3DES-CBC 3DES ARCFOUR
o — RADIUS TACACS+
SSH RSA
SSH 2 RSA
1024 768

SSH RSA
RSA

>> # [ cfglsys/sshd/ hkeygen (Cenerates the host key)

>> # [ cfglsys/sshd/ skeygen (Cenerates the server key)

SSH
RSA RSA
>> # [cfgl/sys/sshd/intrval <nunmber of hours (0-24)>
RSA 0
RSA
1
SSH/SCP
SSH/SCP
SSH/SCP RADIUS TACACS+

SSH/SCP  RADIUS TACACS+ RADIUS TACACS+

SSH RADIUS TACACS+
SSH
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admin adm n

oper oper

user user
TACACS+ Telnet SSH BBI 128
RADIUS 16
RADIUS RADIUS

RADIUS
RADIUS
ID
10

1. ID

>> # [cfglsys/access/user/uid 1

2.
>> User ID 1 # nane jane (Assign name "jane" to user ID 1)
Current user nane:
New user nane: jane
3.
(cos)
1
|>> User ID 1 # cos <user|oper|adnin>
4. ID

|>> # [ cfgl/sys/access/user/uid <#>/ena
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Ports and trunking

16
NIC CPU
7
1 Downlink1
2 Downlink2
3 Downlink3
4 Downlink4
5 Downlink5
6 Downlink6
7 Downlink7
8 Downlink8
9 Downlink9
10 Downlink10
11 Downlink11
12 Downlink12
13 Downlink13
14 Downlink14
15 Downlink15
16 Downlink16
17 Mgmt
18 Uplink1
19 Uplink2
20 Uplink3
21 Uplink4
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XOR  modulus

MAC 3

w

[ cfgl/port

6. VLAN

Ports and trunking 28

XOR  modulus

VLAN

MAC 3

Spanning Tree Protocol

12



Cisco® EtherChannel®
VLAN

VLAN VLAN

[cfgll2/trunk x/ena
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2
NIC
1
/{ hl
Kt Inkarmed
Trunk Group 3 ~ w ~ Trunk Graup 2
i
Trurk GrDl.ID'I,F f'i}l ﬁ'm“kﬁm'l?“
AN
CICICE] 11]-':31-gw1r "-': B LI
B W HN 21 20 18 18
Swilch 1 Swiich 2
. 2 5 2 10

CLI
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AOS CLI

1 5 3

>>
>>
>>
>>
>>

>>
>>
>>
>>
>>
>>

# [cfg/l2/trunk 5
Trunk group 5# add 20
Trunk group 5# add 21
Trunk group 5# ena
Trunk group 5# apply

# [cfg/l2/trunk 3
Trunk group 3# add 18
Trunk group 3# add 19
Trunk group 3# ena
Trunk group 3# apply
Trunk group 3# save

(Sel ect trunk group 5)

(Add port 20 to trunk group 5)
(Add port 21 to trunk group 5)
(Enabl e trunk group 5)

(Make your changes active)

(Sel ect trunk group 3)

(Add port 18 to trunk group 3)
(Add port 19 to trunk group 3)
(Enabl e trunk group 3)

(Make your changes active)
(Save for restore after reboot)

2 4

>>
>>
>>
>>
>>

>>
>>
>>
>>
>>
>>

# /cfgll2/trunk 4
Trunk group 4# add 20
Trunk group 4# add 21
Trunk group 4# ena
Trunk group 4# apply

# [cfgl/l2/trunk 2
Trunk group 2# add 18
Trunk group 2# add 19
Trunk group 2# ena
Trunk group 2# apply
Trunk group 2# save

(Sel ect trunk group 4)

(Add port 20 to trunk group 4)
(Add port 21 to trunk group 4)
(Enabl e trunk group 4)

(Make your changes active)

(Sel ect trunk group 2)

(Add port 18 to trunk group 2)
(Add port 19 to trunk group 2)
(Enabl e trunk group 2)

(Make your changes active)
(Save for restore after reboot)

>>

/infoll2/trunk

(Vi ew trunking information)
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BBI

a. CONFIGURE
b. Layer2 Trunk Groups

<3 10Gb Intelligent L 3 Switch

~(0 System

~{{] Switch Ports

~{{1 Port-Based Part Mirraring
LayerZ

-0 802.1x

~(0 Wirtual LANS

~(Z] Spanning Tree Groups

(3 MSTP/RSTP

~E\ Trunk Groups
~[E]Trunk Hash
~[E)UpLink Fast

c.  Trunk Group 1
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d. Ports Available
Add

- Enabled =

Part
Bdd > 20

21

e. Submit

(e y, AE——
CONEIGURE STATISTICS | DASHBOARD |

Apphy i [iff Dumip

1. Apply 2. Verify

3. Save

a. DASHBOARD

[ CONFIGURE | STATISTICS H DASHESARD

N ETWAQORK : =
TECHNOLOGIES Apply i T Diff Bump
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b.

Ports and trunking 34

Trunk Groups

£ 10Gh Intelligent L3 Switch

~[0 System
“[Z] Switch Ports
“[[1 Pon-Based Port Mirroring

Layer 2
-0 802.1x%
~[0 Wirtual LANs
~{1] Spanning Tree Groups
- MSTR/RSTP

~=| Trunk Groups

~[E]Trunk Hash
~[E)UpLink Fast




CLI

IP (SIP)
IP (DIP)
MAC (SMAC)
MAC (DMAC)
IP (SIP) + IP (DIP)
MAC (SMAC) + MAC (DMAC)

cfg/I2/thash
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Link Aggregation Control Protocol

Link Aggregation Control Protocl (LACP) IEEE 802.3ad
1
IEEE 802.3ad-
2002
802.3ad LACP 2
LACP
1
LACP Churn
Marker Responder
Marker protocol generator
(LAG ID) LAG ID
ID
ID MAC CLI
. admin key admin key  CLI 1 65535 LACP
admin key admin
key admin key
2 )
8 LACP
1 2
18 (admin key = 100) 1 (admin key = 50)
19 (admin key = 100) 2 (admin key = 50)
20 (admin key = 200) 3 (admin key = 60)
21 (admin key = 200) 4 (admin key = 60)
18 19
1 2 LACP 20 21
LACP
LACP
LACP
[ ]
. LACP LACPDU
. LACP LACP
LACPDU
LACP LACP (LACPDU) LACP
LACPDU LACP admin key
LACP admin key
LACP
LACP admin key
admin key LACP
LACP
LACP
LACPDU
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LACP

finfo/12/trunk f/info/I2/lacp/dump

LACP 802.1x
LACP 802.1x
20 21 LACP

20 LACP
>> # [cfgl/l 2/l acp/port 20 ( 20 )
>> LACP port 20# npde active (LACP active node )

20 admin key LACP admin key
>> LACP port 20# admi nkey 100 ( 20 adm nkey 100 )
Current LACP port adm nkey: 20
New pendi ng LACP port adm nkey: 100

21 LACP
>> # [cfgl/l 2/l acp/port 21 ( 21 )
>> LACP port 21# npde active (LACP active node )

21 admin key
>> LACP port 21# admi nkey 100 ( 21 adm nkey 100 )
Current LACP port adm nkey: 21
New pendi ng LACP port adm nkey: 100

>> LACP port 21# apply
>> LACP port 21# cur

>> LACP port 21# save
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Port-based Network Access and traffic control

Port-based Network Access Control
LAN

10GbE

Extensible Authentication Protocol over LAN

. 802.1x
. 802.1x
. RADIUS

Extensible authentication protocol over LAN (EAPoL)

IEEE 802.1x
802.1x
802.1x EAPoL
EAPoL LAN /
EAPoL
[ ]
L]
RADIUS
L]
RADIUS
802.1x Unauthorized
Authorized
EAPOL-Logoff Authorized
Unauthorized
802.1x
Extensible Authentication Protocol(EAP)
PPP IEEE 802.1x EAP

over LAN (EAPoL)
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2 EAP

RADIUS
802.1x Client Server
EAPOL Switch RADIUS-EAP
- % o [Authenticator) % %
— Ethernet (RADIUS Client) UDP/IP

Port Unauthorized

EAPOL-Start

EAP-Request (Identity)

EAP-Response (ldentity)

Radius-Access-Request

Radius-Access-Challenge

EAP-Request (Credentials)

EAP-Response (Credentials)

Radius-Access-Request

Radius-Access-Accept

EAP-Success

Port Authorized

EAPoL
EAPOL
Radius RADIUS-EAP
. EAP-Request/Identity
. EAPOL-Start
EAP-Request/Identity
EAP-Response/ldentity
RADIUS
RADIUS EAP EAP-
Request
EAP-Response  RADIUS
802.1x Unauthorized Authorized
EAPOL-
Logoff Authorized Unauthorized
802.1x 802.1x
Unauthorized
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802.1x 802.1x EAPOL-

Start
Authorized Unauthorized
802.1x
. Unauthorized EAP Ingress
Egress
. Authorized Authorized
. Force Unauthorized
. Force Authorized
802.1x 802.1x Global Configuration Menu
(/cfg/I2/8021x/global) 802.1x Port Menu (/cfg/I2/8021x/port X)
802.1x RADIUS EAP
802.1x D RFC 3580 RADIUS-EAP
RADIUS
9 RADIUS
# A-R A-A A-C A-R
1 User-Name EAP-Response/ldentity Type- 1 0-1 0 0
Data Identity Type-Data
0 Calling-Station-1D
NAS-IP-Address RADIUS P 1 0 0
NAS-Port 1 0 0
24 State Access-Challenge Access- 0-1 0-1 0-1 0
Request
30 Called-Statioin-ID  ASCII MAC 1 0 0 0
000D5622E39F
31 Calling-Station-ID  ASCII MAC 1 0 0 0
00034B436206
79 EAP-Message (RADIUS) 1+ 1+ 1+ 1+
EAP
80 Message- EAP-Message 1 1 1 1
Authenticator
87 NAS-Port-ID 1 0 0 0
Serverl_Port3
RADIUS A-R (Access-Request), A-A (Access-Accept), A-C (Access-Challenge), A-R(Access-Reject)
RADIUS
0
0+ 1
0-1 1
1 1
1+ 1
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EAPoL

EAPoL
. 802.1x 802.1x
. 802.1x 2 Authorized
Unauthorized STG
. 802.1x
802.1x
Force Authorized
802.1x 2
Force Authorized
. 802.1x Tunnel-Type(=VLAN) Tunnel-Medium-Type(=802) Tunnel-Private-Group-
ID(=VLAN id) RADIUS VLAN
802.1x
Service-Type Sesson-Timeout Termination-Action
802.1x RADIUS
SNMP 802.1x MIB
Port-based traffic control
LAN
LAN
. MAC liMINIRINiMI
. MAC 1
. Destination Lookup Failed (DLF) MAC
DLF
1
1.
Mai n# /cfg/port 2
>> Port 2# brate 150000 ( )
>> Port 2# nrate 150000 ( )
>> Port 2# drate 150000 (DLF )
2.
>> Port 2# nrate dis ( )
3.

>> Port 2# apply
>> Port 2# save
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VLANS

(VLAN)
VLAN
o VLAN VLAN ID
o VLAN
o VLAN [P
o VLAN
VLAN
VLAN 1
VLAN
1
VLAN
VLAN
VLAN
1,000 VLAN VLAN
1,000 ID 1 4095 VLAN 1 VLAN Portl7
VLAN1 VLAN 4095
Portl17
VLAN

VLAN (/infoll2/vlan) VLAN

>> Layer 2# vlan

VLAN Name Status Ports

1 Defaul t VLAN ena 1 4-16 18-21

2 VLAN 2 ena 2 3

4095 VLAN 4095 ena 17
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PVID

VLAN PVID Port VLAN ID
VLAN PVID 1 4094
VLAN
Portl17 VLAN 1
PVID =1 VLAN ID
(PVID =1) VLAN 1
PVID
AOS CLI CLI PVID
>> [infolport
Port Tag RMON PVID NANVE VLAN( s)
1 n d 1 Downl i nk1 1
2 n e 1 Downl i nk2 1
3 n d 1 Downl i nk3 1
4 n d 1 Downl i nk4 1
5 n d 1 Downl i nk5 1
6 n d 1 Downl i nk6 1
7 n d 1 Downl i nk7 1

>> [cfg/port 21/pvid 21
Current port VLAN ID: 1
New pendi ng port VLAN ID: 21

>> Port 22#

1 VLAN VLAN
VLAN VLAN
VLAN

VLAN PVID
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VLAN

VLANs 44

IEEE 802.1Q VLAN VLAN
VLAN ID VLAN
1 VLAN
802.1Q

VLAN
802.1Q
. VLAN ID (VID) — VLAN 12 VLAN
o VLAN ID (PVID) — VLAN

PVID 3 VLAN 3
. — VLAN VLAN 32

VLAN VLAN
. — VLAN
° J—
L] J—
PVID 32
VID
VLAN 802.1Q
VLAN ID (PVID)
Port VLAN tagpvid tagpvid
PVID
tagpvid




VLAN

802.1Q Switch

VLAN 1

!

!

PVID = 1 i |

[Port1] [Port2] [Porta] [Port4] [Port5] [Port6| [Port7] [Port8]

DA CRC
SA
Incoming Outgoing | Data
untagged | Data untagged packet
packet (unchanged) | gp
CRC DA
Key @
By default:

All ports are assighed PVID =1
All ports are untagged members of VLAN 1

5 VLAN2

Tagged member

of VLAN 2

Port 8

Untagged member

VLAN VLAN
VLAN 2 (PVID=2) Port4
.
4 VLAN
PVID =2 |Port1] [Port2]| [Port3]
Untagged packet \ -
CRC | Data | SA | DA |::>E 802.1Q Switch
o
Betors [Porte] [Port7| |Ports]
of VLAN 2
VLAN 2
VLAN 2 7
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5802.1Q

PViD=2

VLAN

Port1] [Port2] [Port3]

Tagged member

[Port]

802.1Q Switch

P

‘ CRC*

of VLAN 2

Data | Tag

Port 5

SA‘DA‘ |::>

[Portg] [Port7] [Ports]

{*Recalculated)

Untagged memeber CRC
of VLAN 2
Data
Qutgoing SA
untagged packet DA
{unchanged)

VLAN 2 (PVID=2)

U

‘ 8100 ‘Priority‘ CFI ‘ VID=2‘
| 16 bits | 3 bits |1 bits| 12 bits |

After
Key
Pricrity - User_priority
CFI - Canonical format indicator
VID - VLAN identifier

Port4

5 VLAN?Z2
7
6 802.1Q
PVID =2 [Port 1] [Port2] [Port3] Tagged member
Tagged packet \ = = / of VLAN 2
‘ CRC ‘ Data ‘ Tag ‘SA ‘ DA ‘ |:>E 802.1Q Switch %
Betare [Port6] [Port7] |Ports]
Untagged member
of VLAN 2
VLAN 2 5
VLAN 2
7
7 802.1Q 802.1Q

PVID=2

[Port1] [Port2] [Port3]

Tagged member

~
Fort 4

802.1Q Switch

of VLAN 2

[Porte] [Port7] [Ports]

w| r
§|CHC Data‘Tag‘SA‘DA‘ >

Untagged member CRC*| (*Recalculated) ‘ 8100 ‘ Priority ‘ CFI ‘ ViD=2 ‘
of VLAN 2 - . - ]
| 16 bits | 3 bits | 1 bit| 12 bits |
Data
Qutgoing After
SA | untagged packet
o changed Key
ta ed i i i
(tag removed) Priority - User_priority
| CFI - Canonical format indicator
VID -VLAN identifier
Port7 Port7  tagpvid
tagpvid

/ boot/conf factory
VLAN 1

17
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VLAN IP

VLAN

VLAN 2

VLAN

VLAN

VLAN

VLAN

Portl7

(/cfgll 2/stp)
VLAN 1

Protocol (/ cf g/ 1 2/ nrst)

VLAN

VLAN
VLAN

. VLAN
VLAN
VLAN

Ports and trunking

1
VLAN 1
VLAN IP
IP
VLAN 1
VLAN
2 128
Multiple Spanning Tree
1 32
VLAN
VLAN
Ports and trunking
VLAN
VLAN

Troubleshooting tools

VLAN VLAN1
PVID VLAN

VLAN
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VLAN

VLAN

PC ¥l
VLAMS 81 8 B3

8 VLAN

PC#
WLANs ¥2 B #3

PCoog
VLAN

PC #Z
VLAN #d

PC B3

L VLAME 01 & 02

100G
tapged adaphe

21 20 1818
u T

Swilch 2

N T

Enclosura

el

Centerwall

| Janag

7 lamag

Legend

WLAN #1
WV0LAN #2
WLAMN #3
WLAN #d

T Tagged Port

U Untagged Port

External Layer 2 Switch

- W -

Spanning Tree is Disabled in this example
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VLAN

10 VLAN
1 VLAN1 2 3 1 VLAN1 2
18 VLAN1 2 3
20 VLAN2
21 VLAN1 3
2 VLAN1 3 4 2 VLAN3 4
4 VLAN3 VLAN
18 VLAN1 3
20 VLAN4 21
VLAN1 3
CPU VLAN IP
#1 VLAN
1 10Gbps 1 VLAN1 2
VLAN3 4 1
VLAN
4 VLAN 4 VLAN
CPU VLAN 3 VLAN VLAN 3
#2 VLAN
PC #1 VLAN2 3 PC VLAN 2 1 PC3 PCS5 VLAN 3
1 2 PC4
PC #2 VLAN 4 PC 1
PC #3 VLAN1 2 PC VLAN 1 1 PC5 VLAN 2
1 PC1 PC5
PC #4 VLAN 3 PC 1 2 PC1
PC #5 VLAN1 2 pPC VLAN 1 1 PC3 VLAN 2
1 PC1 PC3 2
VLAN1 VLAN?2
PC VLAN
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1 2 VLAN

1 VLAN AOS CLI
1 VLAN
1. 1 VLAN
Mai n# /cfg/port 1
>> Port 1# tag e (Sel ect port 1: connection to server 1)
Current VLAN tag support: disabled
New VLAN tag support: enabl ed (Enabl e taggi ng)
Port 1 changed to tagged.
Mai n# /cfg/port 18 (Sel ect uplink port 18)
>> Port 18# tag e (Enabl e taggi ng)
Current VLAN tag support: disabled
New VLAN tag support: enabl ed
Port 18 changed to tagged.
>> Port 18# apply (Apply the port configurations)
2. VLAN VLAN 1

VLAN2 VLAN3

>> [cfg/l2/vlan 2

>> VLAN 2# add 1 (Add port 1 to VLAN 2)
Current ports for VLAN 2: enpty
Pendi ng new ports for VLAN 2: 1

>> VLAN 2# add 18 (Add port 18 to VLAN 2)
Current ports for VLAN 2: 1
Pendi ng new ports for VLAN 2: 18

>> VLAN 2# add 20 (Add port 20 to VLAN 2)
Port 20 is an UNTAGGED port and its current PVIDis 1.

Confirmchanging PVID from1 to 2 [y/n]: vy

Current ports for VLAN 2: 1, 18

Pendi ng new ports for VLAN 2: 20

>> VLAN 3# add 18

Current ports for VLAN 3: enpty (Add port 18 to VLAN 3)
Pendi ng new ports for VLAN 3: 18
>> VLAN 3# add 21 (Add port 21 to VLAN 3)

Current ports for VLAN 3: 18
Pendi ng new ports for VLAN 3: 21

>> [cfg/port 20/tagpvid (Di sabl e tagpvid)
Current tag pvid support: enabled

Enter new tag pvid support [d/e]: d

UNTAG on pvid

>> apply EAppI y the port configurations)
>> save Save the port configurations)

VLANs 50



2 VLAN AOS CLI
2 VLAN
1. 2 VLAN 4 2

Mai n# /cfg/port 2 (Sel ect port 2: connection to server 1)
>> Port 2# tag e

Current VLAN tag support: disabled

New VLAN tag support: enabl ed

Port 2 changed to tagged.

Mai n# /cfg/port 18 (Sel ect uplink port 18)

>> Port 18# tag e (Enabl e taggi ng)

Current VLAN tag support: disabled

New VLAN tag support: enabl ed

Port 18 changed to tagged.

>> Port 18# apply (Apply the port configurations)
2. VLAN VLAN 1

VLAN

>> [cfg/l2/vlan 3
>> VLAN 3# add 2
Current ports for VLAN 3: enpty
Pendi ng new ports for VLAN 3: 2

>> VLAN 3# add 4

Port 4 is an UNTAGGED port and its current PVID is 1.
Confirmchanging PVID from1 to 2 [y/n]: vy

Current ports for VLAN 3: 2

Pendi ng new ports for VLAN 3:

>> VLAN 3# add 18
Current ports for VLAN 3: 2
Pendi ng new ports for VLAN 3: 18

>> VLAN 3# add 21 (Add port 21 to VLAN 3)
Current ports for VLAN 3: 2, 18
Pendi ng new ports for VLAN 3: 21

>> [cfg/l2/vlan 4
>> VLAN 4# add 2
Current ports for VLAN 4: enpty
Pendi ng new ports for VLAN 4: 2

>> VLAN 4# add 20

Port 20 is an UNTAGGED port and its current PVIDis 1.
Confirmchanging PVID from1 to 4 [y/n]: vy

Current ports for VLAN 4: 2

Pendi ng new ports for VLAN 4: 20

>> [cfg/port 4/tagpvid

Current tag pvid support: enabled
Enter new tag pvid support [d/e]: d
UNTAG on pvid

>> [cfg/port 20/tagpvid

Current tag pvid support: enabled
Enter new tag pvid support [d/e]: d
UNTAG on pvid

>> apply (Apply the port configurations)
>> save (Save the port configurations)
2 VLAN
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1 VLAN BBI
1 VLAN

1. 1 VLAN
a. CONFIGURE
b. Switch Switch Ports

—_— 10Gh nteiligent L3 Switch
~[03 Systemn

— Switch Pors
For-Based Faort Mirraring

Layer 2

FMOMN WMenu

Layer 3

QoS

~{{3 Access Control

~[27 Uplink Failure Detection

PPREE
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d. VLAN

I T e
e CT

e. Submit
2. VLAN
a. Virtual LANs Add VLAN

—5 F0Gh Inteligent i 3 Switch
~[03 Systemn

5 Switch Parts

-2 PortBased Part Mirraring
<5 Layer 2

~[7 802.1x

<3 virtual LARS

o Add Add YLAN

~{Z3 Spanning Tree Groups
-3 MSTR/IRSTP
~[E)Trunk Groups
~[E]Trunk Hash

~[BILACP

~[E)UpLink Fast
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b. VLAN VLAN ID VLAN (enabled)
Ports Available Add
VLAN 1 VLAN 2

c. Submit
2 VLAN

CONFIGURE | STATISTICS | DASHEOARD |

Revert [Diff  Dump

1. Apply 2. Verify

3. Save
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FDB

(FDB)
FDB
VLAN MAC
128 AOS CLI /cfgll2/fdb/static
FDB FDB FDB
MAC
FDB
FDB
[ ]
. (LACP)
FDB
FDB linfol/l2/fdb FDB
>> Forwar di ng Dat abase# dunp
MAC address VLAN Port Trnk State
00: 00: 2e: 9b: db: f 8 1 1 TRK
00: 00: 5e: 00: 01: f 4 1 21 FVWD
00: 01: 81: 2e: b5: 60 1 21 FWD
00: 02: a5: €9: 76: 30 1 1 TRK
00: 03: 4b: e2: 15:f1 1 21 FVWD
FDB
FDB
Mai n# /cfg/l2/fdb/static (Sel ect static FDB nenu)
>> Static FDB# add 00:60: af : 00: 02: 30
Enter VLAN nunber: 2
Enter port (1-21): 2
>> Static FDB# apply (Apply the configuration)
>> Static FDB# save (Save the configuration)
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Spanning Tree Protocol

(STP)

. (STG)

(STP)

STG 1
VLAN Spanning Tree Protocol (PVST+)

IEEE 802.1D Spanning Tree Protocol

(BPDU)

STG2 128

IEEE 802.1w Rapid Spanning Tree Protocol IEEE 802.1s Multiple Spanning Tree

Protocol RSTP MSTP
BPDU
2 BPDU
BPDU 2 64 IP
BPDU MAC
BPDU
BPDU BPDU BPDU
BPDU BPDU
BPDU BPDU ID BPDU
BPDU
1D BPDU
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AOS CLI
x/ port ylprior
0
0
. 10Gbps 2
o 100Mbps 19

/cfgl/12/stp x/port y/cost

STP

/cfgll2/stp x/brgl/prior

1

AOS CLI [cfgll2/stp
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(STG)

Portl7 ID1 STG
STG STG STG128
STG VLAN STG
STG VLAN VLAN STG
STG1 127 1 127 ID
STG 128 VLAN 4095

STG VLAN STG

VLAN

VLAN

VLAN 1 VLAN VLAN

VLAN
VLAN STG [cfgll2/stp <stg nunber>/add <vl an nunber>

VLAN

VLAN STG 1 STG

STG

VLAN STG
1. VLAN
2. VLAN STG
VLAN
. STG
. VLAN
STG ID
VLAN

VLAN
. STG
. STG BPDU STG BPDU
. STG
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STG STG

STG STG
. Portl7 VLAN1 STG1
. 1 VLAN VLAN 1 STG

VLAN STG VLAN STG

STG VLAN STG VLAN
. VLAN VLAN STG
STG VLAN STG
. VLAN STG VLAN1l STG1
VLAN
11 VLAN
1 VLAN
1 VLANs
VLAN 1

. Edge port status
o Port Fast Forward status

Spanning Tree Protocol 59



128 (STG) STG
STG 2
VLAN VLAN STG STG BPDU
STG VLAN 1
128 STG STG1 |IEEE 802.1D STP
VLAN STG PVST+ VLAN 1
IEEE 802.1s MSTP STG2 32 VLAN
RSTP  MSTP
21 1 2 VLAN VLAN1 VLAN?2
1 2
2 21 VLAN 2
9 1 2 VLAN
VLAN1,5TG 1
Switch 1 bl v Switch 2
YLAN 2, 5TG 1T
VLAM 2 is blocked by STP
VLAN1 VLAN?2
2 VLAN
10 VLAN
VLAM 1,5TG 1
Switch 1 Switch 2

WLAN 2, 5TG 2

Spanning Tree Group 1: VLAN 1
Spanning Tree Group 2; VLAN 2
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VLAN

1 16 VLAN
12 VLAN
VLAN 1 VLAN 2
1 1 2
20 21
2 1 2
20 21
VLAN 1 2
2 127 VLAN VLAN4095
1 STP/PVST+
1 VLAN 2 128 VLAN 1
1 AOS CLI
1. VLAN 1 VLAN AOS CLI
1 VLAN
2. VLANZ2 2

>> [cfgll2/stp 2
>> Spanning Tree G oup 2# add 2

(Sel ect Spanning Tree G oup 2)
(Add VLAN 2)

VLAN 2 1
3.
>> apply (Apply the port configurations)
>> save (Save the port configurations)
2 AOS CLI
1. VLAN 2 VLAN AOS CLI
VLAN
2. VLAN2 2
>> [cfgll2/stp 2 (Sel ect Spanning Tree G oup 2)
>> Spanning Tree Group 2# add 2 (Add VLAN 2)
3. VLAN2 1
4.
>> apply (Apply the port configurations)
>> save (Save the port configurations)
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1. VLAN
1
2. VLANZ2
a.
b.

Spanning Tree Protocol

BBI

1 VLAN
VLAN

CONFIGURE

Spanning Tree Groups

62

——=3 10Gb Intelligent L 3 Switch
[ System
-1 Switch Pors
-1 Port-Based Port Mirroring
Lt Layer?
[ 8021k
- Wirtual LANs
_é_é;Q_Spanninq Tree Groups
- [ MSTPRSTP
~[ETrunk Groups
~[ETrunk Hash
~[BILACP
~[EUpLink Fast

BBI



C. Spanning Tree Group ID Switch Spanning Tree State  on
VLAN VLANSs Available
Add VLAN 2 1

: Vian ID:Name
1:Default VLAN

CONFIGURE | STATISTICS | DASHEOARD |

[fF Durmip

1. Apply 2. Verify
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Port Fast Forwarding

Port Fast Forwarding

BPDU STG

NIC

Port Fast Forwarding

CLI
>> # [cfg/ll2/stp 1/port 20 (Sel ect port 20)
>> Spanning Tree Port 20# fastfwd ena (Enable Port Fast Forwardi ng)
>> Spanning Tree Port 20# apply (Make your changes active)
>> Spanning Tree Port 20# save (Save for restore after reboot)
Fast Uplink Convergence
Fast Uplink Convergence 2
60
Fast Uplink Convergence
FDB ARP
Fast Uplink Convergence
o 65500
. VLAN 3000
Fast Uplink Convergence STP

Fast Uplink Convergence

Fast Uplink Convergence CLI
>> # [cfg/l 2/ upfast ena (Enabl e Fast Uplink convergence)
>> Layer 2# apply (Make your changes active)
>> Layer 2# save (Save for restore after reboot)
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RSTP  MSTP

(IEEE 802.1D) 1
Rapid Spanning Tree Protocol (IEEE 802.1w) Rapid
Spanning Tree Protocol VLAN
Multiple Spanning Tree Protocol (IEEE 802.1s)
. Rapid Spanning Tree Protocol (RSTP)
. Multiple Spanning Tree Protocol (MSTP)
Rapid Spanning Tree Protocol (RSTP)
LAN
Spanning Tree Protocol
RSTP 1 STP 2 128 RSTP
RSTP STP
RSTP 802.1D 802.1D

BPDU 802.1D
(PVST)

RSTP
13 RSTP STP

Per VLAN Spanning Tree

STP

RSTP

RSTP MSTP

1 128
X) RSTP/MSTP

(/cfgll 2/stp x/port
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1 16
BPDU
BPDU STP
RSTP Duplex
(p2p)
auto
RSTP
Rapid Spanning Tree
. RSTP STP STP 1
. RSTP 1 STP VLAN 1
STP 2 128
RSTP
AOS CLI (BBl) RSTP
RSTP CLI
1. VLAN VLAN AOS CLI VLAN
2. RSTP
>> [cfgll2/nrst (Sel ect Multiple Spanning Tree nenu)
>> Mul tiple Spanning Tree# node rstp (Set npde to Rapid Spanning Tree)
>> Mul tiple Spanning Tree# on (Turn Rapid Spanning Tree on)
3.
>> # apply (Apply the configuration)
>> # save (Save the configuration)
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RSTP BBI

1. VLAN VLAN BBI
2. RSTP

a. CONFIGURE

b. MSTP/RSTP General

—_— T0GhH inteligent L3 Switch
-2 System

-3 Switch Paorts

~[01 Port-Based Port Mirroring
“ Layer 2

~[7 802.1x

~[ wirtual LAMs

~{Z] Spanning Tree Groups
5 MSTPIRSTP

£ General

----- CIST-Bridge

----- CIST-Ports
~[E) Trunk Groups
~[E]Trunk Hash
~BILACP
~[E)UpLink Fast

C. RSTP MSTP/RSTP State ON
MSTP/RSTP General Configuration

Fegion Mame Imyregian
Revision Level (0-65638) [1
Max. Hop Count @-607 IT
MSTP/RSTF Made |RSTP x|
MSTP/RSTP State joN =]

Submit | Default GIST |

d.  Submit

BLADE | cuci o wommom
NETWOR K

TECHNOLOGIES Apply Save  Hevert Biff Dump

1. Apply 2. Verify

3. Save

RSTP

VLAN

MSTP

67



Multiple Spanning Tree Protocol (MSTP)

IEEE 802.1w Rapid Spanning Tree Protocol

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP) STP 1 32
MSTP VLAN
VLAN
VLAN
MSTP
MSTP

. VLAN-STG

MSTP
Common Internal Spanning Tree (CIST)

1 MSTP

CIST

CIST
CIST

CIST

CIST

MSTP

RSTP

MSTP

MSTP

MSTP
MSTP VLAN 1

VLAN STP

VLAN CIST
VLAN 1

68

IEEE 802.1D (STP)

VLAN STG1 32

Common Internal Spanning Tree (CIST)

32



MSTP

MSTP

MSTP

CLl BBI MSTP
AOS CLI
VLAN VLAN
MSTP MSTP

AOS CLI VLAN

>> [cfgl/l2/ nrst

>> Multiple Spanning Tree# on

>> Mul tiple Spanning Tree# node nstp

(Sel ect Multiple Spanning Tree nenu)
(Set node to

Mul ti pl e Spanni ng Trees)
(Turn Ml tiple Spanning Trees on)

>> Mul tiple Spanning Tree# name xxxxxx (Define the Regi on nane)
>> Multiple Spanning Tree: rev XX

(Define the Region revision |evel)

VLAN

>> [cfg/l2/stp 2
>> Spanning Tree Group 2# add 2
>> Spanni ng Tree Group 2# apply

(Sel ect Spanning Tree G oup 2)
(Add VLAN 2)
(Apply the configurations)

BBI
VLAN VLAN BBI
MSTP  General
a. CONFIGURE
b. MSTP/RSTP General

VLAN

——3 10GH intelligent L 3 Switch

- System

3 Bwitch Ports
=3 PorkBased Port Mirroring

—] Layer2

-1 FDB

-0 8021

-3 Virtual LANs
I:I Spanning Tree Groups

——— 9 MSTRIRSTF
——F General
- ~[BCIST-Bridge

- ~[BCIST-Pors
B Trunk Groups
B Trunk Hash

- [BILACP

“[E]UpLink Fast
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RSTP

State ON

MSTP

MSTP/RSTP

d.

Submit

3. CIST-Bridge

a.

MSTP 70

MSTP/RSTP

CIST-Bridge
— 9 106G ntelligent { 3 Switch

-2 System
-3 Switch Paorts

~[01 Port-Based Port Mirroring

= Layer?
-2 802.1x

(1 EDB
~[03 Wirtual LAMs

~{1 Spanning Tree Groups
=5 MSTPIRSTP
- [B)General

—f=] CIST-Bridge
~RCIST-Ports
~[E) Trunk Groups
~[E]Trunk Hash

~[E)UpLink Fast




b.

[oH

Bridge Priority Max. Age Forward Delay

YWlan ID:Mame YWlan I0:Mame

—
—

4, CIST-Ports

a.

MSTP/RSTP

CIST-Ports
—]  10Gh intelligent L3 Switch
~[11 Svystemn
-3 Switch Parts
-2 Port-Based Port Mirraring

“ Layer 2

~{73 802.1x

-3 Virtual LANS

~{Z] Zpanning Tree Groups
<] MSTPIRSTP

----- [E)General

----- [E1CIST-Bridge

[ CIST-Ports
~[E]Trunk Groups
~[E)Trunk Hash
~BILACP
~[E]UpLink Fast

RSTP
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c.  Port Priority Path Cost Link Type CIST Port State  ON

d.  Submit

BLADE | GONFIGURE |  STATISTICS | DASHBOARD )
N E

T W OR K

TECHNOLOGIES

Apply.  Savée  Revert Diff  Dump

1. Apply 2. Verify

3. Save
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Quality of Service

QoS
Quality of Service (QoS)
. QoS
. ACL
. DSCP
. 802.1p
L[]
QoS
QoS
QoS
QoS
11 QoS
Ingress Porls Classity Meter Perform Queue and Egress
- Packets Traffic Actions Schedule
| =
| ; J ~
. L — f\LL N ACL . Drop/Pass; , COS
-_|— Filter Meter Re-Mark Queue
.
Differentiated Services (DiffServ) QoS DiffServ

IETF RFC2474 2475

DiffServ
IEEE 802.1p
Class of Service (COS)
Qos
[ ]
e 802.1p
e ACL

in-profile out-of-profile
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e DSCP 802.1p
e COS
.
o 2 COS
e COS
ACL
L]
. MAC
. MAC
e VLAN
.
. IEEE 802.1p
. IPv4
. IP
. IP
e ToS
e |P
14
1 ICMP
2 IGMP
6 TCP
17 UDP
89 OSPF
112 VRRP
. TCP/UDP
. 15 TCP/UDP
. 15 TCP/UDP
. 16 TCP/UDP
15
TCP/UDP TCP/UDP TCP/UDP
20 ftp-data 79 finger 179 bgp
21 ftp 80 http 194 irc
22 ssh 109 pop2 220 imap3
23 telnet 110 pop3 389 Idap
25 smtp 111 sunrpc 443 https
37 time 119 nntp 520 rip
42 name 123 ntp 554 rtsp
43 whois 143 imap 1645;1812 radius
53 domain 144 news 1813 radius accounting
69 tftp 161 snmp 1985 hsrp
70 gopher 162 snmptrap
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ACL

ACL

ACL

16 TCP

URG 0x0020
ACK 0x0010
PSH 0x0008
RST 0x0004
SYN 0x0002
FIN 0x0001
L]
. (Ethernet , SNAP, LLC)
[ ]
. Egress
Egress ACL 3
ACL QoS
L]
. DiffServ Code Point (DSCP)
. 802.1p
. COos
ACL
ACL ACL
ACL
ACL
ACL
1 ACL1 ACL 128
2 ACL 129 ACL 256
3 ACL 257 ACL 384
ACL
2 1
ACL ACL
ACL
(ACL)
ACL ACL ACL
ACL ACL ACL ACL
ACL
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ACL 384 ACL 1

1
ACL 200:
VLAN = 1
SIP = 10.10.10.1 (255.255. 255.0)
Action = permt
[ ]
ACL ACL
ACL Goup 1
ACL 382:
VLAN = 1
SIP = 10.10.10.1 (255.255. 255.0)
Action = pernmit
ACL 383:
VLAN = 2
SIP = 10.10.10.2 (255. 255. 255.0)
Action = deny
ACL 384:
PRI =7
DI P = 10.10.10. 3 (255.255.0.0)
Action = permt
ACL ACL 383 ACL 382
ACL ACL 1 ACL
ACL 1 ACL
384
ACL
QoS ACL
ACL
ACL In-Profile 1 In-Profile
Out-of-Profile
QoS
ACL In-
Profile Out-of-Profile
In-Profile
In-Profile
Out-of-Profile
Out-of-Profile
Kb/s 1Kb/s 1024
In-Profile
In-Profile
ACL
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ACL

. DSCP
. 802.1p
ACL ACL ACL
64 ACL
ACL
ACL (cfg/acl/acl x/stats ena)
AQOS CLI
(ACL)
ACL
ACL ACL
egrport ACL ACL egrport
egrport
>> Mai n# /cfg/acl/acl 255 (Define ACL 255)
>> ACL 255# ipv4/dip 100.10.1.116 255.255. 255. 255
>> Filtering | Pvd# ..
>> ACL 255# action deny
>> ACL 255# /cfg/port 20/acl gos (Add ACL to port 20)
>> Port 20 ACL# add acl 255
>> Port 20 ACL# apply
>> Port 20 ACL# save
20 IP 100.10.1.116
2
>> Mai n# /cfgl/acl/acl 256 (Define ACL 256)
>> ACL 256# ipv4/sip 100.10.1.0 255.255.255.0
>> ACL 256# ipv4/dip 200.20.1.116 255.255. 255. 255
>> Filtering | Pvd# ..
>> ACL 256# action deny
>> ACL 256# /cfg/port 20/acl gos (Add ACL to port 20)
>> Port 20 ACL# add acl 256
>> Port 20 ACL# apply
>> Port 20 ACL# save
20 IP 100.10.1.0/24 IP
200.20.1.116
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>> Main# /cfgl/acl/acl 1

>> Filtering Ethernet# ..
>> ACL 1# action deny
>> ACL 1# stats e

>> ACL 1# /cfglacl/acl
>> ACL 257# egrport 21
>> ACL 257# action deny
>> ACL 257# stats e

>> ACL 257# /cfgl/port 20/acl gos
>> Port 20 ACL# add acl 1

>> Port 20 ACL# add acl 257

>> Port 20 ACL# apply

>> Port 20 ACL# save

257

(Define ACL 1)

>> ACL 1# et hernet/smac 00:21:00:00:00:00 ff:ff:ff:ff.ff.ff

(Define ACL 257)

(Add ACL 1 to port 20)
(Add ACL 257 to port 20)

MAC 00:21:00:00:00:00 Port23
Port24
BBI
1.
a. CONFIGURE
b. Access Control Lists Add ACL

——=3 10Gh intelligent L 3 Switch

System

Switch Ports

Fort-Based Port Mirroring
Laver 2

RMOMN Menu

Layer 3

QoS

Access Control

|
.59 Access Control Lists
——Add Add ACL

_ “{] Access Control List Groups
(1] Unlink Failure Detection
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c. ACL Filter Action  Deny Ethernet Type IPv4
Destination IP Address  100.10.1.116

265265 266260
265265 266255

fff Dizabled |

d.

' GONFIGURE | STATISTICS | DASHECARD |

Apply Save  HRewert Diff  Dump

1. Apply 2. Verify

3. Save
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3. 1 ACL1
a. CONFIGURE
b. Switch Ports

—= 10Gh telligent L3 Switch
-] System
—_—t Cwiteh Ports
Fort-Based Port Mirroring
Layer 2
RMOMN Menu
Layer 3
W]u}=:
-1 Access Contral
-2 Uplink Failure Detection

PPBEE
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d. ACL

'_i

[ ACL GrouplD

e. Submit

' CONFIGURE | STATISTICS | DASHBOARD )
Appht 5 Revert [Diff  Dump
1. Apply 2. Verify
3. Save

Quality of Service 81



DSCP

IP TOS 6 DiffServ Code Point (DSCP)
DSCP
QoS
Differentiated Services
DSCP IP
Differentiated Services(DS) 1 DS Code Point(DSCP) 6
QoS
DSCP QoS DSCP 64 (0 63)
12 3 1Pv4
Version | pg Length ID |offset| TTL | Proto | FCS | SIP | DIP | Data
Length
\ T
\ _‘-‘-‘-‘_—_‘-‘_‘_‘__-‘—‘—-—\_
\ ——-—-_.______‘_‘__
5 T
T T T T T I
Differentiated Services Code Point (DSCP) unused ‘
! Il
7 "6 5 43t a1
DSCP
. DSCP
. DSCP 802.1p
Per Hop Behavior
DSCP Per Hop Behavior(PHB) PHB
DSCP
QoS IEEE
PHB
. Expedited Forwarding(EF) Egress EF
EF PHB RFC 2598
. Assured Forwarding(AF) 4
AF PHB RFC 2597
17
1 2 3 4

AF11 (DSCP 10)  AF21(DSCP 18)  AF31(DSCP 26)  AF41 (DSCP 34)
AF12 (DSCP 12)  AF22 (DSCP20)  AF32(DSCP28)  AF42 (DSCP 36)
AF13 (DSCP 14)  AF23(DSCP22)  AF33(DSCP30)  AF43 (DSCP 38)

. Class Selector(CS) PHB 8
Cs7 CS0 CS PHB RFC
2474
18 Class Selector
DSCP
CSs7 56
CS6 48
CS5 40
CS4 32
CS3 24
CS2 16
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CS1 8
CS0 0
QoS
19 QoS
PHB 802.1P
Critical CS7 7
Network Control CS6 6
Premium EF, CS5 5
Platinum AF41, AF42, AF43, CS4 4
Gold AF31, AF32, AF33, CS3 3
Silver AF21, AF22, AF23, CS2 2
Bronze AF11, AF12, AF13, CS1 1
VLAN QoS
802.1p IEEE 802.1q VLAN
802.1p
Class of Service (COS) COS (COSsq) COSs
COSq
(WRR) 1 COSq 1 15
COSs (COsqg) 2 8
IEEE 802.1p 8 o 7 7 OSPF RIP
5 6
0
802.1p
802.1p
13 2802.1q/802.1p VLAN
Preamble SFD DMAC [SMAC| Tag |E Type| Data | FCS
—
_.--'-""__'_Fr'__-r.r_ -\\1‘-"“\
e
_f*”'_f_f \\“‘\
| T T T T T T I T T T T T
Priority WLAN Identifier (VID)
| | | | [ | | | 1 1 | 1
| 1 | | T 1
7'6'5' 4 3 21 0/7'6'5°4°3"2" 10
Ingress
. VLAN 802.1p
. (/cfgl/port x/8021ppri)
802.1p
Egress COS COS
/cfg/qos/8021p/cur 802.1p COSq COSq
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>> 802. 1p# cur

Current priority to COS queue configuration:
Nunmber of COSq: 2

Priority COSg Wi ght

~NO O WNEO
PRPPRPPOOOO
NNNNRPRPRRPPRE

802.1p AOS CLI

1. 802.1

>> Mai n# cfg/port 20 (Sel ect port)

>> Port 20# 8021ppri (Set port’s default 802.1p priority)
Current 802.1p priority: O

Enter new 802.1p priority [0-7]: 1

>> Port 20# apply

2. 802.1p COos COos
>> Mai n# cf g/ qos/8021p (Sel ect 802.1p nenu)
>> 802. 1p# priq (Set COS queue assignments)

Enter priority [0-7]: 1

Current COS queue (for priority 1): O

Enter new CCS queue (for priority 1) [0-1]: 1

>> 802. 1p# qwei ght (Set COS queue wei ghts)
Enter COS queue [0-1]: 1

Current weight (for COS queue 1): O

Enter new wei ght (for COS queue 1) [0-15]: 1

>> 802. 1p# apply
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802.1p BB

1. 1 ACL1
a. CONFIGURE
b. Switch Ports

—= 10Gh Itelligent L3 Switch
-2 System
—_— Switch Pors

Port-Based Port Mirraring
Layer 2

RMOM Menu

Layer 3

QoS5

~21 Access Control

~{21 Uplink Failure Detection

&5*%5@3@5*%
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d. 802.1p

Suenpaiswe oo
e T
Ve o

e.  Submit
2. 802.1p CcoSs
a. CONFIGURE
b. 802.1p Priority-CoS

——3 10Gh Intelligent L 3 Switch
System

Switch Pors

Port-Based Part Mirrating
Layer 2

RMOM Menu

f=] Priotity - CoS
~[E)C0oS - Weight
~[E)Ports Priority Table
~[Z)Mumber of CoS
~[{3 Access Control

-3 Uplink Failure Detection
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Select

d.

802.1p

802.1p

e.
3. COs
a.
b.

Submit

802.1p

CONFIGURE
CoS-Weight

——&3 106b intelligenti 3 Switch

System

Switch Pors

Port-Based Part Mirrating
Layer 2

RMOM Menu

F H

~[{3 Access Control

-3 Uplink Failure Detection
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c. COs

Select

d. COs

e.  Submit
4,
' CONFIGURE | STATISTICS | DASHECARD |
Tt Riff Dump
1. Apply 2. Verify
3. Save
COSs (COSsq) 2 8
ACL COSq 802.1p
COSq
COos
. cos 802.1p
. COs
802.1p (/cfg/qos/8021p) COS
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IP

IP

IP

VLAN

VLAN IP

UDP

89



LAN

14

Internet

90

Admin. Subnet g

Internet

Y

Admin/Sales

/

[’}1
- =
o

Eng/Staff2/Sales

— e
Swilcwg

-

SleElver Subnet

I
b 10G Switch —‘—-—
o > SWILCN

FODI y Router

=

Blade Enclosure



15

First Floor Second Floor
10/100 Client Subnet 10/100 Client Subnet
100.20.10.2-254 131.15.15.2-254

100 Mbps

Primary Default

Router: 205.21.17.1 IF #2 IF #3 Server Subnet:

206.30.15.2-254
Slf?tGh IF#q [ TR—
? wite S —
1000 Mbps IE¥

Secondary Default
Router: 205.21.17.2

1

31IP

UDP

31IP

Blade Enclosure

(CLI)

VLAN

20

IP

205.21.17.1

205.21.17.2

100.20.10.2-254

131.15.15.2-254

AWIN|F

206.30.15.2-254
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2. IP
4 IP 4 IP
21 IP
IP
IF1 205.21.17.3
IF 2 1 100.20.10.1
IF 3 2 131.15.15.1
IF 4 206.30.15.1
CLI IP
>> # [cfg/l3/if 1 (Select IP interface 1)
>> | P Interface 1# addr 205.21.17.3 (Assign | P address)
>> | P Interface 1# ena (Enable IP interface 1)
>> |P Interface 1# ../if 2 (Select IP interface 2)
>> | P Interface 2# addr 100.20.10.1 (Assign | P address)
>> | P Interface 2# ena (Enable IP interface 2)
>> |P Interface 2# ../if 3 (Select IP interface 3)
>> | P Interface 3# addr 131.15.15.1(Assign |P address)
>> | P Interface 3# ena (Enable IP interface 3)
>> |P Interface 3# ../if 4 (Select IP interface 4)
>> | P Interface 4# addr 206.30.15.1(Assign | P address)
>> | P Interface 4# ena (Enable IP interface 4)
3. IP
IP
4.
>> |P Interface 5# ../gw 1 (Sel ect primary default gateway)
>> Default gateway 1# addr 205.21.17.1(Assign | P address)
>> Default gateway 1# ena (Enabl e primary default gateway)
>> Default gateway 1# ../gw 2 (Sel ect secondary default gateway)
>> Default gateway 2# addr 205.21.17.2(Assign address)
>> Default gateway 2# ena (Enabl e secondary default gateway)
5.
>> Default gateway 2# ../fwd (Sel ect the I P Forwardi ng Menu)
>> | P Forwar di ng# on (Turn I P forwardi ng on)
>> | P Forwardi ng# apply (Make your changes active)
>> | P Forwarding# /cfg/l3/cur (View current | P settings)
6.
\>> | P# save (Save for restore after reboot)
VLAN
IP
VLAN
1 1 1 VLAN
1. IP VLAN
VLAN
IP 92




22 VLAN
VLAN IP VLAN
1 1 2 20 1
2 3 21 1
2 1 18 2
1 19 2
3 1 4 3
2 4 3
2. VLAN
VLAN
>> # [cfg/l2/vlian 1 (Sel ect VLAN 1)
>> VLAN 1# add port 20 (Add port for 1st floor to VLAN 1)
>> VLAN 1# add port 21 (Add port for 2nd floor to VLAN 1)
>> VLAN 1# ena (Enabl e VLAN 1)
>> VLAN 1# ../VLAN 2 (Sel ect VLAN 2)
>> VLAN 2# add port 18 (Add port for default router 1)
>> VLAN 2# add port 19 (Add port for default router 2)
>> VLAN 2# ena (Enabl e VLAN 2)
>> VLAN 2# ../VLAN 3 (Add port for default router 3)
>> VLAN 3# add port 1 (Sel ect VLAN 3)
>> VLAN 3# add port 2 (Sel ect port for common server 1)
>> VLAN 3# ena (Enabl e VLAN 3)
VLAN
Port 4 is an untagged port and its current PVIDis 1.
Confirmchanging PVID from1l to 2 [y/n]?
vl VLAN ID (PVID)
3. P VLAN
3 VLAN P VLAN
>> VLAN 3# /cfg/l3/if 1 (Select IPinterface 1 for def. routers)
>> |P Interface 1# vlan 2 (Set to VLAN 2)
>> |P Interface 1# ../if 2 (Select IPinterface 2 for first floor)
>> |P Interface 2# vlan 1 (Set to VLAN 1)
>> |P Interface 2# ../if 3 (Select IPinterface 3 for second fl oor)
>> |P Interface 3# vlian 1 (Set to VLAN 1)
>> |P Interface 3# ../if 4 (Select IPinterface 4 for servers)
>> |P Interface 4# vlian 3 (Set to VLAN 3)
4.
>> | P Interface 4# apply (Make your changes active)
>> |P Interface 4# /info/vlan (View current VLAN information)
>> | nformati on# port (View current port information)
5.
>> | nformati on# save (Save for restore after reboot)
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Routing Information Protocol(RIP)

Routing Information Protocol(RIP)
TCP/IP RIP 1 (RIPv1) RIP
2 (RIPv2)

RIP
RIP

RIP

RIP 1

RIP 16

RIP

RIP
30
180
120

RIP

RIPv1

RIP 1 ubP

RIPv2 RIPvl1 RIPv2 RFC 1058
RFC 2453

RIPv2

RIPv2 RIP
RIPv2 RFC 1723 RFC
2453
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RIPv2 UbP 224.0.0.9

RIPV2
RIPv1 RIPv2
RIPv2  RIPv1 1 RIPvV2
RIPv1
uDP RIPv1
RIPvV1
1 RIPv1 RIPV2
1
RIPv1 RIPV2
RIP
RIP
16
Triggered update
Triggered update (/cfg/I3/riplif x/trigg ena)
Triggered update
RIPV2 IP (224.0.0.9)
RIPv1 RIPvV2
IGMP
RIPv2  RIPvl
RIP 0.0.0.0
1 15
16
RIPV2
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RIP

. RIPv2 RIPv1
RIPv2 RIPv2
. RIPv2 RIPv1
RIPv2 RIPv2
cfg/I3/rip/if x/auth RIPv1
RIPv1
RIP RIP
RIP RIP

1. VLAN

>> Mai n# cfg/l2/vlan 2/ena (Enabl e VLAN 2)

>> VLAN 2# add 20 (Add port 20 to VLAN 2)

Port 20 is an UNTAGGED port and its current PVID is 1.
Confirmchanging PVID from1 to 2 [y/n]: vy

>> VLAN 2# /cfg/l2/vlan 3/ena (Enabl e VLAN 3)
>> VLAN 3# add 21 (Add port 21 to VLAN 3)

Port 21 is an UNTAGGED port and its current PVIDis 1.
Confirmchanging PVID from1 to 3 [y/n]: vy

2. IP VLAN
>> Main# cfg/l3/if 2/ena (Enabl e interface 2)
>> | P Interface 2# addr 102.1.1.1 (Define I P address for interface 2)
>> | P Interface 2# vlan 2 (Add interface 2 to VLAN 2)
>> |P Interface 2# /cfg/13/if 3/ena (Enabl e interface 3)
>> | P Interface 3# addr 103.1.1.1 (Define I P address for interface 3)
>> | P Interface 3# vlan 3 (Add interface 3 to VLAN 3)
3. RIP RIP RIP
IP Forwarding (/cfg/I3/frwd/on)
>> Main# cfg/l3/rip on (Turn on R P gl obally)

>> Routing Information Protocol# if 2/ena (Enable RIP on IP interface 2)
>> RIP Interface 2# ..

>> Routing Information Protocol# if 3/ena (Enable RIP on IP interface 3)
>> RIP Interface 3# apply (Apply your changes)

>> RIP Interface 3# save (Save the configuration)

/maint/route/dump

RIP 16
finfo/I3/rip/routes
RIP
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IGMP Snooping

IGMP
L]
o IGMPV3
. Fast Leave
o IGMP
[ )
o IGMP
Internet Group Management Protocol (IGMP) P
RFC 2236 ) IP
IGMP Query Report IP
IP
IGMP
IGMP 1 2
3
IGMP Membership Report
P
IP

o P (Mrouter) Membership Query

VLAN
. Membership Report

Mrouter  Membership Report
. Mrouter
. Mrouter Membership Query
Membership Report Mrouter

. Leave report Mrouter  Leave report
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IGMPV3

IGMPv3 IGMP Membership Report
RFC3376 IGMPv3 Membership Report
IGMPV3 Source-Specific Multicast(SSM) SSM
IGMPV3
. INCLUDE
IP
. EXCLUDE
IP Exclude
EXCLUDE
[cfg/I3/igmp/snoop/igmpv3/exclude dis
IGMPv3 Group Record
/cfg/I3/igmp/snoop/igmpv3/source <1-64>
IGMPV3 IGMPv1 IGMPv2
1

/cfg/I3/igmp/snoop/igmpv3/viv2 dis

Fast Leave

IGMP IGMPV2 leave Group-Specific

Query
. IGMP Membership Report
L]
VLAN  Fast Leave
IGMP Leave
Fast Leave 1 VLAN

IGMP
IGMP

IGMP
Membership Report P
Membership Report
IGMP IGMP
IGMP
IGMP IP
IGMP 1

IGMP 2
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IGMP IP
IP 224.0.0.0 239.255.255.255

IGMP IP
IP
Membership Report

2
VLAN
Mrouter IGMP
17
16 Mrouter
VLAN Mrouter IGMP

(Mrouter)

Mrouter

IGMP

Mrouter
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IGMP

AOS CLI BBl IGMP
IGMP AOS CLI
1. VLAN VLAN AOS CLI VLAN
2. VLAN IGMP
>> [cfg/l3/ignp/on (dobally turn | GW on)
>> | GW# snoop (Sel ect | GW Snoopi ng nmenu)
>> | GW Snoop# add 1 (Add VLAN 1 to | GVWP Snoopi ng)
>> | GW Snoop# apply (Make your changes active)
3. IGMPv3
>> | GW Snhoop# ignpv3 (Sel ect 1GWv3 nenu)
>> | GW V3 Snoop# ena (Enabl e 1 GWv3 Snoopi ng)
>> | GW V3 Snoop# apply (Apply the configuration)
>> | GW V3 Snoop# save (Save your changes)
4. IGMP
>> [infol/l3/ignp (Select | GW Informati on nenu)
>> | GWP Mul ticast# dunp (Show | GW Group infornation)
Note: Local groups (224.0.0.x) are not snooped and will not appear.
Sour ce G oup VLAN  Port Ver si on Mbde Expires Fwd
224.10.2.0 232.1.0.0 2 18 V3 INC 4:17 Yes
>> [infoll3/ignp/nrouter (Sel ect Mouter |Information nmenu)
>> | GW Multicast Router# dunp (Show | GW G oup information)
VLAN Por t Ver si on Expires Max Query Resp. Tine RV Q@QC
1 21 V2 atatic unknown - -
2 20 V3 4:09 128 2 125
IGMP IGMP Mrouter
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IGMP AOS CLI
1. IGMP

>> [cfg/l3/ignp/ignmpflt (Select 1GW Filtering nmenu)
>> |GW Filter# ena (Enable | GW Filtering)
Current status: disabled

New status: enabl ed

2. IGMP
>> [cfg/l3/ignp/ignmpflt (Select 1GW Filtering menu)
>>|GW Filter# filter 1 (Select Filter 1 Definition menu)

>>|GW Filter 1 Definition# range 224.0.1.0 (Enter first IP
address of the range)

Current multicast address2:

Enter new multicast address2: 226.0.0.0 (Enter second IP
address of the range)

Current multicast addressi:

New pendi ng mul ticast addressl: 224.0.1.0

Current multicast address2:

New pendi ng mul ticast address2: 226.0.0.0

>>|GW Filter 1 Definition# action deny (Deny nmulticast traffic)

>>|GW Filter 1 Definition# ena (Enable the filter)
3. IGMP
>> [cfg/l3/ignp/ignpflt (Select IGW Filtering menu)
>>|GW Filter# port 21 (Sel ect port 21)
>>| GWP Port 21# filt ena (Enable IGW Filtering on the port)

Current port 21 filtering: disabled
New port 21 filtering: enabled

>>| GW Port 21# add 1 (Add IGW Filter 1 to the port)
>>| GW Port 21# apply (Make your changes active
Mrouter AOS CLI

1. Mrouter VLAN
>> [cfgl/l3/ignp/nrouter (Sel ect | GW M outer menu)

>> Static Miulticast Router# add 20 (Add port 20 as Static
M out er port)
Ent er VLAN nunber: (1-4094) 1 (Enter the VLAN nunber)
Enter the version number of nrouter [1]2]|3]: 2 (Enter the | GW
ver si on number)

2.
>> Static Multicast Router# apply (Apply the configuration)
>> Static Multicast Router# cur (View the configuration)
>> Static Multicast Router# save (Save the configuration)
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IGMP BBI

1. VLAN VLAN BBI VLAN
2. IGMP

a. CONFIGURE

b. IGMP IGMP Snooping

——3 10Gh inteiligent { 3 Switch

Systemn

Switch Pors

Fort-Based Port Mirroring
Layer 2

Rk Wenu

Layer 3

IP Interfaces
Metwork Routes
ARP
Metwoark Filters
Foute Maps
Default Gateways
— [GMP
(1 IGMP Filters
~{Z1 IGMP Static Mrouter

[J] T
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c. IGMP

D CTo
Farer U e AP Swpne e =
e T e

WLAN ID:#

WLAN ID:#

d. Submit

| CONFIGURE | STATISTICS | DASHEOARD

Appht Save it Biff Dump

1. Apply 2. Verify

3. Save
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IGMP BBI

1. IGMP
2. IGMP
a. CONFIGURE
b. IGMP IGMP Filters

——= 10Gh inteiligent I 3 Switch
System

Switch Pors

Port-Based Port Mirrating
Layer 2

FRMOMN Menu

=y Layer3

[P Interfaces

Metwork Routes

ARP

Metwork Filters

Foute Maps

Default Gateways
IGMP

(2 1GMP Snooping
23 [GMP Filters

(] IGMP Static Mrouter

PPDEE

PPDEEDD

c. IGMP

Enabled ¥

T o ooy

d. Submit
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3.

IGMP
Layer 3 > IGMP > IGMP Filters > Add Filter

a.

b.

[oH

—i 3 10Gh intefigent L3 Switch

PEEEDD

Svstemn

Switch Ports

Fort-Based Port Mirraring

PEERPDRE

Layer 2

RMarM Menu

Layer 3

[P Interfaces
Metwork Routes
ARP

Metwark Filters
Route Maps
Default Gateways
[GhP

{27 1GMP Snooping
=3 |GMP Filters
—Addl Add Filter

IGMP

Submit

----- [E)Switch Ports
-2 1GMP Static Mrouter

24.01.0
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4, IGMP
a. Layer 3 >IGMP > IGMP Filters > Switch Ports

—_—i ] 10Gh bteligent L 3 Switch
Svstemn

{03 Switch Paorts

{3 Por-Based Por Mirraring
~{21 Layer 2
=3

RN Menu
Layer 3

~[0 1P Interfaces

~(I1 Metwork Routes

~{21 Metwork Filters

~[11 Route Maps

-2 Default Gateways

= IGMP

{27 1GMP Snooping

=3 |GMP Filters
~Addl Add Filter

[ Switch Ports

-2 1GMP Static Mrouter
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C. IGMP IGMP Filters Available
Add

Filter ID Filter ID

d. Submit

CONFIGURE | STATISTICS | DASHBOARD |

Apply.  Zave Riff  Dump
1. Apply 2. Verify
3. Save
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BBI

1. Mrouter
a. CONFIGURE
b. Switch IP Menu > IGMP > IGMP Static MRouter > Add Mrouter

——9  10Gh htelligent I 3 Switch
~{Z] Swstemn

~{Z7] Switch Paorts

~{03 Por-Based Port Mirraring
-2 Layer 2

-2 RMOM Menu

= Laver 3

IP Interfaces

MHetwork Routes

ARP

Metwaork Filters

Foute Maps

Default Gatewvays
IGMP

(13 IGMP Snooping
[ IGMP Filters

23 IGMP Static Mrouter
weadd Add Mrouter

CEDPRDD

C. VLAN ID IGMP
Static Multicast Router Configuration for Port

Mrouter Port ID fees 1, 14,0 IZEI

YWlan ID |1

IGMP Version? |versions x|

Submit I Delete I

d. Submit

BLADE

N ETWORK o
TECHNOLOGIES Save Rewert [iff Dump

1. Apply 2. Verify

3. Save
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OSPF

Open Shortest Path First(OSPF)

OSPF 2
. OSPF OSPF
(adjacency)
OSPF
. OSPF
OSPF

. OSPF

. OSPF

[ ]

L]
OSPF (AS) IP

AS
LSDB
OSPF
OSPF
AS
0

AS
OSPF
. 1

. Not-So-Stubby-Area(NSSA)
NSSA

NSSA

(link state database)

Designated Router

(LSDB)

AS
OSPF

RFC1583
OSPF

(neighbor)

AS
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16 OSPF

o = Backbone Tt~
. Area 0 e
/ (Also a Transit Area) > \
\ 7
N _ ABR / ABR i
3 ABR -
- .~ o — = = = =
P ~ - = - - ~
Ly \ o NS ’ \
/  Internal LSA \ s X / _
/ Routes Ny v ) el
; v\ Stub Area , | Transit Area |Link
Not-So-Stubby Area | | No External Routes \
l from Backbone \ ¢
! N ’ =~ -
External LSA / g S - ——
Routes 7 T - ~
ASBR 7 e \
X 'h-..\ .- !/ s \
[ tub Area, NSSA,
- "‘“*==—’~§‘ i ABR = Area Border Router [ or Transit Area |
7 N ASBR = Autonomous System '  Connected to Backbone !
Non-OSPF Area ] Boundary Router \ via Virtual Link /
. RIPBGPAS 7/ L /
- o2 = ~ - #
OSPF
OSPF
. (Internal Router: IR)
LSDB
. (Area Border Router: ABR)
1 LSDB
. (Autonomous System Boundary Router: ASBR) RIP BGP
OSPF OSPF
17 OSPF
OSPF Autonomous System
/ - - Tl — - N\
BGP i Backbone S #7 g
: AT Area 0 i v Area 3 \ :
4 /7 LY ' AY
= / : _ \
Ext I\.A' — Inter-Area Routes 4 'Z:FN"*AB\ ;
iome | '\ ASBR (Summary Routes) L a
Routes | N 4 N 7
Tl S "
I o = - N —_-— I
RIP 1 L — 3 % I
A |
——— |
e I
Interna 5
Router , '
s |
Area2 _~- /
(neighbor) (adjacency)

hello

hello interval, dead interval
hello
hello
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hello

hello 1 Designated Router(DR)
1 Backup Designated Router(BDR) DR
DR DR
BDR DR BDR DR
DR
(LSDB)
OSPF
DR
OSPF
(LSDB)
Link-State Advertisement(LSA) LSA
LSDB OSPF
LSA
LSA LSDB
DR BDR
OSPF
Shortest Path First Tree
OSPF
OSPF
RIP RIPv2
AS
AS OSPF
AS AS
AS
IP 192.204.4.0/24
192.204.4.0/24
OSPF 1 4K
OSPF
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. DR BDR

. ID
L]
(CLn (BBI)
SNMP OSPF
CLI interface output cost interface priority dead interval hello interval
retransmission interval interface transit delay
OSPF hello SPF
. LSA
. Shortest Path First (SPF) interval
L]
L]
2
OSPF 1 0
OSPF
OSPF AS
3 OSPF OSPF
OSPF areaindex arealD 2 OSPF

>> # [cfgl/l 3/ ospf/aindex <area index>/areaid <n.n.n.n>

aindex OSPF
OSPF areaid
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aindex <area index>

© 2

OSPF
OSPF 0 1
ID
ID
. ID
[cfgll3/ospf/aindex O/areaid 0.0.0.0
0 ID 0
[cfg/I3/ospflaindex 1/areaid 0.0.0.1
1 ID 1
[ ]
[cfg/I3/ospflaindex 1/areaid 0.0.0.0
1 ID 0
[cfg/I3/ospflaindex 2/areaid 0.0.0.1
2 ID 1
OSPF
OSPF areaid < IP address > OSPF
2 ID
2
. (0.0.0.n)
OSPF D 1 Cisco 10S
“network 1.1.1.0 0.0.0.255 area 1” “area 1”
ID “area 1” *“areaid 0.0.0.1”
° P
OSPF ID
“‘area 2.2.2.2” OSPF 2 “areaid 2.2.2.2”
ID
ID
OSPF
P OSPF
>> # [cfg/l3/ospf/if <interface nunber>/ai ndex <area index>
IP 14  10.10.10.1/24 OSPF 1

>> # [cfg/l3/if 14

>> | P Interface 14# addr 10.10.10.1

>> | P Interface 14# mask 255.255.255.0
>> | P Interface 14# ena

>> | P Interface 14# ../ospf/aindex 1

>> OSPF Area (index) 1 # areaid 0.0.0.1
>> OSPF Area (index) 1 # ena

>> OSPF Area (index) 1 # ../if 14

>> OSPF Interface 14# aindex 1

>> OSPF |Interface 14# enable

(Select menu for IP interface 14)

(Define | P address on backbone network)

(Define | P mask on backbone)
(Enable I P interface 14)

(Sel ect menu for area index 1)
(Define area | D as OSPF area 1)
(Enabl e area index 1)

(Sel ect OSPF nenu for interface 14)

(Attach area to network on interface 14)
(Enabl e interface 14 for area index 1)
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OSPF

‘ >> # [cfg/l3/ospf/if <OSPF interface nunmber>/cost <cost val ue (1-65535)>

DR BDR
2
Designated Router(DR) DR Backup Designated
Router(BDR)
DR BDR hello OSPF

>> #/cfgl/l3/ospf/if <OSPF interface nunber>/prio <priority value (0-255)>

255 1 0
DR BDR ID

OSPF

16 IP

\>> # [ cfgll 3/ ospf/range <range nunber>/addr <IP address>/ mask <mask>

<range number> 1 16 <IP address> IP
<mask> IP
OSPF
ABR
OSPF 1 ABR NSSA Area 1
P IP
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18

S1u_l:_| Area Backbone Stub Area
s TAreal ™ _ -7 " Area0 g~ Area2 >
/ \
;IR Metric: N " ABR IR\
800 Priority [[F1 gt — i IF \
! v Default # \
| . ’. Route Priority|
| Default DefauItI
\ Route ‘ 5 Routel
\\ S N s /
s
~ A > ~— o - = _ b ~ #
ASBR to
External Networks
Blade Enclosure Blade Enclosure
ABR ASBR OSPF Area 0 Area?2
1
ABR

\>> # /cfgl/l 3/ ospf/default <metric value> <netric type (1 or 2)>

<metric value>
none 1

>> # [cfg/l 3/ ospf/default none

OSPF

NSSA

>> # [cfg/l 3/ ospf/aindex <area index>/type transit

‘ >> # [cfg/l3/ospf/virt <link nunber>/ai ndex <area index>/nbr <router |D>

<link number> 1 3 <areaindex> OSPF
<router ID> (nbr) IP
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ID

OSPF ID ID IP
P OSPF ID IP
ID 2
. OSPF P IP ID
. ID

>> # [cfg/l3/rtrid <IP address>

ID ID 0.0.0.0
ID

>> # [infoll 3/ ospf/gen

OSPF
OSPF
OSPF P
1 MD5
0 test 2
1 OSPF
19 OSPF
4 Areal ™ ,"‘"'_'Ar;a-a""‘x\
’ N / & Simple authentication ~
Application® 7 __S \
SWItCh.? \
| —
g ) gf\ABH Appllcatnon Sw"‘*’:’
’ 4 Appllcatlon \\ E3 switch 1
/ switch 5w — >
Iarea 2 IF 5 " Virtual link

_____ Blade Enclosure

! key=aiteon| ASBR to
\ External Networks
Switch 4 7/
s
Blade Enclosure
OSPF
1. 1 2 3 0 OSPF

>> # [cfg/l 3/ ospf/aindex 0/auth password

2. 1 2 3 0 OSPF IP 8

>> # [cfg/l3lospf/if 1
>> OSPF Interface 1 #

>> OSPF Interface 1 # .

>> OSPF Interface 2 # key test
>> OSPF Interface 1 #

>> OSPF Interface 3 #
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3. 4 2 OSPF
>> # [cfg/l 3/ ospf/aindex 2/auth password
4, 2 4 2 0 8
>> # [cfg/l3/ospf/virt 1/ key alteon
MD5
5. 1 2 3 0 OSPF MD5
|>> # /cfgl/l3/ospf/aindex 0/auth nu5
6. 1 2 3 0 MD5 ID
>> # [cfg/l 3/ ospf/ nmi5key 1/key test
7. 1 2 3 OSPF MD5 ID
>> # [cfgll3/ospf/if 1
>> OSPF Interface 1 # ndkey 1
>> OSPF Interface 1 # ../if 2
>> OSPF Interface 2 # nmdkey 1
>> OSPF Interface 1 # ../if 3
>> OSPF Interface 3 # ndkey 1
8. 4 2 OSPF MD5
>> # [cfg/l 3/ ospf/aindex 2/auth md5
9. 2 4 2 0 MD5
|>> # /cfgll3/ospf/md5key 2/key alteon
10. 2 4 OSPF MD5 ID
|>> # [cfg/l3/ospf/virt 1/ mdkey 2
OSPF
IP
. ABR
1 ABR OSPF
IP
IP
ABR
. ABR
ABR ABR
ABR
ABR
. Equal Cost Multipath(ECMP)
ECMP ECMP

IP

OSPF
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OSPF RIP

OSPF
OSPF
OSPF
[ ]
. OSPF
. OSPF
. X.25 ATM
OSPF
OSPF
. IP
OSPF IP 1 IP
. 1D
ID
. OSPF
. OSPF
. OSPF
IP
o OSPF
L[]
[ ]
OSPF AOS CLI
2 OSPF
IP 0.0.0.0
IP
IP
20 OSPF
Backbone Stub Area
~ Area0 > _ 10G Switch - Areal >
/ (0.0.0.0) (0.0.0.1) \
/ IF 1 IF 2 \
\ 10.10.71 10.10.121 |
\ Network Network " ¢
<10.107.0/24 10G Switch SIS e
Blade Enclosure
OSPF
1. OSPF IP
IP 2 10.10.7.0/24
10.10.12.0/24 1
>> # [cfg/l3/if 1 (Select nmenu for IP interface 1)
>> |P Interface 1 # addr 10.10.7.1 (Set | P address on backbone networ k)
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>> | P Interface 1 # mask 255.255.255.0 (Set 1P mask on backbone network)
>> |P Interface 1 # enable (Enable I P interface 1)
>> |P Interface 1 # ../if 2 (Select menu for IP interface 2)
>> |P Interface 2 # addr 10.10.12.1 (Set I P address on stub area network)
>> | P Interface 2 # mask 255.255.255.0 (Set I P mask on stub area network)
>> |P Interface 2 # enable (Enable I P interface 2)
OSPF

\>> IP Interface 2 # /cfg/l3/ospf/on (Enabl e OSPF on the swi tch)

areaid 0.0.0.0

>> (pen Shortest Path First # aindex O (Sel ect menu for area index 0)
>> OSPF Area (index) O # areaid 0.0.0.0 (Set the ID for backbone area 0)
>> OSPF Area (index) O # type transit (Define backbone as transit type)
>> OSPF Area (index) 0 # enable (Enabl e the area)

>> OSPF Area (index) 0 # ../aindex 1 (Sel ect nmenu for area index 1)
>> OSPF Area (index) 1 # areaid 0.0.0.1 (Set the area ID for OSPF area 1)
>> OSPF Area (index) 1 # type stub (Define area as stub type)
>> OSPF Area (index) 1 # enable (Enabl e the area)
>> OSPF Area 1 # ../if 1 (Sel ect CSPF nenu for IP interface 1)
>> OSPF Interface 1 # aindex O (Attach network to backbone i ndex)
>> OSPF Interface 1 # enable (Enabl e the backbone interface)
>> OSPF Interface 1 # ../if 2 (Sel ect OSPF menu for IP interface 2)
>> OSPF Interface 2 # aindex 1 (Attach network to stub area index)
>> OSPF Interface 2 # enable (Enabl e the stub area interface)
>> OSPF Interface 2 # apply (G obal command to apply all changes)
>> OSPF Interface 2 # save (G obal command to save all changes)
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OSPF BBI

1. OSPF IP
e IF1
IP =10.10.7.1

= 255.255.255.0

IP =10.10.12.1
= 255.255.255.0

a. CONFIGURE
b. IP Interfaces Add IP Interface

—_— T0GhH intelligent 1.3 Switch
System

Switch Ports
Port-Based Port Wiroring
Layer 2

RMOM Menu

=5 Laver 3

I <5 |F Interfaces

i dd Add IP Interface

PEEDDD

d.  Submit

e
CONFEIGURE | STATISTICS | DASHBOARD |

Apphy Saye {0 [fF Durmip

1. Apply 2. Verify

3. Save
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3.

OSPF

a.

b.

C.

OSPF Routing Protocol General

——F3 10Gh inteliigent § 3 Switch
Systemn

Switch Paorts

Fort-Based Port Mirroring
Laver 2

RO Menu

5 Layer3

[P Intetfaces

Hetwork Routes

ARP

Metwaork Filters

Foute Maps

Default Gateways
[GMP

Q5PF Routing Protacol
-0 OSFF Areas

~{Z1] ©SPF Summary Ranges
~[Z1] OSPF Interfaces
-3 OSPF Virtual Links
~{{1 OSPF Hosts

-2 0OSPF Route Redistribution
~[E)Database
~[E)Routes

=[S General

PPRPER

PPPEDDDD

OSPF

Submit
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4, OSPF
a. OSPF Areas Add OSPF Area

——53  10GH intelligent L 3 Switch

Systermn
(1 Switch Pars

{1 Port-Based Port Mirroring
|:| Layer 2
@
=1

REmCn Menu
Layer 3

~{11 |PlInterfaces

Metwork Routes

ARP

Metwork Filters

Route Maps

Default Gateways

[GhP

CSPF Routing Protacol
| DSPF Areas
—————add Add OSPF Area

OSPF Summaty Randges
DSPF Interfaces

OSPF Virtual Links

DSPF Hosts

DSPF Route Redistribution
- [EDatabase

~[ElRoutes

~[EGeneral

b. OSPF 0
OSPF Area Configuration

firea Mumber (0-20 |||:|

Airea ID |||:|.n.n.u

Enabled? I - I

frea Type Itransit j
Stub Area Metric (1-68538) [1

SPF Interval (1-255) [0
Buthentication Twpe? Inn:nne ;I

Submit Delete I

C. Submit
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d. Add OSPF Area
3 OSPF Routing Protocal
3 OSPF Areas

—add Add OSPF Area
(] DSPF Summary Ranges
{21 OSPF Interfaces
[ OSPF Yirtual Links

-1 OSPF Hosts
-] OSPF Route Redistribution
~[ElGeneral

e. OSPF 1

f. Submit
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5.

OSPF

a.

OSPF Interfaces Add OSPF Interface

——=  106Gb Inteiligent i 3 Switch

System

Switch Ports

Fort-Based Port Mirroring
Layer 2

RMOMN Menu

=7 Layer3

IP Interfaces
Metworlk Routes
ARP
Metwork Filters
Foute Maps
Default Gateways
IGMP
Q5PF Routing Protocol
-] OSPF Areas
|¢ (3 OSPF Summary Ranges
- =9 OSPFInterfaces
—————add! Add OSPF Interface
- (1) OSPF Virtual Links
-] DSPF Hosts
|:| DSPF Route Redistribution
~[BDatabase
~[E]Routes
~[2]General




b. OSPF 1 0

c. Submit
d.  Add OSPF Interface

23 OSPF Routing Protocol
{1 DSPF Areas
-] 0SPF Surmmary Ranges

23 OSPF Interfaces
—add Add OSPF Interface:
- [ OSPF Virual Links

-3 -'O-E:F Hosts

~(11 OSPF Route Redistribution
| "."G'e'ners_l_l
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e. OSPF Interface 2 1

BLA | CONFIGURE | STATISTICS | DASHBOAED )
N '__

T W

TECHNOLOEGIE Apphy Save  Hewert  Diff Dump

1. Apply 2. Verify

3. Save
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/
!

\

1 2
21
Backbone Transit Area : ; Stub Area
- = icati i 10G Switch L7
, 7 Area 0™ \ ARPICANION -~ T 1 S uite s Area2 N
0000F A R (0.0.0.1) (0.0.0.2)
B ! \
IF1 =l — IF 2 ‘ ‘ IF 1 \
10.10.7.1 ;,@15 10.10.12.1] [10.10.12.2 1
y | “WeVirtual Link 1_y~ ! \ !
/
N 10.10.7.0/24 fRouter DS - 10.10.12.0/24 7z 10G Switch N q0.10.24.0/24 P
~ Network . Network S Network
gy 10.10.10.1 e O Blade Enclosure ==
Router ID:
10.10.141
A OSPF
IP
A IP 10.10.7.0/24
1 10.10.12.0/24 1
>> # [cfg/l3/if 1 (Select menu for IP interface 1)
>> |P Interface 1 # addr 10.10.7.1 (Set | P address on backbone networ k)
>> |P Interface 1 # mask 255.255.255.0 (Set I P mask on backbone network)
>> |P Interface 1 # enable (Enable I P interface 1)
>> |P Interface 1 # ../if 2 (Select menu for IP interface 2)
>> |P Interface 2 # addr 10.10.12.1 (Set I P address on transit area network)
>> | P Interface 2 # mask 255.255.255.0 (Set IP mask on transit area network)
>> | P Interface 2 # enable (Enabl e interface 2)
ID
ID B
ID (nbr)
>> |P Interface 2 # /cfg/13/rtrid 10.10.10.1 (Set static router 1D)
OSPF
>> | P # /cfgl/l 3/ ospf/on
>> (pen Shortest Path First # aindex O (Sel ect menu for area index 0)
>> OSPF Area (index) O # areaid 0.0.0.0 (Set the area ID)
>> OSPF Area (index) O # type transit (Define backbone as transit type)
>> OSPF Area (index) O # enable (Enabl e the area)
>> OSPF Area (index) 0 # ../aindex 1 (Sel ect menu for area index 1)
>> OSPF Area (index) 1 # areaid 0.0.0.1 (Set the area ID for OSPF area 1)
>> OSPF Area (index) 1 # type transit (Define area as transit type)
>> OSPF Area (index) 1 # enable (Enabl e the area)

>>
>>

OSPF Area (index) 1 #
OSPF Interface 1 # aindex O

il

(Sel ect CSPF nenu for IP interface 1)
(Attach network to backbone i ndex)
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>> OSPF Interface 1 # enable (Enabl e the backbone interface)
>> OSPF Interface 1 # ../if 2 (Sel ect OSPF menu for IP interface 2)
>> OSPF Interface 2 # aindex 1 (Attach network to transit area index)
>> OSPF Interface 2 # enable (Enable the transit area interface)
nbr ID 2 B ID
>> OSPF Interface 2 # ../virt 1 (Specify a virtual |ink nunber)
>> OSPF Virtual Link 1 # aindex 1 (Specify the transit area for the virtual 1ink)
>> OSPF Virtual Link 1 # nbr 10.10.14.1 (Specify the router ID of the recipient)
>> OSPF Virtual Link 1 # enable (Enabl e the virtual 1ink)
>> OSPF Interface 2 # apply (Apply all changes)
>> OSPF Interface 2 # save (Save all changes)
OSPF
OSPF IP
B IP 2 10.10.12.0/24
1 10.10.24.0/24 1
>> # [cfg/l3/if 1 (Select menu for IP interface 1)
>> |P Interface 1 # addr 10.10.12.2 (Set I P address on transit area network)
>> | P Interface 1 # mask 255.255.255.0 (Set 1P mask on transit area network)
>> |P Interface 1 # enable (Enable I P interface 1)
>> |P Interface 1 # ../if 2 (Select nmenu for IP interface 2)
>> |P Interface 2 # addr 10.10.24.1 (Set I P address on stub area network)
>> | P Interface 2 # mask 255.255.255.0 (Set I P mask on stub area network)
>> | P Interface 2 # enable (Enable I P interface 2)
ID
ID ID A
(nbr) ID
\>> IP Interface 2 # /cfg/13/rtrid 10.10.14.1 (Set static router 1D)

OSPF

|>> | P# /cfgl/l3/ospf/on

>> (pen Shortest Path First # aindex O (Sel ect the nenu for area i ndex 0)
>> OSPF Area (index) O # areaid 0.0.0.0 (Set the area ID for OSPF area 0)
>> OSPF Area (index) O # enable (Enabl e the area)
>> OSPF Area (index) 0 # ../aindex 1 (Sel ect menu for area index 1)
>> OSPF Area (index) 1 # areaid 0.0.0.1 (Set the area ID for OSPF area 1)
>> OSPF Area (index) 1 # type transit (Define area as transit type)
>> OSPF Area (index) 1 # enable (Enabl e the area)
\>> OSPF Area (index) 1 # ../aindex 2 (Sel ect the nenu for area i ndex 2)




10.

>> OSPF Area (index) 2 # areaid 0.0.0.2 (Set the area ID for OSPF area 2)
>> OSPF Area (index) 2 # type stub (Define area as stub type)
>> OSPF Area (index) 2 # enable (Enabl e the area)
>> OSPF Area (index) 2 # ../if 1 (Sel ect CSPF nenu for IPinterface 1)
>> OSPF Interface 1 # aindex 1 (Attach network to transit area index)
>> OSPF Interface 1 # enable (Enable the transit area interface)
>> OSPF Interface 1 # ../if 2 (Sel ect OSPF menu for IP interface 2)
>> OSPF Interface 2 # aindex 2 (Attach network to stub area index)
>> OSPF Interface 2 # enable (Enabl e the stub area interface)
nbr ID A 2 ID

>> OSPF Interface 2 # ../virt 1 (Specify a virtual |ink nunber)
>> OSPF Virtual Link 1 # aindex 1 (Specify the transit area for the virtual |ink)
>> OSPF Virtual Link 1 # nbr 10.10.10.1 (Specify the router ID of the recipient)
>> OSPF Virtual Link 1 # enable (Enabl e the virtual 1ink)
>> OSPF Interface 2 # apply (Apply all changes)
>> OSPF Interface 2 # save (Save all changes)

ABR

IP ABR
IP 1
1 0
36.128.200.0 36.128.200.255 36.128.192.0
36.128.254.255 IP
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OSPF

22

Backbon Stub Area
/’Areaoﬁ‘\ ,/Afea']\\
4 (0.0.0.0) N / (0.0.01) AN
/ g e \
’ { IF 1 } ‘ ABR /! \
i 10.10.7.1 ; | 136.128.192.1 \
10G Switch
\ Summary ull E\ 36.128.192.x to
" Route 36.128.254.x /
/
~ 10.10.7.0/24 Ve . 36.128.192.0/18
-~ ‘__.Nemrk/ - . -...N‘_e_t‘f_ork’ b
10G Switch [
|=———=—d:. % |
Blade Enclosure
hide
36.128.200.0 36.128.200.255
A B OSPF
1. OSPF IP
>> # [cfg/l3/if 1 (Select menu for IP interface 1)
>> |P Interface 1 # addr 10.10.7.1 (Set I P address on backbone networ k)
>> |P Interface 1 # mask 255.255.255.0 (Set I P mask on backbone network)
>> |P Interface 1 # ena (Enable IP interface 1)
>> |P Interface 1 # ../if 2 (Select menu for IP interface 2)
>> |P Interface 2 # addr 36.128.192.1 (Set I P address on stub area network)
>> | P Interface 2 # mask 255.255.192.0 (Set I P mask on stub area network)
>> |P Interface 2 # ena (Enable I P interface 2)
2 OSPF
>> |P Interface 2 # /cfg/l 3/ ospf/on
3.
>> (pen Shortest Path First # aindex O (Sel ect menu for area index 0)
>> OSPF Area (index) O # areaid 0.0.0.0 (Set the ID for backbone area 0)
>> OSPF Area (index) 0 # type transit (Defi ne backbone as transit type)
>> OSPF Area (index) 0 # enable (Enabl e the area)
4.
>> OSPF Area (index) 0 # ../aindex 1 (Sel ect nmenu for area index 1)
>> OSPF Area (index) 1 # areaid 0.0.0.1 (Set the area ID for OSPF area 1)
>> OSPF Area (index) 1 # type stub (Define area as stub type)
>> OSPF Area (index) 1 # enable (Enabl e the area)
5.
>> OSPF Area (index) 1 # ../if 1 (Sel ect OSPF menu for IP interface 1)
>> OSPF Interface 1 # aindex O (Attach network to backbone i ndex)
>> OSPF Interface 1 # enable (Enabl e the backbone interface)
6.
>> OSPF Interface 1 # ../if 2 (Sel ect OSPF menu for IP interface 2)
>> OSPF Interface 2 # aindex 1 (Attach network to stub area index)
>> OSPF Interface 2 # enable (Enabl e the stub area interface)
130




OSPF

>> OSPF Interface 2 # ../range 1 (Sel ect menu for summary range)
>> OSPF Summary Range 1 # addr 36.128.192.0 (Set base | P address of sunmary range)
>> OSPF Summary Range 1 # mask 255.255.192.0 (Set mask address for sunmary range)
>> OSPF Summary Range 1 # aindex O (I'nject summary route into backbone)
>> OSPF Summary Range 1 # enabl e (Enabl e summary range)
hide

>> OSPF Interface 2 # ../range 2 (Sel ect menu for summary range)
>> OSPF Summary Range 2 # addr 36.128.200.0 (Set base | P address)
>> OSPF Summary Range 2 # mask 255.255.255.0 (Set nmask address)
>> OSPF Summary Range 2 # hide enable (Hi de the range of addresses)
>> OSPF Summary Range 2 # apply (Apply all changes)
>> OSPF Summary Range 2 # save (Save all changes)

OSPF
/info/I3/ospf/general
finfo/I3/ospf/nbr

f/info/I3/ospf/dbase/dbsum
flinfo/I3/ospf/routes
[stats/I3/route
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Remote Monitoring

(RMON)
RMON
L]
°
L]
RMON MIB RMON RMON
RFC 1757
RMON RMON
RFC 1757 RMON
° 1
. 2 History
. 3
. 9
RMON 1—
RMON MIB etherStatsTable
RMON /stat/port x/rnon
RMON RMON
RMON AQOS CLI

1. RMON RMON

>> [cfg/port 20/rnon (Sel ect Port 20 RMON)

>> Port 20 RMON# ena (Enabl e RMON)

>> Port 20 RMON# apply (Make your changes active)

>> Port 20 RMON# save (Save for restore after reboot)
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RMON

>> [stats/port 20
>> Port Statistics# rnon

RMON statistics for port 20:
et her St at sDr opEvent s:

et her St at sCct et s:

et her St at sPkt s:

et her St at sBroadcast Pkt s:

et her Stat sMul ti cast Pkt s:

et her St at sSCRCAl i gnErrors:

et her St at sUnder si zePkt s:

et her St at sOver si zePkt s:

et her St at sFragnent s:

et her St at sJabbers:

et her St at sCol | i si ons:

et her St at sPkt s64Cct et s:

et her St at sPkt s65t 0127Cct et s:
et her St at sPkt s128t 0255Cct et s:
et her St at sPkt s256t 0511Cct et s:
et her St at sPkt s512t 01023Cct et s:

et her St at sPkt s1024t 01518Cct et s:

(Select Port 20 Stats)

7305626
48686
4380
6612

22
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RMON BBI

a. CONFIGURE
b. Switch Ports

—= 10GH Inteligent § 3 SWitch
~[01 Svystemn

— Switch Ports
Port-Based Part Mirraring

Layer 2

RMOM Menu

Layer 3

QoS

-0 Access Control

~{23 Uplink Failure Detection

PERDE
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d. RMON

e. Submit

BL AD | GONFIGURE | STATISTICS | DASHBOARD |
M ETW0OR K a
TECHNOLOGIES Apphy Saye Rewert [iff Dump
1. Apply 2. Verify
3. Save
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RMON 2 — History

RMON History
RMON History 5

RMON History RMON

History
History

(/cfg/rmon/ hist x/rbnum History
(/i nfo/ rnon/ hist x/gbnum

50
SNMP History
History MIB
RFC1213 RFC1573 ifindex

History
1.3.6.1.2.1.2.2.1.1.x -ngnt.interfaces.ifTable.iflndex.interface

(x) 1 16,18 21 History
RMON History AOS CLI
1. RMON History RMON
>> [cfg/port 21/rnon (Sel ect Port 21 RMON)
>> Port 21# ena (Enabl e RMON)
>> Port 21 RMON# apply (Make your changes active)
>> Port 21 RMON# save (Save for restore after reboot)

2. RMON History

>> [cfg/rnon/hist 1 (Sel ect RMON History 1)
>> RMON History 1# ifoid 1.3.6.1.2.1.2.2.1.1.21

>> RMON Hi story 1# rbnum 30

>> RMON Hi story 1# intrval 120

>> RMON Hi story 1# owner "Owner_History_1"

3.
>> RMON History 1# apply (Make your changes active)
>> RMON Hi story 1# save (Save for restore after reboot)
21 RMON History 2
30 1 30
SNMP
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RMON History BBI

1. RMON History
a. CONFIGURE
b.  Switch RMON > History > Add History Group

——=9 106G nteligent L3 Switch

-~ System

~{Z7 Switch Paorts

-0 Port-Based Port Mirroring
-2 Layer 2

=3 RMOM Wenu

~Z9 History

~Add Add History Group
-3 Alarm

-3 Event

-3 Layer 3

-] QoS

-] Access Contral

-2 Uplink Failure Detection

c. RMON History

d.  Submit

—_— e ——
CONFIGURE | STATISTICS | DASHBOARD |

Apphy 5 R [iff Dumip

1. Apply 2. Verify

3. Save
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RMON 3—

RMON
CRC
RMON

MIB

[ cfg/rmon/al arm x/ fevtidx

MIB
MIB Object ID (OID)  History

1.3.6.1.2.1.5.1.0 - nmgnt.icnp.icnpl nMsgs
x)
1-250 = IF 1-250

251 =port1l
252 =port 2

271 =port 21
MIB OID

RMON AOS CLI 1
1. RMON

10 1,000
30

/cfg/rmon/al arm x/revti dx

ifStats CRC
ICMP

>> [cfg/rnon/alarm 6

>> RMON Al arm 6# intrval 3600

>> RMON Al arm 6# al mtype rising
>> RMON Alarm 6# rlinmt 2000000000
>> RMON Al arm 6# revtidx 6

>> RMON Al arm 6# sanpl e abs

(Sel ect RMON Al arm 6)

>> RMON Alarm 6# oid 1.3.6.1.2.1.2.2.1.10.270

>> RMON Al arm 6# owner "Alarmfor_iflnCctets”

>> RMON Al arm 6# apply
>> RMON Al arm 6# save

(Make your changes active)
(Save for restore after reboot)

20 ifInCctets RMON
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RMON AOS CLI 2
1. ICMP RMON

>> [cfg/rnmon/alarm5 (Sel ect RMON Al arm 5)
>> RMON Alarm 5# oid 1.3.6.1.2.1.5.8.0

>> RMON Al arm 5# intrval 60

>> RMON Al arm 5# al mtype rising

>> RMON Alarm 5# rlinmit 200

>> RMON Al arm 5# revtidx 5

>> RMON Al arm 5# sanple delta

>> RMON Al arm 5# owner "Al arm for_i cnpl nEchos"

2.
>> RMON Al arm 5# apply (Make your changes active)
>> RMON Al ar m 5# save (Save for restore after reboot)
i cnpl nEchos RMON 1 60
200 5
RMON BBI 1
1. RMON
a. CONFIGURE
b.  Switch RMON > Alarm > Add Alarm Group

——55 106G inteligent L3 Switch
- System

-1 Switch Ports

-1 Port-Based Port Mirroting
- Laver 2

= RMOMN Menu

- {0 History

L—=3 Alarm

———Add! Add Alarm Group
- (3 Event

=2 Laver 3

-~ QoS

(1 Access Control

“(3 Uplink Failure Detection

Remote Monitoring 139



20 1 iflnCctets RMON
(Rising Limit) 20

(Rising Event Index) 6 20 1
iflnCctets RMON 20

6

d. Submit

I e e,
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CONFIGLRE STATISTICS DASHBOARD |
Apply  Save  Rewvert Riff Dump
1. Apply 2. Verify
3. Save



RMON BBI 2

1. RMON
a. CONFIGURE
b.  Switch RMON > Alarm > Add Alarm Group

——55  10Gh nteligent 1.3 Switch
~{Z] Swstemn

~{17] Switch Paorts

~[03 Port:-Based Port Mirraring
-2 Layer 2

=25 RMOM Menu

(1 History

=1 Alarm

wAdd Add Alarm Group
(3 Event

~{2 Lavyer 3

-] QoS

~[77] Access Contral

-2 Uplink Failure Detection

c. 60 (Rising Limit) 200
(Rising Event Index) 5 i cnpl nEchos RMON
1 i cnpl nEchos
RMON 60 200
5

T R
T EE—

d.  Submit
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(CONFIGURE | TSTATISTICS )| | DASHEOARD
Apply.  Save  Revert DRiff Dump
1. Apply 2. Verity
3. Save
RMON 9 —
RMON
SNMP RMON
30
/cfglrmon/al arm x/revtidx
/fevtidx
RMON SNMP
SNMP
RMON  SYSLOG
SYSLOG (/ cfgl/sys/sysl og)
RMON
RMON AOS CLI
1. RMON
>> [cfg/rnon/event 5 (Sel ect RMON Event 5)

>> RMON Event 5# descn "SYSLOG generation_event"
>> RMON Event 5# type |og
>> RMON Event 5# owner "Oamner_event 5"

2.
>> RMON Al arm 5# apply (Make your changes active)
>> RMON Al arm 5# save (Save for restore after reboot)
RMON
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RMON BBI 1

1. RMON

a. CONFIGURE

b.  Switch

RMON > Event > Add Event Group

——=3 106D inteiligent L3 Switch

~{Z1 System
~{Z] Switch Ports
~{{1] Port-Based Port Mirroring

~{{1 Layer 2

=7 RMOM Menu

(2 Histary
{:l Alarm
‘=] Event

c. RMON

----- Add! Add Event Group
-2 Layer3

-7 oS

~{{1 Access Control

-3 Uplink Failure Detection

BRMOMN Event Configuration

RMON

Event Group ID {1 - 65535} [F

Event Twpe

ILDE =l

Description

ISYSLOG_generat inn_event

Chiner

IOwner_e'-.fent_E

d.  Submit

BLADE

N
TECHNOLOGIES

Submit I Delete

Appht  Saye  Rewert

Dump

1. Apply

3. Save
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High availability

Uplink Failure Detection
Virtual Router Redundancy Protocol (VRRP)

Uplink Failure Detection

CPU Uplink Failure Detection (UFD)
UFD
UFD 1 LtM (Link to Monitor) 1 LtD (Link to Disable)
Failure Detection Pair (FDP) LtM
LtD CPU
NIC
23 Uplink Failure Detection
Enterprise Enterprise
Routing Switch Routing Switch
Uplink Ports { LthA [
EEEE EE W
Blade Switch 1 Blade Switch 2
EEEE EEEE
Dawrilink Ports { LtD LD
[MICTNIC [NICTNIC]
1|2 |3 |Lo
Server 1

Blade Enclosure
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Failure Detection Pair

UFD

UFD

LtD

LtM

Failure Detection Pair

Link to Monitor (LtM)

1 18 21

1LACP

Link to Disable (LtD)

1
LACP
LtD
LtM LtD
STP

UFD
UFD
Failure Detection Pair LtM
LtM 1

1LACP

LtM

LtM
LtD
LtD

STP

UFD
1 16
(STP)
LD 1
LtM
1 16
18 21

LtM

STP

LtD

Failure Detection Pair

1
LtM
LtM
LtD
1
18 21
1 16
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UFD

UFD LtM  LtD
>> | nformati on# ufd
Uplink Failure Detection 1: Enabl ed
Lt M status: Down
Merber STG STG State Li nk Status
port 19 down
1 DI SABLED
10 DI SABLED *
15 DI SABLED *
* = STP turned off for this port.
LtD status: Auto Disabl ed
Merber Li nk Status
port 1 di sabl ed
port 2 di sabl ed
port 3 di sabl ed
port 4 di sabl ed
Uplink Failure Detection 2: Disabled
Uplink Failure Detection 3: Disabled
Uplink Failure Detection 4. Disabled
LtM LtM LtD UFD
/stats/ufd
UFD
UFD 1 19 2/3
2 18 19 2/3
NIC 1 NIC2 NIC3 NIC4 NIC1 NIC
2 1 1 2 NIC3 NIC4 2 1 2
1 UFD AOS CLI
1. 18 21
>> Main# /cfg/ufd/fdp 1/ ena (Enabl e Failure Detection Pair 1)
>> FDP# | tm (Select Link to Monitor nenu)
>> Failure Link to Monitor# addport 19 (Monitor uplink port 19)
2. 1 16
>> [cfg/ufd/fdp 1/1td (Sel ect Link to Disable nenu)
>> Failure Link to Disable# addport 1 (Add port 1 as a Link to Disable)
>> Failure Link to Disable# addport 2 (Add port 2 as a Link to Disable)
3. UFD
>> [cfg/ufd/on (Turn Uplink Failure Detection on)
>> Uplink Failure Detection# apply (Mke your changes active)
>> Uplink Failure Detection# save (Save for restore after reboot)
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18 1 1 2
UFD AOS CLI
18 21
>> Main# /cfg/trunk 2 (Create trunk group 2)
>> Trunk group 2# ena (Enabl e trunk group 2)
>> Trunk group 2# add 18 (Add port 18 to trunk group 2)
>> Trunk group 2# add 19 (Add port 19 to trunk group 2)
>> Main# /cfg/ufd/fdp 1/ena (Enabl e Failure Detection Pair 1)
>> FDP# | tm (Sel ect Link to Monitor menu)
>> Failover Link to Mnitor# addtrnk 2 (Monitor trunk group 2)
1 16
>> Main# /cfg/ufd/fdp 1/1td (Sel ect Link to Disable nenu)
>> Fail over Link to Disable# addport 1 (Add port 1 as a Link to Disable)
>> Fail over Link to Disable# addport 2 (Add port 2 as a Link to Disable)
UFD
>> Mai n# /cfg/ufd/on (Turn Uplink Failure Detection on)

>> Uplink Failure Detection# apply (Make your changes active)
>> Uplink Failure Detection# save (Save for restore after reboot)

2

2 1
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UFD BBI

a. CONFIGURE
b.  Switch Uplink Failure Detection

—=a 10Gh Intelligent 1 3 Switch
System

Switch Pors

Forn-Based Part Mirroring
Layer 2

RMOM Menu

Layer 3

QoS

-0 Access Control
——f==lplink Failure Detection

PERPPEROD

C. UFD state ON FDP 1

High availability 148



d. FDP LtM Ports Available Add
LtM LtD Ports Available Add
LtD

e. Submit

CONFIGURE | STATISTICS | DASHEOARD )

Appht Save i t [Biff Dump
1. Apply 2. Verify
3. Save
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VRRP

single point-of-failure(SPOF)

SPOF 1
VRRP LAN
SPOF VRRP
ID 1
[
1 [
VRRP (VIR) 2 VRRP
VIR
1 IP(DIP)
VRRP
VRRP VRRP
2 VRRP (RFC 2338)  VRRP 1
ID(VRID) IP
MAC
VRID MAC MAC
5 RFC 2338 (00-00-5E-00-01) VRID

owner renter

1 VRRP IP owner
IP
ICMP ping TCP IP
VRRP IP owner VRRP
owner IP owner VRRP
renter
1 VRRP
VRRP
IP owner
IP
ARP
VRRP
VRRP
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(VIR)

3 (VIR) 2 VRRP 1 IP
VIR IP(DIP)
VIR 1 IP IP 1 VLAN
VLAN VLAN IP
VIR IP VIR
INIT
VRRP
ARP
ICMP ping
ARP
ARP
VRRP
VRRP 1 254 VRRP
VRRP
IP
VRRP
2
2

VRRP
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24 VRRP
Intranet Clients Active Links

Primary Switch
l ‘ IP: 200.200.200.100 /
' & !
é| ! A Internet

—= Servers
=
ED I
. D
2 / : = S| -"’__ NFS Server
===~ Client Switches
e Secondary Switch
T IP: 200.200.200.101 Backup Lifiks
single point-of-failure (SPOF)
1
VRRP VRRP
2 2

25
Active (subnet A and C)

Switch A

Internet |

Switch B
Active (subnet B and D)

Enterprise
Routing Switch

VRRP

VRRP

VRRP

VRRP
LAN

preemption
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23 VRRP

IP
[cfg/13/vrrpltrack/ifs

VLAN

VRRP

VLAN
[cfg/13/vrrpl/track/ports

VRRP

[cfg/13/vrrpltrack/vrs

VRRP

VRRP

. VRRP ID

VRRP ID

ID
ID (/cta/13/vrrplvr #/vrid)

(ports)

VRRP

VRRP

ID 1 255

25

101
100

(ifs) (vr)
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2 VRRP
26
itch VIR 1: 192.168.1.200 (Master)
L2 Swite 20 VIR 2:192.168.2.200 (Backup)
) I NIC 1:10.0.1.1/24
Switch A NIC 2:10.0.2.1/24
NIC 1:10.0.1.2/24
' Server 2 | NIC 2:10.0.2.2/24
’ NIC 1:10.0.1.3/24
. Server 3 | NIC2:10.0.2.3/24
Routing Switch ) ) NIC 1:10.0.1.4/24
SwirchB: o NIC 2:10.0.2.4/24
L2 Switch VIR 1: 192.168.1.200 (Backup)
VIR 2: 192.168.2.200 (Master)
2
LAN VRRP
VRRP
IP 10.0.1.1 2
A 20 1(192.168.1.1)
A 2 B
B
2(192.168.2.1)
1 A AOS CLI
1.
/cfg/l2/vlan 10 (Sel ect VLAN 10)
>> VLAN 10# ena (Enabl e VLAN 10)
>> VLAN 10# add 20 (Add port 20 to VLAN 10)
>> VLAN 10# ..
>> Layer 2# vlan 20 (Sel ect VLAN 20)
>> VLAN 20# ena (Enabl e VLAN 20)
>> VLAN 20# add 21 (Add port 21 to VLAN 20)
2.
lcfgll3lif 1 (Sel ect interface 1)
>> | P Interface 1# addr 192.168.1.100 (Define | P address for interface 1)
>> |P Interface 1# vlan 10 (Assign VLAN 10 to interface 1)
>> | P Interface 1# ena (Enabl e interface 1)
>> | P Interface 1# ..
>> Layer 3# if 2 (Sel ect interface 2)
>> | P Interface 2# addr 192.168.2.101 (Define | P address for interface 2)
>> | P Interface 2# vlan 20 (Assign VLAN 20 to interface 2)
>> | P Interface 2# ena (Enabl e interface 2)
>> | P Interface 2# ..
>> Layer 3# if 3 (Sel ect interface 3)
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>> | P Interface 3# addr 10.0.1.100 (Define | P address for interface 3)
>> | P Interface 3# mask 255.255.255.0 (Define subnet mask for interface 3)
>> | P Interface 3# ena (Enabl e interface 3)
>> | P Interface 3# ..

>> Layer 3# if 4 (Sel ect interface 4)
>> | P Interface 4# addr 10.0.2.101 (Define | P address for interface 4)
>> | P Interface 4# mask 255.255.255.0 (Define subnet mask for interface 4)
>> | P Interface 4# ena (Enabl e interface 4)

2

/cfgll3/gw 1

>> Default gateway
>> Default gateway
>> Default gateway
>> Layer 3# gw 2
>> Default gateway
>> Default gateway

1# addr 192.168.1.1
1# ena
1# ..

2# addr 192.168.2.1
2# ena

(Sel ect default gateway 1)
(Point gateway to the first L2 router)
(Enabl e the default gateway)

(Sel ect default gateway 2)
(Point gateway to the second router)
(Enabl e the default gateway)

VRRP 2

/cfgl/l3/vrrp/on

>> Virtual Router
>> VRRP Virtual Ro
>> VRRP Virtual Ro
>> VRRP Virtual Ro
>> VRRP Virtual Ro
>> VRRP Virtual Ro
>> Virtual Router
>> VRRP Virtual Ro
>> VRRP Virtual Ro
>> VRRP Virtual Ro

Redundancy Protocol # vr 1

1# vrid 1
1# if 1

uter
uter
uter
uter 1# ena
uter 1# ..

Redundancy Protocol # vr 2

2# vrid 2
2# i f 2

ut er
ut er
uter

1# addr 192.168. 1. 200

2# addr 192.168. 2. 200

(Turn VRRP on)

(Sel ect virtual router 1)
(Set VRIDto 1)

(Set interface 1)

(Define | P address)
(Enabl e virtual router 1)
(Enabl e virtual router 1)
(Sel ect virtual router 2)
(Set VRID to 2)

(Set interface 2)
(Define | P address)

>> VRRP Virtual Router 2# ena (Enabl e virtual router 2)
1

101

lcfgll3/vrrp/vr 1 (Select VRRP virtual router 1)

>> VRRP Virtual Router 1# track/ports/ena (Set tracking on ports)

>> VRRP Virtual Router 1 Priority Tracking# ..

>> VRRP Virtual Router 1# prio 101 (Set the VRRP priority)

>> VRRP Virtual Router 1# ..

>> Virtual Router Redundancy Protocol # vr 2 (Select VRRP virtual router 2)

>> VRRP Virtual Router 2# track/ports/ena (Set tracking on ports)

/cfgll2/stg 1/of f

>> Spanning Tree Group 1# apply
>> Spanni ng Tree G oup 1# save

(Turn of f STG

B AOS CLI
/cfgl/l2/vlian 10 (Sel ect VLAN 10)
>> VLAN 10# ena (Enabl e VLAN 10)
>> VLAN 10# add 20 (Add port 20 to VLAN 10)
>> VLAN 10# ..
>> Layer 2# vlan 20 (Sel ect VLAN 20)
>> VLAN 20# ena (Enabl e VLAN 20)
>> VLAN 20# add 21 (Add port 21 to VLAN 20)
lcfgll3/if 1 (Select interface 1)
>> | P Interface 1# addr 192.168.1.101 (Define | P address for interface 1)
>> | P Interface 1# vlan 10 (Assign VLAN 10 to interface 1)
>> | P Interface 1# ena (Enabl e interface 1)
>> |P Interface 1# ..
>> Layer 3# if 2 (Sel ect interface 2)
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>> | P Interface 2# addr 192.168.2.100 (Define | P address for interface 2)
>> | P Interface 2# vlan 20 (Assign VLAN 20 to interface 2)
>> | P Interface 2# ena (Enabl e interface 2)
>> | P Interface 2# .
>> Layer 3# if 3 (Sel ect interface 3)
>> | P Interface 3# addr 10.0.1.101 (Define | P address for interface 3)
>> | P Interface 3# mask 255.255.255.0 (Define subnet mask for interface 3)
>> | P Interface 3# ena (Enabl e interface 3)
>> | P Interface 3# ..
>> Layer 3# if 4 (Sel ect interface 4)
>> | P Interface 4# addr 10.0.2.100 (Define | P address for interface 4)
>> | P Interface 4# mask 255.255.255.0 (Define subnet mask for interface 4)
>> | P Interface 4# ena (Enabl e interface 4)
3. 2
/cfgll3/gw 1l (Sel ect default gateway 1)
>> Default gateway 1# addr 192.168.2.1 (Point gateway to the first L2 router)
>> Default gateway 1# ena (Enabl e the default gateway)
>> Default gateway 1# ..
>> Layer 3# gw 2 (Sel ect default gateway 2)
>> Default gateway 2# addr 192.168.1.1 (Point gateway to the second router)
>> Default gateway 2# ena (Enabl e the default gateway)
4. VRRP 2
/cfgl/l3/vrrp/on (Turn VRRP on)
>> Virtual Router Redundancy Protocol# vr 1 (Sel ect virtual router 1)
>> VRRP Virtual Router 1# vrid 1 (Set VRIDto 1)
>> VRRP Virtual Router 1# if 1 (Set interface 1)
>> VRRP Virtual Router 1# addr 192.168. 1. 200 (Define | P address)
>> VRRP Virtual Router 1# ena (Enabl e virtual router 1)
>> VRRP Virtual Router 1# .. (Enabl e virtual router 1)
>> Virtual Router Redundancy Protocol # vr 2 (Sel ect virtual router 2)
>> VRRP Virtual Router 2# vrid 2 (Set VRIDto 2)
>> VRRP Virtual Router 2# if 2 (Set interface 2)
>> VRRP Virtual Router 2# addr 192.168.2.200 (Define | P address)
>> VRRP Virtual Router 2# ena (Enabl e virtual router 2)
5. 2
101
lcfgll3/vrrp/vr 1 (Select VRRP virtual router 1)
>> VRRP Virtual Router 1# track/ports/ena (Set tracking on ports)
>> VRRP Virtual Router 1 Priority Tracking# ..
>> VRRP Virtual Router 1# ..
>> Virtual Router Redundancy Protocol # vr 2 (Select VRRP virtual router 2)
>> VRRP Virtual Router 2# track/ports/ena (Set tracking on ports)
>> VRRP Virtual Router 2 Priority Tracking# ..
>> VRRP Virtual Router 2# prio 101 (Set the VRRP priority)
6.

/cfgll2/stg 1/ off
>> Spanni ng Tree G oup 1# apply
>> Spanning Tree Group 1# save

(Turn of f STQ
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BBI

VLAN
a. CONFIGURE
b. Virtual LANs Add VLAN

——55 10GhH intelligent § 3 Switch
[:| System
23 Switch Ports
(11 Port-Based Port Mirroring
—= Layer 2
-0 802.1x
@ me
3 Virtual LANS
——————Add Add VLAN
- {11 Spanning Tree Groups
- MSTPRSTP
- [E)Trunk Groups
[ Trunk Hash
~[EILACP
~[E]UpLink Fast
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c. 20 VLAN10 21  VLAN20 VLAN

:
— ]:

d. Sumbit

e |F1
IP address = 192.168.1.100
Subnet mask = 255.255.255.0
VLAN 10

e |F2
IP address = 192.168.2.101
Subnet mask = 255.255.255.0
VLAN 20

e |F3
IP address = 10.0.1.100
Subnet mask = 255.255.255.0

e IF4
IP address = 10.0.2.101
Subnet mask = 255.255.255.0

a. IP Interfaces Add IP Interface

——7 10Gh Intelfigent L3 Switch
-] System

Switch Ports

Fort-Based Port Mirroring
Laver 2

RMOMN Menu

iy Layer 3

I <5 |F Interfaces

add Add P Interface

&
-6
=
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b. IP P VLAN ID

c. Submit

a. Default Gateways Add Default Gateway

£ 10Gh inteligenti 3 Switch
-] System

5 Switch Parts

-0 Port-Based Port Mirroring
-0 Laver 2

{21 RMOM Menu

s Layer 3

~{{3 IP Interfaces

-0 Metwork Routes

~[3 Metwork Filters

-] Route Maps

=7 Default Gateways
add Add Default Gateway
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b. 1P
Default Gateway Configuration

Default Gatewaw Identifier1 -4, 254 I‘I

Default Gateway IP Addres=z I‘I 9216811

Enable/Dizable Default Gateway IEnaI:uIeu:I ;I
Enable/Dizable ARPF only health checks IDisaI:uIed ;I

Health Check Interval (0-60 sec) IE

Fetries before Cut of Service 01200 IE!

Submit Delete |

c. Submit
4.  VRRP 2
a. Virtual Router Redundancy Protocol General

——3 10Gh inteligenti 3 Switch
[0 System

33 Bwitch Ports

-0 Por-Based Port Mirroring
-0 Layer 2

-1 RMON Menu

=7 Laver3

IP Interfaces

Metwork Routes

ARP

Metwark Filters

Route Maps

Default Gateways
[GhP

QSPF Routing Protocol

Routing Information Protocal

Yirtual Router Redundancy Protocol
(3 Virtual Routers
() YRRP Interfaces

~I=fGenearal

[llm pppEDPDDD

- [2)Domain Name System
[E1Bootstrap Protocol Relay
2| General

High availability 160



b.

c.
d.

VRRP processing

Submit
Virtual Routers

(ome et [t =]
ek v gt o =1

Add Virtual Router

3 Wirtual Router Redundancy Protocal

—=3 Yirtual Routers

E 24dd Virtual Router
@ YREP Interfaces
~ B General
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101

f. Submit

g. Add Virtual Router

3 Virtual Router Redundancy Protocal
-3 ¥ itual Routers

E f214dd Virtual Router

[ YREP Interfaces

@ General
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L T
Tk st vt st [Orar =
ekt P st [orarr s
Tk VAN st [ =

i Submit

a.  Spanning Tree Groups

——=1 10Gb Intelligent I 3 Switch

~[1 System

~[10 Switch Ports

~[] Pon-Based Port hirraring
Layer 2

~[0 B02.1x

(13 Wirual LANS

=3 Spanning Tree Groups

“[ MSTR/RSTP

~[ETrunk Groups

~[E)Trunk Hash

@ LACPE

~[E)UpLink Fast
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b.  Spanning Tree Group ID 1 Switch Spanning Tree State  off

Wlan ID:Mame Ylan ID:Mame

4095 Memt WL AN 1:Default WL &M

(o Submit
6.
BLADE  (GONFIGURE | sTATISTICS | DASHBOARD )
N ETWOR K -
TECHNOLOGIES Anplyl Save  Reverts (DIf  Dump
1. Apply 2. Verify
3. Save
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Troubleshooting tools

(IDS)

18 21 Ingress
1 Egress
18 21 1

27

!

18 19 20 2

Maonitarin
18 19 20 21 De:lrﬂg e

Switch 1 i Switch 2

Server 1

("]
[

Server 1

.Egresﬁtraf‘ﬁc

Legend

------me Mirrered traffic
= Ingress traffic
- - - = Egress traffic

Ingress Egress
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AOS CLI

1.
>> # [cfg/pmrr/monport 18 (Sel ect port 18 for nonitoring)
2.
>> Port 18 # add 21 (Select port 21 to mrror)
>> Enter port mirror direction [in, out, or both]: in
(Monitor ingress traffic on port 21)
>> Port 18 # add 1 (Select port 1 to mirror)
>> Enter port mirror direction [in, out, or both]: out
(Monitor egress traffic on port 1)
3.
\>> # [cfg/lpmrr/mrr ena (Enabl e port mrroring)
4.
>> PortMrroring# apply (Apply the configuration)
>> PortMrroring# save (Save the configuration)
5.
>> PortMrroring# cur (Di splay the current settings)

O WNBRF

18

21

16

Port mirroring is enabl ed
Monitoring Ports Mrrored Ports

none
none
none
none
none

none
none

20 (21, in) (1, out)

none
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BBI

a. CONFIGURE
b.  Switch Port-Based Port Mirroring

—= 10Gh Itelligent L3 Switch
-2 System

=3 Switch Pors
———=rFon-Based Port Mirroring

~{21 Layer 2

~{Z1 RMON Menu

~[03 Layer 3

-] @os

~21 Access Control

~{21 Uplink Failure Detection
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d.  Add Mirrored Port

__fddMivored Port | Delete Monitor Port |

e. Port Mirror Direction

f. Submit

2.
BL A | GONFIGURE | STATISTICS | DASHBOARD |
N ETWOR K "
TECHNOLOGIES Apphy Saye tEnret [iff Dump

1. Apply 2. Verify
3. Save
3.

Troubleshooting tools 168



/infolsys/log

ping

pi ng <host nane> | <IP address> [ (nunmber of tries) [ nmsec delay ]] [-m -

not | - d| - dat a]
| P addr ess P nunber of tries 1
32 nsec del ay msec
-d -data
fraceroute

traceroute <host name> | <IP address> [ <max-hops> [ nmsec delay ]]

| P address 1P max- hops
1 16 nmsec del ay
LAN
]
. (AOS) Statistics Menu
. (ISCLI) Statistics Commands
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