NEC

N8406-026 10GbE (L3)

856-127813-026-A
2008 7



Copyright © 2008 NEC Corporation

NEC
NEC
Microsoft® Windows® Windows NT® Microsoft Corporation
SunOsS™ Solaris™ Sun Microsystems

Cisco® Cisco Systems
856-127813-026-A
2008 7



.......................................................................................................................................... 7
............................................................................................................................................................ 7
............................................................................................................................................................ 7

............................................................................................................................... 7
P e e e e e e e e e e e e et e e eas 8
2] 2 PSP 8
L= o PP PP O PRSP UPRPP 8
2] 2 SRRSO 9
................................................................................................................................................... 11
............................................................................................................................................... 12
........................................................................................................................... 12
............................................................................................................................................. 12
...................................................................................................................... 13
................................................................................................................................. 13

Dashboard
................................................................................................................................................... 14
D= T o1 o Yo 7= o U UPPPROTPP 14
STl gD T U] g oo T T o RO R PP PRTOP 17
User ACCESS DASNDOAIT ..........uiiiiiiiii et 18
RADIUS DASHhDOAIT .......ceeiiiiiieeiieie ettt ettt e et e e et e e ekt e e e ettt e e e asbe e e e e sbeeeeannneeeaanneeaeans 19
TACACSH DASNDOAIT ...ttt et et e sttt e e st e e et e e s asbe e e e s aerneeeans 20
NI D= 1] ] oo F- T (o EP PP PPPRROTRP 21
Switch Image and Configuration Management Dashboard.............c.cccooiiiiiiiiiniiec e 22
Management Network Definition DashbDOArd .............coooiiiiiiiieii e eraaaeee s 23
ST e [ 010 £ 4= LT o IO PP UTPPPPPRPPN 24
SWItCh POrtS DAShDOAIT. ........ueiiiiiiiie ettt e e e et ee s e abe e e e e bbe e e e enneeeas 25
802.1X SYStEM INFOIMEALION ..eeiiiiiiiiiiie et e e e e et r e e e e e e s bbb et e e e e e s s nebbreeeeeeeaanes 26
Switch Ports 802.1X DAShDOAIT ...........eiiiiiiiiiiiiiee et e e 27
Port 802.1x Dashboard OPEratiONS ..........c.ueeiiiriiiiiiiie e e 28
Forwarding Database INfOrMation ...........uuiiiiiiiiiiiiiiee e e e e e e e e a e e e e s e snnraaaaaees 30
VLANS DASNDOAI ....coeiiiiiiiiiiiiee ettt e e e e e e e bbbttt e e e e s e s bbb b et e e e e e e e b bbrreaaeeas 31
Switch Spanning Tree Groups INFOIMEALION .........coiiiiiiiie e e e e e e ra e e e e e nnennees 32
Switch Spanning Tree Group INFOrMALTION. .........coiiiiii e 33
Switch Spanning Tree Port INfOrMation .........cccviiiiiii e e e e eeeaaees 34
Switch Trunk Groups DashbDOAI ............ccuviiiiiiiie e 35
TruNK Hash DASNDOAIT ..........ooiiiiiiiiiiie ettt et e e e e ba e e e anbe e e e e abeneeeans 37
LACP DAShDOAIT ......coiiriieiieiee ettt ettt e e e s e aa 37
LACP POIt DASHDOAIM. .....ccouteiieiitiie ettt ettt e et e e ek bt e e e sttt e e e asbe e e e e bbe e e e anbeeeeaanbneeeans 38
Uplink Fast General INFOrMAaLION ..........uuiiiiiiiiiiiie e e e e e e e e s e bbb e eeaee s 39
RMON History Group INfOIMALiON ........uvuviieeeeiiiiiiii e e s et e e e e e e e e e e e s e e e e e e e s sssaaeeaaeeeaessssaeaeaeeas 40
RMON Alarm Group INFOIMELION .........uiiiiiiie et e e e s e e e e s e bbreeaee s 41
R\ (@ 1IN I =AY =T o A T o 10 o 1) o] 2 =1 6] ] o 43
IP Interfaces DashDOAIT ..........oooiiii et e et e e et e e s bn e e e e anbeeeean 44
Route Table INFOrMaTION. ........ooiie e e e e e e e e e e s e e e enneeeen 45
ARP Cache INFOMEALION .......eiiiiiie ettt ettt e ettt e e et b e e e anbb e e e e ananeeeans a7
Network Filters DashbDOArd. ............ooo it e e ee e 48
Route Map DashbDOGIT ..........ouuiiiiiiiiiie e e e e e et e e e e e e st bar e e e e e e e e e nrraraaaeeas 49
Route Map DAShDOGIT ...........ooiiiii e e et e e e e e e eae s 50
Default Gateways DashbDOGIT ...........c.uuuiiiiiiiie e e e e e e e e e e e e e snrraraeaeeas 51
IGMP SNo0PING DASNDOAIT .......ccooiiiiiiiiie et e e e e e eee s 52
IGMP MUIICAST GrOUPS. ... vtttieeeeeiiiiiiitteeeeeesitteeaeeeeasssttbeeaeeeesaastaaseaeaaeaaassbaaaaaaeesaasssssseaaeeeeanssnnneeaeens 53
IGMP MUIICAST ROULEIS ......eeiiiiiiiee ettt e e st e e e e e s e e e e e e e nneees 53
IGMP FIlters DASHOAIT. ... ...eiiiiiiiie ettt e e et e e e b e e e anbn e e e e anaeeeean 54

IGMP Static Multicast Router CONfIQUIALION. ...........eiiiiiiiiiiiiiiee et eee s 55



OSPF GENEral DAsShBDOAIU ........cccoiiiiiiiiiieii ettt e e e e e ettt e e e e e e e es s eeeeesssssatneaeaaeenns 56

OSPF Areas DasShDOAIT ..........c.eiiiiiiiiiiiie ettt e e et e e e nnn e e e e 56
OSPF Summary Ranges DashbDOAId ............oovviiiiiiiiiiiiieeeeeeeeeeeeeeeeeeee et 57
OSPF IP Interfaces DAShDOAIT. ..........ccoiiiiiiiiiiiie ettt e e 58
OSPF IP Interface DaShDOAIM ............oooiiiiiiiiiiiiieeeeeeeeeeeeeee e 59
OSPF Virtual LINKS DAShDOAIT ..........ooiiiiiiiiiiiiee et 60
OSSP ROULES ...ttt oo oo et ettt e oo e e et ettt t e e e e e e e e e ataa e e e e aeeessbaa e e eeeaeesnnnnnaaeaaaenes 60
RIP General INFOIMELION .........oiiiiiie ettt e e st e e et e e e snnneeeaannneeeans 61
(R [ (Y g 7= (ot TS = ] ] o To T= 1 o T 62
Virtual ROULET GrOUP OPEIALION .......viiiiiiieee ittt e ettt e e e ettt e e e e e e st b e e e e e e e s as bbb e et eeeeeesnnsabneeaaeeas 63
A AT O I Lo LWL (=] (D T T ] o To T= o 64

Virtual ROULET OPEIALION .....ceiiiiiiiiieiiie ettt e e e e st e e e e e e s bbbt e e e e e e ettt e e e eaaeessannbbbeeaaeeas 65

VRRP IP Interfaces DashbOard ...ttt a e aaeae s 66
Domain Name System DashBOArd...........coouiiiiiiii e 67
Bootstrap Protocol Relay DashbOard............coiiiiiiiiieeiiiiiiiieee ettt e e e e e e e e a e e e e e e snnraaaaaees 68
IP ROULING DASNDOAIT ... et e e e et e s e e e e s eeeen 68
802.1p Priority t0 COS DAShDOAIM ......cccciiiiiiiiiiie ettt e e e e e e e e eaaaeeeasntaaaeaaeeeeannes 69
802.1p CoS Weight DAaShDOAIT ..........ccoiiiiiiiiiii et 69
802.1p Switch Ports Priority Table Dashboard ...............ooviiiiiiiiiiiiic e 70
802.1p Number of COS DaShDOAIT............oiiiiiiie e e 70
Y @8 IR B - 1] o] oo T= 1o OSSR 71
Access Control List DAShDOAIT............uiiiiiiieii e e 72
ACL Group Dashboard Table.............uuiiiiiiiiiiiiiee et e e e e e e e e e e e e e snnnaeaaaeeas 72
Access Control List Group DashbDOAr............coouiiiiiiiiieiie e 72
Uplink Failure Detection DashbDOArd .............ceeiiiiiiiiiiiiiec e e e e e e e e e e e e e e nnnnnees 73

Management Processor Statistics
TCP/IP Statistics (IF Statistics

TCP/IP Statistics (ICMP Statistics

UDP/SNMP STALISTICS ...ttt iiiiiee et e ettt e st e skt e e e e e s et e e s et e e e nneeesasrr e e e snneeeeennneees
(01 =W U i1 2= 1T ] o [ U ST SUPPPPPR
FDB STALISTICS. ..t tutteeeeiiriee et e e et e et e et et e e et e e ekt e e ettt e e e et e e e R e e e e et e et e e e e e e e e e e e e nneeeans
Network Time ProtoCOl STALISTICS ......c.vuviiiiiee ittt e e e e e e e e e e s e e e e e e s s staarraeeeeaessssaeaaaeeas
SWitCh POrts StatiStICS SUMMEBIY .......oviiiiiiiiiiiiie e e e e e e e e e e e e
POt STATISTICS ... vtttiieeeeiei ittt e e e e ettt e e e e ettt e e e e e et a et e e e e e e et aa et e aeeeeaatartteeeeeaanrrtrrtaaeeeannrraaraaees
Bridging (“O0tL”) STALISTICS ...veeerereeeiiieieeeiriee et e e e s e e s e e s e e e e e e e sene e e e eeneees
INterface (Mif”) STAtISTICS = INPUL.......uuiiiiiee e e e e e e s a e e e s e st brreaaeeeeesnsaanaeaeens 87
Interface (“if”) StatiStICS = OULPUL........eiiiieiiiiiiii e e e e s et e e e e e s nabbneeeaeeas 87
Ethernet (“d0t3”) STatiSHCS ...uuiiiiiiiiiiiiiie e et e s e e e e e e s e e e e e s e s ssbareeaeeeeasnsaaneeaeens 88
GEA TP SEALISTICS ....veieiiiiiee ettt ettt e et e et e e et e e e et e e e e e e e e e ans 89
SWILCH POrS 802.1X SEALISTICS ...uvvvviiieeiiiiiiiiiiee e e esiiiri it e e e e e e s e e e e e e s s b e aaeeeasastaaaaaaaeesaassbneeaaeeesansnsnees 89
POI 802.1X SEALISTICS .....veeeiiieieeeiteie ettt e e e e e st e e e s b e e e et e e e s sne e e e e bneeeeasnneeesannneeean 90
(D RS = 11 [ TP PUPR SO 91
LACP STALISTICS .....veieeiieiee ettt e st e e et e e et e e ek e e e e et e e e e e sn et e e e tneee e annn e e e aennneeeea 92
L] = U1 £ o= SO PUPR S SPPPPR 93
IP Routing Management StatiStiCS (PAITL) .....coouueriiiieeiiiiiie et e e e e e e e e e e e eebbn e eeeeas 94
IP Routing Management StatiStICS (PArt2) ......uuuvveeeiiiiiiiiiiieeeeesiiiriree e e e e srarereeeesssserreeeeeesasnsseneeeeeens 95
ARP STBUISTICS ..ttt e e e et e e et e e e e et e e e e e e e e e e e e e e e e anneeeaas 97
IGMP VLAN SNooping StatiStiCS SUMMAIY.........uuiiiieeeiiiiiiiiieee e e essiieiree e e e sssierreeeeeessssssaaneeaeesssssnsnreeeeens 98
VLAN - IGMP SNOOPING STALISHICS ....eeiiiiiiiiiiiiiiie ettt e e e et e e e e e e s nbenn e eeeeas 99
OSPF GENETAI STALISTICS .vvvvteeeeiiiiiiiiiieeeeesiitr ittt e e e e e sttt eee e s s s bbreeaeeeeassssataeeeaeesaassaseeaaeessassssssneeeeeesanns 100
OSPF AIEAS STALISTICS. . .ci.uteieeiiiiie ettt e e e e e s e e e s e e st et e e s bn e e e e esnn e e e s asnneeesasnneeeans 102
OSPF AFEA STALISHICS ...uvvvviiiiieeiiiiiiiite e e e e ettt e e e e e s sttt e eeeesas s tearetaeeeeasssstaseeaaeesaassasesaaeeeaasssssseaeeaeesannes 103
OSPF [P INtEIfACES STALISTICS......eeeiiieieeiiiiiee it et s e et e e st e e e et ee s e e e e s enneeeans 105
OSPF IP INtErface STALISTICS ......cciiieieeiiiiie e e e e s e e eeneeas 106
L S o= L] 1o SO USRRR S 108
Virtual Router Redundancy ProtOCOl STALISTICS ......cccoiiiiiriiiiieeeiiiiiiiiie e 109
Domain Name SYSIEM StAtISTICS .......ciiiiiiiiiee ittt e e e e e s r e e e e e e s rbbareaeeeeeennssnnees 109
ACCESS CONLIOl LiStS STALISTICS .....eviiiiiiie it e e e s e e s e e s eeeea 110
F O IS - 1] 1 [ SO UUP PR 110

Uplink Failure Detection STAtISTICS.........uuuiiiiieiiiiiiiii et e e e e e s e e e e e e e nneeneees 111



................................................................................................................................................. 112
......................................................................................................................... 114

Switch Management Processor CONfigUIatioN ............uuuiiiiiiiiiiiiiiiie et e e e e e 115
......................................................................................................................... 115

SO H SN P e e et e e —e e e e e —eeeeaaeeeeeaneeeeaanaeaeeaneeaeaanneaaans 117
Switch Management Processor CoNfigUIation.............coouuiiiiiiiiee e e e 118
User Configuration Table ... 119
User Access Control ConfigUIratioN ...........oooiiii oo 120
SWitCh RADIUS CONFIQUIALION. ... ..utiiiiiieiiiiittiiie ettt e e e e ettt e e e e e s st eee e e s s snbabeeaeeessasnsbbreeeeaeseannes 121
SWitCh TACACSH CONFIQUIALION ... 123
NI e O7e T 01 o [U] = U1 Te ] o FO TSP PPRPSPP 125
Syslog and Trap Feature ConfiguIation ..........oooe i 126
Switch Image and Configuration ManagemeENt ...........uuuiiiieiiiiiiiiiiie e e e s e e e e s anes 128
........................................................................... 129
................................................................................................................................................... 129
.................................................................................................................................... 129
............................................................................................................................................... 130
Management Network Definition CoNfiQUIration ..............uuvviiioiiiiiiiiiiee e 131
SWItCh POrtS CoNfigUIatiON ........coo i 132
YY1 (ot T o T @ T U1 = U1 o] o R 133
SWitCh POrt ACL CONFIQUIATION ....eeeiiiiiiiiiiiiee ettt e st e e e e s st e e e e e s e snsbbbeeeaeeeeannes 135
Port-Based Port Mirroring ConfigUIAtioN .........coooiiooioiieiieeeeeee e e e e e e 136
Monitoring Port CoNfIQUIALION ..........uuiiiiii e e e e s et a e e e e e e nnbenees 137
Port Mirroring Configuration fOr POI............ooviiiiiiiiiiiiieeee e 137
802.1X General CONFIQUIALION .......uuiiiiiieiiiiiii ittt et e e e e e s bbbt e e e e e s s bbb e e e e e e e s essbbbeeeeeeeeaane 138
802.1x Switch Ports ConfigUIatioN.........coooeeiiiieeeee e 138
802.1X POrt CONFIQUIBLION ......eiiiiiiiie ettt e e e e st e e e e e s st b e e e e e e s e ansbbbeeeaeeeaannes 139
(D] 2 @001 o U] - U1 (o] o SO SSRR PP 140
Static FDB Configuration (DArtL).........cocuueeiiiiiieiiiie et e e 140
Static FDB Configuration (PArT2)..........uuuiieeeiiiiiiiiiiee e et e e e e e e s sareeea e e e e asiaaaaaaeeessssnssaeeaaaeeeansnnnees 141
VLANS CONFIQUIBLION. ...ttt ettt e e e e e ettt e e e e e e s bbbt e e e e e e s ntbbb et eeeeeeannbbbneeeeaeas 142
VLAN CONFIQUIALION ... uitiiiieee e ettt e e e et e e e e e ettt e e e e e e e e s ettaeeeaaeeeaassasaaeaaeeeaasssssnaeaeeeesansssnnneaaeens 143
Switch Spanning Tree Groups CoNfiQUIALION ..........c.uviiiiiiiieiiiie et 144
Switch Spanning Tree Group CONfiQUIALION ...........eeiiiiiiiiiiiiee e e e e e e e e e e e eeeenees 145
Switch Spanning Tree Group Port Configuration..............cooiiie i 147
MSTP/RSTP General CONfIQUIALION ..........iiieiiiiiiiiiiee e e e e e e e e e e e e e s a e e e e e e s snaaaeaaaeeeeannsnnnees 148
Common Internal Spanning Tree Bridge Configuration............ccccoouiiiiiiiiieiiiiiiiiiiieee e 150
Ports Common Internal Spanning Tree Configuration.............coocuuviieeeeeiiiiiiiiee e e e 151
Common Internal Spanning Tree Port Configuration...............eeiii i 152
Trunk Groups CONFIQUIATION ........ciiiiiiiiiiee e ettt e e e e e e e e e e e e e e e e e e e e e s stbaeeaaeeeeassssnsraaaeeeeessnsseeeaeens 153
Switch Trunk Group CONFIQUIALION. .........uiiiiiiiiie et e e neneees 153
Layer 2 Trunk Hash ConfigUration.............ooiuuiiiiieeeiiiiiiiie e e et e e e e e e s e e e e e e e snaanaaaaaaeeeennnnnnees 154
LACP CONFIQUIALION ...ttt e e e e e sttt e e e e e e st bb e et eaeeeeasbbbneraeeeeeansennees 155
LACP POrt CONfIQUIALION ..uuviiiiieeiiiiiiiiie e e eee ittt e e e e et e e e e e e e st a e e e e e e sassbaaaeaaeeeasnsstsaeaaaeeeeannssnnees 156
Uplink Fast General ConfigUIation.............eeiiiiiiiiiee et e e e e s s e e e e e e st aae e e s s ssnsrarraeeeeeessnnnees 157
RMON History Configuration TabIE..........cooiiiiiiiiie e 158
RMON HiStory CONfIQUIALION ......cciiiiiiiiee e cee ittt e e e e e e e e e e e e e st eaaaeesesnsstaaeraaeeeeesnsnenees 159
RMON Alarm Configuration TabIE ..........eeeiiiiiiiiie e e e e e neeenes 160
RMON AlGrm CONfIQUIALION ......cciiiiiiiiiee ettt e e e e e s e e e e e e s baaeraaeeesssssabaeraaeeeeesnnnenees 161
RMON Event Configuration Table.............ooiiiiiiii e 162
RMON EVENt CONFIQUIALION ...eiiiiiiiiiiiiiiee ettt e e et e e e e e e s b e aa e e e e snnstaaeaaaeeeeennsennees 163

IP INterfaces CONFIQUIATION. .........ciiiiiiiiiiii ettt e e e e e st e e e e e e s bbb e e e e e e e anneneeees 164
IP INterface CONfIQUIALION ... ...iiii ittt e e e e e e e e e e e e b aaaeeeesnsstaaeaaaeeeeennsnnnees 165

IP Static ROUtES CONFIGUIALION ........eiiiiiiie it e e e ees 166
IP Static ROUtE CONFIQUIALION ....c.viiiiiiiee ettt e et e e e e et e e e e e e s b eaaeeeesnsstnaeaaaeeeeennsennees 167
Static ARP CONFIQUIALION ...ooiiiiiiiiiiiiiee ettt e e e e e st e e e e e e s bbb et e e e e e e easbabeeeeaeeeaane 167
IP Static ARP CONfIQUIALION. ......iiiiiiiiiiiee et e e e e st e e e e e e e raaeeeasssssaaeaaeeeeeesnsnenees 168

T 0o QT L =T =3 @ 1T 10T = Lo 169
Network Filter CONFIQUIALION .......cc.iiiiiiiie e e e e e e e e e e e e st reraeeeeeennsnenees 170
Route Maps CONfIGUIALION .........iiiiiiiiiiieie et e e e e e e bbb e e e e e e e s ebba e e e e e e e e annsnneees 171
ROULE MAP CONFIQUIALION ... .eiiiieeiiiiiiiii e e et e e e e e e e e e e e st e e e e e e e s sbbaeeaaeeessnssssaeeaaeeeeannsnnnees 172

Route Map AcCess List CONfIQUIALION.........oc.uuiiiiiiie e 173



Default Gateways CONFIQUIALION ..........uuuiiiiiee ittt e e e e e e e s s bbb e e e e e s e s nnebnnees 174

Default Gateway CONFIGUIALION ........ooiiiiiiiiie e e e e e e e e e e s bbb e e e e e e e snneeneees 175
[[€7\Y/1=dRSTaToTo] o 1aTe @] gl ile U] =1 i o] o [T 176
IGMP Filters CONFIQUIALION .....ccoiiiiiiiiiiiie ettt e e e e et e e e e s e s bbb eaee e e e s nnnannees 178
IGMP Filter CONFIQUIALION .....iiiiiiiiiiiiiiiiiiieeeeeeeeee ettt ettt e e e e e e e e e e e e e e e e e e e eeaaees 178
IGMP Filtering Port CoNfiQUIAtION .........cuiiiiiiiiiiiiiie e e e e e e e e nebenees 179
IGMP Filtering - POrt CoNfigUIatioN............ouiiiiiiiiiiiiiiiieeieieeeeeeeeeeeee ettt e e e e e e e 180
IGMP Static Multicast Router CoNfIQUIALION ...........ooiiiiiiiiiiiee e 180
Static Multicast Router Configuration fOr POI.............uuuiiiiiiiiiiiiiiiiiiiiiiiiiiieiiieiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 181
OSPF General CONfIQUIALION ........uuiiiiiiiiiiiiie ettt e e e e et e e e e e s s bbb e e e e e e s sssbbbeeeeaeeaannns 182
OSPF MD5 Key CONfIQUIATION .....cce i e e e e e e e e e ae e 183
OSPF Areas CONfIQUIALION. .......ci.uuiiiiiie ettt e sttt e e e e e s st e e e e s s stbbb e e eaeeesassbabeeeeeeesannes 183
OSPF Area CONfIQUIALION .......uuiiiiiie e i ettt e e e e e ee et e e e e e s et eeeaeeaasssataraeeaeeassssssasaaaessaasssnssseaaeeaannes 184
OSPF Summary Ranges CONfiQUIALION ..........cuuiiiiiiiie et e e ee e 185
OSPF Summary Range CONfIQUIAtION. ........cciiiiiiiiiiiiieeeeesiiieiree e e e eeseareeeeeessssnnsaaeeeeesessssnnneeaaesaannes 185
OSPF INnterfaces CONfIQUIALION ..........uiiiiiiiiieiii ettt e e e e e e e e e saerneeens 186
OSPF INterface CONfIQUIALION. ........ciiiiiiiiiiiie e ettt e e e et e e e e e e et r e e e e e s s ssaraaaeaeeaesssaneeaeaeaaannes 187
OSPF Virtual Links COoNfiQUIALION ........coiiiiiiiiiiiie ettt e e e e e e e e s sabbb e eaeeeeanes 188
OSPF Virtual LinK ConfigUIation..........ccuvuiiiiee i iiiiiiieee e e eeteiee e e e s e st eeeeeesssssaaaaaeaesassssanaeeaaseananes 188
OSPF HOSES CONFIQUIALION .....uiiiii ittt e e e e e ee e eeesinneeeans 189
OSPF HOSt CONfIQUIALION ......eiiiiiiiie ettt e e e et e e e e e e et e e e e e e e ssssabaaaaaeeeennsanaaeaaeeaannes 190
OSPF Route Redistribution CoNfiQUIAtIoN ...........coooiiiiiiiiieciiiie e 191
RIP INterfaces CONfIQUIALION .. ...iiiiii it e et e e e e e e e e e e e e e st e r e e aaeeeeasssaanaaaaeeeeannnsneees 192
RIP Interface CONfIQUIALION ........ooiiiiiiiiie et e e e e e e st a e e e e e e nnneeeees 193
RIP Route Redistribution ConfigUIation.............uuiiieeiiiiiiiiiiiee et a e e e e aee e e e e snnenees 194
RIP General CoNfIgQUIALION. .........iiiiiiiiiiee e eeciie et e e et e e e e e e e e e e e e e e s taareeaaeeeessssssaeeaaeeeeannssneees 195
Virtual ROUErs CONFIQUIALION ........viiiiiiie ittt e e e s e e e e e eeeeas 196
Virtual ROULEr CONFIQUIALION .......vvviiiiie ettt e e e e e e r e e e e e e et b e e aaeeesansssnnaaeaeens 197
VRRP Interfaces CoNfIQUIAtION ............uiiiiiiiiiiiiiiie ettt e e e e e s bbb e e e e e e s nbebneeeeeeas 199
VRRP INterface CONfIQUIALION .......uuiiiieiiiiiiiiiiee ettt e e e e e et e e e e e e s e e e e e e s ennssnaaaaaeens 200
VRRP General CoNfIQUIAITON .......ooiiiiiiiie ettt et e e e e e e bbb e e e e e e e nbarneeeeeeas 201
Domain Name System CONfiQUIALION ... ....uiiieiiiiiiiiiiee e e e s e e e e e s e a e e e e e s ssaaaeaaaeeeeenssnenees 202
Bootstrap Protocol Relay COonfiQUIratioN ...........coccueiiiiiiiie e 203
IP Routing General CoNfiQUIALION .........uuuiiiiie ittt s e e e e e e e a e e e e e e e tbbaeaaaeeeesnnsnenees 203
QOS Priority COS CONFIGUIALION ....couiiiieiiiiee ittt e s e e e e e s e e e e anenneeeans 204
QOS Priority CoS QUEUE CONFIQUIAILON .....viiiieiiiiiiiiiee e ettt e e e e e e e e e r e e e e s e snranraaaaeaeannes 204
QO0S C0S Weight CONFIQUIATION .....c.eviieiiiiee it e s e e e e e s e e e sanneeeeans 205
QOS CO0S QUEUE CONFIQUIALION ...vviiiiiiiiiiiiie e e e eeitee it e e e e e e et r e e e e e e e bar e eaeesssstbraaaaeeeaeasssneeeaeeeaaanes 205
ACL CONFIQUIAITON ....eeiiiiiiiiittt e ettt e ettt e e e e sttt e e e e e s st bbb et e eeeeaasbbbs et e eeeesaansbbb et eeeeeeannbanneeeeeens 206
Access CoNtrol List CONfIQUIALION. .........iiiiiiiiiee ettt e e e e e e e e e e e e e e e nssrraeaeaeens 208
Y@ 1Y 1= 0= T T o T @0 T T = L4 [0 o S
ACL Re-Mark Configuration
ACL Groups CONFIQUIALION ......coiuiiieiiiriie ittt e e e st e e s ee s ssre e e e ssn e e e e nnnneeeaasnneeeaas
Access Control Group CONfIQUIALION ......cc.uviiiiiiee et e e e e e e e e e e e s e nnnrnaaaaaeens 212
Uplink Failure Detection ConfiguIation............cooei i 213

Failure Detection Pair CONfiQUIALION ...........oiiviiiiiiee et e e e e e e e e e e s ee e e e e s nieraaeaeeeeeennseeeees 214



10GbE (L3)

BBI

BBI

BBI BBI

N8406-026 10GbE
N8406-026 10GbE
N8406-026 10GbE
N8406-026 10GbE

BBl Web
BBI

BBI

N8406-026 10GbE

Web
e Netscape Navigator 4.7x
e Internet Explorer 6.0x
Web JavaScript

Web

PC

(L3)
(L3)
(L3)
(L3)

(L3)

(BBI)

(AOS)
(ISCLI)



1 P
IP BBI
BBI
BBI AOS CLI
>> Mai n# /cfgl/sys/access/http <di sabl e|] enable (or just d|e)>
BBI AOS CLI
>> Mai n# /cfg/sys/access/ https/access <di sabl e|] enable (or just d|e)>
BBI TCP 80
>> Mai n# /cfg/sys/access/ wport <TCP port nunber>
CLI
Web
Web JavaScript
JavaScript Java™ JavaScript Web




BBI

BBI
Web
IP Web URL
IP IP 192.168.12.90 Web
Internet Explorer BBI
https://

/3 http://192.168.12.90; - Microsoft Internet Explorer
| FHME) REE FTW BRICANE Y- ALTH

100 NRAK|LHhe 5B
| PELAD! [&] http:if192.168.12.90

3. TCP 80

/2 http://192.168.12.90, - Microsoft Internet Explorer
| IME REE FTW  ERCADE  U-MD AL

Q-0 MR GLe 5B

JT*‘I*'LJJ!\_@ Htbp: 192, 168,12, 90: 8080

IP DNS

/2 http://192.168.12.90, - Microsoft Internet Explorer
| 7740E) BEE FTW ERCADG  Y-MD AL

[« &5 BAD BE R AT VER R - S0 ="
J FELAD) Hittp: ffswitch




T F g?“&‘:

10Gh Intelligent L3 Switch

2 € =]
BAD— R [
™ HAD-MERIEIHE

ok | wetn |

BBl  Dashboard

BBI Dashboard

a http://192.168.12.90, - Microsoft Internet Explorer

| B REE FEW BRCANE V-MD ALTH | &
10-0-H@a|fkalda
| FELAD) @ httpeff192,168.12,90

= B
BLADE e v e Alteon OS

Revert  Difft  Dump

Showlog Help  Logout

]

Gh intelligent L 3 Switch

W Spars P |B56-850991-026-A
Software Rev [0 FLASH imaeel)
Banner i
Losin Notice
[&] Operi Folder T et
Dashboard

BBI
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BBl Web

o~
BLA DE CONFIGURE STATISTICS i D'ﬂ ggﬁ ) A I teo n o S
M ETWOR K
TECHNOLOGIES Apply  Save  Revert Diff  Dump Showlog  Help  Logout
10Gbh intelligent L 3 Switch .
- Switch Dashboard
| Switch Name [
| Switch Location [
| Switch Type | Blade Metwork Technologies 10GE Intelligent L3 Switch
Rack Name Haruna-racks
Enclosure Mame Product-1
Slot 7
Switch Up Time 5 days, 17 hours, 24 minutes and 41 zeconds.
Last Boot Time 150000 Sun Jan 1, 2006 Qower cycled
| Time and date | 15:48:59 , 2/21/2008
Timezone Location azla—Japan
Daylieht Savines Time Status | dizabled
MAC Address 00:1 7:efebeb0:00
IF Address 0oon
3
.
.
.

11



CONFIGURE

STATISTICS

DASHBOARD

BBI

Dashboard

Apply

Apply

Save

backup

Revert

Apply

Apply

Diff

Dump

Show Log

Web

100

Help

Logout

BBI

12



‘= T0GhH inteligent L3 Switch

{3 System

- ~[Rceneral

- [BUserTable

—— | Radius

- RATacacs+

~[EINTP

- [E1SysloyTrap Features
R Confighmage Control
- EManagerment Network

R E =l

{23 Zuwitch Ports

23 PorkBased Port Mirroring

—{] Layer2

~(1 RMON Menu

~( Layer3

-1 Qos

=[] Access Control

|0 Uplink Failure Detection

13



Dashboard

Dashboard
Dashboard
Dashboard
Dashboard
1. DASHBOARD

e, e o
Bl ADE * .CONFIGU * STATISTIES |/

N ETWORK
TECHNOLOGIES Apply:.  Save  Revert  Diff

Tree Groups"

=T 33 10Gbinteliigent L3 Switch
- System
{1 Switch Ports
-1 Pon-Based Port Mirrating
33 Layer 2
-3 s02x
- [ vitual LANs
— -0 Spanning Tree Groups
- [0 MSTRRSTP
[ Trunk Groups
-~ [ATrunk Hash
- [BILACP
- B UpLink Fast
[0 RMON Menu
-0 Laver 3
-0 Gos
[0 Access Control
(13 Uplink Failure Detection

Dashboard 14
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3.
BLADE [Tconricire )\ TsTATIATIcs || DASHEGARD Alt OS
N ET 0O R K e O n
TEC LoG 8 S [ np q 1eig ot

N

Dg

1 system

1. Search Range

@ Switch Pords Sparning Tres Groups(1-128) le'nﬁ— To F‘Eﬁ.
' @ 2. Search Options

&&;avar 2 Brides Friority( = any) P

= 3 802.1x

State
Search Operation

) WSTRIRSTP
[EiTrunk Groups
B Trunk Hash
BArace

- “[EUslinkFast
=1 RMON Menu

@ Access Control
"3 Uplink Fallure Detection

Dashboard 15



{11 System
{1 Switch Ports

-1 Port-Based Port Mirroring
59 Layer 2

0Gh ntelligent § 3 Swit

E1 802.1x

-0 Wirtual LARS

(] Spanning Tree Groups
{1 MSTP/RSTP

2] Trunk Groups
-[E]Trunk Hash

~[BlLACP

~[EUpLink Fast

(1 RMOMN Wenu

{1 Layer3

-] QoS

(] Access Control

~{Z3 Uplink Failure Detection

Dashboard 16




Switch Dashboard

Switch Dashboard

System > General

Switch Dashboard

| Switch Name |

| Switch Location |

|Switch Twpe | Blade Metwork Technologies 10Gb htelligent L3 Switch
| Rack Mame | Haruna-rack8

| Enclozure Mame | Product-1

| Slot [7

| Switch Up Time

|E dawvz, 16 hourg, 53 minutes and 30 zecondz.

| Last Boot Time

[ 15:00:00 Sun Jan 1, 2006 fpower cycle

| Time and date

| 161748, 2/21/2008

| Timezone Location | asia-Japan

| Daylight Savines Time Statuz | dizabled

| MAG Address | 00:1 7:et:ebeb0:00
|TF Address |0000

| Management Port MAC Address | 001 7efebbl:01
| Management Port IP Address | 1921687290

| Hardware Fevizion |04

| Switch Serial Mo | USP742007C

| Hitf Spare Part Mo

| 856-850991 -026- A4

| Software Rey

[1.00 FLASH imaeel

| Banner

| Login Matice

Switch Dashboard
3 Switch Dashboard

Switch Name

Configuration > Switch > General (SNMP)

Switch Location

Configuration > Switch > General

(SNMP)

Switch Type

Rack Name

Rack

Enclosure Name

Slot

SWM

Switch Up Time

Last Boot Time

Time and date

Timezone Location

Daylight Savings Time Status

(enabled/disabled)

MAC Address

IP Address

Management Port MAC Address

Management Port IP Address

Hardware Revision

Switch Serial No

HW Spare Part No

Software Rev

Dashboard

17



3 Switch Dashboard

Banner CLI

/i nfolsys/gen

Login Notice CLI

User Access Dashboard

User Access System > User Table

User Access

User i Uzer Name COs Password Statns

Built-in Users

User Enabled Offlitne
Oper Disabled Offline
Admin Always Enabled Online 1 session

[ Change Your Password ]

Luogin

User Access

4 User Access

User ID ID

User Name

COS

Password

Status

Login

Dashboard 18




RADIUS Dashboard

Switch Radius Dashboard System > Radius
Switch Radius Dashboard

Primary Radiuz IF Address 0.0.0.0
Transfer port of Primary Server memt

Secondary Radiuz [P Addrezs 0.0.0.0
Tranzfer port of Secondary Server| memt

Current RADILS Server 0.0.0.0
Fadiuz port 1645
Radiuz timeaout 3
Fadiuz retries 3
Radius Server 0 ff

Radiuz Backdoor

for telnet/zsh httpshttps Disabled
Fadius Secure Backdoor Disabled
tor telnet/zsh httphttps 1=abis
Fadius Secret Empty

Secondary Radius Server Secret  |[Empty

RADIUS Dashboard
5 RADIUS Dashboard

Primary Radius IP Address RADIUS 1P
Transfer port of Primary Server RADIUS

Secondary Radius IP Address RADIUS 1P
Transfer port of Secondary Server RADIUS

Current RADIUS server RADIUS IP
Radius port RADIUS UDP

Radius timeout RADIUS

Radius retries RADIUS

Radius Server RADIUS

Radius Backdoor for telnet/'SSH/HTTP/HTTPS
telnet/ssh/http/https

Radius Secure Backdoor for telnet/SSH/HTTP/HTTPS RADIUS
telnet/ssh/http/https

Radius Secret RADIUS
Secondary Radius Server Secret RADIUS

Dashboard 19



TACACS+ Dashboard

Swtich Tacacs+ Dashboard System > Tacacs+

Switch TACACS+ Dashboard
6 TACACS+ Dashboard

Primary Tacacs+ IP Address TACACS+ 1P
Secondary Tacacs+ IP Address TACACS+ 1P
Tacacs+ port TACACS+ TCP

Tacacs+ timeout TACACS+

Tacacs+ retries TACACS+

Tacacs+ Server TACACS+

Tacacs+ Backdoor for telnet/SSH/HTTP/HTTPS
telnet/ssh/http/https

Tacacs+ Secure Backdoor for telnet/SSH/HTTP/HTTPS
telnet/ssh/http/https TACACS+

Tacacs+ new privilege level mapping TACACS+

Tacacs+ Secret TACACS+
Secondary Tacacs+ Server Secret TACACS+

Privilege level mappings
Remote Privilege TACACS+
Local mapping

Dashboard 20



NTP Dashboard

Swtich Tacacs+ Dashboard System > NTP
NTP Dashboard

MNTF Server IP Address 0.0.0.0
Transfer port of Primary Server memt
Transfer port of Secandary Server metmt
Resyne Interval 0 - 446400 1440 minutes
NTF Service Status dizabled

NTP Dashboard
7 NTP Dashboard

NTP Server IP Address NTP IP
Transfer port of Primary Server NTP
Transfer port of Secondary Server NTP
Resync Interval (1 - 44640) NTP

NTP Service Status NTP

Dashboard 21



Switch Image and Configuration Management Dashboard

Switch Image and Configuration Management Dashboard

Config/lmage Control

Switch Image and Configuration Management Dashboard

System >

Active Imaege Yerzion | 1.0.0

Mext Boot Image Selection | imagel

Image 1 Wersion vergion 1.0.0, downloaded 0:03:45 Mon Jan 2, 2006
Image 2 Wersion verzion 1.0.0, downloaded 18:10:30 Fri Jan 6, 2006
Boot Wersion vergion 1.0.0

Active Configuration Block

active config

Mext Boot Configuration Block Selection

active config

Switch Image and Configuration Management Dashboard

8 Switch Image and Configuration Dashboard
_

Active Image Version

Next Boot Image Selection (imagel
image?2)

Image 1 Version Image 1

Image 2 Version Image 2

Boot Version Boot Boot

Active Configuration Block Configuration

Next Boot Configuration Block Configuration

Selection

Dashboard 22



Management Network Definition Dashboard

Management Network Definition Dashboard System > Management
Network

Management Network Definition Dashboard

9 Management Network Definition Dashboard

Entry
Management Network 1P
Management Network Subnet Mask

Dashboard 23



SFP Information

SFP Information

System > SFP
SFP Information

Port |Device|TX-Enable RX-Signal |TX-Fault
13 - “FP1| SR-=FP EMABLED LOST M
19 - xFP2| FI-®FP MOT INSTALLED
20 - ®FP3| FI-=FP MOT INSTALLED
£1 - ®“FP4 | FI-®FP MOT INSTALLED

SFP Information

10 SFP Information

Port

SFP/XFP

Device

CU = Copper SFP

FI = Fiber SFP

SR = Short Range XFP

LR = Long Range XFP

XFP SFP
TX-Enable
(enabled/disabled)

RX-Signal (OK/LOST)
TX-Fault

Dashboard 24



Switch Ports Dashboard

Switch Ports Dashboard

Switch Ports

Switch Ports Dashboard

0 fi I Speed FInput Link5tate
Status Switch Port Info pg;atmna Duplex Dratme;s Chanees
atus FlowCtl F utpu Total Errors
rames
1: stp: FORWARDING
rmon: dizabled . J3820656348 3
| E=1 ‘cceine dizobled pyID.1 oPerational 10000/Full/Bath “gacecoeoe 0
YLANs:
2 stp:_DISF"EILED
R i it pyip, 1| offne  10000/Ful/Both g 0
YLANs:
o stp:_DISF"EILED
R i it pyip, 1| offne  10000/Ful/Both g 0
YLANs:
4. stp: DISABLED
R i it pyip, 1| offne  10000/Ful/Both g 0
YLANs:
5 stp:_DISF"EILED
= e e i pvipq offfine  10D00/Full/Both g :
YLANs:
Switch Ports Dashboard
11 Switch Ports Dashboard
Status
disabled
enabled
down
Switch Port Info
STP
rmon RMON
tagging VLAN

PVID Port VLAN ID

Operational Status

Speed/Duplex/Flow Ctl

Input Frames/Output Frames

Link State Changes/Total Errors

Dashboard 25



802.1x System Information

802.1x System Info Layer2 > 802.1x > General

802.1x System Info
12 802.1x System Info

System Capability

System Status 802.1x ( )

Protocol Version 802.1x

Dashboard 26



Switch Ports 802.1x Dashboard

Switch Ports 802.1x Dashboard Layer 2 > 802.1x > Switch Ports

Switch Ports 802.1x Dashboard

13 Switch Ports 802.1x Dashboard

Port
Auth Mode
e  force-unauth
e auto
e  force-auth
Auth Status authorized unauthorized
Ctrl Dir
. both
° in
Authenticator PAE State Authenticator Port Access Entity
° initialize
e disconnected
e  connecting
e authentication
e authenticated
e  aborting
e held

e  forceAuth

Dashboard 27



13 Switch Ports 802.1x Dashboard

Backend Auth State

request
response
success
fail
timeout
. idle

Port 802.1x Dashboard Operations

Switch Ports 802.1x Dashboard Operations Switch Ports 802.1x
Dashboard

Port 1 802.1x Dashboard Operations

Suthentication Maode fotce-auth
Anthentication Statua utiauthaotized
I I
| Conitrolled Direction | hoth

Dauthentic ator PAE State initialize
| Backend Authentication State | initialize

Feset Feauthenticate

Ports 802.1x Dashboard Operations
14 Ports 802.1x Dashboard Operations

Port

Authentication Mode

e  force-unauth

e auto
° force-auth
Authentication Status authorized unauthorized
Controlled Direction
. both
. in
Authenticator PAE State Authenticator Port Access Entity
° initialize
° disconnected
e connecting
e authentication
e authenticated
e  aborting
e held

° forceAuth

Dashboard 28



14 Ports 802.1x Dashboard Operations

Backend Authentication State

. request

. response

e  success

e fail

° timeout

. idle
Reset 802.1x

802.1x

° force unauth unauthorized state

° auto unauthorized state

e  force auth authorized state
Reauthenticate (

802.1x

auto

Dashboard 29



Forwarding Database Information

Forwarding Database Information

Submit |

Show Entries of a Specific State
Show Entries of a Specific WLAMN
Show Entry of a Specific MAC address IEIEI:EIEI:EIEI:EIEI:EIEI:EIEI

Show Entries of a Specific Source F‘u:urtlany vI

P

Layer 2 > FDB

Forwarding Database Information

Clear dynamic MAGC's

Entry # MAC Addreszss (VLAM|Source Port(Trunk| 5tate |Learned Port|Permanent
1 00:07:4.3:07:32:18 1 1 FORMARD
2 00:07:43:01:33:0a | 1 a FORMWARD
End of Table
More.... |
Forwarding Database (FDB) MAC
FDB MAC 8K
Forwarding Database Information
15 Forwarding Database Information
Show Entries of a Specific Source Port FDB
Show Entries of a Specific State FDB
Show Entries of a Specific VLAN VLAN FDB
Show Entry of a Specific MAC address MAC FDB

XXEXX XX XX XX XX MAC
08: 00: 20: 12: 34: 56
Clear dynamic MAC's FDB
Entry # FDB
MAC Address FDB MAC
VLAN FDB VLAN
Source Port FDB
Trunk FDB
State FDB
Learned Port FDB
Permanent FDB
FORWARD
(TRUNK)
UNKNOWN MAC
UNKNOWN

Dashboard 30




VLANSs Dashboard

VLANs Dashboard Layer 2 > Virtual LANs

YL ANs Dashboard

1. Search Ranege

WLAM ID 1 - 4095) Fru:uml‘l To IdDQE

2. Search Options

WLAR Mame I

WLAM State any -
Search Operation ar - Search |

YLAH ID VLAM Hame VYLAHN Ports| State
1 Default WLAM 1-16 18-21 |enabled
4095 Memt WL Ak 17 ernabled

VLAN
VLANs Dashboard
16 VLANSs Dashboard

Search Range VLAN From To VLAN
Search Options VLAN
e VLAN Name
. VLAN State
“any”
Search Operation
e or 1 VLAN
e and VLAN
Search VLAN
VLAN ID VLAN ID
VLAN Name VLAN
VLAN Ports VLAN
State VLAN

Dashboard 31



Switch Spanning Tree Groups Information

Switch Spanning Tree Groups Information

Layer 2 > Spanning Tree

Groups
Switch Spanning Tree Groups Information
1. Search Range
Spanning Tree Groupst-128 Fr|:|m|1 Ta I‘I 28
2. Search Options
Bridee Priority {0 = any) IEI
State Iany TI
Search Operation Iu:-r vI Search |
apanning Stat Bridee Bridee Bridee FBridged Bridee
Tree Group ate Priority |[Hello Time | Max Aee ELT:; Aeging Time
1 ar 22768 2 20 15 300
2 ar 22768 2 20 15 200
a ar 22768 2 20 15 200
4 ar 32768 2 20 15 300
) ar 22768 2 20 15 300
o} ar 22768 2 20 15 200
i ar 22768 2 20 15 200
2 ar 32768 2 20 15 300
9 ar 22768 2 20 15 300
10 an 32768 2 20 15 300
Switch Spanning Tree Groups Information
17 Switch Spanning Tree Groups Information
Search Range From To
Search Options
. Bridge Priority
e  Spanning Tree State
“any”
Search Operation
° or 1
e and
Search
Spanning Tree Group
State
Bridge Priority
MSTP
Bridge Hello Time Hello Time () BPDU
MSTP
Bridge Max Age Max Age ()
MSTP
Bridge Forward Delay Forward Delay ()
MSTP

Dashboard 32




17 Switch Spanning Tree Groups Information

Bridge Aging Time FDB Aging Time

(

)

Switch Spanning Tree Group Information

Switch Spanning Tree Group Information
Groups Information Spanning Tree Group

Switch Spanning Tree

Dashboard 33



Switch Spanning Tree Group Information

18 Switch Spanning Tree Group Information

Spanning Tree State

VLANs LAN
Current Root
(16 ) MAC
Path Cost
Root Port
Max Age Max Age ()
Hello Time Hello Time () BPDU
Forward Delay Forward Delay ()
Hold Time BPDU
Topology Change Counts
Aging Time FDB  Aging Time ()
Bridge Priority
Bridge Hello Time Hello Time () BPDU
Bridge Max Age Max Age ()
Bridge Forward Delay Forward Delay ()
Bridge Aging Time FDB Aging Time ()

Switch Spanning Tree Port Information

Switch Spanning Tree Port Information

19 Switch Spanning Tree Port Information

Port

Fast Forwarding

Fast Forwarding

Port State

Bl ocking listening |earning
forwardi ng disabled
RSTP MSTP State Di scardi ng (Dl SO
Learning (LRN) Forwardi ng (FWD) Disabled (DSB)

Port Priority

Port Cost

©)

Designated Bridge

(16 ) MAC

Designated Port

Dashboard 34



Switch Trunk Groups Dashboard

Switch Trunk Groups Dashboard Layer 2 > Trunk Groups

Switch Trunk Groups Dashboard
20 Switch Trunk Groups Dashboard

Status

Trunk Group
Switch Port
STG

Dashboard 35



Dashboard 36



Trunk Hash Dashboard

L2 Trunk Hash Dashboard Layer 2 > Trunk Hash

L2 Trunk Hash Dashboard
21 L2 Trunk Hash Dashboard

Smac Hash source MAC hash (enabled/disabled)
Dmac Hash destination MAC hash (enabled/disabled)
Sip Hash source IP hash (enabled/disabled)

Dip Hash destination IP hash (enabled/disabled)

LACP Dashboard

Switch LACP Dashboard Layer 2 > LACP

LACP Dashboard

22 LACP Dashboard

Switch Port
LACP Mode LACP (active, passive, off)

Dashboard 37



22 LACP Dashboard

LACP Adminkey adminkey
LACP Operkey operkey
LACP Selected

Port Priority
Attached Aggr
Trunk LACP

LACP Port Dashboard

LACP Port Dashboard Switch LACP Dashboard

LACP

Dashboard 38



Uplink Fast General Information

Uplink Fast General Information Layer 2 > Uplink Fast

UpLink Fast General Information

STP Uplink Fast Mode OFF
STP Uplink Fast Rate 40

Uplink Fast General Information

23 Uplink Fast General Information

STP Uplink Fast Mode STP Uplink Fast ON OFF
STP Uplink Fast Rate STP Uplink Fast

Dashboard 39



RMON History Group Information

RMON History Group Information

RMON > History

MIE OID

RMON History Group Information

1. Search Hange

Hiztory Group Humber (1 - 63535 Fru:uml'l
2. Search Options

IEEESE

To

Humber of Buckets Requested (0= a.nj,rjl

Search |

Aeatch Operation of =
RMON History e Number Of | Granted | Polling
Group ID B Dkjere Buckets | Buckeis | IDuierval SemeE
Requested
| 1 136121221138 50 50 30 Crwener History 1
| z 136121221119 50 50 30 Owner History 2
| 3 136121221123 10 10 30 [Owner History 3
| a4 Tag oo o 30 30 30 |Owner History 4
| 2 e e 5 5 1800  Owner History 5
RMON History
RMON History Group Information
24 RMON History Group Information
Search Range History From To
Search Options History
. MIB OID
e Number of buckets requested
“any”
Search Operation
e or History
e and History
Search History
RMON History Group 1D History
MIB Object MIB OID
Number of Buckets Requested
Granted Buckets
Polling Interval
Owner History

Dashboard 40




RMON Alarm Group Information

RMON Alarm Group Information RMON > Alarm

RMON Alarm Group Information

1. Search Range
Alatm Group Number (1 - 65535 From [1
2. Search Options
MIB QID

To

Interval

Risitg Litnit (-2147433647 - 2147483647) I
Falling Limit (-2147483647 - 2147433647) |

-

165535

Riging Event Index |
Fallityg Event Index |
Alarm Type |Any 'l
Sample Type |Any 'l
Search Crperation ar T Searchl
RMON | | Errlla
. - . ing [Falling
— MIB Ohject DOLlng | Last Value o8 PAlME gy | glapm & 20 Sample Owner
o it | Limdt | pges | ndex | 0P | DPE
1 [13612122110257( 20 ) 10 | 0 1 0 rsing | abs Owner Alarm 1
i 2 |13612122111258 | 200 ] ] 10 0 2 [falling | abs Owner Alarm 2
3 |1361212211225% | 300 ] 10| 20 0 | 0O jeither | abs Chwmer Alarm 3
4 |136121221.13260 | 1800 0 10 0 1 0 |rsing | abs Owner Alarm 4
5 3612122114261 (1800 | 0 10 | 0 | 1 | 0 osing|abs | Owner Alarm 5
RMON Alarm
RMON Alarm Group Information
25 RMON Alarm Group Information
Search Range RMON From To
Search Options RMON
. MIB OID
e Interval
e  Rising Limit
e  Falling Limit
e  Rising Event Index
e  Falling Event Index
e  Alarm Type
e  Sample Type
“any’
Search Operation
e or
e and
Search RMON Alarms
RMON Alarm Group ID
MIB Object MIB OID

Polling Interval

Last Value

Rising Limit

Falling Limit

Dashboard 41



25 RMON Alarm Group Information

Rising Alarm Index

Falling Alarm Index

Alarm Type rising falling either
Sample Type

e abs

e delta
Owner

Dashboard 42



RMON Event Group Information

RMON Event Group Information

RMON > Event

RMON Event Group Information
1. Search Range
Event Groug Nusber (1 - 65535) From|[J To [5535
2. Search Options
RMON Type If’-‘xn';.,a' "i
Search Operation Iﬂ search |
RMON -
Event FEvent  LastSent(in Description Owner
Group | Type uptitie)
1
leg |OD: OH: OB 03|  Ewent 1 Crwner Event 1
& Itrap‘ 0D: OFL: 01 OF | Event 2 |'Qmmer_Event-_2._nelogortrap
3 |both 0D: OH: 1ME20S Event = Craner_Event 3 logonly
4 |both 0D: OH 0L 08 Event_fil Dmmer_Event_éi_ti’aponly
5  both 0D: OH: 1M:203| Event 5 Owner Event 5
RMON

RMON Event Group Information

26 RMON Event Group Information

Search Range

RMON

From To

Search Options

. RMON Type
“any’
Search Operation

e or

. and

Search

RMON Event Group 1D

Event Type

None log trap both

Last Sent

Description

Owner
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IP Interfaces Dashboard

IP Interfaces Dashboard

Layer 3 > IP Interfaces

IP Interfaces Dashboard

1. Search Range
IP Interfaces 0 -EEEI}FrI:um|1 Ta

2_ Search Options

IP Address 10000 = any) II:I.I:I.IZI.EI Subnet Mazk I255.255.255.25

WLAM Identifier @ = any? II:I

State

Search Operation

Iany vI
-

ar

IZEEI

Search |

Htatus IP Interface ID|IP Address [Subnet Mask Broadcast Address WLAN ID
-j 280 19216871290 | 2852552400 19216815255 4095
Legend Info
-l’b Ihterface iz down
-‘;’Ip Ihterface iz up
’14:\ Ihterface iz dizabled
IP Interfaces Dashboard
27 IP Interfaces Dashboard
Search Range IP From To
IP
Search Options P
° IP Address
. Subnet Mask
e  VLAN ID number
. IP Interface State
“any”
Search Operation
° or IP
e and P
Search IP
Status IP
IP Interface ID 1P
IP Address P P
Subnet Mask P
Broadcast Address P P
VLAN ID VLAN 1 VLAN
VLAN IP
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Route Table Information

Route Table Information

Foute Type

Foutes for a Destination

Foute for an IP Interface §1-

Layer 3 > Network Routes

Route Table Information

ary

- Foute Tag

any

-

II:I_I:I_EI_I:I Foutez to a Gateway II:I_I:I_EI_I:I

b

2500
Search Operation ar Search | Clear Routes I
Entry # Destination Mask Gateway Type Tae |Metric|IF
1 127000 255000 nooao martian martian
2 224000 224000 nooao martian martian
3 224000 240000 nooao multicast addr
4 2hb 2hh 205 265 |2Bb 2B52Rh 285 |28h 2BR2R0 205 broadcast |broadcast
Route Table Information
28 Route Table Information
Search Options P
° Route Type
° Route Tag
. Routes for a Destination IP
. Routes to a Gateway IP
° Route for an IP Interface
“any”
Search Operation
e or
e and
Search
Entry #
Destination P
Mask
Gateway 1P
Type
Tag Tag
Metric
IF
Route Table  Type
29 IP Routing Type information
Type
indirect Gateway
direct
local P
broadcast
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29 IP Routing Type information

Type

martian

multicast

Route Table Tag
30 IP Routing Tag information

Tag

fixed

static

addr IP

rip RIP

ospf OSPF

broadcast

multicast

martian
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ARP Cache Information

ARP Cache Information

Layer 3 > ARP

Subimit I

Show Entries of a Specific VLATT

Show Entry of a Specific IF Address

ARP Cache Information

Show Entries of a spectic Source Port iany 'i

e

Clear ARF Cache |

Entry# IP Address | MAC Address  VLAN Source Port Flags |
|1 |10.140.40.187 [00:08:0246:60:58 | 1 | 6 |
|2 10.140.40.206 | 00:13:0af6: 7800 | 1| permanent |
3 [10.140.40.251 00:06:5b:a4:9567 | 1 | 18 ,
i [——————— [T—=—w———i I [ I |
ARP IP MAC VLAN
ARP Cache Information
31 ARP Cache Information

Show Entries of a Specific Source ARP

Port

Show Entries of a Specific VLAN VLAN ARP

Show Entry of a Specific IP Address P ARP

Clear ARP Cache ARP

Entry # ARP

IP Address ARP 1P

MAC Address ARP MAC

VLAN ARP VLAN

Source Port ARP

Flags ARP

Flags
32 Flag

permanent IP

Indirect

Unresolved ARP MAC
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Network Filters Dashboard

Network Filters Dashboard Layer 3 > Network Filters

Metwork Filters Dashboard

Entry [Local Hetwork Address Local Metwork Mask Status
1 101212 2hh 205 206 205 dizabled

Network Filters Dashboard

33 Network Filters Dashboard

Entry

Local Network Address P

Local Network Mask P

Status (enabled/disabled)
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Route Map Dashboard

Route Map Dashboard

Layer 3 > Route Maps

Route Map Dashboard

Route Map ID |Precedence |Type| Metric |[Enabled?
1 10 1 16777214 | enabled
Route Map Dashboard
34 Route Map Dashboard
Route Map ID ID
Precedence
Type OSPF
1
2
none
Metric AS-External(ASE) LSA
Enable? (enabled/disabled)

Dashboard 49



Route Map Dashboard

Route Map Dashboard

Route Map Dashboard ID

Route Map Dashboard

Foute Map Identifier 1
Precedence 10
Type nane
Metric 167772158
Enabled? Enabled
fccess List
Access List Metwork Filter - Metwork Filter Enable/Disable Access
Metric s L
D Humber Action List
Network Filters Dashboard
35 Network Filters Dashboard
Route Map Identifier ID
Precedence
Type OSPF
1
2
none
Metric AS-External(ASE) LSA
Enable? (enabled/disabled)
Access List
Access List ID ID
Network Filter Number
Metric AS-External(ASE) LSA
Network Filter Action
Enable/Disable Access List (enabled/disabled)
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Default Gateways Dashboard

Default Gateways Dashboard Layer 3 > Default Gateways

1. Search Ranee

Default Gatewayst - 2542 Fn:nm Ta

2. Search Options

IP Addresz 10000 = any) 0.0.0.0 Subnet Mazk |265 255 265 25

State any -

Search Operation -

Default Gateways Dashboard

36 Default Gateways Dashboard

Search Range From To

Search Options

. IP Address
e Subnet Mask
. State
“any”
Search Operation
e or
e and
Search
Status
Default Gateway ID
IP Address IP
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IGMP Snooping Dashboard

IGMP Snooping Dashboard Layer 3 > IGMP > IGMP Snooping
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IGMP Multicast Groups

IGMP Multicast Groups
37 IGMP Multicast Groups

Group IGMP P
VLAN IGMP VLAN
Version IGMP

Ports IGMP

Expires Mrouter IGMP
Fwd IGMP

IGMP Multicast Routers

IGMP Multicast Routers
38 IGMP Multicast Routers

VLAN VLAN
Port

Version IGMP

Expires Mrouter IGMP

Max Query Resp. Time IGMP Membership Query
QRV Querier's Robustness Variable(QRV)
QQIC Querier's Query Interval Code(QQIC)
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IGMP Filters Dashboard

IGMP Filters Layer 3 > IGMP > IGMP Filters
IGMP Filters
IGMP Filtering dizabled
Filter ID Enabled? Action Ranee
1 dizabled | deny 22425271 - 226.23.3.4
IGMP Filters
39 IGMP Filters

Filter ID IGMP
Enabled? (enabled/disabled)
Action
Range IP
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IGMP Static Multicast Router Configuration

IGMP Static Multicast Router Configuration Layer 3 > IGMP > IGMP
Static Mrouter

IGMP Static Multicast Router Configuration
40 IGMP Static Multicast Router Configuration

Mrouter Port Mrouter
Vlan IGMP VLAN
Version IGMP
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OSPF General Dashboard

OSPF General Dashboard Layer 3 > OSPF Routing Protocol >
General

e e e a1

nterface# Neighbor 1D Pricrity State [Neighbor Address

OSPF

OSPF Areas Dashboard

OSPF Areas Dashboard Layer 3 > OSPF Routing Protocol > OSPF
Areas

i o T

OSPF Area Number
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OSPF Summary Ranges Dashboard

OSPF Summary Ranges Dashboard

> Summary Ranges

Layer 3 > OSPF Routing Protocol

OSPF Summary Ranges Dashboard

Range !E bled? Area Hide IP | Subnet Area | Summary
Number | " | Number | Range |Address Mask Type: | Address List
1 etrabled 1] dizabled | 10000 2552552550 | tratisit P

OSPF Summary Ranges Dashboard

41 OSPF Summary Ran(_;es Dashboard

Range Number

Enabled?

(enabled/disabled)

Area Number

Hide Range

hide

IP Address

Subnet Mask

Area Type

Summary Address List
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OSPF IP Interfaces Dashboard

OSPF IP Interfaces Dashboard Layer 3 > OSPF Routing Protocol >
OSPF Interfaces

OSPF IP Interfaces Configuration

IP Interfaces (1-249) Fru:um|1— Ta W
frea Mumber @0 = any) IEI_

State m

Search Operation ar - Search |

IP Interface ID | Area Humber Router Priority Output Gost Enabled?
1 1] 1 1 dizahled

OSPF IP Interfaces Dashboard
IP Interface ID

42 OSPF IP Interfaces Dashboard

Search Options OSPF
° IP interfaces
e Area number

. State

“any”
Search Operation
. or 1 OSPF
e and OSPF
Search OSPF
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OSPF IP Interface Dashboard

OSPF IP Interface Dashboard

Interface IF Address

IP Interface ID

1921699

Area ID

1921689

Cper Status

up

Fouter 1D

103414444

Interface State

Waiting

Interface Priority

1

Dezignated Router ID

0000

Dezignated Fouter IP Address

0o0a0

Backup Dezignated Router ID

0000

Backup Dezignated Router IP Addre=s

0000

Hello Interval

10

Dead Interval

40

Wait Interval

40

Retransmit Interval

Fall Interval

Tranzit Delay

Total Meighborz

Total Events

Authentication Tvpe

OSPF
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OSPF Virtual Links Dashboard

OSPF Virtual Links Dashboard Layer 3 > OSPF Routing Protocol >
Virtual Links

OSPF Virtual Links Dashboard
43 OSPF Virtual Links Dashboard

Virtual Link

Enabled? (enabled/disabled)
Area Number

Neighbor Router ID ID

Transit Delay Transitdelay ( )

OSPF Routes

OSPF Routes Layer 3 > OSPF Routing Protocol > Routes

OSPF
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RIP General Information

RIP General Information Layer 3 > Routing Information Protocol >

General

RIP General Information

lohal RIF E:nahle'd-State disahled

Update Periodized) 30

RIP General Information

44 RIP General Information

Global RIP Enabled State RIP (enabled/disabled)

Update Period (sec) RIP
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RIP Interfaces Dashboard

RIP Interfaces Dashboard Layer 3 > Routing Information Protocol >
RIP Interfaces

RIP Interfaces Configuration

1. S5earch Ranee

Interface Id €1 - 2490 Fru:-ml‘l Ta |24Q

2. Gearch Options

FIF Werzion Ian;-.-' VI

RIF State any -
Search Operation ar *

Gearch

d

Interface| RIP RIF_‘ Defe_nult Supply [ListenTo |Poisoned (Triggered [Multicast Metric Auth |Buth Split
Id State Werzion| Action |Updates | Updates | Reverse | Updates | Updates Twpe | key |Haorizon
1 enabled 2 none |enabled |enabled |dizabled | enabled | enabled | 1 |none hone enabled
249 |dizabled| 2 none |enabled |enabled |dizabled | enabled | enabled | 1 |none none lenabled
RIP Interfaces Dashboard
45 RIP Interfaces Dashboard
Search Range RIP From To
ID
Search Options RIP
. RIP version
° RIP State
“any”
Search Operation
e or 1 RIP
e and RIP
Search RIP
Interface Id
RIP State RIP (enabled/disabled)
RIP Version RIP
Default Action RIP
Supply Updates (enabled/disabled)
Listen to Updates (enable/disabled)
Poisoned Reverse (enabled/disabled)
Triggered Updates Triggered Updates (enabled/disabled)
Multicast Updates (enabled/disabled)
Metric
Auth Type
Auth Key
Split Horizon (enabled/disabled)
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Virtual Router Group Operation

Virtual Router Group Operation
Protocol > General

Layer 3 > Virtual Router Redundancy

Virtual Router Group Operation

Set Wirtual Eouter Group to Backup

| none

&

Submit |

Virtual Router Group Operation

46 Virtual Router Group Operation

Set Virtual Router Group
to Backup

preemption  enabled
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Virtual Routers Dashboard

Virtual Routers Dashboard Layer 3 > Virtual Router Redundancy
Protocol > Virtual Routers

Virtual Routers Dashboard

Yirtual Router Mumber - 250 3 Frl:uml‘l Ta IEEEI
IP Address (0000 = any) IEI.EI.EI.EI
Search Operation Iu:ur vI Search |

Status Virtual Router [Virtual Router ID| IP Address (IP Interface [(Ownership |Priority Status
. 1 1 1921689200 1 renter 101 init
. 2 2 19216812236 2 renter 100 init

Virtual Routers Dashboard

47 Virtual Routers Dashboard

Search Options
° Virtual Router number
. IP address

“any”
Search Operation
° or 1
. and
Search

Status enabled( ) disabled( )

Virtual Router

Virtual Router ID ID

IP Address 1P

IP Interface P

Ownership owner renter

Priority

Status master/standby
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Virtual Router Operation

Virtual Router Operation Virtual Routers Dashboard

YVirtual Router 1 Operation

Set Wirtual Router to Backup Inu:une ;I

Submit |

Virtual Router Operation

48 Virtual Router Operation

Set Virtual Router Group
to Backup

. preemption  enabled
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VRRP IP Interfaces Dashboard

VRRP IP Interfaces Dashboard Layer 3 > Virtual Router Redundancy
Protocol > VRRP Interfaces

YREP IP Interfaces Dashboard

IP Interfaces (1-249) Fru:-ml‘l Ta |249
IP Address (000 = any? II:I.I:I.I:I.I:I Subnet Mazk IEEE.EEE.EEE.EE

WLAN Identifier 0 = any? IEI

Search Operation Iu:ur "I Searchl

Interface #| IF Address VYLAMN| State Authentication Paszsword
1 1921688100 | 10 |enabled nohe encrypted
2 19216812234 | 20  |enabled hohe encrypted

VRRP IP Interfaces Dashboard
49 VRRP IP Interfaces Dashboard

Search Operation
. IP Interfaces
° IP address
° VLAN ldentifier

“any”
Search Operation

° or 1
° and

Search
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Domain Name System Dashboard

Domain Name System Dashboard Layer 3 > Domain Name System

DNS
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Bootstrap Protocol Relay Dashboard

Bootstrap Protocol Relay Dashboard Layer 3 > Bootstrap Protocol
Relay

BOOTP

IP Routing Dashboard

IP Routing Dashboard Layer 3 > General
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802.1p Priority to CoS Dashboard

Priority CoS Dashboard Table QoS > 802.1p > Priority - CoS

802.1p Priority  CoS queue

802.1p CoS Weight Dashboard

CoS Weight Dashboard Table QoS > 802.1p > CoS - Weight

CoS queue (Weight)
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802.1p Switch Ports Priority Table Dashboard

Switch Ports Priority Table Dashboard QoS > 802.1p > Ports Priority
Table

Cos queue

(Weight)

802.1p Number of CoS Dashboard

Number of CoS Dashboard QoS > 802.1p > Number of CoS

Cos Queue
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ACL Dashboard

ACL Dashboard Table Access Control > Access Control Lists

1. Search Ranee
ACLId 0 - 384

2. Search Options
Group Id 0-896, 0 = ary?

Switch Eeress Port iy |

Source MAC Address (ROD000 = are? I:IEI:EIEI:EIEI:EIEI:EIEI:EIEI

Destination MAC Address (00000 = ary? I:IEI:I:IEI:EIEI:EIEI:EIEI:EIEI
WLAM Id 0-4095, 0 = any!
Protocal (1-255, 0 = any)

Source IP 0000 = are?

Destination IP 0000 = are?
TCPAUDP Sec Port 01-65535, 0 = are)
TCPAUDP Det Port $1-65535, 0 = any)
Filter Action

Statistics

Search Operation

ACL
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Access Control List Dashboard

Access Control List ACL Dashboard Table ACL

—

{Set use of TOS precedence to  disabled

ACL

ACL Group Dashboard Table

ACL Group Dashboard Table Access Control > Access Control List
Group

Group Id € - 384) From[1 T, [384

B

ACL

Access Control List Group Dashboard

Access Control List Group ACL Group Dashboard Table ACL

ACL ACL
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Uplink Failure Detection Dashboard

Uplink Failure Detection Dashboard Uplink Failure Detection

[UFD State off |

For e s
D

or s s

or S s

Uplink Failure Detection Dashboard

50 Uplink Failure Detection Dashboard

UFD State Uplink Failure Detection

FDP Failure Detection Pair( )
FDP State Failure Detection Pair

LtM status Link to Monitor (LtM)

LtD status Link to Disable (LtD)

LtM Ports LtM

LtD Ports LtD

Dashboard 73



BBI
BBI

STATISTICS

BI- A DE T CONFIGURE |

M ETWODOR K
TECHNOLOGIES Apply’  Zaye  Revert  [iff

Switch Ports

— ] 10Gh intelligent 1.3 Switch
~[11 Svystem

— Switch Ports

Port-Based Port Mirroring

{03 Laver 2
{1 RMOM Menu
~{23 Layer3
(] Gos

Access Control

Lplink Failure Detection
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e e Al
| ONEIGURE STATISTICS DASHBOARD | eo n
annly Savn e if Dumn Show Log Halr

'@ Layer2
) RMON Menu

- Layer3

3 aos

|3 Accass Control

(&1 Uplink Failure Detection

~[1 RMON Menu
S Layer3
‘(3 Qo8

(L) Access Control

L.E Uplink Failure Detection
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Management Processor Statistics

Management Processor Statistics

System > General

Management Processor Statistics

IF Stats iflhPkts 164 |if0utPkis 24
IF Stats iphFeceives 0 |ipQutRequests 12
[CMP State  |icmplhMees 0 |icmpQOuthzes ]
LIDP Stats  |judplDataerams 0 judpOutDatagrams 12
TGP Statz  |tcphSees 0 tcplutsees 1]
SMMP Statz  |[snmplhPktz 22902 l=nmpOutPltz 22902
CPU Utilization cpulltil Second 0% [cpulltildsecond 0%
FOB Statz  [Current 0 Himat 1]
Management Processor Statistics
51 Management Processor Statistics
IF Stats TCP/IP IF
IP Stats TCP/IP P
ICMP Stats TCP/IP ICMP
UDP Stats UDP/SNMP
TCP Stats TCP/IP TCP
SNMP Stats UDP/SNMP
CPU Utilization CPU
FDB Stats FDB
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TCP/IP Statistics (IF Statistics IP Statistics )

TCP/IP Statistics Management Processor Statistics IF
Stats IP Stats ICMP Stats TCP Stats

IF Statistics
52 IF Statistics

ifinOctets

ifinUcastPkts

ifinNUCastPkts /
ifOutOctets

ifOutUcastPkts

ifOutNUcastPkts /
ifinErrors

ifinDiscards

iflnUnknownProtos

ifOutErrors
ifOutDiscards

7



IP Statistics
53 IP Statistics

iplnReceives

ipInDiscards IP

ipInDelivers P

ICMP

ipDefault TTL TTL

Time-To-Live (TTL)

iplnUnknownProtos

ipOutRequests P

ICMP

ipOutDiscards P

ipInHdrErrors

ipInAddrErrors P P

0.0.0.0
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TCP/IP Statistics (ICMP Statistics

TCP Statistics )

TCP/IP Statistics Management Processor Statistics IF
Stats IP Stats ICMP Stats TCP Stats
TCMP Stafistics
jcmpInMsgs 117843 icmpOuthMsgs 117952 icmpInErrors 0 icmpOutBrrors
icmplnDestUnreachs 0 icﬂ}pﬁmDestUmeaéhs 0 icmplnTimeExeds 0 icmpOutTimeExeds
icmplnParmProbs 0 icmpOutParmProbs 0 icmpInSreQuenchs 0 iempOutSreCQuenchs
icmplnRedirects 0 iempQOutRedirects 0 icmplnEchos 4 dcmpCOutEchos i
icmpInEchoReps 117839 iempOutEchoReps 4 jcmpInTimestamps 0 icmpOutTimestamps
icmpInTmmestampR.eps 0 iempOutTimestampReps 0 icmpInAddrMasks 0 iempOutAddiMasks
icmpInAddrhaskReps| 0 'icmpf}utA&iﬂ\'I_askReps- 0
TCP Statistics
tepInSegs 2370 tepOutSegs 2513 tepRioAlgorithm 4 tepMaxConn 2048 |
‘tepRioMin 0 tepRtoMax 240000 tcpActiveOpens 0 tepPassiveOpens 298
tepAttemptF ails (} tcpEstabResets 0 tepRetransSegs 0 tepInErrs )
tepCrrBuff 0 tepCurConn 3 tepQutRsts 0
All ' TCP zllocated control blocks
Destinate Address Remote Port Source Address Local Port State
10.10.10.147 1659 172.16.24 80 established
0.000 0 0000 80 listen
0.0.0.0 0 0.0.00 23 listen -
< 2
ICMP Statistics
54 ICMP Statistics
icmpIinMsgs ICMP i cnplnErrors
icmpOutMsgs ICMP i cmpQut Errors
icmpInErrors ICMP ICMP
length ICMP
icmpOutErrors ICMP ICMP
icmplnDestUnreachs ICMP Destination Unreachable
icmpOutDestUnreachs ICMP Destination Unreachable
icmplnTimeExcds ICMP Time Exceeded
icmpOutTimeExcds ICMP Time Exceeded
icmplnParmProbs ICMP Parameter Problem
icmpOutParmProbs ICMP Parameter Problem
icmplnSrcQuenchs ICMP Source Quench
icmpOutSrcQuenchs ICMP Source Quench
icmplnRedirects ICMP Redirect
icmpOutRedirects ICMP Redirect Redirect

icmplnEchos

ICMP Echo (request)
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54 ICMP Statistics

icmpOutEchos ICMP Echo (request)
icmplnEchoReps ICMP Echo Reply
icmpOutEchoReps ICMP Echo Reply

icmplnTimestamps

ICMP Timestamp (request)

icmpOutTimestamps

ICMP Timestamp (request)

icmplnTimestampReps

ICMP Timestamp reply

icmpOutTimestampReps

ICMP Timestamp reply

icmplnAddrMasks

ICMP Address Mask Request

icmpOutAddrMasks ICMP Address Mask Request
icmplnAddrMaskReps ICMP Address Mask Reply
icmpOutAddrMaskReps ICMP Address Mask Reply

TCP Statistics
55 TCP Statistics

tcpinSegs

tcpOutSegs

tcpRtoAlgorithm

tcpMaxConn

TCP

tcpRtoMin

tcpRtoMax

tcpActiveOpens

TCP CLOSED SYN-SENT

tcpPassiveOpens

TCP LISTEN SYN-RCVD

tcpAttemptFails

TCP SYN-SENT SYN-RCVD CLOSED
SYN-RCVD LISTEN

tcpEstabResets

TCP ESTABLISHED CLOSE-WAIT CLOSED

tcpRetransSegs

tcpInErrs

TCP

tcpCurBuff

TCP

tcpCurConn

TCP

tcpOutRsts

RST TCP

All TCP allocated control blocks

Destinate Address

TCP IP

Remote Port

Source Address

TCP IP

Local Port

State

TCP
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UDP/SNMP Statistics

UDP/SNMP Statistics Management Processor Statistics
UDP Stats SNMP Stats
UDP/SNMP Statisties i
UDP Stahistics

udplnDatagrams 4800 ndpDutDaiagrmﬂﬂT udplnErrors O udpNoPorts 4786

All UDP conirol bloclks in mse

Port State
68 listen
161 lsten
¥
£ | b4
UDP Statistics
56 UDP Statistics
udplnDatagrams UDP .
udpOutDatagrams UDP
udplnErrors udpNoPorts UDP
udpNoPorts UDP
SNMP Statistics Management Processor Statistics Select
UDP Stats SNMP Stats
AL
SNNMP Statistics ;
snmpInPkts 0 snmpOutPkts 0 sompInTooBigs 0 snmpOutTooBigs 0
snmpInGetRequest 0 snmpOutGetRequests 0 'gm‘npltﬂiqShc}ﬂ':E'amfs_D snmpOutNoSuchNames 0
snmplnGetNexts 0 snmpChitGefNexts 0 smmplnBadVales 0 sompOuiBadVales 0
.mmleetRemmsis 0 'mﬂ}pﬁut_SetRﬂqnﬂsts 0 snmplnReadOnlys 0 snmpOutReadOnlys 0
snmplnGetResponses 0 snmpOutGetResponses 0 sampnGenEirs 0 snmpOutGenFrrs 0
'snmpnTraps 0 snmpOutTraps 0 samplnBadVersions 0
snmpInTotalRegVars 0 somplnBadCNames 0
snmplnTotalSetVars 0 snmplnBadCtyUses 0
snmpEnableAuthTraps 0 snmplnA SNParseErrs 0
simpInBadTypes 0 v

SNMP Statistics
57 SNMP Statistics

snmplnPkts SNMP
snmpOutPkts SNMP
snmplInTooBigs SNMP (PDU)

PDU
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57 SNMP Statistics

snmpOutTooBigs SNMP SNMP

(PDU) (PDU)
snmplnGetRequest SNMP SNMP Get-Request

(PDU)
snmpOutGetRequests SNMP SNMP Get-Request
(PDU)
snmpIinNoSuchNames SNMP
noSuchNane SNMP (PDU)

snmpOutNoSuchNames SNMP

noSuchNane SNMP (PDU)
snmplnGetNexts SNMP SNMP Get-Next
(PDU)
snmpOutGetNexts SNMP SNMP Get-Next
(PDU)
snmplnBadValues SNMP
badVal ue SNMP (PDU)
snmpOutBadValues SNMP
badVal ue SNMP (PDU)
snmplnSetRequests SNMP SNMP Set-Request
(PDU)
snmpOutSetRequests SNMP SNMP Set-Request
(PDU)
snmplnReadOnlys SNMP
Read-only SNMP (PDU)
snmpOutReadOnlys
snmplnGetResponses SNMP SNMP Get-Response
(PDU)
snmpOutGetResponses SNMP SNMP Get-Response
(PDU)
snmplinGenErrs SNMP
genkErr SNMP (PDU)
snmpOutGenErrs SNMP
genErr SNMP (PDU)
snmpInTraps SNMP SNMP
(PDU)
snmpOutTraps SNMP SNMP
(PDU)
snmplnBadVersions SNMP SNMP
SNMP
snmpinTotalReqVars SNMP Get-Request Get-Next (PDU)
SNMP MIB
snmpinBadCtyNames SNMP SNMP
SNMP
snmplnTotalSetVars SNMP Set-Request (PDU)
MIB
snmplnBadCtyUses SNMP SNMP
SNMP SNMP
snmpEnableAuthTraps
snmplnASNParseErrs SNMP
snmplnBadTypes ASN SNMP
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CPU Utilization

CPU Utilization Management Processor Statistics CPU
Utilization
CPU Ttilization
Cpulltill Second | CpulUtild Seconds | Cpulltiléd Seconds
14% 14% 14%
CPU Utilization
58 CPU Utilization
CpuUtillSecond MP CPU 1
CpuUtil4Seconds MP CPU 4
CpuUtil64Seconds MP CPU 64
FDB Statistics
FDB Statistics Management Processor Statistics FDB

Stats

FDEB Statisties

c:i:nrmt:ﬁii-.

hiwat 86,

FDB Statistics
59 FDB Statistics

current FDB

hiwat FDB
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Network Time Protocol Statistics

Network Time Protocol Statistics System > NTP

Network Time Protocol Statistics

60 Network Time Protocol Statistics

Request Sent NTP NTP
Responses Received NTP NTP
Updates NTP NTP

Last update time
Current system time

84



Switch Ports Statistics Summary

Switch Ports Statistics Summary

Switch Ports
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Port Statistics

Port Statistics Switch Ports Statistics Summary Switch Port

Port Statistics

61 Port Statistics

Clear Port x Statistics Clear Submit

Operational Status
RMON Operational Status RMON
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Bridging (“dot1”) Statistics
Bridging (“dot1”) Statistics
62 Bridging (“dot1”) Statistics

InFrames

OutFrames

InDiscards

EntryDiscards FDB

FDB

FDB

PortForward
Transitions

Link-State Change

Interface (“if”) Statistics - Input

Interface (“if”) Statistics - Input

63 Interface (“if”) Statistics - Input

HC Octets

HC UCastPkts

HC BcastPkts

HC MCastPkts

Discards

Errors

Interface (“if”) Statistics - Output
Interface (“if”) Statistics - Output

64 Interface (“if”) Statistics - Output

HC Octets

HC UCastPkts

HC BcastPkts

HC MCastPkts

Discards

Errors
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Ethernet (“dot3”) Statistics

Ethernet (“dot3”) Statistics
65 Ethernet (“dot3”) Statistics

Align Errors 8
(FCS)
MAC
(LLC) MAC al i gnment Err or
IEEE 802.3 LLC
FCS Errors 8
(FCS)
MAC LLC
MAC f rameCheckErr or
IEEE
802.3 LLC
Single Collisions
i fQut Ucast Pkts ifQutMilticastPkts
i f Qut Br oadcast Pkt s
dot 3Stat sMul ti pl eCol |'i si on- Frane
Multi Collisions
i fQut UcastPkts ifQutMilticastPkts
i f Qut Br oadcast Pkt s
dot 3St at sSi ngl eCol | i si on- Franes
Late Collisions 512
512 10M 51.2usec
Excess Collisions
Internal MACErrors MAC
dot 3St at sLat eCol i si ons
dot 3St at sExcessi veCol | i si ons
dot 3St at s- Carri er SenseErrors
Frame Too Longs
MAC LLC
MAC f rameToolLong
IEEE 802.3
LLC
Mac Receive Errors MAC
dot 3St at sFraneToolLongs dot 3St at s-
AlignnentErrors dot 3St at SFCSErr or s
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GEA IP Statistics

GEA IP Statistics
66 GEA IP Statistics

InReceives

InHeaderError IP IP

InDiscards P

Switch Ports 802.1x Statistics

Switch Ports 802.1x Statistics

Layer 2 > 802.1x > Switch Ports

Switch Ports 802.1x Statistics =
| Port | Last EAP OL Frame Source Frame Version
1 | Q00000000000 i)
o Q00000000010 i
3 00:00:00:00:00:00 0
B UU‘:DD:D_U:DD:‘DD:UU 0 —_—
i Q0000 00:00:00 1]
6 | 00:00:00:00:00:00 0
i Q0:0000:00:00:00 1]
& QELO0:00:00:00:00 i)
2 | Q00000000000 i)
11 Q00000000010 i
= B
Switch Ports 802.1x Statistics
67 Switch Ports 802.1x Statistics
Port
Last EAPOL Frame Source MAC

Frame Version
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Port 802.1x Statistics

Port 802.1x Statistics Switch Ports 802.1x Statistics

Port 802.1x Statistics

68 Ports 802.1x Statistics

Authenticator Diagnostics

authEntersConnecting CONNECTING

authEapLogoffsWhileConnecting EAPOL-Logoff CONNECTING
DISCONNECTED

authEntersAuthenticating EAP-Response/ldentity
CONNECTING AUTHENTICATING

authSuccessesWhileAuthenticatin AUTHENTICATING

g AUTHENTICATED
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68 Ports 802.1x Statistics

authTimeoutsWhileAuthenticating

AUTHENTICATING ABORTING

authFailWhileAuthenticating AUTHENTICATING HELD

authReauthsWhileAuthenticating AUTHENTICATING ABORTING

authEapStartsWhileAuthenticating EAPOL-Start AUTHENTICATING
ABORTING

authEapLogoffWhileAuthenticatin EAPOL-Logoff

g AUTHENTICATING ABORTING

authReauthsWhileAuthenticated AUTHENTICATED CONNECTING

authEapStartsWhileAuthenticated

EAPOL-Start AUTENTICATED

CONNECTING

authEapLogoffWhileAuthenticated

EAPOL-Logoff
DISCONNECTED

AUTHENTICATED

backendResponses

Access-Request

backendAccessChallenges

AccessChallenge

backendOtherRequestsToSupplic

EAP-Request (Identity, Natification, Failure,

ant Success )
backendNonNakResponsesFrom EAP-Request EAP-NAK
Supplicant

backendAuthSuccesses Accept

backendAuthFails Reject

FDB Statistics

FDB Statistics

Layer 2 > FDB

FDB Statistics

Clear FDE Statistics | none v:
current 83 hiwat 83

FDB Statistics
69 FDB Statistics

Clear FDB Clear Submit FDB
Statistics

current FDB

hiwat FDB
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LACP Statistics

LACP Statistics Layer 2 > LACP

LACP Statistics

Port (1 || LAGP Statistics | Show »|

Port 1 LACP Statistics

“alid LAGPDUs received ]

Yalid Marker PDUsz received ]

“alid Marker Bep PDUs recemwed|d

Unknown version/TLY type ]

lllzgal zubtvpe received ]

LAZPDUz transmitted ]

Marker PDUs transmitted 1

Marker Rep PDUs transmitted [0

Submit |
LACP LACP statistics
70 LACP Statistics

Port
Show Show LACP
Valid LACPDUs received LACP
Valid Marker PDUs received
Valid Marker Rsp PDUs
received
Unknown version/TLV type TLV LACP
lllegal subtype received subtype LACP
LACPDUs transmitted LACP

Marker PDUs transmitted

Marker Rsp PDUs
transmitted

LACP Churn

Marker Responder
Marker protocol generator
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IP Statistics

IP Statistics Layer 3 > IP Interfaces
IP Stafistics

iplnReceives 146511 iplnHdrErrors 0

ipInUnknownProtos. 0 ipInDiscards 0

ipInDelivers 16444 ipOutRequests 142465

ipOutDiscards 0 ipDefaultTTL 255

IP Statistics
71 IP Statistics
iplnReceives
ipInAddrErrors P P
0.0.0.0
E P
iplnUnknownProtos
ipInDelivers P ICMP
ipOutDiscards P P
ipInHdrErrors
IP P
ipInDiscards IP 1P
ipOutRequests IP ICMP
ipDefault TTL TTL
P Time-To-Live (TTL)
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IP Routing Management Statistics (partl)

IP Routing Management Statistics Layer 3 > Network Routes Layer3

> General

Layer 3 General Statistics

Clear IP Statistics Innne j
GClear ARP Statistics Innne j
GClear IGMP Statistics Innne j
GClear TGP Statistics Innne j
GClear UDP Statistics Innne j
Glear IP Route Statistics Innne =l

Submit |

IP Routing Management Statistics

InReceives InDelivers [FwdDatagrams FragOKs Frag Creates InDiscards
I I I I 0 I

IP Routing Management Errors Statistics

InHdr Errors InAddr Errors Unknown Protos Frae Fails
0 0 1] 0

IP Route Statistics

Current Entries High Water Mark Maximum Entries
7 7 1024

Address Resolution Protocel Statistics

Gurrent Entries High Water Mark |Maximum Entries
4 4 4095

IP Routing Management Statistics

72 IP Routing Management Statistics

|»

InReceives

InDelivers IP ICMP

FwdDatagrams

FragOKs

Frag Creates

InDiscards

IP Routing Management Errors Statistics

73 IP Routing Management Errors Statistics

iplnHdr Errors

ipInAddr Errors ARP ARP
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73 IP Routing Management Errors Statistics
_

Unknown Protos IP IP

Frag Fails Flagment flag

IP Route Statistics
74 |IP Route Statistics

Current Entries
High Water Mark
Maximum Entries

Address Resolution Protocol Statistics(ARP)

75 ARP
Current Entries ARP ARP
High Water Mark ARP ARP
Maximum Entries ARP ARP

IP Routing Management Statistics (part2)

Layer 3 > Network Routes

ICMFP Statistics
icmplh Mgz 0 |icmpOutzes 0 |icmplhErrars 0 |icmpOutErrors 0
icmplhDeztUnreachs |0 |icmpOutDestUnreachs |0 |icmplhTimeExcds |0 |icmpOutTimeExcds |0
icmplhFarmProbs 0 |icmpOutParmProbs 0 licmphSrcQuenchs |0 |icmplutSretiuenchs |0
icmplh Redirects 0 |icmpOutRedirects 0 |icmplhEchos 0 |icmpOutEchos 0
icmplhEchoReps 0 |icmpOutEchoReps 0 licmphTimestamps |0 |icmpOutTimestamps |0
icmplhTimestampReps |0 |icmpOutTimestampReps 0 |icmplh AddrMasks |0 |icmpOut AddrMasks |0
ictmplh Addr MazkReps |0 |[icmpOut AddrMaskFeps |0
TGP Statistics
tcphSees 0 [tcpOutSees 0 tcpRtofleorithm |4 [tcpMaxConn 2048
topRiobin 0 tcpRioMax 240000 topfotiveOpens 0 topPazzivelpens i]
tophttemptFailz [0 topEstabResets 0 tcpRetransSegs 0 [tcplnErrs i]
topCurrEstab (1 topCurrConn g |[tcpOutRsts 0
UDP Statistics
|udenDatagramS|D |udp0utDatagrams|12 |udenErrc-rs|El |udenPDrts|El | =
Internet Control Messaging Protocol (ICMP) Statistics
76 ICMP Statistics
icmpIinMsgs ICMP i cnplnErrors
icmplnErrors ICMP ICMP
length ICMP

icmplnDestUnreachs ICMP Destination Unreachable
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76 ICMP Statistics

icmplnTimeExcds

ICMP Time Exceeded

icmplnParmProbs

ICMP Parameter Problem

icmplnSrcQuenchs

ICMP Source Quench

icmplnRedirects

ICMP Redirect

icmplnEchos

ICMP Echo (request)

icmplnEchoReps

ICMP Echo Reply

icmplnTimestamps

ICMP Timestamp (request)

icmplnTimestampReps

ICMP Timestamp reply

icmplnAddrMasks

ICMP Address Mask Request

icmplnAddrMaskReps

ICMP Address Mask Reply

icmpOutMsgs ICMP icnpQut Errors
icmpOutErrors ICMP ICMP
icmpOutDestUnreachs ICMP Destination Unreachable
icmpOutTimeExcds ICMP Time Exceeded
icmpOutParmProbs ICMP Parameter Problem
icmpOutSrcQuenchs ICMP Source Quench
icmpOutRedirects ICMP Redirect Redirect
icmpOutEchos ICMP Echo (request)
icmpOutEchoReps ICMP Echo Reply
icmpOutTimestamps ICMP Timestamp (request)
icmpOutTimestampReps ICMP Timestamp reply
icmpOutAddrMasks ICMP Address Mask Request
icmpOutAddrMaskReps ICMP Address Mask Reply
Transmission Control Protocol (TCP) Statistics
77 TCP Statistics
tcpRtoAlgorithm
tcpRtoMin
tcpRtoMax
tcpMaxConn
tcpActiveOpens TCP CLOSED
tcpPassiveOpens TCP LISTEN
tcpAttemptFails TCP SYN-SENT CLOSED
SYN-RCVD
tcpEstabResets TCP ESTABLISHED CLOSE-WAIT CLOSED
tcpinSegs
tcpOutSegs
tcpRetransSegs
tcpInErrs TCP
tcpCurBuff TCP
tcpCurConn TCP
tcpOutRsts RST TCP
UDP Statistics
78 UDP Statistics
udplnDatagrams UDP
udpOutDatagrams
udpInErrors udpNoPorts
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78 UDP Statistics

udpNoPorts

UDP

ARP Statistics

ARP Statistics

arpEntriesCur 4 arpEntriesHighWater 6

Layer 3 > ARP

ARP Statistics

ARP Statistics
79 ARP Statistics

arpEntriesCur ARP

ARP

arpEntriesHighWater ARP

ARP
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IGMP VLAN Snooping Statistics Summary

IGMP VLAN Snooping Statistics Summary

Snooping

Layer 3 > IGMP > IGMP

IGMP VLAN Snooping Statistice Summary

Clear IGMP Statistics

Ir'II:Ir'IE! ;I

Submit |

VYLANE

rxlempVWYalidPkts

rxlempInvalidPkts

rxlempGenCueries

rxlempReports

1]

1]

0

1]

® Total number of IGMP eroups :0
® Total number of IPMGC eroups :0

IGMP VLAN Snooping Statistics Summary

80 IGMP VLAN Snooping Statistics Summary

Clear IGMP Statistics Clear Submit IGMP
VLAN# VLAN
rxlgmpValidPkts IGMP

rxlgmplnvalidPkts

rxlgmpGenQueries

General Membership Query

rxigmpReports

Membership Report

Total number of IGMP groups

GMP

Total number of IPMC groups

P Multicast(IPMC)
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VLAN - IGMP Snooping Statistics

VLAN - IGMP Snooping Statistics
Summary VLAN

Vian 1 — IGMP Snooping Statistics

IGMP VLAN Snooping Statistics

Clear IGMP Ylan 1 Statistics Inune LI

Submit |

rxlempalidPkis

rxle mpGenCiuer ies
rxlgmplvealidPltz

txle mpGrpspecificCuer ies
rxlgmpleaves

]

]

]

]

]

rxlzmpReports ]
txlzmpReports ]
]

]

]

]

]

]

txle mpGirpSpecifictiueries
txlempleaves

rxle mpGroupSourcespecif icCuer ies
rxlempWaCurrentState Records
rxlempWaFilterChanee Records
rxlempWaSaurceliztChanee Recards

VLAN  VLAN - IGMP Snooping Statistics
81 VLAN - IGMP Snooping Statistics

Clear IGMP VLAN x Statistics

Clear Submit VLAN

IGMP

rxlgmpValidPkts

IGMP

rxlgmpGenQueries

General Membership Query

rxlgmplnvalidPkts

rxlgmpGrpSpecificQueries

Membership Query

rxigmpLeaves

Leave

rxigmpReports

Membership Report

txigmpReports

Membership Report

txlgmpGrpSpecificQueries

Membership Query

txigmpLeaves

Leave

rxlgmpGroupSourceSpecificQ
ueries

Group Source-Specific Queries(GSSQ)

rxlgmpV3CurrentStateRecords IGMPv3  Current-State Record
rxlgmpV3FilterChangeRecords IGMPv3  Filter-Change Record
rxlgmpV3SourceListChangeR IGMPv3  Source-List-Change Record

ecords
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OSPF General Statistics

OSPF General Statistics Layer 3 > OSPF Routing Protocol > General

Pkts Plkiz

hello hello
datahaze datahaze

lz requestz l2 requests

le acks le acks
lz updates lz updates

hello bad requests

ztart bad =equence
n2inay loading done

adjoint ok il way

negotiation done ret_ad

exchange done down

up

dowr

loop
unloop
wait timer
backup
nbr change

hello
retranzmit
lza lock

lza ack
dbaee
SUmmary

aze expart
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OSPF General Statistics
82 OSPF General Statistics

OSPF Rx/Tx Statistics

Clear Ospf Statistics Clear Submit OSPF

Rx Statistics

Pkts OSPF OSPF

hello OSPF Hello

database OSPF Databese Description

Is requests OSPF Link State Request

Is acks OSPF Link State
Acknowledgement

Is updates OSPF Link State Update

Tx Statistics

Pkts OSPF OSPF

hello OSPF Hello

database OSPF Databese Description

Is requests OSPF Link State Request

Is acks OSPF Link State
Acknowledgement

Is updates OSPF Link State Update

OSPF Neighbor Change Statistics

hello OSPF neighbor Hello

start OSPF (
HelloInterval Hello ) neighbor

n2way neighbor

adjoint ok OSPF adjacency neighbor

/
negotiatoin done OSPF Master/Slave
sequence number neighbor
exchange done OSPF Database Description
sequence ( adjacency
) neighbor
bad requests OSPF database

link state advertisement

Link State Request

bad sequence

Database Description
a) DD sequence number
b) init bit
c) Database Description

loading done OSPF link
state update

nlway OSPF neighbor

Hello

rst_ad OSPF Neighbor adjacency

down OSPF Neighbor

OSPF Interface Change Statistics

hello OSPF Hello

down OSPF down
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82 OSPF General Statistics

loop OSPF
unloop OSPF
wait timer Wait Timer OSPF
backup OSPF
nbr change OSPF
neighbor

OSPF Areas Statistics

OSPF Areas Statistics Layer3 > OSPF Routing Protocol > OSPF
Areas

OSPF Areas Statistics

 Area | Rx | Rxls Rxls | Rxls | Tx i_'*i‘;}s ‘ Txls = Txls
| Number | pkis | requests | acks | wpdates | pkis | requests | acks | wpdaies
0 12560 | 1 243 | 2954 (14123 200 | 447 2R
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OSPF Area Statistics

OSPF Areas Statistics
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OSPF Area Statistics
83 OSPF Area Statistics

OSPF Rx/Tx Statistics

Rx Statistics

Pkts OSPF OSPF
hello OSPF Hello
database OSPF Databese Description
Is requests OSPF Link State Request
Is acks OSPF Link State
Acknowledgement
Is updates OSPF Link State Update
Tx Statistics
Pkts OSPF OSPF
hello OSPF Hello
database OSPF Databese Description
Is requests OSPF Link State Request
Is acks OSPF Link State
Acknowledgement
Is updates OSPF Link State Update
OSPF Neighbor Change Statistics
hello OSPF neighbor Hello
start OSPF (
Hellolnterval Hello ) neighbor
n2way neighbor
adjoint ok OSPF adjacency  neighbor
/
negotiatoin done OSPF Master/Slave
sequence number neighbor
exchange done OSPF Database Description
sequence ( adjacency
) neighbor
bad requests OSPF database

link state advertisement

Link State Request

bad sequence

Database Description
a) DD sequence number
b) init bit
c) Database Description

loading done OSPF link
state update

nlway OSPF neighbor

Hello

rst ad OSPF Neighbor adjacency

down OSPF Neighbor

OSPF Interface Change Statistics

hello OSPF Hello

down OSPF down

loop OSPF
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83 OSPF Area Statistics

unloop OSPF
wait timer Wait Timer OSPF
backup OSPF
nbr change OSPF
neighbor

OSPF IP Interfaces Statistics

OSPF IP Interfaces Statistics
OSPF Interfaces

Layer 3 > OSPF Routing Protocol >

OSPF IP Interfaces Statistics

IP Interfaces €1-2500 Fru:-ml‘l— Ta W
frea Mumber @ = anyd IEI—

State Im

Search Operation m Search |

IP Interface
1D

Rx
pktz

Bx Is Bx Is Bx Is Tx Tx Is Tx Is Tx Is
requests acks updates | pkts | requests acks updates

OSPF IP Interfaces Statistics

84 OSPF IP Interfaces Statistics

Search Options

OSPF IP
. IP interfaces
° Area Number

. State

“any”
Search Operation
e or 1 OSPF IP
e and OSPF IP
Search OSPF IP

Interface ID
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OSPF IP Interface Statistics

OSPF IP Interfaces Statistics Interface ID
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OSPF Interface Statistics
85 OSPF Interface Statistics

OSPF Rx/Tx Statistics

Rx Statistics

Pkts OSPF OSPF
hello OSPF Hello
database OSPF Databese Description
Is requests OSPF Link State Request
Is acks OSPF Link State
Acknowledgement
Is updates OSPF Link State Update
Tx Statistics
Pkts OSPF OSPF
hello OSPF Hello
database OSPF Databese Description
Is requests OSPF Link State Request
Is acks OSPF Link State
Acknowledgement
Is updates OSPF Link State Update
OSPF Neighbor Change Statistics
hello OSPF neighbor Hello
start OSPF (
Hellolnterval Hello ) neighbor
n2way neighbor
adjoint ok OSPF adjacency  neighbor
/
negotiatoin done OSPF Master/Slave
sequence number neighbor
exchange done OSPF Database Description
sequence ( adjacency
) neighbor
bad requests OSPF database

link state advertisement

Link State Request

bad sequence

Database Description
a) DD sequence number
b) init bit
c) Database Description

loading done OSPF link
state update

nlway OSPF neighbor

Hello

rst ad OSPF Neighbor adjacency

down OSPF Neighbor

OSPF Interface Change Statistics

hello OSPF Hello

down OSPF down

loop OSPF
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85 OSPF Interface Statistics

unloop OSPF
wait timer Wait Timer OSPF
backup OSPF
nbr change OSPF
neighbor

RIP Statistics

RIP Statistics Layer 3 > Routing Information Protocol > General

RIP Statistics

RIP Packets Received
EIP Fackets Sent
FIP Beguests Recerved

FIF Reguests Sent

FIP Response Sent

EIP Route Timeout

i-RT_I_P Bad Size Packet Becerved
RIP Bad Vetsion Received

FIP Bad Zetos Eeceived

FIF Bad Source Port Beceived
FIP Bad Zoutce IF Received
RIF Facksts From Self Received

=lalalae

=

oo g:n!u:g|D|u:n o

RIP Statistics
86 RIP Statistics

RIP Packets Received RIP

RIP Packets Sent RIP

RIP Request Received RIP request

RIP Response Received RIP response

RIP Request Sent RIP request

RIP Response Sent RIP response

RIP Route Timeout RIP timeout

RIP Bad Size Packet Received RIP

RIP Bad Version Received RIP

RIP Bad Zeros Received RIP RIPv1
RIP Bad Source Port Received RIP

RIP Bad Source IP Received RIP IP
RIP Packets From Self Received RIP RIP
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Virtual Router Redundancy Protocol Statistics

Virtual Router Redundancy Protocol Statistics

Layer 3 > VRRP > General

Yirtual Router Redundancy Protocol Statistics

Infdvertize ments

] |Eau:|F'n:|vert ise ments|[l
Cut fdvertizements |0

BadWerszian 1 |Badtid ]
Badéddre=s 1 |BadData ]
BadF azzword 1 |Badlnterwal ]

Clear |

Virtual Router Redundancy Protocol Statistics

87 Virtual Router Redundancy Protocol

Statistics

InAdvertisements VRRP advertisement

BadAdvertisements VRRP advertisement

OutAdvertisements VRRP advertisement

BadVersion VRRP advertisement
BadVrid virtual router ID VRRP advertisement
BadAddress VRRP advertisement
BadData VRRP advertisement
BadPassword VRRP advertisement
Badinterval interval VRRP advertisement

Domain Name System Statis

Domain Name System Statistics

tics

Layer 3 > Domain Name System

Domain Name System Statistics

Clear DNS Statistics [none |

Submit |

DH5S In Requests

Bad DM5 Hequests

DN5 Out Requests

n 1] 1]
Domain Name System Statistics
88 Domain Name System Statistics
Clear DNS Statistics Clear Submit DNS
DNS In Requests DNS
Bad DNS Requests DNS
DNS Out Requests DNS
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Access Control Lists Statistics

ACL Statistics Table Access Control > Access Control Lists

AGLTI (1 - 384) From [1| | To [384

ACL

ACL Statistics

ACL Statistics ACL Statistics Table ACL

ACL
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Uplink Failure Detection Statistics

Uplink Failure Detection Statistics Uplink Failure Detection

Uplink Failure Detection (UFD) Statistics

89 Uplink Failure Detection Statistics

Clear UFD Statistics UFD
Clear Submit
FDP Failure Detection Pair (FDP)
Number of times LtM link failure LtM
Number of times LtM link in Blocking LtM
State
Number of times LtD got auto disabled LtM LtD
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BBI

BBI
1. CONFIGURE
RE | [sTATISTICS |
Apply  Save  Revert Biff  Dump
2.

_f TOGH nteligent § 3 Switch
w5 System

= General

~[E|User Tahle
~[ERadius

~[ETacacs+
~[2]E8yslogiTrap Features
~[BConfigimage Control
~[E|Management Network
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=3 10GhH intelligent {3 Switch
-_ﬂ System

- [E]zenaral
‘EUser Table
ERadius
ETacacs+
-BNTP
@ SyslogiTrap Features
Ejconfigimage Control
ElManagement Metawark
‘BsFP
Switch Pors
Port-Based Port Mirroring

Apply:  Save

TEa Alteon OS

Revert- DRiff  DPump Show log  Helpr  Logout

Switch Management Processor Configuration

>

I‘I 93.168.9.100

I255.255.255.U

=
P IEnabIed 'I

“Enable/Dis

Layer 2

RMOMN Menu

Layer 3

QoS

Access Control

Uplink Failure Detection

et | [Enabed =]
Interfacs Enable |
Enable/ Dis: =
S Fre)

Digabled »

IEI.D.D.U

|data:vl

|Iog debue 7 vl

Ilocal 1] VI.

og | .
|D.U.U.U

Submit

Apply

Revert  @iff  Dump

Configuration

Save
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BBI 2

. Submit Configuration Submit
VLAN = 8097

e Apply Apply
MIB OID Submit
oID
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Switch Management Processor Configuration

Switch Management Processor Configuration System > General

-2552552550

-
-
-

nabled

-

ata

Dcal 0 -

-

ata w |

- oe debue 7 I_
- |—

- 2000
-
-

-
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Switch Management Processor Configuration

90 Switch Management Processor Configuration

Switch IP Address IP 10

Switch IP Subnet Mask IP 10

Enable/Disable BOOTP for IP BOOTP
Management BOOTP IP P
1 BOOTP

Enable/Disable DHCP for Management DHCP
Interface DHCP P P
256
DHCP P
256

Enable/Disable Console output of syslog
messages

Enable/Disable Host Name

Syslog Host IP Address P

Severity of Syslog Host

Facility of Syslog Host

Second Syslog Host IP Address 1P

Severity of Second Syslog Host

Facility of Second Syslog Host

Current Date

Current Time 24

Login Notice (CLI)  “Enter password:”
1024

Banner 80

(CLI) f/info/sys/gen

Telnet Port (1-65535) Telnet 23

TFTP Port (1-65535) TFTP 69

Idle Timeout (1-60) CLI 1 60

Timezone Location

Enable/Disable Daylight Savings Time
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SSH/SNMP

Switch Management Processor Configuration System > General

—
T L

Switch Management Processor Configuration SSH
91 Switch Management Processor Configuration SSH
_
SSH Time Interval (0-24 hours, 0: disable) RSA
RSA
0 RSA
RSA RSA

SSH Port (1-65535) SSH TCP

SSH Generate Host Key RSA apply
SSH Generate Server Key RSA apply
SSH Server State SSH

SCP Admin Password Secure Copy(SCP)

SCP
scpadmin
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91 Switch Management Processor Configuration SSH

SCP Apply and Save SCP
Switch Management Processor Configuration SNMP
92 Switch Management Processor Configuration SNMP
_
SNMP System Name 32
SNMP Location 32
SNMP Contact 32
SNMP Read Community String SNMP Read 32
public
SNMP Write Community String SNMP Write 32
private
SNMP state machine timeout (1-30 minutes) SNMP
Send SNMP Auth. Failure Traps?
Switch Management Processor Configuration
Switch Management Processor Configuration
93 Switch Management Processor Configuration
_
Submit
Apply

Diff
Diff Flash
Revert Apply
Revert Apply save
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User Configuration Table

User Configuration Table System > User Table

Add User
Change User/Oper/Admin

ID Eject user
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User Access Control Configuration

User Access Control Configuration User Configuration Table
Add User

User Access Control Configuration

Uger ID G1-100 I'I

Set clazs of zervice Iuser vI

Set user name -8 charg) IKiku

Set uzer password 1-128)

Enter current admin pazsword

Ilzer Statuz

Fe-type user password -128) I----
|

Submit | R.ESEtl Delete |

User Access Control Configuration

94 User Access Control Configuration

User ID (1-10)

Set Class of Service

Set user name (1-8 chars) 8

Set user password (1-128) 128

Re-type user password (1-128)

Enter current admin password admin

User Status
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Switch RADIUS Configuration

Switch RADIUS Configuration

System > Radius

Switch Radius Configuration

Primary Radiuz IP Address

1

0.0.0.0

Transfer Paort of Primary Server

Imgt j

Secondary Radiuz [P Address

0.0.0.0

1

Tranzfer Port of Secondary Server

|mgt j

Radius port 01500-30003

|1 645

Fadius timeout 1-107

—

Fadiuz retriez (1-3)

e

Enable/Disable Radius Server

Dizabled = |

Enable/Dizable Radius Backdoor
for telhet zsh httpshttps

Digabled -

Enables/Disable Radius Secure Backdoor
for telhetfzsh httpshttps

Dizabled -

Radiuz Secret

Secondary Radius Server Secret

JIE

Submit |

Switch RADIUS Configuration
95 Switch RADIUS Configuration

Primary Radius IP Address RADIUS
Transfer Port of Primary Server RADIUS
Secondary Radius IP Address RADIUS
Transfer Port of Secondary Server RADIUS
Radius port (1500-3000) UDP 1500 3000
1645

Radius timeout (1-10) RADIUS

3
Radius retries (1-3) RADIUS 3
Enable/Disable Radius Server RADIUS
Enable/Disable Radius Backdoor for telnet/SSH/HTTP/HTTPS  RADIUS
telnet/ssh/http/https
Enable/Disable Radius Secure Backdoor for telnet/SSH/ HTTP/HTTPS
telnet/ssh/http/https RADIUS
Radius Secret RADIUS

32
Secondary Radius Server Secret RADIUS

32
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RADIUS Telnet/SSH/HTTP/HTTPS
RADIUS

(tel net) (sechd) noradius
Telnet (tel net ena) nor adi us
RADIUS
RADIUS
(sechd ena) nor adi us
RADIUS
RADIUS
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Switch TACACS+ Configuration

Switch TACACS+ Configuration System > Tacacs+

TACACS+ (Terminal Access Controller Access Control System)

TACACS+ RADIUS TACACS
TACACS+ RFC 1492
TACACS+ RADIUS TACACS+ TCP
RADIUS UDP RADIUS 1
TACACS+ 2
TACACS+ RADIUS
. TCP
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Switch TACACS+ Configuration
96 Switch TACACS+ Configuration

Primary Tacacs+ IP Address TACACS+
Secondary Tacacs+ |IP Address TACACS+

Tacacs+ port (1-65000) TCP 1 65000

49
Tacacs+ timeout (4-15) TACACS+
5
Tacacs+ retries (1-3) TACACS+
Enable/Disable Tacacs+ Server TACACS+

Enable/Disable Tacacs+ Backdoor for

telnet/SSH/HTTP/HTTPS  TACACS+

telnet/ssh/http/https
Enable/Disable Tacacs+ Secure Backdoor for telnet/SSH/ HTTP/HTTPS
telnet/ssh/http/https TACACS+
Enable/Disable Tacacs+ new privilege level TACACS+
mapping di sabl ed
Tacacs+ Secret TACACS+
32
Secondary Tacacs+ Server Secret TACACS+
32
Tacacs+ User Mappings Configuration TACACS+
TACACS+ (0 15)
TACACS+ Telnet/SSH/HTTP/HTTPS
TACACS+
(tel net) (sechd) noradius
Telnet not acacs TACACS+
TACACS+
not acacs TACACS+

TACACS+

124



NTP Configuration
NTP Configuration System > NTP
NTP Configuration

TP Server IP Address III:I.IZI.IZI.EI

Transfer Port of Primary Server Imgt ll

Secondary MTP Server IP Address IEI.EI.EI.EI

Transfer Port of Secondary Server | met ;I

Rezvne Interval €1 - 446400 I‘I 440
Enzble/Disable NTF Service | Disabled =]
Submit |
NTP

NTP Configuration
97 NTP Config_;uration

NTP Server IP Address NTP IP
Transfer Port of Primary Server NTP
Secondary NTP Server IP Address NTP P
Transfer Port of Secondary Server NTP
Resync Interval (1-44640) NTP

(1 44640)
Enable/Disable NTP Service NTP
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Syslog and Trap Feature Configuration

Syslog and Trap Feature Configuration System > Syslog/Trap
Features

Svyslog and Trap Feature Configuration

Enable/Dizable Syslog and Trap of Gonsole IEnaI:uIeu:I j
Enable/Disable Syslog and Trap of System IEnaI:uIeu:I j
Enable/Dizable Syslog and Trap of Management IEnaI:uIeu:I j
Enable/Dizable Syelog and Trap of GLI IEnaI:uIeu:I j
Enables/Dizable Syslog and Trap of STP IEnaI:uIeu:I j
Enable/Dizable Syzlog and Trap of WLAN IEnaI:uIeu:I j
Enable/Dizable Syslog and Trap of WEE IEnaI:uIeu:I j
Enables/Dizable Syslog and Trap of IP IEnabIed j
Enable/Dizable Svzlog and Trap of WRRF IEnaI:uIeu:I j
Enables/Dizable Syzlog and Trap of S5H IEnaI:uIEI:I j
Enables/Dizable Syslog and Trap of NTP IEnaI:uIEI:I j
Enable/Dizable Syzlog and Trap of O5PF IEnaI:uIEI:I j
Enable/Dizable Svzlog and Trap of RMOM IEnaI:uIEI:I j
EnablesDizable Syslog and Trap of 802.1x IEnaI:uIEI:I j
Enable/Disable Syslog of LFD IEnaI:uIeu:I j
Enable/Disable Sysloe of GFG |Enabled »|
Enable/Dizable Trap of LFD IDisaI:uIed j

Submit |

Syslog and Trap Feature Configuration

98 Syslog and Trap Feature Configuration

Enable/Disable Syslog and Trap of Console

Enable/Disable Syslog and Trap of System

Enable/Disable Syslog and Trap of Management

Enable/Disable Syslog and Trap of CLI CLI
Enable/Disable Syslog and Trap of STP STP
Enable/Disable Syslog and Trap of VLAN VLAN
Enable/Disable Syslog and Trap of WEB Web
Enable/Disable Syslog and Trap of IP IP
Enable/Disable Syslog and Trap of VRRP VRRP
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98 Syslog and Trap Feature Configuration

Enable/Disable Syslog and Trap of SSH SSH
Enable/Disable Syslog and Trap of NTP NTP
Enable/Disable Syslog and Trap of OSPF OSPF
Enable/Disable Syslog and Trap of RMON RMON
Enable/Disable Syslog and Trap of 802.1x 802.1x

Enable/Disable Syslog of UFD

Uplink Failure Detection (UFD)

Enable/Disable Syslog of CFG

Enable/Disable Trap of UFD

Uplink Failure Detection (UFD)

127



Switch Image and Configuration Management

Switch Image and Configuration Management System > Config/Image
Control

active confie =]

*
(]
]
!
-

m
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. FTP/TFTP
e  FTP/TFTP

boot
i mge2
i mge2 boot

active i mgel
i mge2
active

. FTP/TFTP
e FTP/TFTP P

Save
backup configuration

factory configuration

Switch Image and Configuration Management

99 Switch Image and Configuration Management

2 i mgel

i mgel

active configuration

i mgel

Image 1 Version 1

Image 2 Version 2

Boot Version

Active Image Version

Next Boot Image Selection
i mage?2)

(i mgel

Active Configuration Block

configuration block

Next Boot Configuration Block Selection

configuration block

Next CLI Boot Mode Selection
(CLD)

Prompt for selectable boot mode

FTP/TFTP

Hostname or IP Address of FTP/TFTP server

FTP/TFTP

Username for FTP Server or Blank for TFTP FTP
Server

TFTP

Password for FTP Server FTP

Port for Transfer
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99 Switch Image and Configuration Management

Image for Transfer

Image Filename (on server) FTP/TFTP
Image Filename (on HTTP Client) HTTP
Configuration Filename configuration block

TS Dump Filename FTP/TFTP TS

Flash Dump Filename FTP/TFTP (PANIC)

Status of Previous Transfer

Switch Image and Configuration Management

100 Switch Imag_;e and Configuration Manag_;ement

Get Image Image Filename
FTP/TFTP
Put Image Image Filename
FTP/TFTP
Get Config Configuration Filename configuration
FTP/TFTP
Apply
Apply

Put Config FTP/TFTP

Configuration Filename
Put TS Dump TS FTP/TFTP

TS Dump Filename

Put FLASH Dump (PANIC) FTP/TFTP FLASH

Dump Filename
Clear Flash Dump
Submit

Apply
REBOOT!
TFTP SunOS™  Solaris™ Put
Config Put Config

130



Management Network Definition Configuration

Management Network Definition Configuration System > Management
Network

Management Network Definition Configuration

101 Management Network Definition Configuration

Index
Management Network Address Telnet SNMP (BBI)
P

Management Network Subnet Mask
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Switch Ports Configuration

Switch Ports Configuration System > Switch Ports

Switch Port
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Switch Port Configuration

Switch Ports Configuration

Switch Port 1

oz [owers
e[
Wt o

Switch Port Configuration

102 Switch Port Configuration

Switch Port State

RMON Instrumentation

RMON history
RMON
VLAN Tagging VLAN
PVID Tagging PVID VLAN ID VLAN
VLANID PVID
VLAN
Port STP
Default Port VLAN ID (1-4094) VLAN
VLAN 1
VLAN4095
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102 Switch Port Configuration

Flow Control
. RX
e Tx
e  both
e none
Autonegotiation
Downlink( 1 16) Uplink( 18 21)
10000Mbps Autonegotiation
Off
Speed
e 10only 10Mb/s
e 100 only 100Mb/s
e 1000 only 1000Mb/s
e  10/100/1000
Downlink( 1 16) Uplink( 18 21)
10000Mbps
Duplex mode
e  Full only
e  Half only
e Full/Half
Downlink( 1 16) Uplink( 18 21) Full
only
Enable/Disable sending Link UP/Down Trap SNMP
Port Name
Multicast Threshold
Multicast Threshold Rate (0-262143)
Broadcast Threshold
Broadcast Threshold Rate (0-262143)
Destination Look Up Fail Threshold
Destination Lookup Fail Threshold Rate (0-
262143)
802.1p Port Priority (0-7) 802.1p
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Switch Port ACL Configuration

Switch Ports Configuration

AL ID AcL ID
255
256 l—

ACL Group ID ACL Group ID
1

Access Control List
Switch Port ACL Configuration
103 Switch Port ACL Configuration

ACLs Available ACL
ACLs Selected ACL

ACLs Available ACL Add

ACL
ACLs Selected ACL Remove
ACL

ACL Groups Available ACL Group
ACL Groups Selected ACL Group

ACL Groups Available ACL Group Add

ACL Group
ACL Groups Selected ACL Group Remove

ACL Group
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Port-Based Port Mirroring Configuration

Port-Based Port Mirroring Configuration Port-Based Port Mirroring

Port-Based Port Mirroring Configuration

104 Port Mirroring

Enable Port-Based Port
Mirroring?

Monitoring Port

Mirrored Ports
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Monitoring Port Configuration

Port-Based Port Mirroring Configuration Monitoring Port

Mirrored Port Direction

__AddMirored Port | Delete Monitor Port |

Add Mirrored Port
Delete Monitor Port

Port Mirroring Configuration for Port

Port Mirroring Configuration for Port Monitoring Port x Configuration
X Mirrored Port Add Mirrored Port

Port Mirroring Configuration for Port

105 Port Mirroring Configuration for Port

Mirrored Port
Port Mirror Direction in out

ingress  both ingress egress

egress  both
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802.1x General Configuration

General 802.1x Configuration Layer 2 > 802.1x > General

General 802.1x Configuration

106 General 802.1x Configuration

System Status 802.1x Port-Based Network Access Control

802.1x Switch Ports Configuration

Switch Ports 802.1x Configuration Layer 2 > 802.1x > Switch Ports

Port 802.1x Configuration
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802.1x Port Configuration

Switch Port 802.1x Configuration

Port 1 802 1x Configuration

futhentication Mode force-auth

=

Quiet Period {1-65535 sec)

Tx Period {1-65535 sec)

Max Feguest §1-100

Supplicant Timeout §1-65535 sec)

Server Timeout (1-65535 zec)

T

Fefuth Status

o]
L

Refuth Period (1-504800 zec) 2600

:

Crverwrite configuration with

Mone j

Submit |

Port 802.1x Configuration

107 Port 802.1x Configuration

Authentication Mode

eforce-unauth
eauto RADIUS
eforce-auth

force-auth

Quiet Period (0-65535 sec)

EAP-Request/Identity

60

Tx Period (1-65535 sec)

EAP-Request/Identity
EAP-Response/ldentity

30
Max Request (1-10) EAP-Request
2
Supplicant Timeout (1-65535 sec) EAP-Request
EAP-Response
30
Server Timeout (1-65535 sec) RADIUS

30
EAP-Response
RADIUS Access-Request [cfg/sys/radius/timeout

3

ReAuth Status

ReAuth Period (1-604800 sec)

3600

Overwrite configuration with

802.1x
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FDB Configuration

FDB Configuration Layer 2 > FDB

FDB Configuration
108 FDB Configuration

Bridge Aging Time (0-65535 FDB  Aging Time
secs) FDB
300
0
Static FDB Configuration (partl)
Static FDB Configuration Layer 2 > FDB > Static FDB

FDB Static FDB ID 1 Static FDB
Configuration (part2) Clear FDB Static FDB
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Static FDB Configuration (part2)

Static FDB Configuration Layer 2 > FDB >Static FDB > Add static FDB

entry

Static FDB Configuration

FDE Table Tndex(l - 128 ||n

M A ||nu:nn:nn:nn:un:ut
lan ||n
Part ||EI

Submit | Delete |

Static FDB Configuration
109 Static FDB Configuration

FDB Table Index (1-128) FDB ID
MAC FDB MAC

Vlan FDB VLAN

Port FDB
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VLANSs Configuration

VLANSs Configuration Layer 2 > Virtual LANs

YLAMNs Configuration

1. Search Range

VLAN ID 01 - 40958) Fru:um|1 To |4EIE|E

2. Search Options

YLAN Hame I

WLAM State any -

Search Operation ar - Searchl

YLAN ID YVLAM Hame | State
Default WL AM enabled

(

10 YLAN 10 enabled
20 WLAN 20 enabled
4095 Memt WLAM |enabled

VLANSs Configuration
110 VLANs Configuration

Search Range VLAN From To VLAN
Search Options VLAN

. VLAN Name

e  VLAN State

“any’

Search Operation

. or 1 VLAN

o and VLAN

Search VLAN
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VLAN Configuration

LANs

1
2
3
4
3]
]
7
a
]

VLAN

VLAN
1,000 VLAN

VLAN Configuration

111 VLAN Configuration

VLANs Configuration VLAN ID
Add VLAN

VLAN

VLAN

VLAN 1
VLAN 4095

Virtual

VLAN

VLAN Name VLAN VLAN
VLAN ID (1-4094) VLAN ID
VLAN State VLAN
Spanning Tree Group VLAN <1-127>
MSTP <0-32> (0 CIST)
Ports Available VLAN
Ports in Vlan VLAN
Ports Available Add
VLAN
Ports in VLAN Remove
VLAN
1 VLAN VLAN
VLAN VLAN 1 VLAN 1
VLAN VLAN 1
VLAN VLAN

143



Switch Spanning Tree Groups Configuration

Switch Spanning Tree Groups Configuration Layer 2 > Spanning Tree
Groups

1. Search Range

Spanning Trees(1-128) Frnm Ta

2. Search Options

Bridee Priority( = aryd D State
Search Operation -

IEEE 802.1d (STP)  Cisco PVST+
127 STG 128

RSTP STP 1

Switch Spanning Tree Groups Configuration

112 Switch Spanning_; Tree Groups Config_;uration

Search Range From To

Search Options
e  Bridge Priority
e  Spanning Tree State
“any
Search Operation
° or 1

e and

Search
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Switch Spanning Tree Group Configuration

Switch Spanning Tree Group Configuration Switch Spanning Tree
Groups Configuration Spanning Tree Group Spanning Tree Groups
Add Spanning Tree Group

Ylan ID:MName Wlan ID:Mame

4095:Memt WLAN 1:Default WLAN
H

Spanning Tree Group Configuration

113 Switch Spanning_; Tree Group Config_;uration

Spanning Tree Group ID (1-128) 128
Switch Spanning Tree State STP
Bridge Priority (0-65535) STP
0 65535

32768

RSTP/MSTP 0 61440 4096 0 4096

8192 ... 32768

MSTP

Common Internal Spanning Tree Bridge Configuration

Bridge Hello Time (1-10 secs) Hello Time BPDU
Hello
Time 1 10 2
MSTP
Common Internal Spanning Tree Bridge Configuration
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113 Switch Spanning Tree Group Configuration

Bridge Max Age (6-40 secs) Max Age BPDU STP
BPDU
6 40 20
MSTP
Common Internal Spanning Tree Bridge Configuration
Bridge Forward Delay (4-30 secs)  Forward Delay
4 30 15

MSTP
Common Internal Spanning Tree Bridge Configuration

VLANSs Available VLAN
VLANs in STG VLAN
VLANS Available VLAN Add
VLAN
VLANSs Available VLAN Remove
VLAN
Switch Spanning Tree Port Switch Spanning Tree Group Port Configuration
Configuration Switch Port
STP
. 2*(fwd-1) > mxage
. 2*(hello+1) < mxage
fwd Forward Delay mxage MaxAge hello Hello Time
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Switch Spanning Tree Group Port Configuration

Switch Spanning Tree Group Port Configuration Switch Spanning Tree
Group Configuration Switch Port

Switch Spanning Tree Group 1 Port 1 Configuration

Port Priority {0-255)

128
Fart Path Cost |2

Link Twpe IF'.ut-:u ;I
Edee Paort IEnaI:uIe ;I
Part Fast Forwarding mode |Disal:|le ;I

Port Spanning Tree State Iu:uff ;I

Submit |

STP
STP/PVST+ 1 16
17 18 21 RSTP/MSTP
1 16 17 18 21
Switch Spanning Tree Group Port Configuration
114 Switch Spanning Tree Group Port Configuration
Port Priority (0-255)
1
0 255 128
RSTP/MSTP 0 240 16 0 16 32
128
Port Path Cost
1 65535
100Mbps 10
1 0
RSTP/MSTP 1 200000000
20000
Link Type
auto
e p2p Point-to-Point protocol
e  shared
RSTP
Edge Port
RSTP
Port Fast Forwarding mode
Port Spanning Tree State STP
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MSTP/RSTP General Configuration

MSTP/RSTP General Configuration Layer 2 > MSTP/RSTP > General

MSTP/RSTP General Configuration

Fegion Mame

Fevizion Level (0-65535) |1

Mz, Hop Count (4-600 IEEI

MSTP/RSTP Made |RSTP =]
MSTP/RSTP State |OFF =]
Submit | Default GIST |

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP) IEEE 802.1s Multiple Spanning
Tree Protocol (MSTP) MSTP VLAN

32 MSTP/RSTP

MSTP/RSTP General Configuration
115 MSTP/RSTP General Configuration

Region Name MSTP 1 MSTP
15

Revision Level (0-65535) MSTP
1 MSTP

Max. Hop Count (4-60)

4 60 20
MSTP/RSTP Mode RSTP MSTP RSTP
MSTP/RSTP State RSTP/MSTP
RSTP STP 1 RSTP
Default CIST CIST
e IEEE 802.1wRSTP 1 STG ‘RSTP’ MSTP/RSTP
VLAN 1 VLAN 1
RSTP STG 1
. 'MSTP IEEE 802.1s
MSTP VLAN
o |EEE 802.1s MSTP IEEE 802.1w RSTP rapid convergence
. PVST+ rapid convergence
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PVST+ Cisco Rapid PVST+

MSTP/RSTP 'mstp' 'rstp’ Cisco Rapid PVST+
PVST+ Cisco PVST+
MSTP/RSTP 'mstp’  Cisco MST/RSTP
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Common Internal Spanning Tree Bridge Configuration

Common Internal Spanning Tree Bridge Configuration Layer 2 >
MSTP/RSTP > CIST-Bridge

Common Internal Spanning Tree Bridge Configuration

Eridee Priority {1-65535) IBE?EE
Max. fee G-40 zecs) IEEI
Formard Delay 4-30 zecs) |1 5

YL ANs Available Cist VL ANs

YWlan ID:Mame YWlan I0: Mame

fdd > |

Submit |

CIST MSTP
0

Common Internal Spanning Tree Bridge Configuration

116 Common Internal Spanning Tree Bridge Configuration

Bridge Priority (0-65535) CIST STP
0 65535 32768
RSTP Switch
Spanning Tree Group Configuration
Max. Age (6-40 secs) CITS Max Age BPDU
MSTP BPDU
6 40 20
RSTP Switch
Spanning Tree Group Configuration
Forward Delay (4-30 secs) CIST Forward Delay
4 30
15
RSTP Switch
Spanning Tree Group Configuration
VLANSs Available CIST VLAN
Cist VLANs CIST VLAN
VLANS Available VLAN Add CIST
VLANSs Available VLAN Remove
CIST
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Ports Common Internal Spanning Tree Configuration

Layer 2 >

Ports Common Internal Spanning Tree Configuration

MSTP/RSTP > CIST-Ports
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Common Internal Spanning Tree Port Configuration

Common Internal Spanning Tree Port Configuration
Internal Spanning Tree Configuration CIST Port

Common Internal Spanning Tree Port 1 Configuration

Port Priority {-2400

|1 28

Path Cozt (1-200000000, O for autod IEI:IIJEI

Link Twpe

IF'.utl:u j

Enable/Disable Edee

| Enabled =]

Part STF State

|OFF =]

Hella Time 0-10 secs)

B

Submit |

Ports Common

CIST CIST MSTP
CIST
Common Internal Spanning Tree Port Configuration
117 Common Internal Spanning Tree Port Configuration
Port Priority (0-240) CIST
1
0 240 16 0 16 32 128
Path Cost (1-200000000, O for CIST
auto)
20000 10
2000
Link Type
e  Auto
e p2p Point-to-Point protocol
e shared

auto

Enable/Disable Edge

Port STP State

MSTP

Hello Time (1-10 secs) BPDU
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Trunk Groups Configuration

Trunk Groups Configuration

Layer 2 > Trunk Groups

Switch Trunk Group Configuration

Switch Trunk Group Configuration
Trunk Group

[k St =

—
-
—
—

Trunk Groups Configuration
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12

. Cisco® EtherChannel®

Switch Trunk Group Configuration

118 Switch Trunk Group Configuration

Trunk State

Ports Available

Ports added to Trunk
Ports Available Add

Ports Available Remove

Layer 2 Trunk Hash Configuration
Layer 2 Trunk Hash Configuraiton Layer 2 > Trunk Hash
Layer 2 Trunk Hash Configuration

Smac Hash |Disabled;|
Dmac Hash |Disabled ;I
Sip Hash IEnaI:uIEI:I ;I
Dip Hash IEnaI:uIEI:I ;I

Submit |

Layer 2 Trunk Hash Configuraiton

119 Layer 2 Trunk Hash Configuraiton

Smac MAC Trunk Hash
Dmac MAC Trunk Hash
Sip P Trunk Hash
Dip P Trunk Hash
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LACP Configuration

Switch LACP Configuration Layer 2 > LACP

Switch LACP Configuration
120 Switch LACP Configuration

LACP System Priority (1-65535) (1 65535)
32768
Timeout time LACP
short 3 long 90
long
LACPDU long
CPU 90 100%
LACP
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LACP Port Configuration

Switch LACP Configuration

Switch LACP Port 1 Configuration

Part &dmin Key

.

Part Priority IE 2768

Port LAGP Mode [aff  +|

Submit |

LACP Port Configuration
121 LACP Port Configuration

Port Admin Key admin key admin key  oper key
LACP
Port Priority
32768
Port LACP Mode LACP
e Off LACP
off
. active LACP active active
LACPDU
e passive LACP passive
passive active
LACPDU
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Uplink Fast General Configuration

Uplink Fast General Configuration

UpLink Fast General Configuration

Enabled?

|dizabled =]

Update Rate 010-2007

o

Submit |

Uplink Fast Configuration
122 Uplink Fast Configuration

Layer 2 > UpLink Fast

Enabled? Uplink Fast Convergence
STP
convergence
65500 3000
Update Rate (10-200) 40
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RMON History Configuration Table

RMON History Configuration Table RMON > History

RMOIN History Configuration Table

1. Search Range

History Group Mumber (1 — 655353 From|1_ Ta 66535
2. Search Options

MIB OID I

Mumber of Buckets Requested 0 = any) I

Search Operation or Searchl

RMOMN History Group ID MIB Object Humber of Bucketz Requested Polling Interval Owner
1 136121221118 30 1800 Owner_Histary 1
2 136121221118 &0 30 Owner_Histary 2

RMON History Configuration Table
123 RMON History Configuration Table

Search Range History From To
Search Options History
e MIBOID
e Requested buckets requested
“any’
Search Operation
e or 1 History
e and History
Search History
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RMON History Configuration

RMON History Configuration
History Group

History

RMON History Groups Configuration
Add History Group

RMOM History Configuration

Hiztory Group ID € - 65535)

MIE Object ID

Mumber of Buckets Pequested (1 — 655350

Folling Interval ©1 - 36000

Chwner

JENlR

Subimit | Del=te |
History Group Configuration
124 History Group Configuration
_
History Group ID (1 - 65535) History
MIB Object ID MIB ID
127
Number of Buckets
Requested (1 - 65535) 1 65535 30
50
Polling Interval (1 - 3600)
1 3600 1800
Owner History
127
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RMON Alarm Configuration Table

RMON Alarm Configuration Table

1. Search Range

RMON > Alarm

RMON Alarm Configuration Table

Blarm Group Number €1 - 68535} From I‘I
2. Search Options

MIBE OI0
Interval {1 - 65535}

Rizing Limit (2147483647 - 21474836470 I
Falling Limit (-2147483647 - 21 4?48354?3"

Ta

—

65535

Rigine Event Index {0 - 65535} I
Falling Event Index {0 - 65535} I
Alarm Type I,ﬁ.ny vl
Sample Type I finy vl
Search Operation Ior VI Search |
RMON 2 = = - Rising Falling
Alarm MIB Object IE':::I:::I l}_lfn::.tg Ffill:?tg Alarm Alarm Tar: S?mile Owner
Group ID Index Index ¥p s
1 13612122110257 1800 10 1] 1 1] rizing abz Cwner_Alarm_1
Alarm Groups Configuration Table
125 RMON Alarm Configuration Table
Search Range RMON From To
Search Options RMON
e MIBOID
e Interval (1 - 65535)
e Rising Limit (2147483647 - 2147483647)
e  Falling Limit (-2147483647 - 2147483647)
e Rising Event Index (0 - 65535)
e  Falling Event Index (0 - 65535)
e Alarm Type
e Sample Type
“any’
Search Operation
e or
e and
Search RMON Alarms
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RMON Alarm Configuration

RMON Alarm Configuration
Alarm Group

Alarm

RMON Alarm Configuration Table
Add Alarm Group

RMOMN Alarm Configuration

#larm Group ID Q1 - G5535)

y

MIE Object ID

|1 AB1.21. 221102587

Rizing Limit 21474835647 - 2147483647

10

Falling Limit ~2147483647 - 21

47483647

Rizing Event Index {0 - 655252

Falling Event Index {0 - 65535)

Alarm Type

Sample Tvpe

Polling Interval {1 - 655352

Chaner

RMON Alarm Configuration

126 RMON Alarm Configuration

Alarm Group ID (1- 65535)

MIB Object ID

MIB 127

Rising Limit
(-2147483647 - 2147483647)

Falling Limit
(-2147483647 - 2147483647)

Rising Event Index
(0 - 65535)

0 65535

Falling Event Index
(0 - 65535)

0 65535

Alarm Type

rising falling either

Sample Type

Absolute

Delta

Polling Interval (1 - 65535)

1 65535 1800

Owner

127
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RMON Event Configuration Table

RMON Event Configuration Table RMON > Event

REMON Event Configuration Table

1. Search Range
Event Group Mumber {1 - 65535) Frl:lml‘l Ta atatateds

2. Search Options

RMOMN Type I Ay vI
Search Operation ar - Search |

RMOHN Event Group ID|Event Type Description Owner

1 trap Event 1 Ciner_Event 1

RMON Event Configuration Table
127 RMON Event Configuration Table

Search Range RMON From To

Search Options
e RMON Type
“any”
Search Operation
e or

e and

Search
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RMON Event Configuration

RMON Event Configuration RMON Event Configuration Table
RMON Event Group ID Event Add Event Group

RMOMN Event Configuration

Event Group ID (1 - 68538) [T

Event Tvpe ITrap ;I
Dezcription IEventj

Oirer IOwner_Eventj

Delete |

RMON Event Configuration
128 RMON Event Configuration

Event Group ID
(1 - 65535)

Event Type
SNMP

(/ cfg/ snnp/ trap)

Description 127

Owner
127

163



IP Interfaces Configuration

IP Interfaces Configuration Layer 3 > IP Interfaces

IP Interfaces Configuration

1. S5earch Ranee

IP Interfaces 1-2503Fram |1 To IEEEI

2. Search Options

IP Address 00000 = any) IEI.I:I.EI.I:I Subnet Mazk IEEE.EEE.EEE.EE

WLAN dentifier @0 = arg? IEI

State Iany TI
-

Search Operation ar Search |
IP Interface | IP Address Enabled? Subnet Mazk Broadcast Address WLAN ID
1 1931689100 | enabled | 285255 2550 1931689255 10
2 19316812234 | enabled | 2552852550 19316812265 20
ER 10071.100 enabled | 25662552560 1001 255 1
4 100210 enabled | 2602652560 1002255 1
280 1921681290 | enabled | 2552552400 19216815265 4095

IP Interfaces Configuration

129 IP Interfaces Configuration

Search Range P From To

Search Options P
IP Address
Subnet Mask
VLAN ID number
IP Interface State
“any”
Search Operation
e oOr IP

e and IP

Search P
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IP Interface Configuration

IP Interface Configuration IP Interfaces Configuration P
Interface IP Interfaces Add IP Interface

IP Interface Configuration

IP Interface Identifier 01-2600 i

IP Address [toa168.0.100
Enabled? |Enabled =]
Subhet Mask |255.265.255.0

WLAM Membership ID € - 4095) I‘I il
Enables/Dizable BOOTR Relay IEnaI:uIed ;I

Submit | Delete |

250 IP IP

IP Interface Configuration

130 IP Interface Configuration

IP Interface ldentifier (1-250) IP

IP Address P 10

Enabled? IP

Subnet Mask P 10

VLAN Membership ID (1 - 4095) VLAN 1
VLAN VLAN P

Enable/Disable BOOTP Relay BOOTP relay
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IP Static Routes Configuration

IP Static Routes Configuration Layer 3 > Network Routes

IP Static Routes Configuration

Static Route ID 01283 Frl:lml‘l To |1 28
Destingtion IP {000 = any) IEI.EI_EI_EI Subnet Mazk IEEE.EEE.EEE.EE
Giateway IP 0000 = any? IEI.EI_EI_EI Subnet Mazk IEEE.EEE.EEE.EE

Search Operation ar Searchl Cilear Routes I

Static Route ID Destination IP Subnet Mask Gateway Interface |

IP Static Routes Configuration

131 IP Static Routes Configuration

Search Options IP static route
e  Static Route ID
e Destination IP address  subnet mask
e Gateway IP address  subnet mask

“any”
Search Operation

e or IP static route
e and IP static route
Search IP static route
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IP Static Route Configuration

IP Static Routes Configuration static route 1D
Network Routes Add Network Route

IP Static Route Configuration

132 IP Static Route Config_juration

Route Table Index (1-128) Index 1D

Destination IP P

Mask

Gateway 1P
Interface Number (1-250 | 0 for none)

Static ARP Configuration

Static ARP Configuration Layer 3 > ARP

Static ARP Static ARP ID
Static ARP Configuration
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IP Static ARP Configuration

Static ARP Configuration Static ARP ID
ARP Add Static ARP

_ 00:00:00:00:00:0C

I

IP Static ARP Configuration
133 IP Static ARP Configuration

ARP Table Index (1-128) Static ARP Index
IP 1P

MAC MAC

VLAN VLAN ID

Port
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Network Filters Configuration

Network Filters Configuration

Layer 3 > Network Filters

MNetwork Filters Configuration

Metwork, Filters0-2567 Fram I‘I

To

IEEE

IP Address (0000 = any? II].EI.EI.EI Subnet Mazk IEEE.EEE.EEE.EE
Search |

State Iany TI
-

Search Operation ar

Metwork Filter ID(IP Address

Enabled?

Subnet Mask

1 10345

enabled

255 2552650

Network Filters Configuration

134 Network Filters Configuration

Search Options network filter
o Network filter ID
e |P address subnet mask
e State
“any”
Search Operation
e or

e and

Search

network filter

network filter

network filter

169



Network Filter Configuration

Network Filters Configuraiton network filter ID
Network Filters Add Network Filter

Metwork Filter Configuration

Metwork Filter Identifier  (1-256) [

IF Address [
Enabled? |enabled |
Subret Mazk |

Submit | Celete |

Network Filter Configuration

135 Network Filter Configuration

Network Filter Identifier (1-256) network filter  ID

IP Address P 0.0.0.0
Enabled ? Network Filter

Subnet Mask IP
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Route Maps Configuration

Route Maps Configuration

Route Maps Configuration

Foute Map -32 Fr-:um|1

Precedence 0 = any? IIJ
Iany vI
- Search |

State

Search Operation

ar

Layer 3 > Route Maps

To

B2

Route Map ID |Precedence

Type

Metric

Enabled?

1

10

glulyl]

16777214

dizabled

Route Maps Configuration

136 Route Maps Configuration

Search Options

route map
e Route Map ID
e Precedence
e State

“any”
Search Operation
e or

e and
Search

route map

route map

route map
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Route Map Configuration

Route Maps Configuration route map ID
Route Maps Add Route Map

Route Map Configuration

137 Route Map Configuration

Route Map ldentifier (1-32) route map ID
Precedence (1-255) route map  precedence
10
Type
OSPF

1

2

none

Metric (1-16777214 | none= 16777215)

Enabled? route map
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Route Map Access List Configuration
Route Map Configuration Add Access List

Access List Configuration for Route Map 1

ficcess List Identifier -8 |1_

Metwark Filteri1-256 | O=nione |1_

Metric (1-16777214 | none=16777215) [18777214

Action [permit -]

Enabled? |enabled =]
Submit Delete |

Access List Configuration

138 Access List Configuration
_

Access List Identifier (1-8) access list ID

Network Filter (0-256 | 0=none) access list network filter

Metric (1-16777214 | none=16777215)

Action access list permit deny
Enabled? access list
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Default Gateways Configuration

Default Gateways Configuration IP Menu > Default Gateways

Default Gateways Configuration

1. Search Range

Default Gateways(1 - 254) Fru:um|1 To I254

2. Search Options

IP Address {0000 = ary? IIJ,I:I,I:I,I:I Subnet Maskl255_255_255_25
State Iany vl
- Search |

Search Operation ar
Default Gateway ID| IP Address |[Enabled? ARP only health checks? HG Interval Number of Retries
1 19216891 enabled dizabled 2 a8
2 19216812235 | enabled dizabled 2 8

Default Gateways Configuration

139 Default Gateways Configuration

Search Range From To

Search Options
e |P Address
e Subnet Mask
e  Default Gateway State
“any’
Search Operation
e or

”

e and

Search
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Default Gateway Configuration

Default Gateway Configuration Default Gateways Configuration
Default Gateway 1D Default Gateways Add Default Gateway

Default Gateway Configuration

Default Gateway Identifier1 -4, 254 |1

Default Gateway IP Address |1 22.1658.91

Ernable/Disable Default Gateway IEnaI:nIed ;I
Enable/Dizable ARF only health checks IDisahIed ;I
Health Check nterval (1-60 sec) |2

Retries before Cut of Service 01-1200 IE

Submit Delete I

Default Gateway Configuration

140 Default Gateway Configuration

Default Gateway Identifier (1-4, 254)
Default Gateway IP Address P 10

Enable/Disable Default Gateway
Enable/Disable ARP only health checks ARP

Health Check Interval (0-60 sec) ping

Retries before Out of Service (1-120)
1 120
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IGMP Snooping Configuration

IGMP Snooping Configuration Layer 3 > IGMP > IGMP Snooping

et [
Forore o AANG) fom WP Swcine [ =
B smrent  [osers]

WLAN ID:#

IGMP
RFC 2236

IGMP
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IGMP Snooping Configuration

141 IGMP Snooping Configuration

IGMP on? IGMP
Set report timeout IGMP Membership Report
IGMP
1 255 10
Set multicast router timeout IGMP Membership Query (Mrouter)
IGMP 1 255 255
Set robust value or expected IGMP
packet loss on subnet
2 10 2
Set query interval IGMP 125
Aggregate IGMP report IGMP Membership Report aggregation
Flood unregistered IPMC unregistered IPMC
Set Source IP for GSQ proxy IGMP Group Specific Query  Proxy P
Remove all VLAN(s) from IGMP VLAN IGMP
Snooping
IGMP V3 snooping on? IGMP 3
Set number of source to snoop IGMP
in GR
Exclude? IGMPv3 Exclude Report
Exclude Report
v1v2? IGMP 1 2
IGMPv1  IGMPv2
Configured VLANS IGMP VLAN
Snooping VLANSs VLAN IGMP
Add VLAN VLAN VLAN
VLAN VLAN Add
Remove VLAN VLAN
Snooping VLANs without Fast leave VLAN
Fastleave
Snooping VLANs with Fastleave  Fast Leave Leave
Fast Leave IGMP
Add VLAN  Snooping VLANs with Fastleave VLAN

VLAN Snooping VLANSs without Fastleave VLAN
VLAN Add
Remove VLAN  Snooping VLANSs with Fastleave VLAN
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IGMP Filters Configuration

IGMP Filters Configuration Layer 3 > IGMP > IGMP Filters

Dizabled |

—

IGMP
IGMP

IGMP Filter Configuration

IGMP Filter Configuration IGMP Filters Configuration Filter
ID IGMP Filters Add Filter

IGMP Filter Configuration

142 IGMP Filter Configuration

Filter Identifier (1 - 16) IGMP
Enabled? IGMP

Range 1 IP Multicast Address P
Range 2 IP Multicast Address P
Action P
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IGMP Filtering Port Configuration

IGMP Filtering Port Configuration Layer 3 > IGMP > Switch Ports
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IGMP Filtering - Port Configuration

IGMP Filtering - Port Configuration IGMP Filtering Port Configuration
Switch Port

Filter ID Filter ID
1

IGMP Filtering - Port Configuration
143 IGMP Filtering - Port Configuration

Enable/Disable Filtering on Port IGMP

IGMP Filters Available

IGMP Filters Selected
IGMP Filters Available Add

IGMP Filters Available Remove

IGMP Static Multicast Router Configuration

IGMP Static Multicast Router Configuration Layer 3 > IGMP > IGMP
Static MRouter

o
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Static Multicast Router Configuration for Port

Static Multicast Router Configuration for Port IGMP Static Multicast
Router Configuration Mrouter Port IGMP Static Mrouter
Add Mrouter

Static Multicast Router Configuration for Port

Mrouter Port ID fees 1, 140 I‘I a
|1

YWlan ID
IGMP Wersion? I‘-.-‘ersinn? ll

Submit | Delete I

VLAN
VLAN

Static Multicast Router Configuration for Port

144 Static Multicast Router Configuration for Port

Mrouter Port ID
18 21

Vlan ID VLAN

IGMP Version? IGMP 1 2
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OSPF General Configuration

OSPF General Configuration Layer 3 > OSPF Routing Protocol >
General

OSPF General Configuration

145 OSPF General Config_juration

Globally Enable OSPF? OSPF

External LSDB Limit (0-2000) link state database 0

Default Route Metric 1
(1-16777214, 0=none)

Default Route Metric Type none
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OSPF MD5 Key Configuration

OSPF General Configuration Add OSPF Mdkey

OSPF MD3 Key Configuration

ID (1-255) [1

MDS Key |**m>mc

Submit | Delete

OSPF MD5 Key Configuration
146 OSPF MD5 Key Configuration

ID MD5 ID
MD5 Key MD5

OSPF Areas Configuration

OSPF Areas Configuration

Layer 3 > OSPF Routing Protocol > OSPF
Areas

OSPF Areas Configuration

fArea Humber Area ID Enabled? Area Type 5tub Area Metric Auth Type 5PF Interval
1 102000 | enabled tranzit 1 hiote 10
2 20000 | enabled stub 65535 password 255
OSPF OSPF Area
Configuration
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OSPF Area Configuration

OSPF Areas Configuration
OSPF Areas Add OSPF Area

OSPF Area Configuration

firea Mumber =23 I_

Area ID W
Enabled? |disabled =]
frea Type Itransit ;I
Stub Area Metric (1-6EG3E}[1

SPF Interval (1-258) [0
Authentication Type® Inu:une j

Submit | Delete |

OSPF Areas Configuration
147 OSPF Areas Configuration

Area number (0-2) OSPF ID
Area ID OSPF ID
Enabled? OSPF
Area Type
transit
e transit
NSSA
e stub
1
e NSSA
NSSA
Autonomous System
(AS) NSSA

Stub Area Metric (1-65535)

SPF Interval (1-255) shortest path tree 2
SPF(shortest path first)

Authentication Type?
e none
e  password

e MD5 MD5
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OSPF Summary Ranges Configuration

OSPF Summary Ranges Configuration Layer 3 > OSPF Routing
Protocol > OSPF Summary Ranges

OSPF Summary Ranges Configuration

Ranee Mumber Enabled? Area Humber Hide Ranee (IP Address Subnet Mask
2 enabled ] dizabled 50.0.0.0 2BR.28R.0.0
OSPF

OSPF Summary Range Configuration

OSPF Summary Ranges Configuration summary range
number OSPF Summary Ranges Add Summary Range

OSPF Summary Range Configuration

Fange Mumber £1-16) I_
Enabled? |disabled =]
Hide Ranes |disabled =]
frea Mumber (0-2) IEI_

IF Address ||n.n.n.n
Subnet Mazk ||n.n.n.n

Submit | Delete I

OSPF Summary Range
148 OSPF Summary Range

Range Number (1-16) OSPF ID
Enabled? OSPF

Hide Range OSPF

Area number (0-2)

IP Address IP

Subnet Mask
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OSPF Interfaces Configuration

OSPF IP Interfaces Configuration Layer 3 > OSPF Routing Protocol >
OSPF Interfaces

OSPF IP Interfaces Configuration

IP Interfaces {1-2400 Fru:um|1— Ta W
frea Number @ = amyd IEI—

State Im

Search Operation Iﬁ Search |

IP Interface ID | Area Humber Router Priority Output Gost Enabled?
1 ] 1 1 dizabled
2 ] 1 1 dizabled
3 ] 1 1 dizabled
4 ] 1 1 dizabled
OSPF interface
OSPF IP Interfaces Configuration
149 OSPF IP Interfaces Configuration
Search Options OSPF
e |Pinterfaces
e  Area number
e State
“any”
Search Operation
e or 1 OSPF
e and OSPF
Search OSPF
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OSPF Interface Configuration

OSPF Interfaces Configuration

OSPF Interfaces

Add OSPF Interface

OSPF Interface Configuration

IF Interface Identifier 0-2490

frea Mumber (0-21

Enabled?

Fouter Priority (0-255)

Output CGost (1-65535)

Hella Tnterval (1-65535 sec)

Cead nterval $1-65535 secl

Tranzsit Delay (1-3600 sec)

Fetransmit Interval (-3600 sec)

Authentication Key

MOG Key ID 1-255 | O=noned

Submit I Delete I

OSPF Interface Configuration

150 OSPF Interface Config_;uration

IP Interface ldentifier (1-249)  OSPF IP ID
Area Number (0-2)

Enabled? OSPF

Router Priority (0-255) OSPF

1

Designated Router(DR) Backup Designated Router(BDR)

0

Output Cost (1-65535)

Hello Interval (1-65535 sec) hello

Dead Interval (1-65535 sec) hello

Transit Delay (1-3600 sec)

Transit Delay

Retransmit Interval (1-3600

sec)

Authentication Key

MD5 Key ID (1-255 | 0=node) MD5
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OSPF Virtual Links Configuration

OSPF Virtual Links Configuration Layer 3 > OSPF Routing Protocol >
OSPF Virtual Links

OSPF

OSPF Virtual Link Configuration

OSPF Virtual Links Configuration
OSPF Virtual Links Add OSPF Virtual Link

OSPF Virtual Links Configuration

151 OSPF Virtual Links Configuration

Virtual Link Identifier (1-3) ID

Area Number (0-2)

Enabled? OSPF

Hello Interval (1-65535 sec) hello

Dead Interval (1-65535 sec) hello

40
Transit Delay (1-3600 sec) Transit Delay 1
Retransmit Interval (1-3600 5
sec)
Virtual Neighbor Router ID neighbor ID 0.0.0.0

Authentication Key

188



151 OSPF Virtual Links Configuration

MD5 Key ID (0-255) MD5

OSPF Hosts Configuration

OSPF Hosts Configuration
Hosts

Layer 3 > OSPF Routing Protocol > OSPF

OS5PF Hosts Configuration

Host ID {1-1282 Fram I‘I

To

|1 28

IP Address (0000 = any} IEI.EI.EI.EI Subnet Mazk IEEE.EEE.EEE.EE

firea Mumber @ = any) II:I
State Iany vI
Iu:ur vI

Search Operation

Search |

Hozt ID |Host IF Address |Enabled? Area Humber [Output Cost
1 100.6.0.0 dizabled 1 1
OSPF Hosts Configuration
152 OSPF Hosts Configuration
Search Range OSPF Host From To
Search Options OSPF Host
e HostID
e [P address subnet mask
e  Area number
e State
“any’
Search Operation
e or 1 OSPF Host
e and OSPF Host
Search OSPF Host
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OSPF Host Configuration

OSPF Hosts Configuration
OSPF Hosts Add OSPF Host

OS5SPF Host Configuration

Host Identifier §1-1283 I

IF fddrezs IEI.EI.EI.EI

Enabled? | disabled x|

firea Mumber (0-21

T

Output Cost (1-65535)

Submit | Delete |

OSPF Host Configuration
153 OSPF Host Configuration

Host Identifier (1-128) OSPF ID

IP Address IP
Enabled? OSPF

Area Number (0-2) OSPF

Output Cost (1-65535)
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OSPF Route Redistribution Configuration

OSPF Static Route Redistribution Configuration

Routing Protocol > Static Route Redistribution, Fixed Route Redirection

Layer 3 > OSPF

DOSPF Static Route Redistribution Configuration

Metric 0-16777214, D=none) '|n

A5 External Metric Tvpe

II"IIIII"IE "'I

Route Maps Available

RouteMap Mumber
1

> |

Submit |

OSPF Route Redistribution Configuration
154 OSPF Route Redistribution Configuration

<< Remove |

Out Route Map List

FouteMapMHumber

RIP Route Redirection

Metric (1-16777214, 0O=none)

OSPF AS-external LSA

none
AS External Metric Type OSPF AS-external LSA
none
Route Maps Available OSPF route map
Out Route Map List OSPF route map
Route Maps Available route map Add
Out Route Map route map Remove

route map
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RIP Interfaces Configuration

RIP Interfaces Configuration

Layer 3 > Routing Information Protocol

RIP Interfaces Configuration

1. Search Ranee

Interface Id €1 - 249) Frl:lml‘l Ta |249

2. Search Options

RIP “Wersion
RIF State

Search Operation

Search |

Ihterface| RIP RIF |Default| Supply |LiztenTo|Poizoned |Triggered Multicast Metric Auth |Auth | Split
Id State  Wergzion| Action |Updates | Updates | Reverze | Updates | Updates Twpe |Key |Horizon
1 |dizabled| 2 none |enabled |enabled |dizabled | enabled | enabled | 1 |none none lenabled
2  |dizabled| 2 none |enabled |enabled |dizabled | enabled | enabled | 1 |none none lenabled
3 dizabled| 2 none  |enabled | enabled |dizabled | enabled | enabled | 1 hone hone |enabled
4 dizabled| 2 none |enabled | enabled |dizabled | enabled | enabled | 1 hone hone |enabled

RIP RIP
RIPv2 RIPv1
RIP Interfaces Configuration
155 RIP Interfaces Config_;uration
Search Range RIP From To
ID
Search Options RIP
e RIP Version
e RIP State
“any”
Search Operation
e or 1 RIP
e and RIP
Search RIP
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RIP Interface Configuration

RIP Interfaces Configuration RIP
RIP Interfaces Add RIP Interface

enabled |
enabled |

dizabled |
enabled |

enabled |

enabled |

RIP Interfaces Configuration

156 RIP Interfaces Configuration

IP Interface number (1-249) RIP ID
Enable RIP? RIP
RIP Version RIP
2
Default Route Action RIP listen
RIP
supply
both
listen  supply none
none
Supply Route Updates?
Listen to Route Updates?
Poisoned Reverse?
Triggered Updates? Triggered Update Triggered Update
Update
Update
Multicast Updates? Update 224.0.0.9

Split Horizon?
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156 RIP Interfaces Configuration

RIP Metric (1-15) 1

Authentication Type none

Authentication Key

RIP Route Redistribution Configuration

Layer 3 > Routing Information Protocol > Static Route Redistribution,
Fixed Route Redistribution, OSPF Route Redistribution OSPF External Route Redistribution

RIP Static Route Redistribution Configuration

Metric (1-15, D=nn:nne]'||l]

Route Maps Available Out Route Map List

RouteMap Mumber FouteMapMHumber

Add = |
<< Remaove |

Submit I Hﬂsetl

RIP Route Redistribution Configuration

157 RIP Route Redistribution Configuration

Metric (1-15, O=none)

0 none
Route Maps Available route map
Out Route Map List RIP route map
Route Maps Available route map Add
RIP Redistribution route
Out Route Map route map Remove

route map  RIP Redistribution route
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RIP General Configuration
Layer 3 > Routing Information Protocol > General

RIP General Configuration

Globally Enable RIP 7 |[disabled |
Update Pericd 0-120 sec) IBEI

Submit |

RIP General Configuration

158 RIP General Configuration

Globally Enable RIP? RIP
Update Period (1-120 sec) RIP Update
30
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Virtual Routers Configuration

Virtual Routers Configuration
Protocol > Virtual Routers

Layer 3 > Virtual Router Redundancy

Virtual Routers Configuration

Wirtual Router Number (1- 260 } Froml‘l
IP Address {0000 = anyd
Yirtual Router State

Search Opera

tion

To

ID.D.D.D
Iany vl
r

for =]

I2ED

Search |

Virtual Router
Mumber

Virtual Router
1D

IP Address

IP
Interface

Enabled?

Priority

Advertizement
Interval

Preemption?

1

1

1931689200

ehabled

m

1

ehabled

2

2

19316812236

[F==

enabled

100

1

enabled

Virtual Routers Configuration

159 Virtual Routers Configuration

Search Options

e Virtual Router number
e |P address
e Virtual Router state

any

Search Operation

L or

e and
Search
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Virtual Router Configuration

Virtual Routers

Virtual Routers Configuration
Add Virtual Router

o fomt [ =
Tk s vl s [ =
Takater P st [orai =
Tk VAN i [ =

Virtual Routers Configuration

160 Virtual Routers Configuration

Virtual Router Number (1-250)

Virtual Router Identifier (1-250) ID P
VRRP
VRRP
ID IP
ID 1 250 1
P VLAN ID
IP Address P ID
VRRP
0.0.0.0
IP Interface (1-249) 1P 1 249 P
IP Address IP
owner owner 255
Owner
Preemption
1

Enabled?
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160 Virtual Routers Configuration

Priority (1-254) 1 254
100
P
P IP Address P
255
(/cfglI3/vrrpltrack or /cfg/I3/vrrp/vr
#ltrack)
Advertisement Interval (1-255) VRRP 1 255
Owner Preemption? preemption backup
owner IP
IP Address preemption
Track master virtual routers?
Track other IP interfaces? P
VLAN
IP
Track VLAN switch ports? VLAN
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VRRP Interfaces Configuration

VRRP IP Interfaces Configuration
Redundancy Protocol > VRRP Interfaces

Layer 3 > Virtual Router

YREP IP Interfaces Configuration

IF Interfaces {1-249) Fru:uml‘l

IP Addrezz M.0.0.0 = any IEI.EI.EI.EI Subnet Mazk |255.255.255.25

WLAN Identifier @ = any II:I

Search Operation I ar I

To

Search |

IE#Q

Interface ¥ IP Address VLAMN| State Authentication Password
1 1931632100 | 10 |enabled nohe encrypted
2 19316812234 | 20 |enabled nohe encrypted
a 10071100 1 enabled nohe encrypted
4 100210 1 enahled nohe encrypted
Virtual Routers Configuration
161 Virtual Routers Configuration
Search Options VRRP interface
e |P Interfaces
e |P address subnet mask
e VLANID
“any”
Search Operation
e or 1 VRRP interface
e and VRRP interface
Search VRRP interface
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VRRP Interface Configuration

Virtual Routers Configuration VRRP
VRRP Interfaces Add Virtual router Interface

YREP IP Interface Configuration

IP Interface (- 249 IB
Authentication I MHone ;I

Fazzword I*m*m

Submit | Delete |

VRRP Interface Configuration
162 VRRP Interface Configuration

IP Interface (1-249) IP
Authentication? none password
Password 8

VRRP
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VRRP General Configuraiton

VRRP General Configuration Layer 3 > Virtual Router Redundancy
Protocol > General

Virtual Routers Dashboard

163 Virtual Routers Dashboard

VRRP Processing Enabled? VRRP

VRRP virtual router tracking

increment (0-254) 0 254 2

VRRP IP interface tracking P

increment (0-254) 0 254 2

VRRP VLAN switch port VLAN

tracking increment (0-254) 0 254 2

VRRP Virtual Router Group Configuration

Virtual Router Identifier (1-250) ID

IP Interface (1-249) 1P

Enabled?

Priority (1-254) 1 254
100

255
(/cfg/13/vrrpltrack or /cfg/I3/vrrp/vr
#ltrack)

Advertisement Interval (1-255) VRRP 1 255
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163 Virtual Routers Dashboard

Owner Preemption? preemption backup
owner IP
IP Address preemption
Track other IP interfaces? P
VLAN
1 P
Track VLAN switch ports? VLAN

Domain Name System Configuration

Domain Name System Configuration

Layer 3 > Domain Name System

Domain Name System Configuration

Bz P Foices ||u_n.n.n

Secondary IP Hddresslll:l,l:l,l:l,l:l

Default Domain Mame |

Submit |

Domain Name System (DNS)
DNS
ping traceroute tftp

Domain Name System Configuration

164 Domain Name System Config_;uration

DNS

Primary IP Address DNS IP

Secondary IP Address DNS P

DNS

Default Domain Name
myconpany. com
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Bootstrap Protocol Relay Configuration

Bootstrap Protocol Relay Configuration Layer 3 > Bootstrap Protocol
Relay

Bootstrap Protocol Relay Configuration

BOOTP Server IP Address ||EI.EI.EI.EI
Secondary BOOTP Server IP Addrezsz III:I_IZI.I:I.I:I

BOOTP State | Disabled = |

Submit |

Bootstrap Protocol Relay Configuration

165 Bootstrap Protocol Relay Configuration

BOOTP Server IP Address BOOTP IP

Secondary BOOTP Server IP BOOTP IP

Address

BOOTP State BOOTP BOOTP P
BOOTP

IP Routing General Configuration

IP Routing General Configuration Layer 3 > General

IP Routing General Configuration

IP Forwarding Enabled? |Enabled > |

Enable Forwarding Directed Eroadcaszts? IDisaI:uIeu:I ;I
IF Destination Re-ARF Interval @ - 120 minutes) |1 il

Router ID IEI.EI.EI.EI
Submit |

IP Routing General Configuration

166 IP Routing General Configuration

IP Forwarding Enabled? IP
Enable Forwarding Directed
Broadcasts?
IP Destination Re-ARP re-ARP ARP
Interval (2-120 minutes)

IP ARP

10

Router ID ID
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QoS Priority CoS Configuration

Priority CoS Configuration QoS > 802.1p > Priority - CoS

|

QoS Priority — Class of Service Priority
CoSQ For Priority

QoS Priority CoS Queue Configuraiton
Priority - CoS Priority

CoSQ For Priority Configuration

167 CoSQ For Priority Configuration

CoSQ (0-1) 802.1p Class of Service queue (CoSq) CoSq (0-1)
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QoS CoS Weight Configuration

CoS Weight Configuration QoS > 802.1p > CoS - Weight

—

QoS Class of Service Weight Class of Service
CoS CoSQ Configuration

QoS CoS Queue Configuration

CoS — Weight Configuration CoSQ

CoSQ Configuration

168 CoSQ Config_;uration

CoSq (0-15) Class of Service queue CoSq Weight
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ACL Configuraiton

ACL Configuration Access Control > Access Control Lists

1. Search Range
AL Id O - 384

2. Search Options
Growp Id €1 -384 , 0 = anv)

Switch Eeress Port finy |

Source MAG Address (0:0:0:0:0:0 = any? I:IEI:EII:I:EIEI:EIEI:EIEI:EIEI

Destination MAG Sddress 000000 = any? I:IEI:EII:I:EIEI:EIEI:EIEI:EIEI
WLAN Id $1-4095, 0 = any?
Protocal O-265, 0 = anyd

Source IP 0000 = any?

Destination IP 90000 = any?
TGPAUDP Sre Port (1-65535, 0 = any?
TGPAUDP D=t Port §1-65535, 0 = any)
Filter Action

Statiztics

Search Operation
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169 ACL Configuration

Access Control List

ACL Configuration

Search Range

ACL From

To

ACL

Search Options

ACL
Group ID
Switch Egress Port
Source MAC address
Destination MAC address
VLAN ID
Protocol type
Source IP address
Destination IP address
TCP/UDP source port
TCP/UDP destination port
Filter action
Statistics

“any”

Search Operation

or
and

Search

ACL

ACL

ACL
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Access Control List Configuration

Access Control Lists

ACL Configuration
Add ACL

ACL

Access Control List

AGL I 0 - 384

|25_-" Group Id: 1

Filter fction

IP'ermit

j Set priority value |nDnE ;I

Ethernet Packet Farmat

| Disabled |

Source MAC Address

{00:00:00:00:00:0C

Magk |ff:ff:ff: f:1F:1f

Destination MAC Address

[o0:00:00:00:00:0¢

Magk |ff:if:f:f5:1f:1f

Ethernet Tvpe

INDHE "I Walue 0600-fff) (GO0

VLAN I (1-4095) |1 Mask (O-fff) [ff  |Disabled |
B021p Priority | Mone |
Type of Service Y0-255) IEI IDisaI:uIed ;I
Protocol (1-256) o [Disabled =]
Source [P Address |IZI_IZI.III.III Mazk, |255.255.255.255
Desztination IP Address I‘I F0.21.0 Mazk IEEE.EEE.EEE.EEE
TCRAUDP Sre Part 1-65535) |1 Mazk D-ffFff |ffff |Disabled ;I
TGP/UDP Dst Fort (1-65535} |1 Mask (@O-ffff) |f{ff | Disabled x|
M FmN sy T RST PpsH T ack I URG
TGP Flags :
Mask{0-3f) [3f | Disabled |
Statistics | Disabled = |
Eeress port INl:une VI
Access Control List ACL Access
Control List Configuration
170 Access Control List Configuration
ACL ID (1-384) ACL ID
Filter Action ACL permit
(pass) deny (drop) Class of Service queue
Ethernet Packet Format Ethernet
Source MAC Address MAC
Destination MAC Address MAC
Ethernet Type Ethernet
VLAN ID (1-4095) VLAN
802.1p Priority 802.1p
Type of Service (0-255) Type of Service ToS RFC1340, 1349
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170 Access Control List Configuration

Protocol (0-255) P
Number Name
1 icmp
2 igmp
6 tcp
17 udp
89 ospf
112 vIrp
Source IP Address P P
P
Destination IP Address P P
TCP/UDP Src Port (1-65535) TCP UDP
Number Name
20 ftp-data
21 ftp
22 ssh
23 telnet
25 smtp
37 time
42 name
43 whois
53 domain
69 tftp
70 gopher
79 finger
80 http
TCP/UDP Dst Port (1-65535) TCP UDP
TCP Flags TCP
Statistics ACL
Egress Port ACL egress port

egress port ACL

Layer 2
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ACL Metering Configuration

ACL Metering Settings
Access Control Lists

ACL Configuration
Add ACL

ACGL Metering Settines

Committed rate §1000 - 100000007 kb=

[1000

Maximum burst Size (32 - 4096} kbis

[z ]

Set out of profile to Drop or Pazs

I Mot Configured ;I

ACL

Enable | Dizabled =]
ACL Metering Configuration

171 ACL Metering Configuration
Committed rate kb/s 1000
(1000 - 10000000) kb/s
Maximum burst Size kb/s
(32 - 4096) kb/s 32, 64, 128, 256, 512, 1024, 2048, 4096
Set out of profile to Drop  out-of-profile drop
or Pass
Enable ACL meter
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ACL Re-Mark Configuration

ACL Configuration Table ACL
Access Control Lists Add ACL

ACL Remark Control

et in profile update method IDisaI:nIed ;I

Set in profile user update priority 0 - 73 ||]

et in profile update DSCF enable IDisaI:uIed j

Set in profile update DSCP @ - 63 ) IEI

Set out of profile update DSCP enable IDisaI:uIed j

Set out of profile update DSCP @ - 63 3 ||]

Submit | Glearl Delete |

ACL Re-mark Configuration
172 ACL Re-mark Configuration

Set in profile update method 802.1p
. User defined In-Profile
. Use TOS precedence  In-Profile

Service) 802.1p
. Disabled  In-Profile 802.1p

802.1p

TOS (Type of

Set in profile user update priority  802.1p
(0-7)

Set in profile update DSCP In-Profile DSCP
enable

Set in profile update DSCP In-Profile DSCP
(0-63)

Set out of profile update DSCP Out-of-Profile DSCP
enable

Set out of profile update DSCP Out-of-Profile DSCP
(0-63)
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ACL Groups Configuration

ACL Group Configuration Access Control > Access Control Groups

Giroup Id {1 - 3843 Fru:um Ta

ACL Groups Configuration
173 ACL Groups Configuration

Search Range ACL Group From To ACL Group
ID
Search ACL Group

Access Control Group Configuration
ACL Groups Configuration ACL Group

ACL Group Configuration

174 ACL Group Configuration

Group ID (1-384) ACL Group ID

ACLs Available ACL Group ACL
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174 ACL Group Configuration

ACLs in Group ACL Group ACL
ACLs Available ACL
Group
ACLs in Group ACL
ACL Group

Add ACL ACL

Remove ACL

Uplink Failure Detection Configuration

Uplink Failure Detection Configuration

Uplink Failure Detection

Uplink Failure Detection Configuration

UFD state [OFF |

Submit |

FDP| State

1 |digabled

2 |dizabled

2 |dizabled

4 |dizabled
Uplink Failure Detection (UFD)
(LtD)  Failure Detection Pair

UFD Failure Detection Pair

LtM

Uplink Failure Detection Configuration

175 Uplink Failure Detection Configuration

Link to Monitor (LtM)  Link to Disable
Failure Detection Pair 4
LtM LtD

UFD state UFD
FDP Failure Detection Pair Configuration
State Failure Detection Pair
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Failure Detection Pair Configuration

Failure Detection Pair Configuration Uplink Failure Detection
Uplink
Failure Detection Configuration FDP

TRUMK ID:# o TRUMK ID:#

—
-

TRUME ID:#

—
et
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LtM Admin Key Available

AOMIN KEY:#
ADMIN KEY:18
ADMIN KEY:19
ADMIN KEY:20
ADMIN KEY:21

LtD Admin Keys Available

FDP Admin Key Gonfiguration

ADMIN KEY:#

Bdd > |
<< Remove |

LtM Admin Keys Selected

LtD Admin Keys Selected

AOMIM KEY:# A0OMIM EEY %
ADOMIM KEY: Bdds |
A0MIM KEY:Z
ADMIMN KEY:3 <<Remove |
ADMIN KEY:4 =]
Submit |
Failure Detection Pair Configuration
176 Failure Detection Pair Configuration
FDP Identifier (1-4) FDP
Enable/Disable FDP Failure Detection Pair
LtM Ports Available LtM LtM
(18 21)
LtM Ports Selected LtM
LtM Ports Available Add
LtM
LtM Ports Selected Remove
LtM
LtD Ports Available LtD LtD 1
16)
LtD Ports Selected LtD
LtD Ports Available Add
LtD
LtD Ports Selected Remove
LtD
LtM Trunks Available LtM LtM
(18 21)
LACP LtM
LtM Trunks Selected LtM
LtM Ports Available Add
LtM
LtM Ports Selected Remove
LtM
LtD Trunks Available LtD LtD
(1 16)
LtD Trunks Selected LtD
LtD Ports Available Add
LtD
LtD Ports Selected Remove
LtD
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176 Failure Detection Pair Configuration

LtM Admin Keys Available LtM LACP Admin Key LtM
(18 21)
LACP LtM
LtM Admin Keys Selected LtM LACP Admin Key
LtM Ports Available Add
LtM
LtM Ports Selected Remove
LtM
LtD Admin Keys Available LtD LACP Admin Key LtD
(1 16)
LtD Admin Keys Selected LtD LACP Admin Key
LtD Ports Available Add
LtD
LtD Ports Selected Remove
LtD
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