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ISCLI

ISCLI

10GbE (L3)

Telnet (SSH)
. SNMP (Simple Network Management Protocol)

. Web
ISCLI

ISCLI

. N8406-026 10GbE
. N8406-026 10GbE
. N8406-026 10GbE
. N8406-026 10GbE

. Telnet
. SSH
. (DB-9)
[ )
8

(L3)
(L3)
(L3)
(L3)

AQOS CLI

ISCLI

NEC WebSAM NetvisorPro

VT-100

(AOS)



9600
8
1
1
2
3. Enter
4
P
Telnet SSH IP
IP
L]
e DHCP — DHCP
250 DHCP IP DHCP
. — DHCP
250 IP
254
L]
e BOOTP — 1 BOOTP IP
BOOTP
MAC BOOTP BOOTP MAC
System Information ( Information Commands
System Information commands ) BOOTP DHCP
MAC
. — BOOTP P
Telnet
Telnet
Telnet 4
IP Telnet ISCLI Telnet
Telnet Telnet IP

tel net <10GhE

(L3) I P address>
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SSH

Telnet
SSH
SSH
SSH
Commands Secure Shell Server configuration
1
SSH/SCP
SSH
. — RSA
. — RSA
L]
e AES256-CBC
e AES192-CBC
e AES128-CBC
e 3DES-CBC
e 3DES
¢ ARCFOUR
. — RADIUS
SSH

. Linux SSH 3.0.1

. SecureCRT® 4.1.8 (VanDyke Technologies, Inc.)
. Linux OpenSSH_3.9 (FC 3)

o Linux SCP (FC?3)

o Windows  PuTTY 0.58 (Simon Tatham)

SSH

Configuration

SSH/SCP

SSH 15 20

SSH
SSH 1 2

SSH

1.0 2.0

SSH P

SSH ssh
SSH

ISCLI

>> # ssh <user>@10&hE

(L3)

| P address>

SSH
"ves"

ISCLI

10



CLI

Web 3
. _
. _
. _
Telnet SSH
2
User
user
Oper
Admin
adm n
admin
5 Telnet SSH
idle timeout 1 60
Configuration Commands System

configuration
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ping <I P address>

ping 192.32.10.12

bold body text

bol d Courier text

show ip arp

pl ai n Courier
t ext

configure terminal

braces {}
show portchannel {<1-12>| hash|informtion}
show portchannel <1- 12>
show portchannel hash
show portchannel information
brackets [ ]

show i p interface [<1-256>]
show ip interface

show ip interface 1

italic text

show spanni ng-tree stp<1-32>
1-32 1 32

vertical line |

show portchannel {<1-12>|hash|information}

show portchannel <1- 12>
show portchannel hash
show portchannel information

ISCLI
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ISCLI

ISCLI
ISCLI ISCLI
AOS CLI ISCLI
Mai n# boot/ node iscli
AOS CLI ISCLI
‘ Rout er (confi g)# boot cli-npde aos
CLI CLI
ISCLI 3
User EXEC
Priviledged EXEC User EXEC Privileged EXEC
Global Configuration
ISCLI
3 ISCLI
User EXEC
exit | ogout
Rout er >
Privileged EXEC User EXEC enabl e
User EXEC di sabl e
Rout er # ISCLI exit | ogout
Global configuration Privileged EXEC configure terni nal
Privileged EXEC end exit
Rout er (confi g) #
Interface port Global Configuration
interface port <port nunber>
Router(config-if)# Global Configuration exit
Privileged EXEC end
VLAN configuration Global Configuration vl an <1-4095>
Global Configuration exit
Rout er (confi g-vl an)#  Privileged EXEC end

ISCLI 13



3 ISCLI

Interface IP
configuration

Rout er (config-i p-
if)#

Global Configuration
Global Configuration
Privileged EXEC

interface ip<1-250>
exit
end

RI P Confi guration

Rout er (confi g-
router-rip)#

Global Configuration
Global Configuration
Privileged EXEC

router rip
exit
end

OSPF Configuration

Rout er (confi g-
router-ospf)#

Global Configuration
Global Configuration
Privileged EXEC

rout er ospf
exit
end

VRRP Configuration

Rout er (config-vrrp)#

Global Configuration
Global Configuration
Privileged EXEC

router vrrp
exit
end

Rout e- map
Configuration

Rout er (confi g-rout e-
map) #

Global Configuration
Global Configuration
Privileged EXEC

route-mp <1-32>
exit
end

FDP Confi guration

Global Configuration

ufd fdp <1-4>

Global Configuration exit
Rout er (confi g-fdp) # Privileged EXEC end
ISCLI
help
4
?
exit 1
copy running-config startup-config
exit
pi ng

pi ng <host nane>| <I P address>

[ <nunber of tries> [<nsec del ay>]]

e <|P address> IP

e <nunber of tries>( ) (1
32)

e <msec del ay>( )

traceroute

traceroute <host nanme> | <IP address>
[ <max- hops> [ <nmsec del ay>]]
e <|P address>

IP
e <max- hops>( )
1 32
o <meec del ay>( )
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t el net Telnet

tel net <host nanme> | <IP address>
[ <port nunber >]

show hi story 10

CLI

\Router(config)# spanning-tree stp 1 bridge hello-tinme 2

‘Router(config)# sp stp 1 br h 2

Tab

Tab

Tab 1

ISCLI 15



Information Commands

ISCLI ISCLI

Information

5 Information

show sys-info

show | ayer2 information 2
show | ayer3 i nformation 3
show r nmon RMON

show i nterface link

. (10 Mb/s 100 Mb/s 1000 Mb/s any)
. (half full any)
. (no yes any)
. (up down)
show interface information
[ )
. VLAN
. VLAN ID (PVID)
[ ]
° VLAN
show geaport GEA
show sfp SFP
show ufd UFD (Uplink Failure Detection)
show i nf or mati on-dunp Information
10K
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System Information commands

System Information

6 System Information

show snnp- server

v3

SNMP v3

show sys-info

Configuration

MAC

show | oggi ng nessages

show access user

User EXEC

SNMPv3 Information commands

SNMP

SNMP
SNMP

SNMP

SNMPv3

3 SNMPv3

RFC2271

SNMPv3 Information

7 SNMPv3 Information

RFC2276

SNMPv2

show snnp- server

v3

user

(USM)

show snnmp-server

v3

Vi ew

MIB

show snnp- server

v3

access

show snnp-server

v3

group

show snnp- server

v3

comuni ty

show snnp- server

v3

target - addr ess

show snnp-server
par aneters

v3

target-

show snnp-server

v3

notify
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7 SNMPv3 Information

show snnp-server v3 SNMPV3

SNMPv3 USM User Table information

SNMPv3

show snnp-server v3 user

usmUser Tabl e:
User Nane Pr ot ocol
adm nnd5 HVAC MD5, DES PRI VACY
adm nsha HVAC_SHA, DES PRI VACY
viv2only NO AUTH, NO PRI VACY
SNMPv3 (UsM)
UsM ID UsM
[ ]
[ )
[ ]
[ ]
SNMPv3
8 SNMPv3
User Nane
Pr ot ocol

DES
MD5 HMAC-SHA

SNMPv3 View Table information

SNMPv3

show snnmp-server v3 view

Vi ew Nane Subtree Mask Type
i so 1 i ncl uded
vlv2only 1 i ncl uded
viv2only 1.3.6.1.6.3.15 excl uded
vlv2only 1.3.6.1.6.3.16 excl uded
vlv2only 1.3.6.1.6.3.18 excl uded
MIB MIB
SNMPV3
9 SNMPv3
Vi ew Nane
Subtree MIB OoID
MIB

Information Commands 18



9 SNMPv3

Mask

Type

SNMPvVv3 Access Table information

SNMPv3

show snnp-server v3 access

Group Nane Model Level ReadV WiteV Noti fyV
vlv2grp snnpvl noAut hNoPriv iso iso vlv2only
adm ngrp usm aut hPri v i so iso iso
vacmAcess Table (View-based Access Control Model Access Table)
Read View Write View Notify View
Read View Write View Notify View Read View Read MIB
Write View  Write MIB Notify View MIB
SNMPV3
10 SNMPv3
G oup Nane
Model SNMPv1l SNMPv2 USM
Level
noAuthNoPriv authNoPriv auth-Priv
ReadV Read MIB
WiteV Write MIB
Not i fyV Notify MIB
SNMPv3 Group information
SNMPv3
show snnp-server v3 group
Sec Model User Name Group Nane
snmpvl vlv2only viv2grp
usm adm nnd5 adm ngrp
usm adm nsha adm ngrp
SNMPv3
11 SNMPv3
Sec Model USM SNMPvl SNMPv2 SNMPv3
User Nane
G oup Nane

Information Commands 19




SNMPv3 Community Table information

SNMPv3

show snnp-server v3 community

I ndex Name User Nane Tag
trapl public vliv2only viv2trap
SNMP
SNMPV3
12 SNMPv3

| ndex

Name

User Nane (USM)

Tag
L

SNMPv3 Target Address Table information

SNMPv3

show snnp-server v3 target-address

Nane Transport Addr Port Tagli st Par ans
trapl 47.81. 25. 66 162 vilv2trap vilv2param
SNMPv3
SNMPv3
13 SNMPv3
Name SNMP
Transport Addr
Por t SNMP UDP
Tagl i st SNMP
Par ans

SNMP
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SNMPv3 Target Parameters Table information

SNMPv3

show snnp-server v3 target-paraneters

Nare MP Mbdel User Nane Sec Model Sec Level
vlv2param snnpv2c  vlv2only snnmpvl noAut hNoPr i v
SNMPv3

14 SNMPv3

Nanme

MP Model SNMP

User Name

Sec Mbdel SNMP

Sec Level SNMP

SNMPv3 Notify Table information

SNMPv3

show snnp-server v3 notify

Nanme Tag
viv2trap viv2trap
SNMPv3
15 SNMPv3
Field
Nanme SNMP
Tag SNMP

SNMP
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SNMPv3 dump

SNMPv3

show snnp-server v3

Engi ne |1 D = 80:00: 07: 50: 03: 00: OF: 6A: F8: EF: 00

usnmiser Tabl e:

User Nane Pr ot ocol
admin NO AUTH, NO PRI VACY

adm nmd5 HVAC_MD5, DES PRI VACY
adm nsha HVAC_SHA, DES PRI VACY
vliv2only NO AUTH, NO PRI VACY
vacmAccess Tabl e:

Group Nanme Model Level ReadV WiteV NotifyV
admi n usm noAut hNoPriv org org org

viv2grp snmpvl noAut hNoPriv org org vlv2only
adm ngrp usm aut hPriv org org org

vacnVi ewTr eeFani | y Tabl e:

Vi ew Nane Subtree Mask Type

org 1.3 i ncl uded
viv2only 1.3 i ncl uded
vliv2only 1.3.6.1.6.3.15 excl uded
viv2only 1.3.6.1.6.3.16 excl uded
vliv2only 1.3.6.1.6.3.18 excl uded
vacnecurityToG oup Tabl e:

Sec Model User Nane G oup Nane
snmpvl vlv2only viv2grp

usm adm n adm n

usm adm nsha adm ngrp
snnpConmmuni ty Tabl e:

I ndex Narme User Nane Tag

snipNoti fy Tabl e:

Nanme Tag

snnpTar get Addr Tabl e:

Nare Transport Addr Port Tagli st Par ans

snnpTar get Parans Tabl e:

Narme MP Mbdel User Nane Sec Model Sec Level
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System information

show sys-info

System Information at 6:56:22 Thu Jan 11, 2006
Ti me zone: Asial Tokyo

Bl ade Network Technol ogies 10Gh Intelligent L3 Switch
sysNane:

sysLocati on:

Rackl d: NECO1A 6X00125

RackNarme: Default_Rack_Nane

Encl osureSeri al Nunber: NECO1A 6X00125

Encl osur eNane: Defaul t _Chassis_Nane

BayNunber: 1

Switch is up 0 days, 14 hours, 56 mnutes and 22 seco
Last boot: 17:25:38 Mon Jan 8, 2006 (software reset)

MAC address: 00:10:00: 01: 00: 01 IP (If 1) address:
Revi si on:

Switch Serial No:

Spare Part No:

Software Version 1.0.0 (FLASH i mage2), active configu

nds.

10. 14. 4. 16

ration.

. Rack

o

. MAC

° IP

.

. Configuration (active backup factory default)

Information Commands 23




Show recent syslog messages

show | oggi ng nessages

Dat e Ti me Severity |evel Message
Jul 8 17:25:41 NOTI CE system |ink up on port 1
Jul 8 17:25:41 NOTI CE system link up on port 8
Jul 8 17:25:41 NOTI CE system |ink up on port 7
Jul 8 17:25:41 NOTI CE system link up on port 12
Jul 8 17:25:41 NOTI CE system link up on port 11
Jul 8 17:25:41 NOTI CE system link up on port 14
Jul 8 17:25:41 NOTI CE system |ink up on port 13
Jul 8 17:25:41 NOTI CE system link up on port 16
Jul 8 17:25:41 NOTI CE system link up on port 15
Jul 8 17:25:41 NOTI CE system link up on port 17
Jul 8 17:25:41 NOTI CE system |ink up on port 20
Jul 8 17:25:41 NOTI CE system link up on port 18
Jul 8 17:25:41 NOTI CE system link up on port 19
Jul 8 17:25:41 NOTI CE system link up on port 21
Jul 8 17:25:42 NOTI CE system link up on port 4
Jul 8 17:25:42 NOTI CE system link up on port 3
Jul 8 17:25:42 NOTI CE system link up on port 6
Jul 8 17:25:42 NOTI CE system link up on port 5
Jul 8 17:25:42 NOTI CE system link up on port 10
Jul 8 17:25:42 NOTI CE system |ink up on port 9
8

. EMERG —

. ALERT —

o CRIT —

. ERR —

. WARNING —

o NOTICE —

. INFO —

. DEBUG —

System user information

show access user

User EXEC
User nanes:
user - enabl ed
oper - disabl ed
admin - Always Enabl ed

Current User |ID table:
1. name techl , ena, cos user , password valid, online
2: nanme tech2 , ena, cos user , password valid, offline

16
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16

user

oper

adm n

Current User User ID
I D Tabl e

Layer 2 information

2

17 2
show mac- address-tabl e FDB
show | acp information LACP
show qos transm t-queue 802.1p
i nformation
show dot 1x i nformation 802.1x
show spanni ng-tree stp <1-128> STP STP

i nformati on

. Hello Time

° Max Age

. Forward Delay
e  Aging Time

STP
[ ]
L[]
L]
show spanni ng-tree nmstp ci st CIST
i nformation .
e  Hello Time
° Max Age
. Forward Delay
CIST
°
°
]
show portchannel information
show vl an information VLAN
e VLAN
° VLAN
[ ]
° VLAN
show | ayer2 information Layer2 information
10K
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FDB information commands

FDB (Forwarding Database) MAC
FDB MAC 8K
18 FDB
show mac- addr ess-tabl e address <mac- 1 MAC
addr ess> MAC
MAC
XXEXXEXX XX XX XX 08:00:20:12:34:56
XXXXXXXXXXXX 080020123456
show nac- addr ess-tabl e port <port FDB
nunber >
show mac- address-tabl e vl an <1-4095> VLAN FDB
1 4095
show mac- address-tabl e state FDB
{forward|trunk| unknown}
show mac- address-tabl e FDB
Show all FDB information
FDB
show mac- address-tabl e
MAC addr ess VLAN Port Trnk State

00: 02: 01: 00: 00: 00 300 1 TRK

00: 02: 01: 00: 00: 01 300 20 FWD

00: 02: 01: 00: 00: 02 300 20 FWD

00: 02: 01: 00: 00: 03 300 20 FWD

00: 02: 01: 00: 00: 04 300 20 FWD

00: 02: 01: 00: 00: 05 300 20 FWD

00: 02: 01: 00: 00: 06 300 20 FWD

00: 02: 01: 00: 00: 07 300 20 FWD

00: 02: 01: 00: 00: 08 300 20 FWD

00: 02: 01: 00: 00: 09 300 20 FWD

00: 02: 01: 00: 00: Oa 300 20 FWD

00: 02: 01: 00: 00: Ob 300 20 FWD

00: 02: 01: 00: 00: Oc 300 20 FWD

(FWD)
(TRK) Trnk
(UNK) MAC

Clearing entries from the FDB

MAC FDB
Static FDB configuration

Configuration Commands
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Link Aggregation Control Protocol information

Link Aggregation Control Protocol information

19 LACP
show i nterface port <port number> LACP aggregator
lacp i nformation
show | acp LACP
show | acp i nformation LACP
LACP dump

LACP

show | acp i nformation

>> LACP# dunp
port lacp adm nkey operkey selected prio attached trunk
aggr
1 off 1 1 n 32768 -- --
2 off 2 2 n 32768 -- --
3 off 3 3 n 32768 -- --
4 off 4 4 n 32768 -- --
5 off 5 5 n 32768 -- --
6 off 6 6 n 32768 -- --
7 off 7 7 n 32768 -- --
8 off 8 8 n 32768 -- --
LACP

L]

. LACP (active, passive, off)

. adminkey

. operkey

[ ]

[ ]

L]

. LACP
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802.1x information

802.1x

show dot 1x i nformation

System capability : Authenticator

Syst em st at us : disabl ed

Protocol version : 1

Aut henti cat or Backend

Por t Aut h Mode Aut h St at us PAE St ate Auth State
1 force-auth unaut horized initialize initialize
2 force-auth unaut horized initialize initialize
3 force-auth unaut horized initialize initialize
4 force-auth unaut horized initialize initialize
5 force-auth unaut horized initialize initialize
6 force-auth unaut horized initialize initialize
7 force-auth unaut horized initialize initialize
8 force-auth unaut horized initialize initialize
9 force-auth unaut horized initialize initialize
10 force-auth unaut horized initialize initialize
11 force-auth unaut horized initialize initialize
12 force-auth unaut horized initialize initialize
13 force-auth unaut horized initialize initialize
14 force-auth unaut horized initialize initialize
15 force-auth unaut horized initialize initialize
16 force-auth unaut horized initialize initialize

*18 force-auth unaut horized initialize initialize
19 force-auth unaut horized initialize initialize
20 force-auth unaut horized initialize initialize

*21 force-auth unaut horized initialize initialize

* - Port down or disabled

IEEE 802.1x
20 802.1x

Por t

Aut h Mode
° force-unauth
e auto
e  force-auth

Aut h St at us authorized unauthorized

Aut henti cator PAE State Authenticator Port Access Entity

initialize
disconnected
connecting
authentication
authenticated
aborting

held
forceAuth
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20 802.1x

Backend Auth St ate

initialize
request
response
success
fail
timeout
idle

Spanning Tree information

Spanning Tree Protocol (STP) information

21 STP

show spanni ng-tree stp <1-128>

show spanni ng-tree stp <1-128> STP bridge
bri dge

show spanni ng-tree stp <1-128> STP

i nformation

show spanni ng-tree STP

show spanni ng-tree

upfast di sabl ed, update 40

Spanning Tree Group 1: On (STP/ PVST+)

VLANs: 1
Current Root: Pat h- Cost Port Hello MaxAge FwdDel
8000 00: 02: a5:d1:0f: ed 8 20 2 20 15
Parameters: Priority Hello MixAge FwdDel Aging
32768 2 20 15 180

Port Priority Cost Fast Fwd State Desi gnat ed Bridge Des Port

1 0 0 n FORWARDI NG *

2 0 0 n FORWARDI NG *

3 0 0 n FORWARDI NG *

IEEE 802.1D (STP) RSTP/MSTP
Rapid Spanning Tree and Multiple Spanning
Tree information STP STP

. upfast (Uplink Fast)
o MAC

. Hello Time

. Max Age

. Forward Delay

. Aging Time
STP
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STP

22 STP
Current Root a6 )
MAC
Pat h- Cost
Port 0 STP
Priority
(bridge)
Hell o Hello Time () BPDU (Bridge Protocol Data Unit)
MaxAge Max Age () STP
BPDU
FwdDel Forward Delay ()
Agi ng FDB Aging Time ()
Priority (port)
1
Cost
State BLOCKI NG LI STENI NG LEARNI NG
FORWARDI NG DI SABLED
Desi gnat ed 16 ) MAC
bri dge
Desi gnat ed port ID
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Rapid Spanning Tree and Multiple Spanning Tree
information
RSTP/MSTP

show spanni ng-tree

upf ast di sabl ed, update 40
Spanning Tree Group 1: On (RSTP)
VLANs: 1-3 4095
Current Root: Pat h- Cost Port Hell o MaxAge FwdDel
8000 00: 00: 01: 00: 19: 00 0 0 9 20 15
Parameters: Priority Hello MaxAge FwdDel Aging
32768 9 20 15 300
Port Prio Cost State Role Designated Bridge Des Port Type
1 0 0 DSB
2 0 0 DSB
3 0 0 DSB
4 0 0 DSB
5 0 0 DSB
6 0 0 DSB
7 0 0 DSB
8 0 0 DSB
9 0 0 DSB
10 0 0 DI SC
11 0 0 FWD DESG 8000-00: 00: 01: 00: 19: 00 8017 P2P2, Edge
12 0 0 FWD DESG 8000-00: 00: 01: 00: 19: 00 8018 P2P
IEEE 802.1w Rapid Spanning Tree Protocol (RSTP) |EEE 802.1s
Multiple Spanning Tree Protocol (MSTP) RSTP/MSTP
RSTP
. upfast (Uplink Fast)
o MAC
L]
[ )
o Hello Time
. Max Age
. Forward Delay
. Aging Time
RSTP
L]
L]
[ )
[ ]
L]
[ ]
RSTP MSTP STP
23 STP
Current Root (16

) MAC
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23 STP

Pat h- Cost

Por t

0 STP

Priority (bridge)

Hell o Hello Time () BPDU (Bridge Protocol Data Unit)
MaxAge Max Age () STP
BPDU
FwdDel Forward Delay ()
Agi ng FDB Aging Time ()
Priority (port)
1

Cost
State RSTP/MSTP

Di scardi ng(Dl SC) Learni ng(LRN) Forwardi ng( F\WD)

Di sabl ed( DSB)
Rol e Designated

(DESG) Root (ROOT) Alternate (ALTN) Backup (BKUP) Master (MAST)
Unknown (UNK)

Desi gnat ed bridge

(16 ) MAC

Desi gnat ed port

ID

Type

AUTO P2P SHARED
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Common Internal Spanning Tree information

Common Internal Spanning Tree (CIST)

show spanni ng-tree nmstp cist information

Mstp Digest: Oxac36177f50283cd4b83821d8ab26de62
Common | nternal Spanning Tree
VLANs: 1 3-4094
Current Root: Pat h- Cost  Port MaxAge FwdDe
8000 00:03:42:fa:3b: 80 11 1 20 15
Cl ST Regi onal Root: Pat h- Cost
8000 00: 03:42:fa:3b: 80 11
Parameters: Priority MaxAge FwdDel Hops
32768 20 15 20
Port Prio Cost State Role Designated Bridge Des Port Hello Type
1 128 2000 FWD DESG 8000- 00: 03: 42: fa: 3b: 80 8001 4 P2P, Edge
2 128 2000 FWD DESG 8000-00: 03: 42: fa: 3b: 80 8002
3 128 2000 DSB
4 128 2000 DSB
5 128 2000 DSB
6 128 2000 DSB
7 128 2000 DSB
8 128 2000 DSB
9 128 2000 DSB
10 128 O DSB
11 128 2000 FWD DESG 8000- 00: 03: 42: f a: 3b: 80
12 128 2000 DSB
CIST CIST
o CIST
. CIST
[ ]
. Max Age

Forward Delay

CIST

Hello Time
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CIST

24 CIST
Cl ST Root CIST CIST
Cl ST Regi onal Root MSTP

Priority (bridge)

MaxAge Max Age () STP
BPDU
FwdDel Forward Delay ()
Hops
Priority (port)
1
Cost
State Di scar di ng( Dl SC)
Lear ni ng(LRN) Forwardi ng( FWD) Di sabl ed( DSB)
Rol e
Designated (DESG) Root (ROOT) Alternate (ALTN) Backup
(BKUP) Master (MAST) Unknown (UNK)
Desi gnat ed Bridge (16 ) MAC
Desi gnat ed Port ID
Hell o Hello Time () BPDU (Bridge Protocol Data
Unit)
Type

AUTO P2P SHARED

Trunk group information

show portchannel information

Trunk group 1, Enabl ed
port state:
20: STG 1 forwarding
21: STG 1 forwarding
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VLAN information

VLAN information

25 VLAN
show vl an VLAN
show vl an i nfornation STP VLAN
VLAN

show vl an
VLAN Nanme Status Ports
1 Default VLAN ena 4 5
2 pc03p ena 2
7 pcOo7f ena 7
11 pc04u ena 11
14 8600- 14 ena 14
15 8600- 15 ena 15
16 8600- 16 ena 16
17 8600- 17 ena 6
18 35k-1 ena 18
19 35k-2 ena 19
20 35k-3 ena 20
21 35k- 4 ena 21
22 pc07z ena 21
24 redl an ena 21
300 ixiaTraffic ena 112 13 23
4000 bpsports ena 3-6 8-10
4095 Mnt VLAN ena 17

VLAN

. VLAN

° VLAN

[ ]

° VLAN
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Layer 3 information

3
26 3

show ip route

show i p i nformation IP
show ip arp Address Resolution Protocol (ARP)
show i p ospf information OSPF

show interface ip <1-249> RIP

rip
show | ayer3 i nformation IP
. IP IP
VLAN
L]
P
. P Enable Inet Imask
[ ]
show i p ignp IGMP
show ip vrrp information VRRP
show | ayer 3 Layer 3 information
10K
Route information
3
27 3
show ip route address <IP P
addr ess>
show i p route gateway <IP
addr ess>

show ip route type
{indirect|direct]|!ocal|broa
dcast | martian| mul ticast}
show ip route tag
{fixed|static|address|rip|o
spf | broadcast | mul ti cast| mar
tian}

show ip route interface <1-
250>

show ip route
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Show all IP Route information

VLAN

show ip route

Status code: * - best
Desti nati on Mask Gat eway Type Tag Metr |f
* 11.0.0.0 255.0.0.0 11.0.0.1 direct fixed 211
* 11.0.0.1 255. 255, 255. 255 11.0.0.1 | ocal addr 211
* 11. 255. 255. 255 255. 255. 255. 255 11. 255. 255. 255 broadcast broadcast 211
* 12.0.0.0 255.0.0.0 12.0.0.1 direct fixed 12
* 12.0.0.1 255, 255, 255. 255 12.0.0.1 | ocal addr 12
* 12.255. 255. 255 255. 255. 255. 255 12. 255. 255. 255 broadcast broadcast 12
* 13.0.0.0 255.0.0.0 11.0.0.2 indirect ospf 2 211
* 47.0.0.0 255.0.0.0 47.133.88.1 indirect static 24
* 47.133.88.0 255. 255. 255. 0 47.133. 88. 46 direct fixed 24
* 172.30.52.223 255. 255. 255. 255 172. 30. 52. 223 broadcast broadcast 2
* 224.0.0.0 224.0.0.0 0.0.0.0 martian martian
* 224.0.0.5 255, 255, 255. 255 0.0.0.0 mul ticast addr
Type
28 IP Routing Type information

i ndirect Gateway

di rect

| ocal IP

br oadcast

martian

nmul ti cast

Tag
29 IP Routing Tag information

fixed

static

addr P 1

rip RIP

ospf OSPF

broadcast

multicast

martian
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ARP information

Address Resolution Protocol (ARP) IP MAC
VLAN
ARP
30 ARP
show ip arp find <IP address> IP ARP
show ip arp interface port <port ARP
nunber >
show ip arp vl an <1-4095> VLAN ARP
show ip arp ARP
U P MAC
[ )
° VLAN
IP
show ip arp reply ARP IP IP
MAC VLAN
Show all ARP entry information
ARP
show ip arp
| P address Fl ags MAC addr ess VLAN Por t
192.168.2.4 00: 50: 8b: b2: 32: cb 1 18
192.168.2. 19 00: Oe: 7f: 25: 89: b5 1 19
192.168. 2. 61 P 00: Of : 6a: ed: 46: 00 1
Flags
31 ARP Flags
P 1P
R
U ARP MAC
ARP address list information
show ip arp reply
| P address | P mask MAC addr ess VLAN Fl ags

205.178.18. 66 255. 255, 255. 255 00: 70: cf: 03: 20: 04 4095
205.178.50.1 255. 255. 255. 255 00: 70: cf: 03: 20: 04 1
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OSPF information

OSPF
32 OSPF

show i p ospf general -information OSPF

User EXEC
show i p ospf area information [<0-2>]

User EXEC
show i p ospf interface

User EXEC
show i p ospf area-virtual -1ink
i nfornation

User EXEC
show i p ospf nei ghbor

User EXEC
show i p ospf sunmary-range <0-2> NSSA

User EXEC
show i p ospf sunmary-range-nssa <0-2> NSSA

User EXEC
show i p ospf routes OSPF

User EXEC
show i p ospf information OSPF

User EXEC

OSPF general information
OSPF

show i p ospf general -information

OSPF Version 2
Router ID: 10.10.10.1
Started at 1663 and the process uptinme is 4626
Area Border Router: yes, AS Boundary Router: no
LS types supported are 6
External LSA count O
Ext ernal LSA checksum sum 0x0
Nurmber of interfaces in this router is 2
Nunmber of virtual links in this router is 1
16 new I sa received and 34 |Isa originated fromthis router
Total nunber of entries in the LSDB 10
Dat abase checksum sum 0x0
Total neighbors are 1, of which
2 are >=INIT state,
2 are >=EXCH st at e,
2 are =FULL state
Nunber of areas is 2, of which 3-transit 0-nssa
Area Id : 0.0.0.0
Aut henti cation : none
I nport ASExtern : yes
Nunber of tinmes SPF ran : 8
Area Border Router count : 2
AS Boundary Router count : O
LSA count : 5
LSA Checksum sum : 0x2237B
Summary @ no Sunmmary
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OSPF interface information
OSPF

show i p ospf interface

I p Address 10.10.12.1, Area 0.0.0.1, Admin Status UP
Router 1D 10.10.10.1, State DR, Priority 1
Designated Router (I1D) 10.10.10.1, Ip Address 10.10

Transit delay 1

.12.1

Backup Designated Router (I1D) 10.10.14.1, Ip Address 10.10.12.2
Timer intervals, Hello 10, Dead 40, Wit 1663, Retransmit 5,

Nei ghbor count is 1 If Events 4, Authentication type none

OSPF Database information
OSPF Database information

33 OSPF Database information

show i p ospf database

advertising-router <router |D> ID 20.1.1.1 LSDB Link

State Advertisement (LSA)

show i p ospf database asbr- ASBR LSA

summary [adverti sing-router

<router ID> |link-state-id a. show ip ospf database asbr-summary advertising-
<A.B.C.D> | self] router 20.1.1.1 20.1.1.1

advertiseing router

LSA

b. show ip ospf database asbr-summary link-state-id

10.1.1.1 link state ID  10.1.1.1
LSA
Cc. show ip ospf database asbr-summary self
ASBR LSA
d.
ASBR LSA
show i p ospf database database- LSDB
sumary a. LSA
b. LSA
C. LSA LSA
d. LSA LSA
User EXEC
show i p ospf database external AS-external (type 5) LSA

[advertising-router <router |D>
| l'ink-state-id <A. B.C.D>|sel f]

show i p ospf database network network (type 2) LSA
[advertising-router <router |D>
| link-state-id <A. B.C. D>|sel f]

show i p ospf database nssa NSSA (type 7) LSA
[advertising-router <router |D>
| l'ink-state-id <A. B.C.D>|sel f]

show i p ospf database router route (type 1) LSA
[advertising-router <router |D>
| l'ink-state-id <A. B.C.D>|sel f]

show i p ospf database self LSA

show i p ospf database sunmary network summary (type 3)
[advertising-router <router |D>
| linkstate-id <A. B.C.D>|self]

LSA
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33 OSPF Database information

show i p ospf database

LSA

OSPF router codes information

OSPF route
show i p ospf routes
Codes: 1A - OSPF inter area,
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
IA 10.10.0.0/16 via 200.1.1.2
IA 40.1.1.0/28 via 20.1.1.2
IA 80.1.1.0/24 via 200.1.1.2
IA 100.1.1.0/24 via 20.1.1.2
IA 140.1.1.0/27 via 20.1.1.2
IA 150.1.1.0/28 via 200.1.1.2
E2 172.18.1.1/32 via 30.1.1.2
E2 172.18.1.2/32 via 30.1.1.2
E2 172.18.1.3/32 via 30.1.1.2
E2 172.18.1.4/32 via 30.1.1.2
E2 172.18.1.5/32 via 30.1.1.2
E2 172.18.1.6/32 via 30.1.1.2
E2 172.18.1.7/32 via 30.1.1.2
E2 172.18.1.8/32 via 30.1.1.2
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Routing Information Protocol information

Routing Information Protocol (RIP) information

34 RIP information

show ip rip routes RIP

show ip rip interface [<1-249>] RIP

show interface ip <1-249> rip RIP

RIP Routes information
RIP route

show ip rip routes

3.0.0.0/8 via 30.1.1.11 netric 4
4.0.0.0/16 via 30.1.1.11 netric 16
10.0.0.0/8 via 30.1.1.2 nmetric 3
20.0.0.0/8 via 30.1.1.2 netric 2

16 RIP

RIP user information

show interface ip [<1-255>] rip

Rl P USER CONFI GURATI ON

RI P on updat 30

RIP Interface 2 : 102.1.1.1, enabled

version 2, listen enabled, supply enabl ed, default none
poi son di sabled, trigg enabl ed, ntast enabled, netric 1
aut h none, key none

RIP Interface 3 : 103.1.1.1, enabled

version 2, listen enabled, supply enabled, default none
poi son di sabl ed, trigg enabl ed, ntast enabled, nmetric 1
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IP information
3

show | ayer3 i nformation

1. 47.80.23.243

Def aul t gateway infor
1. 47.80.22.1,
2: 47.80.225. 2,

Interface information:

255.255.254.0

47. 80. 23. 255,

mation: netric strict

up
up

vlian 1,

up

IGMP multicast group information
IGMP

35 IGMP

show i p ignp groups addre

ss <I P address>

IGMP

show i p ignmp groups vlan

<1-4094>

VLAN

IGMP

show i p ignp groups inter
nunber >

face <port

IGMP

show i p ignp groups portc

hannel <1-40>

IGMP

show i p ignp groups detai

| <IP address>

show i p ignp groups

IGMP multicast router port information

IGMP

36 IGMP

show ip ignp nrouter vlan
4094>

<1-

VLAN

show ip ignp nrouter information
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VRRP information

Virtual Router Redundancy Protocol (VRRP) LAN
VRRP P ID

IP

show ip vrrp information

VRRP i nf ornmation:

1: vrid 2, 205.178.18.210, if 1, renter, prio 100, master, server
2: vrid 1, 205.178.18.202, if 1, renter, prio 100, backup

3. vrid 3, 205.178.18.204, if 1, renter, prio 100, master, proxy

VRRP

e Owner IP IP
owner

e Renter owner
. prio

e master
e backup

e init 255
IP

L] server server

. proxy proxy IP
P P
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802.1p information

802.1p

show qos transm t-queue information

Current priority to COS queue information:
Priority COSq Weight

~NoohhwNEFO
NNNNRPRPRRPPRE

Current port priority information:
Port Priority COSq Weight

1 0 0 1
2 0 0 1
3 0 0 1
4 0 0 1
20 0 0 1
21 0 1

IEEE 802.1p priority to COS queue information
37 802.1p Priority to COS Queue information

Priority 802.1p
Cosq Class of Service (COS) queue
Wi ght COS queue

IEEE 802.1p port priority information
38 802.1p Port Priority information

Por t

Priority 802.1p

Cosq Class of Service (COS) queue
Wi ght
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ACL information

Access Control Lists and Groups

39 ACL information

show access-control |ist <1- ACL
384>
show access-control group <1- ACL Group
384>

ACL

show access-control

Access Control List

show access-control

Current ACL information:

Filter 1 profile:

Et her net
- VID o 1/ 0xfff
Actions . Set COSto O
Filter 2 profile:
Et her net
- VID o 1/ 0xfff
Actions . Permt

No ACL groups configured.

Access Control List (ACL) information
ACL Group ACL

Access Control List
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RMON information

RMON

show r non

RMON history information
RMON history information

show rnon history

RMON Hi story group configuration:

I ndex I FO D Interval Rbnum Gbnum
1 1.3.6.1.2.1.2.2.1.1.21 30 5 5
2 1.3.6.1.2.1.2.2.1.1.18 30 5 5
3 1.3.6.1.2.1.2.2.1.1. 20 30 5 5
4 1.3.6.1.2.1.2.2.1.1.19 30 5 5
5 1.3.6.1.2.1.2.2.1.1.21 1800 5 5

RMON history information
40 RMON history information

| ndex history
| FO D MIB OID
I nterval

Rbnum

Gbnum
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RMON alarm information

RMON

show rnon al arm

RMON Alarm group configuration:

Index Interval Type rLimt fLimt rEvtldx fEvtldx |[|ast value
1 30 abs 10 0 1 0 0
2 900 abs 0 10 0 2 0
3 300 abs 10 20 0 0 0
4 1800 abs 10 0 1 0 0
5 1800 abs 10 0 1 0 0
8 1800 abs 10 0 1 0 56344540
10 1800 abs 10 0 1 0 0
11 1800 abs 10 0 1 0 0
15 1800 abs 10 0 1 0 0
18 1800 abs 10 0 1 0 0
100 1800 abs 10 0 1 0 0
I ndex ab
1 1.3.6.1.2.1.2.2.1.10. 257
2 1.3.6.1.2.1.2.2.1.11. 258
3 1.3.6.1.2.1.2.2.1.12. 259
4 1.3.6.1.2.1.2.2.1.13. 260
5 1.3.6.1.2.1.2.2.1.14.261
8 1.3.6.1.2.1.2.2.1.10. 280
10 1.3.6.1.2.1.2.2.1.15. 262
11 1.3.6.1.2.1.2.2.1.16. 263
15 1.3.6.1.2.1.2.2.1.19. 266
18 1.3.6.1.2.1.2.2.1.10.279
100 1.3.6.1.2.1.2.2.1.17. 264
RMON alarm information
41 RMON alarm information
| ndex
I nterval
Type
. abs
° delta
rLimt
fLimt
r Evt | dx
f Evt | dx
Last val ue
ab MIB OID
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RMON event information
RMON

show rnon event

RMON Event group configuration:

I ndex Type Last Sent
1 both OD: OH: 1M 20S
2 none OD: OH. OM 0S
3 | og OD: OH: OM 0S
4 trap OD: OH. OM O0S
5 both OD: OH. OM 0S
10 both OD: OH: oM O0S
11 both OD: OH. OM 0S
15 both OD: OH: oM O0S

Event _1
Event 2
Event _3
Event 4

Log and trap
Log and trap
Send | og and
Send | og and

Descri ption

event for Link Down
event for Link Up
trap for icnplnMsg
trap for icnplnEchos

100 both OD: OH. OM O0S Event 100
RMON
42 RMON
| ndex
Type None log trap both
Last Sent
Descri pti on
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Link status information

show i nterface link

Port Speed Dupl ex Flow Ctrl Li nk
------------------ --TX-----RX-- R
1 10000 full no yes up

2 10000 full yes yes di sabl ed
3 10000 full yes yes di sabl ed
4 10000 full yes yes di sabl ed
5 10000 full yes yes di sabl ed
6 10000 full yes yes di sabl ed
7 10000 full yes yes di sabl ed
8 10000 full yes yes di sabl ed
9 10000 full yes yes up
10 10000 full yes yes di sabl ed
11 10000 full yes yes di sabl ed
12 10000 full yes yes di sabl ed
13 10000 full yes yes di sabl ed
14 10000 full yes yes di sabl ed
15 10000 full yes yes di sabl ed
16 10000 full yes yes di sabl ed
17 any any yes yes up
18 10000 full yes yes up
19 10000 full yes yes down
20 10000 full yes yes down
21 10000 full yes yes down
[ )
. 100Mb/s 10000Mb/s any
. half full any
o no yes any
. up down disabled
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Port information

show i nterface i nformation

Port Tag RMON PVID NAMVE VLAN( S)
1 y d 1*Downl i nk1 1
2 n d 1*Downl i nk2 1
3 n d 1*Downl i nk3 1
4 n d 1* Downl i nk4 1
5 n d 1* Downl i nk5 1
6 n d 1* Downl i nk6 1
7 n d 1*Downl i nk7 1
8 n d 1*Downl i nk8 1
9 n d 1* Downl i nk9 1
10 n d 1*Downl i nk10 1
11 n d 1*Downl i nk11 1
12 n d 1* Downl i nk12 1
13 n d 1* Downl i nk13 1
14 n d 1*Downl i nk14 1
15 n d 1* Downl i nk15 1
16 n d 1*Downl i nk16 1
17 n d 4095 Mgnt 4095
18 n d 1*Upl i nk1 1
19 n d 1*Upl i nk2 1
20 n d 1*Upl i nk3 1
21 n d 1*Upl i nk4 1
* = PVID is tagged.
L]
o VLAN y n
. Media Auto Copper Fiber
. RMON e d
o VLAN ID (PVID)
°
. VLAN
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Logical Port to GEA Port mapping
GEA

show geaport

Logi cal Port GEA Port(0-based) GEA Unit
1 2 0
2 4 0
3 6 0
4 8 0
5 10 0
6 12 0
7 14 0
8 16 0
9 3 0
10 5 0
11 7 0
12 9 0
13 11 0
14 13 0
15 15 0
16 17 0
17 255 0
18 18 0
19 19 0
20 0 0
21 1 0
GEA
Fibre Port SFP status
XFP
show sfp
Por t Devi ce TX-Enabl e RX-Signal TX-Fault
18 - XFP1 SR-XFP enabl ed ok N A
19 - XFP2 SR-XFP enabl ed LOST N A
20 - XFP3 SR-XFP enabl ed LOST N A
21 - XFP4 Fl-XFP  **** NOT Installed ****
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Uplink Failure Detection information

UFD (Uplink Failure Detection)

show ufd

Uplink Failure Detection 1. Enabl ed
Lt M status: Down

Menber STG STG State Li nk Status
port 20 down
1 DI SABLED
10 DI SABLED *
15 DI SABLED *

* = STP turned off for this port.

Lt D status: Auto Disabled

Menber Li nk Status
port 1 di sabl ed
port 2 di sabl ed
port 3 di sabl ed
port 4 di sabl ed

Uplink Failure Detection 2: Disabled
Uplink Failure Detection 3: Disabled

Uplink Failure Detection 4: Disabled

UFD (Uplink Failure Detection)

. UFD enabled disabled
. LtM
. LtM
. LtD

Information dump

show i nf or mati on-dunp

10K
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Statistics commands

ISCLI

43

show | ayer3 counters 3

show snnp-server counters SNMP

show ntp counters NTP

clear ntp NTP
User EXEC

show ufd counters UFD

show counters

Port Statistics

44

show interface port <port 802.1x

nunber > dot 1x counters

show i nterface port <port (“dot1”)
nunber > bri dgi ng-counters

show i nterface port <port (“dot3”)
nunber > et hernet-counters

show interface port <port

nunber> interface-counters

show interface port <port

nunber > i p-counters

show i nterface port <port

nunber > | i nk-counters

show interface port <port RMON
nunber > rnon-counters
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802.1x statistics

802.1x authenticator

show i nterface port <port nunber> dot1x counters

Aut henticator Statistics:
eapol FramesRx
eapol FranesTx
eapol St art Fr anesRx
eapol Logof f Fr amesRx
eapol Respl dFr amesRx
eapol RespFranmesRx
eapol Regl dFr anesTx
eapol RegFr anesTx
i nval i dEapol Fr amesRx
eapLengt hErr or Fr amesRx
| ast Eapol FrameVer si on
| ast Eapol FranmeSour ce

L1 1 1 VI 1 A O T A A 1
[eNoNeoloNeoNoNlooNoNoNoNe)

Aut henti cat or Di aghosti cs:
aut hEnt er sConnect i ng
aut hEapLogof f sWhi | eConnecti ng
aut hEnt er sAut henti cati ng
aut hSuccessesWi | eAut henti cati ng
aut hTi neout sWhi | eAut henti cati ng
aut hFai | Wi | eAut henti cati ng
aut hReaut hsWhi | eAut henti cati ng
aut hEapSt art sWhi | eAut henti cati ng
aut hEapLogof f Whi | eAut henti cati ng
aut hReaut hsWhi | eAut henti cat ed
aut hEapSt art sWhi | eAut henti cat ed
aut hEapLogof f Whi | eAut hent i cat ed
backendResponses
backendAccessChal | enges
backendOQ her Request sToSuppl i cant

backendNonNakResponsesFr onSuppl i cant

backendAut hSuccesses
backendAut hFai |l s

0: 00: 00: 00: 00: 00

[eNeoloNoloNoNoNoloololoNoNoNoNoNoNe]

802.1x
45 802.1x

Authenticator Diagnostics

aut hEnt er sConnecti ng

CONNECTING

aut hEapLogof f sWhi | eConnect i ng

EAPOL-Logoff CONNECTING

DISCONNECTED

aut hEnt er sAut henti cati ng

EAP-Response/ldentity

CONNECTING AUTHENTICATING
aut hSuccessesWi | e AUTHENTICATING
Aut henti cati ng AUTHENTICATED
aut hTi meout sWhi | eAut henti cati ng AUTHENTICATING
ABORTING
aut hFai | Whi | eAut henti cati ng AUTHENTICATING HELD
aut hReaut hsWhi | eAut henti cati ng AUTHENTICATING ABORTING

aut hEapSt art sWi | eAut henti cati ng

EAPOL-Start
AUTHENTICATING ABORTING
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45 802.1x

aut hEapLogof f Wi | eAut henti cati ng

EAPOL-Logoff

AUTHENTICATING ABORTING
aut hReaut hsWhi | eAut hent i cat ed AUTHENTICATED CONNECTING
aut hEapSt art s\Whi | eAut hent i cat ed EAPOL-Start

AUTENTICATED CONNECTING
aut hEapLogof f Wi | eAut hent i cat ed EAPOL-Logoff

AUTHENTICATED DISCONNECTED

backendResponses

Access-Request

backendAccessChal | enges

AccessChallenge

backendOQ her Request sToSuppl i cant EAP-Request (Identity,
Notification, Failure, Success )
backendNonNakResponsesFrom EAP-Request EAP-NAK

Suppl i cant

backendAut hSuccesses

Accept

backendAut hFai |l s

Reject

Bridging statistics

show i nterface port <port nunber> bridgi ng-counters

Bridging statistics for port 1:

dot 1Port | nFr anes: 63242584
dot 1Port Qut Fr anes: 63277826
dot 1Port | nDi scar ds: 0
dot 1TpLear nedEnt ryDi scar ds: 0
dot 1St pPor t For war dTr ansi ti ons: 0
46
dot 1Port | nFr anes
dot 1Por t Qut Fr ames
dot 1Port | nDi scar ds
dot 1TpLear nedEnt ryDi scar ds FDB
FDB
FDB

dot 1St pPor t Forwar dTransi ti on
S
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Ethernet statistics

show i nterface port <port nunber> ethernet-counters

Et hernet statistics for port 1:
dot 3St at sAl i gnment Errors: 0
dot 3St at SFCSErr or s: 0
dot 3St at sSi ngl eCol | i si onFr anes: 0
dot 3Stat sMul ti pl eCol | i si onFranes: 0
dot 3St at sLat eCol | i si ons: 0
dot 3St at sExcessi veCol | i si ons: 0
dot 3St at sl nternal MacTransnmi t Errors: 0
dot 3St at sFranmeTooLongs: 0
dot 3St at sl nt er nal MacRecei veErrors: 0
47
dot 3St at sAl i gnment Errors
8 (FCS)
MAC
(LLC)
IEEE 802.3
LLC
dot 3St at SFCSEr r or s
8 (FCS)
MAC
LLC
IEEE 802.3
LLC
dot 3St at sSi ngl eCol | i si onFranes
ifOutUcastPkts ifOutMulticastPkts
ifOutBroadcastPkts
dot3StatsMultipleCollisionFrame
dot 3Stat sMul ti pl eCol I i si onFr anes
ifOutUcastPkts ifOutMulticastPkts
ifOutBroadcastPkts
dot3StatsSingleCollisionFrames
dot 3St at sLat eCol | i si ons 512
512 10M 51.2psec

dot 3St at sExcessi veCol | i si ons
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47

dot 3St at sl nternal MacTransm tErrors

MAC

dot3StatsLateCollisions
dot3StatsExcessiveCollisions
dot3StatsCarrierSenseErrors

dot 3St at sFranmeToolLongs

MAC

LLC frameToolLong

IEEE 802.3

LLC

dot 3St at sl nt er nal MacRecei veErrors

MAC

dot3StatsFrameTooLongs
dot3StatsAlignmentErrors
dot3StatsFCSErrors

Interface statistics

show i nterface port <port nunber> interface-counters

Interface statistics for :
i fHCI n Counters

i f HCOut Counters

Cctets: 51697080313 51721056808

Ucast Pkt s: 65356399 65385714

Br oadcast Pkt s: 0 6516

Mul ti cast Pkt s: 0 0

Di scards: 0 0

Errors: 0 21187
48

Cctets—I fHCIn

Ucast Pkt s—I f HCl n

Br oadcast Pkt s—I f HCl n

Mul ti cast Pkt s—I f HCl n

Di scards—I f HCI n

Errors—IfHCIn

Cct et s—I f HCQut

Ucast Pkt s—I f HCQut

Br oadcast Pkt s—I f HCQut

Mul ti cast Pkt s—I f HCQut

Di scar ds—I f HCQut

Err or s—I f HCQut
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Internet Protocol (IP) statistics

show i nterface port <port nunber> ip-counters

GEA | P statistics for port 1:
i pl nRecei ves : 0
i pl nHeader Error: 0
i pl nDi scards : 0
P
49 IP

i pl nRecei ves

i pl nHeader Err or IP IP

i pl nDi scards IP IP

Link statistics

show i nterface port <port nunber> |ink-counters

Link statistics for port 1:
i nkSt at eChange: 2

50

| i nkSt at eChange

Port RMON statistics

show i nterface port <port nunber> rnon-counters

RMON statistics for port 2:
et her St at sDr opEvent s:

et her St at sCct et s:

et her St at sPkt s:

et her St at sBroadcast Pkt s:

et her Stat sMul ti cast Pkt s:

et her St at sSCRCAl i gnErrors:

et her St at sUnder si zePkt s:

et her St at sOver si zePkt s:

et her St at sFragnent s:

et her St at sJabbers:

et her St at sCol | i si ons:

et her St at sPkt s64Cct et s:

et her St at sPkt s65t 0127Cct et s:
et her St at sPkt s128t 0255Cct et s:
et her St at sPkt s256t 0511Cct et s:
et her St at sPkt s64Cct et s:

et her St at sPkt s1024t 01518Cct et s:

OOOOOOOOOOOOOOOO%
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51 RMON

(RMON)

et her St at sDr opEvent s

etherStatsCctets

FCS
et her St at sPkt s
et her St at sBr oadcast Pkt s
et her St at sMul ti cast Pkt s
et her St at sSCRCAl i gnErrors 64 1518

FCS FCS
et her St at sUnder si zePkt s 64 FCS
et her St at sOversi zePkt s 1518 FCS
et her St at sFragnent s 64 FCS
FCS
et her St at sJabbers 1518 FCS
FCS

et her St at sCol | i si ons
et her St at sPkt s64 64 FCS
Cctets
et her St at sPkt s65t 0127 65 127
Cctets FCS
et her St at sPkt s128t 0255 128 255
Cctets FCS
et her St at sPkt s256t 0511 256 511
Cctets FCS
et her St at sPkt s512t 01023 512 1023
Cctets FCS
et her St at sPkt s1024t 01518 1024 1518
Cctets FCS
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Layer 2 statistics

2
52 2

show mac- address-tabl e counters FDB

show i nterface port <port number> LACP (Link Aggregation Control Protocol)
| acp counters

FDB statistics
FDB

show mac- address-tabl e counters

FDB statistics:

current: 91 hi wat : 91
FDB
FDB
53 FDB
current FDB
hi wat FDB

LACP statistics
LACP (Link Aggregation Control Protocol)

show interface port <port nunber> |acp counters

Valid LACPDUs received -
Valid Marker PDUs received -
Valid Marker Rsp PDUs received -
Unknown version/ TLV type -
Il egal subtype received -
LACPDUs transmitted -
Mar ker PDUs transnmitted -
Mar ker Rsp PDUs transmitted -

cNoNeoloNeoNoNeNe]
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Layer 3 statistics

3
54 3
show i p counters IP
clear ip counters IP IP

User EXEC
show i p route counters
show i p arp counters ARP
show i p dns counters DNS
show ip icnp counters ICMP
show ip tcp counters TCP
show i p udp counters UDP
show ip ignp counters IGMP
show | ayer 3 i gnp- groups IGMP
show | ayer 3 i pnt-groups IP
clear ip ignp [<1-4094>] counters VLAN IGMP
User EXEC
show i p ospf counters OSPF
show ip vrrp counters
. (vrrplnAdvers)
. (vrrpOutAdvers)
. (vrrpBadAdvers)
clear ip vrrp counters VRRP
User EXEC
show ip rip counters Routing information Protocol (RIP)
clear ip rip counters RIP
User EXEC
show i p gea GEA
show | ayer3 counters 3
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IP statistics
IP

show i p counters

| P statistics:

i pl nUnknownPr ot os:

i pQut Di scards: O
i pDefaul t TTL: 255

i pl nRecei ves: 36475
i pl nAddr Errors: 905

0

iplnDelivers: 4103

i plnHdrErrors: 0

i pl nDi scards: 0
i pOut Requests: 30974

P
55 IP

i pl nRecei ves

i plnHdr Errors

i pl NAddr Errors

0.0.0.0

P

i pl nUnknownPr ot os

i pl nDi scards

i pl nDel i vers

ICMP

i pQut Request s

ipForwDatagrams

i pOut Di scards

P
ipForwDatagrams

i pDefaul t TTL

TTL

Time-To-Live (TTL)

Route statistics

show i p route counters

Route statistics:
i pRout esCur:
i pRout esMax:

7
512

i pRout esHi ghWat er:

56

i pRout esCur

i pRout esMax

i pRout esHi ghWat er
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ARP statistics
ARP

show i p arp counters

ARP statistics:
arpEntriesCur:
ar pEntri esiax:

0 arpEntriesH ghWater:
4095

ARP
57 ARP

ar pEntri esCur ARP

ARP

ar pEntri esMax

ARP

ar pEntri esH gh\Wat er ARP

ARP

DNS statistics
DNS

show i p dns counters

DNS statistics:
dnsl nRequest s:
dnsBadRequest s:

0 dnsQut Requests:
0

DNS
58 DNS
dnsl nRequest s DNS
dnsQut Request s DNS
dnsBadRequest s DNS
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ICMP statistics
ICMP

show ip icnp counters

| CMP statistics:
i cnpl nMsgs: 245802 i cnpl nErrors: 1393
i cmpl nDest Unr eachs: 41 i cnpl nTi meExcds: 0
i cnpl nPar nPr obs: 0 i cnpl nSrcQuenchs: 0
i cmpl nRedi rect s: 0 i cnpl nEchos: 18
i cnpl nEchoReps: 244350 i cnpl nTi mest anps: 0
i cnpl nTi nest anpReps: 0 i cnpl nAddr Masks: 0
i cnpl nAddr MaskReps: 0 i cnmpQut Msgs: 253810
icmpQut Errors: 0 i cnpQut Dest Unr eachs: 15
i cnpQut Ti neExcds: 0 i cmpQut Par nPr obs: 0
i cmpQut SrcQuenchs: 0 i cnpQut Redirects: 0
i cnpQut Echos: 253777 i cmpQut EchoReps: 18
i cnmpQut Ti mest anps: 0 i cnpQut Ti mest anpReps: 0
i cnmpQut Addr Masks: 0 i cnpQut Addr MaskReps: 0
ICMP
59 ICMP
i cnpl nMsgs ICMP icmplInErrors
i cnplnErrors ICMP ICMP
iength ICMP

i cnpl nDest Unr eachs ICMP Destination Unreachable

i cnpl nTi meExcds ICMP Time Exceeded

i cnpl nPar nPr obs ICMP Parameter Problem

i cnpl nSrcQuenchs ICMP Source Quench

i cnpl nRedirects ICMP Redirect

i cnpl nEchos ICMP Echo (request)

i cnpl nEchoReps ICMP Echo Reply

i cnpl nTi mest anps ICMP Timestamp (request)

i cnpl nTi mest anpReps ICMP Timestamp reply

i cnpl nAddr Masks ICMP Address Mask Request

i cnpl nAddr MaskReps ICMP Address Mask Reply

i cnpQut Msgs ICMP icmpOutErrors

i cnpQut Errors ICMP ICMP

i cnpQut Dest Unr eachs ICMP Destination Unreachable

i cpQut Ti meExcds ICMP Time Exceeded

i cnpQut Par nPr obs ICMP Parameter Problem

i cnpQut SrcQuenchs ICMP Source Quench

i cnpQut Redi rects ICMP Redirect

i cnpQut Echos ICMP Echo (request)

i cnpQut EchoReps ICMP Echo Reply

i cnpQut Ti nest anps ICMP Timestamp (request)

i cnpQut Ti nest anpReps  ICMP Timestamp reply

i cmpQut Addr Masks ICMP Address Mask Request

i

i cmpQut Addr MaskReps ICMP Address Mask Reply
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TCP statistics

TCP

show ip tcp counters

TCP statistics:

t cpRt oAl gorithm 4 tcpRt oM n: 0
t cpRt oMax: 240000 t cpMaxConn: 2048
t cpActi veOpens: 252214 t cpPassi veQpens: 7
tcpAttenpt Fails: 528 t cpEst abReset s: 4
t cpl nSegs: 756401 t cpQut Segs: 756655
t cpRet r ansSegs: 0 tcplnErrs: 0
t cpCur Buf f : 0 t cpCur Conn: 3
tcpQut Rst s: 417
TCP
60 TCP

t cpRt 0Al gorithm

tcpRt oM n

t cpRt oMax

t cpMaxConn TCP

t cpActi veOpens TCP CLOSED SYN-SENT

t cpPassi veOpens TCP LISTEN SYN-RCVD

tcpAttenpt Fail s TCP SYN-SENT SYN-RCVD CLOSED

SYN-RCVD LISTEN

t cpEst abReset s TCP ESTABLISHED CLOSE-WAIT CLOSED

t cpl nSegs

t cpQut Segs

t cpRet r ansSegs

tcplnErrs TCP

t cpCur Buf f TCP

t cpCur Conn TCP

tcpQut Rst's RST TCP
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UDP statistics
UDP

show i p udp counters

UDP statistics:
udpl nDat agr ans: 54 udpQut Dat agr ans: 43
udpl nErrors: 0 udpNoPorts: 1578077

UDP
61 UDP

udpl nDat agr ans UDP

udpQut Dat agr ans UDP

udpl nErrors udpNoPorts UDP

udpNoPort s UDP

IGMP Multicast Group statistics
IGMP

show ip ignp counters

| GW Snoop vlan 1 statistics:
r x| gmpVal i dPkt s: 0 rxI gnpl nval i dPkt s: 0
rxl gnpGenQueri es: 0 rxl gnpG pSpeci fi cQueri es: 0
r x| gmpGr oupSr cSpeci fi cQueri es: 0
rxl gnpLeaves: 0 rxl gnpReports: 0
t x| gnpReports: 0 t x1 gnpGr pSpeci fi cQueri es: 0
t xl gnpLeaves: 0 r x|l gnmpV3Current St at eRecords: 0
r x| gnpV3Sour celLi st ChangeRecords: 0 r x| gnmpV3Fi | t er ChangeRecords: 0
IGMP
IGMP
62 IGMP

rxl gnpVal i dPkt s IGMP

rxI gnpl nval i dPkt s

rxI gnpGenQueri es General Membership Query

rxl gnpG pSpeci fi cQueri es Membership Query

r x| gnpLeaves Leave

r x| gnpReports Membership Report

t xI gnpReports Membership Report

t xI gnpG pSpeci fi cQueri es Membership Query

t x| gnpLeaves Leave

rxl gnpV3Current St at eReco  Current State Record

rds

r xI gnmpV3Sour celLi st Change  Source List Record

Recor ds

rxl gnpV3Fi | t er ChangeReco  Filter Change Record

rds
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OSPF statistics

OSPF

63 OSPF

show i p ospf counters

OSPF

show i p ospf area <0-2> counters

show i p ospf

counters

interface <1-249>

OSPF Global Statistics

OSPF

show i p ospf counters

T

OSPF stats

Rx/ Tx Stats:

Pkt s
hell o
dat abase

I's requests

I s acks
| s updates

hell o
start
n2way
adj oi nt ok
negoti ati on done
exchange done

bad requests
bad sequence
| oadi ng done

nlway
rst_ad
down

mers ki ckoff

hel |l o
retransm t
| sa | ock

| sa ack
dbage
sumary
ase export

Nor change stats:

1

P OONOONNNDNON

(&)
=
n

028

[eNoNoNoNe]

Intf change Stats
up 4
down 2
|l oop O
unl oop 0O
wait timer 2
backup 0
nbr change 5

OSPF Global Statistics Menu

64 OSPF Global Statistics

Tx stats:

Pkt s

OSPF

OSPF

Pkt s

OSPF

OSPF

Hel | o

OSPF

Hello

Hel | o

OSPF

Hello

Dat abase

OSPF

Databese Description
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64 OSPF Global Statistics

Tx Dat abase OSPF Databese Description

Rx |'s Requests OSPF Link State Request

Tx |'s Requests OSPF Link State Request

Rx |I's Acks OSPF Link State
Acknowledgement

Tx |'s Acks OSPF Link State
Acknowledgement

Rx |'s Updates OSPF Link State Update

Tx |'s Updates OSPF Link State Update

Nbr change stats:

hell o OSPF neighbor Hello

Start OSPF (
HelloInterval Hello ) neighbor

n2way neighbor

adj oi nt ok OSPF adjacency  neighbor

/
negoti ati on done OSPF Master/Slave

sequence number neighbor
exchange done OSPF Database Description
sequence ( adjacency
) neighbor
bad requests OSPF database

link state advertisement

Link State Request

bad sequence

Database Description
a) DD sequence number
b) init bit
c) Database Description

| oadi ng done OSPF link
state update

nlway OSPF neighbor

Hello

rst_ad OSPF Neighbor adjacency

down OSPF Neighbor

Intf Change Stats:

up OSPF up

down OSPF down

| oop OSPF

unl oop OSPF

wait tiner Wait Timer OSPF

backup OSPF

nbr change OSPF
neighbor

Ti mers Ki ckof f:

hel | o OSPF
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64 OSPF Global Statistics

retransmt OSPF

| sa | ock OSPF (LSA)
| sa ack OSPF LSA Ack

dbage (Dbage)

sunmary

ase export (ASE)

VRRP statistics

Virtual Router Redundancy Protocol (VRRP) LAN
VRRP IP ID
1 P
1
P
VRRP
. (vrrpInAdvers)
. (vrrpOutAdvers)
. (vrrpBadAdvers)
VRRP
show ip vrrp counters
VRRP statistics:
vrrpl nAdvers: 0 vrr pBadAdver s: 0
vrrpQut Adver s: 0
vrr pBadVer si on: 0 vrrpBadvri d: 0
vrr pBadAddr ess: 0 vr r pBadDat a: 0
vr r pBadPasswor d: 0 vrrpBadl nt erval : 0
VRRP
65 VRRP

vrrpl nAdvers VRRP advertisement

vrrpQut Advers VRRP advertisement

vrr pBadVer si on VRRP advertisement

vrr pBadAddr ess VRRP advertisement

vrr pBadPasswor d VRRP advertisement

vrr pBadAdvers VRRP advertisement

vrrpBadvrid virtual router ID VRRP advertisement

vr r pBadDat a VRRP advertisement

vr r pBadl nt er val interval  VRRP advertisement
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RIP statistics

Routing Information Protocol (RIP)

show ip rip counters

RI P ALL STATS | NFORVATI ON
Rl P packets received = 12
Rl P packets sent = 75
RI P request received = 0
Rl P response received = 12
RI P request sent = 3
Rl P response sent = 72
RIP route timeout = 0
Rl P bad size packet received = 0
RI P bad version received = 0
RI P bad zeros received = 0
RI P bad src port received =0
RI P bad src IP received = 0
Rl P packets fromself received = 0

RIP

66 RIP
RI P packets received RIP
RI P packets sent RIP
RI P request received RIP request
RI P response received RIP response
RI P request sent RIP request
RI P response sent RIP response
RI P route timeout RIP timeout
Rl P bad size packet received RIP
Rl P bad version received RIP
RI P bad zeros received RIP RIPV1
RI P bad source port received RIP
RI P bad source |IP received RIP IP
Rl P packets fromself received RIP RIP
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GEA Layer 3 statistics

Layer 3 GEA
67 Layer 3 GEA

show i p gea bucket <IP address> GEA

show i p gea GEA

GEA Layer 3 statistics
GEA

show i p gea

CGEA L3 statistics:
Max L3 table size . 4096
Nunmber of L3 entries used . 0
Max LPM table size . 512
Nunmber of LPMentries used . 0
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Management Processor statistics

MP

68 MP

show nmp packet

show np tcp-bl ock

TCP control block (TCB)

show nmp udp- bl ock

UDP control block (TCB)

show nmp cpu 1 4 64 CPU
Packet statistics

show np packet

Packet counts:
al |l ocs: 36692 frees: 36692
medi uns: 0 medi uns hi - wat er mar k: 3
j unbos: 0 j unbos hi -wat er mar k: 0
smal | s: 0 smal | s hi -wat er mar k: 2
failures: 0

69 MP specific packet

al |l ocs TCP/IP
frees TCP/IP
medi uns TCP/IP 128-1536byte
medi uns hi -watermark TCP/IP 128-1536byte
j unbos TCP/IP 1536byte

j umbos hi - wat er mar k TCP/IP 1536byte
smal | s TCP/IP 128
smal | s hi -wat er mar k TCP/IP 128
failures TCP/IP
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TCP statistics
TCP
show nmp tcp-bl ock

Al TCP allocated control bl ocks:

10ad41e8: 0.0.0.0 0 <=>0.0.0.0 80 Ilisten

10ad5790: 47.81.27.5 1171 <=> 47.80. 23. 243 23 established
TCP control block (TCB)

70 TCP

10ad41e8/ 10ad5790

P 0.0.0.0/47.81.27.5
0/1171

IP 0.0.0.0/47.80. 23. 243

80/ 23

|'i sten/established

UDP statistics
UDP
show nmp udp- bl ock

Al UDP al |l ocated control bl ocks:
161: listen
UDP control block (UCB)
71 UDP
161
listen
CPU statistics
CPU

show np cpu

CPU utilization:

cpultil 1Second: 8%
cpulti| 4Seconds: 9%
cpulti| 64Seconds: 8%
CPU
72 CPU

cpultil 1Second MP CPU 1

cpultil 4Seconds MP CPU 4

cpulti | 64Seconds MP CPU 64
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ACL statistics

Access Control List (ACL)

show access-control counters
Hits for ACL 1: 26057515
Hits for ACL 2: 26057497

SNMP statistics

SNMP

show snnp-server counters

SNMP statistics:
snipl nPkt s: 54 snnpl nBadVer si ons: 0
snnpl nBadC t yNanes: 0 snnpl nBadC t yUses: 0
snnpl nASNPar seErrs: 0 snnpEnabl eAut hTr aps: 0
snimpQut Pkt s: 54 snnpl nBadTypes: 0
snnpl nTooBi gs: 0 snnpl nNoSuchNanes: 0
snnpl nBadVal ues: 0 snnmpl nReadOnl ys: 0
snnmpl nGenErrs: 0 snnpl nTot al ReqVar s: 105
snnpl nTot al Set Var s: 0 snnpl nGet Request s: 2
snpl nGet Next s: 52 snnmpl nSet Request s: 0
snnpl nGet Responses: 0 snnpl nTr aps: 0
snnpCut TooBi gs: 0 snnpQut NoSuchNares: 2
snipCQut BadVal ues: 0 snmpQut ReadOnl ys: 0
snmpQut GenErrs: 0 snmpQut CGet Request s: 0
snnmpQut Get Next s: 0 snnmpQut Set Request s: 0
snnmpQut Cet Responses: 54 snnpQut Tr aps: 0
snnpSi | ent Dr ops: 0 snnpPr oxyDr ops: 0
SNMP
73 SNMP
snnpl nPkt s SNMP
snnpl nBadVer si ons SNMP SNMP
SNMP
snnpl nBadC t yNanes SNMP SNMP
SNMP
snnpl nBadC t yUses SNMP
SNMP SNMP SNMP
snnpl nASNPar seErr s SNMP
snnpEnabl eAut hTr aps
snnpQut Pkt s SNMP
snnpl nBadTypes ASN.1 SNMP
snnpl nTooBi gs SNMP
PDU
snnpl nNoSuchNanes SNMP
noSuchNane SNMP
(PDU)
snnpl nBadVal ues SNMP
badValue SNMP (PDU)
snnpl nReadOnl ys SNMP
read-only SNMP (PDU)
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73 SNMP

snmpl nGenErrs SNMP
genErr SNMP (PDU)
snnpl nTot al ReqVar s SNMP Get-Request Get-Next
(PDU) SNMP
MIB
snnpl nTot al Set Var s SNMP Set-Request (PDU)
SNMP MIB
snnpl nGet Request s SNMP SNMP Get-
Request (PDU)
snnmpl nGet Next s SNMP SNMP Get-Next
(PDU)
snnmpl nSet Request s SNMP SNMP Set-
Request (PDU)
snnpl nGet Responses SNMP SNMP Get-
Response (PDU)
snnpl nTr aps SNMP SNMP
(PDU)
snnpCut TooBi gs SNMP
SNMP (PDU)
snnpQut NoSuchNanes SNMP
noSuchName SNMP (PDU)
snnmpQut BadVal ues SNMP
badValue SNMP (PDU)
snnpQut ReadOnl ys
snmpQut GenErrs SNMP
genErr SNMP (PDUL)
snnmpQut Cet Request s SNMP SNMP Get-Request
(PDU)
snmpQut CGet Next s SNMP SNMP Get-Next
(PDU)
snmpQut Set Request s SNMP SNMP Set-Request
(PDU)
snnmpQut Get Responses SNMP SNMP Get-Response
(PDU)
snnmpQut Tr aps SNMP SNMP
(PDU)
snnpSi | ent Dr ops SNMP GetRequest-PDU  GetNextRequest-

PDU GetBulkRequest-PDU SetRequest-PDU
InformRequest-PDU Response-PDU

snnpPr oxyDr ops

SNMP GetRequest-PDU  GetNextRequest-
PDU GetBulkRequest-PDU SetRequest-PDU
InformRequest-PDU
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NTP statistics

NTP

show ntp counters

NTP statistics:

Primary Server:

Requests Sent: 17

Responses Recei ved: 17

Updat es: 1
Secondary Server:

Requests Sent: 0

Responses Recei ved: 0

Updat es: 0

Last update based on response fromprimary server.
Last update tine: 18:04:16 Tue Mar 13, 2006
Current systemtime: 18:55:49 Tue Mar 13, 2006

NTP 3 NTP NTP
NTP
74 NTP
Primary Server Requests Sent NTP
NTP
Responses Received NTP NTP
Updates NTP NTP
Secondary Server Requests Sent NTP
NTP
Responses Received NTP NTP
Updates NTP NTP
Last update based on NTP
response from prinmary
server
Last update tine NTP

Current systemtine
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Uplink Failure Detection statistics
UFD

show ufd counters

Uplink Failure Detection statistics:

FDP number: 1

Nurmber of times LtMlink failure: 1

Nunmber of times LtMIlink in Blocking State: O
Nurmber of times LtD got auto disabled: 1

FDP number: 2

Nurmber of times LtMIlink failure: 1

Nunmber of times LtMIlink in Blocking State: O
Nurmber of times LtD got auto disabled: 1

FDP number: 3

Nurmber of times LtMIlink failure: 1

Nunmber of times LtMIlink in Blocking State: O
Nurmber of times LtD got auto disabled: 1

FDP number: 4

Nunmber of times LtMIlink failure: 1

Nurmber of times LtMIlink in Blocking State: 0
Nurmber of times LtD got auto disabled: 1

UFD
75 UFD

Nunber of tinmes LtMIlink failure LtM

Nunmber of tinmes LtMIlink in LtM

Bl ocking State

Nunber of times LtD got auto LtM LtD
di sabl ed

Statistics dump

show counters

40K
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Configuration Commands

(NVRAM)

76

show runni ng-config

User EXEC
copy running-config {ftp|tftp} FTP/TFTP

User EXEC
copy {ftp|tftp} running-config FTP/TFTP

User EXEC

ISCLI

Rout er# copy runni ng-config startup-config

active

Boot Options
Selecting a configuration block
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System configuration

Web
77

system date <yyyy> <nm> <dd>

Global configuration
systemtime <hh>: <mp: <ss> 24

Global configuration
systemtinezone

Global configuration
system dayl i ght

Global configuration
systemidle <1-60> CLI 1 60

5
Telnet

Global configuration
[no] systemnotice <1-1024 “Enter password:”
characters multi-line> <’- 1024
‘'to end> Global configuration
[no] banner <1-80 characters> 80

Global configuration
[ no] hostnane <string>

Global configuration
[no] system bootp BOOTP BOOTP

IP BOOTP
IP 1
1 BOOTP
P

Global configuration

[ no] system dhcp DHCP DHCP
IP DHCP IP
250 250
DHCP P

Global configuration

[ no]

enabl e <string>

Privilege EXEC
disabled
Global configuration

show system

User EXEC
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System host log configuration

78
[no] 1 ogging host <1-2> address <IP
addr ess> IP 100.10.1.1
Global configuration
| oggi ng host <1-2> severity <1-7>
7
Global configuration
| oggi ng host <1-2> facility <1-7>
0
Global configuration
[no] 1 ogging console
Global configuration
[no] 1 ogging | og {<feature>}
e cfg
o cli
e console
e dotlx
° ip
e management
. ntp
e  ospf
e rmon
e spanning-tree-group
e ssh
e  system
. ufd
e vlan
e vrrp
e web

Global configuration

show | oggi ng
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Secure Shell Server configuration

Telnet SSH
SSH SSH
SSH Telnet
(BBI)
SSH
SSH
79 SSH
ssh interval <0-24> RSA
RSA 0 RSA

Global configuration

ssh scp-password (SCpP)
SCP scpadmin
SCP
SCP

Global configuration

ssh gener at e- host - key RSA
(SSH)

Global configuration

ssh gener at e- server - key RSA
(SSH)

Global configuration
ssh port <TCP port SSH
nunber > Global configuration
ssh scp-enabl e SCP apply/save

Global configuration
no ssh scp-enabl e SCP apply/save

Global configuration
ssh enabl e SSH

Global configuration
no ssh enabl e SSH

Global configuration
show ssh SSH

User EXEC
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RADIUS server configuration

RADIUS

RADIUS
80 RADIUS

[no] radius-server primary-host RADIUS IP -
<I P address> key <1-32 RADIUS
charact er s> Global configuration
[no] radius-server secondary- RADIUS IP -
host <IP address> key <1-32 RADIUS
char act er s> Global configuration
radi us-server port <UDP port UDP 1500 3000
nunber > 1645
Global configuration
radi us-server retransnmt <1-3> RADIUS 13
3
Global configuration
radi us-server timeout <1-10> RADIUS 1
10 3

Global configuration

[no] radius-server telnet- Telnet/SSH/ HTTP/HTTPS  RADIUS
backdoor

Global configuration
[no] radius-server secure- Telnet/SSH/ HTTP/HTTPS
backdoor RADIUS

Global configuration
radi us-server enabl e RADIUS

Global configuration
no radi us-server enable RADIUS

Global configuration
show radi us-server RADIUS

User EXEC

RADIUS
RADIUS
(t el net - backdoor)
nor adi us

Telnet

Telnet/SSH/HTTP/HTTPS

(secur e- backdoor)

nor adi us RADIUS
RADIUS

nor adi us RADIUS
RADIUS
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TACACS+server configuration

TACACS+ (Terminal Access Controller Access Control System)

TACACS+ RADIUS TACACS
TACACS+ RFC 1492
TACACS+ RADIUS TACACS+ TCP
RADIUS UDP RADIUS 1
TACACS+ 2
TACACS+ RADIUS
. TCP
[ ]
L]
TACACS+
81 TACACS+
[no] tacacs-server primary-host <IP TACACS+ P
address> key <1-32 characters> -TACACS+
Global configuration
[no] tacacs-server secondary-host TACACS+ P
<| P address> key <1-32 characters> -TACACS+
Global configuration
tacacs-server port <TCP port nunber> TCP 1 65000
49
Global configuration
tacacs-server retransmt <1-3> TACACS+
3 3
Global configuration
tacacs-server tineout <4-15> TACACS+
4 15 5
Global configuration
[no] tacacs-server telnet-backdoor Telnet/SSH/HTTP/HTTPS  TACACS+

Global configuration

[ no] tacacs-server secure-backdoor
Telnet/SSH/HTTP/HTTPS  TACACS+

Global configuration

[no] tacacs-server privil ege-mappi ng TACACS+

Global configuration

[no] tacacs-server user-mappi ng <0- TACACS+
15> {user| oper| adm n} TACACS+ (0 15)
(user oper admin)
Global configuration
tacacs-server enable TACACS+
Global configuration
no tacacs-server enable TACACS+
Global configuration
show t acacs- server TACACS+

User EXEC
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TACACS+ Telnet/SSH/HTTP/HTTPS
TACACS+
telnet-backdoor secure-backdoor
not acacs
Telnet not acacs TACACS+
TACACS+
not acacs TACACS+
TACACS+
NTP server configuration
NTP
NTP
82 NTP
[no] ntp primary-server <IP NTP IP
addr ess> 100.10.1.1
Global configuration
[no] ntp secondary-server NTP IP
<I P address> 100.10.1.1
Global configuration
ntp interval <1-44640> NTP (1
44640) 1440
Global configuration
ntp enable NTP
Global configuration
no ntp enable NTP
Global configuration
show ntp NTP
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System SNMP configuration

SNMP
SNMP
MIB Management Information Base 1

SNMP SNMP MIB

e MIBII (RFC 1213)
e Ethernet MIB (RFC 1643)
e  Bridge MIB (RFC 1493)

SNMP UDP 161 SNMP
SNMP
SNMP
L]
L]
°
. SNMP
. Read
. Write
SNMP
83 SNMP
[no] hostnane <1-64 64
charact er s> Global configuration
[no] snnp-server location <1- 64
64 characters>
Global configuration
[no] snmp-server contact <1- 64
64 characters> Global configuration
snnp-server read-comunity SNMP Read SNMP
<1- 32 characters> “get” 32
public
Global configuration
snnp-server wite-conmunity SNMP Write SNMP
<1-32 characters> “set” “get”
32 private
Global configuration
snnp-server timeout <1-30> SNMP
1 30 5

Global configuration

[ no] snmp-server
aut hentication-trap enabl e
Global configuration

[no] snnp-server link-trap SNMP
<1- 24> enabl e
Global configuration

[no] snmp-server ufd-trap Uplink Failure Detection (UFD)

Global configuration

show snnp- server SNMP
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SNMPv3 configuration

SNMP 3 SNMPv3 SNMPV2
SNMP
. SNMP
[ ]
]
. SNMP
SNMPv3 RFC2271 RFC2275
SNMPv3
84 SNMPv3
snnp-server user <1-16> (UsSM)

1 16
User Security Model configuration

Global configuration

snnp-server view <1-128>

MIB 1 128
SNMPvV3 View configuration

Global configuration

snnp-server access <1-32>

1 32
View-based Access Control
Model configuration
Global configuration

snnmp-server group <1-16> SNMP
SNMP
1 16
SNMPv3 Group configuration
Global configuration
snnp-server community <1-16>
1 16
SNMPv3
Community Table configuration
Global configuration
snnp-server target-address
<1-16> 1

16
SNMPvV3 Target Address Table configuration

Global configuration

snnp-server target-paraneters SNMP
<1-16>
1 16
SNMPvV3 Target Parameters Table configuration

Global configuration

snnp-server notify <1-16>
1 16
SNMPv3 Notify Table
configuration

Global configuration
snmp-server version SNMP 1 2
{v1lv2v3| v3onl y} viv2v3

Global configuration

show snnp-server v3

SNMPv3
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SNMPv3 User Security Model configuration

USM
85 USM

USM

snnp-server user <1-16>
nane <1-32 characters>

32

Global configuration

snnp-server user <1-16>
aut henti cati on- prot ocol

HMAC-MD5-96 HMAC-SHA-96 none

{md5| sha| none} usm 1,2 none
[aut henti cati on- password
<passwor d>]

Global configuration
snnp-server user <1-16>
privacy-protocol {des|none}
[ privacy- password
<passwor d>] des CBC-DES

none des
MD5 HMAC-SHA-96
none

Global configuration
no snnp-server user <1-16> USM

Global configuration
show snnp-server v3 user USM

SNMPv3 View configuration
SNMPv3
86 SNMPv3
snnp-server view <1-128> 32
nane <1-32 characters> Global configuration
snnp-server view <1-128> (e]]») 64 mask
tree <1-64 characters>
1.3.6.1.2.1.1.1.0

Global configuration
snnp-server view <1-128> 32 tree
mask <1-32 characters>

Global configuration
snnp-server view <1-128> tree  mask name MIB

type {incl uded| excl uded}

Global configuration

no snmp-server view <1-128>

Global configuration

show snnp-server v3 view
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SNMPv3 View-based Access Control Model configuration

87

snnmp-server access <1-32> SNMPv3 Group configuration
nane <1-32 characters>
Global configuration

snnp-server access <1-32>

security {usm snnpvl| snnmpv2} Global configuration

snnp- server access <1-32>

I evel {noAut hNoPri v| aut hNo- noAut hNoPr i v

Priv|authPriv} SNMP aut hNoPri v
aut hPriv

Global configuration

snnp-server access <1-32> Read MIB 32
read-vi ew <1-32 characters>

Global configuration

snnp-server access <1-32> Write MIB 32
wite-view <1-32 characters>

Global configuration

snnp- server access <1-32> MIB 32
notify-view <1-32 Global configuration
characters>

no snnp-server access <1-32>
Global configuration

show snnp-server v3 access

SNMPv3 Group configuration
SNMPv3
88 SNMPv3

snnp-server group <1-16>
security {usm snnpvl| snnmpv2} Global configuration

snnp-server group <1-16> UB[ Bk rSeuit yMde)
user-nanme <1-32 characters>
Global configuration

snnp-server group <1-16> 32
group- nane <1-32 characters> Global configuration

no snnp-server group <1-16> vacnBecurityToG oup
Global configuration

show snnp-server v3 group vacntecurityToG oup
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SNMPv3 Community Table conf

SNMPv3
89 SNMPv3

iguration
SNMP

snnp-server comunity <1-16>
i ndex <1-32 characters>

32

Global configuration

snnp-server comunity <1-16> SNMP 32
nane <1-32 characters> Global configuration
snnp-server community <1-16> USM
user - nanme <1-32 characters>

Global configuration
snnp-server comunity <1-16> SNMPv3 Target Address Table
tag <1-255 characters> configuration

SNMP

Global configuration

no snnp-server comunity
<1-16>

Global configuration

show snnp-server v3 conmunit

y

SNMPv3 Target Address Table configuration

SNMP
SNMPv3

90 SNMPv3

snnp-server target-

address <1-16> address
<transport |P address>
name <1-32 characters>

<transport IP address> SNMP
name

Global configuration

snnp-server target-
address <1-16> name <1-32
charact ers> address
<transport |P address>

<transport IP address> SNMP

name

Global configuration

snnp- server target-
address <1-16> port
<transport address port>

SNMP

Global configuration

snnp-server target-
address <1-16> tagli st
<1-255 characters>

255
Global configuration

snnp-server target-
address <1-16>

par anet er s- nane <1-32
char act er s>

S N ¥BPTa ge tP aa et es Ta be
cohi gr & o

Global configuration

no snnp-server target-
address <1-16>

Global configuration

show snnp-server v3
t ar get - addr ess
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SNMPv3 Target Parameters Table configuration

SNMP
SNMPv3 SNMPv2c SNMPv1 USM
noAut hnoPriv authNoPriv authPriv
SNMPv3
91 SNMPv3
snnp-server target-
paraneters <1-16> nanme <1-32
char act er s> Global configuration
snnp-server target- SNMP
paraneters <1-16> nessage
{snnmpv1| snnpv2c| snnpv3} Global configuration
snnp-server target- SNMP
paraneters <1-16> security
{usn snmpv1| snnpv?2} Global configuration
snnp-server target- SNMP USM
parameters <1-16> user-nane
<1- 32 characters> Global configuration
snnp-server target- SNMP
paraneters <1-16> | evel noAut hNoPri v
{noAut hNo- SNMP
Priv| aut hNoPri v| aut hPri v} aut hNoPri v
aut hPriv
Global configuration
no snnp-server target- t ar get Par ansTabl e
paraneters <1-16> Global configuration
show snnp-server v3 target- t ar get Par ansTabl e
par anet ers
SNMPv3 Notify Table configuration
SNMPvV3
92 SNMPv3
snnp-server notify <1-16>
nane <1-32 characters> Global configuration
snnp-server notify <1-16> SNMPv3 Target Address Table configuration
tag <1-255 characters>
Global configuration
no snnp-server notify <1-
16> Global configuration
show snnp-server v3
notify
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System Access configuration

93

[no] access http enabl e

HTTP

Global configuration

access http port <TCP port HTTP 80
nunmber >
Global configuration
[no] access snnp {read- SNMP read-only read-write
only|read-wite}
Global configuration
[no] access telnet enable Telnet
Global configuration
access tel net port <TCP Telnet 23
port nunber > Global configuration
access tftp-port <TFTP port TFTP 69

nunber >

Global configuration

show access

User EXEC
Management Network configuration
Management Newtork 10
94 Management Newtork
access managenent - network <IP Telnet SNMP
address> <I P mask> IP
IP

Global configuration

no access nmanagemnent - network <IP

address> <| P mask>

Global configuration

show access nanagenent - net wor k

User EXEC

cl ear access nmanagenent - net wor Kk

User EXEC
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User Access Control configuration

95

access user eject <user
nane> Global configuration

access user user- (user) 128 )
password <1-128
charact er s>

Global configuration

access user operator- (oper) 128 )
password <1-128
char act er s>

Global configuration

access user (admi n) 128
adm ni strat or-password
<1-128 characters>

Global configuration

show access user
User EXEC

User ID configuration
ID
96 ID

access user <1-10> |evel
{user| operator|adm ni strator}
Global configuration

access user <1-10> nanme <1-8 8
charact er s> Global configuration
access user <1-10> password 128

Global configuration
access user <1-10> enable ID

Global configuration
no access user <1-10> enable ID

Global configuration
no access user <1-10> ID

Global configuration

show access user
User EXEC
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HTTPS Access configuration

HTTPS
97 HTTPS
[no] access https HTTPS BBI
enabl e disabled
Global configuration
access https port <TCP HTTPS 443
port nunber > Global configuration
access https generate- SSL HTTPS
certificate
. 2 []: JP
. [ ]: Tokyo
. [ ]: Fuchu
. [ ]: NEC
. [ ]: SIGMABLADE
. [ ]: Taro
. E [ ]: info@nec.com
30 SSL
Global configuration
access https save- Web
certificate
Global configuration
show access SSL

User EXEC
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Port configuration

17

98

interface port <port nunber>

Global configuration

dot 1p <0-7> 802.1p
Interface port
pvid <1-4094> VLAN VLAN
19 1
VLAN4095
Interface port
name <1-64 characters> 64
Interface port
[no] rnon
RMON
Interface port
[no] tagging VLAN
Interface port
[no] tag-pvid VLAN VLAN
VLAN ID PVID
VLAN

Interface port

[no] broadcast-threshol d <0-
262143> (no)

Interface port

[no] multicast-threshold <O-
262143> (no)

Interface port

[no] dest-Iookup-threshold
<0-262143> (no)

Interface port

no shut down
Interface port

shut down
Temporarily
disabling a port
Interface port

show i nterface port <port
nunber >

Temporarily disabling a port
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Router# interface port <port number> shut down

Port link configuration

99

speed {10]| 100]| aut o}

10 10Mb/s
100 100Mb/s
auto

1 16,18 21 10000Mb/s

Interface port

dupl ex {full]|hal f|any}

full
half
e any
1 16,18 21 full
Interface port
fl owcontr ol
{receive| send| bot h} ® receive
e send
° both
e none
17  both
half none
Interface port
no flowcontrol none

Interface port

[no] auto

Interface port

show interface port <port
nunber >
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ACL Port configuration
Access Control List

100 ACL Port

[no] access-control |ist ACL
<1- 384> Interface port
[ no] access-control group ACL Group
<1- 384> Interface port
show i nterface port ACL
<port number> access-
contr ol
Layer 2 configuration
2
101 2
vl an <1-4094> VLAN

Global configuration

[no] spanning-tree
upl i nkf ast

Fast Uplink Convergence

STG128

65500 18 21

Global configuration

STG

3000

spanni ng-tree uplinkfast Uplink Fast
max- updat e-rate <10-200>
10 200 40
Global configuration
show | ayer 2 2
802.1x configuration
IEEE 802.1x Authenticator
802.1x
102 2
dot 1x enabl e 802.1x
Global configuration
no dot 1x enabl e 802.1x
Global configuration
show dot 1x 802.1x
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802.1x Global configuration

802.1x Global Configuration
802.1x Global

103 802.1x Global

dot 1x node {[force-
unaut hori zed| aut o| f or ce-
aut hori zed] }

° force-unauth
° auto RADIUS

e  force-auth

force-auth
Global configuration

dot 1x quiet-time <0-65535>

EAP-Request/Identity

60
Global configuration

dot1x transmt-interval
<1- 65535>

EAP-Request/Identity
EAP-
Response/ldentity
30
Global configuration

dot 1x supplicant-tinmeout
<1- 65535>

EAP-Request
EAP-Response
30
Global configuration

dot 1x server-tinmeout <1-
65535>

RADIUS
30
EAP-Response
RADIUS Access-Request radius-server
timeout 3
Global configuration

dot 1x max-request <1-10>

EAP-Request

Global configuration

dot 1x re-authentication-
i nterval <1-604800>

3600
Global configuration

[no] dotlx re-authenticate

Global configuration

default dot 1x

802.1x
Global configuration

show dot 1x

802.1x
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802.1x Port configuration

802.1x Port Configuration
802.1x

104 802.1x Port

dot 1x node {[force-
unaut hori zed| aut o| f or ce- e  force-unauth

aut hori zed] } e auto RADIUS

e  force-auth

force-auth
Interface port
dot 1x quiet-time <0-65535> EAP-Request/Identity
60
Interface port
dot 1x transmt-interval EAP-Request/Identity
<1- 65535> EAP-
Response/ldentity
30
Interface port
dot 1x supplicant-tinmeout EAP-Request
<1- 65535> EAP-Response
30
Interface port
dot 1x server-timeout <1-
65535> RADIUS
30
Interface port
dot 1x max-request <1-10> EAP-Request
2
Interface port
dot 1x re-authentication-
i nterval <1-604800>
3600
Interface port
[no] doti1x re-authenticate
Interface port
default dot 1x 802.1x
Interface port
show dot 1x 802.1x
show interface port <1- 802.1x

16, 18- 21> dot 1x
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Rapid Spanning Tree Protocol/Multiple Spanning Tree

Protocol configuration

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning

Tree Protocol (MSTP) MSTP VLAN
32
MSTP VLAN 1 1 CIST
MSTP 1
Multiple Spanning Tree
105 Multiple Spanning Tree
[no] spanning-tree nstp MSTP 1 MSTP
name <1-32 characters>
Global configuration
spanni ng-tree nstp MSTP 1 MSTP
versi on <0-65535>
0 65535 1
Global configuration
spanning-tree nstp
maxi mum hop <4- 60> 4 60 20
Global configuration
spanni ng-tree node STP
{mst|rstp| pvst} e  Rapid Spanning Tree mode (rstp)
e  Multiple Spanning Tree mode (mstp)
e  Per VLAN Spanning Tree (pvst)
pvst
Global configuration
show spanni ng-tree nstp RSTP/MSTP
nr st
e |EEE 802.1wRSTP 1 STG 1
'rstp’ VLAN 1
VLAN 1 RSTP STG 1
. ‘mstp’ IEEE 802.1s
MSTP VLAN

o |EEE 802.1s MSTP IEEE 802.1w RSTP

. PVST+

rapid convergence

rapid convergence

Configuration Commands 100



o PVST+ Cisco Rapid PVST+

e MSTP/RSTP 'mstp' 'rstp’ Cisco Rapid PVST+
e PVST+ Cisco PVST+
e MSTP/RSTP 'mstp’  Cisco MST/RSTP

Common Internal Spanning Tree configuration

CIST MSTP
0
CIST
106 CIST
spanni ng-tree mstp VLAN CIST 1 1 VLAN Enter
ci st-add-vl an <1-4095> VLAN
Global configuration
default spanning-tree CIST
nstp ci st Global configuration
show spanni ng-tree nstp CIST
ci st
CIST bridge configuration
CIST MSTP CIST
STP/PVST+
CIST
107 CIST
spanning-tree nstp cist- CIST
bridge priority <0-65535>
0 65535 32768

RSTP RSTP
Bridge Spanning Tree configuration

Global configuration

spanni ng-tree nmstp cist- CIST Max Age MSTP
bri dge maxi num age <6-40> BPDU
6 40 20
RSTP RSTP

Bridge Spanning Tree configuration

Global configuration

spanni ng-tree nmstp cist- CIST  Forward Delay
bri dge forward-del ay <4-30>

4 30 15
RSTP RSTP

Bridge Spanning Tree configuration

Global configuration
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107 CIST

show spanni ng-tree mstp ci st CIST
CIST port configuration
CIST MST CIST
STP/PVST+
L[]
[ ]
[ )
L]
[ )
[ )
L]
CIST
108 CIST
spanning-tree nstp ci st CIST
interface-priority <0-240>
0 240 16 0 16 32
128
Interface port
spanni ng-tree nmstp cist path- CIST
cost <0-200000000>
2000
Interface port
spanning-tree nmstp cist hello CIST Hello Time
<1-10> BPDU (Bridge Protocol Data Unit)
1 10 2
Interface port
spanning-tree nstp cist |ink-
type {auto| p2p| shared} e auto
e p2p Point-to-Point protocol
e  shared
auto
Interface port
[no] spanning-tree mstp cist
edge
1 16
Interface port
spanning-tree nstp cist enable CIST 18
21
Interface port
no spanni ng-tree nstp cist CIST
enabl e Interface port
show i nterface port <port CIST

nunber > spanning-tree nstp ci st
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Spanning Tree configuration

IEEE 802.1D (STP)  Cisco PVST+
127 STG 128

RSTP STP 1

109

spanni ng-tree stp <1-128> vlan <1- VLAN
4094> VLAN ID
Global configuration

no spanning-tree stp <1-128> vl an VLAN
<1-4094>
Global configuration

no spanni ng-tree stp <1-128> vl an VLAN
al |
Global configuration

spanni ng-tree stp <1-128> enable
Global configuration

no spanning-tree stp <1-128>
enabl e Global configuration

default spanning-tree stp <1-128>

Global configuration

show spanni ng-tree stp <1-128>
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Bridge Spanning Tree configuration

STP
°
. Hello Time
. Max Age
. Forward Delay
[ ]
110
spanni ng-tree stp <1-128> bridge
priority <0-65535>
0 65535 32768
RSTP/MSTP 0 61440 4096 O
4096 8192 ... 32768
Global configuration
spanni ng-tree stp <1-128> bridge Hello Time
hello-tine <1-10> BPDU (Bridge Protocol Data Unit)
1 10 2
Global configuration
spanni ng-tree stp <1-128> bridge Max Age STP
mexi num age <6-40> BPDU
6 40 20
Global configuration
spanni ng-tree stp <1-128> bridge Forward Delay
forward- del ay <4-30>
4 30 15

Global configuration
show spanni ng-tree stp <1-128> STP
bri dge

STP

. 2*(fwd-1) > mxage
. 2*(hello+1) < mxage
fwd Forward Delay mxage MaxAge hello Hello Time
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Spanning Tree port configuration

STP/PVST+ 1 16 17
18 21 RSTP/MSTP
1 16 17 18 21
STP

STP
[ )
L]

111

spanni ng-tree stp <1-128>
priority <0-255> 1

0 255 128
RSTP/MSTP 0 240 16 0 16 32
128
Interface port

spanni ng-tree stp <1-128>
pat h- cost <0-200000000>

0 65535 17
17 0
RSTP/MSTP 1 200000000 17
2000 17 20000

Interface port

spanning-tree stp <1-128>

I'ink {auto| p2p| shared} e auto
s p2p Point-to-Point protocol
e shared
RSTP
Interface port
[no] spanning-tree stp <1-
128> edge
16
RSTP
Interface port
[no] spanning-tree stp <1- Fast Forwarding
128> fastforward
Interface port
spanni ng-tree stp <1-128> STP 18 21
enabl e
Interface port
no spanni ng-tree stp <1- STP
128> enabl e Interface port
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Fowarding Database configuration

FDB
112 FDB
mac- address-tabl e aging FDB Aging Time 300
<0- 65535> Global configuration
show mac- address-tabl e FDB

Static FDB configuration

FDB
113 FDB
mac- address-tabl e static FDB
<MAC address> vl an <VLAN> Global configuration
port <port>
no nmac-address-table static FDB
[ <MAC addr ess>| <VLAN>] Global configuration
no nmac-address-table static FDB FDB
all [mac <MAC address>| vl an
<VLAN>| port <port >] e MAC
° VLAN
[ ]
e Al
Global configuration
Trunk configuration
1
12
. 1
. 6
. 1
. Cisco® EtherChannel®
114
portchannel <1-12> port <port
nunber > Global configuration
no portchannel <1-12> port <port
nunber > Global configuration

portchannel <1-12> enable
Global configuration

no portchannel <1-12> enable
Global configuration

no portchannel <1-12>
Global configuration
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114

show port channel

<1-12>

Layer 2 IP Trunk Hash configuration
Trunk Hash
e SMAC( MAC )
. DMAC ( MAC )
e SIP( P )
e DIP( P )
e SIP+DIP( IP IP)
. SMAC + DMAC ( MAC

IP Trunk Hash
115 IP Trunk Hash

MAC)

portchannel hash source-nmac- MAC Trunk Hash
addr ess

Global configuration
portchannel hash destination-nac- MAC Trunk Hash
address

Global configuration
portchannel hash source-ip- P Trunk Hash
addr ess

Global configuration
portchannel hash destination-ip- P Trunk Hash
address Global configuration
portchannel hash source- IP P Trunk Hash
destination-ip

Global configuration
portchannel hash source- MAC MAC Trunk Hash
destinati on-nmac

Global configuration
show portchannel hash Trunk Hash
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Link Aggregation Control Protocol configuration

LACP
116 LACP
| acp systempriority <1-65535> (1 65535)
32768
Global configuration
lacp tinmeout {short]|long} LACP
short 3
long 90 long
LACPDU
long CPU
90 100% LACP
Global configuration
show | acp LACP
LACP Port configuration
LACP Port
117 LACP Port
| acp node {off|active| passive} LACP
e Off LACP
off
e active LACP active
active LACPDU
e passive LACP passive
passive LACPDU
active LACPDU
Interface port
lacp priority <1-65535>
32768
Interface port
lacp key <1-65535> admin key admin key  oper
key LACP

Interface port

show i nterface port <port
|l acp

nunber >

LACP
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VLAN configuration

VLAN VLAN VLAN VLAN
VLAN1, 4095 VLAN 1,000 VLAN
VLAN 4095
VLAN
VLAN
118 VLAN
vl an <1-4095> VLAN
Global configuration
name <1-32 characters> VLAN VLAN
VLAN configuration
stg <0-127> VLAN
STP/PVST+ <1-127>
RSTP <1>
MSTP <0-32> (0 CIST)
VLAN configuration
menber <port nunber > VLAN
VLAN configuration
no nenber <port nunber> VLAN
VLAN configuration
enabl e VLAN
VLAN configuration
no enabl e VLAN
VLAN configuration
no vl an <1-4095> VLAN
Global configuration
show vl an <1-4095> VLAN
1 VLAN VLAN
VLAN VLAN 1 VLAN 1
VLAN VLAN 1 VLAN
VLAN
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Layer 3 configuration

3
119 3

interface ip <1-250> IP

Global configuration
route-mp <1-32> IP Route Map

Global configuration
router rip Router RIP

Global configuration
router ospf Router OSPF

Global configuration
router vrrp VRRP

Global configuration
ip router-id <IP address> D

Global configuration
show | ayer 3 IP

IP interface configuration

256 IP IP
IP IP
IP
120 IP

interface ip <1-250> IP

Global configuration
i p address <IP address> <|P net mask> P

10

Interface IP configuration

vl an <1-4094> VLAN
1 VLAN
VLAN P

Interface IP configuration
[no] relay BOOTP relay

Interface IP configuration
enabl e IP

Interface IP configuration
no enabl e IP

Interface IP configuration
no interface ip <1-250> IP

Global configuration
show interface ip <1-250>

1 IP BOOTP

250
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Default Gateway configuration
4 254

1 2 3 4 254

IP
121 1P
i p gateway <1-4, 254> address IP IP 10
<| P address>
Global configuration
i p gateway <1-4, 254> interval ping
<0- 60>
0 60 2
Global configuration
ip gateway <1-4, 254> retry 1 120
<1-120> 8
Global configuration
[no] ip gateway <1-4, 254> ARP
ar p- heal t h- check Global configuration

i p gateway <1-4, 254> enable
Global configuration

no ip gateway <1-4, 254>
enabl e Global configuration

no ip gateway <1-4, 254>
Global configuration

show i p gateway <1-4, 254>

254

IP Static Route configuration

122

ip route <IP subnet> <IP =)
net mask> <| P next hop> <IP
interface (1-250)>

Global configuration

no ip route <IP subnet> <IP
net mask>

Global configuration

show ip route static P
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Address Resolution Protocol configuration

ARP TCP/IP 1P
1P
P 1P
ARP P
ARP
123 ARP
ip arp rearp <2-120> ARP 2 120
10
Global configuration
show ip arp ARP
Static ARP configuration
Static ARP
124 Static ARP
ip arp <IP address> <MAC ARP
addr ess> <VLAN numrber > Global configuration
<port nunber>
no ip arp <l P address> ARP
Global configuration
clear ip arp-cache ARP
Global configuration
show ip arp static ARP
IP Forwarding configuration
IP
125 1P
[no] ip routing direct-
br oadcast s
Global configuration
i p routing IP Forwarding
Global configuration
no ip routing IP Forwarding
Global configuration
show ip routing IP Forwarding
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Network Filter configuration

Network Filter

126 Network Filter

i p mat ch-address <1-256> <|P
address> <| P net nask>

IP

Global configuration

i p match-address <1-256>
enabl e

Network Filter

Global configuration

no i p match-address <1-256>
enabl e

Network Filter

Global configuration

no i p match-address <1-256>

Network Filter

Global configuration

show i p mat ch-address [<1-
256>]

Network Filter
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Route Map configuration

Route Map
127 Route Map

Map Number 1 32

route-map <1-32>

Route Map configuration
Global configuration

[no] access-list <1-8> Access List
IP Access List configuration
Route Map
[no] metric <1-16777214>
Route Map
[no] nmetric-type {1]2} OSPF
e Typel
e Type?2
. no OSPF
Route Map
precedence <1-255>
10
Route Map
enabl e Route Map
Route Map
no enabl e Route Map
Route Map
no route-mp <1-32> Route Map
Global configuration
show rout e-map [ <1-32>] route
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IP Access List configuration

Route Map Number

1 32

IP Access List

128 IPAccess List

Access List Number

1 8

IP Access List

[no] access-list

<1-8> match-

Network Filter Number

address <1-256> Route Map
[no] access-list <1-8> netric AS-External(ASE) LSA
<1-16777214> Route Map
access-list <1-8> action access list permit deny
{permt|deny}

Route Map
access-list <1-8> enable access list

Route Map
no access-list <1-8> enable access list

Route Map
no access-list <1-8> access list

Route Map
show rout e-map <1-32> access- access list

list <1-8>
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Routing Information Protocol configuration

RIP

129 RIP

RIP

Routing Information Protocol

router rip

RIP configuration

Global configuration

timers update <1-120> RIP

30

Router RIP
enabl e RIP

Router RIP
no enabl e RIP

Router RIP
show ip rip RIP

RIP Interface configuration
RIP Routing Information Protocol
RIPv2 RIPv1
RIP Interface
130 RIP Interface
iprip version {1| 2| both} RIP
version 2

Interface IP
[no] ip rip supply

Interface IP
[no] ipriplisten

Interface IP
[no] ip rip poison

Interface IP
[no] iprip split-horizon

Interface IP
[no] ip rip triggered Triggered Update Triggered Update

Update
Update

Interface IP

[no] ip rip multicast-updates Update
224.0.0.9
Interface IP
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130 RIP Interface

[no] ip rip default-action RIP
{bot h| l'i st en| suppl y| none} listen RIP
supply
both listen  supply none
none
Interface IP
iprip netric <1-15>
Interface IP
[no] ip rip authentication no
type password Interface IP
[no] ip rip authentication key
<passwor d> Interface IP
ip rip enable RIP
Interface IP
no ip rip enable RIP
Interface IP
show interface ip <1-250> rip RIP

RIP Route Redistibute
131 RIP Route Redistribute

RIP Router Redistribution configuration

redistribute
{fixed|static|ospf|eospf} <1-
32>

redistribution

RIP route redistribution
route redistribution
redistribute
Router RIP

no redistribute
{fixed|static|ospf|eospf} <1-

RIP route redistribution

32> Router RIP
[no] redistribute
{fixed|static|ospf|eospf}
export {netric <1-15>} no
Router RIP

show ip rip redistribute

RIP Redistribut
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Open Shortest Path First configuration

Open Shortest Path First (OSPF)

132 OSPF
router ospf Router OSPF configuration
Global configuration
area <0-2> OSPF

OSPF Area Index configuration

Router OSPF

area-range <1-16>
OSPF Summary Range configuration

Router OSPF
area-virtual -1ink <1-3>
OSPF Virtual Link configuration
Router OSPF
nmessage- di gest - key <1-249> MD5
md5- key <key string> Router OSPF
host <1-128> OSPF 128
IP
OSPF
(ABR) ABR
OSPF Host Entry configuration
Router OSPF
| sdb-1imt <0-2000> LSDB 0
Router OSPF
[no] default-information <1-
16777214> {1]| 2} no
Router OSPF
enabl e OSPF
Router OSPF
no enabl e OSPF
Router OSPF
show i p ospf OSPF

Configuration Commands 118



OSPF Area Index configuration
OSPF Area Index
133 OSPF Area Index

area <0-2> area-id <A . B.C. D> OSPF ID
Router OSPF
area <0-2> type
{transit| stub| nssa} transit
° transit
INSSA
. stub
1
. NSSA
NSSA
Autonomous System (AS)
NSSA
transit
Router OSPF
area <0-2> stub-netric <1-
65535>
1
Router OSPF
[no] area <0-2>
aut henti cation-type e no
{passwor d| nd5} e  password
. MD5 MD5
no
Router OSPF
area <0-2> spf-interval <1- SPF(shortest path first)
255> 10
Router OSPF
area <0-2> enabl e OSPF
Router OSPF
no area <0-2> enabl e OSPF
Router OSPF
no area <0-2> OSPF
Router OSPF
show i p ospf area <0-2> OSPF
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OSPF Summary Range configuration
OSPF Summary Range
134 OSPF Summary Range

area-range <1-16> address <IP IP
address> <I P net nask>
Router OSPF
area-range <1-16> area <0-2> 0
Router OSPF
[no] area-range <1-16> hide OSPF
no
Router OSPF
area-range <1-16> enabl e OSPF
Router OSPF
no area-range <1-16> enabl e OSPF
Router OSPF
no area-range <1-16> OSPF
Router OSPF
show i p ospf area-range <1-16> OSPF
OSPF Interface configuration
OSPF Interface
135 OSPF Interface
ip ospf area <O0-2>
Interface IP
ip ospf priority <0-255> OSPF
255 1
0 Designated
Router(DR) Backup Designated Router(BDR)
1
Interface IP
i p ospf cost <1-65535>
1
Interface IP
ip ospf hello-interval <1- hello
65535> 10
Interface IP
i p ospf dead-interval <1- hello
65535>
40
Interface IP
ip ospf transit-delay <1-3600> Transit Delay 1
Interface IP
ip ospf retransmt-interval 5
<1-3600> Interface IP
[no] ip ospf key <key string>
Interface IP
[no] ip ospf nessage-digest- MD5
key <1-255> no
Interface IP
ip ospf enable OSPF
Interface IP
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135 OSPF Interface

no i p ospf enable OSPE

Interface IP
no i p ospf OSPF

Interface IP
show interface ip <1-250> ospf OSPF

OSPF Virtual Link configuration
OSPF Virtual Link
136 OSPF Virtual Link

area-virtual -link <1-3> area
<0-2> 0

Router OSPF
area-virtual -1ink <1-3> hell o- hello 10
i nterval <1-65535>

Router OSPF
area-virtual -1ink <1-3> dead- hello
interval <1-65535>

60

Router OSPF
area-virtual -1ink <1-3> Transit Delay 1
transit-delay <1-3600>

Router OSPF
area-virtual -link <1-3> 5
retransmt-interval <1-3600> Router OSPF
area-virtual -1ink <1-3> neighbor ID
nei ghbor-router <IP address> 0.0.0.0

Router OSPF
[no] area-virtual -link <1-3> 8
key <key string>

Router OSPF
[no] area-virtual-link <1-3> MD5 no
nmessage- di gest - key <1-255>

Router OSPF
area-virtual -1ink <1-3> enable oOspfr

Router OSPF
no area-virtual-link <1-3> OSPF
enabl e Router OSPF
no area-virtual-link <1-3> OSPF

Router OSPF
show i p ospf area-virtual-link ospfr
<1-3>

OSPF Host Entry configuration
OSPF Host Entry
137 OSPF Host Entry

host <1-128> address <IP IP
addr ess> 100.10.1.1

Router OSPF
host <1-128> area <0-2> OSPF

0
Router OSPF
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137 OSPF Host Entry

host <1-128> cost <1-65535>

{fixed|static|rip} <1-32>

Router OSPF
host <1-128> enabl e OSPF
Router OSPF
no host <1-128> enabl e OSPF
Router OSPF
no host <1-128> OSPF
Router OSPF
show i p ospf host <1-128> OSPF
OSPF Route Redistribution configuration
OSPF Route Redistribution
138 OSPF Route Redistribution
redistribute rmap list

route redistribution list

Router OSPF
no redistribute route redistribution list rmap
{fixed|static|rip} <1-32> list

Router OSPF
[no] redistribute external

{fixed|static|rip} export
metric<1l-16777214> netric-
type{1] 2}

OSPF AS - external LSA

Router OSPF

show i p ospf redistribute

OSPF route map

OSPF MD5 Key configuration

OSPF MD5 Key
139 OSPF MDS5 Key

nmessage- di gest - key <1-255>
nd5- key <key string>

no nessage-di gest-key <1-255>

show i p ospf nessage-di gest -
key <1-255>

OSPF (16
Router OSPF
OSPF
Router OSPF
OSPF MD5
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IGMP configuration

IGMP

IGMP snooping configuration

IGMP
140 IGMP
i p ignmp snoop tinmeout <1-255> IGMP (MRT)
IGMP
1 1 255 10
Global configuration
ip ignmp snoop nrouter-tineout <1- IGMP Mrouter Mrouter
600> nrto Mrouter
1 600
255
Global configuration
ip ignp snoop query-interval <1-600> IGMP 1
600 125
Global configuration
ip ignmp snoop robust <2-10> IGMP
2
Global configuration
[no] ip ignp snoop flood unregistered IP
Global configuration
[no] ip ignp snoop aggregate IGMP Membership Report aggregation
Global configuration
ip ignmp snoop source-ip <IP address> IGMP Group Specific Query  Proxy
P
Global configuration
ip ignp snoop vlan <1-4094> VLAN IGMP
Global configuration
no ip ignp snoop vlan <1-4094> VLAN IGMP
Global configuration
no ip ignp snoop vlan all VLAN IGMP
Global configuration
[no] ip ignp snoop vlan <1-4094> Fast Leave Leave
fast-1|eave
Fast Leave IGMP
Global configuration
ip ignmp snoop enable IGMP
Global configuration
no ip ignp snoop enabl e IGMP
Global configuration
show i p i gnp snoop IGMP
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IGMPVv3 Snooping configuration

IGMPv3
141 IGMPv3

i p ignmp snoop ignmpv3 sources IGMP
<1- 64> 8

Global configuration
[no] ip ignp snoop ignpv3 viv2 IGMPV1  IGMPv2

Global configuration
[no] ip ignmp snoop ignpv3 IGMPv3 Exclude Report
excl ude

Global configuration
ip ignmp snoop ignpv3 enabl e IGMPv3

Global configuration
no ip ignp snoop ignpv3 enabl e IGMPV3

Global configuration
show i p ignp IGMP

IGMP

IGMP static multicast router configuration

VLAN

VLAN

142 IGMP

ip ignp nrouter <port nunber>

<1-4094> <1-3> VLAN IGMP
@ 2)
Global configuration
no ip ignp nrouter <port VLAN
nunber > <1-4094> <1-3>
Global configuration
[no] ip ignmp nrouter
portchannel {<trunk nunmber (1- VLAN IGMP
12) >| <LACP trunk (13-40)>} <1-
4094> <1- 3> Global configuration
show ip ignp nrouter IGMP
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IGMP filtering configuration

IGMP
143 IGMP
ipigm filtering IGMP
Global configuration
no ip ignmp filtering IGMP
Global configuration
show ip ignp filtering IGMP

IGMP filter definition

IGMP
144 IGMP
ipignmp profile <1-16> range <IP IP
mul ti cast address> <IP multicast
addr ess> Global configuration
ipignp profile <1-16> action P
{al | oy| deny}
Global configuration
ipignmp profile <1-16> enabl e IGMP

Global configuration

no ip ignp profile <1-16> enable IGMP
Global configuration

no ip ignp profile <1-16>
Global configuration

show ip ignmp profile <1-16> IGMP

IGMP filtering port configuration

IGMP
145 IGMP
[no] ipignp filtering IGMP
Interface port
ipignmp profile <1-16> IGMP

Interface port

no ip ignp profile <1-16> IGMP
Interface port

show interface port <port IGMP
nunber> ignp-filtering
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Domain Name System configuration

DNS DNS
ping traceroute

tftp DNS
DNS

146 DNS
[no] ip dns primary-server <IP DNS IP 10
addr ess>

Global configuration

[no] ip dns secondary-server <IP DNS IP
addr ess> DNS

10
Global configuration

[no] ip dns donmai n-nane <string>
myconpany. com
Global configuration

show i p dns DNS

Bootstrap Protocol Relay configuration

Bootpstrap Protocol (BOOTP) Relay DHCP
IP 2 DHCP/BOOTP
IP
BOOTP Relay
BOOTP
147 DNS
[no] ip bootp-relay BOOTP P

{serverl|server2} <IP address>
Global configuration

i p bootp-relay enable BOOTP Relay
Global configuration

no i p bootp-relay enable BOOTP Relay

Global configuration
show i p boot p-rel ay BOOTP Relay

Configuration Commands 126



Virtual Router Redundancy Protocol configuration

Virtual Router Redundancy Protocol (VRRP) LAN
VRRP IP ID
1 IP
1
IP
VRRP VRRP N8406-026 10GbE
(L3) "High Availability"
VRRP
148 VRRP
router vrrp Router VRRP configuration
Global configuration
enabl e VRRP
Router VRRP
no enabl e VRRP
Router VRRP
show ip vrrp VRRP
VRRP Virtual Router configuration
ID IP
VRRP VRRP
ID IP
Virtual Router
149 VRRP
virtual -router <1-250> ID IP
virtual -router-id <1-250>
VRRP
VRRP
ID IP
ID 1 250
1
IP VLAN
ID
Router VRRP
virtual -router <1-250> address IP
<l P address> ID VRRP
Router VRRP
virtual -router <1-250> IP 1 250 IP
interface <1-249> IP Address IP
owner owner
255
Owner Preemption
1
Router VRRP
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149 VRRP

virtual -router <1-250> 1 254
priority <1-254> 100

IP

IP
IP Address IP
255

Router VRRP
virtual -router <1-250> tiners VRRP 1 255
advertise <1-255> 1

Router VRRP
[no] virtual -router <1-250> preemption
preenption backup

owner IP
IP Address preemption

Router VRRP
virtual -router <1-250> enable

Router VRRP
no virtual -router <1-250>
enabl e Router VRRP
no virtual -router <1-250>

Router VRRP

show ip vrrp virtual -router
<1- 250>
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VRRP Virtual Router Priority Tracking configuration

VRRP Tracking

peemption

Virtual Router Priority Tracking
150 Virtual Router Priority Tracking

[no] virtual -router <1-250>
track virtual -routers

Router VRRP
[no] virtual -router <1-250> P
track interfaces
VLAN IP
Router VRRP
[no] virtual -router <1-250> VLAN
track ports
Router VRRP

show ip vrrp virtual -router
<1-250> track

priority tracking
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VRRP Virtual Router Group configuration

Virtual Router Group

151 Virtual Router Group

group virtual -router-id <1- ID ID 1 250
250> IP
VLAN ID

1

Router VRRP
group interface <1-249> IP 1

Router VRRP
group priority <1-254> 1

254 100
P
IP IP
255

Router VRRP

group advertisenment <1-255> VRRP 1 255
1

Router VRRP

[ no] group preenption preemption
backup
owner IP
IP Address preemption

Router VRRP
group enabl e

Router VRRP
no group enable

Router VRRP
no group

Router VRRP

show ip vrrp group
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VRRP Virtual Router Group Priority Tracking configuration
Virtual Router Group Priority Tracking
152 Virtual Router Group Priority Tracking

[no] group track interfaces P
VLAN 1 P
Router VRRP
[no] group track ports VLAN
Router VRRP
show ip vrrp group track priority tracking
Virtual Router Group Tracking Tracking group
Tracking

VRRP Interface configuration

IP VRRP
IP
VRRP Interface
153 VRRP Interface
interface <1-249> none
aut henti cati on {password| none} password
none
Router VRRP
interface <1-249> password 8
{<passwor d>| none} VRRP
Router VRRP
no interface <1-249> P
IP
Router VRRP

show ip vrrp interface <1-249> |p
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VRRP Tracking configuration

VRRP Tracking
154 VRRP Tracking_]

tracking-priority-increnment

virtual -routers <0-254> 0 254
2

Router VRRP
tracking-priority-increnment P
i nterfaces <0-254> 0 254

2

Router VRRP
tracking-priority-increnent VLAN
ports <0-254> 0 254

2

Router VRRP
show ip vrrp track-priority- Tracking
i ncrenment

VRRP Virtual Router Priority Tracking VRRP
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Quality of Service configuration
Quiality of Service (QoS) IEEE 802.1p

QoS 802.1p configuration

VLAN IEEE 802.1p 1P
802.1p
802.1p
155 802.1p
gos transmit-queue mapping 802.1p Class of Service queue (COSq)
<priority (0-7)> <queue (0O- 802.1p 0-7
1)| (0-7)> cosq 0-1 0-7
Global configuration
gos transnit-queue wei ght-cos COSq
<queue (0-1)|(0-7)> <weight 0-1 0-7 0-15
(0-15) > Global configuration
gos transnit-queue number-cos COSq 2
<2| 8> Global configuration
default gos transmt-queue 802.1p
Global configuration
show qos transmt-queue 802.1p
show qos transm t-queue 802.1p 802.1p

i nformati on
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Access Control configuration

Access Control List (ACL) ACL Group ACL IP
QoS
ACL ACL number 1 384
MAC VLAN ID

Quality of Service  ACL

Access Control List configuration

ACL ACL
156 ACL
[no] access-control |ist <ACL egress port ACL
nunber > egress-port <port egress port ACL  Layer 2
nunber >
Global configuration
access-control list <ACL ACL
nunbe_r > action o permit (pass) deny (drop) 802.1p
{permt|deny|set-priority <O-
7>} Global configuration
[no] access-control |ist <ACL ACL

nunber> statistics

Global configuration

default access-control 1|ist ACL

<ACL number > Global configuration
show access-control |ist <ACL ACL

nunber >

ACL Ethernet Filter configuration

ACL Ethernet Ethernet Filter

157 Ethernet Filter

[no] access-control |ist <ACL ACL MAC

nunber > et hernet source-mac- :

address <MAC address> [<MAC 00:60:cf:40:56:00 ff:ff:ff:ff:ff:fc
mask>] Global configuration
[no] access-control |ist <ACL ACL MAC

nunber > et hernet destinati on- :

mac- address <MAC addr ess> 00:60:cf:40:56:00 ff:ff:ff:ff:ff:fc

[ <MAC mask>] Global configuration
[no] access-control |ist <ACL ACL VLAN

nunber > et hernet vl an <1-4095> Global configuration
[ <mask>]

[no] access-control |ist <ACL ACL  Ethernet type

nunber > et hernet ethernet-type Global configuration

{arpl|ip|ipvé|npls|
rarp| any| OxXXXX}

[no] access-control |ist <ACL ACL  Ethernet
nunber > et hernet priority <O- Global configuration
7>
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157 Ethernet Filter

default access-control I|ist ACL Ethernet
<ACL nunber> et hernet Global configuration
show access-control |ist <ACL ACL Ethernet
nunber > et her net
ACL IP Version 4 Filter configuration
ACL IPv4 IP version 4 Filter
158 IPv4 Filter
[no] access-control list <ACL ACL P
nunber > i pv4 source-i p-address Global configuration
<I P address> [<I P nmask>]
[no] access-control list <ACL ACL P
nunber > ipv4 destination-ip- Global configuration
address <I P address> [<IP
mask>]
[no] access-control list <ACL ACL IP

nunber > i pv4 protocol <0-255>

Number Name

1 icmp

2 igmp

6 tcp

17 udp

89 ospf

112 vIrp

Global configuration

[no] access-control |ist <ACL ACL  Type of Service ToS ToS
nunmber > i pv4 type-of-service RFC 1340, 1349
<0- 255> Global configuration
default access-control |ist ACL IPv4
<ACL number > i pv4 Global configuration
show access-control |ist <ACL ACL IPv4

nunber > i pv4d
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ACL TCP/UDP Filter configuration

ACL TCP/UDP TCP/UDP Filter

159 IPv4 Filter

[no] access-control list <ACL ACL TCP
nunber > tcp-udp source-port UDP
<1-65535> [<port mask>]

Number Name

20 ftp-data

21 ftp

22 ssh

23 telnet

25 smtp

37 time

42 name

43 whois

53 domain

69 tftp

70 gopher

79 finger

80 http

Global configuration

[no] access-control list <ACL ACL TCP
nunber > t cp-udp destination- UDP

port <1-65535> [<port mask>]

Global configuration
[no] access-control |ist <ACL ACL TCP/UDP flag

nunmber > tcp-udp flags <val ue Global configuration
(0x0-0x3f)> [ <mask>]
default access-control |ist ACL TCP/UDP

<ACL nunber > tcp-udp

Global configuration
show access-control |ist <ACL ACL TCP/UDP
nunber > t cp-udp

ACL Packet Format configuration
Packet Format

160 Packet Format

[no] access-control list <ACL ACL  Ethernet format no
nunber > packet - f ormat et her net

{ethernet-type2|snap|llc} Global configuration

[no] access-control |ist <ACL ACL tagging format no
nunber > packet-format tagged Global configuration

default access-control I|ist ACL Packet Format

<ACL nunber > packet - f or nmat

Global configuration
show access-control |ist <ACL ACL Packet Format
nunber > packet - f or mat
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ACL Metering configuration
ACL Metering
161 ACL Metering

access-control |ist <ACL kb/s 1000

nunmber> meter conmitted-rate 1000
<1000-10000000> Global configuration

access-control |ist <ACL kb/s

ngnber > meter maximum burst- 32, 64, 128, 256, 512, 1024, 2048, 4096
Si ze <32-4096> 32

Global configuration

[no] access-control list <ACL ACL metering
number > neter enabl e

Global configuration

access-control list <ACL out-of-profile drop pass
nunber> neter action

{drop| pass} Global configuration

default access-control I|ist ACL Metering

<ACL nunber> neter Global configuration

show access-control [ist <ACL ACL Metering

nunmber > net er

ACL Re-mark configuration

ACL IP ACL Metering In-Profile,
Out-of-Profile

ACL Re-mark
162 ACL Re-mark

[no] access-control |ist <ACL ACL DSCP Re-marking
nunber > re-mark In-Profile  Out-of-
Profile
Global configuration
default access-control |ist ACL Re-mark
<ACL nunmber> re-mark Global configuration
show access-control |ist <ACL ACL re-mark

nunber > re-mark

ACL Re-mark In-Profile configuration
ACL Re-mark In-Profile
163 ACL Re-mark In-Profile

[no] access-control |ist <ACL In-Profile DSCP 0-63
nunber> re-mark in-profile

dscp <0-63> Global configuration

default access-control 1|ist ACL Re-mark

<ACL nunber> re-nark Global configuration

show access-control |ist <ACL ACL re-mark

nunber > re-nmark

Configuration Commands 137



ACL Re-mark Update User Priority configuration

Update User Priority
164 Update User Priority

[no] access-control |ist <ACL 802.1p
nunber> re-mark in-profile Global configuration
dot 1p <0-7>
[no] access-control |ist <ACL ToS In-Profile 802.1p
nunber> re-mark in-profile
use-t os- precedence 802.1p ToS
Global configuration
default access-control |ist ACL Re-mark
<ACL nunber> re-nark Global configuration
show access-control |ist <ACL ACL re-mark
nunber > re-mark
ACL Re-mark Out-of-Profile configuration
ACL Re-mark Out-of-Profile
165 ACL Re-mark Out-of-Profile

[no] access-control list <ACL Out-of-Profile DSCP 0-63

nunber> re-mark out-profile
dscp <0-63>

Global configuration

default access-control |ist ACL Re-mark
<ACL nunber> re-nark Global configuration
show access-control |ist <ACL ACL re-mark
nunber > re-nark
ACL Group configuration
ACL 1 ACL Group ACL Group
ACL Group
ACL Group

166 ACL Group
access-control group <ACL ACL  ACL Group
group number> |ist <ACL Global configuration
nunber >
no access-control group <ACL ACL  ACL Group
group number> |ist <ACL Global configuration
nunber >
show access-control group <ACL ACL group

group nunber >
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Remote Monitoring configuration

RMON
RFC 1757

RMON
167 RMON

RMON MIB

show r non RMON

RMON history configuration
history 5
RMON history
168 RMON history

rmon history <1-65535> interface-oid

<1-127 characters>

MIB

(IFOID)

1.3.6.1.2.1.2.2.1.1.x

(][}
127

Global configuration
rmon history <1-65535> request ed- 1
buckets <1-65535> 30

50

Global configuration
rmon history <1-65535> pol |ing-
interval <1-3600> 1 3600

Global configuration
[no] rnon history <1-65535> owner <1-
127 characters> 127

Global configuration
no rnon history <1-65535> history

Global configuration
show rnon history RMON history

RMON event configuration
RMON
169 RMON

rmon event <1-65535> 127

description <1-127 characters>

Global configuration

[no] rnon event <1-65535> type
{1 og| t rap| bot h}

SNMP

Global configuration

[no] rnon event <1-65535>
owner <1-127 characters>

127
Global configuration
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169 RMON

no rnon event <1-65535>
Global configuration

show rnon event RMON

RMON alarm configuration

RMON MIB MIB
RMON
170 RMON
rmon al arm <1-65535> oid <1- MIB 127

127 characters>
Global configuration

rnon al arm <1- 65535>
interval <1-65535> 1 65535 1800

Global configuration

rnon al arm <1- 65535>
sanpl e {abs]| delta}

abs
delta
abs
Global configuration
rnon al arm <1-65535> al arm rising falling either
type {rising|falling|either} either
Global configuration
rmon al arm <1- 65535> ri si ng-
limt <-2147483647 to
2147483647>
0
Global configuration
rmon al arm <1- 65535>
falling-limt <-2147483647
to 2147483647>
0
Global configuration
rmon al arm <1-65535> ri si ng-
crossi ng-i ndex <0-65535> 0 65535
0
Global configuration
rnon al arm <1- 65535>
falling-crossing-index <0- 0 65535
65535> 0

Global configuration

[no] rnon al arm <1-65535>
owner <1-127 characters> 127
Global configuration

no rmon al arm <1- 65535>
Global configuration

show rnon al arm RMON
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Port mirroring

171

[no] port-mirroring
enabl e
Global configuration

show port-mrroring

Port-based port mirroring

172

port-mrroring nmonitor-port <port

nunber> mrroring-port <port nunber> e

{i n| out | bot h} ingress  both
ingress  egress

egress  both

Global configuration

no port-mrroring nonitor-port <port

nunber> mrroring-port <port nunber> Global configuration
no port-mrroring nonitor-port <port
nunber > Global configuration

show port-mrroring
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Uplink Failure Detection configuration

Uplink Failure Detection (UFD)

LtM LtD Failure Detection Pair

(FDP) FDP 4 UFD FDP
LtM LtD LtM
UFD
173 UFD
ufd enabl e Uplink Failure Detection
Global configuration
no ufd enabl e Uplink Failure Detection

Global configuration

ufd fdp <fdp number> FDP FDP configuration
Global configuration
show ufd Uplink Failure Detection

Failure Detection Pair configuration

Link to Monitor (LtM)  Link to Disable (LtD) FDP
LtM LtD
FDP
174 FDP
enabl e FDP
FDP configuration
no enabl e FDP

FDP configuration

Link to Monitor configuration

LtM LtM 18 21 1
1 LACP

175 LtM

Itm port <port nunber> LtM (18

FDP configuration

21)

no |Itm port <port nunber> LtM
FDP configuration
It m portchannel <1-12> LtM (18
21)
FDPconfiguration
no | tm portchannel <1-12> LtM
FDP configuration
It m adm nkey <1-65535> LACP LtM LACP
adminkey
(18 21) LACP
FDPconfiguration
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175 LtM

no |tm adm nkey <1-65535> LACP LtM
FDP configuration

Link to Disable configuration

LtD LtD 1 16
LACP
176 LiD
Itd port <port numnber> LtD 1 16)

FDP configuration

no Itd port <port nunber> LtD
FDP configuration
Itd portchannel <1-12> LtD (1 16)
FDP configuration
no Itd portchannel <1-12> LtD
FDP configuration
Itd adm nkey <1-65535> LACP LtD LACP
adminkey 1
16) LACP
FDP configuration
no |Itd adm nkey <1-65535> LACP LtD

FDP configuration
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Configuration Dump

\ Rout er (confi g)# show runni ng-config

FTP/TFTP

Saving the active switch configuration

copy running-config {tftp|ftp}
TFTP/FTP

‘Router(config)# copy running-config {tftp|ftp}

Microsoft Notepad

TFTP SunOS™  Solaris™
copy running-config tftp

Restoring the active switch configuration
copy {tftp|ftp} running-config

Router(config)# copy {tftp|ftp} running-config

active backup factory 3 Configuration
Boot Options Selecting a
configuration block
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Operations Commands

177

password

cl ear | ogging

Privileged EXEC

ntp send NTP NTP

Privileged EXEC

Operations-level port options

178
[no] interface port <port (RMON)
nunber > rnon RMON RMON

no interface port <port
nunber > shut down
E-keying mismatch error

interface port <port
nunber > shut down

show interface port <port
nunmber > operati on
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Operations-level port 802.1x optioins
802.1x
179 Operations-level port 802.1x

interface port <port 802.1x
nunber> dot1x init

° force-unauth

e auto
e  force-auth

interface port <port
nunber > dot 1x re- 802.1x auto
aut henti cate

Operations-level VRRP options
Operations-level VRRP options

180 Operations-level VRRP

router vrrp backup <1-250>

preemption
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Boot Options

. Configuration
. FTP/TFTP

Updating the switch software image

. FTP/TFTP
e  FTP/TFTP

Downloading new software to the switch

boot 2 imagel
image2 imagel image2 boot
imagel
image2
imagel
. FTP/TFTP
. FTP/TFTP IP
. FTP
L]
DNS Configuration
Commands Domain name system configuration

1. Privileged EXEC

\ Router# copy tftp {imgel|i mage2| boot -i mage}

\ Rout er# copy ftp {imgel|imge2| boot-i mage}

2.
Enter nanme of switch software image to be replaced
["imagel"/"i mage2"/"boot"]: <image>

3. FTP/TFTP IP
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|Address or nane of renote host: <server nane or |P address> |

4.

|Source file name: <filename> |

TFTP TFTP

5. FTP TFTP <Enter>

\Enter usernane for FTP server or hit return for TFTP server: <userlD> |
6. FTP

‘Ent er passsword for usernane on FTP server: <password> |
7.

Selecting a software image to run

8. imagel image2

imge2 currently contains Software Version 1.0.0
that was downl oaded at 15:46:36 Wed Apr 23, 2006.

New downl oad will replace imge2 with file "1.1.0_CS.ing"
from TFTP server 192. 168. 2. 4.

Confirm downl oad operation [y/n]: vy

I nvoki ng TFTP over port 69...

Starting downl oad. ..

File appears valid

Downl oad in

0T 0 o | G >

| mage downl oad conpl ete (1333953 byt es)

Witing to flash...This takes about 90 seconds. Pl ease wait

Wite conplete (1333953 bytes), now verifying FLASH. ..

Verification of new image2 in FLASH successful.

i mge2 now contains Software Version 1.1.0

Switch is currently set to boot software inagel.

Do you want to change that to the new i nage2? [y/n] vy

Next boot will use new software inmage2.

Selecting a software image to run
imagel image2

1. Global Configuration
Rout er (confi g)# boot image {inmagel|i mge2}

Currently set to use switch software "imagel" on next reset.
Specify new inage to use on next reset ["inmagel"/"inmage2"]:
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Uploading a software image from the switch

TFTP

1. Privileged EXEC
|Router# copy {i mgel|image2| boot-imge} tftp |

|Router# copy {i mgel|image2| boot -i mge} ftp |

2.

Enter name of switch software inmage to be upl oaded

["imagel”|"image2"| "boot"]: <inage>
3. FTP/TFTP IP

‘Address or nane of renote host: <server nane or | P address> |
4, FTP/TFTP

[Destination file nane: <filenane> |
5. FTP TFTP <Enter>

\Enter usernane for FTP server or hit return for TFTP server: <userl D> |
6. FTP

|Enter passsword for username on FTP server: <password> |
7 e

imge2 currently contains Software Version 1.1.0

Upload will transfer image2 (1889411 bytes) to file "test"
on TFTP server 192.1.1.1.

Confirmupl oad operation [y/n]: vy

Selecting a configuration block

(copy running-config startup-config) active
backup

factory

configuration

1. Global Configuration
Rout er (confi g)# boot configuration-block {active| backup|factory}

2. configuration

Currently set to use active configuration block on next reset.
Specify new block to use ["active"/"backup"/"factory"]:
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Resetting the switch

configuration

>> Rout er# rel oad

‘>> Rout er# show boot

Accessing the AOS CLI

CLI  AOS CLI ISCLI

\>> Rout er (config)# boot cli-npde aos

AOS CLI ISCLI

Mai n# boot/ node iscli

CLI
boot cli-mode prompt

prompt
prompt CLl
CLI
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Maintenance Commands

FDB ARP

(Ctrl-Shift-6)

System maintenance

181

debug debug-fl ags

User EXEC
Fowarding Database maintenance
FDB FDB FDB MAC FDB
MAC
FDB
182 FDB

show nac- addr ess-tabl e MAC

address <MAC address> MAC
o xxaxexxixx:xx:xx format (for example: 08:00:20:12:34:56)
o x00xxxxxxxx format (for example: 080020123456).

show mac- address-tabl e port FDB

<port nunber>

show nac- addr ess-tabl e vl an VLAN FDB

<1-4095>

show nac- addr ess-tabl e FDB

cl ear mac-address-table FDB

User EXEC
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Debugging options

. (MP)

(MP)

183

debug np-trace

MP trace buffer at 13:28:15 Fri May 25, 2002; mask: 0x2ffdf748

User EXEC
debug np-snap

User EXEC
clear flash-config Configuration

User EXEC

ARP cache maintenance
ARP
184 ARP commands
show ip arp find <IP address> IP ARP
show ip arp interface port <port ARP
nunber >
show ip arp vlan <1-4095> VLAN ARP
show ip arp reply ARP IP
show ip arp ARP
clear ip arp-cache ARP
User EXEC
ARP
Information Commands ARP information
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IGMP Snooping maintenance

IGMP
185 IGMP
show i p ignp groups address <IP IGMP
addr ess>
show i p ignp groups vlan <1-4094> VLAN IGMP
show ip ignp groups interface port IGMP
<port nunber>
show i p ignp groups IGMP
clear ip ignp snoop IGMP
User EXEC
IGMP Mrouter maintenance
IGMP
186 IGMP
show i p ignp groups vlan <1-4094> VLAN IGMP
show i p ignp nrouter IGMP
clear ip ignmp nrouter IGMP
User EXEC

Technical support dump

show t ech- support

Information Statistics Configuration

TFTP/FTP technical support dump put
technical support dump  TFTP/FTP
TFTP

Rout er# copy tech-support tftp

FTP

Rout er# copy tech-support ftp

IP
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Uuencode flash dump

show f | ash- dunp- uuencode

uuencode

23,300

Clearing dump information

Rout er # show f | ash- dunp- uuencode

No FLASH dunp avail abl e.

TFTP/FTP system dump put

TFTP/FTP
TFTP/FTP SunOS  Solaris copy
flash-dump tftp ( ftp) copy flash-dunp tftp(copy flash-
dunp ftp)

TFTP

Rout er# copy flash-dunp tftp

FTP

Rout er# copy flash-dunp ftp

IP

Clearing dump information

|Router# clear flash-dunp |

| FLASH dunp region cl ear ed. |

| FLASH dunp region is already clear. |
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Panic command

>> Rout er# debug panic
A FLASH dunmp al ready exi sts.
Confirmreplaci ng existing dunp and reboot [y/n]:

Dump and reboot [y/n]: vy

Starting system dunp. .. done.

Reboot at 11:54:08 Wednesday OCctober 30, 2006...

Reboot ed because of consol e PANI C command.

Booting conpl ete

Unscheduled system dumps

Not e: A system dunp exists in FLASH The dunp was saved
at 13:43:22 Wednesday Cctober 30, 2006.
Use show flash-dunp uuencode to
extract the dunp for analysis and clear flash-dunmp to
cl ear the FLASH region. The region nmust be cleared
bef ore anot her dunp can be saved.
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