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TWbHa—HF—AHA FESEMLTLLEZEIV, 2—HF—XH A FlcarV— LA
B DB e BB TR T T EE Ao eeeeeeeesessessssssssssssssssssssssssssens
UTOFIETEELTIEIN,
D) 2747 Vb—alERT ANV EERT S

(2) EXPRESSBUILDER = v Y — /L L ARKRE 2 AT T 5

3221aY 245 Lb—a BRI FAIVEERT S

QD =2ry7q47b—=varffw7 7 ANVEERLES, EHED PC EIZA A b= LI
ESMPRO/BMC Configuration % @) L T < 72 &\,

(2 HHEN) RZ %2270 v 7 LTLKESN, RA =Y NFRENET, TOK] A&
70 w7 LTL &N,

B) BMCay 74 Zv—var| FATulRy s ARFREnEd, Bl ¥ 7~ 0HE
AEZRELTIIEEN,

UTFOHEHEZELTRTELTLLIEE, ZOMOIEHIIBEEHO FEFEHTE £,
o va—44]
AUR— R NBICER R AR ERE LT EE0,
* HLHE&V'_J
< [V E— MHIIWAN XA L2 R/ TUEA L2723 (WAN XA L7 K))
T HDIHEREL TIE I,

@ TWAN/ XA L2 || #7_—POEH #3E LT S0,

UTFTOHEBZLTREL TLEEN, TOMOERIZEED EEMFHTE 1,
U7 AR—F fEHE— ]
XAV NEROGA, ¥4 L7 M) #ERL TN,
%-?‘Aﬁ%ﬁaf“@%ﬂ”éiﬂé\ [£7 L) Z@RNL TLE X,
o [ a —Hi
[RTS/CTS] %R L T 72Xy,

(5) ESMPRO/BMC Configuration # & L TWAHEEDFD K74 727 4 —~< v MEAD TR v E

—FT 4 ATy LT, B RY 2L TEEN,
RELEEBETHEAT OISRy I ARFRINET,
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6) RfFkmE 7yt —F 4 R DNA—FF 4L 27 FUIZLTLE SN,
7 7 A NW4IZ TCSL_LESS.CFG) # AJJ LT TOK) A& &2 ML T EEWn,
A T4 L= a R T AN TR vy E—F A AT IR EENET., 2O DA [
T4 7 b—va s FRFD) ERFUET,

o AT 47 L—a M ERD 2 EZIALTRIEBIZL TN TS E I,

3.2.2.2 EXPRESSBUILDER A v Y —JLLAEEZETT D

Q) 2747 —2a ERT 7T ANVONEEZRRER L R—3 0 ML ES, a0 HK—
F> h®CD %771 DVD K7 A 7IZ EXPRESSBUILDER %, FD K7 A 7 Tav 7 4 71—
va s fE#FD) kv ML, BEOBEREZ ANLTIZE N,

EXPRESSBUILDER ® =1 > Y —/)L L AfERENEEI L, 27 4 7L —2a UEHRFD O DI
Ao R—3 MIERELZ%, OSHEEE#HINET,

e OVUR—FV NI4T —a U ERTFANVONENEEICRE SN T
HHAE. V7= FENFERA,
o VY — LU AMREAEHTS L, BIOSOERTEEZUTDOLICEFEL 7,

Serial Port Address: On Board COM B
Baud Rate : 19.2kbps
Flow Control : SOL % Jix ¥ — XD 4 . NoFlow

SOLIZ xS LT W g Wi — DA RTS/CTS
Terminal Type (Console Type) : PC-ANSI

TR BB SOLFIE S — N 2D i TfFEk D B R R — R b
) CTHERLTLIEEN,

. o R—3 2 biE, EXPRESSBUILDER D A A > A= —NEE L7 REBIZ 20 £
9", ESMPRO/ServerManager |Z = 7R — % ks Z &gk L. ESMPRO/ServerManager
O M) E—hary—)b] BE TIVR—F2 FOMEHZHERLZEZET, LEIDS
CT, VAR —FR D CD E721Z DVD K7 A 75 EXPRESSBUILDER % iV
HLro<zZan
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3.3 ESMPRO/ServerManager [2avR—> FEBETIHEAL
9 MESET LIES)

ESMPRO/ServerManager (2 =1 > AR— 3 > M &5 gL, BT =y 7 2EiEL £ 7,
ESMPRO/ServerManager (2w 7' A > L7t . LLFO FIETHEIEL T 7Z &0y,

) 2rH=R bl V=TIZHESELVERE, V=72 REkT 5,

@ avAE—% BT S,

331 AVR—RVIBFRIBITN—T2E8ET S

231E A BB L T &,

332 AVR—RV  EBRTH(F M LY MERETLER)
W) [ZA—F) YU —barR—32 "\BFRT 2 /A= TH%E7 ) v 7 LT &N,

Q@ TNV —TEHRIZTD TarR—xr BN Mo TFEPRE) - NEFER 270y 7L
TLEEW,

@) LFOEHZAN LT EEW,

| HE4 % EfE

AVR—F U e ) E— MEBT BT ODOLARTEANTILT
LPE&EW, oz R—x b ERRDLETERE LT
IV, ZBAXTFEEUCAMMIANTEERA, £, K
LFE AN FIERBI SN ET,

VA= NORAERECTEET, ZANTE 04
B4 AHIANTEERA, 2. KLFE/DUFIEER S E
D

IR =R NEBINT 20D 7N — T /% BRL T2
S,

A A LT NER OGS

= XA V7 R~ ZERLTIIEEN,

BT LEROSGS

= [ET L) ZHINL TSN,

"BMC (EXPRESSSCOPE = v ¥ y) "/"iLO"™ /"BMC (% D) "/"WPro™ (Common)
P (avR—xr b O BMCa vy 74 7 L—vay] TH
e ELERIEF—Z2 AN L TLEE N,

< X—V A bhary ho—SEHEE (ET L)

R BRipiE T [£7 &) 2 BRL 258 ICOAFRINET,
AT 7 AERCHMA T O EEE S A RH LTI,

aVR—F A

g nv—~7

e

&
&
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@4 e REra27)y 7 LTSN,

o AVR—RUPEFEBERLZT TR, EEa oA —x b E— MEHETE
El A (TRIEET (BT =y 7 ) ERITLCSES e
(6) T 27 b HERHEIZ7 )y 7 LTS, MERSRE ) mim < M) K7 %
7Yy LTLESD

6 Ty r) AEFE7U v 7 LTLEIN,
ESMPRO/ServerManager 73 = > 7R— %> b @ BMC & 15 L TR 21TV 9, £/=. V

T— FNEHOEOIIHEREREZ I F—F2 2 FDBIELE T,
B F = v 7] PERTTDE, avFR—3R o b2 VE— MEBTE D2 L9100 £7°,

R HIREE | BB
. BEOMIZERIN TV HHEEZ R TE 7 RETT,

MR TEET,
FHOMICFEREN TV OEREERE TE R o RETT,
A H MU A EHTE T AL
FHEANEREMEB L, ADLUTIERICERY DRV DR LTI,

o TVE—RUBMMCHTDYE— FTOMERKT Lt b, [ERGE) BT 1Y)
Wr) A& &7 s L CHEBREZIR LT a0,
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F4E OB aER—R2rDEY T YT

Z O TIX, ESMPRO/ServerManager 725 2 A R— %> b EDILO % U &— FNEETH 7200, #
"2y N7y 7RIEZHHALET,

41 vy F7YvTDOFN

UTFTOFRIETEY N7 v 7 E2{ToTLTEIN,

(1) ESMPRO/ServerManager % A A b—/L LT PC & a v R—x v b & —xy FT— 2T
23 AT

Q@ =vFA—FrbOIOEaL T4 T —varT 5,

(8) ESMPRO/ServerManager 22> R — 3R> N BB&HKT 5,
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\'&
11}
\i
<}
()]

42 aAVER—RVFOILOFaAVI« Y L—

4.2.1 SNMP B HE
Z ZClEX, ESMPRO/ServerManager C iLO @ SNMP #2253 2 HA O ETINEIC O W T L
\i‘j’_‘o

e iLO ® WebConsole THEZITHIT2®, HHLMNPL D ILO DRy KT — T DOFRED
PRV ET, LODR Yy NT—7 OFEIZONTIE, EEOZ—F—XH A %
SR LT EEN,

(1) L F®JiETilOo ¢ WebConsole Z L&) L T< 72 &0,
Web 77 7 Z2id@itk, BLFDO URLZ AT L TS IES Y,

iLODIP7 KL A7 192.168.1.1, HTTPS O ENE OIS -

| https://192.168.1.1/

(@ LoD u 7 A VEHNERSINET,
o 7 A 1%, WebConsole ® A ==—7>5 [Management] - [SNMP Settings | ZiBRL T 72X
A

NEC :I,'ﬁnusmﬂ X Management - SNMP S¢ ® © ® R ?

Information AlertMail Remote Syslog

System Information

Firmware & OS Software ~

SNMP Settings

iLO Federation

Remote Console & Media
System Location
Power & Thermal

ILO Dedicated Network Port System Contact
ILO Shared Network Port

Administration System Role

Security

Management System Role Detail

EXPRESSBUILDER
Read Community

() LLTDOFIET. ESMPRO/ServerManager &4 Y A b—JLLI=EEPCOIP7 FLRAZEREL
TLFEEL,

CiLO5 7 7 — AT = TN—T 3 U 1.20 Ki OBA
[SNMP Alert Destination(s)] (ZIP 7 KL A ZF&E L, TApply] RZ U ZERL T Z I,
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NEC :I,‘ﬁnfmﬂ X Management - SNMP Se ® © ® R ?

Information SNMP Settings AlertMail Remote Syslog
System Information

Firmware & OS Software

ILO Federation

Remote Console & Media

Power & Thermal SNMP Alert Destination(s)
iLO Dedicated Network Port 192.168.1.100
iLO Shared Network Port

Administration

Security

Management

SNMP Port
161

EXPRESSBUILDER

CiLO5 7 7 — AT = T N—U g U 1.20 LLE DS
[SNMP Alert Destinations] @ [New| ZJ&IR L T 77Xy,

Management - SNMP Settings ® Q@0 5 7

SNMP Settings Alerthiail Remote Syslog

SNMP Alert Destinations

SNMP Trap SHMP SNMPv3
Alert Community  Protocol  User
Destination

(=)

[SNMP Alert Destination(s)] IZIP 7 RL A2 E L, TAdd)] FF¥ 2R L TIEI N,

NEC :I'Esm Management - SNMP Settings ® 2 ® A ?

Aderthail

SNMP Settings Remote Sysiog

Add Alert Destination x

85



ESMPRO/ServerManager \er6 &> b7 v 7 HA R

422 SUTNYA UFURE

ESMPRO/ServerManager THE XI5 iLO i a > R—x > b&2#IRL, TVE— M) 27 -
HLO~D a7 Ay Vo r #8325 L, Hi%ka o A—%2 k@ iLO WebConsole ~3 o 7 /LA

YA (SSO) THZENTEET,

Z Z Tl&. ESMPRO/ServerManager 7> 5 iLO ~3 » 7 LW A A T BE O EFINE IOV T

HLET,

iILOD Y T NHA A TR FTOREHE— F2BIRT 25 2 LR TE, BEHE— N Lo TRE
FNEA R £7,
- fEEEZR L (SSOEZR) (F74+ME) - TXTO SSO R ERE A L £,

AEFAEICEBEE (BLELE) -iLOICHEMCA v R—bENTWVWHIAEHELBAET L L
T. NEC SSOYEHLT 7 U r—3 3 ik O SSO #kt 2 HNZ LE T,
ZRNC EBIEMW - EEA VA —FSN7IPT L AE/IEDNS4 & AT 5 2 LT, NEC
SSOYEHLT 7V Ir— 3 g v b D SSO #ft #H M L £1,
FTRTEHE (BRbEEMENEY) -NECSSOHEMY 7'V 7r—a Uinb S nizd ~To
SSO ##5i & %% 1F AL E 77,

e ILOTEEEE—F [MfEfEA L (SSOME%)) | NI TWLHEE, TILO~DRr 7
A2 V7 BBIRTBE ., Do A Ao F B TICIL0Ou A v _—T 5 FR
LET,

e iLO ® WebConsole THREZITHIT=H. HHELLH ILODF v U — 7 DRERS
FZRV ET, LOD Ry RT—7 OFEIZONTIE, HEEOZ—F—XH A N
SR LT &N,

4221 B8E— K& LT IEIAREIC K B1EHE %8RI 35S
(1) X —A FTHERBFICIRE T 54 7Y a VOREME RO TEE £,

AT av &% B3 BEEOH
alias F— A M7 N THECIE F 4510995 | esmpro_ilosso
72 8 D 4 Hif
storepass F—ARNTDONRAT—R secret
validity AEE O A IR (H %) 365
keystore X — 2 N7 O C¥Users¥Administrator¥.keystore

(2) ESMPRO/ServerManager % - > A b—/L LEZFH PCIZBWCa~r R7ar 7 & &, Fid
T4 L7 MNIICBEILET,
<ESMPRO/ServerManager 1 > A b — L 55 >¥ESMWEB¥jre¥bin

v RELTH
| cd C¥Program Files¥ESMPRO¥ESMWEB¥jre¥bin |

@) F—ANT LHEERT D72, Fid keytool =2~ > REFETLET,
keytool -genkeypair -keysize 2048 -keyalg RSA -sigalg SHA384withRSA -alias {(1)® alias {&}
-storepass {(1)> storepass & }-validity {(1)® validity &} —keystore {(1)® keystore {&E}

avy KETH

keytool -genkeypair -keysize 2048 -keyalg RSA -sigalg SHA384withRSA -alias
esmpro_ilosso -storepass secret -validity 365 -keystore C:¥Users¥Administrator¥.keystore
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@) TROBFHREANTDHEIOICKOLENDDO T, @WHIRMEE AN LET, REICEHEDIAT— %
ANTHECRODENDIDOT, 2 ANIEFTICEDOEFE ENTERF—ZH FLET D2
U—RFEF—ARTONRAT— RLEUCIZT BH720),

WHEANT LT ES N,
[Unknown]: <<fth:44 >>
FLRREAL A Z A LTS EE N,
[Unknown]: <</Is & 7 KLk 4 >>
FfEA 2 AT L TLIEE N,
[Unknown]: <<k & 72 #Hik 4 >>
s £ i3 EZ AT LTI ES N,
[Unknown]: <<#l i 4 >>
N F 7T 2 AT LTS a0,
[Unknown]: <<t J7 4, >>
COHMNIZHEYET D 2 XFOEEZEZEANTILTIEI N,
[Unknown]: JP
CN=<<lE:4 >>, OU=<</)» & 72 #iL k44 >>, O=<<K & 7R MLk 44 >>, L=<<Hf 17 4 >>,
ST=<<#i 54 >> C=JP TL A LWTTn?
[no]:y
<esmpro_ilosso>D /N A T — REZ AN LT 230,
(F—A T ONRRAT—KREFEUFHAIZTRETURN 2 L TL 2 & W):

X MEAITIEARA MR IPT FLAZATI LTS &y,
(5) ¥ —A K T ()P keystore THE LG ATICER S =2 2R LET,

(6) FEAIE (PEMER) # AT 25729, Tt keytool 2~ REZFEITLET, ¥F—RA LT DAY
— RK&RD BN, (1) storepass fExE AL £,
keytool -exportcert -keystore {(1)? keystore £} -alias {(1)?> alias &}
-fe > {H T DREMEFET 7 A VDO RARER)}

a~v v RETH
keytool -exportcert -keystore C:¥Users¥Administrator¥.keystore -alias esmpro_ilosso
-rfc > C:¥Users¥Administrator¥test.pem

(7) G)THRE LI-HAEICHERE PEMERX) RNHEO SN2 L &ML £7,

FEAEZEOH -

***** BEGIN CERTIFICATE-----
M1 10aTCCA| Gehw]BAa [E7apiaT AlBakahk | GIwWOBAQWFADB | MOswWCOYDVOOGEwJK
LUDECMA4GATUECEMHYING rbm9 3k i EQMA4GATUEBMHVHD rbm3I 3k ECMA4GATUECHMH
WG rbm33b § EQMAA GATUEC:MHVIE rbmd 3k EOMAWGA TUEAME ZHY t bXkwHhchMT 2w
OTEsMOcxMzMOWhhMj 2w T AOMDCxMzMOW ) B | MO=wCQYDYOOGEw JKLUDEOMA4 GAT LE
CBMHWIE rbm93b | EQMA4GAT UEBxMHVID rbm33h | ECMA4 GATUECHMHYING rbm93k ) EQ
WAL GATUECMHVHS rbm83h | EOMAWGATUE AxMF ZHV bikwe ek MADCCSqGS TH300ER
AQUASY TBDwhwe gEK Ao I BALDUozE D+o00] InOCER [HP+E j (D0zPPWPoB4 /1t Ast /S
j0sjR2 r8 r7 rm?5n0zBLAVPaq | e3BCaddthHAzwN,/JB GKeRshbPCYFwWCHHS R
WrETCLX=BE3KTAMIC4 j 2 CrHy Ly | OpyBrub /CORP=4FFVOLAK Y dkaVwyRCpibs [
EMdUdH% 349881 i 1 200 T | M X8 Arbbm@HJZJDY+8BrerBdhBOKLUI /W X0
LsksB/N3z+achaTK2eGazBxueF o whike | /heBy [ 8k+Rmok T VaB 00Vt + [ +h+3
ILAUT ddavym i 704 1GyGAUY r7 21 5/ 3RvBuY H1 BHNOVndeMBAAG] [TATMBIGATU
DelWBETT9z 1 swiwh0C re+tyvem Tt T9xavsal AlBekahk i GIwIBAQWFAADCAQEALLIBC
TCVOWFFIK 1 QdBCWDER9F Sol vk Tt hnd AxBrDmR3 Tt 400cSL DmPYM16wval2 At
3YfuQZtSkfxethAwNGszAqNFDTFBfRNJean5oJWWBQ11BmngSXFm08|SJJ+Y
GeM/A05 | xannsVxkx2 UM7CNG | eKKBUD cOvRz rlUZAPwdu | YSEEHNIGFJK j N+wPe+L
20t poZkbbO40KRF4 | Noodt apay VO£ Y0/ 16 i vkt 2WWTLE ugk rDE3ui el +ullvckJ3
27hc | JF1kscnDhRmdRehyELmt i f AOBMLR 14 | At Tw0 TB=U3mUNA rdGGzbbAcadA
eAh7MNU4BNAHPTS ==
***** END CERTIFICATE-----
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(8) ESMPRO/ServerManager % A > A h—/L LIZEH PCIZBWT, FitT 4 L7 MV ICKEMS iz
ilosso.properties % 7 % A k=7 1 X CH&E £ 7,

<ESMPRO/ServerManager 1 > A bk — L 4 >¥ESMWEB¥whserver¥webapps¥esmpro¥WEB-INF
¥service¥iLOSSO

MTHFA LT 4 X TRET HEIZ, XFa—RELTUTF8 (BOM A L) #fELTLEE
A

©) TROTrAT ifizBEL, LESRELET,

7 a7 4 % B B EME DB

ALIAS_NAME (D) alias fif esmpro_ilosso

KEYSTORE_PATH (1)0 keystore fii (X511 3 X470 jz?&:”¥"éfiﬂ%a‘é%é
N R T C:¥¥UseE¥¥Admln|strator¥¥ékeystore

XYY E SRR D) o jt%&:”{”%@iﬂq#é%é\

C:/Users/Administrator/ keystore

PASSWORD (1) storepass & secret

BEH

S M TTomes
KEYSTORE FPATH=C: ¥¥Users¥¥hdminist rator¥¥.kevstore
PASSHORD=gecret

(10) ESMPRO/ServerManager % A > A h— /L L7=%& B PC % FiLE) L 7,

ilosso.properties > PASSWORD (Z % & & #V7-fl 135 5 ft. 241, ENCRYPTED_PASSWORD &
L CHBIMICHRTE S E T, PASSWORD O fll (X HI Bk & 9,

(11) LL F D J55TiLO @ WebConsole % & &) L TL 72 &0y,
Web 77 U &2EEI%, ATO URLZ AL TLEEE W,
LOD IP7 KL 2 192.168.1.1, HTTPS DRENA IO A -
| https://192.168.1.1/
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(2)iloDa 7V A VEmEPERINET,
174 %, WebConsole ™ * = = —7/ 5 [Security] - TINECSSOJ Z3EIR L CTL 7230,

NEC E_I_;?ayfm‘s X Security - Access Settin ® O ® ® A ?

Information Access Settings ILO Service Port Secure Shell Key SSL Certificate

System Information Directory ~ Encryption Login Security Banner

Firmware & OS Software

iLO Federation Service

Remote Console & Media
Power & Thermal
Intelligent System Tuning () Secure Shell (SSH)

ILO Dedicated Network Port Secure Shell (SSH) Port

iLO Shared Network Port 22

Administration
() Web Server
Security

Management Web Server Non-SSL Port
80

EXPRESSBUILDER

Web Server SSL Port
443

(13) SingleSign-On Settings | TIEEE— K & LT [Trust by Certificate] Z##HR L. [Apply] K%
ZHT L £, #iF T [Manage Trusted Certificates and Records) ¢ [lmport] R Z T L £
—é_‘o

iLO S

130My AR 7

Security - Single Sign-On Settings ® © & & & ?
Information Access Sellings iILO Sarvice Port Sacure Shell Key B5L Carlihicate Diraciony Encryplion MEC 580
Login Security Bannar

Single Sign-On Settings Manage Trusted Certificates and Records

)

Powar & Therm

Intetigent

Administration
urily _l’j 09
O L Re
EXPRESSBUILDER D (I)
0 ™ g] v
O B
O O £oc
0o Be A
0 o dh ro
O O %

=

89



ESMPRO/ServerManager \er6 =~ K7 v 7 HA K

(14) 4222Q)7)THER LIZiEBEOANKR(K)Z 2 — LT [Direct Import] 7% A h= U 7(Zh
£, TApply) R EH T LET,

Security - Single Sign-On Settings ® 0 & & A 7

Access Sathngs ILOD Servica Porl Secura Shell Key SEL Cerlificate Dhrectory Encryption NEC 850

Login Security Banner

Import Trusted Certificates b

Direct Import

(3¢) [-—---BEGIN CERTIFICATE-----] & [-——END CERTIFICATE-—-—] % &&p, T CHOXLF
lear—LET,

(15) TNEC SSO] MiiH (2K Y . 'Manage Trusted Certificates and Records | (ZRERAE N BIIS =2 &
AR LET,

Security - Single Sign-On Settings ® O O A 7

Access Sallings iLO Service Port Secura Shell Key 551 Certilicate Dweclory Encryphion NEC 5SSO0

Login Security Banner

Single Sign-On Settings Manage Trusted Certificates and Records

ficate - Status  Certificate Description

]:| L] =B HosiName

£

00000
INRRREE ,
IRRRREE
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4222 fEE—FLLT TAENC X 58] 2BRTL5E
(1) ESMPRO/ServerManager % 1 > A h—/ LEEH PCIZBWT, TiET « L7 M VIS iz
ilosso.properties %2 7 ¥ A b7 4 ¥ TR 7,

<ESMPRO/ServerManager { > A k — /L 5 >¥ESMWEB¥whbserver¥webapps¥es mpro¥WEB-INF
¥service¥iLOSSO

KTFXAMET 4 X THRETDHEIT, XFa—FELTUTF8 (BOM 72 L) ZFEELTCLE
éb\o

(2) ESMPRO/ServerManager % > A h—)L LTZEBPC D IPT7 RLUAEZILIDNS & (KA R4)
Z"HOST_NAME' 7' m /"7 4 DfE L LTREL, EEZRFELET,

FEH

«l

ST_N&ME=192. 168.1.
!

KEYSTORE _PATH=
PASSWORD=

(3) ESMPRO/ServerManager % A > A h—/L L7=&H# PC 2 FEEI L £ 7,

(4) iLO @™ WebConsole iZ7 27 4, A == —» b [Security ) -TNEC SSOJ Z3&R L £, (4.2.2.1(11)
~4221(12)% & M],)

(5) [SingleSign-On Settings | T{E#HE— K& LT [Trust by name] 2R L. lApply) R¥ > %
T L £, %5 T Manage Trusted Certificates and Records ] @ [lmport] R % > & F L£d,

NEC E!__.:g“?“‘_m b Security - Single Sign-On Settings ® © & @ A ?

Intermalion Access Setfings iLO Service Port Secure Shell Key SSL Certificate Directory Encryption NEC S50

Login Securnty Bannar

Single Sign-On Settings Manage Trusted Certificates and Records

T, Import

EXPRESSBUILDER

| 9
DOO0ORREER

FRRIREERRE]

0
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(6) ()T ilosso.properties ®”HOST_NAME"IZ3% & L7-fiEi %2 [Import Direct DNS Name] (Z AL,
[Apply] R v E#HTFLET,

Security - Single Sign-On Settings ® O & & A 7

Access Settings ILO Service Port Secure Shell Key S5L Centificate Directory Encryption NEC S50

Login Secunty Bannes

Port
et m

Import From URL

Import Direct DNS Name

(7) NECSSOJ HimiZHEY, (6)TAJSL7-fEn Manage Trusted Certificates and Records | (ZiE I
SN & xR LET,

NEC !';?Msn___m Security - Single Sign-On Settings ® © B ® A 7

Information Access Sathngs LO Service Port Secure Shell Kay 551 Certificale Directory Encryplion NEC 550

m Info Login Security Banner

Single Sign-On Settings Manage Trusted Certificates and Records

Tr:,‘f,[ r_\,'.'\emo Status  Certificate Description

O -] 162 168.1.2
\9\&

& W

O & -

O

O

O

D |:| g8

m (g | (]
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4223 FEHE—FRE LT [IRTEHE 28R IHE

(1) iLO @ WebConsole 21 7'+ > # ., A == —75 [ Security | -[NEC SSOJ % 3R L %3, (4.2.2.1(11)
~4221(12)% & R,)

(2) TSingleSign-On Settings ] CE#EE — K& LT [TrustAlll #5384 L, [Apply) RZ L % F LE
#O

iLOS

i e Security - Single Sign-On Settings' ® 0 & & A 7

Accass Sallings ILO Service Port Secure Shell Key S50 Cantificate Directory Encryption MNEC 880

Login Security Banner

Single Sign-On Settings Manage Trusted Certificates and Records

\‘}(sp‘
& o"dé r‘t’@\?
B Lo
O o r

SBUILDER O Qv “'

] g] v
O B
oo & co
oo B A
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% 7= . ESMPRO/ServerManager |2 % &% L 7= ExpEther Manager o FE 8 <2 HI R b [H 4% 1
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Z ZCIX ExpEther Z #2572 O DLL D 3 50 REST APl # #4779 % Ruby D% o7V A
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TR T FOEE

Z 7 ) 7 MZiZ. ESMPRO/ServerManager ~7 7 & 24 % 12O DEHL4E API DO U 7 = X b7
—HZENRNTGA=ZLLTHRBELTWET, TOED, HoUOHHTIREICADET, 2h
HDONTA—Z L mET HUENHY £7,

EAT VTN T 7 ANERETDMNEOHDH /NT A =% FFLIRLET,

(1) search_eem.rb
EEM D X8k APl 2 34T+ 2 A2 V7 K TT,
HHT 2 BEICADETUTONRTA—ZEEELTLE S0,

- HOST
ESMPRO/ServerManager DR A R4 E 721X IP7T R LA ZFE L TS 7E 30y,
%) ESMPRO/ServerManager ® IP 7 K L A 7% [192168.1.1) DA
HOST="192.168.1.1"
ESMPRO/ServerManager & [fl U A b TERITT 28546
HOST="localhost"

- PORT
ESMPRO/ServerManager 23 1 9~ 7R — h {5 2L L T 72 S0,
ESMPRO/ServerManager @ 78 — k% 5 O fJ i 1% [21112) T,
%) PORT=21112

- login_account
ESMPRO/ServerManager iZ 2 27’4 3572007 7 v ME#RETZHL TFI W,
51) login_account ={'user=>'Administrator, 'password'=>"Password'}

- request_data
EEM O & API DY 7 = A h & Ffi LT 72 &0,
U 7 =X hOFEHE TESMPRO/ServerManager \er.6 RESTful APl U 7 7 L' > A | @
TEEM D% gk #Z ML T<7Z3vy,

(2)delete_eem.rb
EEM O HIER APl 2 AT 5 227 U7 TT,
AT 2REICEDETUTFTORTIA=ZZ2EELTIE IV,

-HOST
EEM D gk APl & [k T,

- PORT
EEM O % 4% APl & [FIEE T,

- login_account
EEM D & &k APl & [EHETT,

- name
HIBR L 72V EEM OB G4 ZFL#li L T2 &0,
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(3)list_eem.rb
EEM O — BB APl 2 EIT§ 5 A2 U7 S TT,
FEHT2REICEDE TUTONRT A—=F ZEE LTIV,

-HOST
EEM @ %%k AP & AR T,

- PORT
EEM O %k APl & [FEE T3,

- login_account
EEM O % &k APl L [FAIEE T3,

Yo F)La—F
(1) search_eemirb

#
# ESMPRO/ServerManager REST API Sample
#

require ‘openssl’
require 'base64'

require 'net/http’
require ‘json’

D

#itit

#it# Change below value

it

R R R

HOST="192.168.14.189"

PORT=21112

login_account = {'user'=>'Administrator', 'password'=>'Password'}

request_data = {'discovery M ode'=>'0",
'startAddress'=>'192.168.1.1",'end Address'=>'192.168.1.10",'networkAddress'=>'192.168.14.0','networkM ask'=>'255.255.
255.0', ‘accounts'=>[{'user'=>"admin’, 'password'=>'eemeem'}]}

R R R A T

session_id = nil

def make_header(session_id=nil)
httpheader = {};

httpheader[’X-ESM PRO-API-Version] ="1.0";
httpheader['Content-Type'] = "application/json; charset=utf-8";
httpheader['Cookie] = "JSESSIONID=#{session_id}" if session_id != nil;

return httpheader;
end
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def send_restreq(method ,session_id, url, req_body)

response = nil
http = Net::HT TP.new(HOST,PORT);

req_header = make_header(session_id);

if (method == :post)

timel = Time.now;

response = http.post(url, req_body.to_json, req_header);
time2 = Time.now;

time3 = time2 - timel;

end

if (method == :get)

timel = Time.now;

response = http.get(url,req_header);
time2 = Time.now;

time3 = time2 - timel;

end

if (method == :delete)

transaction = Net::HTTP::Delete.new(url,req_header);
timel = Time.now;

response = http.request(transaction)

time2 = Time.now;

time3 = time2 - timel;

end

if (req_body ==nil)

req_body = {};

end

puts ===

puts "---- Request Data "
print(" Method 1", method, "¥n");

print(" URL 2Murl, "¥n'™y;

print(" Request Header  :", req_header, "¥n");
print(" Session ID ", session_id, "¥n");
print(" Request Time 2" timel, "¥n");

print(" Request Body " req_body, "¥n");

puts "---- Response Data "
print(" Status Code - ", response.code, " ", response.message,"¥n");
#print(" Response Header : ", response.header, "¥n");
print(" Response Body ", response.body, "¥n");
print(" Response Time ", time2, "¥n");

print(" Elapsed Time " time3, "¥n");

puts" "

if (response.body =="")

return nil

else

res_body = JSON.parse(response.body);
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end
end

# Login

login_url = "/esmpro/api/login-session™;

count =0;

result =send_restreq(:post ,nil, login_url, login_account);
session_id = result['sessionldT;

# Discover EEM

url = "/esmpro/api/eem"

result =send_restreq(:post ,session_id, url, request_data);
jobstate_url =result['url];

while true do
# Job status
result = send_restreq(:get ,session_id, jobstate_url, nil);
if (result['jobStatus] == "Running" | result[jobStatus'] == "Waiting")
sleep(1);
elsif ( result['jobStatus] == "Completed")
# Job result
result_url = result['url];
result = send_restreq(:get ,session_id, result_url, nil);
break;
else
break;
end
end

# Logout
result =send_restreq(:delete ,session_id, login_url, nil);
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@)

delete_eem.rb

#
# ESMPRO/ServerManager REST API Sample
#

require ‘openssl’
require 'base64'

require 'net/http’
require ‘json’

R

Hitt

#i#t# Change below value

HitH

HHHHHHHH R
HOST="192.168.14.189"

PORT=21112

login_account = {'user'=>'Administrator’, 'password'=>'Password'}
name="Exp EtherM anager001"

HHBHHHHHH

session_id = nil

def make_header(session_id=nil)
httpheader = {};

httpheader['X-ESM PRO-API-Version]="1.0";
httpheader['Content-Type'] = "application/json; charset=utf-8";
httpheader['Cookie] = "JSESSIONID=#{session_id}" if session_id != nil;

return httpheader;
end

def send_restreq(method ,session_id, url, req_body)

response = nil
http = Net::HTTP.new(HOST,PORT);

req_header = make_header(session_id);

if (method == :post)

timel = Time.now;

response = http.post(url, req_body.to_json, req_header);
time2 = Time.now;

time3 = time2 - timel,;

end

if (method == :get)
timel = Time.now;
response = http.get(url,req_header);
time2 = Time.now;
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time3 = time2 - timel;
end

if (method == :delete)

transaction = Net::HTTP::Delete.new(url,req_header);
timel = Time.now;

response = http.request(transaction)

time2 = Time.now;

time3 = time2 - timel;

end

if (req_body ==nil)

req_body = {};

end

puts === "
puts "---- Request Data "

print(" Method 1", method, "¥n");

print(" URL 2Mourl, "¥n'™;

print(" Request Header  : ", req_header, "¥n");

print(" Session ID ", session_id, "¥n");

print(" Request Time 2", timel, "¥n");

print(" Request Body ", req_body, "¥n");

puts "---- Response Data "

print(" Status Code ", response.code, " ", response.message,"¥n");
#print(" Response Header : ", response.header, "¥n");

print(" Response Body ", response.body, "¥n");

print(" Response Time " time2, "¥n");

print(" Elapsed Time " time3, "¥n");

puts" "

if (response.body =="")

return nil

else

res_body = JSON.parse(response.body);
end

end

# Login

login_url = "/esmpro/api/login-session";

count =0;

result =send_restreq(:post ,nil, login_url, login_account);
session_id = result['sessionldT;

# Delete EEM

url = "/esmpro/api/eem"

resource =url + "?name=" + name

result = send_restreq(:delete ,session_id, resource, nil);

# Logout
result =send_restreq(:delete ,session_id, login_url, nil);
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®)

list_eem.rb

#
# ESMPRO/ServerManager REST API Sample
#

require ‘openssl’
require 'base64'

require 'net/http’
require ‘json’

R

Hitt

#i#t# Change below value

HitH

HHHHHHHH R
HOST="192.168.14.189"

PORT=21112

login_account = {'user'=>'Administrator’, 'password'=>'Password'}

HHRHHHH R A

session_id = nil

def make_header(session_id=nil)
httpheader = {};

httpheader['X-ESM PRO-API-Version]="1.0";
httpheader['Content-Type'] = "application/json; charset=utf-8";
httpheader['Cookie] = "JSESSIONID=#{session_id}" if session_id != nil;

return httpheader;
end

def send_restreq(method ,session_id, url, req_body)

response = nil
http = Net::HTTP.new(HOST,PORT);

req_header = make_header(session_id);

if (method == :post)

timel = Time.now;

response = http.post(url, req_body.to_json, req_header);
time2 = Time.now;

time3 = time2 - timel,;

end

if (method == :get)
timel = Time.now;
response = http.get(url,req_header);
time2 = Time.now;
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time3 = time2 - timel;
end

if (method == :delete)

transaction = Net::HTTP::Delete.new(url,req_header);
timel = Time.now;

response = http.request(transaction)

time2 = Time.now;

time3 = time2 - timel;

end

if (req_body ==nil)

req_body = {};

end

puts === "
puts "---- Request Data "

print(" Method 1", method, "¥n");

print(" URL 2Mourl, "¥n'™;

print(" Request Header  : ", req_header, "¥n");

print(" Session ID ", session_id, "¥n");

print(" Request Time 2", timel, "¥n");

print(" Request Body ", req_body, "¥n");

puts "---- Response Data "

print(" Status Code ", response.code, " ", response.message,"¥n");
#print(" Response Header : ", response.header, "¥n");

print(" Response Body ", response.body, "¥n");

print(" Response Time " time2, "¥n");

print(" Elapsed Time " time3, "¥n");

puts" "

if (response.body =="")

return nil

else

res_body = JSON.parse(response.body);
end

end

# Login

login_url = "/esmpro/api/login-session";

count =0;

result =send_restreq(:post ,nil, login_url, login_account);
session_id = result['sessionldT;

# List EEM
url = "/esmpro/api/eem"

result =send_restreq(:get ,session_id, url, nil);

# Logout
result =send_restreq(:delete ,session_id, login_url, nil);
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