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ESMPRO/ServerManager =0 a2 R—3%> b4 (X, Web 7T U¥ L CTarR—
RO RRE] — THERRE] B TAETE X3,
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#3%E EXPRESSSCOPE — T 3 LS ® BMC &=
=RV bDEY VT v (FA Vo Mg TT LR
Z OE TL, ESMPRO/ServerManager 7> 5 = > AR —> > k .0 BMC, System BIOS % %1 L 7 &t

FRFETAER T T NMEETH00, RT3y N7y RIEEZTHALET,
A V7 NEGOSGE & HOICEA L £,

3.1 &y Ty FOWNEA V7 MR T LBEHR)

UTOFRIBETEY b7 v 7 %2iToTLIEE,

(1) ESMPRO/ServerManager % A h—/L L2 EB PC &L a VR R—R > NakT 5,
XA VT NER OS5 1L ESMPRO/ServerManager % A > A h— /L L72 B PC & a2 R —F
k% RS-232C 7 1 A/ —7 )L CHEAE L EF, ESMPRO/ServerManager % 1 > A h—/L L7= 8
PC %, MEREIRRE | WE CIRE LB LSOV Y TR — My —7 V& L T E S0,
(2 2V A= OBMCHaL 747 L —vartb,

(3) ESMPRO/ServerManager {22 AR —R > h & B EKT 5,
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3.2

aVR—F RO BMC #ary 74—y g rd5FA V2

~ /T T L)

IZUDIZayR— o hOBMC a7 47 L—2 g LET,

e T METIE, ESMPRO/ServerManager & BMC % #ft 3 572 DI B e HAKBRD
A7 47—y a Y HAORELZMALE T, BMC 27 4 7 L—a D
EIEH OFHAZONWTIE, FY—AD RF 2 A FEBRLTLLEEN,

AVR—FLFDOBMC Doy 7 4 7 b—32a CIZUTOFERHY £,

ESMPRO/ServerAgent Extension, DianaScope Agent ¥ 72X EXPRESSBUILDER @ [T X7
LwR—TURA v MR BfEoTcar T4 S L—vay
AETIE Windows ik ESMPRO/ServerAgent Extension Z{ff->Car 7 4 JL—a 955
EEH LET,

e  ESMPRO/ServerAgent Extension, DianaScope Agent LASMZEH BMC 2> 7 ¢ 7 L —
TarT LY —nH 0 E£903, ESMPRO/ServerManager D > N7 7 CIEfE A
TERVWHLORHY 7,

* MWA Agent [ZfEH L2 TS 72E 0,
« 22 R—3x > k% EXPRESSBUILDER M5 L&) L CHEITT 2 [V AT A
~F—Y A2 MEEE) (X, [F U EXPRESSBUILDER |2 ESMPRO/ServerManager

............ RN N A S,

EXPRESSBUILDER D=1 Y — )V L A& Eotza 7 40 S L— g v
EXPRESSBUILDER @ =2 > YV —/L L ARl F—F— FREHR ST a R —x> b
BEar 7 47— a T HRETT, T A AT LARTF—AR— R Eoar Yy — LS
NTWRWNWIUR—=R M EXA L7 MEHTDHEEIE, ZOHFETBMC Oy 7 4 7 L—
varEITWET,

e EXPRESSBUILDER ® =Y — /)L L A RE & fiolca 7 4 Vb —2a UiF, FU
EXPRESSBUILDER (Z ESMPRO/ServerManager 23 &1 S 1L TV S 58 OB FH T
i‘é‘o

e  EXPRESSBUILDER ® =t Y —/L L ZREFEIC OV T, 2R —3% v MM Eh
TWba—H =N A FEERLTLEIN, 2—PF—XH A Nltar/—LL R
BEREDFLAN 72 WG AT TR W72 £ 8 A,
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3.2.1 ESMPRO/ServerAgent Extension 2> Ta 7 4 7V —a 35 (F
A V7 MR ET bIEERR)

Z Z ClE. Windows ilt® ESMPRO/ServerAgent Extension i > T, # A L7 MEHE2I13ET 2%

HCTarvR—xr 2V E— MERT OO0 ar 747 b—va CFRIRZHALET,
ESMPRO/ServerAgent Extension TOHAEIZ DWW TR L 9,

(1) =2 AR—3x> kT Windows #EZ##%, Windows DA ¥ — h A == —7)>5 ESMPRO/ServerAgent

Extension Z &) L T Z &0,

@ (a7 47—y a  BRREl RELE2) 97 LTESY, lRA vE—UNRFRS

nieo TOK) RE %) vy 7 LTSN,

(3) BMC 2747 b—vay] AAT Ry 7 ANFRSNET, Hl] 4T X—=TDIHA
HEZREL TS, UTOHAZLTHREL T ZEW, TOMOEBIFBLEMD E £

AT,

clarva—24)
IR —R L N IR R D AFIEHREL TLIEEN,
[REREF — )

(4) TWAN/ZA VL7 b ZTR=VDOHEAZREL TS, UTOEHBZLTBREL TS

SV, TOMOEHFBEEMOEEMEHTE £,

TR —F FEHE—F)

AV NEROEGE, T4 L7 b ZBIRL T TEEN,
ETLARBETHET I HA. [£7 2] Z@RLTLEIN,
- 7 o —H#

[RTS/CTS) %N L T 72&W,

(5) Bk AELHIY I L TLIEIN,
a7 47— a UEHRD BMC ICRESNET,
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3.2.2 EXPRESSBUILDER v YV — /L X% FoCar 74— a v
TBH(FA VI VR T L)

ay 74 7 b—va U ERFD IRFESNT-a 7 4 7 L— g Ui %A, EXPRESSBUILDER @
ay Y=L ARER o Ca Ly R—3%2 b EIZERELET,
AL 7 MERTY == NMEETHIEAICOWTHALET,

o EXPRESSBUILDER @ =2 v Y — /)L L X 6E 1% . [F U EXPRESSBUILDER (Z
ESMPRO/ServerManager 23 &1 STV D GHE O TE £ 77,
. EXPRESSBUILDER @ =1 > ¥ —/L L ABEREIZ DWW TR, 2R —3R 2 MIRMA S
TWHa—H =G A FEZRL TSN, 2—HF—=XH A Nizar Y —L LA
BREDBI A\ e L ZRIAV 22 i)@/uo .......................................................
UTOFMETHERMELTIZEW,
() 27407 b—va F W7 7 A VEERT S

(2) EXPRESSBUILDER =1 Y — L L AffER F1TT 5

3221avz4lv—a s BER7 A NEERT S

QD av74 v —varfERm77ANEERLET, EED PC LiIcA v A b= LTz
ESMPRO/BMC Configuration % &ZE) L T< 72 S0y,

(2) THBUER] REZ %2270 07 LTSN, BRAyE—URERENET, TOK] RZ v
Y w7 L TLIEEN,

B) BMC av 747 Vv—varv| AA4Tal Ry 7 ARERENET, @] ¥ 7=V 01
HERELTIEIWN,

UTOHBAZMLTHRELTLEEW, ZooBEBIBEEHEOEEMEHTE £,
= e
AR —FR L N LR R DA EREL T TEE,
¢ [JALADJ‘_EA"?P_AJ
- [ E— MHIE(WAN, Z A L7 M) /S TUEA LT a (WANZA LT b))
VPEDCHEEL TSN,

(4 TWAN/ZA L7 b~ ZTX—=VDHEAZREL T EEN,

UTOHEBZMLIRELTLZIVW, FOMOBERIIMEEOEFFHEHTEET,
Y THR— HHE—F)
ALY MEROGE, T4 A4V 7 b ZBBIRL TSI,
TTFARBTEETAHE. [T 4] ZEBRLTLIEZE N,
< [ v —Hfil4E)
[RTS/CTS) #EIRL T EE0,

(5) ESMPRO/BMC Configuration Z#H) L TWAHEEEDFD K7 A 7127 4 —~ v MFAD T2 v B

—T 4 A7 &y FLT, [BE RE 2L T EE0,
BRI ERETAEAT O IRy 7 ANRFRINET,
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6) RAFhAE 7y E—F 4 AT DNL—F T 4 L7 FUICLTLIEEW,
7 7 A W42 TCSL_LESS.CFG] # AJj LT TOK] RZ U Z LTSN,
a7 47— a BRI FANANR T Yy E—F 4 AT IR EESNET, ZTOFD & (3
T4 L= a UEWEFD) ERENET,

3.2.2.2 EXPRESSBUILDER zZa» Y —/L L AREZ FEITT 5

1) 274 7=y a U ERT 7 ANVORNEEHRER AR = MR LET, 3K —
Z 2 h® CD £721X DVD K7 A 7|2 EXPRESSBUILDER #, FD KA 7z a7 4 7L —
TaIEMEFD) ky bL, BEOERZANLTIIZIN,

EXPRESSBUILDER D 21> Y — /L L AMEENEENI L, a7 4 7 L— a UIEHR FD OF O
WEIVR—F 2 MIRE L%, OS NEEE SN ET,
o OVUR—XLUhMNZarZ4lL—alERT T ANONEBENEEICHETE LTV

AHEAIT, V7= SN EH A,
o aVYV—NLAMEELHERATSHE, BIOS DRTEZLUTFOL HIZEE LET,

Serial Port Address: On Board COM B
Baud Rate : 19.2kbps
Flow Control : SOL ®fhnt— D4, No Flow

SOL [ZHHE L TR WY — "4 RTS/CTS
Terminal Type (Console Type) : PC-ANSI

IR —FR 2 RS SOL XUt — 3 E 9 ik Tk D B R a v R—xr v h—
] THEFR LT 7EE0,

e I IR—F1 ML, EXPRESSBUILDER D A A A = 2 —7/N B L7 RREIC A2 D F
9", ESMPRO/ServerManager (22 > 7" — 3% > b & &4k L, ESMPRO/ServerManager
O T)E—haryy— ] HETa L R— bOHEHZHER L% T, LB
LT, avih—x%> bhDCD %721 DVD K74 7 )5 EXPRESSBUILDER % EU Y
HLTLLZEwn
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3.3 ESMPRO/ServerManager 2 R —3% v M &2 B&TH(F A L
7 NEERE T T bEERR)

ESMPRO/ServerManager |22 7R —3 > b aXER L, #iT = v 7 2 L £,
ESMPRO/ServerManager |27 7 A > L7242, ATFOFIETEIEL T ZE0,

() avR=R b N—=TIIFRSETLWGEEIE, IV —T 28T 5,

() A= b EBET D,

331 aVAR—RV BB TAHIIN—T2RET S
3.1 aviR—3xr "B TDH NV —728ET5] 2L TLEEN,

332 aVAR—RV MNERGEKT DH(FA VI NERLET L)
Q) A=) V= arR—=—x "PHBET LI NV—T4% 27 ) v 7 LT EEN,

Q) T N—TEHRIZTD [arR—x2 FOBM Mo TFREIERER) - TEFEH 27V vy 7L
TLIEEW,

(3) UTmHERAZAN LTI IZE,

HE 4 BREME

aUAR—F hEVE— NEHTLOOL4HIE AT LT

e o TEEW, fioarR—xr b ERRDAFEZREL TL

Ry AY b EEV, ZALFEREDATIEANTE A, £5. K

SLF NI RBIE N E T,

aAVR—F FORILEIRETE LT, ZAXTE G4

B4 BIANTEERA, 2. RXFE/NLFEFRINEINE

B

TR L — ;iﬁ~*yb%ﬁM#é%@ﬁw—f%%%mLT<ﬁ

XA VT NEROYS

> AL 7 M ZBBRLTIEIN,

< ET LEEROYA

= =54 ZEIRLTLITEE N,

"BMC (EXPRESSSCOPE = 2)) "/"iLO"/"BMC (Z®ff) " /"vPro" (Common)

=nar e (2 AR—x2 b O BMC a2y 747 L—var] TH
e ELERIEF—Z2 A L TLIEE N,

v~ X —V A barvie—FFHBHEE (TT2)

FERE %ﬁé%ﬁf%?AJ%gwbt%ém@ﬁﬁﬁéhiﬁo
! TF MEGCH AT A ERB TR L TSN,

N
(=1
[iny

X

e
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(4) B R2ozr7 )y 7 LTSN,

o AVUR—FXUMNEFERE LT TR, VAR MR E-MEBTE
FA,  FRIORT T =y 7] 2FTLTEIN,
(B) RE] #T7MoEERREIZ7 )y 7 LTS, [ E] mim T M K7 %
7V w7 LTLEEN

6) [T =7 RE %7V v 7 LTIESN,
ESMPRO/ServerManager 732 > 7R— %> k@ BMC &ilifg L CEfifER 21TV ET, /2. U

F— MEHOOICKLERERE A R—R 2 FBINELET,
et =7 ) BETTHE, arB—xr bz )T FEHTELL TR £T,

BRHRRR | 3

i BEHOMIF R SN TV DHIEEZ B T 7RE T,
RRARRREAE I TE £,

BEOMIF R SN TV LREZ ME TX 22> 7REE T,

RARH AR TE £ A,

BEANEREHR L, AN LRSI BB L T IZ S0,

o AVKR—=FRU PMIHTDHYE— FTOEENKT Lcb, HERGRE ] BT 1)
Wr) Rz &)y 7 LCRERESIE LT EE0,
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TAE ILOEHa L A—RX v OBy N T v

Z OFTIL, ESMPRO/ServerManager 726 2 AR —x 2k EOILO 2 U E— NMEHT 57200, #
Wi oty b7y 7 FIEEZHILET,

41 v NT v TOFN
UTOFETEY b T v 7 2{ToTLTEEVY,

(1) ESMPRO/ServerManager %1 > A h—/L L72%H PC L a v R—3> h&E—F v hU—7Z
2 TR

2 2V A—R b DILOEAL T4 T L —Ta T 5,

(3) ESMPRO/ServerManager (22 > 7R—3 > N &%k T 5,
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42 ayvR—FXVMDiILOZary7 47 L—vart 3

4.2.1 SNMP BHRE
Z ZTl%. ESMPRO/ServerManager C iLO ¢ SNMP i@# % 5215 T 5856 D% E FMRIZ- OV CEE L
£7

e iLO ® WebConsole TREZEITHITZH, HHMUHILO DFR Yy NU—7 DREND M
BN ET, iLODFR Y hT—T OEREICOWTE, BEO2—F—XH A K%
ZHLTLEEN,

(1) LLFDJ5ETiLO @ WebConsole % 2 L CT< 72 &0y,
Web 77 U F Z i@k, LIFD URL Z AL TLIZE0,

iLODIP 7 L ZAH192.168.1.1, HTTPS OHRENERIDOEE -

| https://192.168.1.1/

(2) iLO DB T A VEHENERIILET,
o7 A %%, WebConsole ™ A == —75 [Management] - [SNMP Settings] %R L T 72X
VY,

NEC :I,'ﬁnusmﬂ X Management - SNMP S¢ ® © ® R ?

Information AlertMail Remote Syslog

System Information

Firmware & OS Software

SNMP Settings

iLO Federation

Remote Console & Media
System Location

Power & Thermal
ILO Dedicated Network Port System Contact
ILO Shared Network Port

Administration System Role

Security

Management System Role Detail

EXPRESSBUILDER
Read Community

(3) LAFOFIET, ESMPRO/ServerManager %1 > A h—/L L7ZEE PC DIP 7 KL AZFZREL T
<TEEW,

<iLO5 7 7 — AU = 78— 3 V8 1.20 K OB A
[SNMP Alert Destination(s)] (ZIP 7 FL 2 ZgE L, TApply] RZ U ZEIRL TS EE 0,
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NEC :I,‘ﬁnfmﬂ X Management - SNMP Sé ® © ® R ?

Information SNMP Settings AlertMail Remote Syslog
System Information

Firmware & OS Software

ILO Federation

Remote Console & Media

Power & Thermal SNMP Alert Destination(s)
192 168 1.100

ILO Dedicated Network Port
iLO Shared Network Port
Administration

Security

Management

SNMP Port
EXPRESSBUILDER 161

©iLO5 77— AT = T N— 3 N 1.20 LLBEDOHA
[SNMP Alert Destinations] @ [New] ZER LT 7F &,

NEC Ehgcsmm X Management - SNMP Settings ® © ® B ?

AlertMail Remote Syslog

Information SNMP Settings
System Information
Firmware & OS Software SNMP Port

iLO Federation 161

Remote Console & Media

Appl
Power & Thermal
iLO Dedicated Network Port

iLO Shared Network Port SNMP Alert Destinations

Administration

Security SNMP Trap SNMP SNMPv3
: Alert Community  Protocol  User

Management Destination

EXPRESSBUILDER (s)

Alert destination not configured

NEC E_I:_D([:‘S‘m‘ ¢ Management - SNMP Settings ® 0O & & ?

Information SNMP Settings ~ AlertMail  Remote Syslog
System Information -

Firmware & OS Software Add Alert Destination X
iILO Federation

Remote Console & Media
P £ THETTE] SNMP Alert Destination(s)

iLO Dedicated Network Port 192.168.1.100 X

iLO Shared Network Port Trap Community

Administration

Security SNMP Protocol

Management

EXPRESSBUILDER @
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422 UITNYAL A URE
ESMPRO/ServerManager CHEBEXfG:D iLO ##a o AR—xx ME8R L, [V E— Ml 27 -
HLO ~Dua 7 A v Vo7 Z2BIRTHE, Yo A—x2 b® iLO WebConsole ~3 > 7 /LW A

YA (SSO) THZ LM TEET,

Z Z T, ESMPRO/ServerManager 5 iLO ~3 > Z YA v A 4 B4 O EFNEIZ OV Tl

qu Li‘a‘o

iLO DY TNV A A TIEHEUTOEEET— REBRIRT A2 ENTE, BEHET— Lo THRE

FMEA TR £,

3872 L (SSO &E%h) (F74/v1h)
EAEIC L BB (BRLVED)

- TTO SSO e ER A LET,
SiLOIZERHNICA v AR— P ENTCWAIEHELBAT L L

C. NEC SSO #EfIL7 7 U &r—3 3 7 D SSO Hks 2 HEhN LE T,
BN X BEE - HiEA VAR—RFENEZIPT FLAEZIIDNS 4 & BET 5 2 L T, NEC
SSO HEHLT U Ar—3 g b D SSO ##kt 2 AN LET,

TRTER (R bREemIMEN)

SSO ¥ & i F ANLE T,

-NEC SSO #fiL7 7* V) r— a U in bR S a3 To

o iLO TIEMEHT— K [MEfEZ2 L (SSO M%) | MBI TWBEHE, [ILO ~Dr 7
A VI ERERRTZE, VoI NAT A FETITILO B T A =V TR

L/ij‘o

e iLO ® WebConsole CHREZITHI O, HHNLOH ILO DXy N T —7 OEEN L
WD F9, ILO DRy hU—F7 OFREIZHOWTIE, BEEO2Z—VF—XH A K&
SZHRL TS,

422 1T —FRE LT IFEHABICLPEH 28RT86
(1) F—A NTERICIEET DA T v a VOREMER D TREET,

7 ay BiEA BEEDH
alias F— A M TN THEFEAF 27575 | esmpro_ilosso
728 DA R
storepass F—ARNTDO/NAT— R secret
validity A EO A IR (A0 365
keystore F— A N T DAL C:¥Users¥Administrator¥ keystore

(2) ESMPRO/ServerManager %A1 > A h— /L LT=FE PClIZBWCa~vy R7r 7 M aE, Tid
TALVZ RVIZBELET,
<ESMPRO/ServerManager - > A h— /L Jc>¥ESMWEBYjava¥r1¥bin

o~ RIATH :

| cd C:¥Program Files¥ESMPRO¥ESMWEBY¥java¥r1¥bin

|

QR)F—A N7 AL T D72, Tit keytool =2~ REFEITLET,
keytool -genkeypair -keysize 2048 -keyalg RSA -sigalg SHA384withRSA -alias {(1)? alias f&}
-storepass {(1)? storepass fH} -validity {(1)?® validity i} —keystore {(1)?® keystore f&}

ATy RETH

keytool -genkeypair -keysize 2048 -keyalg RSA -sigalg SHA384withRSA -alias
esmpro_ilosso -storepass secret -validity 365 -keystore C:¥Users¥Administrator¥.keystore
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@) TRROEREANT DI TR END DT, WHIRMEEZ AT LET, KEBICEO AT — K%
AT DHEITKRDOEND DT, HEATETICEDEFE ENTER F—Z2 M TF LE T (HHD/X
U—REXF—ARTONRAT—=RLEUCIZTSH20D),

WA EATILTLTES W,
[Unknown]: <<f}:44>>
A A Z AT LT TZE W,
[Unknown]: <</) & 72 k44 >>
M 2 A LT TES N,
[Unknown]: <<X = 72k >>
#Wifidh i3 2 AT LTS EE N,
[Unknown]: <<l 44 >>
INA FE T T A A2 AL TLEE 0,
[Unknown]: <<t 544 >>
ZOHMICEET D 2 XTFOEFEZEANLTIIEIN,
[Unknown]: JP
CN=<<:4>> OU=<</)» & 72 flHk 4 >>, O=<< K & IR 4 >>, L=<<# T 44 >>,
ST=<<#i 54>> C=JP TLE ALV TI3?
[no]: y
<esmpro_ilosso>D#E/ AT — R&Z AL TLZ30y,
(F—ARTDONRAT— K EFEUHAITRETURN 2 L T Z&E W)

M OLIZIIEA MR IP 7T KL AZ AL TH L,
(5) F—A M T D3(1)D keystore THEE LICHETIAE S le Z & B L £ 7

(6) AEAIE: (PEM EX) %9578, Titkeytool 2~ REFETLET, F—A NTD/NRT
— FERDLNT S, (1) storepass fEE AT L ET,
keytool -exportcert -keystore {(1)? keystore fE} -alias {(1)® alias fE}
-rfe > {19 23EHE T 7 A4 L O /R AR}

A~ REATH
keytool -exportcert -keystore C:¥Users¥Administrator¥.keystore -alias esmpro_ilosso
-rfc > C:¥Users¥Administrator¥test.pem

(7) (6)THE L=HARITHEHE PEM X)) BNH b2 2R LE T,

AEE OB

***** BEGIN CERTIFICATE-----
M1 10aTCCA| Gelw]BAe IE apiaT ABakahk | GIwWOBAQWFADB | MOswWCOYDVAOGEWJK
UDECMA4GATUECEMHYING rbm9 3k j EQMA4 GATUEBMHVWD rbm3 3k | ECMA4GATUECHMH
WG rbm33b § EQMAA GATUEC:MHVINS rbmd3b ) EOMAWGA TUEAME ZHYt bXkwHhchMT aw
OTEMDCxMzMOWhhM 2w T ASMDCxMzMOW ) B | MOswCOYDYROGEw IKUDEOMA4 GATLIE
CBMHWIE rbm93b | EQMA4GAT UEBxMHVID rbm33h | ECMA4 GATUEChMHYING rbm93bj EQ
WAL GATUECMHVIS rbm83h | EOMAWGATUE AxMF ZHV bilkwe ek IMADCCSqGS TH300ER
AQUASY TBDwhwe gEK Ao I BALDUozE D+o00] InDCER [P+E j (D0zPPWPoB4 /1t A0st /S
j0sjR2 r8 r7 rm?5n0zBLAVPaq | e3BCadhYthHAzwN,/JB GKeRshbPCYFwWCHHS R
WrETCLX=BE3KTAMIC4 j 2 CrHy Ly | OpyBrub /CORP=4FFOLAK Y dk aVwyRCpibs [
EMevdUdH% 349881 i 1 200 T | MND X8 Arbbm@HJZJDV+8BrerBdhBOKLUI /W0
LsksB/ N3z +achaTK2eGazBxueF o whike | /heBy [ 8k+Rmok T VaB 00Vt + [ +h+3
ILAUT ddavym i 704 1GyGAUY r7 21 5/ 3RvBuY H1 BHNOVndeMBAAG] [TATMBIGAT U
DelWBETT9z 1 swiwh0C re+tyvem Tt T9xavsal AlBekahk i GIwIBAQWFAADCAQEALCIBC
TCVOWFFIK 1 QdBCWDEB9F Sol vk Tt hnd AxBrDmR3 Tt 400cSL DmPYM16wval2 AthN
3YfuQZtSkfxethAwNGszAqNFDTFBfRNJean5oJWWBQ11BmngSXFm08|SJJ+Y
GeM/A05 | xannsVxkx2 UM7CNG | ekKKBUB cOvRz rlUZAPwdu | YSEEHNIGFJK j N+wPe+L
20t poZkbbO40KRF4 | Noodt apay VO£ Y0/ 16 i vkt 2WWTLE ugk rDE3ui el +ullvckJS
27hc | JF1kscnDhRmdRehyELmt i f AOBMLR 14 | At rnTw0 TB=U3mUNA rdGGzbbAccdA
eAh7MNU4BNAHPTS ==
***** END CERTIFICATE-----
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(8) ESMPRO/ServerManager % A > A h—/L L7ZEH PC IZHBWC, FTie7 « L7 h U ICKM S L7z
ilosso.properties &7 ¥ A h =7 ¢ ¥ TR & £,

<ESMPRO/ServerManager { > A k —/LJ5>¥ESMWEB¥wbserver¥webapps¥esmpro¥WEB-INF
¥service¥iLOSSO

HTHXRAPTT ¢ X THRETHEIL, W —RELTUTF8 (BOMZAL) 2 EELTLEE
A

@) FTROTuAT ITHEREL, LESRELET,

FurT 4 B REHEDB

ALIAS NAME (1) alias fif esmpro_ilosso

KEYSTORE PATH (1)0 keystore { (K50 % ES=IL) jc?i:”%é”?ﬁm ToOHE
e N e T C:ﬁéléUsEEsﬁééAdmlnlstratoﬁé\il.lisystore
B X 2 5) X0 X%L:”/’.’éﬁﬁﬁff%ﬁiﬁa
C:/Users/Administrator/.keystore
PASSWORD (1)@ storepass fE secret

FEH

S M o
KEYSTORE FPATH=C:¥¥Users¥¥hdminist rator¥¥.kevstore
PASSHORD=gecret

(10) ESMPRO/ServerManager % > A h—/L L72&H# PC Z L8 L £,
ilosso.properties > PASSWORD (2% E S V713 5k S 41, ENCRYPTED_PASSWORD &
L CHBWIRAE S 9, PASSWORD DEIZHIF S £,

(11) LLF DI T L0 @ WebConsole % EZ#) L T < 72 &\,
Web 7' 7 UV & EhiE, LTFO URL Z# AL TL7EEN,
iLODIP 7 RL A 192.168.1.1. HTTPS ORENALOEE -

| https://192.168.1.1/
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(12) iLO D a7 A VHEH AR R IIVET,
074 1%, WebConsole D A ==—7>6 [Security] - [NEC SSOJ A#ER L T 7Z2& W,

iLO S
NEC 1.30 May 23 2018 X

Security - Access Settin ® © ©® @ R 7

Information Access Settings ILO Service Port Secure Shell Key SSL Certificate

System Information Directory  Encryption Login Security Banner

Firmware & OS Software

iLO Federation Service

Remote Console & Media

Power & Themmal
Intelligent System Tuning () Secure Shell (SSH)

ILO Dedicated Network Port Secure Shell (SSH) Port

iLO Shared Network Port 22

Administration
() Web Server
Security

Management Web Server Non-SSL Port

80
EXPRESSBUILDER

Web Server SSL Port
443

(13) [SingleSign-On Settings] T/E#EE— K& LT [Trust by Certificate] %R L. [Apply] &R ¥
PR LE9, el T Manage Trusted Certificates and Records] @ [Import] R & & L%
—g_ﬂo

NEC El;?agmm X Security - Single Sign-On Setfings ® 0O ® ® A ?

Information Access Settings iLO Service Port Secure Shell Key SSL Certificate Directory Encryption NEC SSO
System Information Login Security Banner
Firmware & OS Software

iLO Federation Single Sign-On Settings Manage Trusted Certificates and Records

Remote Console & Media SS0 Trust Mode

Trust by Certificate

Power & Thermal

Intelligent System Tuning
iLO Dedicated Network Port &
iLO Shared Network Port

Administration >
Security 5] Login
Management I:‘ |:| Remote Console
EXPRESSBUILDER I:‘ (D Virtual Power and Reset
I:‘ éj Virtual Media
O E HostBios
I:‘ I:‘ ﬁ Configure iLO Settings
I:‘ D Ede Administer User Accounts
O O 4 HostNIC
I:‘ D ] Host Storage

Recovery Set
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(14) 4.22.22)(7) THEad L7 iEEONEF(K) % 2 B — LT [Direct Import] O7 F A h= U 7IZhL
VEHT, TApply) RH AT LET,

NEC El;?agﬂm X Security - Single Sign-On Settings ® 0D ® A ?

Information Access Settings iLO Service Port Secure Shell Key SSL Certificate Directory Encryption NEC S50

System Information Login Security Banner
Firmware & OS Software
ILO Federation

Remote Console & Media Import Trusted Certificates X

Power & Thermal

Intelligent System Tuning Direct Import

iLO Dedicated Network Port
paste the base64-encoded X 509 cerlificate data here
Lokshixsz ackq | K2ptaztieduet e IVKpIEb ISk RmpK I VaGUOVELL s
BLQUmdavm [7TDhAIGY GAUYr7gXIs/ 3Ry BuY/H16HNOVNAGMBAAG) TAIMBOGAT Ud
TT9z1swVWNOCre+ mTtTB)gyquANEngghk\ IwDBAQWFAAOCAQEABQSC
v LOvF 8nDmi ¢ Bya12AtNN

iLO Shared Network Port

Administration

1
G M/ADS sV xKx2uMT7C N KKEUSCISVRZrUZAPwduWSEBh VqGFJKIN+vPg+L
12Kb0O40KRF 4INao4tapay YOMVD/IBiy Kig\V VT LMB]_)r(rDESUIV\.sX+WDvc g
EZh: JFWksthRmERemﬁLm TTACRMLRI4IAInw TwUTBeUImUVdrdGGzbbAcqIA
BAh7MNU4E vNAHPT 3w
-—END CERTIFICATE— F

Security

Management

EXPRESSBUILDER

Import From URL

(3¢) [-----BEGIN CERTIFICATE-----] & [-----END CERTIFICATE--—--] %#&&e, T _XCOXT
Flamar—LFET,

(15) INEC SSOJ HifEIZE Y . Manage Trusted Certificates and Records] (ZREFAE MBS iz Z &
ERERLET,

NEC El;?agﬂm X Security - Single Sign-On Settings ® ©O & ® /A 7

Information Access Settings iLO Service Port Secure Shell Key SSL Certificate Directory Encryption NEC SSO

System Information Login Security Banner
Fimware & OS Software

iLO Federation Single Sign-On Settings Manage Trusted Certificates and Records

Remote Console & Media S50 Trust Made
Power & Thermal Trust by Certificate Status Certificate Description
Intelligent System Tuning D L] HostName

iLO Dedicated Network Port

2
iLO Shared Network Port & & 2, Import
@ b«

Administration

B,

Security

Login

&
|

2
I:l Remote Console

(D Virtual Power and Reset
éj Virtual Media

E HostBIOS

ﬁ’ Configure iLO Settings
Q

Adrinictar lear Aecante

Management

EXPRESSBUILDER

o

0«
M A
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4222EE—FL LT TEAENC K BB 2&RT 556
(1) ESMPRO/ServerManager %A > A h—/L L= E PCIZBW T, FidT «4 L7 MU ITKM ST
ilosso.properties &7 ¥ A b =7 ¢ Z TH & £ 7,

<ESMPRO/ServerManager { > A | —/LJc>¥ESMWEB¥wbserver¥webapps¥esmpro¥WEB-INF

¥service¥iLOSSO

KTHFA LT X THRET AT, XFa— K& LT UTF-8 (BOM 72 L) #fEEL T

éb\O

(2) ESMPRO/ServerManager %A > A h—/L L7=FH PC D IP 7 RL A £ 721X DNS 4 (KA b))
Z”HOST NAME”7' m X7 ¢ DfE s L THEL, EEXRFLET,

X EH

«l

HOST N
!

; AME=192.168. 1,

KEYSTORE _PATH=
PASSWORD=

(3) ESMPRO/ServerManager % - > A h—/ L L7=% 8 PC % FiLEh L £ 9,

(4)iLO @ WebConsole (27 7 A 1% A == —»5 [Security |- [NEC SSOJ Z 8 L £ 97, (4.2.2.1(11)

~422.1(12)% & M],)

(5) [SingleSign-On Settings| TIEFHE— K& LT [Trust by name| Z#i®R L., [Apply) HZ 2 &
T LEF, %l T Manage Trusted Certificates and Records| @ [Import] RZ > EH#H T LET,

NEC ILO 5 X Security - Single Sign-On Setting

1.30 May 23 2018

Information Access Settings

System Information Login Security Banner

Firmware & OS Software

iLO Service Port

iLO Federation Single Sign-On Settings

Remote Console & Media S50 Trust Mode
Power & Thermal Trust by name

Intelligent System Tuning

ILO Dedicated Network Port <&
iLO Shared Network Port . e@@‘ (&‘;@‘9
Administration ¥ R W
Security 5] Login
Management |:| |;| Remote Console
EXPRESSBUILDER I:‘ C) Virtual Power and Reset
D éj Virtual Media
O E HostBios
I:‘ I:‘ ﬁ Configure iLO Settings
D D E’,e Administer User Accounts
O O & HostNIC
O O Host Storage
[, Recovery Set

0
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(6) (2) T ilosso.properties ™”HOST NAME”|Z%iE L 7-fE% [Import Direct DNS Name] [ZAJJ L,
[Apply] RZ T LET,

iLOS

1.30 May 23 2018

X

NEC

Information

System Information
Firmware & OS Software
iLO Federation

Remote Console & Media
Power & Thermal
Intelligent System Tuning
iLO Dedicated Network Port
iLO Shared Network Port
Administration

Security

Management

EXPRESSBUILDER

(@)
SN 2R LET,

iLO 5

1.30 May 23 2018

NEC

X

Access Settings

Security - Single Sign-On Settings

ILO Service Port

Login Security Banner

Pasie Ule Dasena-entouey A DUY CEINCELE Udld Nere

Apply

Import From URL

Certificate URL

Import Direct DNS Name

DNS name or IP address
192.168.1.2

&

Security - Single Sign-On Settings

Information

System Information
Firmware & OS Software
iLO Federation

Remote Console & Media
Power & Thermal

Intelligent System Tuning
iLO Dedicated Network Port
iLO Shared Network Port

Administration

Security

Management

EXPRESSBUILDER

Access Settings

iLO Service Port

Login Security Banner

Single Sign-On Settings

SSO Trust Mode
Trust by name

N

S
¢ &
\)gz‘ OQZ@‘ . b@-\o‘
] Loan
I:l |;| Remote Console
I:‘ Q) Virtual Power and Reset
I:‘ éj Virtual Media
O El HostBios
I:‘ I:‘ p Configure iLO Settings
L S B o | o Adrmimicbar Llenr Acm e
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Secure Shell Key

Secure Shell Key

0 &0 A4 7

SSL Certificate  Directory ~ Encryption  NEC SSO

INEC SSOJ HIZREY . (6)TAJI L7-fEA [Manage Trusted Certificates and Records |

0@ 0 4a 7

SSL Certificate  Directory ~ Encrypton  NEC SSO

Manage Trusted Certificates and Records

Status

O ]

Certificate Description

192.168.1.2
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4223fET—FRE LT I RTEE 2BRT 256

(1)iLO @ WebConsole (27 7' A L f% A == —»5 [Security |- [NEC SSOJ Z &R L £ 97, (4.2.2.1(11)
~422.1(12)% & M],)

(2) SingleSign-On Settings| CTIEEHE— K& LT ITrustAll] Z3#IR L., [Apply] R"¥ & T L E
j—o

NEC ™05, X  security-single Sign-On Settings ® 0B O®a ?

Information Access Settings ILO Service Port Secure Shell Key SSL Certificate Directary Encryption NEC SS0O

System Information Login Security Banner
Firmware & OS Software

iLO Federation Single Sign-On Settings Manage Trusted Certificates and Records

Remote Console & Media S0 Trust Mode
Power & Thermal Trust All in Import

Intelligent System Tuning

iILO Dedicated Network Port &
iLO Shared Network Port o e@‘@
¢ &
Administration N o® v-b
Security —El Login
Management I:l |;| Remote Console
EXPRESSBUILDER I:l (D Virtual Power and Reset
I:l éj Virtual Media
| El HostBIOS
O O £Y  Configure iLO Settings
D I:‘ 1+ Administer User Accounts
OO & Hostnic
D I:‘ =] Host Storage
B, Recovery Set

Apply
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4.3 ESMPRO/ServerManager iZ2 v R—X v b &% &1 5

ESMPRO/ServerManager (22 > 7R —F > M &A% ekT 5 FllEEZ R~ L E T,
ESMPRO/ServerManager (212 2 A > LT2t#%, L FOFIETERIEL TS Z X0,

(1) REREEITI,
Q) VA=Y FEALEO 7 NV—TIHR ST WIEEIX, T —T 28T 5,
(3) 2 E—ky FEBET S,
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431 REREEITO

iLO i a > AR —x v N EBET 556, LTO XL 9 72354 Tk, ESMPRO/ServerManager D Eg
FRECHCLEAZHET ODLENDH Y £, AREZITHORWYE . ESMPRO/ServerManager 7
5iLO #ifli= v R —F P AR T D2 LN TE £ A,

+iLO & ESMPRO/ServerManager & Mif{5 T HTTPS ZfEH L, 72»>, ACELEEHT Y

e iLO & ESMPRO/ServerManager & Oif{5 CEMA T HEE T 2 h 2k, BEEME T
HTTPS (272> CTWET,
MBREEaREl - x>y hU—2 ] @ [ILO Lt Oi#EfF] OWBE7 e ha/L TRELZET
THIENTEET,
(D) MREERE] - T2y FU—7 ) EEAZBZ., LO L 0w@lE] OHERB CHOEBLIEHZ IFFR7

5] ATHERELTL &N,

728, LT ORI T WS-Man 818 ¥ 7213 ESXi 24 554, TWS-Man i#15 /ESXiJ] @ [H

CEAGEN ] 2 PR T5) ITREL TSIV,

- R A VMware ESXi —/3DA T, IP 7 K L AT https ##¢ L C VMware ESXi ¥—
/\UDnEEﬂi’Z‘:{n*ET%fib‘ﬁuo

- EELXI G| C ESMPRO/ServerAgentService & ESMPRO/ServerManager & Di#{5 (2 HTTPS %
BHTLHEEIT-> CNDEETHD, ACEAEZHHAL TV DA

m I—HE: Administrator [ $8E  PEE=AM —58 ] [=lsbmels
ExpEther | P5—HFEa—7 | w—l | BEERE | ESMPROSServerharazer C 2T | ~JLT
_—

[RADZL 2T L EEE—F: 7K AL
E—F+1]

2 I L | ot A Adual | BEEHEE
JHHZ
SNVP/ICMVP{S

)79 b EEER ]
SEERREAPE 1 (1 -eBEMLEE [ |
BILEHEATE 2 (1 -emaMLeE 4 |
BILEHEEA7E 2 (1 -emsbeE 4 | #
mTER A TIE 4 (1-emls LA @ |
D=L AV E SO

WL A7 7IE (20 - 1900 1) 2] )
BMCH-Dili{S

Pl EBIEEEL S B (1 - 15 ) L&Al b
ITUREES O O- 0@ E 5 |3
BEFt— (1005 - 65535 [#4E]
BEhEEIRE C{BA T 27 ot A Lia] (®) Redfish O M
Redfish SEICEFELE A7 (8 (1 - 30 #) 241 2

B ER5EA OF = FNOE = FA R
HAL I ST

ERR— &%
WS—Maroli {5

B EHE5EA ®rEdn OFFF AL
LO+DniifS

WAL 7B (1 - 2075 L3 20 |#

v FEREU S EL (0 - 10 B [#4E] IEl @
BEEHEFEE IO (& ) HTTP

RS EA Cosrass s
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432 PRI N—T%BETH
132 avR —x " BB TLH7V—T28EET5] 28R LTLIEEN,

433 aVR—RV M ERGFET D
TRDO2BY DEENRHY £9, EHLONDOBIEEZITo TN,

B FEERH
LODIPT FLAREDIEREZEFZEASI L TCREEL, HiTF v 7] 2FELET,
B HEERH

v hU—7 EIZFET S, ESMPRO/ServerManager EIZ F 728 I T\ aR—x
FeEhiz, ILOHHa L R—3 PR L TEELET,

4.3.3.1 FEPBRE

(1) TarR—xr b8 BEEEL (7Vv—7] YU —TiLO#EfHa R —x v hapiE S
DIN—T %7 ) v LTLIEE,

(2 BIRLI=ZNV—TD [T V—FH 270 [arR—x FoBE 7o [FEeer - (@
WER 27V v 7 LTSN,

(3) [FEheEk) Wi CLLFOHAZANLTIZS W,

HEBA4 BREE

ESMPRO/ServerManager = CEH T 572D a R —x
FOAFITY, Mo a L R—R2 FOAFTE EHR LN
A2 T3, ZAXFEFLARNIIATI TE EE
oo Filo, RIXFENCFIFIXBIENET,

AUR—=R NORLEIRETEET, ZANTEEL4

e S 2

liga AFATI CEERA, o, KXFE/NLTFEHE SN E
R
N /:_ “\ ~ N - ) \g‘% i
TR ;;T X N EBINT 55D N—T 2 2B L T T
Bl Re LAN Z @R L T &y,
FEHE
OSIP 7 FL & IVR—=F L FDOSIPT FLAZATTLTLIEE N,

SNMP (ESMPRO/ServerAgent) / WS-Man / ESXi
- IR —F Y NDOUVAT NEBRREEZ A LI-WEEIR
" (B4 2R TSN,
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B ROBEE e 2 L ABIN L T EE 0,

['WS-Man] %1

B Y VMware ESXi6 B — D4,

LR )Y VMware ESXi7 Hh— D4,

BEEXI 52 ESMPRO/ServerAgentService 731 > A h—/L
STV DHEGE,

(=82P0ES

FESXi| %1
BHIRE )Y VMware ESXi8 H— 3D E4

WS-Man £ 7213 ESXiI2 £ 5 v AT MEHL A it § 5 B4
HBHT 22— —ABIORT—REATLET,
T
K ['Windows hiZ ESMPRO/ServerAgentService D4 ]
Window D 27 LEHFEHERZ >0 —h 02—
— 4 BILIOARNRAT = FREZANL TS EIN,
ActiveDirectory FIZIER L7z 2—H =T o> & HEH
T5Z EITHkRERE AL

) ‘ [Linux it ESMPRO/ServerAgentService D4 ]
INAT— R Linux @ root L —#—& /X2 T — R&ZAJJLTLZE0,

['VMware ESXi6 LI D — DG4 )
VMware ESXi6 LLED Y — 0D 2T NEPRE MR 2 £F
D —HP—EZBILORRAT—RKEZ AN LTLIFEN,

WESa han WS-Man B CHRHAT2@EDOT 1 b a/L&@EIR L E4,

R—+EE WS-Man EFLCHATI2R—F2 AT LET, %2

RAID ¥ 25 A& FESEE

BEXF S ESMPRO/ServerAgentService D56, Ak
BEIRL TS Z a0y,

L BEHEXR N VMware ESXi — 30354 110.3.3.1 FE%
fr] #SHL TS0,

ExpressUpdate H#AE

ExpressUpdate Agent f&H D7 > [RBFR) 23R L T2 SV, iLO #B#ia v R —x v M

77—k ExpressUpdate Agent #%FH D7~ 75— NI IR T,

, [ReB ek ZBIRL T &0, ILOE#Eiz o R—x%x v I

X =V A bhariro—I% R, . =y e 1 e dpiirt
HOT v 77—k YR =VRA Ay bu—IRAOT v 7T — MRS

<

"BMC (EXPRESSSCOPE =.>>) "/"iLO"/"BMC (% ®ff) " /"vPro" (Common)

=g DEgk] 2L TLIEEN,

EREPI S lLOJ ZEFEIRL T &,

a2 —H4 iLO Da—HF —£BLOAT—RE AN LT EEN, ¥
NAYT— R 3

HE e b= iLO BHCHHT2BED T ha L zEiR LET,

R— hEE LOEHMMCTHAT IR — 2 A LET, X4

"BMC (EXPRESSSCOPE .. 2>) "/"iLO"/"BMC (% ®ff) "/"vPro" (Common)

IP7 FLZ1 [ILODIP 7 FLAFREL T &,
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o X1: WS-Man 5 £72IX ESXi 2T 2%&, UTOX S REETIE 1131 &
BERELITH | %25%5|Z ESMPRO/ServerManager CH B4 2 AT 2L ENRNH Y
e 8

« HHIXF R VMware ESXi6 LIBED Y — DG A
- HELXF 54| C ESMPRO/ServerAgentService & ESMPRO/ServerManager & D315 C
HTTPS Z 13 5 EELIT> TV DLHETHD, ALBELZHEHN L TV 556,

o X2: WS-Man FHRFOfE AR — FFEZIZHOWTIL I8k C WS-Man FEIFD AR — K
FHIZHONT] 2L TLIEIN,

o X3:LO DaA—VF—AB LAY —RL, LTO2—WF =T h v FOEZRE
LTLEEEN, 2= =T H T MIOWVWTOFEMIE [ILO5 2—W—XH A1 K|
B TLIEEN,

« 5 7 # /L b ® Administrator = — % —
cFTARTOZ—W—HER A FFOBIN = — 3 —

ERUSN D= =T H T ML TILO OB AT O 56, ILO ISk 5 —
OBERED A TE W ATREMED B D £,

o  X4: iLO ® Web 4 — DR — FFEZEZEEL TLZ IV, iLO ® Web — DR
— &S IXBEEE TIX HTTP:80, HTTPS:443 T4, BEEM AR L aI3EH
BOR—NEEZERETHLERDH Y 3, FHMIX [ILOS =2 —WF—XH A1 K| %
SR LTLIEE,

o iLO OEBRAITORWES . ERBIZL > TI— Ry = TERAITX R WVEANH
DET, BEILOFMIOWTIEIERT = v 7 ERBEEHZZSH L TLEE0,
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JEH] A E 5] T,

-7
S —HEHR
[ s
o [ -7 1R
B 1i—ob—E
. B YL =R
& P Tt
5 2 L—Fmiehn
B § 3R -2 OB
- & Ejtls_ii

2 —HE : Administrator [#8FR 2R —4] =k

ExpEther | P5—HE 2=7 | U=l | BEAR | ESMPRO/Servetarnear T 5T | ~JLT

[RADL 2T L BEBE—F  FFIVAFE—F]

EHE
DT ] - 1
B
PﬁE.m 7
o
B
08 FFFL-2 LRl
SNMP (ESMPRO/ServerAzent) / WS-Man / ESXi
TR

TR

1—HE [BA
HAD—F L&A
SEEZORI
R—+-ES L2AE]
RADY/RT b EIRHEE
TR
ExpressUpdateti#fiE
ExpressUpdate AeertiE D79 F —t

e [
[SampleServer

@ LAy AL BT A

® 3@ OF2H

O SMMP(ESMPRO/ SarverAzent, iStorags)

(®) iZ-Man{ ESMPRO/ Server AgentService, ESXTLIET)
O EsxitESXiE)

®HTTP OHTTPS

O5s ®55H

OzH ©£T6H

“BMC{EXPRESSSCOPETL/S7L/)" / "LO" / "BMC(Z M )" / “vPra” (Gomman)

=18

© 2 OFTH

A BVS LODEIREITH ANES, RRIT LTI 0 — D BRI ITAN O RENBYE T BEIEOMBIT DN T

13 HHAT o PRRBE R EEL TTE L,
TR

[} BMGC{EXPRESSSCOPE T/ 7L/
(EGD GENTER), BMGIA= —3 7% —§ )i

OBmMc @ Lo O BMSEOM) O uPro

2712, Exp?ggs%%pomz:///wlzfa/a't/zswaspEij [ (SIEMABLADE), BMG

ERLHOEETHOLOAPo D v — /}/%J/H:l 5‘%‘@@%"\3 "BMC(ED ) 2R TTFEL .

1% LAl
N0 L&A
EEFORIN

H—HES LRl

[Fessssssnes ]
OHTTP ®HTTPS

“BMC(EXPRESSSCOPET 372" / "LO™ 7 "BMC{ED D™ / “vPra” (LAN)

FP7FL21 L&A

(4 e RErzr)y 7 LTS,

(B) FUR—=R D [RE] 7D KR E

<TEEV,

=

BET Ty r ] R¥% 27V w27 LT

(BT = 7 | RZ2 %7 ) v 735 &, ESMPRO/ServerManager 23 [t F = v 7 | 17> C,

VE— MEBOTDIZHERIFERE I R —F 0 FNBIELET,

e T = v 7] BDIEEKRTTLHE, avRA—2 bz E—MEHTELX IRV ET

FHOMIZERIN TV DL R T REETT,
URE A TX £,

BFHOMICE RSN T DHEREZ R TE 2o T2 REETT,

AR MR EHEH T EE A,

FREEA R ZMER L, AT LTEEMRICRE Y B0 R LT 7E 30,

i
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4.3.3.2 HER&

Q) TarR—%r % BWEELIT (7Vv—7] YU —TILO#E#Ha v R—3 2B S
LIN—TH%r ) v LTLIEEN,

(2 BIRLI=IZN—T7 0O [T —T1EH 47T laviR—x> o — TA#EEE) 227V
v 7 LTLTEEN,

(3) THBEER) Wik T, iLO f#li= > R—R Yy bEMRET DO OREETT> TIIEEY,
HH 4 B EME

o BB HEIE I B L 1= = o R o A BHR 85 7L
2%/ —
BT —7EAEEL TS,

[P 7 R AR EHE 28RT25 L, BESN-#
FHOIPT RLAZESa L R—% NaRBELET,

BM#EE—F Xy NU—7T7 RLVAREK|] 2&IRTDHE, FHESIN
Py NT—=I T RUAZFFOa VR —FR 2 FEREBELE
DS

BIAGET K1 2 [P 7 N L AHPHIEEMRTR ) 28R Lo LIRS E

- T, AUR—FR NERKZTDHIPT KL ADBMBT KA

BT7 R EHTT RLRAERELTLES N,

Fy NI —27 7 RL & (%Y FU—=2 T RLUARER] ZERL-BORE RSN
F9, IVEAR—RX U NERKRTDORY NT—IT R AL

Xy NT—I <R Fy "= <27 FFBEL TN,

ILOEHia v R—% 2 bOARERZET HHEE. TED) %

o
B R LT < 7,

ESMPRO/ServerAgentService 231 > A h—/L I L7z a R
—3 v MERBETDHHEG. B L<IE VMware ESXi6 H—
F721% VMware ESXi7 — N\ MK T H 551 L TL
720, X1

WS-Man (2 K5 EHEZFEET D7D D2—H —4 LR T
— REANLTLEEY, BMEZ7 U 7352 L THRKR
TS5 HO—Y -4, BLIORRAT— FOMEAEDOEER
ETEET, X2

RBELTEWEBRISRIZEV U TORNEEZANLTLEE
A

'Windows it ESMPRO/ServerAgentService D354
Windows D A7 NEHIEMERZ FFO0—H /LD —
— 44 /NAT — K& AT) L TLIEEV, ActiveDirectory
WAER LTca— =T o> N ERT 52 L iktiskE
A,

Z—H/)RAT — R

lLinux i)t ESMPRO/ServerAgentService D4 |
Linux @ root L —H— L /X2 T — K& AL TL LS,

['VMware ESXi6 — D4
['VMware ESXi7 % — D4
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VMware ESXi —/30D v A7 AEHEMERE FFo2—
—HBLOSRAT—RFE AN L TLEE,

VMware ESXi8 Hh— N"ZMBET HHAITBINL T LI,
¥1

ESXi IC L AEHEFERT A2 —Y —F L /AT — K
EANLTLEE Y, BNME27 Y v 7352 THRAT S
HOL—F—4% BLIOASRAT— RFOMAESDOEERET
xXFET, X2

2—HY/RAT— K

['VMware ESXi8 #— D4
VMware ESXi #— DL 25 AEBEMER T H O o2 —F
—BLORAT—RE2ANLTLTEE N,

VMware ESXi H— 3D RAID ¥ AT LAZEHT 5541,
110.3.3.2 HEPEER 22 L T7EE0,

iLOfE# o R—3 v NOARERBZET HHEX. THE) %
BIRL TL7ZE0,

bt ILOBH AV R—F > hOBERETHHAIL. [HEY) %
* B LT A,
oo
Rz TG%h] Z@IRL TS IE&E VY,
iLO Da— P —ZBLONRAT—RKEANLTLES W, B
2 RA T — R MzEZ Vo752 TRRT 5 fHloa——4, BLW
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BEPENEEZR T LET,
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AREETIIVR—FLTWERA,
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AEEOER ON 2179 £, (A vy FEE-1)X2 B OFERFF AT A SV E T, Delay Time % 0
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BIRAA
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EcoPowerGateway [N8142-36]
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Manager % %#k3 2 B3 H ¥ £ 7, ESMPRO/ServerManager @ EEM D%k API % 31735 2 &
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Yo NI Y7 NORE

A 27V 7 MZiX. ESMPRO/ServerManager ~7 7 Z A4 5 72O DIE#WLK APL DO Y 7/ = A b5
— R ENRTA=HLLTRBELTWVET, TOD, HOENLUDHHATIREICADE T, Zh
BDOINT A= LT DMERDH Y £,

FAI VT RT7 7 AN ERET DUBEDOH DT A—F 2 FRLITRLET,

(1) search_eem.rb
EEM DX5dk APl 234735 A7 V7 FTY,
T OREICEDETCUTONRIA=FZEELTIEIN,

- HOST
ESMPRO/ServerManager DR A "4 ETILIP 7 RV AZFHE L TS 7EE 0,
%) ESMPRO/ServerManager @ IP 7 K L A28 [192.168.1.1] D4
HOST="192.168.1.1"
ESMPRO/ServerManager & [f] U4 A h THEITT 55
HOST="localhost"

- PORT
ESMPRO/ServerManager 234 2R — M5 250 L T 7230,
ESMPRO/ServerManager D7 — M5 OFHIEIL 21112) T,
) PORT=21112

- login_account
ESMPRO/ServerManager |22 7 A > 572D 7 717 MEBRAZFHE L T 7ZZ 0,

) login_account = {'user'=>'Administrator’, 'password'=>'"Password'}

- request_data

EEM Ok API O U 7 = A F&F# L T 7280,

U 7 = A hOFEAIIL TESMPRO/ServerManager Ver.6 RESTfulAPI UV 7 7 L' > A | D

EEM OX%$%] S LT EEN,

(2)delete_eem.rb
EEM DOHIFR API 234745 A7 V7 FTY,
FHT2REICADE TUTORIA—=FZEEL TSN,

-HOST
EEM D %4k API & [RIFE T,

- PORT
EEM D %4k API & [RIFE T,

- login_account
EEM O%5§k APL & [AIEE T,

- name

HIFR L7z EEM O X84 2 itdli L T< 72 &0,
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(3)list_eem.rb
EEM O—%H45F APl #E(T3 25227 U 7 FTH,
T 2REICEDE TUTONRI A= EZEIELTIEEN,

-HOST
EEM D% $% API & [ERE T,

- PORT
EEM D% 4§k API & [EIRE T,

- login_account
EEM D% §k API & R T,

P Fra—r
(1) search_eem.rb

#
# ESMPRO/ServerManager REST API Sample
#

require 'openssl'
require 'base64'
require 'net/http'
require 'json'

HHHHHHHHHEHHHH A A R

Hitt

### Change below value

Hitt

HHHHHHHHEHHHH A A A

HOST="192.168.14.189"

PORT=21112

login_account = {'user'=>'Administrator’, 'password'=>'Password'}

request_data = {'discoveryMode'=>'0'",
'startAddress'=>'192.168.1.1','endAddress'=>'192.168.1.10','network Address'=>'192.168.14.0','networkMask'=>'255.255.
255.0', 'accounts'=>[ {'user'=>'admin’, 'password'=>'eemeem'} | }

R R

session_id = nil

def make header(session_id=nil)
httpheader = {};

httpheader['X-ESMPRO-API-Version'] = "1.0";
httpheader['Content-Type'] = "application/json; charset=utf-8";
httpheader['Cookie'] = "JSESSIONID=#{session_id}" if session_id !=nil;

return httpheader;
end
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def send_restreq(method ,session_id, url, req_body)

response = nil
http = Net::HTTP.new(HOST,PORT);

req_header = make header(session_id);

if (method == :post)

timel = Time.now;

response = http.post(url, req_body.to_json, req_header);
time2 = Time.now;

time3 = time2 - timel;

end

if (method == :get)

timel = Time.now;

response = http.get(url,req_header);
time2 = Time.now;

time3 = time2 - timel;

end

if (method == :delete)

transaction = Net::HTTP::Delete.new(url,req_header);
timel = Time.now;

response = http.request(transaction)

time2 = Time.now;

time3 = time2 - timel;

end

if (req_body == nil)

req_body = {};

end

puts " "
puts "---- Request Data "

print(" Method ", method, "¥n");

print(" URL 2" url, "¥n");

print(" Request Header : ", req header, "¥n");

print("  Session ID ", session_id, "¥n");

print(" Request Time ", timel, "¥n");

print(" Request Body ", req_body, "¥n");

puts "---- Response Data "

print("  Status Code ", response.code, " ", response.message,"¥n");
#print(" Response Header : ", response.header, "¥n");

print(" Response Body : "', response.body, "¥n");

print(" Response Time ", time2, "¥n");

print(" Elapsed Time ", time3, "¥n");

puts " "

if (response.body =="")

return nil

else

res_body = JSON.parse(response.body);
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end
end

# Login

login_url = "/esmpro/api/login-session";

count = 0;

result = send_restreq(:post ,nil, login_url, login_account);
session_id = result['sessionld'];

# Discover EEM

url = "/esmpro/api/eem"

result = send_restreq(:post ,session_id, url, request data);
jobstate url = result['url'];

while true do
# Job status
result = send_restreq(:get ,session_id, jobstate url, nil);
if ( result[‘jobStatus'] == "Running" || result['jobStatus'] == "Waiting")
sleep(1);
elsif ( result['jobStatus'] == "Completed" )
# Job result
result_url = result['url'];
result = send_restreq(:get ,session_id, result url, nil);
break;
else
break;
end
end

# Logout
result = send_restreq(:delete ,session_id, login_url, nil);
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)

delete_eem.rb

#
# ESMPRO/ServerManager REST API Sample
#

require 'openssl'
require 'base64’'
require 'net/http'
require 'json’

U R R R R

it

### Change below value

it

HHHHHHHHHEHHHH A A R
HOST="192.168.14.189"

PORT=21112

login_account = {'user'=>'Administrator', 'password'=>'Password'}
name="ExpEtherManager001"

R

session_id = nil

def make header(session_id=nil)
httpheader = {};

httpheader['X-ESMPRO-API-Version'] = "1.0";
httpheader['Content-Type'] = "application/json; charset=utf-8";
httpheader['Cookie'] = "JSESSIONID=#{session_id}" if session_id !=nil;

return httpheader;
end

def send_restreq(method ,session_id, url, req_body)

response = nil
http = Net::HTTP.new(HOST,PORT);

req_header = make header(session_id);

if (method == :post)

timel = Time.now;

response = http.post(url, req_body.to_json, req_header);
time2 = Time.now;

time3 = time2 - timel;

end

if (method == :get)
timel = Time.now;
response = http.get(url,req_header);
time2 = Time.now;
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time3 = time2 - timel;
end

if (method == :delete)

transaction = Net::HTTP::Delete.new(url,req_header);
timel = Time.now;

response = http.request(transaction)

time2 = Time.now;

time3 = time2 - timel;

end

if (req_body == nil)
req_body = {};

end

puts " "
puts "---- Request Data "

print(" Method ", method, "¥n");

print(" URL 2" url, "¥n");

print(" Request Header :",req header, "¥n");

print("  Session ID ", session_id, "¥n");

print(" Request Time 1", timel, "¥n");

print(" Request Body ", req_body, "¥n");

puts "---- Response Data "

print("  Status Code 1", response.code, " ", response.message,"¥n");
#print(" Response Header : ", response.header, "¥n");

print(" Response Body : ", response.body, "¥n");

print(" Response Time 2", time2, "¥n");

print(" Elapsed Time 1", time3, "¥n");

puts " "

if (response.body =="")

return nil

else

res_body = JSON.parse(response.body);
end

end

# Login

login_url = "/esmpro/api/login-session";

count = 0;

result = send_restreq(:post ,nil, login_url, login_account);
session_id = result['sessionld'];

# Delete EEM

url = "/esmpro/api/eem"

resource = url + "7name="+ name

result = send_restreq(:delete ,session_id, resource, nil);

# Logout
result = send_restreq(:delete ,session_id, login_url, nil);
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)

list eem.rb

#
# ESMPRO/ServerManager REST API Sample
#

require 'openssl'
require 'base64’'
require 'net/http'
require 'json’

U R R R R

it

### Change below value

it

HHHHHHHHHEHHHH A A R
HOST="192.168.14.189"

PORT=21112

login_account = {'user'=>'Administrator', 'password'=>'Password'}

R

session_id = nil

def make header(session_id=nil)
httpheader = {};

httpheader['X-ESMPRO-API-Version'] = "1.0";
httpheader['Content-Type'] = "application/json; charset=utf-8";
httpheader['Cookie'] = "JSESSIONID=#{session_id}" if session_id !=nil;

return httpheader;
end

def send_restreq(method ,session_id, url, req_body)

response = nil
http = Net::HTTP.new(HOST,PORT);

req_header = make header(session_id);

if (method == :post)

timel = Time.now;

response = http.post(url, req_body.to_json, req_header);
time2 = Time.now;

time3 = time2 - timel;

end

if (method == :get)
timel = Time.now;
response = http.get(url,req_header);
time2 = Time.now;
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time3 = time2 - timel;
end

if (method == :delete)

transaction = Net::HTTP::Delete.new(url,req_header);
timel = Time.now;

response = http.request(transaction)

time2 = Time.now;

time3 = time2 - timel;

end

if (req_body == nil)
req_body = {};

end

puts "

puts "---- Request Data "
print(" Method ", method, "¥n");

print(" URL 2" url, "¥n");

print(" Request Header :",req header, "¥n");
print("  Session ID ", session_id, "¥n");
print(" Request Time 1", timel, "¥n");

print(" Request Body ", req_body, "¥n");

puts "---- Response Data "
print("  Status Code 1", response.code, " ", response.message,"¥n");
#print(" Response Header : ", response.header, "¥n");
print(" Response Body : ", response.body, "¥n");
print(" Response Time 2", time2, "¥n");

print(" Elapsed Time 1", time3, "¥n");

puts " "

if (response.body =="")

return nil

else

res_body = JSON.parse(response.body);
end

end

# Login

login_url = "/esmpro/api/login-session";

count = 0;

result = send_restreq(:post ,nil, login_url, login_account);
session_id = result['sessionld'];

# List EEM
url = "/esmpro/api/eem"

result = send_restreq(:get ,session_id, url, nil);

# Logout
result = send_restreq(:delete ,session_id, login_url, nil);
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