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R E P :
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._o ® FMEE—FEZHF, ExpEther E& (2 R—MMERK) A EEM O BB RIZHYET,
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EEM TlE. T74HILMRETIIUTOR—,EFRALET,

R"—+HES Fi&

30500 EEM ) REST APl M2 (+OLLTHRAMHTTP EIEH)

30501 EEM @ REST APl @& (+O&LLTHIAMHTTPS @IERA)
XEBMDFIETHTTPS ZEMIELI=IEE D H

30502 Tomcat @ shutdown FH

@ HTTPR—FDZEE
HTTP IR—r & E BT HIEEIEUTDI7AIILEEIEL TSN,
ZHELEVMES . AFIBIEIFETT,
<EEM /7SR >¥tomcat¥conf¥server.xml

R E P :

<Connector port="30500" protocol="HTTP/1.1”
maxThreads="10" connectionTimeout="20000"
redirectPort="30501"
maxParameterCount="1000"
>

</Connector>

K TREREHLOVR—FEESIZBELTESLY,

Ff-.BBO CLIaY R EFERTAEEITIUTOI7Z7AIVEEETHILENHYET,

% [EEM 7AWV ETYTT—rCEREIT HHEEIDFIEIZH T, CLIDRET7AILESIEHINT
WAL, AFIBIEIFETT,

<EEM 7\ A >¥eemcli¥eemcli.conf

RFE P :

## Port number of EEM REST service.
## (default: 30500)
server_port=30500

K TREHEFHLUOVAR—FESITEBIEL TS,
® HTTPS DAL
HTTPS ZERALLELMGE L. KFIBITFETT,

MHPREETIL HTTPS IXEMIZA->TULVET,
AFIEIZKY HTTPS %L TEES,

FIUTDITURERGTL. F—AMNTEERLET,

# keytool —genkeypair —dname “cn=<7RRARBZFET=[L IP 7KL X>" -alias tomcat —keyalg RSA -
keystore <EEM 7\ >¥tomcat¥.keystore

KINRT—FEROHONFTDTEED/NRT—FZ A AL TS,
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RIZULTDI7AILEEIELES,
<EEM /XA >¥tomcat¥conf¥server.xml

{EIERI:

<=

<{Connector port="30501" protocol="org.apache.coyote.http11.Http11NioProtocol”
maxThreads="150" SSLEnabled="true” scheme="https” secure="true”
maxParameterCount="1000"
clientAuth="false” sslProtocol="TLS"

>
</Connector>
-—>
EIE%.:

<Connector port="30501" protocol="org.apache.coyote.http11.Http11NioProtocol”
maxThreads="150" SSLEnabled="true” scheme="https” secure="true”
maxParameterCount="1000"
clientAuth="false” sslProtocol="TLS"
keystoreFile="<EEM /X X>/tomcat/ keystore” keystorePass="tomcat”
>

<{/Connector>

MHTTPS DAR— BB IEBEITHCTERL T ALY,
SkeystorePass="tomcat” [FEIRIZFRELI=/N\RT—FZEA AL T

HEHTTPS OAEEEREEIC HTTP #EBEL-LMEE L, THTTP R—FDEE JIZRLT
<{Connector>B 45 & "(--“&"—>"THRATIA VT IRLTLESLY,

RIE B :

-

<Connector port="30500" protocol="HTTP/1.1”
maxThreads="10" connectionTimeout="20000"
redirectPort="30501"
maxParameterCount="1000"
>

</Connector>

-—>

T7ATIA—ILDEFRTE

WHEIZIGEL T, HTTPL HTTPS OAR—FN BB TEDRSIZT7A T I4—ILD/REEITHOTLES
LYo

Basic ZRELDEXTE

Basic FRFIEAMICLEWLGE L. AFIEIEXFRETT,

#HAZRE Tl&. REST APl H—E X Basic SREFIZESELH->TULVET,
AF|EIZKY Basic BEFENTHENTEET,

UTDI74ILEEIEL Basic BREEEAEDICLET,
<EEM 7\ A >¥tomcat¥webapp¥eem¥WEB-INF¥web.xml
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{E1EHI:

<!-= Uncomment this to enable BASIC Authentication. —>
<=
<{security—constraint>
{web-resource—collection>
{<web-resource—name>ExpEtherManagerRestResources</web-resource—name>
<url-pattern>/*</url-pattern>
<{/web-resource—collection>
<auth—constraint>
<role-name>eem-rest<{/role—name>
</auth—constraint>
<{/security—constraint>

<login—config>
<auth—-method>BASIC</auth-method>
<realm—name>ExpEtherManagerRestService</realm—name>
<{/login—config>

<{security-role>
<role-name>eem-rest{/role-name>
<{/security-role>

—>

EIE%.:

<!-= Uncomment this to enable BASIC Authentication. —>
<=
<{security—constraint>
{web-resource—collection>
<web-resource—name>ExpEtherManagerRestResources</web-resource—name>
<url-pattern>/*</url-pattern>
</web-resource—collection>
<auth—constraint>
<role—name>eem-rest<{/role—name>
<{/auth—constraint>
</security—constraint>

<login—config>
<auth—method>BASIC</auth-method>
<realm—name>ExpEtherManagerRestService</realm—name>
<{/login—config>

<{security—role>
<{role-name>eem-rest{/role-name>
<{/security—role>

—>

RIZUTDI7AIVEEIEL Basic BREEHIERAT 51— —RE/NRRT—FEEERELET,
BH. PR ETIE, 2—5—4£I(E "admin". /SRT—KIL "eemeem" [ZEEFESNTLET,
<EEM /XA >¥tomcat¥conf¥tomcat-users.xml

R :

<{!-- The username and password for the EEM REST API service. —>
<role rolename="eem-rest” />

<user username="admin” password="eemeem” roles="eem-rest”/>
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® EEM ZFHIBIMERRTE

EEM DFHMENMEIZLL T DI 7/ L CTRELET
<EEM 7XR>/conf/eem.properties

HREITFAILDTOINT4ERERITRLET,

REIT7AIVIFHEESNENEENDES . REENMERINET,

% 2-1 FanT1—E

JOnT14 i BL7E (B £ B
native.library.path K 256 byte @ | <Install path>/lib | ExpEther #1574 7 7 U (Linux D5
XF5, & eem.so)DFEHN T + /L Z Dt /R
XFI3—FIE US- A
ASCII, Java APl 7 A 7 7 U 2% LFI ®
eem_init_manager() % {79 2 FIZ.
INTGA—8 L LUTHRET D,
bp.threshold.update.enab | {true | false} true BNy 77 @ BP BUYE® H B 5 &5
led DA RN/ L,
true: HE AR
false: [ ) 5T HEZN
IR 1T ExpEther £ & TIXER,
bp.threshold.update.inter | 10 — 300 10 I34T ExpEther & TIX %N,
val
eeio.mac.address.update. | {true | false} true EEIO MAC 7 KL ADHENEHOH
enabled HIVELIZER
true: H B ECHIA R
false: H &) T
true MIZE . EESV O MAC 7— 7 /L
LY R H DOfED
eeio.mac.address.update.interval = &
[Z EEPROM @ 10 MAC 7KL RERE
FEIBIC RS D,
eeio.mac.address.update. | 60 — 3600 EEIO [E7E 1t 1% R D #E =2 b (7 :
interval o
eeio.1g.hotplug.guard.ena | {true | false} true I11T ExpEther 3% i& TIX &S,
bled
eeio.10gv1.hotplug.guard. | {true | false} true 3817 ExpEther & TIXESD,
enabled
eeio.10gv2.hotplug.guard. | {true | false} true IR 1T ExpEther & TIXE,
enabled
wait.time.after.vlanset 0 - 2147483647 100 VLANSET 7 L — A EEH% D bR
RGN 2 U R,
eeprom.write.after.vlanse | {true | false} true VLANSET 7 L — L ZEE % O
t.enabled EEPROM 7 7 & 2 DE®/EM,
true: EEPROM 77X E %)
false: EEPROM 7 7 & A &3}

17




wA=VAG E 4 &0 [ BLREE HL

groupid.setting.guard.ena | {true | false} true EEIO (Zx[4 5 7 )L—7"ID % ERFD
bled A—FDE/EMN,

true: Ii—FE®

false: H—FESH

true DB A . EEIO [Tk LT/ —7F
D #RETDHEEIZ, 0T NL—7
ID#HDEESV MFEL, 2o, =
D7 N—T71D % %> EEIO DA 5
K EEIO #t X v/hE < i nide s
720N,

212. CLUAaATYERDAVAM—IL
M A AL

@ CLI (&, BEIREE(Z ExpEther Manager 4/ V AM—ILE T BHHIZ, RRFICERSNhET
<EEM /XX >¥eemcli¥eemcli.py

@ CLIDHRZET7AIL eemcliconf @ “server ip”’[Z. ExpEther Manager Z4 > Ab—ILLI-EHEED
IP 7RLRZERELFT

| server_ip=<IP Address> |

server_ip DEEE{EIL 127.0.0.1 T, CLI % ExpEther Manager ZA > A—)LLT-BBEE L CF
AT 3551, serverip DIEFEIIBHLEHYEEA,

Q@ BEDHER

a) ExpEther Manager Z##2&ILFET,
b) UTDIATURERITL, APl N—2a3 0 F BB TESEFERL TS,

$ python eemcli.py get_apiver
version_number: v1.0.14

(5%]
CLI (X Python 3.9.x DIRETEIELET .

) BREIFAIL
CLINSHBI AR EI7MILDOEZEEDHRBAEZLUTIZRLET,

e B 7E fiE B
server_ip 127.0.0.1 EEM £/ RM—ILLI-EBEED IP PFLRZIEELET .
server_port 30500 REST H—ERXDKR—FBESFIEELET,
timeout 30 HTTP vl a> DA LTI MERF BEDEIEELET .

REIDFERFIEELET .
0: EREFZ={FERALALY,
1: A—H—L L/NRAJ—K% Baseb4 TIO—KRLE=XFF|TIE

2uh ° 4% Basic BEEEAT 5.
2. A—H—ZE/NRRT—FEEXTHET S Basic RiIEFRAT
%,

encoded id L auth=1 MBI —HF—LZL/RAD—F%a0y () TEHELT

Base64 TI O—RLI=XFI%=HELET,
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user 7L auth=2 DFRICAI—H—RBEFFEXTHEELET,

password L auth=2 MIFECNRAT—FEEXTEELET .

ssl false true MIHZE . HTTPS BENERELVET,

cert L ssl=true DB EIZH—/N\—SFBAZED /N RAEIEELEFT,
print_json false true NIFE . EITHER%E JSON J4—IYLTRRLET .
validation true true DIHZE . AXVRSA VB #EFIVILET,

CLMBLIURAZ U TETIE IBELEz YA XA VT8 EE S
E|LTEEM [CLPRAZ VT )T RN EFTVVET,

256 ~ 65536 DEIF (- T 256 DIEMTIEELET,
regdump.size | 12288\ ) KERGEMEAS 12288 OIRAET CLI A 24576 Byte D4 A X35
EDLI RIS TH#{To1=154 . CLI AT 12288 Byte.
12288 Byte M 2 DDLU RAE VT YHITAMZSEILTEEM (ZY)
JIRMETVET

CLI /5 EEPROM # U JE4T5ME B ELI- YA XA U T8 %
4E|LT EEM [Z EEPROM AU H T RAREITLVET,

256 ~ 2048 MEERH(ZT 256 DIEMTIEELE T,

rom_dump size | 1024 ) ASETE(EAS 1024 DIREET CLI A\ 2048 Byte DH A XI5
M EEPROM # > 7% 1To1=354 . CLI LE N T 1024 Byte, 1024
Byte M 2 D0 EEPROM # YO T AMZHEILTEEM [Z)HT
AREFTVET

CEEFE]

avRETEIZA T3> —c CONFIG, ——config CONFIG £5F 4 A2 &I2&kY . FENDTAILAIZHE

MENT=RETT7AIVERHF AL ENTEET,

o FTLIVTHRESNENRICREI7ZAILNEELEWNGES . I5—ELYFET,

o ATLIaUMNEBEINT=IEE. eemclipy ERILTAILT TSN TNDRET7MILERAAHRE
ERS

o BREIFAINDFELEGIMEGE. TRXTOHRTHEEIBREEEELLS,

CLI MDD RES T EEPROM B TMEA LTINS BI5E . reg dump_size, rom_dump_size %
BERELTVSELY/NSIMEIZERETHILETHRIETHIHEENHYET,
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2.2. ExpEther Manager D#2Eh =1L DF|IE

Linux DF&
(EEIFIE]

D EERVITNEERTTS
UTDORY) T ERITLET,
<EEM 78 R>/tomcat/bin/startup.sh

(F1LFIE)

D FBLERYITIE=ETTD,
LTDRI)TREEFTLET,
<EEM /X R>/tomcat/bin/shutdown.sh

w0 ML AT LoD ETEBERBLREC LTS, RR MEEE (LT
FERBRYY T OEFESEOLES,
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23. FUAVAM)L

2.3.1.

ExpEther Manager D742 A—IL

Linux DES&

@

ExpEther Manager D {1k
EEMZT7 AV AM—ILT BHIIZEEM Z{E1ELFET . EEM D{E1EIZDULNTIEN2.2 ExpEther Manager
DR ZFILDOFIEIZSBLTIZSLY,

ExpEther Manager O #I[f&

[2.1.1 ExpEther Manager M4 Ar—JL I CTRBLTTET: eem TALIRJKEEM /AN ZHIBRL
*9,

8. 12.1.1 ExpEther Manager DA > A—IL ] TAVAM—ILL =/ Ny —U XL EIZRRETZ A
U AR—=ILLTLEEELY,

RELE
BELHOT7A7 I+ —LORERDEISELTREL TR,
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E3E ExpEther KENDBE LA

ARE Tl ExpEther 3 & [Z%t LT, ExpEther Manager Z AL\ ER - BB AZOERMALGEFIEEZRREH LTI,
3.1. LARATLEEIZDOLT

AE(ZHVT, ExpEther EEDER-BEAEZFBRBIZHI-Y. BETHIVATLEBREUTICEEH LET .
BB AT LDOERIISEREICELS-O. BEEAZENERESBTHROBRERAEZ TEEL,

O N—Foz7#EKk
- RARY—/\(ExpEther RRAMR—FZHEEHEZ)Ix2 &
- 5K 10 Box (ExpEther I0 h—F 2 #t&. GPUZ 4 HEBHF)x 1 &
(ExpEther I/0 #i5k1=vF)
- 100G L2 RA/YF x1 &
- EEAPCx1A&

O A4—YRybr—TILDER

- ExpEther /R—K-ExpEther I/0 #hiE1=vhk& L2 RAYFREIE. ZADA—H R ybr—T L TR T S
“TILFINRERELET,

- ZBEEAPC®NIC & L2 RAMYFREIE, —FRKDA—T Ry Tr—T L THEHGLET,

O Z0fh

- A=Y RIS YREREBILT D “BEEILHEAE" (L. ExpEther IP TIXATLaviEETHY . RERKL
TIIES{tELTRELTLET,

AETHEATHIVATLOEREZTRICRLET,

ExpEther7—%
olZE=E| — RyhT—2
12 /S8R

@ EEH—\ KA —/\ RARH =/ RKYRT—2

VIbDI7?
NEC CDI Manager
ExpEther Manager
® 100G 3 100G
RYST—=DZAYF RYRID—=DRLYF

Mﬂhw

@ HARIO Bo
ExpEther 3 AT LERE

RKETEK.VRATLEEEIIEERPC EIZAVAM—ILEN = ExpEther Manager [ZXfLT. “CLI" (A< K54
A=D1 —R)EBLTHEREITVET,

LIFgE KLY ExpEther EE DA RL—LavIZDOWTEEHLET .

22



32. EEDEYLTYT
ExpEther B EIZKAV AT LERIZHEIUL, BILI-V AT LEREEELET,

@D RAPTIVE21—4, ExpEther I/0 ik =vk, BEA PC IZEHicn =4 —H Ry r—TJ L% L2 RAYF
2L TIEELY,

@ AREZEQ2EDEFAICE DT, EIEA PC [ZxtL T ExpEther Manager DA A— L EWEAR EEZEEL T
{F=2Eby,

33. ZEOIULLIT
VAT LOERORBICELS., VAT LEEBR T IEBEILLETFET,
@ L2 RAyFDEIRZE ON ITL TS BROANAIE, L2 Ry FOEIREBAEZSREL TS0,

@ EHEAPC OEEL ONICLTFEEN, BEAPC OARL—TAUVT VAT LNEHLEZS KED2E
MDERBAIZE DUVNT ExpEther Manager, MitAZ CLI (AR KRSAY A8 —D1—R) ZREENIL TSN,

@ ExpEther I/0 #5531 =D EFEZE ON [CL TS, BIRED AN AL, ExpEther I/0 #EiE1=v D EK
REBAZEESEBL TS,

@ HRRAPAVELI—ZDEEZE ON [ZLTLEEW ARL—TFT AV T VR TLNEELE=S . ARL—T 0TS
AT LD ExpEther IR—F AN IEEIZERBIN TS EXERL TESLY,

!5 RRRIVE 2—2DFRL—T A9 VAT LIZEKY  ExpEther R—FORERFHENE
i

BYET,
:

Linux OS DIFE: aAvFIA A 3—Jx—REERFL TS, A< F “Ispci”
% 3E1TL. ExpEther R—FA PCI TP EL TREBIN TLSI LERERL TZELY,

34 EEDIKREHR

VAT LEBRY HEEEILDL LITT-RIZ, ExpEther Manager A% ExpEther REZ M TE TS &, F-EE
BEDKREERLET

(1) ExpEther Manager WL TV HEEN—EZRTIT S

CLI A\ ExpEther DAYV REETLET

FERaYUR:"get” TR

ELELTE

eemcli.py get ——list

“—list” M5 ZEIETE TS LT, ExpEther Manager M ERHL TLVDEE —ExHALET,
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i

# python eemcli.py get —--list

0x8cdf9dd32012
0x8cdf9dd32010
0x8cdf9d9122a6
0x8cdf9d9122b4
0x8cdf9d9122b2
0x8cd£f9d9122a0
0x8cdf9d9122a4

HARE:

ExpEther Manager M iR L TLVAHEE

E® EEh—KID O—

BEHALFET,

BEONDVRTLEERLTWAEB®D EED—F ID NI R TRRSN TSI EEHERLET,

!: ExpEther 3£
—

(2 BEEDERERFITS

#ELVT . ExpEther Manager AV EREEL TLVAE

FEHaTUR: "get” TR

1T

eemcli.py get —all

“—all” DF|$EIETET 5 & T, ExpEther Manager A EREEL TLVH %

BN MAC 7RLAZEEA—FID ELTERLET DT, HELVD ExpEther
HED MAC PRLRZEFEZELTLEELY,

BICETHEREMSFLET

EDIRTOBEHRELEALES .

H 51

# python eemcli.py get --all

id : 0x8cdf9d9122a0
status eeio

update time 1521045738216
admin status enabled
monitoring status enabled
notification status0 [u'up', u'down']
notification statusl [u'up', u'down']
mac_address 8c:df:9d:91:22:a0
group id 4093

vlan tagging enabled

multi mac addresses enabled
encryption [u'disabled']
type 40g

uid switch status off

power status on

pcie link width x1

interrupt vector 0x0

ee_version v1.0

device id Oxle

revision 0x0

fpga version 0x640027
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eeprom data version

0x1

serial number 7700102
model EE I/0 Expansion Unit
link status0 up
link statusl up
path statusO down
path statusl : down
eesv_connection status: down
eesv_mac_address : 00:00:00:00:00:00
pcie connection status: down
pcie vendor id Oxffff
pcie device id Oxffff
pcie class code Oxffffff
id 0x8cdf9d9122a4
status eeio
update time 1521045738621
admin_status enabled
monitoring status enabled
notification status0 [u'up', u'down']
notification statusl [u'up', u'down']
mac_address 8c:df:9d:91:22:a4
group id 4093
vlan tagging enabled
multi mac_ addresses enabled
encryption [u'disabled']
type 40g
uid switch status off
power status on
pcie link width x8
interrupt vector 0x0
ee version v1.0
device id Oxle
revision 0x0
fpga version 0x640027
eeprom data version 0Ox1
serial number 7700102
model EE I/0 Expansion Unit
link status0 up
link statusl up
path statusO down
path statusl : down
eesv_connection status: down
eesv_mac_address : 00:00:00:00:00:00
pcie connection status: up
pcie vendor id 0x10b5
pcie device id 0x8718

0x60400

pcie class code

HARE:

ExpEther Manager M FRE# L TLVAEEDEMIFEREZB HLET,

HAZNF-RAEBDEMIZDOLNTIL., FA4ZE CLIIEEAZIZEREDHBAESBLTEELY,

Q) MELE-EEDFEREHETT D,

(D, QTHRIF/LEEEDFEREY . UTOERETVET .

R P

- RAPAVE 21— EHIN -, ExpEther R—FDFFEHER
- ExpEther /0O ¥i3RA =D FHEFER

25
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FERRAb:

FEROFERICENTIE, UTORAUMIEELTHERL TS,
- HASN-EEBEOEBMN VAT LEREEBLTNSIE,

- HASHEEED id Y. B{FELVD ExpEther ZEED MAC PRLAEESELTLNAZE,

' BIIR D eemclipy get —all DH AFIELTKRF /THRTRLI: “id "OBEATICERHET
ﬂ'—l':_.'*_’} é%ﬁﬁéﬁgﬂbf<ffét\o

E.I:- ExpEther ZE M MAC 7L RIERRIC DL TIL, EB DO EIKRBAEZEESBL TS,
)

- GID MEAM'. ExpEther Manager IZ&YFEAfEESh TLV\AZ &,

AR D eemclipy get —all DHE AFIELTKRF T TRLI: “groupid "OERTIC
YT HAEREEALTES,

uu‘
H
!

GID M #HAE (L. ExpEther Manager [CEYLI T DEIZHRESNET .

]

s
MU

ExpEther 7R—F : “4094“
ExpEther 1/0 ¥R ="yl : “4093“
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35. GIDDENYYT

COBE R TRAMIVE 1—4 ExpEther 1/0 #i5R 1=y &L EIRH ON L TEIMEL TLVET AV, ExpEther IR—F
& ExpEther 1I/0 #EiR A=W I REHIRED - RRA a2V E21—% E®D 0S N i5(d ExpEther 1/0 HiiE1=wk

(& ESNhi- PClA—FIEHEATEFZE A

ExpEther Manager Z8 L T ExpEther IR—K & ExpEther I/0 $hik1=v M ZFEUL GID [EZE|Y Y TAHZ LT, EZE

IR CHES B A ENAIREERYE S, CDRMEE “GID DFIY LT EMUET,

ExpEther AT LTI, Fl—® GID A E|Y LK TSN 1= ExpEther R—K & ExpEther 1/0 ¥R5E1 =y DB ENRIIZ

BHELET . ELGD GID ZH21DRLIFERLEE A

LITOEIL. B—0 GID(100) NENY B THN -/ RA R E 1—4#1 £ 0) ExpEther IR—K & ExpEther 1/0 Hh3E

A=y BERLTOSREERLES .

ExpEther7—%

olZi=| —— RyhT—2
) . E12/38m
@ BEH—)\ @ KA —=N\ RYRTI—Y
Vobkox7
NEC CDI Manager
ExpEther Manager
3 100G 3 100G
RYRIT—=DZAYF RYRT—=IZAYF

E xpElh_e_r
“' i

GID [Z &Y ExpEther 7R—F_~1/0 #5381 =Y L3R 10 Box £ M ExpEther 7h—F) Dk

ExpEther & AT LTI, Bl— ExpEther vk T—4 E(ZTFHET B ExpEther R—KIE.
WY —E GID #E|Y HTTEELY,

ExpEther I/0 3R 1=V M (X, 3EHSED ExpEther IR—KRIZEY K TSN t= GID ERILC
GID ZEIYETEY,

ExpEther 7R—KI(ZHE#Hi TEH ExpEther 1/0 HR5E1 =YD %L ExpEther R—F D1t
BRIZIRTELE T, HELVD ExpEther E£E D EVIRERAESEF CHEREEI0Y,

R B

(1) ExpEther R—K~® GID D E|YHT

ExpEther R—FIZx LT, A FTDFIET GID 2ENYHTET,

w0 J—TDoBYLTIE. KRRV EL—SOERE ON LI=D5I(<. 0S AEHT 3
BT EIE (—AEH91= BIOS Setup BIE/E) R m LR EE TEHL TS,

D CLI A5 SET GID A7 R#ZETL. ExpEther IR—K® GID 2% ELE T,
E170:

eemcli.py set_gid —id ID [——gid GID]

e —id ID: GID Y L TX R D ExpEther R—F® A—K ID 2 EELET,

e ——gid GID: GID (16-4092) {8 ELF T, BBELI-155 . ExpEther Manager /% GID #iX&E T 5,
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@ ExpEther "—K(EESV)D1HE GID #&FE#% . 5% ELT- GID {E% ExpEther "—K B3 571=8[Z ExpEther
R—RKrREHINF-RR IV E 1 —2EHEHLES,
ExpEther R—R(EEIO)DIHE L GID B E#. Bl RBRENF SRR IV EA—SDBIEEETETT),

ExpEther R—F(EESV)IZXt 9 5 GID M’ E £ B NAEIL ExpEther IR—R(EESV)HM & &L
SNF-RRALEBEETHETRBEINET,

ExpEther R—F(EESV)IZXY % GID DEXE X FIZ{EZ1TL), ExpEther R—F(EESV)AY
EHIN-HRANOBEBEITIRNIC. H5% ExpEther R—KEESV)IZHLTULT
CLI/RESTAPHEEZ1THIEN K TFECTZELY,

M ExpEther R—R(EESV)W EE SN =/RADEREEIRIC GID DRELEERNEMNIE
ARSNGBV ENHYFET

ECLI

*4.2.1.3 audit

*4.2.1.13 set_vlantagging
*4.2.1.14 set_hostinfo
*4.2.1.15 del_iomac
*4.2.1.19 collect_log
*4.2.2.1 set_encrypt

£

BREST API

+5.3.5 Audit Device

+5.3.15 Update VLAN Tagging Mode
+5.3.16 Update Encryption Mode
*5.3.17 Delete EEIO MAC address

GID MEBEFELTEMNITIHNSD CLI/REST APl BIE(LLTF)IZDULVNT, ExpEther R—FK
(EESV)IZX T B2 EICHITEEERIIAREGICEHOABTERRTT .

BCLI
*4.2.1.4 init
*4.2.1.5 replace

ﬂ *4.2.1.11 set_gid
+4.2.1.12 del gid
BMREST API

*5.3.6 Initialize Device
*5.3.7 Replace Device
»5.3.13 Update Group ID
+5.3.14 Delete Group ID
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@ CLI ML GETHTav U REETLIETEL-GID NELEESNTWWAZEEHERELET,

EXSLR

eemcli.py get ——id ID

e —id ID: GID E|Y L TX R D ExpEther R—F®) A—K ID 2EFELET,

H

GID [Z “50” ZHEELI-BEDH hHlERRLET,

id : 0x8cdf9d8ldcla
status . eesv

update time : 1469656583191
admin_status : enabled
monitoring status : enabled
notification statusO : [u'up', u'down']
notification statusl : [u'up', u'down']

mac_address
group id

: 8c:df:9d:81:dc:1la
: 50

w0

ExpEther R—F(EESV)IZx9 % GID MDEXE L FRIFZ1TL . ExpEther IR—R(EESV)AHY
BEIN-ARANO BRI ZTIRIIZ. ExpEther Manager (2% Z5% ExpEther R—K
(EESV)IZ®T % 10 EELAMEMN TN S L, ExpEther R—R(EESV)HEE SN =R
ARDEREEIRICGID DHRELEERNBHELIRMENZWNEENHYET, GID RE
BITFEOHICHEBZTSELLET,

GID MHBREEENBHNELLRMENTIVEWES.GID OXELEFRRENCHER
ELEEL TSI,

(2) ExpEther I/0 ¥i8R1=vy;~®D GID DEYHT

ExpEther 1/0 ik 1 =Y ML T, LTFTOFIET GID &Y L TFEY,

(1 CLI A5 SET GID a7 REEITL. ExpEther /0 ¥i3E 1=V~ GID 2R ELET .
ExpEther TR— R & D F+71=0L) ExpEther I/0 53R 1=y Zxt L TREIL GID {EZRFELTLEELY,

EXSLR

eemcli.py set_gid ——id ID ——gid GID

e —id ID: GID E|Y & TR D ExpEther I/0 HE3RA=v;D H—K ID #EELET,
e ——gid GID: ExpEther /R—FIZE|Y 2 T/= GID ERILIEFIEELET .

@ CL NS GETHTav U rEETLUIEEL-GID NELEESNTWWAIEEHERELET,

EXSLR

eemcli.py get —id ID

e —id ID: GID E|Y & TR D ExpEther I/0 HE3RA=v;D H—K ID #EELET,
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@ RRAPIVE2—8D 0S BIFITHLVT, ExpEther 1/0 IR =V RRITHEER LT PCI 7/34 XA% 0S BRiEA
HELRHMEIN TN LERALES .

!g Linux 0S MIFE: ARURFIY AU A—T1—RERHL TZEL, ATYUF “Ispai”
= Z&R1TL. ExpEther R—FA PCI T v L TRHBSN TV DI EERERL TSN,

-_o ExpEther /O ¥EBEA=wMIRLTHIL—TID DLEEEIETT BE. i D ExpEther
= R—EHS /0 TINAADEENE T, 0S OIEICEEL 5 X 5AREENHYET
DT. 08 DBIEREISTELTEFL TS,

36. HHMZEE

AT LERPIZ, RRAVE 21— R F D ExpEther 1/0 YR =R DEAMNR T LI- &= I THEEAERRL
f=Y . F1=(XMD ExpEther I/0 YRR =Y MIIEH T 5. LWLV EETEHELAHYET,

ExpEther Manager [Z35R& 9 S & T, ExpEther EE DEHRERDEREFITOEMNTEET,

(1) ExpEther 1/0 #53R 1=y F D HIEAIELY 4+ L (Hot-Remove)

LU F D FIET ExpEther /0 hiEL =YL TERYSNLET .

@ CLI /5 DEL GID <R T, BiY4tLT=L> ExpEther I/0 ik 1 =whEEELET
E1741:

eemcli.py del_gid —id ID [-—time TIME]
o —id ID: GID Y 24T D ExpEther /0 YiiR1=ybD H—K ID #IEELFET,

@ FKRARFIVEL—2D 0S IBEEIZH VT, ExpEther 1/0 HREEA = VNI I3 PClI T/34 XA 0S IREM
SEUSNENI=CEERERELET,

!E Linux OS DIFE: aAvFIA A 3—Jx—REERFL TS, A< F “Ispci”
= %#ZE{TL. ExpEther R—FM PCI Ty L TRBMIN TS EEXERL TEELY,

..o ExpEther /O L3R A= wNZR LT IL—TID DEEFFIERT HE. DD ExpEther
o R—KM5 /0 TINAADBYEENET , 0S DENMEICEEEX S ZSAEELAHYET
EEd <. os ommkEcEELcRA LG,

(2) ExpEther 1/0 3R = D R EEAYE T [+ (Hot-Add)

@ CLI A5 SET GID av 2 REZETTL. ExpEther I/0 i8R 1 =vb~ GID 2% ELE T,
ExpEther R—K &ftD1F7=LY ExpEther 1/0 #5E1=v k23 L TRIL GID EZEREL TSN,
E170:

eemcli.py set_gid ——id ID ——gid GID

e —id ID: GID El|Y &4 TR D ExpEther /0 #iiR1= VD H—K ID ZIEELET,
e ——gid GID: ExpEther R—RIZEIY HT/= GID LEICIEFIEELET

@ FRARIVEL—ED 0S BIEEIZHLVT, ExpEther 1/0 g1 =k EH I3 PCl T/AL AN 0S B
mYftTont=CLamELET,

! Linux OS DIBE: aATURSA A 3—J1—RERHL TS, ATR “Ispei”

i~ %3{7L. ExpEther R—KAS PCI T 1w L TRBEN TNDIEEHERLTEELY,
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37. HEEDILTIF

HEDRSFOEREFELETHRAMAVE 2—4K{K, F1=1d ExpEther 1/0 iR =D EIRZE OFF 35154
. U TOFIETERL TS,

D HRRARIVELI—EFI YT IV, BiRE OFF IZLTLEESLY,

@ HRRAPIVEL—ZDERM OFF LIz EEERE . BZRRAMOVE1—42®D ExpEther R—FIZHEEHKIN T
L3 ExpEther I/0 iR =V D EJRZE OFF [CLTLIEELY,

ExpEther I/0 ¥R =V rDEJRE OFF (2T BFRIZIE. 25% 1/0 sk = whZIBHE S
NnTWL3S PCl I—FZEY LU TONI=HRRAMAVE 21—, TRTOvyr4a 9oL TULY
HTEEMERLTIZELY,

B DAR NI 1— AN TS BB E . 1/0 HEE1 =y O EEE OFF 29 5 &
IZ&Y . PCl h—F D& FITIMT (Surprise Remove) DIKEEELEY  iRA ROV E 1 —AA~E
W5 DA A HYET
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BAE ExpEther KEDRIF

A E Tld ExpEther Manager ZFiL\f= ExpEther ZE DIRIEZFEHLET,
ExpEther & DIZIETIX. CLTTURSAV)EFERALET,

41. cU@TUKRS1Y)
1) &=

‘ eemcli.py [-h] [-v] [-c CONFIG] subcommand ...

ROFATavEERTEFET,

o —h, —help: NLTAYE—CHEHALTRT 35,
e —v, —verbose: T/\wH OS5 EH NPT B,

e —c CONFIG, —config CONFIG: CONFIG 2§ SN =0 T4 I7 A IILEFHZARAD
2 HA

CLI DETHREI. ZEB AP LUVBEIS—HAICHAINET . BEIZELCTIZAILIZUSE AL
IRLTLEEELY,
OV REITHIZ -v, —verbose AT avEIRETHEIZKY . T/\wI O EZH AT HIENTESE
ERS

(B) BTARAT—4ER

EERTOEEE 0, EERTDSSEIEDERZRALEYS,



(4) yJav kr—E

o CLIMARIMTAYITaT U FD—EZTRICRLET,

® 41 YJavR—8

YJavok &5 BA
get ExpEther Manager WEE T 5T /\1 RIFHREWMEFLET,
delete ExpEther Manager MBI 3 5T /\1 RIFHREEIBRLET .
audit ExpEther Manager N EIE T 5T NI RIFHREEHLET
init ExpEther R—RDN\—FOT7REEZNHIELET .
replace ExpEther EEZXHLET,
perst ExpEther HEZ ! YLET
send_rst ExpEther JEZ)EYbLFEY, LTz ExpEther R—F. BIUZD
AR—RIZEHSN TS /0 HisR1 =y v LET,
get_led ExpEther &0 UID LED O mkTIREEFERIFLET
set_led ExpEther & UID LED O mkTIREEZEHLET
set_manage ExpEther Manager D &R 1E#H (EIIKRE - BB ZBHLET,
set_gid ExpEther EEICHREIN TS IIL—T D EEHLET,
del_gid ExpEther EEIZFHRE SN TS IL—T ID ZHIBRLET

FECHEIRE. RREBEDTIL—T D (FMEHEELLYET,

set_vlantagging

ExpEther 3 &) VLAN 25 TE—FEZRHLET,

set_encrypt

ExpEther EBEDIEEILE—REEFHLET,

set_hostinfo

ExpEther IR—RIZtyhEn iz RAMESREEFHFLET .

del_iomac ExpEther R—K DA AN )—LR—KMZE|YfFIF5NT= 1/0 HhiEL
—vhk® MAC 7RL RIEHRZEHIBRLET .

get_groups GIL—7 D EHRO—EFZWMELET,

get_apiver ExpEther Manager M2t 35 APl D/\— 3 EHREEELET,

dump_stats ExpEther Manager D MRFF T A#EHEHREOQ T I7MILA~ABALET,
F- BIEEAYT 77/ IIL DG /AR EIRBLET .

collect_log ExpEther BN OJ FREFTL, $HREAT % zip EHMELI-I7MILELE A
LET ., GEIRATEFLIREEEEPROM DAV TNDE,)

diag BESNFLURAF U TI74 )L (BRI collect log AV R THRELT=
zip Z7MIVIZEEND) ZHEHTL. AVBERETEIRATEERHREZR
R~LET

set_notify ExpEther Manager DA AN MERIZREZEHLET .

get_notify ExpEther Manager DA AN BRI EZIELET .

Isee / Is % ExpEther EEDRAT—RREZEEEIZ 1 {TTRERLET,

RZATNVICERBESATONSIAR VDA ERTEEY .
RZATNVICERESA TWENIATURIRIELEE A
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42. aAvRYI7PLUR

421. BEEXKITUF

421.1. get

ExpEther Manager N EE 3 5T /\ 1 RIFHREMF T 5.
Mget AVURDHABIERTRARIZDONTIL, 42124 getget ATV R DH HFIERTRAB DR )
#SRBLTEELY,

eemcli.py get {——id ID|—Ilist [——up] |-—all [——up] } [-—status STATUS] [--time
TIME] [——gid GID]

o —id/=i, —list/-I, —all/~a DTN EIRET B,
o ——id/-i BMEESINTIGE . B— DTN RAEHRHBRTIINDS,
o —list/-l BEESINTIHFE. TTD EE H—F ID D—EAKRTIND,
o —all/~a BMEESINIIEE. TATOT NS/ REBRHLRRIND,
e —idID, - ID: EE h—K ID {59 %,
e —up, —u: notification_status0/1 AULXFT LMD up THAT /A RABHRDA RTINS,
o RATLavlE —list, —all DWTNMEIEET HIHEEDAIEEATEEET B,
e —status STATUS, —s STATUS: eesv F71=[% eeio ZI8F T B,
o EBEINT- EE h—FIREZE DT NS REHRDA RTINS,
o —list/-| £fzI& —all/~a DIEESINI=IHEEDHENELED, —id/-i BIEESNTIHE ILESR

=hd,
e —time TIME, -t TIME: T /34 RIFHD FHEFZI (1970/1/1 00:00:00 000 UTC MDD #ZEIY) FH
8 EIBET 5,

o HESN-BELYREVWEHFFLNEL DT NI RBHROARTIND,
o —list/-l £f=l& —all/-a PIEESN-BEDHFENELD, —id/-i DNIEESNT-HEXER
b,
e —gid GID, —g GID: &' )L—7 ID (1-4094) #$5FE 4 5,
o MESN=JIL—T ID ZEL DT N\ARFHRDA RTINS,
o —list/-l £f=l& —all/-a PIEESN-BEDHFENELD, —id/-i DNIEESNT-HE(XER
b,

42.1.2. delete
ExpEther Manager NE B3 5T /\1 RIEHZHIRT S,
eemcli.py delete —id ID [-—force {disabled|enabled}]
e —id ID, -i ID: EE h—F ID 2§ E 3 %,
o —force STATE, —-f STATE: enabled & 7=l disabled Z5E 9 %, (BXE{E : disabled)
o disabled ZHEE LB (X, X R D ExpEther NMEFTSNTINVDE, ATVRDHEENTS—E1
B

o enabled ZIEELT=BE L. HRD ExpEther NMERSN TLTH, LNof=AT /A RIERITHI
Reh b,

42.13. audit
ExpEther Manager M BB T 5T /\A RIEHREEHT S,

eemcli.py audit —id ID

e —idID, i ID: EE A—K ID #{§E 9 5,
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421.4. init
ExpEther R—FD/N\—KH 7R EEZ LT S,

eemcli.py init —id ID

e —idID, i ID: EE A—K ID #{§%F 9 5,
VHESNAABFLTOEY THS,

e VLANID &7%F

e 10 MAC 7RLRETE

o VLAN 29 R EESHERTE

o RAMEHR ) T7ILES . ETILA)

ExpEther R—K(EESV)IZxid B4 IL—7 ID OEH([FHRACDBEH TRIRE
nEy,
I'O VLAN ID (GID) ZHIE{ELLDI=60. EESV [T LTI EEITOBEDIES
[IZDWTIL. T 3F ExpEther EBNDEIE A% 3.5 GID OEYLTIZSHEL
TLIEELY,
._o RARAY OS ENEHIZ ExpEther EE D #HAILZEITIEL Efich TS 1/0 T
S INA AP EHETELL D=0, 0S OEMEIZEEEZ 5250 8MEAHYET,
0S %y h 2™ LT BIOS Setup EIEEHEEIL 1=K BETETL TSN,
-.o ExpEther £EBZ#¥HAILTHE /0 TINAADEHRMNLE LT B0, FDFET
X 0S ZEETEEEA,BIOS Setup EIEDIKETHRANBEHL TS
o,
ExpEther ZEEZ#HELI-RICHREMBEEHEZEL T, T BLEIZELT
w0 cunYTaTURTEEEEL TS,
e VLAN 29 THEMNERTE (set vlantagging AXFZEEA)
o RAMEFR (set hostinfo AV KZE{FHEHA)

4215. replace
ExpEther ZiEZXH#T 5,

eemcli.py replace —id ID —oldid OLDID

e —id ID, -i ID: X#a% D EE Hh—K D) ID #EET S,
e ——oldid OLDID, —o OLDID: 3 #8i0 EE h—K D ID %EET 5.

ExpEther IR—KREESV)IZXt T 55 )L—7 ID OZEE(FHRACDBIEEI TREES
hEz9,

VLAN ID (GID) ZTHig{ELD1=6 . EESV [T L TIREZITIBENIES
[IZDWWVTIE. TE3E ExpEther EEDEIE A% 35 GID QY X TIZSEL
TLEEELY,

P

AR, id IZHEESIT= EE h—FD/N\—FOz7EREZ. oldid IZHEESHh
T~EEA—FRDEETEHLET . BEHISNOINBIELTOELYTY,

e VLANID 5%

e I0 MAC 7RLRERTE

e VLAN 245 EHEMELTE

Al

s
7|t
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oldid [Z¥8E L= EE h—K & id (Z38%ELT= EE h—KR® EE h—KIKRE. EE h—F
2R, EE N—U a3V ELDI5E . F-(X. oldid (CTHEELT= EE h—FDEER
! EAEDDESIX. ARUFOEENIS—ITHYET,
w= EE H—F®D EE Hh—FIKEE  EE A—FFER. EE N—2 30 B LU EERELY
JaATUR et A ETT AL TRRT BN TEET,
EE h—KDEBIKRREZ, HTIT UK “set manage” #2173 AET. EHT S
ZEMTEET,

AN

42.16. perst
ExpEther & &%)V 95,

eemcli.py perst —id ID
e —id ID, =i ID: EE A1—K ID %##EE T %,

0O  Fxrht 0S BEFIZ ExpEther BB D LYMEITSE, 0S DBIEICHEES
2 DEEEMABYET DT, 0S DEEREICEELTEFL TS,

42.1.7. send.rst

ExpEther &%)t yhd %, EE h—FK ID IZ ExpEther R—FZ3IEE T AL, ExpEther R—FB & . H
FUVZFDR—FIZEHIN TS /0 g1 =—vtd) EybEhn b,

eemcli.py send_rst —id ID
e —idID, i ID: EE h—K ID ##EE I %,

W0 R4t 0S BERIC ExpEther BB DL URETSE. OS DBIEICHEES
2 HTARMEABYET DT, 0S DEERECEBELTEFLTLES L,

4218. getled
ExpEther 2:& M UID LED M STk EELERS T B,
eemcli.py get_led —id ID
e —idID, i ID: EE A—K ID #{§E T 5,

4219. setled
ExpEther 3£E®M UID LED M S 4TIREEZ T 1T 5,

eemcli.py set_led —id ID —state STATE

e —idID, i ID: EE A—K ID #{§E 9 5,
e ——state STATE, —s STATE: on £1=I% off ZI5F 9 5,

4.2.1.10. set_manage
ExpEther Manager D EIR1EHR (BERIKRE, BE1RIKEE) 2 F# T 5,

eemcli.py set_manage —id ID [——admin ADMIN] [-—monitor MONITOR] [—time TIME]

e —idID, =i ID: EE h—F ID #{5E 9 5.

e —admin ADMIN, —a ADMIN: enabled FE7=IZ disabled Z8§E 3 5.

e ——monitor MONITOR, -m MONITOR: enabled F£7-[Z disabled Z1§F 9 3,

o —time TIME, -t TIME: T /\A/ R{EFHRDEFHEFZI (1970/1/1 00:00:00 000 UTC Mo D#FBIF
8 EHEET D
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o ——time/——t AEESNIIGE  IEESNBHRZNET N\ RFEBRDEHFELAFLLONR
AENTHOND,

42111, set gid
ExpEther EEIZRESNTWNSYIL—T D ZEHT 5,

eemcli.py set gid —id ID [——gid GID] [-—time TIME]

e —idID, -i ID: EE h—K ID #8E T %,
o ——gid GID, —g GID: &/ JL—7ID (16-4092) #3159 5, HMELI=ZEE.EEM AT )L—T ID #FHE
ERG
o ——time TIME, -t TIME: T/\A R1ERDEFHHHEZ (1970/1/1 00:00:00 000 UTC M>D#EESY) F)
8 #HEET D,
o ——time/—t NIEESINIIGE . IEESNI-EHBZNET NI RIFROBHEFZHNZELL MR
SR THh NS,

/O #RsRA=VrD T IL—T ID ZRIDT IL—T ID (CEET BHE(E. L\o1=A
TJIL—7 D ML T EIHELAHYET,

FIL—T D &, HTav K del gid"2ETTHIET. FHLTEES,
VORI WMIH LTI —T ID 2R ETHEEICIBELEZYIL—T D%
D ExpEther R—FAFELLVGEE . AV RFDERNIS—LLBYFET,

N |
%—IJI\

ExpEther IR—K(EESV)IZXT B4 )L—F ID OZERIIHRACNO BRI TRIE

._o nxEYd,

= VLAN ID (GID) ZEHiE/ELLD1I=6. EESV I LTI EZITOIBEDEIES

[IZDWTIL. T 3F ExpEther EBNDEIE A% 3.5 GID OEYLTIZSHEL
TLEE&ELY,

ExpEther 1/0 ¥R =ML THIL—T ID DEEHFIETRT RE. EHxTD
ExpEther R—KM 5 1/0 TNAADIENE T, 0S DENMEICEEEX 5 Z 5T
HEEDHYET DT, 0S DEEREISTFEL TEITL TS,

AP

42.1.12. delgid
ExpEther HEIZRESNTIVS T IL—T D ZHIFRT 5.

eemcli.py del_gid —id ID [—time TIME]

e —idID, i ID: EE h—K ID ##EE T %,
e —time TIME, -t TIME: T/ \A/ XD FEHHFZI (1970/1/1 00:00:00 000 UTC MSDF@ES)F)
8 xHEET D,
o ——time/—t MMEEINTIGE . BESNT=BHIFLET /A XBEHRDBFHEFZNZELLOER
HIYACSE oY (3

AROATUKREEITITHIET, ExpEther IR—K M4 JL—7 ID (& 4094 (Z.1/0 #i
EA=wbkDYIL—TID (£ 4093 [Z#HEAIESNFET .

/il
%—IJI\

ExpEther R—KR(EESV)IZX T 345 IL—T ID DZERIFHRACDHILE TRILE

._o nEv,

e VLAN ID (GID) ZEHIE/ELL D=6, EESV [T LTI EEITOBEDEIE S

- [ZDWWTIL. T 3%F ExpEther £EBNDEIE A% 35 GID OEYLTIZSHEL
TLEEELY,
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ExpEther 1/0 ¥E3EA=vM I LTHIL—T ID DERZIETRT HE. Efntb D
ExpEther R—KM5 1/0 TN AW YIENET , 0S DIMEIZFEEF 52 57
BEEMENHYFET DT, 0S DEIMFIREEIEEL TEITLTLESLY,

P

4.2.1.13. set vlantagging
ExpEther ZE&® VLAN 25 ZTHE—REEHIT 5,

eemcli.py set_vlantagging —id ID —state STATE [—time TIME]
e —id ID, =i ID: EE A1—K ID %##EE T %,

e —state STATE, —s STATE: enabled E7=I% disabled Z§E 9 5,
o —time TIME, -t TIME: T /34 RIFHD FHEFZI (1970/1/1 00:00:00 000 UTC M5O #ES) §H

) #EET D,
o —time/—t AR ESN-EE . IBEESN=-BHEFLNET N\A RBEROEBHEZNEZELLHIR
SEATON S,
WO R R OBEDECEEARMINET . REEEELBA I RANEER
LTS,
VLAN 25 ZE#E—K% enabled [CEEL=HE. L2 R/ YFD VLAN FZED
ﬂ M AT &> TIL ExpEther Manager &% ExpEther #35 & DBIEN T D15
ERBYET . L2 RV FOREHBECR-TRELHBL. TEL TS
LN,

4.2.1.14. set hostinfo
ExpEther R—RIZEYbENT-RAMEREEHT 5,

eemcli.py set_hostinfo —id ID ——serial SERIAL ——mode| MODEL [——time TIME]

e —idID, -i ID: EE h—FK ID #8E T %,

o ——serial , s SERIAL: 7 ILEE (TK 32 byte DXFF) #1EET b,

e —model MODEL, -m MODEL: E7 /)L (] X 32 byte DX FF) #EET 5,

e —time TIME, -t TIME: 7/\A1 X1HEEHD EFHHFZI (1970/1/1 00:00:00 000 UTC M>DFFBI! F
8 xHEET DL,
o ——time/—t MMEEINTIGEE . BESNT=BHIFLET /A XBEHRDBEFHEFZNZELLHER

RN,

42.1.15. del_iomac

ExpEther R—RF DA AR —LR—HMZEY 501 1/0 1 =vhD MAC 7KL R1EHZHI
23 RS

eemcli.py del_iomac —id ID —port PORT
e —idID, -i ID: EE h—FK ID #8E T %,

e ——port PORT, —-p PORT: EEIO D EIEZ#xT 5 downstream port ID Z3EFE T 5,

downstream port & 1/0 #EER A=V DXL, T AT K get”’ DIFEHRES IR
LTLI=ELy,

BT % /0 TS RERERICLIDIRE T, MR D /0 T/ RZHIBR
LTS,

£y o
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42.1.16. get_groups
JIL—7 D BEHRO—EZMIFT 5.

eemcli.py get_groups

4.2.1.17. get_apiver
ExpEther Manager M2t % APl N—J a3 EHREINGT 5.

eemcli.py get_ apiver

4.2.1.18. dump_stats

ExpEther Manager hMREFT B#EHEHREZOT T7MIL~AH DT %,
F1-. BIEEAYT 771 DI SR EREBT 5,

eemcli.py dump_stats [—level LEVEL] [——column]

e —level LEVEL, -L LEVEL: verbose LR JLEIEFET 5, (BEE(E: 0)
o O: #istEHRES T
o 1 UlL: LT ERES T
e —column, —c: AT 77 LD /INAD AT LB R TEBNZT 5. BEAEE: hSTLBRTEN)

M SZDREYYIFIL /" £F D, R/ NADXFIA—RIL UTF-8 £F %,
NI LBRIDEDIGE (&, MR/ SRIZEIL>THILAERTT D,
(hWZLg&EF, trace log path:. stats log path: DE, )

dump_stats A FDH 11
Linux ki EEM [ZT /home/operator/eem BE FIZ eem BNA UV A—ILENTWBIEE (BT LB RTMNETIEE)

"/home/operator/eem/logs/eem 1fi trace.log"
"/home/operator/eem/logs/eem 1fi stats.log"
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42.1.19.

collect_log

ExpEther ZE D OJRIEITL, FRIOS % zip EELI=77/ILEH HT 5,
(FERAS Lo A2E EEPROM DAV TMDE, )

eemcli.py collect log [—id ID] [—regdumplen LENGTH] [——eepromdumplen
LENGTH] [—file FILE] [—directory DIRECTORY] [-—exclude EXCLUDE]

e —idID, -i ID: EE h—FK ID #8E T %,
id NERREINIZBEIE. TUTA4T7%E EE 3T R TORAJERIT 5,
O URBRBREICHREHERTRL. 1 EORT RN RHIEIZidERTT S,
e ——regdumplen LENGTH, -r LENGTH: BX#§9 %7 —42 & (1-65536) ZI5E 9 5. (BLEfE: 24576)
BESNT-EX 4 DEHICTY LTSNS,
o ——eepromdumplen LENGTH, —e LENGTH: BX#§9 5T —42 & (1-2048) %59 5. (BAE{E: 2048)
BESNT-EX 4 DEHIZTY LTSNS,
o ——file FILE, -f FILE: Z#f L =05 % zp EMBIT IEDI7AIL B EHBET 5. (BAEE:
collectlog.zip)
e ——directory DIRECTORY, —d DIRECTORY: zip EfE 77 ILDHE NFETALORNIEIEET D,
(BXEfE:CLI(eemclipy) ZEITLI=TALIMNETFIZRET D)
HAKXTALIMN) BBRR—ZAXFEETHEEIE. FITINVI+—T—3a>THUE,
o Linux IRIEDHI: —directory /tmp
o ——exclude EXCLUDE: # VT DXENET DL RAFATRLRAEAUIRYYIZTIEET 5.

zip BRI 7AINEERALEBO 774 ILEBRIIUT ET S,
<EEID(0x & & )>_reg.log
<EEID(0x &F9)>_rom.log

EEID 0x001122334455 O zip EMET7 M ILEREALI-BEDIT7MIIL B DHIZETT

001122334455 reg.log
001122334455 rom.log

FEmOS oREDH

LPREFEL TR OREH

0x0000:
0x0004:
0x5ff8:
Ox5ffc:

0x001dlbct
0x00100000

0x00000000
0x00000000

EEPROM &> 704 M REH

0x000:
0x004:
0x7f£8:
Ox7fc:

0x000403a5
0x2601£020

0x00000000
0x00000000

-

W« sumLcroT o B BB RCODSERRT SHE . AHIHLL
EvR WIEREETELET .
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4.2.1.20. diag

BEINILORAT T I74 )L (BRIIZ collect log AT R TIERLT= zip Z7MIVIZEEND) EfE
WL, ANERBTELRRATEERFRERTIT S,

eemcli.py diag

—file FILE [--diaglog] [--status] [--config]

o —file FILE, —f FILE: collect log ICTIRELI=BHFHERDL I RAEZZ LT I7AINDIT7AILINR%E
BET D, RO (zip EFEI7AIVERELTRONDIL O RIT VT I7MI(IT7AILEKE
reglog) MIF7AIVINAREIEET BT &,

o ——diaglog, —d: ZEIOT DHKTT B,

e ——status, —s: AT—RAOT DHKTT 5,

o —config, —c: AV T4 AT DHRTT 5,

o LR IATLaVITOVWTHEETIIEEIE. LWITIDA—DDAZEIERET .
o R 3FTavWThBBELLALEEIE., . BEOY /AT—42A05 /2074705 DET
NEHLTRTSINS,

diag A¥ Y FOOJHIDEEIZIF, HEOITHAEASIAET,
(WO /AT—42X05 /3> 747 87 OEFE A, FizlE. Tnon 0y 0@ D F&EICH

A.)
HEOTDOHEABELUTIZRLES .
<common>
Info Detail
id 0x8cdf9d9l1lc7a
status eeio
FPGA Ver ['00540041"]
= 4-2 H@EOS . EBGHA
Info Detail
— 3 RIEB —
id EE h—FK ID,
12 HTEIE D 16 #EHL,
status EE h—FiIREE,
* eesv:ExpEther h—KZ&RT
* eeio:ExpEther I/0 #3R L=V rZERY
FPGA_Ver FPGA Version ZF&R <9 5,
8 HIEITE D 16 X,
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0T D ABIELUTISRELEY,

<diaglog>
Info

FPGA Temp
LINKFAIL
LINKFAIL
QSFPO_STATUS
QSFP1_STATUS
PEB State
PCI_State
MACTableUp

SubInfo

Celsius
MACO
MAC1
0208230e
00000001
state
PCIe
EEIOonly

ModPresent (1)

Diagnosis Detail

Pass Temp=65.14 < 105

Pass Remote 0 Local O

Fail Remote 1 Local 0

Pass

Fail Failed: Valid (0) ACC(0) ModReset (0)
Pass PEB SERVER(30) VWire(ff) Val=3001ffff
Pass Present Up Gen3 x8 Val=0x81010208
Pass Connected Valid MAC=8cdf9d911c7a

Pass Booted val=0000000c

PEBModel

boot

& 4-32EHOYJ . EBEHRH

¥Diagnosis Hf (& . BE B (XIFaill. EEEIIPass]. S ELIERT BEFESkipl#RTT S,

Info Sublnfo Diagnosis Detail
—ZMIER —tHE —ZMER — &
FPGA_Temp Celsius BEMNMEK 105 ELLE | FPGA DRE (EK)EZR L. 235,
DEE. FrEX
[Fail j7Z TR Temp=XX.XX< 105
XXXX: BERE/NS 2 fIFTERT
(EK 105 EAZEERE)
LINKFAIL MACO ) E—NAIPEE. R—b 0 8l MAC DY E—MAIEE ., O—AJL
A—hJLEEE, BIEEERTL. Z¥T 5,
EBLMEAET, TR
lFail JZ& &R Remote X Local Y
X DE—MAEE (0=7%L. 1=%BY)
y: B—A)LEAIEE (0=4L. 1=%BY)
LINKFAIL MACT ) E—MAIPEE . R—k 1 8l MAC DY) E—HMMAIFEE ., O—AJL
A—AJLEIEE, RIPEEERTL. ¥ 5,
ELLMEAET. FrkER
[Fail JZ 57K Remote X Local Y
X: JE—MAREE (0=72L. 1=%Y)
y: B—A)LEIESE (0=4:L. 1=%BY)
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Info Sublnfo Diagnosis Detail
—ZMIER —tHE —ZMER — &
QSFPO_STATUS | &K T—AENTS—. 7Y | R—bk 08 QSFP+DIKREZE R T {E% Sublnfo
XX EAFEIS—. F HWIZRTRT 5, 4 BEDRT—RXIZDNT
Da—)L)tyMRET | BT S,
XX: R—k0 | S— T—TILEKERT | 4BEOLTICTIS—HHEEEIE.
{8l QSFP+D X | 5—. Diagnosis X T5—7%:L . Detail {HIXZEA L
RBERY(E WFNHADERELTNS | T35,
BE. FailJ# &R AFBEOWTIANCIS—HIHIHE(E.
Diagnosis H&IZT5—&HY . Detail ##lZ
[Failed: IMNBIRED IS —ERHERTT 5o
FrERX (T5—DHDHEBEE)
Failed: WW XX YY ZZ
Ww: Valid(0) T —2EHTS5—
XX: ACC(0) X7V ERAFEEII—
YY: ModReset(0)
XED21—)L) Y MREIS—
ZZ: ModPresent(1)
Xr—JIILREHITS—
LD MWW~zzDI5—ERNZKATELE
RRSND,
BE.ETNOMEXIS—REBDORT—
AREDT=H . BERKRREFIIEEBDRT
12755,
QSFP1_STATUS | ®REX T—RAENITS—. 7Y | R"—k1 ] QSFP+DKEEZE R T fEZ Sublnfo
XX TAFREEIS— F HWIZRTRT 5, 4 BEDRT—RXIZDLNT
Da—)L)tyMRET | BET S,
XX: R—bk1 | = 7—JIILEKERT | 4BEOLETICTTIZ—HALEMEEE.
I QSFP+DIK | 5—. Diagnosis Hfll& T5—7xL . Detail fHIZZH &
RBZERY(E WFNHIDLEELTLNS | T35,

B4 . [Fail |2 R~

ATBEOWLWTIANZIS—IHIESIE.
Diagnosis ##IXITZ5—3Y . Detail ##(Z
[Failed: IMDIRFEAIT—BERERTT b,
ErEX (T5—HHSEE)

Failed: WW XX YY ZZ

Ww: Valid(0) %7 —32EHTS5—

XX: ACC(0) X7 VAL EETS—

YY: ModReset(0)
XED2—)L) Yy MREIS—

ZZ: ModPresent(1)
Xr—TIILRERITS—

RO MWW~zZDI5—ERMNZKAFELE

E Y (S

58 ETROMIEE TS — AR RT—
SREDF . ERERREEETENRT
B
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Info Sublnfo Diagnosis Detail
—FHIER —fR - MER —FFif
PEB_State state state TEERDIEN S PEB MDIKREZRJ {E. State & . State &
state BMMEHTETET | #;. HotReset HEE. DeviceReset HEE., VWire
bt TINTYMEZ RS S, State & Ff(state
Unknown state 15¥R) 2T B,
ERRUTBE, FEERX
[Fail & 3RR XX YY) AA BBV\Wire(CC) Val=DD
XX: state [BERMSHIFE LT state BT
YY: state [EERDIE
AA: HotReset
HotReset R H YD H KR
BB: DevReset
¢DeviceReset FERNDH R
CC: VWire 77Ty ME
DD: PEB DiKEEZ TR B
E. YY:state [FIRE XX:state BFFD R G
(FFRSHEE B
PCI State PCle FIEHTIREE U HOAF ™) | PCl Express DIREEE R T EERTT D, I
AR, fIREE VOB UV ORE. L— 8%
DoRENHIRIFEE. | ®TRL. 2T 5,
L— 8N IR A EE. E 2y 2N
WININFEELTLNS | AA BB CC DD val=0xEE
24, AA: Present XiEhT
[Fail JZ &R Not present 3¢ RiEHi
BB: Up XY o7v7
Down X295
CC: Genl, Gen2, Gen3, Gen4
XD REDFER
DD: x1,x2, x4, x8, x16
XKL—HBDFER
Unknown lanes( YY)
X RS CHIBITBE
Yy: L—U#%R9(E
EE: PCl Express DIREEF TR T (B
MACTableUp EEIOonly FRE FREE LB FERIHETF (EESV) D MAC 7RLRE R R
M ERIEER. 95, HAERIHERIKE. MEREREDK
WINOMNFEELTIND | BBERTRL. ZHT 5,
MEEIO DEFD 2 E 221y 4
H [Fail &R R XX YYMAC=2Z
RRT BT XX: Connected XFEHE ZRIFEHT
Not_connected 348 ZR5E LI
YY: Valid XIEREA M
Not_valid XtHEFREEER
ZZ: MAC 7FL R
PEBMode boot T—hR$ET. Boot f&RETRIEEZRTT H. T—METIK
T—rI5—HY. . J—rIo>—KEERTRL. ZHT 5,
WIFNIDEELTNDS | BEER
=1 XX YYval=2Z
[Fail & R XX: Booted XJT—KM&T

Not boot done. T —rK#ET.
YY: Boot error. ¢T—rIS5—%HY
(RRHL) XT—hI5—7%L

ZZ: Boot #ER%RY1E
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[PEB_State s:2BFIEE DFHE: YV :state [HEERD{EE XX:state BFD X )

YY :state [FERDE XX :state & FR (KRB FN)
00 UN_INI
10 SEARCHING
20 PEB_IO_UNCERTIFY
21 PEB_IO_DETECTED
22 PEB_IO
23 PEB_IO_DEVRSTO
25 PEB_IO_NOTIFY
26 PEB_IO_DEVRST1
30 PEB_SERVER
31 PEB_SERVER_NOTIFY
40 PEB_SERVER_RST
LEELUSN DB Unknown state
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AT—HZ20 O BBIEUTISRELET,

Offset

Detail

val=00000000, mask=0000001f, active=[]

<status>
RegisterName Area
Interrupt PEB
MANINT PEB
PEXINT PEB
PEBStateINT PEB
PEBINT PEB
EFEINT1 EFE
EFEINT2 EFE
EFEINT3 EFE
EFEINT4 EFE
EFEINTS EFE
EFEINT6 EFE
EFEINT7 EFE
APERREFLOW EFE
IG _PEB Data  EFE
IG_PEB Drop EFE
IG Retry EFE
IG_TX MACO EFE
IG_TX MAC1 EFE
EG MACO RCV  EFE
EG_MACO DROP EFE
EG MACl1 RCV  EFE
EG MACl1 DROP EFE
VLAN REG PEB

val=['00000000"7],
['00000059'],
['00000003"],
[*00000000"],
['00010000'],
val=['000£0000"],
[ 1,

[ I

[ 1,

[ I

1,

val=
val=
val=
val=

val=
val=
val=
val=

['00000000"]
['00001981"]
['00000000"]
['00000000"]
['0000459f"]
['00000000"]
['0000eal5"]
['00000000"]
['00000000"]
['00000000"]

VLANID:0x64,

'00020005"
'00000000"
'00000000"
'00000000"
val=['00000000"

PIN:0x0

mask=['00000000"]
mask=['00000000"]
mask=['00000000"]
mask=['00000000"]
enable=['00001000"]
enable=['10000000"]
enable=['00000000"]
enable=['00000000"]
enable=['00000000"]
enable=['00000000"]
enable=['00000000"]

% 4-4 AT7—4204 BB
¥ Detail ##lE. RRICHELZIFHRABDIGESkiplZ#RTT D,

RegisterName

LI RELH

—L P RAEE A

Area

Offset
—fEI A Offset

Detail
—FHH

Interrupt

PEB

0300

EAL O RAAE., BlIARRIL D A A1E,
HELTWDEABMERTT D,

E oy N

val=XX, mask=YY, active=[ZZ]

XX: EALT R4 32bit HEX {E

YY: EJARRILT XA 32bit HEX {iE
ZZ: EBALDRARAIZRIREINTLNDS
E)3A D4 #5 (MAN, PEX, PEB_State,
PEB,EFE, MACO,MAC1) % . active=[]MD
BIAICERK 7 BERTT 5,

MANINT

PEB

0308

MANINT L R 2B, TDIRAILTRA
EERTT D,

FrK

val=['XX], mask=["YY]

XX: LU R4 32bit HEX {iE

YY: IYRHIL T RA 32bit HEX B

PEXINT

PEB

0310

PEXINT LY RAE,. ZDIRAILIRA
BErRRrT D,

FrER

val=['XX], mask=["YY]

XX: LY RA 32bit HEX {E

Yy: XRHOLTRA 32bit HEX {E

PEBStateINT

PEB

0318

PEBStateINT LU R A{E, FDYRAIL
DRAMEERTT B,
TR
val=['XX], mask=['YY]
XX: LU RA 32bit HEX {E
YY: RROIL T RA 32bit HEX {E
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RegisterName

—LIUREEH

Area

—LOREMREA

Offset
—fEI A Offset

Detail
— i

PEBINT

PEB

0320

PEBINT LY RA{E, ZDOYRILTRE
EERTT D,

E 2y 2N

val=['XX], mask=["YY]

XX: LIRS 32bit HEX {E

YY: RARYLTRA 32bit HEX fE

EFEINT1

EFE

0100

EFEINT1 LY R BB, ZDFFAILIR4A
EExRTT D,

FrER

val=[" XX], enable=['YY]

XX: LY R4 32bit HEX {E

YY: EFRIL T XA 32bit HEX {E

EFEINT2

EFE

0104

EFEINT2 LY RA{E. ZDFFRIL I R4
ExRTT Do

FrER

val=['XX], enable=[' YY]

XX: L RA 32bit HEX {iE

YY: EFRILT R4 32bit HEX {iE

EFEINT3

EFE

0108

EFEINT3 LY RA{E. ZDFFAIL I R4A
EFxRTT D,

TR

val=["XX], enable=["YY]

XX: LI RA 32bit HEX {E

Yy: FHRILT R4 32bit HEX &

EFEINT4

EFE

010c

EFEINT4 LR BB, ZDEFRIL DR
ExRTT Do

TR

val=['XX1], enable=[' YY]

XX: L RA 32bit HEX {iE

YY: EFalL R4 32bit HEX {E

EFEINTS

EFE

0110

EFEINTS LY RA{E. ZDFFAIL O R4A
EFxRTT Do

E oy N

val=['XX], enable=["YY]

XX: LI RA 32bit HEX {E

Yy: HAEILT R4 32bit HEX &

EFEINTG6

EFE

0114

EFEINT6 LR BB, ZDEFRIL I RA
EERTT D,

FEER

val=['XX1], enable=[' YY]

XX: LU R4 32bit HEX {iE

YY: EFalLI R4 32bit HEX {E

EFEINT7

EFE

0118

EFEINT7 LY RA{E. TDFFRAILI XA
BErRRrT D,

FrER

val=['XX], enable=["YY]

XX: LY RA 32bit HEX {E

YY: FFRILT R4 32bit HEX {E

APERRFLOW

EFE

01e8

ENABEHRETIO—KRTLORARES
KTT D,

kR

[ xx]

XX: LI RA 32bit HEX {E
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RegisterName

—LIUREEH

Area

—LOREMREA

Offset
—fEI A Offset

Detail
— i

IG_PEB Data

EFE

0604

PEB | T—47L—LZEEAILELY
AREERTT D,

FrER

[xx]

XX: LY RA 32bit HEX B

IG_PEB_Drop

EFE

0608

PEB il 7¥—42J7L—LEREHHLELY
RAAEERTT B,

FrER

[ xx]

XX: LY R4A 32bit HEX {E

IG_Retry

EFE

060c

BEIL—LHIVEALD ABEERT
ERN

R

[ xx]

XX: LI RA 32bit HEX {E

IG_TX_MACO

EFE

0614

MACO 7L —LaEEAI AL IR
EERTT D,

Frik

[ xx]

XX: LT R4 32bit HEX {iE

IG_TX_MAC1

EFE

0618

MACT BIZL—LEFEAI AL RA
ExRTT Do

FrER

[xx]

XX: L R#A 32bit HEX {iE

EG_MACO_RCV

EFE

0700

MACO BIZL—LZEAIILTRA
ExRTT Do

E oy N

[xx]

XX: LI RA 32bit HEX {E

EG_MACO0_DROP

EFE

0704

MACO BIZL—LBEEAIIALDRA
EFxRTT D,

E oy N

[ xx]

XX: LI RA 32bit HEX {E

EG_MAC1_RCV

EFE

0714

MACT IZL—LZIEAIELIRA
EExERTT D,

oy 50

[ xx]

XX: LI R%4 32bit HEX {iE

EG_MAC1_DROP

EFE

0718

MACT IDL—LBEEAIALI RS
EExERTT 5,

KEER

I xx]

XX: LT R4 32bit HEX {iE

VLAN_REG

PEB

0020

VLAN_REG LY RAN D, VLANID &
R, VLAN EVIEHRZERTT o
FRERX

VLANID:0x XX, PIN:Ox Y

XX: 12bit HEX {i&

Y. 4bit HEX {i&
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a 7405 OB ABIFELTIZRLES .

<config>

RegisterName Area Offset Detail
EFE_Ver EFE 0004 [’ 00000001" ]
CF_VTAG EFE 0008 [’ 00000000’ ]
CF_PMODE EFE 000c [’ 00000000’ ]
MULT IMAC EFE 0230 [’ 00000001" ]
UIDLEDCFG User Define 0040 [’ 00000000’ ]
MNGERRLEDSetting User Define 0044 [’ 00000000’ ]
DIPSW User Define 0190 [’ 00000018’ ]
PEBMode1 PEB 0330 [’ 0000000c’ ]
PEBMode2 PEB 0334 [’ c0000020’ ]
PEBMode3 PEB 0338 [’ ffff0000’" ]
PEBMode4 PEB 033c [’ 00000000’ ]
PEBMode PEB 0000 Boot:1, HotPlug:1, P2P:0, Dis_devinfo:0, CRS:0, Twine:0, TwinePort:0

& 4-5 3747045 BB A
¥ Detail ##lE, RRICHELZIFHRABDIGESkip 1 Z#RTT D,

RegisterName Area Offset Detail
—L I REE T —LORAEEA | —EEA Offset — i

EFE_Ver EFE 0004 EFE Ver LY RAEZRTT %,
oy =N

[xx]

XX: LI RA 32bit HEX {E

CF.VTAG EFE 0008 CF.VTAG LY RAEZRTT 5,
E Oy N

[xx]

XX: LD R4 32bit HEX {E

CF_PMODE EFE 000c CF_PMODE LY RAEZRTT %,
FrRER

[xx]

XX: LI RA 32bit HEX {E

MULTIMAC EFE 0230 MULTIMAC LY RAEERTT D,
FrRER

[xx]

XX: LI RA 32bit HEX {E

UIDLEDCFG User Define 0040 UIDLEDCFG LY RAEERTT D,
FrRER

[xx]

XX: LI RA 32bit HEX {E

MNGERRLEDSetting User Define 0044 MNGERRLEDSetting LY AR {EE RS

®o
TR

[ Xxx]
XX: L R4 32bit HEX {E

DIPSW User Define 0190 DIPSW L RA{EFRTT D,
FrER

[xx]

XX: LY R4 32bit HEX &

PEBModeT PEB 0330 PEBModel LY RA{EFRTT D,
FrER

[xx]

XX: LY R4 32bit HEX {E
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RegisterName Area Offset Detail
—LIRAET —LORAMEEA | —fEIEA Offset — &

PEBMode2 PEB 0334 PEBMode2 LY R {EFRTT D,

E 2y 2N

Cxx]

XX: LI RA 32bit HEX {E
PEBMode3 PEB 0338 PEBMode3 LY RAEZFERTT 5o

E 2y 2N

Cxx]

XX: LI RA 32bit HEX {E
PEBMode4 PEB 033c PEBMode4 L RAAEZERTT 5o

E 2y 2N

Cxx]

XX: LI R 32bit HEX {E
PEBMode PEB 0000 PEBMode1. PEBMode2. PEBMode4 L

RAARDEYMEREHELTERTT S,

E | 2

Boot: X,

HotPlug: X,

P2P-X,

Dis_devinfo: X,

CRS: X

Twine: X,

TwinePort: Y

X: 1bit {E(0/1)

Y: 8bit 10 #£%{(0~255)
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42.1.21. set notify
ExpEther Manager DA ANV MBI EEZEHT B,

eemcli.py set notify --severity SEVERITY [--cmd CMD]

e ——severity SEVERITY, —s SEVERITY: L FDWLVFNH D severity FIEET Do

high : high @ severity [CBT AR DBHEITY.

middle : high/middle @ severity [CBT DA AU FDRBHANEITI,

low : high/middle/low @ severity IZB T BARUEDEHZEITI,

none : AARURNERZEITHELMEEM #EIREEIFFD T IAILE),

e —cmd CMD, —c CMD: A R MBAFFICEITY DAY U R EHEX/ SATHEET .
o severity MIBTE D high/middle/low 35 EFFIXWAE T, none IERIZTE,
o MEX/INADRYYXFIE "/ £F B, M/ SADXFIA—KF UTF-8 £F 5,

O O O O

AR MBERNERTE &K . ExpEther Manager (EEM) DAY MBRBERE CEFASN AR TE/NTA—EIDE,
AR MBHBEREIZDUNTIX, 7.3 ExpEther Manager 1 AN MEHI#ERE 1ZS B E,

set_notify AR D A 716
Linux hfit EEM [ZT severity [Z high, #+#83< > F[Z/home/operator/event_notify X EJ D5 S
|eemcli.py set notify --severity high --cmd "/home/operator/event notify"

severity [Z none R TFE T HIEE

eemcli.py set notify --severity none

4.2.1.22. get_notify

eemcli.py get_notify

AR MERNERTE &1 ExpEther Manager (EEM) DAY MESNMERE THEBAIN DR TE/NTA—E2DE,
AR NEEIEREIZDULNTIZL. 7.3 ExpEther Manager 1 RN MBAIMEEE 1ZS DL,

get_notify A< RO H HH
Linux ki EEM IZT severity [Z high, 8} 883> KIZ/home/operator/event_notify MERE SN TL\BIES

severity: high
cmd : "/home/operator/event notify"

severity [ none MERTEINTWSIHE

severity: none
Cmd . mn
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42123, Isee/Is
% ExpEther BEEDAT—2REHEEIC 1 TTRTT D,

eemcli.py Isee
F==lE

eemcli.py Is

EESV. EEIO #NZNIZDULT, FEED()

~(10)DRT—RAR%E 1 ITTRRLET,

728 . EESV. EEIO MR RIER (L. ExpEther Manager IZZ SN T-IEFEIZHELNET,

Isee / Is AXRDHAH : BI=E

u-—
u-——
u-——

(1)

|- —— up eeio 1 0x8cdf9d911cTe
|- cp-d up eeio 100 0x8cdf9d911c7a
|- ——— up eeio 1 0x8cdf9d911c7c
|- 0001 down eesv 4094 0x8cdf9d81dc12

@ @ @ & ® O

0x00540041 ffff:ffff -:-

0x00540041 8086:0953 Intel Corporation:PCle Data Center SSD
0x00640041 ffff:ffff -:-

0x00340028 mode |01 serial01

(8) 9) (10)

XM EHFE 1 ITRORTIRFZETY .

EEIO RiREF. AU A TNARGNERFTELGASIGE T NATUT-1ZRRLET,

Isee / Is ARKFDOHAH : RS E:

TINA REB DR TRH

u-—
u-—
u-—

|- cp—d up eeio 100 0x8cdf9d911c7a
|- cp-d up eeio 100 0x8cdf9d911c79
|- cp-d up eeio 100 0x8cdf9d911c78

0x00540041 8086:0953 Intel Corporation:PCle Data Center SSD
0x00540041 8086:0000 Intel Corporation:-X7/Vr XEZ4L7%4 L
0x00540041 8080:0000 -:— XN HXEFZLLL

EESV RRFE., ETILA. VITILBENRESINTOVEWMEEIE. NMIU-1Z2RRLET,

Isee / Is ARFDOHAH : ETILA DI T7IILEBEEDRTHI
u— |- 0001 wup eesv 100 0x8cdf9d81dc12 0x00340028 model01 serial01
u—— |- 0001 up eesv 100 0x8cdf9d81dc13 0x00340028 mode!O01 - XY FIEEHKZE
u——— |- 0001 up eesv 100 0x8cdf9d81dc14 0x00340028 - serial0l  NXETIEBHERTE
—— |- 0001 down eesv 4094 0x8cdf9d81dc15 0x00340028 - - XETNEESY TFINEEHER
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%% 4-6 Isee / Is ATUF DO 7: TEE A

=B IHB4 B
(1) BEKRE (GHM) ExpEther 2£{& ) LAN 7k—bk 0/1 A\ ExpEther Manager (EEM) 0
LAN 7R—bk 0/1 ~DEFIREE,
kR
wxyz
W: ExpEther &M LAN 7R—k 0 & EEM ) LAN ;R—k 0
BEIREE W: TV T - EY)
X: ExpEther ZE® LAN 7/R—k 0 & EEM O LAN 7R—k 1 D
BEEKRE u:7yT - FAHY)
Y: ExpEther ZE&® LAN 7/R—k 1 &£ EEM O LAN 7R—k 0 O
BEIREE W: Ty T - EY)
Z: ExpEther &M LAN 7R—k 1 & EEM @ LAN 7 R—k 1 D
BEIREE W: Ty T - EY)
2 1) 4K 58 ExpEther Z{E M LAN 7R—k 0/1 DY JIKEE,
kR
XY
X:LANR—R O DY IIREE (1: Yo HoTvT - Yo HE )
Y:LANR—R 1 DUUIREE (- Yo oT7vT - U oE )
3 HEfTIREE [EEIO & REEDAT—2AAZR]
*ExpEther 7R—K LD TR AE
-ExpEther I/0 381 =@ LAN 7R—k 0 & ExpEther R—F M
LAN 7R—k /SRR BE
ExpEther 1/0 #hiE 1=y LAN 7R—Fk 1 & ExpEther R—F®D
LAN FR—k 0/ SRR BE
*ExpEther I/0 iR L=y MIHEEH IN TS PCle T/NA REDE
FrRER
wxyz
W: ExpEther R—R EDIERRIKEE (c : EREFH. - RIER)
X:LAN 7/R—h 0 /X RAREE (p : /NRIREER . -« /S RIREEEESD)
Y: LAN FR—k 1 D/SRIKEE (p : /SRIRBEHR . - : /S RIREEED)
Z:PCle TINA REDIERIKAE (d : FBRFA. - REHR
[EESV R REEDRAT—2RANZE]
Downstream Port (B K 16 h—K) FhZFhn D
ExpEther /0 ¥R 1=y D HEHEINEE,
XXXX
A HIEIED 16 #2, 16 EVREDOE YrTv T,
(Ewk 0 : Downstream Port 0 ~ E*wk 15 : Downstream Port 15)
BEYIDEHHIREEZRTT S,
(1 EEEA. 0 RER)
(4) BEEkEE ExpEther & LAN 7R—k 0/1 55 ExpEther Manager @) LAN

AR—h A~ DEBIRAE.
~iER

up or down

BBREERT L.

c up: EHIRBIZZE

o down : —ERME. BAZERZ(E

ExpEther & LAN 7R—h 0 & LAN 7R— 1 DEFIKRREAS,

ELoM up DIHFEX up ERR. EBHE up TIXAELMEE X down

ERTT D,
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KTIEF

BHEHA

Bl

(%)

EE h—FIREE

EE h—FIKEE,

TREX

eesv or eeio

EE H—MIKREZTRT B,

* eesv : ExpEther R—F &Y

e eeio : ExpEther I/0 53R 1=V &RT

(6)

SIL—T 1D

JNL—7 1D,

=k

X~XXXX

1~4 #70 10 3L, (1 - 4094)

@)

EE A—K ID

EE h—F ID,
=k

OX XXXXXXXXXXXX
12 HTEITE D 16 HEHL,

(8)

FPGA /\—> 3>

ExpEther 3E£& 0 FPGA /\—232,
Frgk

OX XXXXXXXX

8 HTEIE D 16

(9)

XEEIO B

PCle T/A\1 R D
NUF ID:T/NAAID

ExpEther 1/0 3R 1=y NI EH SN TS PCle T/31 AD1EH,
(RUAID, T/A( R D)

i

XXXXYYYY

XXXX: RS 1D (4 HTEED 16 EH)

YYYY: TINARID (4 HTEED 16 #EED)

NS D, TINMRID Z, A/ \L—420  TEELTRTIT 5.

(10

SEEIO R

PCle T/\LRAMD
NUBZTINMRE

ExpEther 1/0 ¥isR A=Y MIEBEH SN TLVS PCle T/31 AD1EHR.
(ROFE TINMRA)

kR

XXXX..YYYY..

XXXX...: RoA % (A ERDXFE)

YYYY..: TINA A% (AIERDXFF)

RUFZ TNARBDXFHEREL, a0 /\L—20 1 T:ERE
LTRTT D,

RUFE, TINAREH B[ TELEIIGEEIL.
ENLBMETIT NAIU-1FRTT S,

(9)

XEESV RREF

RRANEED
ETILE

ExpEther R—RAMEE SN TLARAMEEDETILE,
FrRER

XXXX..

XXXX... ET VA (AIERDXFF)

=K 32 byte MXFF|, US-ASCII XF(0x20 — 0x7E),
ETILADEESINTULEWNMESIL.
BNGRBMETRTNATU-1ERRT D,

(10)

XEESV RREF

RANEED
YT IVES

ExpEther R—RAMEE SN TLSRAMNEED VT ILE S,
FERER

XXXX..

XXXX..: )T ILEE AIEROXFS)

&K 32 byte MXFF|, US-ASCII XF(0x20 — 0x7E),

YT INBEMNRESNTLVEWNESIE,
BNGRBMETRTNATUN-1ERTT D,
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421.24. get ARUFOHABIERTARAB DR

DHENFIZEUATFISRLET

id

status

update time

admin_status

monitoring status

notification status0

notification statusl

mac_address

group_id

vlan tagging

multi mac_ addresses

encryption

u'disabled’',

u'disabled',

type

uid switch status

power status

pcie link width

interrupt vector

ee version

device id

revision

fpga version

eeprom data version

serial number

model

link status0

link statusl

max eeio count

eesv_type

compatibility

host serial number

host model

downstream ports
downstream port id

u'disabled’
u'disabled'

eeio connection status:

eeio mac_ address
downstream port id

eeio connection status:

eeio mac address
downstream port id

eelo connection status:

eeio mac_ address
downstream port id

eelo connection status:

eeio mac_ address
downstream port id

eelo connection status:

eeio mac_ address
downstream port id

eelo connection status:

eeio mac_ address
downstream port id

eelo connection status:

eeio mac_address
downstream port id

eelo connection status:

eeio mac_address
downstream port id

eelo connection status:

eeio mac_ address
downstream port id

ExpEther 7R—K(40G)

0x8cdf9d81ldcla
eesv
1469656583191
enabled

enabled

[u'up', u'down']
[u'up', u'down']
8c:df:9d:81:dc:1la
50

disabled
enabled

[u'disabled',
, u'disabled',
, u'disabled',

u'disabled',
u'disabled',
u'disabled',

u'disabled',
u'disabled',
u'disabled',

40g

off

on

x8

0x0

v1.0

Ox1d

0x0

0x1400

0x0

DG7MMQ 2BG290017

ExpEther Board (40G)

up

up

16

nbc

[u'default']
0
down
8c:df:9d:98:a0:62
1
down
8c:df:9d:98:a0:66
2
down
8c:df:9d:98:a0:064
3
down
8c:df:9d:98:a0:60
4
down
00:00:00:00:00:00
5
down
00:00:00:00:00:00
6
down
00:00:00:00:00:00
7
down
00:00:00:00:00:00
8
down
00:00:00:00:00:00
9

95

u'disabled',
u'disabled',
u'disabled']




eeio connection status: down

eelio mac_address : 00:00:00:00:00:
downstream port id : 10

eeio connection status: down

eelo mac address : 00:00:00:00:00:
downstream port id 11

eeilo connection status: down

eeio mac_ address : 00:00:00:00:00:
downstream port id : 12

eelo connection status: down

eelo mac address : 00:00:00:00:00:
downstream port id : 13

eeio connection status: down

eelo mac address : 00:00:00:00:00:
downstream port id : 14

eelo connection status: down

eeio mac_ address : 00:00:00:00:00:
downstream port id : 15

eeio connection status: down

eeio mac_ address : 00:00:00:00:00:

00

00

00

00

00

00

00

id 0x8cdf9d98al6¢
status : eeio

update time : 1469656564830
admin_ status : enabled
monitoring status : enabled
notification statusO : [u'up', u'down']
notification statusl : [u'up', u'down']
mac_address : 8c:df:9d:98:a0:6c¢
group_id : 151

vlan tagging : disabled

multi mac_ addresses : enabled
encryption : [u'disabled']
type : 40g

uid switch status : off

power status : on

pcie link width : x4

interrupt vector : 0x0

ee version : v1.0

device id : Oxle

revision : 0x0

fpga version : 0x400

eeprom data version : 0x0

serial number : 6500104

model : EE I/0 Expansion Unit
link status0 T up

link statusl :oup

path statusO : down

path statusl : down
eesv_connection status: down
eesv_mac_address : 8c:df:9d:81:db:80
pcie connection status: up

pcie vendor id : Ox1c58

pcie device id : 0x3

pcie class code : 0x10802

ExpEther 1/0 #h3E 1=y 40G) O ABELTFIZRLED,

(40G) -4s

get AYURICEKBHARTRIZDOWNT, LLTFIZERBALET,

W wccioti —B0S A an RS ENB AR BYET,

e
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R

-$t#: ExpEther IR—F . ExpEther I/O HiR 1=V DB A THAINEILEEKRT B,
-EESV: ExpEther R—FDZEICHNDEINEILEZEKRT D,

EEIO: ExpEther /0 iR A= DB EICHASNDLEEEKRT S,

R 4T INFGHA—45—F&

INTA—RE INTGA—H &7 ZnBA
Id 0x000000000000 - HE EE A—K ID,
OXFFFFFFFFFFFF 12 HTEE D 16 R,
status {eesv | eeio} #Hi& | EE h—FIREE,
* eesv:ExpEther R—FZRT
* eeio:ExpEther I/0 #iskR 1=V b%ERT
update_time 0- H£E | TNAMRIEHROFEHEZ,
9223372036854775 1970/1/1 00:00:00 000 UTC M5 DR @B F
807 BHARTEIND,
admin_status {enabled | disabled} | #£5@ | ExpEther 3EE DEIRIREE,
* enabled: EIFIKEEF/ N
* disabled: EIRIKAE LN
#EAE(X enabled,
EIRKENENDIZEE DH . ExpEther HE
DEREZITOIENTES,
monitoring_status {enabled | disabled} | t3& | ExpEther EE D ELfRIKEE,
* enabled: EEtRIKEER M
* disabled: BEEfR KRB EESN
#HAE (X enabled,
notification_status0 {up | down} 18 | ExpEther ZEE® LAN 7R—k 0 AV ExpEther
Manager @ LAN 7R—k 0, 1 ~DEFIKEE,
o up: EHBENEZ(E
o down: —ERFfE. BENERZ(E
notification_status1 {up | down} H3@ | ExpEther ZE&E® LAN 78—k 1 Avi5 ExpEther
Manager @ LAN 7R—k 0, 1 ~DEFIKEE,
* up: EEIBHNEZIE
* down: —ERFfE. BENERZ(E
mac_address 00:00:00:00:00:00 - | 3@ | ExpEther ZE&E®M MAC 7KL X,
FF:FF:FF:FF:FF:FF ExpEther EEDIHFE . R THEE VR 0 D
MAC Z7RLAMRESN D,
group_id 1 - 4094 #& |JIL—TID,
vlan_tagging {enabled | disabled} | i@ VLAN 25 E—K,
* enabled: VLAN 25 E—F &%
* disabled: VLAN 2% E—F &%)
multi mac_addresses {[enabled | disabled} | &£5@ | ¥8%t MAC PRL RE—F,
* enabled: HXNELTE
* disabled: FEXNEETE
encryption Hi@ EEEHEE (AT av) AEDLIESIZRT
=hd,
type {1g ] 10g | 40g | #@ | EE h—FIEF,
100g} EE h—FDREXREEZTY.
uid_switch_status {on | off} 8 | ExpEther E£E® UID XAy F D TIKEE,
e on: UID RAyFT
e off: UID A1y FRIETF
power _status {on | off} & | ExpEther EEDERINEE,

e on: ERIKHEE ON
* off: EIRIKAE OFF
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INGA—AE INDA—A &7l Bi;
pcie_link_width {x1[x2]|x4]|x8] #@ | PCle DY IIE,
x16 | x32} ExpEther IR—K D154 : ExpEther R—K &g
L - A{KEEE & ExpEther R—FEDED
PCle D)2 1iE,
ExpEther /0 L3R 1=V DI S :PCle XA
MMZHEE LTz PCle T/ A1 XD 1R,
interrupt_vector 0x0 — Oxff HE | ENYIAHRUADIE (ExpEther Manager DA
EEIRIFIR) o
ee_version v1.0 H& | EE/N—23,
¢ v1.0: ExpEther
device_id 0x0 — Oxffff 158 | ExpEther EEDT/NA( X D,
revision 0x0 — Oxff 58 | ExpEther EEDE D3>,
fpga_version 0x0 — Oxffff 58 | ExpEther EE® FPGA /N—23Y,
eeprom _data_version 0x0 — Oxffffff B | ExpEther ZEE D EEPROM T—4/\—232,
serial_number %K 32 byte DX & | ExpEther EEDV)T7ILES.
FA5, KUY R—LDBEIEEXFELD,
US-ASCIl XF
(0x20 - Ox7E),
model ix K 32 byte DX #18 | ExpEther EEDETILA,
FA5, KUY R—LDBEIEEXFELD,
US-ASCIl XF
(0x20 — Ox7E),
link_statusO {up | down} 18 | ExpEther ZEE® LAN 7R—k 0 DY 94K EE,
o up: YTV
e down: Yo OH Y
link_status {up | down} 18 | ExpEther ZEE® LAN iR—k 1 DY 74KEE,
o up: Yo7V
e down: Yo OH Y
max_eeio_count GIES 3 EESV | &KX EEIO %,
ExpEther R—RZ###t TE 4 ExpEther 1/0 $i
31—k L® PCle RAYRID R KIE,
eesv_type {na | sa|nbc|sbc} | EESV | ExpEther IR—KDFERI,
1T ExpEther & Tl nbc ARREN D,
compatibility {gent | gen2 | EESV | IH ExpEther Z£E LD HMBLE—N,
default} BRRE—FZHERALLZVMEE L default BRI
hd,
B E—F%EHR9 51545 . Downstream Port
[Z$E85t AT REZR ExpEther 1/0 JR3E1 = DFE
RMRTEIND,
o default: B E—RZF{FERALALY
* genl: |H ExpEther E£&
* gen2: IR1T ExpEther £ &
host_serial_number K 32 byte DX EESV | ExpEther R—KHMEEH INTWVSARAMEE
F5, DUITIVES,
US-ASCIl XX F set_hostinfo ATV R THRELENRAEN
(0x20 - Ox7E), Do
RHYR—LDBEEIEEXFELD,
host_model %K 32 byte DX EESV | ExpEther R—RFHBEHIN TS KRR MNEE

F5,
US-ASCII XX=F
(0x20 - Ox7E),

DET I,

set_hostinfo AV R TERELI-EIRE SN
%o
K R—FDGEEITEXFELD,
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INGA—AE INDA—A &7l Bi;
downstream_ | downstream_ | {F#}ZSHB EESV | Downstream Port ID,
ports port_id Downstream Port [§ERD T ) # T fTEk%E
SR
eeio_ {up | down} EESV | ExpEther 1/0 ¥EsE 1= v D IEHINEE,
connection_ o up: EHIFH
status * down: RIEEHE
eeio_mac_ 00:00:00:00:00:00 - | EESV | #&#E5E D ExpEther I/0 JEER 1=y +D MAC
address FF.FF-FF:FF:FF:FF TEL R,
path_status0 {up | down} EEIO | ExpEther I/0 ¥3E1=vr® LAN ;R—k 0 &
ExpEther R—K D LAN FR—b 0 /S RIREE,
o up: INRIKEEFR N
* down: /N RIKREEEESN
path_statusT {up | down} EEIO | ExpEther I/0 ¥i3E1=vhr® LAN ;R—k 1 &
ExpEther R—K @ LAN 7R—hr D/ SRIKEE,
o up: INRIKEEFR N
o down: /NRIRBEEED
eesv_connection_status {up | down} EEIO | ExpEther IR—F &M EHRIREE,
e up: ExpEther R—F &3E#TF A
* down: ExpEther R—K &R IEHE
eesv_mac_address 00:00:00:00:00:00 - | EEIO | ExpEther "—K® MAC 7KL X,
FF.FF-FF:FF:FF:FF
pcie_connection_status {up | down} EEIO | ExpEther I/0 ¥EsEL =y ZEHINTLVS
PCle 7 /31 REDEHTIKEE,
* up: PCle T/\A REHEIRFEH
* down: PCle 7/ \ 1 R &K FEHT
pcie_vendor_id 0x0 — Oxffff EEIO | ExpEther I/0 ¥isR=whIZiBFHEIh TS
PCle T/\1 ADIFHANH D),
pcie_device id 0x0 — Oxffff EEIO | ExpEther /0 #isRI =V MIBH I TS
PCle T/\ALADIEH(T /N1 X D),
pcie_class_code 0x0 — Oxffffff EEIO | ExpEther /0 ¥isE 1= vhMIZIEEHIN TS
PCle T/ 4 ZD1E(HFAI—F),
timestamp 0- H£E | TNAMRBFHROIMBEEZ,
9223372036854775 1970/1/1 00:00:00 000 UTC M5 D#F @I F
807 .
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422 WES{EH8EE
AT a3 DESILEENEIDIGE . LT OHENEEINET,

422.1. setencrypt
ExpEther ZEDESILE—FEEHT D,

eemcli.py set_encrypt —id ID —encrypt ENCRYPT [ENCRYPT ...] [—time TIME]

e ——id ID, -i ID: EE h—F ID {89 %,
e —encrypt ENCRYPT [ENCRYPT ..], —e ENCRYPT [ENCRYPT ..]: enabled E£7=(% disabled Zi§7E
ERCR
o EE H—FIREEA EESV DB A . & downstream port DEEEILE—RZZEAXFERYYTHE
5, BEEILE—FIEED downstream port FLYDLZELMGES . IEENEBVR—MNIBELERET
EET 5,
o EE h—KiIREEN EEIO MIH A . upstream port 253 BIE S L E—FZIEET 5,
o BB ILE—FDELEIEIL disabled TH S, (FEHILLALY)
o —time TIME, -t TIME: T /\4/ X1&EHRDEF#FZI (1970/1/1 00:00:00 000 UTC M oD FFBIF
8 #HEET D,
o ——time/—t NIEESINIIGE . IEESN-EHBZET NI RIFROBHEFZHNEZELL MR
SEDTHhND,

w0 R RrOBEBRCZEARBRINET. BEELBELSAEARNEER
BL TS,

get AT RDOH A

HAIZRDERABMESNET,
R 48 /I\FA—4—F&

INTGA—RH INTA—A &7 Bl
encryption {enabled | disabled} | #£3& | EBEIELE—F,

ExpEther R—F D15 & . & Downstream Port
[ZERESN-BEILE—RARTIND (RK
16 R—k5%)

ExpEther /0 ¥53E 1 =vFDIHE . Upstream
Port [Zx T HREBILE—FNRTRINS,

* enabled: EE S {LE—FEZ

* disabled: B5 1L E—REZ

ExpEther 7R—K & ExpEther 1/0 #i5R1 =k
MNBIETAICIX. AEEDHESIELE—FE—
BSELIDENDHD,

4222 init

BEODERTEICNZAT. RON—LIT7EREZHHETNELELET .,
. Hfa‘v?ﬂ::E FEERE

._o ExpEther EEZMEALLI-RICREMBEERERL TZEW, F=. BEIZELT
o CLI DY TR R TEEHRELTIESLY,
- o IEEILE—FETE (setencrypt AYFZ{FER)
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42.23. replace
BEOHREICMAT, BEILE—FLEEREZTELET,
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85E REST API 1%

EEM [Ty T —O# B TEEM D& FEHAEEMTUH T =6 D REST APl H—E RZRHLET,
AZETIL, REST APl %8R LET,

51. API—%
%= 5-1 APl —&
No. % API£ AR
1 | Device List Devices DDDBLEDT /AL AIDDYALEERET %,
2 List Devices Details DDDB_E DT /A RIFHRDIRANEEIFT 5,
3 Show Device DDDB LM T /31 RIEHMEIIET 5,
4 Delete Device DDDB_E®D T/ 1 RIFHRAEHIFRT 5.
5 Audit Devices EEA—FM52{EL1-1ER TODDB LD T /31
AEREEHT Do
6 Initialize Device EESVDEEPROMT—42%##1t 55,
A APIZRITTHEIZKY . EEMMNEHTS
AIREME D $H DT X TDH EEPROM A #HALEh
%,
7 Replace Device DDDB_E®DT /3 RIFIFREFEEH—FRIZEEFA
G
A API (. ZHBTD EE h—F DT/ 1 R1EHR
. XiED EE h—FRIZEZAD-HDED
THhd. KAPIZETTSHI&ICKY.DDDB £
DT INA RERDEMHIEDSS . EEPROM D
T—RIZHIET DEMEMEM ., EE A—FIZESFA
FNnbd,
8 | Reset Reset Device (PERST) EEA—F%!)+YMPERST)T 5,
9 Send RESET Frame EE »— RIZRESET 7L — A% 72—
Xy AT 5D,
10 | UID LED Status Show UID LED Status EEA—F@UID LEDD = fTIRAEZEIS T 5,

11

Update UID LED Status

EEA—FQUID LEDD = fTIRREEZE#HT 5,

12 | Update Management Update Management DDDBE DT /A RFHRD E B FHR(EEIK
Information Information . BERIKEBZEHT D,

13 | Group ID Update Group ID EEA—K DS IL—TIDEFEHT 5,

14 Delete Group ID EEA—F DS IL—TIDEHMHILT S,

15 | VLAN Tagging Mode Update VLAN Tagging EEh—KDVLANE#RE—REZEHT 5,
Mode

16 | Encryption Mode Update Encryption Mode | EE h—F DSt E—FZEH T 5,

17 | EEIO MAC Address | Delete EEIO MAC downstream port|Z[E T &L 1=EEIO D [E FE % 7
Address 29 51=8IZEEI0O MACTRFL X% HIRT 5,

18 | Group List Groups DDDBE®DY IL—TIDDYARERET S,

19 | API Version Show API Version APUN—I3 U ERRT %,

20 | Statistics Dump Statistics HEHERELFIOOT I7AIIZH T B,

21 | Event Notify Mode Update Event Notify EEMDARUMERIREZEFHT 5.
Mode

22 Show Event Notify Mode | EEMD AR MEAREEZEGT 5.




5.2. I E1EHR

EEM O REST APl 4 —E X#{#H AL T. ExpEther B DR E - IREHEREITOIENTEZT,
REST API H—E X [& Tomcat ZF|FAL TLVET , 5RE. FREE. O % (X Tomcat DHEREIZHELNET,

521. T—8274+—<3vk

REST APl H—E R[X, UITAMRT 4/ LARUVRARTADT—2I74—<ybELT, UTF-8 TIVO—RENhi=
JSON 74— yhaERALET,
REST 547 MZ&B)IITRAMRT 4/ LARVARTADIEEFEE. LTFIZRLET,

o UITRMRTADT—RI+—TYMDIEEHE
POST/PUT XV yFEETYHHEE . YITAMMYST T4—ILE Content-Type IZUVTAMRTADT—4
TA+—< k" application/json”"ZIEET DAHENH D,
POST/PUT AVwRI[ZHLVT. Content-Type [Z “application/json” LISV EIEELI=HE  AT—4AXa—F
415 (Unsupported Media Type)hV iREIEN 5,
GET/DELETE AYwKRIZHLVT, Content-Type ZIEELT-5E L. Content-Type [FFEHREIN 5,

o LRARVARTADT—HI7+—<vrDIEES %
JHOTARANYE T4— )UK Accept [CLRTRU RTRT A DT —RIT4—< vk application/json” ZIEET B &
MElBETH D,
Accept [Z"application/json” LISV EHEE LIS . AT —A2RX—FK 406 (Not Acceptable) AR EIEN 5,
Accept ZERELT-15E . JSON TA—TYRDL ARV ART 4 AR EIESN S,

522. YOIRRAYYF

REST APl —E XY R—rFTBYIITAMAYYRE, & 5-2 ITRLET,

£ 52 VHTRMAYYE—E

AUk 4£ 5 BH
GET URI CHRESNI=UY—R, F=lE VYV—RADYARERBT 5,
PUT URI CIEESNT=UY—REE#HT 5,
DELETE URI TEE SNV —RZHIBRT 5,
POST URI THEESNT=UY—RAB FIZ, FifRIC)Y—REZERKT 5,
IRK )OI ARAYYRH POST O REST API [X7FFELZELY,

523. URI

REST APl H—E XD URI D 7+ —<yhrZ LI TFIZRLETD,

‘ <{scheme>://<hostname>:Xport number>/eem/<request URI><query string>

URI DR EXRDERAFRK 5-3 [TRLET,
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% 5-3 URIDEX

BXR4A

—
4

L4
O\

B

<{scheme>

Yes

REST APl H—E RIZ7VERT S=bDTALIIL,

“http " £z https " ZFIEE T A EMNTES,

EEM(Tomcat) DERTE 771 JL(serverxm)ZZE I 5_&I2&Y ., FOka

IWEEBGTHIENTES, MHEIL "http" TH S,

e RESTH—EREISATULDREITERAINSTOMIILIE
HTTP/1.1 TH 5,

e HTTPS Z{EHTAME®D SSL/TLS D/N\—2 3> D FEAEIE. SSL
30&LTLS 1.0 THH, WEICIGLTEETSHIE,

<hostname>

Yes

EEM BAEMET B —/\—DHRAREFE=IX IP PRL X,

<{port number>

Yes

REST APl H—E ZADHKR—+E S,
EEM(Tomcat)DEXTE T 74 )L(serverxmDEZZEE T H&IZLY ., R—k
BEELEHTHENTES, WIHAEIX"8080" TH B,

<request URD

Yes

REST 9547 DT ERT B IV—2R,

<{query string>

No

GET YO T RAMEITHIZ, IRHENBERETAILR) T T BH=D /N
SA—4,

5.24.

AYEIT4—)LE

REST APl H—E AN B YT RMAYE T4—)LRERK 5-4 ITRLET,
ZRHD)ITAMMNYE T4—LRIEERSNET , BH. 71— ILF AL case-insensitive TY,

£ 54 VVITAMYE I—ILF—E

T14—ILR% WA & BA
Authorization No X F5|”Basic <base64 encoding>”
<baseb4 encoding>|d, 1—H—L L/ \AT—FKZa0O () TEHEL.
base64 TLIO—FLI=XFIEEET S,
ARINGA—2%FERALT REST APl DAR—Lw o BEHEREIRET 5,
Host Yes X F 5" <hostname>:<port number>”,
<hostname>( EEM MENET 5 U —/N\—DHRAMBE(L IP 7L
A <port number>(& REST APl 4—E ZDHKR—r B S TH S,
Accept No LRARVRIRTADT—ERITA—T Uk,
“application/json” ZEET 5.
Content—-Type No DOTRMNRTADT—RITA—T vk,
“application/json” ZEET 5.
POST F7=[& PUT AVYRIZEBWWT, YITRAMRTAEIEET 558,
AI4—ILRIIHBETHSD,
GET #F7=I% DELETE AV YR D15 E. Content-Type [EEREN D,
Content-Length No YOTRAMNRTADFIT IR,

POST &E7=(& PUT AYYRIZEBWT  UOTRAMNRTAZIEET H58.
RKI4—ILRITHETH D,
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£ 5-5 LARVAAYSE I4—)LE—E

J4—ILFE£

A EA

Server

ENTED,

EEM DENMET B9 —/\—IZBET H1EHR,
EEM(Tomcat)DERTE 771 JL(serverxm)EZEEHFTHETEET HT

#HAMEIL " Apache—Coyote/1.1" TH 5,

Content-Type

LRARVRRTADT—ET+— vk,
“application/json” Bl T#H B,

Content—Length

LARVRARTF DR,

Date

LARVANER SN -8,

5.2.5.

AT—ARZXa—F

REST APl H—E AMNBRHFTHRAT—ERa—K, T53—a3—F, I5—r*vt—2CD—E%,. K56 [TRLET,

% 5-6 RA7—A2A0—F—%&

invalid.

AF—sRa—F | 17 I5—Avt—T 3
200 (OK) - - GET. Ffz[&. PUTIL ARV RRT1HYIDY)
DIRAMOEULIZSEITRAIND,
201 (Created) - - POST UV AMHIILI-IHEITRAISN
B
BR4K (X, EEM 0 REST API [Z[ POST AV
FOFELELZH . CORT—R2RXI—FH
RENEINDH &L,
204 (No Content) | - - DELETE &F7zI& PUT(L ARV RART472L)D
YOTRAMDETILIZEEISREAEINS,
400 (Bad Request) | 40000 | Request body format is YOZRMRTADITA—T VDR Y THNVS
invalid. BITREEND,
40001 | Request parameter value | UJOTZRMRTAEITOTIYRN)DT DINS
is invalid: <parameter A—BENZYTHWNGEISRIENS,
name> <parameter name>[Z[&, REST APl H—E X
[ZHEWT, ZPITEETRUOEHIBRESN N
TA—BEMEREIND,
40002 | Request URI is invalid: 1JJTRL URI DS A—FENE L TG
<request URD> BITREANEND,
40003 | Connection status is not | JY—XDFEFIRENF N THEUMGEITRAD
enabled. b,
40004 | Admin status is invalid. )Y —ZADEBRIRELN R B THENGE(TRED
b,
40005 | Specified update time is )T ARRT 41238 TE LTz update_time D{E
invalid. HY. )Y—RD update_time DIEEERLDIHES
[SRHIEN S,
40006 | EEPROM address is EEPROM E#1 7741 JLH M EEPROM 7KL R
invalid. WEFENFEIE 4 DERTEVNGEITRAD
=hd,
40007 | Body size is not equal to | EEPROM B 774 LR DRT 44 XAMNE
the actual size. BORT AU A XERLDIGEITRANEINDS,
40008 | EEPROM data version is EEPROM #7714 )LH D EEPROM T—4

N—=230 T /3 RIEIRD EEPROM T—4
N=2a v KYINSVGEITRAIEND,
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27—gra—k | J70 TS5—dyt—Y 58
40009 | Device ID or Revision is EEPROM BE# 774 JLH M Device ID Fiz[&
invalid. Revision M7 7\ R{EERD Device ID £zl
Revision EEESHIHEITIRAIEND,
40010 | EESV with the specified BESNE=FIL—TID #+D EESV A FHEL
group ID does not exist. TWNGEITREENS,
40011 | Specified value is not REDKETEHZ2HATONGEIMERITR
acceptable. MEnd,
404 (Not Found) 40400 | Requested resource is not | JZ T Ak URI TIEEINT=UY—ADEEL
found: <request URD> TWMEEIZIRENEN S,
405 (Method Not 40500 | Request method is not IEEESNF-UY—RIZHLT UHITRRAYY
Allowed) allowed for the resource. | RAEFRISN TLVELMEEITREAISN S,
406 (Not 40600 | Specified media type is Accept N4 J4—)LK[Z"application/json”
Acceptable) not acceptable. MIEESNENS=HEITRIENS,
409 (Conflict) 40900 | Requested resource HBELESELIZ)Y—ADNT TIZHFEET S5
already exists. BITREANEND,
AR . EEM D REST API [ZIX POST AYw
FAFELGELZSO ., CORXRT—F2RO—FH
REIESN D EFHLY,
415 (Unsupported 41500 | Specified media type is Content-Type Ny& 74— JLKIZ
Media Type) not supported. “application/json” LASF BB ESNTIHE(C
BEIEIND,
500 (Internal Server | 50000 | An internal error occurred. | RERTS—MREL-IEEITIREEINS,
Error) 50001 | Not enough memory. AEYREBHAFRELGEISRAEINS,
50002 | Resource limit exceeded. | JY—XMDA LREIZEIZELI-IGEITIRED
hd,
50003 | Cannot connect to the BEINEZUY—RIEFETELRNSEITR
resource. HEnd,
503 (Service 50300 | REST API service is not SEFOATFURIZKY ., REST APl H—
Unavailable) available. ERXZFATELWMGEISRAENS,
50301 | REST API service is not | REST APl 4—E ZAGIAL TLVELME &I
ready. RENENS,
50302 | Request timed out. JOTANREA LT ORL=HEITREEN
Do
50303 | Cannot acquire a lock. Oy ZMFITELWNMGEI2IRAIESNS,

IZ5—O—KREIS—Ayt—TVF I5—REBDOLARVARTAIZERESNET . T—HRAEBFDOL AR

#27—340)771__7‘y|~§l},l?(:ﬂ_<b§70

{

“code”: “<code>”,

“message”: “<message>”
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5.2.6.

FEER

DOTRMRTAFELZIEVTVRNI DT IZREBD/INTGA—FERELIZIGE . TD/INSA—2(FERIND,

YOTAMRTAFFITVRMN) T RDINGA—R(F  EEDIEBETHRET HENTES, =, ERRIC

BHENBL ARV RARTADINSA—ED)EE L. APLYT7LU RIZEHIN-IEBLIZELIBEENH D,

AP1) 7L RIZEREEINFL AR AR T DAFTEIMDIEX. BERDRLETRT,

List 2D API [2EWNVT, RIFHRD)Y—ADNFEELLZLMEE . RT—2A0—F 404(Not Found) Tl A<, X

T—ARAO—F 200(0K)EZED!) RARALREIEN D,

> BIZIE. THNARBHRITFELLELVREET List Devices API 2E£TLEEES . AT—42X0—K 200
OREUT DL AR ART ARSI S,

{

“devices”: [1,
“timestamp”: “<timestamp>”

}

DOZRARNNGA=EDEN 16 EHXFIDHE. T—AREZEBALGVEET 0 T4 J LA TERE

THIENTES,

> PHIZIL. Update Register @ data /\5A—2DEIZ"0x1"FIEE T HIHEE . "0x01"+%"0x001"HIEE T
BHIEMNTED, =1L, ZD data (& 32bit ETIEET 51=8. 8 HTE B R DIEILIEE TERELY,

API)T7LUZADT RTDH APl [FRLYRE—TTHS,
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53. APIJJ7L2RA

5.3.1. List Devices

DDDB L TIEEIN-EHITZUT 5T /N\A RERZEL.EEHD—F ID DURNERET S,

RDOEHFIEETHE,

» EEHh—FIRRE

e SJJL—TID

o TNARIGHRDEFHEFZ

EHPMEESNEVGERIF. 2T NI ADYRMRET 5,

Request Method
GET

Request URI
/devices

Query String
?status=<status>
&group_id=<group_id>
&update_time=<update_time>

Request Parameters

INGA—EH WA

i B

A BA

status No

{eesv | eeio}

EE h—FIREE,
{eESNT- EE h—RREZEHEDT /A
AIERD ID D) ARHRHEN S,

group_id No

1 -4094

S IL—7 1D,
EEINETIL—TIDEEDT/INAR
IEERD ID DYRRHERFEN S,

update_time No

0 - 9223372036854775807

(java.lang.Long. MAX_VALUE)

TNARIERDEFHEFZ,

1970/1/1 00:00:00 000 UTC A 5 D#E
WBIYFE,
BESN-BRIUBRIZEHFIN=T/N
AARD EE h—K ID YRrARFIE N
5,

Response Body

{
“devices”: [
{
G
]
1

}

“timestamp”: “<timestamp>”

Response Parameters

(Gava.lang.Long. MAX_VALUE)

INSA—AZ B &5 BA
id 0x000000000000 — OxFFFFFFFFFFFF EE Z—K ID,
12 HTETE D 16 L,
timestamp 0 - 9223372036854775807 T INA REROENFEFZ

1970/1/1 00:00:00 000 UTC A > D#Ei
U,
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Remarks
sl

69



53.2.

List Devices Details

DDDB L CHESNI=RMHICEZETHT /NI RZREL. TS RERERTT 5.

RD

EHEPMEESNEVERIE. 2T N1 RADEHRERTT 5.

FHEIETETEE,

EE h—RIKEE

S IL—71D

T INA RERD EFEFZ

Request Method

GET

Request URI
/devices/detail

Query String
?status=<status>
&group_id=<group_id>
&update_time=<update_time>

Request Parameters

INDA—R %

WA EielEE

AR

status

No {eesv | eeio}

EE h—FiREE,
IEESNT- EE h—RRREZELE DT /A
ZIFHDY) AHIRFEN S,

group_id

No 1 -4094

SIL—T 1D,
BESNETIL—TIDEEDT/INAR
HEERD) ARHERHENS,

update_time No

0 - 9223372036854775807
(Gava.lang.Long. MAX_VALUE)

TNARIFERDE#HEL,

1970/1/1 00:00:00 000 UTC A > D%
B,
EESNEFRZILRICEHRSNTA
A ADIEHHEEENS.

Response Body

{

“devices”: [

{

“id”: "<id>”,

“status”: “<status>”,

“update_time”: “<update_time>”,
“admin_status”: “<admin_status>”,
“monitoring_status”: “<monitoring_status>”,

“notification_status0”: [

1

”

1

“<notification_status0>”

notification_status1”: [
“<notification_status1>”

“mac_address”: “<mac_address>”,
“group_id”: “<group_id>”,
“vlan_tagging”: “<vlan_tagging>”,

“multi_ mac_addresses”: “<multi mac_addresses>”,

“encryption”: [
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“<encryption>”
],

"type”: “<type>”,
“uid_switch_status™: “<uid_switch_status>”,
“power status”: “<power status>”,
“pcie_link width”: “<pcie_link width>”,
“interrupt_vector™: “<interrupt_vector>”,
“ee_version”: “<ee_version>”,
“device_id”: “<device_id>”,
“revision”: “<revision)>”,
“fpga_version”: “"<fpga_version>”,
“eeprom_data_version”: “<eeprom_data_version>”,
“serial_number”: “<serial_number>”,
“model”: “<model>”,
“max_eeio_count”: “<max_eeio_count>”,
“eesv_ type”: “<eesv type>”,
“compatibility”: [
“<compatibility>”
1,
“power_off inhibition_status”: “<power_off inhibition_status>”,
“host_serial_number”: “<host_serial_number>”,

“host_model”: “<host_model>”,
“downstream _ports”: [

“downstream_port_id”: “<downstream_port_id>”,
"eeio_connection_status”: “<eeio_connection_status>”,
"eeio_mac_address”: “<eeio_mac_address>”

1,

“path_status0”: “<path_status0>”,

“path_status1”: “<path_status1>”,

“link_status0”: “<link_status0>”,

“link_status1”: “<link_status1>”,
“eesv_connection_status”: “<{eesv_connection_status>”,
“eesv_mac_address”: “<eesv_mac_address>”,
“pcie_connection_status”: “<pcie_connection_status>”,
“pcie_vendor_id”: “<pcie_vendor_id>”,

“pcie_device_id”: “<pcie_device_id>”,
“pcie_class_code”: “<pcie_class_code>”,
“resource_id”: “<resource_id>”,
“power_interlock_status”: “<power_interlock_status>”

ik

“timestamp”: “<timestamp>”
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Response Parameters

INSA—HE

&5

At BA

id

0x000000000000 -
OxfFFFFFFf

EE h—K ID,
12 HTEIE D 16 EHL,

status

{eesv | eeio}

EE #—FIREE,

update_time

0_

9223372036854775807
(java.lang.Long. MAX

_VALUE)

TINA RIEERDEHEZ
1970/1/1 00:00:00 000 UTC H & DFBS
DR 8

admin_status

{enabled | disabled}

EE h—FDEEIKE,

e enabled: BIRIRAERZ

e disabled: EERIRAEEEDN
#EAE(L enabled,
EHIRENEDDIGEEDH, EE h—F%
BETED,

monitoring_status

{enabled | disabled}

Y
/I
E:7

EE h—FDERIKRE,

. enabled: EZfRIKRER TN

e disabled: BEStRIKRESEDD
#EA{E(X enabled,
ERRKENENDSZEICDH. EE H—F
REMNEILLI-CEEBRELET,

notification_status0

{up | down}

Y
/|
1

EE h—F® LAN ;R—k 0 5vi> EEM D

% LAN /R— kA0 DEVINFO @04k
o up: EHIMIZ DEVINFO 215
e down: —FMffE] DEVINFO %%

4]

notification_status1

{up | down}

Y
/|
[

EE A—K® LAN 7/R—Fk 1 55 EEM D

% LAN 7/R—kA~® DEVINFO @404k
o up: EHIMIIZ DEVINFO 2324
e down: —EMFR] DEVINFO 3k

215

mac_address

00:00:00:00:00:00 —
FF:FF:FF:FF:FF:FF

Y
4
E:7

EE h—F® MAC 7KL X,
40G/100G M EE h—K DB E . &AL
Evkh 0 D MAC PRLAMEZRESNS,

group_id

1 -4094

H

S IL—7 1D,

vlan_tagging

{enabled | disabled}

Fad |

\|
/|

VLAN 25 E—F,

e enabled: VLAN 25 E—F &%)

e disabled: VLAN 2% E—KRE%
EEPROM %815 VLAN 24 BN TF
DiE,

HRITEOT, KNFGA—FPL ARV AR
TAIZEENLEWSEALNH D,

multi_mac_addresses

{enabled | disabled}

Y
4
E:7

BEH MAC 7RLRE—F,
e enabled: 8% MAC 7KL R E—
FE%
o disabled: 5% MAC 7KL R E—
F:::35)
EEPROM FEE{ M4 MAC 7RL RE&RE
D,
HRIZEH>T, ANFGA—EMBL ARV AR
TAICEENGEWMGEENDH S,
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KSA—5E, £ e 58
encryption {enabled | disabled} H& EEEE—FK,
RINTGA—R(IF T3> DEESEHEREN
BEMDHZEDHLRARIARTAIZEEN
o
EESV MIFZE . 'J Xk encryption [ZI&.
Downstream Port 0-15 [Zx1 B ES1t
E—FMEESIND,
EEIO Mi5& . ') Ak encryption [Z[&,
Upstream Port [ZXt 3 DG S 1L E—R A5
ESNnd,
* enabled: FEEILE—FER
» disabled: B 5L E—FHERN
EEIO & EESV AVE{ET AICIE, EEIO &
EESV DIESILE—FAR—THAILE
n"Hd,
HEAITEOT, R/NGA—ENL AR AR
TAICEENEWNGENH D,
type {1g| 10¢ | 40g | ##E | EED—FOBERE.
100g} &34 T X eecard_type (EE h—FFEHI)IZ
KOTHIFET B,
eecard_type {1g| 10g | 40g | IF1g | HE EE h—FFE5RI,
10gV3 | 100g}
uid_switch_status {on | off} & EE h—F® UID RAvF DI TIREE,
e on UD RAYFHRT
s off UD RAYyFRET
power _status {on | off} Ha&E EE h—F D ERIREE,
* on: BiFINAE ON
«  off. EIRIRAE OFF
pcie_link_width {x1|x2|x4|x8]|x16 | Hi@E PCle D) 18,
x32}
interrupt_vector 0x0 — Oxff HiaE E|YIAAHRIEIDIE,
ee_version {v1.0 | v2.0} ] EE /A—23>,
e v1.0: ExpEther
device_id 0x0 — Oxffff HE EE h—F DT /A1 X D,
revision 0x0 — Oxff HE EE h—FDUE I,
fpga_version 0x0 — Oxffff HE EE h—F® FPGA /A—2 3>,
eeprom_variation {0x0 | 0x1} @ EE h—K_LE® EEPROM f&RIZ TR,
0x0: IE=Chi (1KB KL E)
Ox1: ik
eeprom_data_version 0x0 — Oxfffff Ha& EE h—K @ EEPROM F—4%/\—32,
BRIZEL T, KINGA=INHYR—bEh
BWEENHD, BEEEE T 0x0 &R
o
serial_number K 32 byte DXF HiE EE h—FDIITILES,
|, EEPROM T—4KN® EE h—KR{EHRE )
US-ASCII X5 (0x20 - TILES),
0x7E), BRIZEOT, RNFA—aDHR—bEh
BWNMSEDLH D, HBEREE TIEEXFS
L1,
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h—k

INTA—EH ez 15 BLEL]
model =X 32 byte DXF ##@ |EEA—FDOETILE,
5. EEPROM F—4KR M EE H—F{58R—
US-ASCII X5F(0x20 - F&/ETILE)DIE,
0x7E), HRITEHOT, ANFA—INHR—rSh
BWNEEDLH D, BEREE TIEEXFS
&1,
max_eeio_count TSR EESV | &K EEIO #,
EESV IZH#E T= 5 EEIO DD R KIE,
eesv_type {na | sa | nbc | sbc} EESV | EESV #&Jll,
4T ExpEther 3£ & Tl nbe £%5,
compatibility {gen1 | gen2 | default} EESV | |H ExpEther EBEEDHEHE—K,
B E—RZFERALGLMEE (X default &73
o
EME—R%EMAT 515E . Downstream
Port [ZHEHTAIEEZL ExpEther 1/0 ¥LER
ZyRER) RARAGREIEN S,
BE#fE—FAYR—rSnGVE R TIK,
RINGA—BFL ARV ARTAIZEEN
AR
host_serial_number =K 32 byte DXF EESV | EESV BEH SN TLSHRRLDLTIL
5l E5.
US-ASCII 3XF(0x20 - Update Host Information TE&ELT-1E
0x7E), AREEN S,
B RIZEO T, RINSA—=INHYR—bEh
BWEENH D, BEREE TIEREXFS
&1,
host_model =X 32 byte DXF EESV | EESV A &SN TLVSHRARDETIL
5l 2
US-ASCII 3XF(0x20 - Update Host Information TR ELT-1E
0x7E)o AREEN S,
B RIZEL T, BRINGA—ANYR—rEh
BWEENH D, BEREE TIEEXFS
&1,
downstr | downstream_p | {T§%xZH8 EESV | Downstream Port ID,
eam_por | ort_id
ts eeio_connecti | {up | down} EESV | EEIO EMDiEHIREE,
on_status e up: EEIO &#Efi KA (EEIO &4H
FRREEH)
+  down: EEIO &R EHE
eeio_mac_addr | 00:00:00:00:00:00 — EESV | ¥E#55E EEIO O MAC 7KL X,
ess FF:FF:FF:FF:FF:FF
path_statusO {up | down} EEIO EEIO @ LAN 7R—k 0 A5 EESV A&
(BN
e up:IE®
o down: EEGRE &)
path_status1 {up | down} EEIO EEIO D LAN 7R—k 1 'S EESV ~AMD &
(BN
e up:IE®
o down: EEGRE &)
link_status0 {up | down} H&E | EE h—F® LAN R—k 0 DY TIREE,
e up YrHoTvF
e down: YO HE I
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o e h—Fk -
INTA—EH ez 15 BLEL]
link_status1 {up | down} #E | EEA—F®D LANKR—F1 DY IKEE,
e up YrHoTvT
e down: YOHEHY
eesv_connection_status {up | down} EEIO EESV ED#EFTINEE,
* up: EESV &HEHTAA(EESV E4H
HEREEEH)
e down: EESV &K $ESE
eesv_mac_address 00:00:00:00:00:00 - EEIO EfT St EESV O MAC 7KL X,
FF:FF:FF:FF:FF.FF
pcie_connection_status {up | down} EEIO PCle T /3N A/ REDIEHTIREE,
e up: PCle T/\A REESRFH
e down: PCle T/\ 1 REKRIERE
pcie_vendor_id 0x0 — Oxffff EEIO PCle T /31 RIFEH(AR A D),
EEIO [Z¥EfiSN TLVD PCle T/31 R D
& ID,
pcie_device id 0x0 — Oxffff EEIO PCle T/ REH(T /N1 R D),
EEIO [Z¥EfiS TLVS PCle T/31 R D
TINA XD,
pcie_class_code 0x0 — Oxfffff EEIO PCle T/\1 RIFEHR(HVSZAT3—FK),
EEIO [Z#EitS TLVS PCle T/AMAMDY
SA3—K,
timestamp 0- HE TN RIEROEEFHEZ,
9223372036854775807 1970/1/1 00:00:00 000 UTC Mo D#X@E=
(ava.lang.Long. MAX DR
_VALUE)
Remarks
5L
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5.3.3. Show Device

DDDB ET. #EEENT-EE h—KR ID IZx 5T BT /N1 ADIEHRERTT 5,

Request Method
GET

Request URI
/devices/<id>

Query String
L

Request Parameters

INSA—R % &

—
4

L4
O\

i

id Yes 0x0 — Oxfffffffff

EE A—K ID,
=K 12 M1 16 EEL,

Response Body

{
“device”: {
" id>”
“status”: “<status>”,
"update_time”: “<update_time>”,
“admin_status”: “<admin_status>”,
“monitoring_status”: “<monitoring_status>”
"notification_status0”: [
“<notification_status0>”
],
"notification_status1”: [
“<notification_status1>”
],
“mac_address”: “<mac_address>”,
“group_id”: “<group_id>”,
“multi_mac_addresses”: “<multi_mac_addresses>”,
“vlan_tagging”: “<vlan_tagging>”,
“encryption”; [
“<encryption>”
],
"ype”: “<typed”.
“uid_switch_status”: “<uid_switch_status>”,
"power status”: “<{power status>”,
"pcie_link_width”: “<pcie_link_width>”,
“ee_version”: “<ee_version>”,
“interrupt_vector”: “<interrupt_vector>”,
"device_id”: “<device_id>”,
"revision”: “<revision)>”,
“fpga_version”: “<fpga_version>”,
"eeprom_data_version”: “<eeprom_data_version>”,
"serial_number”: “<serial_number>”,
“model”; “<model>”,
“max_eeio_count”: “<max_eeio_count>”,
“eesv_type”: “<eesv_type>”,
“ compatibility”: [
"< compatibility>”
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],
"power off inhibition_status”: “<power off inhibition_status>”,
“"host”: {

“serial_number”: “<serial_number>”,

v

“model”: “<model>”

“downstream_ports”: [
“downstream_port_id”: “<downstream port_id>”,
“eeio_connection status”: “<eeio_connection_status>”,
“eeio_mac_address”: “<eeio_mac_address>”

“path_status0”: “<path_status0>”,

"path_status1”: “<path_status1>”,

“link_status0”: “<link_status0>”,

“link_status1”: “<link_status1>”,
“eesv_connection_status”: “<eesv_connection_status>”,
"eesv_ mac_address”: “<eesv_mac_address>”,
“pcie_connection_status”: “<pcie_connection_status>”,
“pcie_vendor_id”: “<pcie_vendor_id>”,

“pcie_device_id”: “<pcie_device_id>”,

"pcie_class_code”: “<pcie_class_code>”,

"resource_id”: “<resource_id>”,

“power _interlock_status”: “<power_interlock_status>"”

}

“timestamp”: “<timestamp>”

Response Parameters
S¥H#A(E 5.3.2 List Devices Details
) Response Parameters BN &,

Remarks
L
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5.3.4. Delete Device

DDDB LD F/\A REHREHIRT 5,
EEIO DT /\A RIEMZEHIR T HI5E . L% EEIO NEHIN TLV - EESV D EEIO MAC 7RL X1 HlREN 5,

Request Method
DELETE

Request URI
/devices/<id>

Query String
?force=<force>

Request Parameters

INTG AR DAY= & ]
id Yes 0x0 — Oxfffffffff EE h—K ID,
=K 12 H1D 16 EHL
force No {enabled | disabled} notification_status IZBH 59 . T/A\A RIE

HEHRT DO BAERT .
e enabled: notification_status [Z§
HoF ., TNARIEREHIRT
B
o disabled: notification_status H°
up DIHFEIEXIS—%FIRY,
HEAMEIL disabled,

Response Body
5L

Remarks
T N4 A& D notification_status0 & notification_statusl D EL LM N "up" DHFEE . /I8N T A—
A’ force=enabled”Z$8E LA LNETS—(ZHY  T5—a—F 40011 AHREIEN S,
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5.3.5. Audit Device

EE h—KF M5 ELT-1E4R T DDDB L DT /N\A RIEHREFH T 5,

Request Method
PUT

Request URI
/devices/<id>/audit

Query String
L

Request Body
5L

Request Parameters

IND A=A WA #n i BA
id Yes 0x0 — OxfFFFFFFFFFFF EE A—K ID,

=K 12 H1D 16 EEL,

Response Body

{
“update_time”: “<update_time>”

}

Response Parameters

ING A5 £

B

update_time

0 - 9223372036854775807
(Gava.lang.Long. MAX_VALUE)

T INA RERDEHEFL
1970/1/1 00:00:00 000 UTC Hi> D #E
B3,

Remarks
5L

79




5.3.6. Initialize Device

EESVMDEEPROM%BIE DT —42% ML T 5,

Request Method
PUT

Request URI
/devices/<id>/initialize

Query String
L

Request Body
5L

Request Parameters

INGA—B2 #ipH B
id Yes 0x0 — OxffFfFFFfff EE A—K ID,
=K 12 HD 16 EH.

~
4

Ld
i

Response Body
{

“update_time”: “<update_time>”

}

Response Parameters

INTA—EE & B
update_time 0 - 9223372036854775807 TINARERDBHEFL
(Gava.lang.Long. MAX_VALUE) | 1970/1/1 00:00:00 000 UTC A i> D #%
BT

Remarks

K APl #EIT D EITKY, EEM AEFH T HAIEEM D HDHLLT D EEPROM T—2 0 fH{E S d,
e« VLANID %%

+ 10 MAC 7FLRERTE

* VLAN 25 L ENERTE

e BEEE—FERE@ESEA T arnEHNIEE)

s HBERBEEELA T avhNETNIES)

ExpEther R—REESV)IZxtd 35 )IL—T ID DEEBITHRACOBEFH TRI—EINET,

VLAN ID (GID) ZEIEELLSHT=8 . EESV [T L TIREZITIEEDFERITDLTIX, [EE3E ExpEther &
BENEMEAL 35 GID DEYLHTIZSHELTIESLY,
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5.3.7. Replace Device
DDDBE DT /\ 1 RIEMEEEN—RIZEERAL,

Request Method
PUT

Request URI
/devices/<id>/replace

Query String
L

Request Body
{

“old_device_id”: “<old_device_id>”

}

Request Parameters

INTA—EE WhZE & [ £5 B
id Yes 0x0 — Oxfffffffff EE h—K ID,
=K 12 H70D 16 HE2,
old_device._id Yes 0x0 — OxFFFFFFFFFFFF EE H—K® EEPROM [ZZE AT LR
® EE h—F ID,
=K 12 70D 16 HE2K,

Response Body
{

“update_time”: “<update_time>"”

}

Response Parameters

INTA—EE i B
update_time 0 - 9223372036854775807 TINARIERDBHEFL
(Gava.lang.Long. MAX_VALUE) | 1970/1/1 00:00:00 000 UTC Hi> D #%
BT

Remarks

A API (L. id [CZ¥EESNT- EE h—F D EEPROM %815 % . old_device_id [ZHEEESM Tz EE h—FDT/\A RIEEH,RT

BHT 5, LD EEPROM T—AMT /NS RIEHRTEFH NS,

e+ VLANIDD %%

e« [0 MAC 7RLREEE

e VLAN 25 L EERTE

s MBSIEE—FRE@EATIIVHNEUNDIES)

s BEREESLA T avhNEHNIESE)

* old_deviceid [Z¥EE STz EE h—F & id [TIEE SN Tz EE A—F D, EE A—F4KEE. EE A—RF&ERI. EE /\—
DavhRESIGEE . T5—3—FK 40004 ANRHIEN S,

e old device id [C¥§FEEMT- EE h—F ) admin status H enable MIHE . T5——K 40400 A IRHF SN B,

e old device id IZHEE SN Tz EE A—RAFELELLZLMES . T5—2—F 40400 ASHREIESN S,

ExpEther R—R(EESVIZxt T 54 IL—T ID DEFEITHRACNDBEREH TRBINET,

VLAN ID (GID) ZEIRELLDT=8 . EESV [T L TIREZITIEE DFERITDLTIX, [EE3E ExpEther &
BEDEIRAE 35GID DEYHTIZSBLTIESL,
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5.38. Reset Device (PERST)
EE A—F%') Y NPERST)T %,

Request Method
PUT

Request URI
/devices/<id>/perst

Query String
L

Request Body
5L

Request Parameters

4

INDA—R %

o
)&\{
J:
(=]
B

B

id Yes 0x0 — Oxffffffffff

EE Ah—K ID,
=K 12 H1D 16 EEL,

Response Body
sl

Remarks
sl
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53.9. Send RESET Frame
EE &7 — RIZ RESET 7 L — A% %X(ET 5,

Request Method
PUT

Request URI
/devices/<id>/send_reset frame

Query String
L

Request Body
5L

Request Parameters

4

INDA—R %

o
)&\{
J:
(=]
B

B

id Yes 0x0 — Oxffffffffff

EE Ah—K ID,
=K 12 H1D 16 EEL,

Response Body
sl

Remarks

EE h—KR ID [CEESV 28T &, EHSN TS /0 sk =vhEvhEh b,
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5.3.10. Show UID LED Status
EE A—K® UID LED O SYTIREEZIRB T 5,

Request Method
GET

Request URI
/devices/<id>/uid_led_status

Query String
L

Request Parameters

INDA—R % WA #n i BA
id Yes 0x0 — OxFFFFFFFFFFFF EE h—K ID,

=K 12 M1 16 EEL,

Response Body

{
“uid_led_status”: “<uid_led_status>”

}

Response Parameters

INTA—=RZ &1 £ BH
uid_led_status {on | off} EE Ah—K @ UID LED M s kT4REE,
Remarks
ZL
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5.3.11. Update UID LED Status
EE h—F® UID LED @ SATIREEEZEH T 5,

Request Method
PUT

Request URI
/devices/<id>/uid_led_status

Query String
L

Request Body

{
“uid_led_status”: “<uid_led_status>”

}
Request Parameters
INTGA—H% WhZE B B
id Yes 0x0 — Oxfffffffff EE h—K ID,
=K 12 H1D 16 EH.
uid_led_status Yes {on | off} EE h—K@) UID LED M S 4T4REE,

Response Body
5L

Remarks
5L
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5.3.12. Update Management Information

DDDB LD TN\ REMDEBRIFM(EEIRE ., ERIKBZEFHT 5.
Request Method
PUT
Request URI
/devices/<id>/management
Query String
5L
Request Body
{
“admin_status”: “<admin_status>”,
“monitoring_status”: “<monitoring_status>”,
“update_time”: “<update_time>"”
}
Request Parameters
INTGA—=R 4 WA & i
id Yes 0x0 — OxfffFrFFf EE h—K ID,
K 12 H1D 16 EH,
admin_status No {enabled | disabled} EE A—FDEIRIRRE,
#EAE(X enabled,
monitoring_statu | No {enabled | disabled} EE h—FDESRIKEE,
s #HAE (X enabled,
update_time No 0 - 9223372036854775807 TINA RERDEHEZ,
(java.lang.Long. MAX_VAL | 1970/1/1 00:00:00 000 UTC M 5MD#FE3
UE) DFMER
T I3 RIEERD update_time DELELD
154E . T5—40005 HIRHEISND,

Response Body

{
“update_time”: “<update_time>”

}

Response Parameters

ING A5 #

B

0 - 9223372036854775807
(java.lang.Long. MAX_VALUE)

update_time

T INA RERDEH L
1970/1/1 00:00:00 000 UTC Hi> D #F
B,

Remarks
5L
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5.3.13. Update Group ID

EE H—KR DT /A RIFEHREL X Z-EEPROM T—2ND 45 )L—T ID #F#HT 3,

Request Method
PUT

Request URI
/devices/<id>/group_id

Query String
L

Request Body

{
“group_id”: “<group_id>”,
“update_time”: “<update_time>"”

Request Parameters

INTGA—RE WhB & i
id Yes 0x0 — Oxfffffffff EE h—K ID,
=K 12 H70D 16 HEL,
group_id No 16-4092 J1L—7 1D,
group_id AEREINT=IHGE . LAKRU AR
T 4D group_id [Z EEM DMNREL=Y )L—
7D AERESIND,
EEM MJ IL—T ID #RE T IS )L—
7D QAT TIZERIZEIEL TS
&.I5—50002 ARHIEN B,
update_time No 0 - 9223372036854775807 TNA RERDEHEFZ,
(Gava.lang.Long. MAX_VAL | 1970/1/1 00:00:00 UTC M5 D#R@IF
UE) .
TN RI1EERD update_time DIEEELS
BE& . T5—40005 hHREEN S,

Response Body

{
“group_id”: “<group_id>”,
“update_time”: “<update_time>”

Response Parameters

ING A5 #

B

group_id 16-4092

JNL—7 1D,

JHOTRRRT 4D group_id [Z null HVE%
TFSNT-1B A . group_id [Z EEM M E&H
L= IL—7 D AR ESNB,

update_time

0 —9223372036854775807
(Gava.lang.Long. MAX_VALUE)

TINA RIEHRD BHEEZ,
1970/1/1 00:00:00 UTC M5 D#EEI!)
%8
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Remarks

ExpEther IR—KR(EESV)IZXt T B4 IL—T ID DZEEIIHRACOBEBREE TREEINET,

VLAN ID (GID) ZEHIEELEDT-O.EESV IR L TEELETIHBEDFERICOVWTIX.FEIE
ExpEther EENDEIE A% 35 GID DEY X TIZSHBLTIEEL,

EEIO IZ®LTYIL—T ID /R TETBEEIZ. ZDHIL—T ID 4D EESV BEHELANGESE. T5—a—F
40010 HNIRHFNEN B, ==L ERTE T 7ML D group.id.setting.guard.enabled M{EA false DIZBE . T5—IFFK
HELELY,

EEIO (2L TYIL—T ID #RETBMEIZ. ZDJIL—T ID 24D EEIO DA EHEK EEIO KLY KELEG
&.I5—3—FK 40011 ASREIESN S, =1L, RET7AILD group.id.setting.guard.enabled M{EN' false D
BE. I5—IERELELY,

EEIO DY IL—T ID #RIDT IL—TF ID [CEET HHE. L oTzA Delete Group ID #E4TL T/ IL—T D &
#HA1E LT=121Z Update Group ID ZZETT DNLENH D,
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5.3.14. Delete Group ID
EE h—RDT/N\A RIEHEL S X4 -EEPROM 4BI5 D4 )L—T ID 2 #H#A1L9 %,

Request Method
DELETE

Request URI
/devices/<id>/group_id

Query String
?update_time=<update_time>

Request Parameters

INTGA—EE WhB & B 5 B8

id Yes 0x0 — OxffFFFfff EE h—F® ID,
=K 12 HT 0D 16 L,

update_time No 0 - 9223372036854775807 TINA REROEHEFZ,

(Gava.lang.Long. MAX_VALUE) | 1970/1/1 00:00:00 UTC M5 D #EES!)

%8
T I\ REERD update_time DIEEE
5B A . T5—40005 HHREISN S,

Response Body

{

“update_time”: “<update_time>”

}

Response Parameters

INTA—B % el ) £ BH
update _time 0 - 9223372036854775807 TINA RIEHRD BHEFZ
(Gava.lang.Long. MAX_VALUE) | 1970/1/1 00:00:00 000 UTC Hi> D #%
B FEL,

Remarks

o ExpEther R—REESVIZW T B4 IL—TID DEBRIIHRACOBES TRBSNES,
VLAN ID (GID) ZHIEELLGDT1=O . EESV [T LTIEAEZTIGEEDIERICDOVTIE.IFEIE
ExpEther EENDEIE A% 3.5 GID DEY X TIZSBLTIEEL,

o  ARAPIZETIHE.EESV DY IL—T ID (X 4094 (2. EEIO W% )L—F ID 1% 4093 [Z#)#A{bEn 3,
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5.3.15. Update VLAN Tagging Mode
EE h—F DT /31 R{E#RE EEPROM T—4AD VLAN 25 E—REEB#HT 5,

Request Method
PUT

Request URI
/devices/<id>/vlan_tagging

Query String
L

Request Body

{
“vlan_tagging”: “<vlan_tagging>”,
“update_time”: “<update_time>"”

Request Parameters

INTG AR WA & i
id Yes 0x0 — Oxfffffffff EE h—K ID,
=K 12 H1D 16 EHL
vlan_tagging Yes {enabled | disabled} VLAN 245 E&—FK,

e enabled: VLAN #5"E—F &M

e disabled: VLAN 245 E—KRE)
EEIO & EESV AV@{E9 HIZIE. EEIO &
EESV O VLAN 245 E—KHE—TH S s

EhH5,
update_time No 0 - 9223372036854775807 TINA REROEBHEFZ,
(java.lang.Long. MAX_VAL | 1970/1/1 00:00:00 000 UTC M5 MD @3
UE) YR

TN R1EERD update_time DIEERLED
BE . T5—40005 HREIEN S,

Response Body

{
“update_time”: “<update_time>"
}

Response Parameters

INSA—B % & B
update time 0 - 9223372036854775807 TINA RIEHRD BHEEZ
(Gava.lang.Long. MAX_VALUE) | 1970/1/1 00:00:00 000 UTC HMi>MD#%
B3R,

Remarks
e VLANAYE—FEEHLI-HGE.EE h—FOBEFHADLETH D,
o FEAIREED EE h—K Tlk. VLAN 25 E—KRIZEH G- TULVS,
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5.3.16. Update Encryption Mode

EE h—R DT /A R1EERE EEPROM T—ADEE L E—FZEHT 5,

Request Method
PUT

Request URI
/devices/<id>/encryption

Query String
L

Request Body

{
“encryption”: [
“<encryption>”
],

“update_time”: “<update_time>”

Request Parameters

INDA—R %

~
4

Ld
i

il

AR

id Yes 0x0 — Oxfffffffff

EE Ah—K ID,
=K 12 H1D 16 EE,

encryption Yes {enabled | disabled}

EEiEE'E—F,
EESV D& . ') X encryption ([,
Downstream Port 0-15 [Zxi 9 BHE Sk
E—FK, (1JX encryption @ 16 & B LI
DEIFEFSND,)
EEIO Mi&F& . 'JAE encryption [Z[E.
Upstream Port [ZX 3 S B L E—F, (I
A encryption M 2 & B LIEDEILER
hd,)

* enabled: FEB{LE—FEZ

* disabled: B 5L E—FERN
EEIO & EESV HABIEY HI<[E, EEIO &
EESV DIESILE—FAR—THAILE
A

update_time No

UE)

0 -9223372036854775807
(Gava.lang.Long. MAX_VAL

TINA R ERDEHEFZ,

1970/1/1 00:00:00 000 UTC M5 D $FA3
DFDER

T INA RIEFRD update_time DIEEELS
B4 . T5—40005 ARSI S,

Response Body

{
“update_time”: “<update_time>”

}




Response Parameters

INSA—B % el ) £BH
update time 0 - 9223372036854775807 TINA RIEHRD BHEFZ,
(Gava.lang.Long. MAX_VALUE) | 1970/1/1 00:00:00 000 UTC A i5>MD#F
B FEk,

Remarks

o MBIEE—REATIaosiETH S,

o K APIHZEESLHAREN B EE h—RIZHLTOAEITEEETH S,
s MBSILE—FREEHLELBE . EEN—FOBEFNVETHD,

o WEIKEED EE h—FTIL. BBBLE—FIEEELGE-TULVD,
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5.3.17. Delete EEIO MAC address

downstream port [ZETE SN1= EEIO DEEZ#EIRT 571-6(Z EEIO MAC 7RL X% HIBRT %,
EESV M MAC Table Dx (x: downstream port ID)L X2 & ®tIi:9 % EEPROM D 10 MAC 7KL RERTEFEIEAY O
[ZERESND,

Request Method

DELETE
Request URI
/devices/<id>/ports/<port_id>/eeio_mac_address
Query String
Tl
Request Parameters
INTGA—BE WA #i B
id Yes 0x0 - OxfTfffferer EE A—K ID,
=K 12410 16 EH,
port_id Yes TSR EEIO DEEZA#FRY 5 downstream
port ID,
Response Body
EL
Remarks

e XKAPIXEESVIZHHLTHDAEITAIRETH D,

e KAPIZZERITTAHIEICKY . K 5-7ITEBRSNTULNS BB B AEIC L - T& xS 1= EEIO MAC 7KL
AMVHIBREN S, EEIO MAC 7RL ZADHEIBREZ X, %29 % downstream port H3AI D EEIO [ZxtL THIFARIEE
E 5,

e AYwK GET. PUT. POST [EEFRISN TLVALY,

e EEIO MAC 7KL RAM{EILI5.3.2 List Devices Details J[ZERii =t TLVAeeio_mac_address I SIS R EET
H5,

e EEIO MAC 7KL RZHIRT BI5E . Delete Group ID ZE1TF A &IZ&Y . FRIZHE% EEIO W4 )L—F ID
=t T IR ELH D,
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5.3.18. List Groups
DDDB EM4 IL—7 ID M) ALEERET 5,

Request Method
GET

Request URI
/groups

Query String
L

Response Body

{
“groups”: [
{
G
}

Response Parameters

INGA—BHE i

BB

id 1 -4092

SIL—T 1D,

Remarks
HL
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5.3.19. Show API Version
APIN—D3 FRET 5,

Request Method
GET

Request URI
/api_version

Query String
L

Response Body

{

“version_number”: “<version_number>”

Response Parameters

INSA—R %

i

BB

version_number

vnn (m 0 LLEDEED

N—2308F,

Remarks
sl
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5.3.20. Dump Statistics

HEtEREQ T I7AIIZE TS B,

Request Method
PUT

Request URI
/dump_statistics

Query String
?verbose=<verbose>

Request Body
5L

Request Parameters

ING A=A WhZE & [ £5 B
verbose No 0 - 2147483647 verbose LN)L,
(Gava.lang.Integer. MAX_VALUE) e O f#EtEHmES VT
o 1 UL FHMALGHREHETRES
)
BXEfEIL 0,
Response Body
{
“Ifi_trace_log_path”: “<Ifi_trace_log path>”,
“Ifi_stats_log_path”: “<Ifi_stats_log_path>”
}
Response Parameters
INGA—R % & £5 B
Ifi_trace_log path UTF-8 X=F 5| LFI trace A% M#Ext/ VX
Ifi_stats_log path UTF-8 X5l LFI stats A% D#fExt/ SR

Remarks

® fETIERITZT 74 )L<Install path>/logs/eem_lfi_stats.log [ZF > TEhB,
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LFI trace 0% M#Ext/ XA &1&. <Install path>/logs/eem_lfi_trace.log
LFI stats O% MD#Ext/SA & (&, <Install path>/logs/eem_lfi_stats.log
RANRZADRYYXFIL /" ET B, #EF/NADXFIA—FIL UTF-8 £F %,




5.3.21. Update Event Notify Mode
EEM DARNUMBEIBREZEHT 5,

Request Method
PUT

Request URI
/notify

Query String
L

Request Body

{

“severity”: “<severity>”,
“emd”: “<emd>”

Request Parameters

INDA—RE Y| &1 £ BH
severity Yes { high | middle | low | none } ARV NEENEM E75D severity,
cmd MERBAME | D7AINRXFES (UTF-8) | SAERA AU MEHIOT U DX/ R,
X severity none LISV DIGE (T WAE,
none NIGFEXEHRINS,
Response Body
ZL
Remarks

o HMEX/INRDRUIYNXFIL "/ &35, #d/NADXFI—FIX UTF-8 &9 5,
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5.3.22. Show Event Notify Mode

EEM DA RV MERREEZIET 5,

Request Method

GET

Request URI

/notify

Query String

FL

Response Body

{

“emd

“severity”: “<severity>”,
“ "<omd>”

Response Parameters

INTG AR el e i
severity { high | middle | low | none } ARV NBEENE M L7535 severity
cmd T7AIVINAXFF(UTF-8) | SHERA R MBHAT U R DX/ AR
M severity none LISV DB EIZH R,
none MIGFE (XTI (EXF),
Remarks

o HEXNRDRERUIYXFIL /" &9 5, #Exd/NADXFIA—FIX UTF-8 &9 5,
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54. AVI4F¥al—av

AETIE,EEM DEREI7AILIZDWNTEER T B,
541. BWEIFAIL

REIT7AIVIZET HEHRELUTICRY

e 77 A )LsXR:<Install path>/conf/eem.properties

EEM [SREENFICERE T 7AINERAHAL , ZTD1=-O. BREIT7AIVEEHLIZEE . EEM OFEBHNDLETH D,

542. JRANT4

HEITFAINDTONT14%F 5-7 1R,
BRETFAIVIIEEIN-ENGEENDIGE . BEENERIND,

®5-717A1\71—&

TO\T 1% i BEEfE B
native.library.path =K 256 byte @ | <Install LFI @& Z A4 7 Z VU (Linux DHE
XEFF, path>/lib eem.so) D K& HN 7 + L D %t /X
XFa—K(X US- 2,
ASCII, Java APl 7 A 7 Z U 2% LFI @

eem_init_manager() % 32179 B FEIZ,
INTG A= L LTHET D,
bp.threshold.update.e | itrue | false} true kw77 @ BP BMED B #5857
nabled DA N,

o true: HENECH AR

o false: HEh T EERN

true MIZE . 1G EESV @ BP BfE
bp.threshold.update.interval = &[ZH
#Eh b, 10G/40G EESV @ BP [#
X NN— R =T RNEHT D7
B, EEM (35 H L7220,

bp.threshold.update.i | 10 - 300 10 Bty 7 7o BP BfEO B8 %5
nterval [ B (FRAL D) o
eeio.mac.address.upda | {true | false} true EEIO MAC 7 KL 2D BEHHT O
te.enabled AN

o true: HENE AR

o false: HEEHERh

true MHZE ., EESV O MAC 7—7
Y P - S SO R |- W/
eeio.mac.address.update.interval
Z &2 EEPROM @ 10 MAC 7KL
RREHEIKIC KBS ND,

eeio.mac.address.upda | 10 - 300 10 EEIO EELIFEHD B ENE H =
te.interval (AL D) o

eeio.1g.hotplug.guard. | {true | false} true 1G EEIO @ EESV [Zx§ vk
enabled ST DH—FDE/EN,

o true: H—FEZH
o false: H—FEZ
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TO/N\T14

a5

A EA

eeio.10gvl.hotplug.gu | {true | false} true 10G(v1.0) EEIO ® EESV IZ%3 %
ard.enabled RN T ST DH—FDE/EN.

e truee H—FEM

o false: H—FEM
eeio.10gv2.hotplug.gu | {true | false} true 10G(v2.0) EEIO ® EESV IZx3 %
ard.enabled RN T ST DH—FDE/EN.

e truee H—FEM

o false: H—FEM
wait.time.after.vlanse | 0 - 2147483647 | 100 VLANSET 7 L — AEEHROED
t (java.langInteger. RE(BAAZ: 2 U RD),

MAX_VALUE)

eeprom.write.after.vla | {true | false} true VLANSET 7 L — A %% D
nset.enabled EEPROM 7 7 & A DER/ER,

e true: EEPROM 7 7 &t 2 H%h

* false: EEPROM 7 7 & A &3
groupid.setting.guard. | {true | false} true EEIO (Zk}9 % 7 /v —7" ID & iERE
enabled DH—FDEZNIES,

e true: H—FEM

o false: H—FES

true MIFE . EEIO (kL T/ Lv—

7 ID ZRETHERT, ZD 7 —

7 ID # %> EESV ™ F(EL. »»

D, ZOZN—71D %2> EEIO

DO E K EEIO # L v /&< 7

TR B 720,
wait.time.after.notify | 0 - 60 1 ARy MBI~ &

—EERAT L7tk RO @I AN FF AT
S5 F T O IEE 1k R [ (AL
o

¥, O a2 E Lcha. HA
PR S vy,
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FTOE ST a—TaY

ExpEther HEEMNBo=&IIZEMELGWNEEL, BEICHTHIZ. ROFyvIIRANESHBLTEEFZFIvIL
TLESW, URNMIEZRETALIBIBEBENHLHEE(E. SEEH O UNA EZEHL TH TS,
TNTHLEBITHELEVEEIEL, TARTLAIZRTRIN AV E—DFRELTHSL, RTFH—EXEH
[TEHKLTIZELY,

6.1.

ExpEther ) —XB® G HFEDOFST L

? EIRH ON [SHB7LY

?

?

OBRERSERBICELL BRI TOET N ?

— I\ZI‘:I/EJ—’)-‘Z'KMKO) Ee,/ﬁj f"& %/ﬁiﬁ*ﬁ[xnﬁf_:l/t/l“(azf_(i UPS (ﬂf-?éasazﬁ" IE))
[THEHL TSI EERRLTZELY,

— ExpEther I/0 5k 1=y M2, BRI —FAELGEHRIN TNVAZEEHEZEL TS0,

— ExpEther 1/0 R =wrDERI—FNEL{ OV MNIEHREIN TSI EEHERLTESULY,

— ExpEther HEEBICRMOERI—FEZITHEALLLESWD, T, BROI—FOWEELSBENTLNY, TS

DN TUONVENZ EZRESEL TS,

- E"fJLLT_ZIJtJF(DjI/ —h—hON [ZHE- TSI EERERRL TIZELY,

— ExpEther I/0 #RERAZVMIBRRAAVFHHAHEEIT ON [T TSI EEFERL TS,

— UPS [ZHEHIL TULV\BEEIL, UPS DEIRHD ON [2HE-TWNVSZE, BXU UPS hoEAMNHASH
TWBIEFMHRELTIZELY, FLLIX UPS ISR DERBAEZS BB L TZEY,

oL

ORYrT—o45—TIILOEFKIXELLNTIH?

— 4 —T)LH ExpEther EEELVP) U I/I8—bF—(RAYFHF)@AD LAN R—KZLomYERY
fFFoN TSN RERL T ALY,

— YO IR— b F—(RAYFH)DEJRH ON JREEIZHE-> TN FESEL TS,

— ZEROT—TILHAREDESLDEFERALTWEY, /V3—DJx—R =T LIZEBIENRH o 1=
Y, BEICIHNEA>TRESNTLSIBE. EVEDD THEICH->TWSIGEERIETELINIE
NHYET, CDHE. BID7r—TINEFERLTH TSI,

ExpEther "—K & ExpEther 1/0 ¥E3E 1= AV EESRIRRB (AR S AR LY

OJ1L—7 1D OFREIXELLNTTM?

— ExpEther ;R—K & ExpEther /0 ¥iaR 1=y b HEHAIKREIZT B2 IZIL . ExpEther 7R—
ExpEther /O ¥R 1= v ET AT IL—TID ZRCHEEICTIVENHYET, JIL— 7°ID

DEFRFEEHERLTIZELY,

— BUCRYRT—HDRAyF EIZ ExpEther Ihn—KF D EHIEFTIN TILVSBIES . ExpEther (R—F®D 45
IL—7 ID NEHELTLENAIFESEL TLEELY, ExpEther R—FD 5 IL—F ID NEHEL TV =15
& . ExpEther R—FDJ )L—T ID NEHELLBVKSRELAZEL TS,

EHLT- PCI T/ ADEREA ALY
— BHER—FE 1 R—bOAMEALTERLTLDIBE. 2 R— EERALTERT 5 IIILF/ AR ER
[CEELTHEREL TS,

— RYNT—DRAYFEED=RINT—IREDOBIEREZ CHRESD BERFBOXELRY
FO—YRIBTIIMRENMETTEIENHYET  HEEEZRET HICIE. RV T—VDEERMZE
WETHENMRMTT DT, HEHRLTWARY T =Ry FDERBZHIBELIZY ., *ybkT—
DAAYFEEEBFRD/NENEDICEERBL TS,
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? BMERICA—H Ry Tr—T L DIREELEITOIEERICEIELELY
— RRRAVE21—%5H PCl Express DRV TSI (25 L TULNSDEZHERIEELY,
BERICA— R Tr—TIILDIREZELEITSIZIE, ExpEther R—FZ#EBEH T HHKALaVE 21—
2. 0S KU ExpEther I/0 iR A=Y ZBEH L TS T /NA REFDRSA/3H3, PCI Express
RN TSI/ IELTNDRELHYFET,

6.2. ExpEther I/0 #E8E1=vrDFSTIL

? ExpEther I/0 ¥isB1 =y 53 L= PCI Express A—F A BB TS
— ExpEther 1/0 yi8R1=wk 0 PCI Express AAw I Z. PCI Express A—RFMIEL{EEIN TL\EH
fESEL TS,
—  ExpEther /0 i3RI =YD EIRA ON IKREIZIEH>TLNSMESEL TS,
— VAR ERY —J LR T A2LENH S PCl Express h—FDIFE . HhRERS—T ILAIELLHE
SN TLEFERRL TTZALY,

? EADICER OFF REICAHY ., IR ON T=ELho)-
— ExpEther I/0 ¥iRAI=whAREEREZREL. EEJR OFF KEIZHSI-ageENHYET . BiR
O—K% ExpEther 1/0 ¥isRA=YhASERYS L., BIEIREBICRIEA G LA FEREL TS, BiR
& A%, ExpEther I/0 ¥R 1= D AEFH FAN O EI{EIZRAREM A LMEZEL TS,
— BRA—FHHRIF=Y ., A VBRI YFH OFF JREEIZHE =YL TULVELAFESEL TKESLY,

? BELLET /A ROMREAH ALY
— ENEHERREH @ LSO ExpEther I/0 HRRAZYMIBHINIG S IZIRATERWGEEAHY
FY . BEHERFARITOVTIE BEVLVKDDIRFTIE~NSHELEHELZSL,
—  ExpEther I/0 #iiE L= h DR —IDY TR TEFESN TOSIMFERL TZELY,

6.3. ExpEther Manager [CB89 35T )L

? ExpEther Manager AAE2E)L7E0LY
— BELERBEZEHAELLVHLBRHERL TS,
— eem.conf DERTERNBMNIELLVHIBREZEL TS0,
— IREBEHAC eemconf DABELEELI-IGE(X. EEMZEBEFHL TS,

? CU@RUFSAV)BERLLT IS S
— EIEEEEH ExpEther TYRT—I LICELLERIN TS E, RybT—045—T )L 88 L2 R
A yF DIKEETHEFEL TIZELY,
— eem.conf DFRFERNBENELLVHIEIEZRL TS0,

? FSTLREROBRIRRICOLT
— FSTIRERIEL. UTOTALIRZFRIRLTEE,
<EEM /XR>/logs/
<EEM /3R> /conf/
<EEM /3R> /tomcat/logs/
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BIE {TEk

7.1. &SRO EE/T EEIO 3

Downstream Port

B—%4 JL—7 ID 5% E L1- ExpEther TR—R(EESV)& ExpEther 170 Y8R 1= NEEIO)IL B ENRIIZ K IRAEE 1S
L. EEIO [Z#E#tLT= PCle T/N\f ADVRRA MM SERRIRE(CAEYE S, EESV & EEIO &4 T, PCle-Switch [Z

EELEYS.

HRARAVE2—% (H—/1—)

ExpEther 7R—K(EESV)

....... [ — — —
i Downstream Ports !

EEIO EEIO
PCle PCle
FINAR TFINR

/0 sk =whk

PCle-Switch tH4

7-1 ExpEther H\#& 3 5{R %8 PCle-Switch

ZDERET. & EEIO X EESV M EHIREY7E Downstream Port S1EELET,
EESV |Z[EIFFIZ3EHE AT BEZL EEIO (X ExpEther R—KR D AR ITIRKTELE T . HELVD ExpEther & D E ik EREA

EETHERESLY,
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72. 04
AETIL EEM A AT 3041220 TRk LES,

721. A I74L)L

EEM DAY (L, Tomcat DH—/NN—O5 OO IT7AILIZHASNET, O I7A(ILIZEAT B EFHRELLTIZRL
*9,

e J7AJL/\R: <Install path>/tomcat/logs/catalina.log
s ®mRKIFAILYAX: 10MB
o WR/I\VITYTT7AILEL: 10

AT 274N DIF7AINYAZXH 10MB 2R DHE. AJ I7MIILHAA—T—RENFET,

O—F— kB, /Nv O T7vT IT7A4)JL catalinalog.1 . catalinalog.2 . ... catalinalog9 [ . catalinalog2 .
catalina.log.3. ..., catalinalog.10 [C)R—LEINFET, ZLT. BY T74 L catalinalog [& catalinalog.1 1Z1)f—L
ENEY,

T7AIWNRRA  BRRKIFAWNG AR BRNANVITITI7AILEOANBPETOY O%E 7 7 A /L <Install
path>/tomcat/lib/log4j2.xml DU T DT A/NTAITIEESINTVET  TANRTDELXIREL . EEM T HIEE)
FTHIEICKY,. INLDEEERT HIENTEET,

<RollingFile name="CATALINA" fileName="${env:CATALINA_HOME}/logs/catalina.log”
filePattern="${env:CATALINA_HOME}/logs/catalina.log.%i">

<PatternLayout pattern="${pattern}” charset="UTF-8" />

<Policies>

<SizeBasedTriggeringPolicy size="10 MB” />

<{/Policies>

<DefaultRolloverStrategy max="10" />
</RollingFile>

722. AT 2x4x—2yk

O DIA—IVrELUTFITRLET .

‘ <Property name="pattern” >%dlyyyy-MM-dd HH:mm:ss,SSS} %-5p [%t] %c{3}: %m%n</Property>

AT D74—IYMIBTEHREBEBHDOHRBAFLUTICRLET,

£ 7-1 O or—<ybIHBIHRIER

HH B
%dfyyyy-MM—dd BT AR D AR,
HH:mm:ss,SSS} “yyyy-MM-dd HH:mm:ss,SSS”" DI +—< v TH N5,
%-5p A LA,

FATAL. ERROR, WARN, INFO, DEBUG. TRACE OWL\Th M hdhb,
AT LANILD 5 XFREDIHE . BADAR—RTNTAUTENDB,

%t A ARUNEERLEEALYRS,

%c O AR DA TIEA,

HTI)BEEBRTIERN4DLULEDFE. T3 DOEENHASIS,
BZIE. ATTYLD com.necjp.eem.api.DeviceAction DIHZE .
eem.api.DeviceAction BNH HEh 3,

%m Oy Ayt—o,
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S Bl
%n TSR I+ —LKFEOQHITI—FK,

723. AgLRIL

O ULARIILDHRAELTIZRLED,

x& 7-2 O LRILODERBA

agLAL i

FATAL EEM BN 7HR—r9 BHEEICH AT D,

ERROR ELLEBEERITTELRULD, EEM BN T7HR—FLEWMESIZH AT 5D,
5. C APl DEAHDEERT . DB 7TV ERADEERT

WARN FIREMNRLELID., ELKLEEZERITTEIGESICHE AT S,
Bl FREIT7AILDFELAL, DB 7714 IILDFEELALY

INFO EEM QOB DETIRIREE LT S,
5. EEM D#EEN -2 T . Java API-REST APl DET

DEBUG EEM ZT/\vJ 5= DI1EHEH HT 5,
Bl AV YR DEIR- LT

TRACE DEBUG &Y FHfliZaHEHE Hd 5,

OJLANIILOWEEX INFO THY. QY DR T 7 7 A /L<Install path>/tomcat/lib/log4j2.xml DLLTFDTO
INTAIEESNTOWET, TaNTADEZHEL. EEM ZBREETAILI2&Y. OF LRI EEETEET,

<Root level="INFO">
<{AppenderRef ref="CATALINA" />
</Root>

724. ASYIFLUR

B#K O41)TJ7L >R (EEM DIM loglist.xlsx) ZSBLTLFEEL
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7.3. ExpEther Manager 1 > MEXH# HE

AR E Tl ExpEther Manager (EEM) DA RN MBEI#EEEICDWVTEEEHKLET,

ARVMBHEEEIL LT OBENSERINTLET,
"EEM RER T, ARV MBI EICR S T=A RN M BN/ FSLEREITOHEHEE
*EEM A CLI a< K (eemclipy) DHTaAT UK (set_notify) [CEY . ARV NMBERIERTE D BIHEITOHEE
-EEM H CLI a7 K (eemclipy) DY T AT UK (get_notify) [ZEY . AR MBEXIEETE DEVIGEITOHEE

EEM ANEENT ARV MERIE. LT D22 #ICHITHENET,
-FEEABERIBHMAED ANk ExpEther ZZEDKEBEZERT 5O DORAHMNEEEICLY /LN
IKEEELER (AR MER)
-E|AHEMIBERBRDARUL: LROBHERBEBROSBFONT-EIVAAFEBIME I,
B ;AAFHIEREIMGT 2REICKYEONREELIFR (A XU MER)

7.31. #BEESHEA
13.1.1. ARVMRH /@B EERHMEE

AHEEEIL . ExpEther Manager (EEM) RER TR L=/ RUMIDWT ARV MNERMBD A E AT REERITT S
CEIZEYANEBITERILET . Ff-. AU T7A )l (catalinalog) [T/ R MEHREZSFELET S

1BEEEM DAV MBERBEREZFI AT 5=OCIX ARV MBAMADHERIT U REL T, AETRESN TS
SIBEATANUMERER(TIAIENTESAYUE EEM AIDSEFH TEDIIITIRML TUOFEBEN
HYFET,

A= —REHFRIZTDOVTIE, 7322 A Ea< U REITRER GIEHER) 1ZSBLTIZE,

EEM NEFTARUERHLU-IR. FHIIZ EEM B CLI Y7 av R (set_notify) [CK YR E SN ARV MEHETE
NDBEENA severity FHITEETDARNUMDAERREL T ANVMEMBERNDAANVMEIMADNEaY
VREEFTTAIEIZEYARUMERDBRZETL. D AT T7A LA MERZEE LTS,

ARV EHEETRELANVMEMOEENRETLHLEAEMTHIEMNELT,. — EARVNEMEITOT
B ARVEEAIMEREEARBT 2ETIRVEDBHMETHHEWNAARU MEMINIEEEAHYET . AR UF
WAL B D EAR P IS@E SN FeA R MERIE. O 7/ ILIZIERRERSN T I A, HILRFRAET
LTH. Ho=OTEMLESTEEHYFEE A

BE. QT I7AINADARUNMERDEBERIL. ANV MEAINEICEH ST ETEINET .

AR MBI ERE L. EEM QR FE 771l (eem.properties) CEFRaNTHY . BRELEIAIGETT,
BREITAILOFEMIL. 541 FHEI7MILIZSRLTIZELY,
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ARUMEH BN LR REDEIMEL — T  REUTITRLEY
(AR MBEFHNEREDEREN I MO 1RIZ2DDARUENFEELTLDIGEEDH)

ExpEther Manager ny AR FEMAD
(EEM) 274l SNEga< o K
(catal ina. log)

EilseverityFREISEET D
AR ME, BEADSNER
ATV RERTTHILIC
&Y. HEBIZERNT B,

f=f2 L. @A P O
AR MIBER SN,
BEILERARRBE . RO
ARy MERDEFAT SRS,

ZOETIE, flELT,

BN BFRAAN 1 B DR E DB, A D, N ) :
1Rz 2 DDEsever ity&HITERT S BEflseverityFHIZEET B
ARy RS LT BBl R, ARV M RTISRET B,

AR K1 AR R
. = AL RERR
1 50 — A b2 A k2 (18) LLE#2:B%
- LRV 13 LRV H3 N 1Rvrs T
.. - BB
) -
1R fxzba «SaPA.L. > (17) b5
L ARV +SE R ARV LS R ARVLSE o
1 FbR — AR+ 6 . AR k6 .

12 ANVREEL =7V R

71.3.1.2. ARVNEBHIERTEDEHHEE

EEM A CLI a< K (eemclipy) DHTATUK (setnotify) [CKYA R MBHIREDEHEITLET,
ARVEBHEEEIL. TARUNERENT S severity $IEE L. BEU. ARV NERADONEITURIEX/ SARIEE ]
MO SN TSR E/NTA—ETY,

TE. —EERTELEARVMEHIEERTE/NTA—21L., ExpEther Manager (EEM) REPTCREFESNST=8 . EEM B &)
BFIXRIRIDRE THELET .
CLIOW RMEEMIL. T41 CLI(ATURSAY) 1ZBBLTEELY,

ARV MERNERTE D severity [E. Thigh./middle./ low], EEV ., AN MEINBEREF SN ET Blnone IDEET 4 78
EARBEINTWET  FEELT severity FIL—T BT HARNUIDRELI-IGEICHEISEMLET  EEM %
)= AV R—JLLT=BED severity DEIKRBE (X Tnone (A RN M@ RNBEREREINERYFET .

71.3.13. ARVMBHIERTEDRGHEE

EEM A CLI 27K (eemclipy) DHTaATUK (get_notify) ITKUAAR U MBI EOREBETLVET,
ABEREIX, REDARNUMNEHMBREDAB LR T H-OICFERALET,
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732. ARVMHAERK
7.321. OSP4/ EEER
ARVIREBOOT 7ML R ELUTITRLED,

(=D Z Pt 3
A RUNBENERENE T B catalinalog EDOSLAJLIL. TINFOIEFEELYET,
O @D <ARVEAB> 1I2DULVT,
FHAERIERERDARULDIFE. 73231 E~73233ENORDHEHICOS TREDXFIEHAL.
B IAAERIEHRBED AR DIEE . 3241 E~324T BEORDKKHE - N EBIEHALET,
HEGEDELT BT DA DIGE . BILRTERORNEZED (ELHD > (L&) ITHALFET,

<catalinalog MAT AYA(BHEE)> INFO [KALYRED] [eventlog] <A XD severity> GRIIFEHREEED
Unix BFfED GBEIXTR EEID> : <ARXVEHARED (EILZBEBHMT ARV DIZEDAHELFEDOAR)

occurred.

[(B7o740 i E8kH (AHERFROEL  ELIERORELGL) )
AT 771V EHIORHREH XU T ELZYET,
severity LT high MERESNTLVS,
- A AR 2022 4 07 A 26 B 10 BF 00 4 00 # (Unix BRI =1658797200) 1=

EEID 0x001122334455 ) ExpEther 2£& [ZT severity H\ high IZBT %

R—r1DIVVIBEEEID D 1 DINREELFRRCHE,

2022-07-26 10:00:00,000 INFO [Thread-xxx] [eventlog] high 1658797200 0x001122334455 :
Port1 Link Error occurred.

2022-07-26 10:00:00,000 INFO [Thread-xxx] [eventlog] high 1658797200 0x001122334455 :

Port1 Path Error occurred.

(AT 274 L REGEE (AHMEREROEIL - ELMEOABTHY) ]

AT 77/ VRSB DAHREHIXUTERYET,

severity £L T middle BAERESIN TS,

- BARRERS 2022 £ 07 A 26 B 10 BF 00 4 00 # (Unix BFfS =1658797200) |2
EEID 0x001122334455 () ExpEther 3£& [ZT severity ' middle (29 %
UID A yFDIREEE Wk 0 M5 1 (ZZE1E,

2022-07-26 10:00:00,000 INFO [Thread-xxx] [eventlog] middle 1658797200 0x001122334455 :
UID Switch Change (0)->(1) occurred.

[O5 o7/ &N (FYVAAEFMERDEL) ]

AT 77/ VRSB DAHREHIXUTERYET,

severity £LT low MTBEEINTULVS,

- HARBERS 2022 &£ 07 A 26 B 10 BF 00 4 00 #» (Unix BFfS =1658797200) |2
EEID 0x001122334455 0D ExpEther & [ZT severity ' low [ZET 5
K598 PEX INT D/IN5 48 Link Down Ew k& H

2022-07-26 10:00:00, 000 INFO [Thread-xxx] [eventlog] low 1658797200 0x001122334455 : PEX
INT - Link Down occurred.
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7.322. SNEBaTURETER GI#EEK)

ARVMEHRENEBAT U RAD B BT A—RELTHRMT I,

BHRBEREREANRIEBINTESD LS bitmap T—AHAXTEMLET .

SIMTHEMT DAL, FHERIERBED EE TN RADBEDOZEILD ARk bitmap (high.”middle”
low) . LU, BV AAHEMERAEFD Y A A @A A bitmap1 ~7 HhoERINFET,

ARV RERONEBITUFRTRER GIERRX) ZLUTIZRLES,

(S8R FETERX (BIHEX)]

¥ A2 bitmap(high/middle/low) (&, & severity DA AU RBIZEIY HTHNT= bit [TXLT.
FELf- bit 7 1 ELTHERLT- 16 5 (64bit 201E)

XENYAA B XN bitmap 1~7 &, & B|WUAAHFMERELICEIY S TOoN T
BN bitmap B [16 HEEK (32bit HUE)]

<HERATUR> GBHRIEHRHBEF® Unix BfE> GRAIXTER EE h—F ID> ¥
<A R bitmap(high)> <A X2k bitmap(middle)> <A Rk bitmap(low)> ¥
CENY A EEME XN bitmap 1> <Y A H ZEHRE XA bitmap 2> <EI|U A A EE40:38 %0 bitmap 3D ¥
<L) A H EEME EN A bitmap 4> <EIYAH ZEMRE XN bitmap 5> <E|Y5AHEEHIEZN A bitmap 6> ¥
<EIYAH M@ AN A bitmap 7>

[ARVNFHERED EEM Ao DN EPaTURETH (BRIEMRIERAEK) ]
AHRERBEUTELRYET,
*Linux it EEM [CTARUMBRIBREEL TUTARESN TS,
- S &< KELT /home/operator/event notify MERFESNTLVS,
- severity £LT high METBRFESNhTLVS,
— ARk bitmap(middle). £ N2k bitmap(low)[XFRFER D=8 . 0x0 [Z755,
- B AR 2022 £ 07 A 26 B 10 B 00 43 00 # (Unix & =1658797200) (<.
EEID 0x001122334455 () ExpEther 3£& [ZT. severity A\ high [ZBT 5
R—b1 DYUIEE (bit3. 16 FEHFTREEZ T Ox8) LT 1 D/IREE (bit1. 16 #EFHFKED T 0x2) A REIFFIZR AL,
— ARk bitmap(high)ld. Oxa 2% 5,
B AHFEMIFTEROEEN severity [CEETAENYAA IREE,
— B|UYIAHFEMBEA bitmap 1~7 (X, KREEDT=. 0x0 [ZH 5,

/home/operator/event_notify 1658797200 0x001122334455 O0xa 0x0 0x0 0x0 0x0 0x0 0x0 0x0 0x0
0x0

[ARVFEERD EEM DDA RETH (BlYAHFHEHRAR) ]
AHRERBGEUTELRYET,
- FEEAES RIS SRR SE DB severity [CHEETAAARUMMIEKRFEAL,

— ARk bitmap(high), €S2k bitmap(middle), 4 N2k bitmap(low) (XK FEEDT= . 0x0 [Z755,
- B ZAREFRS 2022 4 07 A 26 B 10 B 00 4 00 # (Unix B$RSH=1658797200) (=,

EEID 0x001122334455 @) ExpEther 2i& 2T, severity 1\ low IZE 95

B VIAAEEMIEER 1 DEAN severityllow |12 ST 5. Door Bell ) 3AH (bit 18) HAFEA |

— E|YAHFEMEENF bitmap 1 (. 0x40000 (2455,

B AAEFHIEER 2 D@EHN severityllow 2@ &9 5. PCle Link Down ZI|U) ;A (bit 4) MMFEAE,

—  F|YAHEEHE XN A bitmap 2 [&, 0x10 (27425,

— EAAEEHBEENF bitmap 3~7 [&. RELEDTF=6. 0x0 (115,

c:/operator/event_notify. exe 1658797200 0x001122334455 0x0 0x0 0x0O 0x40000 0x10 0x0 0x0
0x0 0x0 0x0

7323, FEMERIBTHRBAZD AR bitmap B
FEI R IEFHMAFE DA R bitmap EFRIZTDOWLWTUTIZE&HLET,
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KHEDREANRVRNEIFERELZARNUE, EHFTEH 2D FET
FHDE bit F(X, 13.22 N EATURETHEXIZEEHDE AN bitmap D bit EHEYET
RPDEHEIDOBEEYDOXFHIEL, 1321 OFT7AILEBHERIISEHDARV AR ELRYET

XHIREIR
LUBED A Rk bitmap(Middle), (Low)DFRHBT, ALV | IZBEBINIZARUMIDTIE,

IRTED EEM TIEARUMERE T —EIRN—RIZREFELTULEE A,

HIZKY ARV DOFIRELE

BRHETELGU O BB DAV MERIERYR— EGRYFETS,

13.2.

3.1.

4 R bitmap(High)

& 7-3 /A2 b bitmap(High) — 5=

BARUREEIZHIEL T, THigh bit JMIZSR&E O E YMMIEE 11128 FE LT bitmap ZERBLET,

FREARUL & Hig | @2
h bit
BRHE EE TN\ ADE AR BEELILRE
BALTINFEE BRALT IR |0 @ Periodic Monitoring Timeout Error
&
BRHE EE T\ AN FE R IBERELRE
SV/IO i@
INFO (ExpEther Fv 7 D1E$R)
bit 1 NRAEEHRE |1 )2 1 DINRIRRE(EEIO DAHEFN)
@ Link1 Path Error
bit 0 NREEHKE |2 )27 0 M/INRIRRE(EEIO DAHEFN)
@ Link0 Path Error

SW STATUS (EE RR— ¥ ~DIEMBEE T4—ILK)

bit 14 JUOBERE | 3 R—k 1 @ Link-Up 1K EE
@ Port1 Link Error
bit 13 JOOBERSE | 4 R—bk 0 @ Link-Up IKEE

@ Port0 Link Error

SV D H

Downstream Port<N:0-15> (Downstream Port DIE%R)

PEB_PORT STATUS (1BEZRIIDIKEEZTRT -HDT1—ILK)

bit 1

EEEE ATy

5

Connected ($§5) E vk
@ DnPort- * Authentication Error

I0 D H

PEB_IO_SUBSTATE (}BEFEIIDIRAEZRTI=HDT1—ILK)

bit 1

EEEE ATy

6

Connected ($§5) E vk
@ EEIO Authentication Error
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73232. AR bitmap(Middle)
£ 7-4 A R>b bitmap(Middle) —&

FARNVIEEITHIEL T, MIddle bit IFHIZEEEDE YMMIEZ 1 I[ZERFE LT bitmap Z4BLET

REARIE s Middl | %2
e
bit
i EE TNAM RIRH ®me 0 @ New Device Detection
BRHEEE TN\ARDF R BEELLEE
AL LTOREIR BRALTOME | 1 @ Periodic Monitoring Timeout Error
[=] Recovery

BRHF EE TAA AN A HERIFHRELRE

SV/I0 #3&

TCI %1t 2 VID #8534 GID
@ TCI Change
INFO (ExpEther Fv T D1E$R)
bit 2 Zik 3 UID Information pin Status
L RADEL RSN S
@ UID Switch Change
bit 1 INAEE 4 )29 1 DINRIREE(EEIO DA F5H)
#I18 @ Link1 Path Error Recovery
bit 0 INREE 5 )29 0 M/ IRIRAE(EEIO D AHHHN)
%18 @ Link0 Path Error Recovery
PEX_LINK STATUS (PCle @ 91ig)
bit 7 ik 6 PCle D297y iKEE
@ PCle Link State Change
bit 6:4 1t 7 PCle DY RE—F
@ PCle Link Speed Change
bit 3:0 =1k 8 PCle D) otE
@ PCle Link Width Change
SW_STATUS (EE YR—J ¥ ~DIFHEEN T1—ILF)
bit 14 JoOEE 9 R—k 1 @ Link-Up JKEE
#I8 @®Port1 Link Error Recovery
bit 13 JoOEE 10 R—k 0 @ Link-Up JKEE
#I8 @ Port0 Link Error Recovery
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bit 11:8

11

ExpEther Version
@ ExpEther Version Change

SV D H

Downstream Port<N:0-15> (Downstream Port D1&%R)

PEB_PORT_STATUS (HBEZRIDIKEZTRT -HODT1—ILF)

bit 1 HHEGREIEIR | 12 Connected (}&#t) E vk
@ DnPort- * Authentication Error Recovery
bit 0 Zit 13 Valid (&1 E vk
@DnPort—* Authentication Valid Change
I0_MAC_ADDR ik 14 MEZRIEIC&k>TERELZI0OD

MAC 7KL R(Valid v rE D H B )
@ DnPort-* EEIO Mac Address Change

I0 D&
PEB IO SUBSTATE (HHEFRFIDIRREZRT F=ODT1—ILF)
bit 1 MEREEIR | 15 Connected (3#5%) Ewk
@ EEIO Authentication Error Recovery
bit O it 16 Valid(B%h) E vk
@ EEIO Authentication Valid Change
SERVER_MAC_ADDR it 17 AR K> TER#L - EESV D
MAC 7KL RX(Valid &y FED & H %)
@ Server Mac Address Change
Device ID it 18 EEIO [ZHEfShTLVD
PCle 7 /34 XM Device ID
@ Device ID Change
Vendor ID pg|e 19 EEIO SN TS
PCle 7 /X1 A®M Vendor ID
@ Vendor ID Change
Class Code pg|e 20 EEIO SN TS
PCle 7 /34 XM Class Code
@ Class Code Change
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7.3.233.

ARk bitmap(Low)

& 7-5 /R bitmap(Low) —&

BARVIREEIZTHIGEL T, Mlow bit IHFIZEEHDEYMIBEZE1 1IZERELT= bitmap ZERKLET .

HEARD &# | Low 2
bit
BRHFE EE TN/ RO R B RERELEH
SV/I0 #:3@
INFO (ExpEther Fv 7 D1&EHR)
bit 3 ik |0 ExpEther Y7 D EIRIKEE

@ ExpEther Chip Power Change

SW_

STATUS (EE TR—2r~ADIEH

RERT1—ILE)

bit 23:16 Z1it 1 PCle Typel Header M
Secondary Bus Number
@ PCle Typel Header Secondary Bus Number
Change

bit 15 P 2 PCle Presence

@ PCle Presence Change

SV DH

Upstream Port (Upstream Port D1&$R)

Primary Bus ik 3 EESV [ZERE SN TLVS Primary Bus
Number Number L' R 2D EZE &K

@ UpPort Primary Bus Number Change
Secondary Bus 71t 4 EESV IZERE SN TLV5 Secondary Bus
Number Number L' R 2D EZE &K

@ UpPort Secondary Bus Number Change
Subordinate Bus Zik 5 EESV [ZEXRE SN TLVS Subordinate Bus
Number Number L' R A DEZ & A

@ UpPort Subordinate Bus Number Change
Command Zik |6 EESV [ZERFE SN TLVS Command

LI RADEZEEHK

@ UpPort Command Change
Memory Base Zit 7 EESV IZERE SN TLYS Memory Base

LR ADIEEIEHA

@ UpPort Memory Base Change
Memory Limit ik |8 EESV [ZEEE SN TLVS Memory Limit

LI REDEEE K

@ UpPort Memory Limit Change
Prefetchable 71k 9 EESV [ZERTE SN TLVS Prefetchable
Memory Base Memory Base L R 2D EZE1&HH

@ UpPort Prefetchable Memory Base Change
Prefetchable 71k 10 EESV [ZERTE SN TLVS Prefetchable
Memory Limit Memory Limit L' R 2D EZFEHK

@ UpPort Prefetchable Memory Limit Change
Prefetchable i |11 EESV [ZEEE SN TLVS Prefetchable
Base Upper 32bit Base Upper 32bit L XD EFIE K

@ UpPort Prefetchable Base Upper 32bit Change
Prefetchable i |12 EESV IZEXFE SN TLVS Prefetchable
Limit Upper 32bit Limit Upper 32bit L X2 D EZHE K

@ UpPort Prefetchable Limit Upper 32bit Change
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Downstream Port{N:0-15> (Downstream Port D1&R)

PEB_PORT_STATUS (18RRI DIREZTRT-HDT4—ILF)

bit 15:8 i |13 Sub State

@ DnPort— * Sub State Change
Primary Bus Zit 14 EEIO [ZEXE SN TLVS Primary Bus
Number Number L R A DEZ &K

@ DnPort- * Primary Bus Number Change
Secondary Bus P 15 EEIO [ZEXE SN TLVS Secondary Bus
Number Number L R A DEZE &K

@ DnPort- * Secondary Bus Number Change
Subordinate Bus ik 16 EEIO [ZEXE SN TLY5 Subordinate Bus
Number Number L' R A DEZE &K

@ DnPort- * Secondary Bus Number Change
Command Z1it 17 EEIO [CERESN TLVS

Command LY RADEZE A

@ DnPort- * Command Change
Memory Base it 18 EEIO IZERESNTLVD

Memory Base L' R 2D EZF K

@ DnPort- * Memory Base Change
Memory Limit ik |19 EEIO [ZERESN TS

Memory Limit L R 2D EZE K

@ DnPort- * Memory Limit Change
Prefetchable Z1it 20 EEIO [ZERE SN TLYS Prefetchable
Memory Base Memory Base L R 2D EZE& K

@ DnPort- * Prefetchable Memory Base Change
Prefetchable ik |21 EEIO IZERE SN TL S Prefetchable
Memory Limit Memory Limit L' R 2D EZEI& K

@ DnPort- * Prefetchable Memory Base Change
Prefetchable Zik 22 EEIO [ZERE SN TLV5 Prefetchable
Base Upper 32bit Base Upper 32bit L R ZDEF &N

@ DnPort— * Prefetchable Base Upper 32bit

Change
Prefetchable Zik 23 EEIO [ZERE SN TLV5 Prefetchable

Limit Upper 32bit

Limit Upper 32bit L R 2D EZEE K
@ DnPort— * Prefetchable Limit Upper 32bit
Change

I0 D #H

PEB_IO_SUBSTATE (ABEZZEIDIKREZFTRI I=6HDT1—ILK)

bit 15:8

Z1t

24

Sub State
@ EEIO Sub State Change
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13.24.

L) A A IS EREB ED Ak bitmap TEEH

YA A FBIERB KD AR bitmap BEEICDVWTLLFIZEHLES,

- RPOEZEYRFIE, 1322 s Ea<y

3—0

AR NEE

FETEKXIEHDEEIYAHEEME LA bitmap D bit LY E

HETIETEINTULSEEL severity ITHEATAEYAHAERNEKELI-BES .

BYAAHFEMBFREDTE Y IFICERBEDE YRS, EVMEN JEL T, bitmap IZRERENFE T,

- RPOKXSES. DA EERIIOIFIIE. 1321 AT 77/ RBEBERIEHDARUAAB LY

E¥]

1.3.2.41.

BV A A &M1& KN A bitmap 1

7z 7-6 BV ;A A BN bitmap 1 —5&

X 9| BH%E INGYEE EL)] Ewk severity
] (GHfEL > | (ERA)
RA)
MAN | MANINT |- - bit 31-19 | -
INT (0x1308) Door Bell Door Bell L RA(Z5x13 % Write 7 | bit 18 Low
D RERH LB
GPIO[1] Neg Edge GPIO[1] pin D AT DI TFYIVIE | bit 17 Low
BHLU -
GPIO[0] Pos Edge GPIO[0] pin DA DL EYT Y% | bit 16 Low
BHU-F
- - bit 15-0 | -
7.3.24.2. FIYiAAHEEAEEEFA bitmap 2
= 7-7 BV A A BB A bitmap 2 —%
X S| hnE |[ISE B8 ek ety
7] (GFHL > | (ER)
AAR)
PEX | PEXINT |- - bit 31-9 | -
INT (0x1310) ACS Violation ExpEther @ Switch #&EIZ T, ACS | bit 8 Middle
Violation Z¥ H L=k
(EEIO Q& EZ)
- - bit 7 -
Non—Fatal Error ExpEther D Switch #BEIZT. Non— | bit 6 Middle
Detected Fatal Error Z4&H L1=FF
_ - bit 5 -
Link Down PCle Link Down Z#&H L1-kF bit 4 Low
Link Up PCle Link UP & tHL71=FF bit 3 Low
DEVRST# DEVRSTN 7% —hkL1-B% bit 2 Low
(EEIO M #HH %)
PEB Hot Reset ExpEther M AP TALIEF 5 Hot | bit 1 Low

Reset ZH&H L1-BF

[EESV]

PCle IP /M5 @ HotReset A 71,
Upstream Port () Secondary bus
reset #7 H—rLT=RF

[EEIO]
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EESV M@ HotReset {5E4 & H
L1=R

PERST# S5 A 5 (Frame . Pin A 1) D | bit0 Low
PERST ExRi&H.
PEB NB 5 THER%E PERST#HEY
DYty hLT=F
7.3.243. EIYiAAEEHEANFA bitmap 3
& 7-8 B|YA A FEHE A bitmap 3 —5&
K 5| hoHsE INDSR i BA Ewk severity
7] (WL > | (ER)
AA)
PEB | PEB State | - - bit 31-20 | -
State | INT ; - ; ;
INT (0x1318) Certify Fail (TO) PEB MAEEFBEEM & Phase T. bit 19 Middle
x }HEEEE Timeout (Life Timer @
Expire) ERHL-F
Certify Fail (NULL) PEB MIEEEBFEN S Phase T. B | bit 18 Middle
4@ MAC Address @ NULL 1t
wm@éhtﬁ%%ﬁﬁ%
(DEVINFO NOTIFY )% %{ETHE
For nIE’Eﬁ‘FB%LT_E# asf_ PEB IO E#
presence=0 M [& H#i B R @& 15
(DEVINFO) # 2 {E CHEZRI % f#
BRLT-BF
Certify Fail (DIFF) PEB MHEEZEIE DK Phase T, | bit 17 Middle
MAC Address WE D ZIEFELTL
%7 U JE HA BS %R 3@ 1§ (DEVINFO .
NOTIFY)%X{E’C*HEDL nj.E’&ﬁ‘FB?L
1-F
- - bit 16-3 -
Port Connected PEB CHHFDHEZRIEAKIILT- | bit 2 Low
B
State Channel PEB Main State MWB L= bit 1 Low
EEPROM Done EEPROM AA\oDHA—RTLI=F | bit 0 Low
7.3.244. BIYAHFHHELA bitmap 4
£ 7-9 B|YA A B bitmap 4 —&
X B [HnE (158 G EVES [ seventy
] (G¥HL > | (ER)
AH)
PEB | PEBINT |- - bit 31-21 | -
INT | (0x1320) 175 Device Search 10 TINARY—FHANIEERT LI | bit 20 Low
Done e
10 Device Search 0 TINARY—FHNEELTLS | bit 19 Middle

Error

i3
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RAM Error PEB NE&FMD RAM T Parity Error & | bit 18 High
BRE L=k
1EI8IZ1Z% Reset Wh7E,
Frame Flush EFE N5=Z{ELT- PEB HIHIZL— | bit 17 Middle
(SUBTYPE) LD
SUBTYPE {EMNE &5 DB
Frame Flush EFE Mi>={EL1- PEB #IfHZL— | bit 16 Middle
(Length) LD
Length MEZS D
- - bit 15-7 -
Capsule TLP Flush EFE MHZ{ELT- TLP AF+JLIET | bit 6 Middle
(SUBTYPE) L—L®D
SUBTYPE fEA E &S0 LISL) DEF
Capsule TLP Flush Capsule TLP Flush(FLOWID.DA) bit 5 Middle
(FLOWID.DA) EFE M52{ELT= TLP hT7w/L{LD
L—L®D
FLOWID.DA M B 73 &—EL 7L B
Capsule TLP Flush EFE M52{ELT= TLP hT+ILIET | bit 4 Middle
(FLOWID.SA) L—L®D
FLOWID.SA A\ & E%4} D EF
- - bit 3 -
TLP P2P PEB_SERVER DFfIZ, TLP % P2P | bit 2 Low
[Z Routing L71=F
Capsule TLP Tx PEB M EFE ~ TLP A7 +JL1ET | bit 1 Low
L—LZEEELRF
Capsule TLP Rx EFE M5 TLP A7 )L TL—L% | bit 0 Low
ZIELI-B%
7.3245. FY;AHFHHM:EEF bitmap 5
& 7-10 B|YsA A SFM:E AN A bitmap 5 — &
K 7o | Bv95E INDSE i BA Ewvk severity
3] (ML Y | (BER)
RAA)
EFE HYAAHE | - - bit 31-26 | —
INT xi2€17:;0)1 AKOVF1 Not for user use bit 25 Middle
AKOVFO Not for user use bit 24 Middle
- - bit 23-20 | -
XOVF1 Not for user use bit 19 High
B IB(Z(% Reset WA%E,
XOVFO0 Not for user use bit 18 High
B IB(Z(% Reset WA%E,
XDISTt Not for user use bit 17 Middle
XDISO Not for user use bit 16 Middle
- - bit 15-13 | -
BUF _UCERR Not for user use bit 12 High
1EI8IZ1% Reset Wh7E,
- - bit 11 -
PERR_RCVRY Not for user use bit 10 Low
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PERR Not for user use bit 9 Middle
RTYOVF Not for user use bit 8 Middle
- - bit 7-6 -

FSH1 Not for user use bit 5 Middle
FSHO Not for user use bit 4 Middle
- - bit 3-2 -

TRTY Not for user use bit 1 Middle
DRTY Not for user use bit 0 Middle

7.3.246. EIYiAAFHHEENF bitmap 6
= 7-11 Bl A A FH B A A bitmap 6 —

K 72| B9EE INDEE AR Ewvk severity
1| (EFHLY | (ER)
AA)
EFE | BIVIAHE | - - bit 31-29 | -
)
INT (:§1-é)_4)2 Inconsistent Not for user use bit 28 High
x Encryption #IBIZIX Reset W7H,

Configuration EEROBRERBELMNNBA,
- - bit 27-20 | -
LERR3 Not for user use bit 19 Low
LERR2 Not for user use bit 18 Low
LERR1 Not for user use bit 17 Low
LERRO Not for user use bit 16 Low
- - bit 15-12 | -
ROVF3 Not for user use bit 11 Low
ROVF2 Not for user use bit 10 Low
ROVF1 Not for user use bit 9 Low
ROVFO Not for user use bit 8 Low
- - bit 7:4 -
OACK Not for user use bit 3 Low
RQFUL Not for user use bit 2 Middle
PDIS Not for user use bit 1 Middle
AKDIS Not for user use bit 0 Middle

7.3.247. BIYiAAEEHEEE A bitmap 7
= 7-12 BV iAAEH B A bitmap 7 — %

K 7o | Bvn5E IND SR B Ewvk severity
55 (EML > | (ZRAD

)
EFE | EIYSAHE | - - bit 31-22 | -
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INT

FSEG K]
(0x2108)

BFL5 Not for user use bit 21 Low
BFL4 Not for user use bit 20 Low
BFL3 Not for user use bit 19 Low
BFL2 Not for user use bit 18 Low
BFL1 Not for user use bit 17 Low
BFLO Not for user use bit 16 Low
- - bit 8-15 -

FLT7 Not for user use bit 7 Low
FLT6 Not for user use bit 6 Low
FLTS Not for user use bit 5 Low
FLT4 Not for user use bit 4 Low
FLT3 Not for user use bit 3 Low
FLT2 Not for user use bit 2 Low
FLT1 Not for user use bit 1 Low
FLTO Not for user use bit 0 Low
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FE8E HE-SAtUREX

RERAFICRH N TSR A, BRA I EHOERIIXEHAFETT .

[i:i]

PCI Express & Peripheral Component Interconnect Special Interest Group D EETT,

Linux®[&, Linus Torvalds KD BAB LUV ZDMDEIZH IT5EEL- X EHZEHIETT,

Red Hat®. Red Hat Enterprise Linux [&. #[E Red Hat, Inc. DXEH LUV FDMDOEIZH T AEIEF - (T BB
ETY,

OpenStack [£. KEEZF DD EIZH(T5 OpenStack Foundation D EFFFEIZETY ,

Java £ LU OpendDK (&, Oracle Corporation B XUVZFDFE4t. EESHDOAXER IV ZDMOBEIZET5ZE
BREETY,

Apache. Tomcat [&. Apache Software Foundation DEEFE =L B FZEIETI,

O, XPICEBDOEHBESLUVERA FEHOEERIEHEETT,

TEE

(1) AEOABDO—MFIFXEEMERMEH T D LFELOATVET,

(2) REDOARICEALTIE/ERFELGLIZEETHEAHYFET,

Q) REORBIZDVWTRHAEEZHALTERLELEA. A—CFBALGEPRY, BHINGEEROEDIL
AHYELI=L AEXRELHDOBENELEEANTERIZSL,

(4) BATE, AEOERZERLT HBE. BRFRGEEDFRICEALELTIE, QIBHLTLALELEE
LRAVDRET DT, HoOALHIT T EIZELY,
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A4 R EH

A —EB (ExpEther Manager) IZI&, FEESAEVADA—TY—RAY TRz 7RNEENTNET,

5

Javassist
Java Native Access
Apache Log4j
SQLite JDBC
Apache Tomcat 9.0.106
Apache logdcxx 0.10.0.1
aopalliance—repackaged—2.6.1 jar
HK2
Jakarta
Jersey
osgi—resource—locator—1.0.3 jar
Eclipse
Npcap

1tV AX

This product uses the following open source software according to the terms of the Apache License Version
2.0.67

* jakarta.validation—api—2.0.2 jar
* javassist—3.30.2—-GA jar

* jna—4.1.0 jar

* logdj—1.2—api—2.17.2 jar

* logdj—api—2.17.2 jar

* logdj—core—2.17.2 jar

* logdj—jul—-2.17.2 jar

* sqlite—jdbc—3.50.1.0 jar

* Apache Tomcat 9.0.106

* Apache logdcxx 0.10.0.1

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

—_

. Definitions.

“License” shall mean the terms and conditions for use, reproduction, and distribution as defined by Sections

1 through 9 of this document.

“Licensor” shall mean the copyright owner or entity authorized by the copyright owner that is granting the

License.

“Legal Entity” shall mean the union of the acting entity and all other entities that control, are controlled by,
or are under common control with that entity. For the purposes of this definition, “control” means (i) the

power, direct or indirect, to cause the direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial
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ownership of such entity.
“You” (or “Your”) shall mean an individual or Legal Entity exercising permissions granted by this License.

“Source” form shall mean the preferred form for making modifications, including but not limited to software
source code, documentation source, and configuration files.

"Object” form shall mean any form resulting from mechanical transformation or translation of a Source form,
including but not limited to compiled object code, generated documentation, and conversions to other media
types.

“"Work” shall mean the work of authorship, whether in Source or Object form, made available under the
License, as indicated by a copyright notice that is included in or attached to the work (an example is provided
in the Appendix below).

"Derivative Works” shall mean any work, whether in Source or Object form, that is based on (or derived from)
the Work and for which the editorial revisions, annotations, elaborations, or other modifications represent, as
a whole, an original work of authorship. For the purposes of this License, Derivative Works shall not include
works that remain separable from, or merely link (or bind by name) to the interfaces of, the Work and
Derivative Works thereof.

"Contribution” shall mean any work of authorship, including the original version of the Work and any
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to Licensor
for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized to submit on
behalf of the copyright owner. For the purposes of this definition, “submitted” means any form of electronic,
verbal, or written communication sent to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems, and issue tracking systems that are
managed by, or on behalf of, the Licensor for the purpose of discussing and improving the Work, but excluding
communication that is conspicuously marked or otherwise designated in writing by the copyright owner as
“Not a Contribution.”

“Contributor” shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution has
been received by Licensor and subsequently incorporated within the Work.

. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non—exclusive, no—charge, royalty—free, irrevocable copyright license to
reproduce, prepare Derivative Works of, publicly display, publicly perform, sublicense, and distribute the Work
and such Derivative Works in Source or Object form.

. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor hereby grants
to You a perpetual, worldwide, non—exclusive, no—charge, royalty—free, irrevocable (except as stated in this
section) patent license to make, have made, use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable by such Contributor that are necessarily
infringed by their Contribution(s) alone or by combination of their Contribution(s) with the Work to which such
Contribution(s) was submitted. If You institute patent litigation against any entity (including a cross—claim or
counterclaim in a lawsuit) alleging that the Work or a Contribution incorporated within the Work constitutes
direct or contributory patent infringement, then any patent licenses granted to You under this License for
that Work shall terminate as of the date such litigation is filed.

Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof in any
medium, with or without modifications, and in Source or Object form, provided that You meet the following
conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices stating that You changed the files; and
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(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent,
trademark, and attribution notices from the Source form of the Work, excluding those notices that do not
pertain to any part of the Derivative Works; and

(d) If the Work includes a “NOTICE” text file as part of its distribution, then any Derivative Works that You
distribute must include a readable copy of the attribution notices contained within such NOTICE file,
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the
following places: within a NOTICE text file distributed as part of the Derivative Works; within the Source
form or documentation, if provided along with the Derivative Works; or, within a display generated by the
Derivative Works, if and wherever such third—party notices normally appear. The contents of the NOTICE
file are for informational purposes only and do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside or as an addendum to the NOTICE text from
the Work, provided that such additional attribution notices cannot be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or different
license terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work otherwise complies
with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally submitted
for inclusion in the Work by You to the Licensor shall be under the terms and conditions of this License,
without any additional terms or conditions.

Notwithstanding the above, nothing herein shall supersede or modify the terms of any separate license
agreement you may have executed with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service marks, or
product names of the Licensor, except as required for reasonable and customary use in describing the origin
of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor provides the Work
(and each Contributor provides its Contributions) on an “AS IS” BASIS, WITHOUT WARRANTIES OR
CONDITIONS OF ANY KIND, either express or implied, including, without limitation, any warranties or
conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR
PURPOSE. You are solely responsible for determining the appropriateness of using or redistributing the Work
and assume any risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including negligence), contract,
or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts) or agreed to in
writing, shall any Contributor be liable to You for damages, including any direct, indirect, special, incidental, or
consequential damages of any character arising as a result of this License or out of the use or inability to use
the Work (including but not limited to damages for loss of goodwill, work stoppage, computer failure or
malfunction, or any and all other commercial damages or losses), even if such Gontributor has been advised
of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works thereof, You may
choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or other liability obligations
and/or rights consistent with this License. However, in accepting such obligations, You may act only on Your
own behalf and on Your sole responsibility, not on behalf of any other Contributor, and only if You agree to
indemnify, defend, and hold each Contributor harmless for any liability incurred by, or claims asserted against,
such Contributor by reason of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.
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To apply the Apache License to your work, attach the following boilerplate notice, with the fields enclosed by
brackets “[1” replaced with your own identifying information. (Don’t include the brackets!) The text should be
enclosed in the appropriate comment syntax for the file format. We also recommend that a file or class name
and description of purpose be included on the same “printed page” as the copyright notice for easier
identification within third—party archives.

Copyright [yyyy] [name of copyright owner]
Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on
an “AS IS” BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and limitations under the License.
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This product uses the following open source software according to the terms of
the the Common Development and Distribution License (CDDL-1.1).

* jaxb—api—2.2.7 jar

COMMON DEVELOPMENT AND DISTRIBUTION LICENSE (CDDL) Version 1.1
1. Definitions.

1.1. “Contributor” means each individual or entity that creates or
contributes to the creation of Modifications.

1.2. “Contributor Version” means the combination of the Original
Software, prior Modifications used by a Contributor (if any), and
the Modifications made by that particular Contributor.

1.3. “Covered Software” means (a) the Original Software, or (b)
Modifications, or (c) the combination of files containing Original
Software with files containing Modifications, in each case including
portions thereof.

1.4. "Executable” means the Covered Software in any form other than
Source Code.

1.5. “Initial Developer” means the individual or entity that first
makes Original Software available under this License.

1.6. “Larger Work” means a work which combines Covered Software or
portions thereof with code not governed by the terms of this License.

1.7. “License” means this document.

1.8. “Licensable” means having the right to grant, to the maximum
extent possible, whether at the time of the initial grant or
subsequently acquired, any and all of the rights conveyed herein.

1.9. “Modifications” means the Source Code and Executable form of
any of the following:

A. Any file that results from an addition to, deletion from or
modification of the contents of a file containing Original Software
or previous Modifications;

B. Any new file that contains any part of the Original Software or
previous Modification; or

C. Any new file that is contributed or otherwise made available
under the terms of this License.

1.10. “Original Software” means the Source Code and Executable form
of computer software code that is originally released under this
License.

1.11. “Patent Claims” means any patent claim(s), now owned or
hereafter acquired, including without limitation, method, process,
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and apparatus claims, in any patent Licensable by grantor.

1.12. “Source Code” means (a) the common form of computer software
code in which modifications are made and (b) associated
documentation included in or with such code.

1.13. “You” (or “Your”) means an individual or a legal entity
exercising rights under, and complying with all of the terms of,

this License. For legal entities, “You” includes any entity which
controls, is controlled by, or is under common control with You. For
purposes of this definition, “control” means (a) the power, direct
or indirect, to cause the direction or management of such entity,
whether by contract or otherwise, or (b) ownership of more than
fifty percent (50%) of the outstanding shares or beneficial
ownership of such entity.

2. License Grants.
2.1. The Initial Developer Grant.

Conditioned upon Your compliance with Section 3.1 below and subject
to third party intellectual property claims, the Initial Developer
hereby grants You a world—wide, royalty—free, non—exclusive license:

(a) under intellectual property rights (other than patent or
trademark) Licensable by Initial Developer, to use, reproduce,
modify, display, perform, sublicense and distribute the Original
Software (or portions thereof), with or without Modifications,
and/or as part of a Larger Work; and

(b) under Patent Claims infringed by the making, using or selling of
Original Software, to make, have made, use, practice, sell, and
offer for sale, and/or otherwise dispose of the Original Software
(or portions thereof).

(c) The licenses granted in Sections 2.1(a) and (b) are effective on
the date Initial Developer first distributes or otherwise makes the

Original Software available to a third party under the terms of this
License.

(d) Notwithstanding Section 2.1(b) above, no patent license is
granted: (1) for code that You delete from the Original Software, or
(2) for infringements caused by: (i) the modification of the

Original Software, or (ii) the combination of the Original Software
with other software or devices.

2.2. Contributor Grant.

Conditioned upon Your compliance with Section 3.1 below and subject
to third party intellectual property claims, each Contributor hereby
grants You a world—wide, royalty—free, non—exclusive license:

(a) under intellectual property rights (other than patent or
trademark) Licensable by Contributor to use, reproduce, modify,
display, perform, sublicense and distribute the Modifications
created by such Contributor (or portions thereof), either on an
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unmodified basis, with other Modifications, as Covered Software
and/or as part of a Larger Work; and

(b) under Patent Claims infringed by the making, using, or selling

of Modifications made by that Contributor either alone and/or in
combination with its Contributor Version (or portions of such
combination), to make, use, sell, offer for sale, have made, and/or
otherwise dispose of: (1) Modifications made by that Contributor (or
portions thereof); and (2) the combination of Modifications made by
that Contributor with its Contributor Version (or portions of such
combination).

(c) The licenses granted in Sections 2.2(a) and 2.2(b) are effective
on the date Contributor first distributes or otherwise makes the
Modifications available to a third party.

(d) Notwithstanding Section 2.2(b) above, no patent license is
granted: (1) for any code that Contributor has deleted from the
Contributor Version; (2) for infringements caused by: (i) third

party modifications of Contributor Version, or (ii) the combination

of Modifications made by that Contributor with other software
(except as part of the Contributor Version) or other devices; or (3)
under Patent Claims infringed by Covered Software in the absence of
Modifications made by that Contributor.

3. Distribution Obligations.
3.1. Availability of Source Code.

Any Covered Software that You distribute or otherwise make available
in Executable form must also be made available in Source Code form
and that Source Code form must be distributed only under the terms
of this License. You must include a copy of this License with every
copy of the Source Code form of the Covered Software You distribute
or otherwise make available. You must inform recipients of any such
Covered Software in Executable form as to how they can obtain such
Covered Software in Source Code form in a reasonable manner on or
through a medium customarily used for software exchange.

3.2. Modifications.

The Modifications that You create or to which You contribute are
governed by the terms of this License. You represent that You
believe Your Modifications are Your original creation(s) and/or You
have sufficient rights to grant the rights conveyed by this License.

3.3. Required Notices.

You must include a notice in each of Your Modifications that
identifies You as the Contributor of the Modification. You may not
remove or alter any copyright, patent or trademark notices contained
within the Covered Software, or any notices of licensing or any
descriptive text giving attribution to any Contributor or the

Initial Developer.

3.4. Application of Additional Terms.
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You may not offer or impose any terms on any Covered Software in
Source Code form that alters or restricts the applicable version of
this License or the recipients’ rights hereunder. You may choose to
offer, and to charge a fee for, warranty, support, indemnity or
liability obligations to one or more recipients of Covered Software.
However, you may do so only on Your own behalf, and not on behalf of
the Initial Developer or any Contributor. You must make it
absolutely clear that any such warranty, support, indemnity or
liability obligation is offered by You alone, and You hereby agree

to indemnify the Initial Developer and every Contributor for any
liability incurred by the Initial Developer or such Contributor as a
result of warranty, support, indemnity or liability terms You offer.

3.5. Distribution of Executable Versions.

You may distribute the Executable form of the Covered Software under
the terms of this License or under the terms of a license of Your
choice, which may contain terms different from this License,

provided that You are in compliance with the terms of this License
and that the license for the Executable form does not attempt to

limit or alter the recipient’s rights in the Source Code form from

the rights set forth in this License. If You distribute the Covered
Software in Executable form under a different license, You must make
it absolutely clear that any terms which differ from this License

are offered by You alone, not by the Initial Developer or

Contributor. You hereby agree to indemnify the Initial Developer and
every Contributor for any liability incurred by the Initial

Developer or such Contributor as a result of any such terms You offer.

3.6. Larger Works.

You may create a Larger Work by combining Covered Software with
other code not governed by the terms of this License and distribute
the Larger Work as a single product. In such a case, You must make
sure the requirements of this License are fulfilled for the Covered
Software.

4. Versions of the License.
4.1. New Versions.

Oracle is the initial license steward and may publish revised and/or
new versions of this License from time to time. Each version will be
given a distinguishing version number. Except as provided in Section
4.3, no one other than the license steward has the right to modify
this License.

4.2. Effect of New Versions.

You may always continue to use, distribute or otherwise make the
Covered Software available under the terms of the version of the
License under which You originally received the Covered Software. If
the Initial Developer includes a notice in the Original Software
prohibiting it from being distributed or otherwise made available

under any subsequent version of the License, You must distribute and
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make the Covered Software available under the terms of the version
of the License under which You originally received the Covered
Software. Otherwise, You may also choose to use, distribute or
otherwise make the Covered Software available under the terms of any
subsequent version of the License published by the license steward.

4.3. Modified Versions.

When You are an Initial Developer and You want to create a new
license for Your Original Software, You may create and use a
modified version of this License if You: (a) rename the license and
remove any references to the name of the license steward (except to
note that the license differs from this License); and (b) otherwise
make it clear that the license contains terms which differ from this
License.

5. DISCLAIMER OF WARRANTY.

COVERED SOFTWARE IS PROVIDED UNDER THIS LICENSE ON AN “AS IS” BASIS,
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,

INCLUDING, WITHOUT LIMITATION, WARRANTIES THAT THE COVERED SOFTWARE
IS FREE OF DEFECTS, MERCHANTABLE, FIT FOR A PARTICULAR PURPOSE OR
NON-INFRINGING. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF
THE COVERED SOFTWARE IS WITH YOU. SHOULD ANY COVERED SOFTWARE PROVE
DEFECTIVE IN ANY RESPECT, YOU (NOT THE INITIAL DEVELOPER OR ANY
OTHER CONTRIBUTOR) ASSUME THE COST OF ANY NECESSARY SERVICING,
REPAIR OR CORRECTION. THIS DISCLAIMER OF WARRANTY CONSTITUTES AN
ESSENTIAL PART OF THIS LICENSE. NO USE OF ANY COVERED SOFTWARE IS
AUTHORIZED HEREUNDER EXCEPT UNDER THIS DISCLAIMER.

6. TERMINATION.

6.1. This License and the rights granted hereunder will terminate
automatically if You fail to comply with terms herein and fail to
cure such breach within 30 days of becoming aware of the breach.
Provisions which, by their nature, must remain in effect beyond the
termination of this License shall survive.

6.2. If You assert a patent infringement claim (excluding
declaratory judgment actions) against Initial Developer or a
Contributor (the Initial Developer or Contributor against whom You
assert such claim is referred to as “Participant”) alleging that the
Participant Software (meaning the Contributor Version where the
Participant is a Contributor or the Original Software where the
Participant is the Initial Developer) directly or indirectly

infringes any patent, then any and all rights granted directly or
indirectly to You by such Participant, the Initial Developer (if the
Initial Developer is not the Participant) and all Contributors under
Sections 2.1 and/or 2.2 of this License shall, upon 60 days notice
from Participant terminate prospectively and automatically at the
expiration of such 60 day notice period, unless if within such 60
day period You withdraw Your claim with respect to the Participant
Software against such Participant either unilaterally or pursuant to
a written agreement with Participant.

6.3. If You assert a patent infringement claim against Participant
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alleging that the Participant Software directly or indirectly

infringes any patent where such claim is resolved (such as by
license or settlement) prior to the initiation of patent

infringement litigation, then the reasonable value of the licenses
granted by such Participant under Sections 2.1 or 2.2 shall be taken
into account in determining the amount or value of any payment or
license.

6.4. In the event of termination under Sections 6.1 or 6.2 above,
all end user licenses that have been validly granted by You or any
distributor hereunder prior to termination (excluding licenses
granted to You by any distributor) shall survive termination.

7. LIMITATION OF LIABILITY.

UNDER NO CIRCUMSTANCES AND UNDER NO LEGAL THEORY, WHETHER TORT
(INCLUDING NEGLIGENCE), CONTRACT, OR OTHERWISE, SHALL YOU, THE

INITIAL DEVELOPER, ANY OTHER CONTRIBUTOR, OR ANY DISTRIBUTOR OF
COVERED SOFTWARE, OR ANY SUPPLIER OF ANY OF SUCH PARTIES, BE LIABLE
TO ANY PERSON FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR

CONSEQUENTIAL DAMAGES OF ANY CHARACTER INCLUDING, WITHOUT
LIMITATION, DAMAGES FOR LOSS OF GOODWILL, WORK STOPPAGE, COMPUTER
FAILURE OR MALFUNCTION, OR ANY AND ALL OTHER COMMERCIAL DAMAGES OR
LOSSES, EVEN IF SUCH PARTY SHALL HAVE BEEN INFORMED OF THE
POSSIBILITY OF SUCH DAMAGES. THIS LIMITATION OF LIABILITY SHALL NOT
APPLY TO LIABILITY FOR DEATH OR PERSONAL INJURY RESULTING FROM SUCH
PARTY'S NEGLIGENCE TO THE EXTENT APPLICABLE LAW PROHIBITS SUCH
LIMITATION. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR
LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THIS EXCLUSION
AND LIMITATION MAY NOT APPLY TO YOU.

8. U.S. GOVERNMENT END USERS.

The Covered Software is a “commercial item,” as that term is defined
in 48 C.F.R. 2.101 (Oct. 1995), consisting of “commercial computer
software” (as that term is defined at 48 C.FR. §

252.227-7014(a)(1)) and “commercial computer software documentation”
as such terms are used in 48 C.F.R. 12.212 (Sept. 1995). Consistent
with 48 C.F.R. 12.212 and 48 C.F.R. 227.7202-1 through 227.7202-4
(June 1995), all U.S. Government End Users acquire Covered Software
with only those rights set forth herein. This U.S. Government Rights
clause is in lieu of, and supersedes, any other FAR, DFAR, or other
clause or provision that addresses Government rights in computer
software under this License.

9. MISCELLANEOUS.

This License represents the complete agreement concerning subject
matter hereof. If any provision of this License is held to be
unenforceable, such provision shall be reformed only to the extent
necessary to make it enforceable. This License shall be governed by
the law of the jurisdiction specified in a notice contained within

the Original Software (except to the extent applicable law, if any,
provides otherwise), excluding such jurisdiction’s conflict—of—law
provisions. Any litigation relating to this License shall be subject

to the jurisdiction of the courts located in the jurisdiction and
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venue specified in a notice contained within the Original Software,
with the losing party responsible for costs, including, without
limitation, court costs and reasonable attorneys’ fees and expenses.
The application of the United Nations Convention on Contracts for
the International Sale of Goods is expressly excluded. Any law or
regulation which provides that the language of a contract shall be
construed against the drafter shall not apply to this License. You
agree that You alone are responsible for compliance with the United
States export administration regulations (and the export control
laws and regulation of any other countries) when You use, distribute
or otherwise make available any Covered Software.

10. RESPONSIBILITY FOR CLAIMS.

As between Initial Developer and the Contributors, each party is
responsible for claims and damages arising, directly or indirectly,
out of its utilization of rights under this License and You agree to
work with Initial Developer and Contributors to distribute such
responsibility on an equitable basis. Nothing herein is intended or
shall be deemed to constitute any admission of liability.
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This product uses the following open source software according to the terms of
the Eclipse Public License Version 2.0 (EPL-2.0)

* aopalliance—repackaged—2.6.1 jar

* hk2—-api—2.6.1 jar

* hk2—-locator—2.6.1 jar

* hk2-utils—2.6.1 jar

* jakarta.annotation—api—1.3.5 jar

* jakarta.inject—2.6.1 jar

* jakartajson—1.1.6 jar

* jakartajson—api—1.1.6 jar

* jakarta.ws.rs—api—2.1.6 jar

* jersey—client jar

* jersey—common jar

* jersey—container—servlet jar

* jersey—container—servlet—core jar

* jersey—entity—filtering—2.47 jar

* jersey—hk2 jar

* jersey—media—moxy—2.47 jar

* jersey—serverjar

* org.eclipse.persistence.asm—9.7.0 jar
* org.eclipse.persistence.core—2.7.15 jar
* org.eclipse.persistence.moxy—2.7.15 jar
* osgi—resource—locator—1.0.3 jar

Eclipse Public License — v 2.0

THE ACCOMPANYING PROGRAM IS PROVIDED UNDER THE TERMS OF THIS ECLIPSE
PUBLIC LICENSE ("AGREEMENT”). ANY USE, REPRODUCTION OR DISTRIBUTION
OF THE PROGRAM CONSTITUTES RECIPIENT'S ACCEPTANCE OF THIS AGREEMENT.

1. DEFINITIONS
“Contribution” means:

a) in the case of the initial Contributor, the initial content
Distributed under this Agreement, and

b) in the case of each subsequent Contributor:

i) changes to the Program, and

ii) additions to the Program;
where such changes and/or additions to the Program originate from
and are Distributed by that particular Contributor. A Contribution
"originates” from a Contributor if it was added to the Program by
such Contributor itself or anyone acting on such Contributor’s behalf.
Contributions do not include changes or additions to the Program that
are not Modified Works.

“Contributor” means any person or entity that Distributes the Program.
“Licensed Patents” mean patent claims licensable by a Contributor which
are necessarily infringed by the use or sale of its Contribution alone

or when combined with the Program.

“Program” means the Contributions Distributed in accordance with this
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Agreement.

“Recipient” means anyone who receives the Program under this Agreement
or any Secondary License (as applicable), including Contributors.

“Derivative Works” shall mean any work, whether in Source Code or other
form, that is based on (or derived from) the Program and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship.

“Modified Works” shall mean any work in Source Code or other form that
results from an addition to, deletion from, or modification of the

contents of the Program, including, for purposes of clarity any new file

in Source Code form that contains any contents of the Program. Modified
Works shall not include works that contain only declarations,

interfaces, types, classes, structures, or files of the Program solely

in each case in order to link to, bind by name, or subclass the Program
or Modified Works thereof.

“Distribute” means the acts of a) distributing or b) making available
in any manner that enables the transfer of a copy.

“Source Code” means the form of a Program preferred for making
modifications, including but not limited to software source code,
documentation source, and configuration files.

“Secondary License” means either the GNU General Public License,
Version 2.0, or any later versions of that license, including any
exceptions or additional permissions as identified by the initial
Contributor.

2. GRANT OF RIGHTS

a) Subject to the terms of this Agreement, each Contributor hereby
grants Recipient a non—exclusive, worldwide, royalty—free copyright
license to reproduce, prepare Derivative Works of, publicly display,
publicly perform, Distribute and sublicense the Contribution of such
Contributor, if any, and such Derivative Works.

b) Subject to the terms of this Agreement, each Contributor hereby
grants Recipient a non—exclusive, worldwide, royalty—free patent
license under Licensed Patents to make, use, sell, offer to sell,
import and otherwise transfer the Contribution of such Contributor,
if any, in Source Code or other form. This patent license shall

apply to the combination of the Contribution and the Program if, at
the time the Contribution is added by the Contributor, such addition
of the Contribution causes such combination to be covered by the
Licensed Patents. The patent license shall not apply to any other
combinations which include the Contribution. No hardware per se is
licensed hereunder.

c¢) Recipient understands that although each Contributor grants the
licenses to its Contributions set forth herein, no assurances are
provided by any Contributor that the Program does not infringe the
patent or other intellectual property rights of any other entity.
Each Contributor disclaims any liability to Recipient for claims
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brought by any other entity based on infringement of intellectual
property rights or otherwise. As a condition to exercising the
rights and licenses granted hereunder, each Recipient hereby
assumes sole responsibility to secure any other intellectual
property rights needed, if any. For example, if a third party
patent license is required to allow Recipient to Distribute the
Program, it is Recipient’s responsibility to acquire that license
before distributing the Program.

d) Each Contributor represents that to its knowledge it has
sufficient copyright rights in its Contribution, if any, to grant
the copyright license set forth in this Agreement.

e) Notwithstanding the terms of any Secondary License, no
Contributor makes additional grants to any Recipient (other than
those set forth in this Agreement) as a result of such Recipient’s
receipt of the Program under the terms of a Secondary License
(if permitted under the terms of Section 3).

3. REQUIREMENTS
3.1 If a Contributor Distributes the Program in any form, then:

a) the Program must also be made available as Source Code, in
accordance with section 3.2, and the Contributor must accompany
the Program with a statement that the Source Code for the Program
is available under this Agreement, and informs Recipients how to
obtain it in a reasonable manner on or through a medium customarily
used for software exchange; and

b) the Contributor may Distribute the Program under a license
different than this Agreement, provided that such license:
i) effectively disclaims on behalf of all other Contributors all
warranties and conditions, express and implied, including
warranties or conditions of title and non—infringement, and
implied warranties or conditions of merchantability and fitness
for a particular purpose;

ii) effectively excludes on behalf of all other Contributors all
liability for damages, including direct, indirect, special,
incidental and consequential damages, such as lost profits;

iii) does not attempt to limit or alter the recipients’ rights
in the Source Code under section 3.2; and

iv) requires any subsequent distribution of the Program by any
party to be under a license that satisfies the requirements
of this section 3.

3.2 When the Program is Distributed as Source Code:

a) it must be made available under this Agreement, or if the

Program (i) is combined with other material in a separate file or

files made available under a Secondary License, and (ii) the initial
Contributor attached to the Source Code the notice described in
Exhibit A of this Agreement, then the Program may be made available
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under the terms of such Secondary Licenses, and

b) a copy of this Agreement must be included with each copy of
the Program.

3.3 Contributors may not remove or alter any copyright, patent,
trademark, attribution notices, disclaimers of warranty, or limitations

of liability (“notices”) contained within the Program from any copy of
the Program which they Distribute, provided that Contributors may add
their own appropriate notices.

4. COMMERCIAL DISTRIBUTION

Commerecial distributors of software may accept certain responsibilities
with respect to end users, business partners and the like. While this
license is intended to facilitate the commercial use of the Program,

the Contributor who includes the Program in a commercial product
offering should do so in a manner which does not create potential

liability for other Contributors. Therefore, if a Contributor includes

the Program in a commercial product offering, such Contributor
(”"Commercial Contributor”) hereby agrees to defend and indemnify every
other Contributor (“Indemnified Contributor”) against any losses,
damages and costs (collectively “Losses”) arising from claims, lawsuits
and other legal actions brought by a third party against the Indemnified
Contributor to the extent caused by the acts or omissions of such
Commercial Contributor in connection with its distribution of the Program
in a commercial product offering. The obligations in this section do not
apply to any claims or Losses relating to any actual or alleged
intellectual property infringement. In order to qualify, an Indemnified
Contributor must: a) promptly notify the Commercial Contributor in
writing of such claim, and b) allow the Commercial Contributor to control,
and cooperate with the Commercial Contributor in, the defense and any
related settlement negotiations. The Indemnified Contributor may
participate in any such claim at its own expense.

For example, a Contributor might include the Program in a commercial
product offering, Product X. That Contributor is then a Commercial
Contributor. If that Commercial Contributor then makes performance
claims, or offers warranties related to Product X, those performance
claims and warranties are such Commercial Contributor’'s responsibility
alone. Under this section, the Commercial Contributor would have to
defend claims against the other Contributors related to those performance
claims and warranties, and if a court requires any other Contributor to

pay any damages as a result, the Commercial Contributor must pay

those damages.

5. NO WARRANTY

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, AND TO THE EXTENT
PERMITTED BY APPLICABLE LAW, THE PROGRAM IS PROVIDED ON AN “AS IS”
BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, EITHER EXPRESS OR
IMPLIED INCLUDING, WITHOUT LIMITATION, ANY WARRANTIES OR CONDITIONS OF
TITLE, NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE. Each Recipient is solely responsible for determining the

appropriateness of using and distributing the Program and assumes all

risks associated with its exercise of rights under this Agreement,
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including but not limited to the risks and costs of program errors,
compliance with applicable laws, damage to or loss of data, programs
or equipment, and unavailability or interruption of operations.

6. DISCLAIMER OF LIABILITY

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, AND TO THE EXTENT
PERMITTED BY APPLICABLE LAW, NEITHER RECIPIENT NOR ANY CONTRIBUTORS
SHALL HAVE ANY LIABILITY FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING WITHOUT LIMITATION LOST
PROFITS), HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OR DISTRIBUTION OF THE PROGRAM OR THE
EXERCISE OF ANY RIGHTS GRANTED HEREUNDER, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

7. GENERAL

If any provision of this Agreement is invalid or unenforceable under
applicable law, it shall not affect the validity or enforceability of

the remainder of the terms of this Agreement, and without further
action by the parties hereto, such provision shall be reformed to the
minimum extent necessary to make such provision valid and enforceable.

If Recipient institutes patent litigation against any entity

(including a cross—claim or counterclaim in a lawsuit) alleging that the
Program itself (excluding combinations of the Program with other software
or hardware) infringes such Recipient’s patent(s), then such Recipient’s
rights granted under Section 2(b) shall terminate as of the date such
litigation is filed.

All Recipient’s rights under this Agreement shall terminate if it

fails to comply with any of the material terms or conditions of this
Agreement and does not cure such failure in a reasonable period of
time after becoming aware of such noncompliance. If all Recipient’s
rights under this Agreement terminate, Recipient agrees to cease use
and distribution of the Program as soon as reasonably practicable.
However, Recipient’s obligations under this Agreement and any licenses
granted by Recipient relating to the Program shall continue and survive.

Everyone is permitted to copy and distribute copies of this Agreement,
but in order to avoid inconsistency the Agreement is copyrighted and
may only be modified in the following manner. The Agreement Steward
reserves the right to publish new versions (including revisions) of

this Agreement from time to time. No one other than the Agreement
Steward has the right to modify this Agreement. The Eclipse Foundation
is the initial Agreement Steward. The Eclipse Foundation may assign the
responsibility to serve as the Agreement Steward to a suitable separate
entity. Each new version of the Agreement will be given a distinguishing
version number. The Program (including Contributions) may always be
Distributed subject to the version of the Agreement under which it was
received. In addition, after a new version of the Agreement is published,
Contributor may elect to Distribute the Program (including its
Contributions) under the new version.

Except as expressly stated in Sections 2(a) and 2(b) above, Recipient
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receives no rights or licenses to the intellectual property of any
Contributor under this Agreement, whether expressly, by implication,
estoppel or otherwise. All rights in the Program not expressly granted
under this Agreement are reserved. Nothing in this Agreement is intended
to be enforceable by any entity that is not a Contributor or Recipient.

No third—party beneficiary rights are created under this Agreement.

Exhibit A — Form of Secondary Licenses Notice

“This Source Code may also be made available under the following
Secondary Licenses when the conditions for such availability set forth
in the Eclipse Public License, v. 2.0 are satisfied: {name license(s),
version(s), and exceptions or additional permissions here}.”

Simply including a copy of this Agreement, including this Exhibit A
is not sufficient to license the Source Code under Secondary Licenses.

If it is not possible or desirable to put the notice in a particular

file, then You may include the notice in a location (such as a LICENSE
file in a relevant directory) where a recipient would be likely to

look for such a notice.

You may add additional accurate notices of copyright ownership.
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This product uses the following open source software according to the terms of
the Eclipse Distribution License Version 1.0 (EDL-1.0)

* jakarta.activation—api—1.2.2 jar
* jakarta.xml.bind—api—2.3.3 jar

Eclipse Distribution License — v 1.0
Copyright (c) 2007, Eclipse Foundation, Inc. and its licensors.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

Neither the name of the Eclipse Foundation, Inc. nor the names of its contributors
may be used to endorse or promote products derived from this software without
specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS”
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF

THE POSSIBILITY OF SUCH DAMAGE.

NPCAP COPYRIGHT / END USER LICENSE AGREEMENT

Npcap is a Windows packet sniffing driver and library and is copyright
(c) 2013-2021 by Nmap Software LLC (“The Nmap Project”). All rights
reserved.

Even though Npcap source code is publicly available for review, it is
not open source software and may not be redistributed without special
permission from the Nmap Project. The standard version is also
limited to installation on five systems. We fund the Npcap project by
selling two types of commercial licenses to a special Npcap OEM
edition:

1) Npcap OEM Redistribution License allows companies to redistribute
Npcap with their products.

2) Npcap OEM Internal Use License allows companies to use Npcap OEM
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internally in excess of the free/demo version’s normal 5—system
limitation.

Both of these licenses include updates and support as well as a

warranty. Npcap OEM also includes a silent installer for unattended
installation. Further details about Npcap OEM are available from
https://nmap.org/npcap/oem/, and you are also welcome to contact us at
sales@nmap.com to ask any questions or set up a license for your
organization.

Free and open source software producers are also welcome to contact us
for redistribution requests. However, we normally recommend that such
authors instead ask your users to download and install Npcap themselves.

If the Nmap Project (directly or through one of our commercial

licensing customers) has granted you additional rights to Npcap or
Npcap OEM, those additional rights take precedence where they conflict
with the terms of this license agreement.

Since the Npcap source code is available for download and review,
users sometimes contribute code patches to fix bugs or add new
features. By sending these changes to the Nmap Project (including
through direct email or our mailing lists or submitting pull requests
through our source code repository), it is understood unless you
specify otherwise that you are offering the Nmap Project the
unlimited, non—exclusive right to reuse, modify, and relicense your
code contribution so that we may (but are not obligated to)
incorporate it into Npcap. If you wish to specify special license
conditions or restrictions on your contributions, just say so when you
send them.

This copy of Npcap (the “Software”) and accompanying documentation is
licensed and not sold. This Software is protected by copyright laws

and treaties, as well as laws and treaties related to other forms of
intellectual property. The Nmap Project owns intellectual property

rights in the Software. The Licensee’s (“you” or “your”) license to
download, use, copy, or change the Software is subject to these rights
and to all the terms and conditions of this End User License Agreement
(" Agreement”).

ACCEPTANCE

By accepting this agreement or by downloading, installing, using, or
copying the Software, or by clicking "I Agree”, you agree to be bound
by the terms of this EULA. If you do not agree to the terms of this
EULA, do not install, use, or copy the Software.

LICENSE GRANT

This Agreement entitles you to install and use five (5) copies of the
Software. In addition, you may make archival copies of the Software
which may only be used for the reinstallation of the Software. This
Agreement does not permit the installation or use of more than 5
copies of the Software, or the installation of the Software on more
than five computer at any given time, on a system that allows shared
used of applications by more than five users, or on any configuration

139



or system of computers that allows more than five users. A user may
only have one instance of this Agreement active at once. For example,
downloading the software multiple times, downloading multiple versions
of the software, and/or executing the software installer multiple

times do not grant any additional rights such as using the software on
more machines.

The terms “computer” and “machine” in this license include any
computing device, including software computing instances such as
virtual machines and Docker containers.

Copies of Npcap do not count toward the five copy, five computer, or
five user limitations imposed by this section if they are installed
and used solely in conjunction with any of the following software:

o The Nmap Security Scanner, as distributed from https://nmap.org

o The Wireshark network protocol analyzer, as distributed from
https://www.wireshark.org/

o Microsoft Defender for Identity, as distributed from
https://www.microsoft.com/en—us/microsoft—365/security/identity—defender

Users wishing to redistribute Npcap or exceed the usage limits imposed
by this free license or benefit from commercial support and features
such as a silent installer should contact sales@nmap.com to obtain an
appropriate commercial license agreement. More details on our OEM
edition is also available from https://nmap.org/npcap/oem/.

DISCLAIMER OF WARRANTIES AND LIMITATION OF LIABILITY

This program is distributed in the hope that it will be useful, but
WITHOUT ANY WARRANTY:; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

RESTRICTIONS ON TRANSFER

Without first obtaining the express written consent of the Nmap
Project, you may not assign your rights and obligations under this
Agreement, or redistribute, encumber, sell, rent, lease, sublicense,
or otherwise transfer your rights to the Software Product.

RESTRICTIONS ON USE

You may not use, copy, or install the Software Product on more than
five computers, or permit the use, copying, or installation of the
Software Product by more than five users or on more than five
computers.

RESTRICTIONS ON COPYING

You may not copy any part of the Software except to the extent that
licensed use inherently demands the creation of a temporary copy
stored in computer memory and not permanently affixed on storage
medium. You may make archival copies as well.
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DISCLAIMER OF WARRANTIES AND LIMITATION OF LIABILITY

UNLESS OTHERWISE EXPLICITLY AGREED TO IN WRITING BY THE NMAP PROJECT,
THE NMAP PROJECT MAKES NO OTHER WARRANTIES, EXPRESS OR IMPLIED, IN
FACT OR IN LAW, INCLUDING, BUT NOT LIMITED TO, ANY IMPLIED WARRANTIES

OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OTHER THAN AS
SET FORTH IN THIS AGREEMENT OR IN THE LIMITED WARRANTY DOCUMENTS
PROVIDED WITH THE SOFTWARE.

The Nmap Project makes no warranty that the Software will meet your

requirements or operate under your specific conditions of use. The

Nmap Project makes no warranty that operation of the Software Product

will be secure, error free, or free from interruption. YOU MUST

DETERMINE WHETHER THE SOFTWARE SUFFICIENTLY MEETS YOUR REQUIREMENTS
FOR SECURITY AND UNINTERRUPTABILITY. YOU BEAR SOLE RESPONSIBILITY AND
ALL LIABILITY FOR ANY LOSS INCURRED DUE TO FAILURE OF THE SOFTWARE TO
MEET YOUR REQUIREMENTS. THE NMAP PROJECT WILL NOT, UNDER ANY
CIRCUMSTANCES, BE RESPONSIBLE OR LIABLE FOR THE LOSS OF DATA ON ANY
COMPUTER OR INFORMATION STORAGE DEVICE.

UNDER NO CIRCUMSTANCES SHALL THE NMAP PROJECT, ITS DIRECTORS,
OFFICERS, EMPLOYEES OR AGENTS BE LIABLE TO YOU OR ANY OTHER PARTY FOR
INDIRECT, CONSEQUENTIAL, SPECIAL, INCIDENTAL, PUNITIVE, OR EXEMPLARY
DAMAGES OF ANY KIND (INCLUDING LOST REVENUES OR PROFITS OR LOSS OF
BUSINESS) RESULTING FROM THIS AGREEMENT, OR FROM THE FURNISHING,
PERFORMANCE, INSTALLATION, OR USE OF THE SOFTWARE, WHETHER DUE TO A
BREACH OF CONTRACT, BREACH OF WARRANTY, OR THE NEGLIGENGCE OF THE NMAP
PROJECT OR ANY OTHER PARTY, EVEN IF THE NMAP PROJECT IS ADVISED
BEFOREHAND OF THE POSSIBILITY OF SUCH DAMAGES. TO THE EXTENT THAT THE
APPLICABLE JURISDICTION LIMITS THE NMAP PROJECT'S ABILITY TO DISCLAIM
ANY IMPLIED WARRANTIES, THIS DISCLAIMER SHALL BE EFFECTIVE TO THE
MAXIMUM EXTENT PERMITTED.

LIMITATIONS OF REMEDIES AND DAMAGES

Your remedy for a breach of this Agreement or of any warranty included
in this Agreement is the correction or replacement of the Software or

a refund of the purchase price of the Software, exclusive of any costs
for shipping and handling. Selection of whether to correct or replace

or refund shall be solely at the discretion of the Nmap Project. The
Nmap Project reserves the right to substitute a functionally

equivalent copy of the Software Product as a replacement.

Any claim must be made within the applicable warranty period. All
warranties cover only defects arising under normal use and do not
include malfunctions or failure resulting from misuse, abuse, neglect,
alteration, problems with electrical power, acts of nature, unusual
temperatures or humidity, improper installation, or damage determined
by the Nmap Project to have been caused by you. All limited warranties
on the Software Product are granted only to you and are
non—transferable.

You agree to indemnify and hold the Nmap Project harmless from all

claims, judgments, liabilities, expenses, or costs arising from your
breach of this Agreement and/or acts or omissions.
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GOVERNING LAW, JURISDICTION AND COSTS

This Agreement is governed by the laws of the United States of America
and Deleware State, without regard to Delaware’s conflict or choice of
law provisions.

SEVERABILITY

If any provision of this Agreement shall be held to be invalid or
unenforceable, the remainder of this Agreement shall remain in full
force and effect. To the extent any express or implied restrictions
are not permitted by applicable laws, these express or implied
restrictions shall remain in force and effect to the maximum extent
permitted by such applicable laws.

THIRD PARTY SOFTWARE ATTRIBUTION
Npcap uses several 3rd party open source software libraries:

* The libpcap portable packet capturing library from https://tcpdump.org

* The Winpcap packet capturing library. It has been abandoned, but is
currently still available from https://www.winpcap.org/.

* The ieee80211_radiotap.h header file from David Young

All of these are open source with BSD—style licenses that allow for
unlimited use and royalty—free redistribution within other software
(including commercial/proprietary software). Some include a warranty
disclaimer (relating to the original authors) and require a small

amount of acknowledgment text be added somewhere in the documentation
of any software which includes them (including indirect inclusion

through Npcap).

The required acknowledgement text as well as full license text and
source details for these libraries is available from:
https://npcap.org/src/docs/Npcap—Third-Party—-Open—Source.pdf .

Since Nmap Software LLC is not the author of this 3rd party code, we
can not waive or modify its software copyright or license. Npcap

users and redistributors must comply with the relevant Npcap license
(either the free/demo license or a commercial Npcap OEM license they
may have purchased) as well as the minimal requirements of this 3rd
party open source software.
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