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o BERETANMIJTWMBALEL)DHFP O R T LEMEFR
ARXa1AVLTIK, Chb2BBICOVWTYS LT EFIEERLET,

22BYI LT

Windows IRIRTREERDY I Iz T7ERLET, FTLVI bV 7Z2FH#EMRL, HFP OEERA PC
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1. BERHREFOA R F—ILIREKIZEEN S Putty (plink) ZERT 5,
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2.3. 2BV UEFERTS
kSar TU 5 7L &ATOEE (BEEAPO LM ATV VEREL, BHT I UM o HFP [CEELET,
VAT LEBRIELUTTY,

BEPC EBATIUOMIL
XAV TARBENHD
E=HEENBE,

kSar 4 YA b—IL¥F

HVFP &8 PC (Windows) #H~< > (Linux) HVFP

BRIV VICHDEGEHEILUTOEY TY,
(1) Linux S THBZ &,
2 BUTOWFhhDOEEST7ILTY XLICKZEEPCH SO SSHIEHKEHATT 5 ssh T—EUAKRE L
TWdZé&,
- blowfish-cbc
- 3des—cbc
- aes128-cbc

SEGE LTEETILTY ALEBHAEDIA VY —ILTHERELERNBEZUTIZERY,

<BEHD
% cat /etc/ssh/sshd_config | grep Ciphers

Ciphers aes128-ctrJaes128—cbcjarcfour] 3des—cbc, b lowfish-cbc

BELHL, OAY FOBEIL sshd_config D man TTF I AL MEZFESR
% man sshd_config

SRR C 1))

Ciphers
Specifies the ciphers allowed for protocol version 2. Multiple
ciphers must be comma-separated. The supported ciphers are
“3des—cbc”, “aes128-cbc”, “aes192-cbc”, “aes256-cbc”,
“aes128—ctr”, “aes192-ctr”, “aes256-ctr”, “arcfour128”,

“arcfour256”, “arcfour”, “blowfish-cbc”, and “cast128-cbc”. The
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default is:

[ées128—cbc,Sdes—cbc,blowfish—cbc, ast128-cbc, arcfour128

arcfour256, arcfour, aes192-cbc, aes256—cbc, aes128-ctr
aes192-ctr, aes256-ctr

- (EE)

%

3) LLTWIFNMADNMAC 7ILT Y XLIZE D SSHIEHERZHFP (21725 2 &,
* hmac-shal

* hmac-mdb

BEFELTMC 7T XLEBEHAEDI VY —ILTHERELERNBEZUTIZERY,

<BEHD
% cat /etc/ssh/ssh_config | grep MACs
# MACs hmac—-md5, hmac—shal, umac-64@openssh. com, hmac-r ipemd160

%

BEHEL, 322 DAL ssh_config D man TT T+ )L MEZHERR
% man ssh_config
- - (HER)
MACs Specifies the MAC (message authentication code) algorithms in
order of preference. The MAC algorithm is used in protocol ver -
sion 2 for data integrity protection. Multiple algorithms must

be comma-separated. The default is:

hmac—-md5, hmac—shal Jumac-64@openssh. com,

hmac-r i pemd160, hmac—sha1-96, hmac-md5-96
- (HER)
%

(4) HVFP @ nasroot 7H ™Y /SR I L—XELTYE— OGS A VARETHD Z &,

2.4 ERARE (FHMEFAY T H)

# EE DES
1. | kSar /n—> 3> 5.0.6
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3.1 B HVFP O L R T LEIMETRER Y 5 71LFIE (plink EF)
SSH#ZFA T sar AX Y RERTT 2L T, BEBFHFP DR T LEMEERZY 5 7L LET, SSHiE
#IZ(&, SSH7H > b nasroot #FEALET .
C 2 Tl&. HVFP D& FR HEIRICREIME L TL S Putty (ol ink) Z2ERA LI-FIEERLET,

3.1.1 %4

ROEHZEH-LTLWIRENHY ET,

® SSH7ADVUMIMTENRTL—XEREE LLEVBER/ARBEERLTNS L,
® SSH7HADY IxT H00EA, HFPIZEHRIN TSI &,

3.1.2FE
(1) plink 2LV sar AT Y FOETHE
COETHERIE, EEAPCIZENTHZE Nindows 7HD Y FT—ELFRTLTLESN, ZEBLUR
FFETY,
@ kSar zBiEES % Windows 7HH > b TEERPCICOSA U LET,
AR RFOVT rEREEL, plink ZAVTUTD sar Ay FNEITTEENERRELET,
® “plink BT 77 A IL/SR” —i “nasroot THEH T HFZFRD /IR nasroot@HVFP EE LAN @
IP7 FLXR> “LANG=C;sar -P 0 3 17
CDEE UTORDKSIZHRR FX—REOHVNEhENEASAIBEK. Tyl ZAHLTHK
AbF—F#BRHFELET, RRFF—Z2ZHRLAVRET, QLUBOFIEEITS &, kSar DEENE
LELFETOT BFREFELTLEZEL,
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- el S im b g =2

(2 SSHa<w> FOAH
@ kSar Z#&EEIL., A/ VEEEERT-LET, [Datal-> [Run local command...]Zo Uy  LET,

!kSar - a zar erapher

File Triggers Window Options Help

Empty Lo v N i
Data | Options I
Load from text file...

r Runlocal command.. | I
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@ [ABIEEIRRENES, UTEANLET,
“plink BIT T 7 A JL/SR” =i “nasroot THE#ET DFEZEHED/VR” nasroot@HVFP EIELAND IP 7
FLX> “LANG=C;sar [# T 3>] [ interval [ count ] 1”
Bl - HVFP (sZE &2 (c:¥SshKey¥id_rsa.ppk) TOT A VERZTLY, sar & 3B TLITHTL, U
TLEA LIZ2BEROEILERSEHS
“c ¥PuTTY¥plink. exe” —i “c:¥SshKey¥id_rsa.ppk” nasroot@192.168.2.15 “LANG=C;sar -A 3 0~
SEE : sar AT Y FORETIC LANG=C; ZH T 2BEAHY FT,

|

2
l|r|:u:|t@1 92.168.2.15 "LANG=C;zar-A 3 0

Il OK I HYE

UTPILAAL LTS IRTTHIESIE sar AT FDcount IEEZET01 & LTLFEELY,
[0K1ZZ Uws Li=# SRATLBEBROMESZEBLET,
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Q) 45 71LrER
A VEHEADYRMIRRSINTWSEI7ALEEI )y L, RRLEWIY—RERRT 5L,
3.1.2QQQTHE LI-HEREDERNI S I TRRINET,

BAkSar - a sar erapher

File Triggers Window Options Help

Hh0015-4a : Mon Hov 21 17:14:33 JST 2016 -> Mon Nov 21 17:14:45 JST 2016
Data  Options
1 e CPU all for Nh0015-4a
[ contexts o
¢ CIce : 0.200
1CPUD 5 0150
% EEE; : § 0.125
wr
[ cPu3 ; 0.100
D CPU4 0.075
D CRUS i 0.050
D Interrupts 0.025
[y Paging Activity ;
[ swapping 0000
Chwo
[y Page z
o O interrupt ; 0.0000000
o= 9 Interface
o [ Disk :
[ MFS client 100
[ MFS Server i
D hemaory Usage o s
D Swap usage i ; 50
D Mermory Misc 25
D Sockets :
[ Load 17436 17437 T35 ATA430 17440 T4 ITA442 171443 171444 1714045
Stop — User — System — Waiting /0 — Steal  Nice — ldle
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3.2 EEIh HVFP O R T LBIMFIERY 5 7L FIE (BRI UEHERA)
SSH{EHTsar VYV FEETITE2ET, BEFHFP OO R TFLBEREHREZY ST LET, SSHiESE
IZI&, SSH7ZH > bk nasroot ZFALET,

3.2.1 %4

ROEHEF LLTVWEIRENHY T,

SSH7ZHh DY M /R T L—XEREE LIGVHER/ARBEZER LTS L,
SSH7Z oY Mxtd 0B8N, HVFP ICBFEIh TSI L,

kSar 1 VR F—ILEADPCH, BHAI I UICTIERATES I L,

SSH7Zho v Mg 2HEREEATO VICEELTVS &,

HVFP ICBEB<T I on D SSH7Z A Y MMoKT 2MERTSSH nJ1oTEBHI L

3.2.2 FIE
(1) SSH f&@n Zix
@ BBV LUIZSSH MERTOS A 0T B15A(E, kSar ##2EIL, [Options]-> [Preferences] &%
s LET, RRT—FEEZAALTOTA VT BBEE Q) ISEATLESL,

I B
File Triggers Window 0pnms| Help
Empty Setup lines colors o X
Data Opfions Refresh options
[ ksar Preferences
TOTIg Wiow
Redo

® [Options]E@EATRFREINET, [Options]AD[SSH key filelDTHFRFRYIREHV Y VI L
i‘g—o
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k5ar - a =ar grapher
File Triggers Window Options Help

Opti

Image Width: (200

Image Height: 500

make HTML index [ |

PDF bottom left text: |kSar—5.U.6

PDF upper right text: |

PDF index page text: |

Background image File:

S55H key ﬁl{

Look&Feel |Metal | - ‘

%5H strict host checking

‘0k||{:anoelHReset|

@  [Choose your identity file]EEMNRTEINET, SSHOMERD I 7/ ILEEIRL, [FAC]%
2w LES,

GChoose your dentity file

B2 |7 key - E

[ key2
[ key3
A N |I<ey2 |
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® [Options]E@AFRRTINET, [SSH key filellZ 3.2.2(1)@DTIEELF-TZ7AILMNBIRENT

WBDEHEL, [KIR22 &)y ILES,

|

File Triggers Window Options Help

E -
Image Width: BUUE

Image Height: |600

make HTML index [ ]

PDF bottom left text: |kSar—5.0.6 |

PDF upper right text: | |

PDF index page text: | |

Background image File:

S55H key file 1-jp20070603\key\keylkey2

p—

SSH strict host checking

|0k|Canoel||Re5et|

2) SSHa<w> FDOAR
® A UEEMIRFSNFET, [Datal-> [Launch SSH command...1%&% v o LET,

A

File Triggers Window Options Help
] Empty
Data | Options

A=
Launch 55H command...

Export to PDF...
Export to JPG...
Export to PNG...
Export to CSV...
Export to TXT...

Select time range...

Add to automatic

Redo
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@  [SSH Connection] BIEMNRTRINET,
CKBAHRHITD D ODA—HREOEBAHAT VD IP7 FLRAFREFRA REYZAAL, [EWN]ZEH )Y
9 LZET,

[ SSH Connection A u

? | usen@10.213.89.91 n

Il 3L 1(Y) I LiL A () HIE

® UTOEEZFAT7OITNRTENEE, [yesl€V Vv I LETS,

Com e

& The authenticity of host "10.213.89.91" can't be established.
RSA Key fingerprint is 92:1178:8c:c2:31a8:34:6e:5a:18:36:dc;7d:6d:6e.
Are you sure you want to continue connecting?

yes no

® (1) TSSH MBROBFEITOTLENESF, BHIIVOIRXT—KEAAL, K125y
JLET,

i T
Password for user@10.213.89.91 |

-~

@ [SSHCommand] EEAFRTIMNFET, HFP IZSSHO V' 4 U ETETS5a<T > Résar av o FEA
HLFET,
TP ILEALTYSITRETHBAIE, sar a2 FD count $EEZE 01 & LTLEELY,
ER : ssh—i <HVFP @ SSH F¥ZE#2> nasroot@HVFP @ IP 7 KL R> 7 sar [#F 3] [ interval
[ count ] 1”7
Bl HVFP oFi% 82 (openssh_ksar) TEY A Y EREITLY, sar Z IMTEITHTL, UTILEA LIS
EFERDOELCERDES
ssh —i openssh_ksar nasroot@10.213.92.59 “sar -A 3 0”
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|
s, =

ssh -i openssh_ksar nasroot@10.213.92.59"sar -A 3 0"

o | [z || m

()

EWZEZ I LTLESW IFWNZEI ) v LR, SR TLBERROBRSERELES.
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Q) 45 71LrER
A UEE®DYRARMIRRENTWEIAILEED YO LET,

ngar : a sar, grapher

File Triggers Window Options Help

RRLIEWIY—REERT S &, 3.22QDTHREL-MRENERAT S I TRRENET,
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KSar : a sar erapher
File Triggers Window Options Help

DTD19000015 : Thu Sep 27 11:29:45 JST 2012 -> Thu Sep 27 11:30:24 JST 2012
Data Options

1/0 for DT019000015

[ Processes

D Contexts
=3 cpu

D Interrupts

[ Paging Activity

transfer’s

o= [T interrupt

o= [ Interface

& 9 Disk
[ MRS client
[ MFS Server
[ mernor Usage
D Swap usage
D Memary Misc
D Sockels

[ Load

Blocks Read/Write

Readrite /s

11:20:40 11:28:.54 11:28:59 11:30:04 11:30:08 11:30:14 11:30:19

— Transfer/s — Block readis — Block write/s — Writels — Readls
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3.3:BED HVFP DL A T LEMEIER Y S5 7L FIE
HVFP i 5 L R FLBEFROO T EZF 90— RT3 8T, BED HVFP O R T LEEEREZ T S
2iELET, FooO—FKTEZOHICE, OJBEED 6 BRIE TOERMNEFESIATLET,

3.3.1 ¥R
(1) S RTLBERROME
HVFP O EE GUI ZRIAL T, A TLEMEEREAYV 0—FLES,

® [®E] 4TAO [T5—Fxvy] REVES s LET.

® Info. type FOw 7492 1) R kT[Batch-download] Z#ZEIRL THh S, [Display] RE2 %45
Yy LET,

,f Hitachi File Services Manager — Windows Internet Explorer

- (o x|
| sEpgoIs- | B

NEC |

|g‘ http=://10213881 4 fstartoai

Check for Errors - node 0 (D81DV/MBX) Y = D ) ) Refresh | Close
P i i1 cownioad ~| Display | Fil=s[em_alertile ~|  concitions [ Emor | | Display
Importance Date and time Meszage text Message ID Virtual server 1Ds ;I
Errer 2012/03/13 15:40:29 An attempt te 2ccess the server that used for user mapping has failed, KAQGS2016-E
Errer 2012/03/13 16:08:52 A0 zktempt to access the server that used fer user mapping has failed, KAQGS52016-E
Errer 2012/03/14 19:26:20 An attempt te 2ccess the server that used for user mapping has failed, KAQGS2016-E
Error 2012/03/14 19:42:40 An attempt te access the server that used for user mapping has failed, KAQGS2016-E
Error 2012/03/15 16:57:38 An attempt te sccess the server that used for user mapping has fziled, KAQGS2016-E

=
Download | Delete |

[e—tiFTENELE 0T @ st V| ®mimss -
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SOFRE UEERL,

®

{2 Hitachi

ile Services Manaeger — Windows Internet Explorer

B hitp= 02138814 start cal

[List of RAS Information (Batch-download)] BIEMEREINFET, [System activity datal
[Download] "2 &Y vy LET,

=lol x|

| Rz OTS- | B

NEC

Check for Errors - node 0 (D81DVWIMBX)

AT ) )

Refresh | Close

List of RAS Information

Infe. type | Batch-download

[ @) Snapsheot far Filz log

(@) HFRR lag

(9] Setting file

L MNetwerk infe,

[ User mapping info.

x| Display

/enas/log/antivirus_report.csv

Jenas/data/am_zlertfil
/znas/leg/manzgement.log
/enas/leg/manzgement.trace
Jenzs/leg/syncimagelog
nzs/log/syncimagetrace
Jznas/leg/zbr_alertfil
Jenzs/leg/backuprastoratrace

log/syslog
log/kernlag

Swar/log/lvm_display.log
Je=nas/data/em_zlertfilz
/enzs/leg/management.trace
/enas/leg/syncimagelog
Jenas/leg/syncimage.trace
Jenas/leg/rus.leg
Jenas/log/rus.trace
Jenas/leg/ruslib.trace
Jenas/log/russtatlog

log/cifs/userlist.csv
! ‘cifs/grouplist.csv
Cearflog/cifs/idmap. 1dif

System activity data

T A N N N A S

o
(=]

m

[

14

Anti-virus report

Systzm log
Kernel leg

08 messags
LWM log

LWM leg

System messags
Management lag

£

Management trace
Snapshet for File leg
Snzpshet for File trace
Backup Restors lag
Eackup Restore trace

System log
Kernel lag

05 message
LWM log

LWM log

System message

Management trace
Snapshet for Fils log
Snapsheot for File trace

HFRR log
HFRR trace

HFRE library trace
HFRR statistics log

Other HFRR log

Setting filz

MNetwerk infermatien

User infarmatian
Group infarmation

LDIF infermatien |

System activity data

LDAP)

-

I Download l Delete

[r-iETmENFLE

[T T T T @At

RN

@

gooo—rg4705

Www 5549 —ngdoran— K84 705 T,

BREIN, W IS0 —0Froa—Fa147RIBPERREINET,

AT LBEEROSY Y O—FEERELET,

22




Virtual File Platform S XTABIEIEEHDI S ZIEFIEZE

/= - Windows Internet Explorer -0l x|

£ https://10.21388.141/ TRE/dIzubmitplfconsole_i | SEERZOTS— || B

Downloading has started.

Do not clese this window before the downleading ends,
An errar message might be displayed in this window if an errer
sccurs during the dewnleading,

Close

T [ @ Aose o [RiEw

274 0EI0-F - ERiUT e x|
oo ERCH., FEMRFELE TR

= HE: Svstemactivitydata_D31 DWRMER 201203201 00747 tar ez
f#¥8 LhacaGz 949 MB
i 1021388141

o | gEe |

S e ) Ve P e = o O (] PN <= P P
' o HIELIERR CEAIFS (L, SOV IS
Rl WEHFRTF LA LA v AEE 0, fEER EEREN

Ty

® AooO—KE47050 [Close] K2 VEHIYvHILET, ForO—FE47a5MELE
EI

/2 - Windows Internet Explorer =10l x|

£ | http=//10.21388.141/TRE/dlzubmit plconzole_id=080&enas_url=Syst B

Downloading has started.

Dz not close this window befere the downloading ends,
An errer message might be displayed in this windew if an error
occurs during the downleading.

Close |

[T T T T @ Asa=—ob |va | w1058 -
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(2) RTLEMERBOER
Ayo0— KLV RTLEFIEHR (Systemactivity data) ZEBRA L E9, X T LEMEIERIL, tar T
T—hAT&h, gzip CTREEShERBKXEGZ>TWET, T T, Lhaplus Z2ERLTEBEALES,

= Covver BEIE
LE REE F£TW BEREADE W@ ANTH o

Q- O ¥ LOu= =
TELAD (3 cxHwFP

v| B 8

<Erivt g =g
| Swstemactivitydata DTO13000014_201 20927053509 tar g2 62342 KB GZ 294l 2209527 1741

FrANETFNEDRID

it

Sd

T HERDNANAAFYDEHEI 7ML (sa0X. gz2) ETHFRAMDEMRHEI 741 (sa_0X_txt.gz) BHYET
A, TS5 7ETHEATIORETFRANOERI7AILTY,

HH, sa 00 DI 7AINIE, PRTFLEEBREZIMGELIZ-ZORA0:00 M54 HO— FRBETO 1
DEEOER OFEBNEFENFE T, sa 01 (F, BGEHD 1 HRTOER BTEHD 0:00 Hh 5 23:59) A"EFENF
T, sa_06 THNIE, BFAD 6 BRIOERGFIEHD 0:00 15 23:5) BNEENET,

& C-¥HYFP¥var¥loe¥sysstat

LB REE FTN BREADGE W)L ALHD
QF - @ ¥ Pux 72 [E
FELALY |53 C¥HYF PYvarklogksysstat v| Tah
BE] A A B
2rA NEZANEQRAD en Oige 3782 KB G 7p4 ) 2012/00/27 17:33
*sa 00 tet ez 1224 KB GZ Zp4)l 2012409427 1738
Zmib *sa ez 10004 KB GZ 2p4)l  2012/00/27 1738
" a0 trtez 3600 KB GZ 2e4 2012400027 1738
| ‘a2z U4 KB GZ 2p4)l 2012400/27 1738
*a 02 trtez 3436 KB GZ 2p40 2012A09/27 1738
‘a3z 1087 KB GZ Fp{Jl  2012/09/27 17:38
*a 03 trtez 3410 KB GZ 294 201209727 1738
*sa ez 1465 KB GZ 7p{Jl  2012/00/27 17:38
" ea 04 txtez 3435 KB GZ 2p4)l 2012400727 1738
" s (Bez 11438 KB GZ 2940 2012/00/27 17:38
* 2a 05 txtez 3431 KB GZ 2p4)l  2012400/27 1738
*sa Bz 11202 KB GZ 2940 2012/09/27 17:38
* sa [If _txtez 3433 KB GZ Fp4) 2012/09/27 1738 /

CCTIE #HlELTsa 00 txt. gz #BALT, LIBOEETT S IILLET,
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& C-¥HYFP¥var¥log¥sysstat¥ea 00 txt
FrfiEY REE FTO  BRECADG

QO @ ¥ Pt= [ Er

W= AL

ot SRR PR

FELALY 5 G¥HVE Pivarblossysstatisa 00_txt v | £ )

271 IE2ANEDEAD ¥

24742 KB AN 2012709427 1738

ik

27 |

) PRTLBFEROFTAH
@ kSar #i#2&) L, [Datal->[Load from text file...1Z42 v o LET,

IS kSar - a =ar eraphe |

File Triggers Window Options Help

Empty

Load from text file... ]
Launch S5H command...

Run local command...
E=port to PDF...
Exzport to JPG...
Export to PNG...
Export to CSV...
Export to TXT...

Select time range...
Add to automatic

Redo

@ [Open]BEARTENET T3 7T DA TLEEBEROTFR T 71 LEZERL, [Open]
V)V LEY,
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Open El

#9%: |Jsa 00 1t |~ .
[ sa_o0_txt

A |5a_no_tad |
IrANALF [ FATOTFA W M

Open ‘ HEEL |

[Open]Z2 ) vy LIz, VAT LEBERROZHGAALENFHIGSIES,

@ [Parser end BEIMNKRTENET, [TRIREZVZEIUVI L, F7MILFEAARETERYET,

Parzer end &'

@ Data import is finished

T AT
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@) I3 I7FKE
JY—RERIRTBET ST INRTEINET,

.

2|

File Triggers Window Options Help

DT019000014 : Thu Sep 27 00:00:01 JST 2012 -> Thu Sep 27 08:38:01 JST 2012

D
Y 1/O for DT019000014
[Cyp or
rocesses
[ Context 70,000,000
ontexts
CIcru 0,000,000
50,000,000
D Interrupts o
i an
Tinterrupt 2 40,000,000
[y swapping & 20,000,000
£
] 20,000,000
D FPage 10,000,000
9 Interface o
3 Disk 70,000,000
i o 60,000,000
[ MFs client 2
[y MRS Server % 50,000,000
D Faging Activity 2 40,000,000
[y Memory Usage ' 30,000,000
]
2 20,000,000
D Swap usage =
D Mermory blisc 10,000,000
o
D) soskets 70,000,000
D Load
50,000,000
f 50,000,000
g 40,000,000
& 30,000,000
a
I 20,000,000
10,000,000 "
o
01:00 0200 0300 0400 0500 0800 o700 0800

Redo

— Transfer/s — Block read/s — Block write/s — Write/s — Readls

Lt
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