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38

#
B
H
I
T

HASLVCIEER

[Domain name (NetBIOS)] ICi&-~7=fE%# A1 LT%, [Domain name]
DIENTE LWE, CIFS +— v 20DiLE) - FEENCRI LET, = O,
a2—P =y U T E AT L ET CIFS 5 ~7 7 X LG4, 3t
HEDZ 7 A% LT ACL OfEEIToTZRFIC R AL a2y b —
T—LBETERVWREOMBERREET L EBHY £, AT DHMHEIC
EELTIEEN,
HVFP OBNE R AL DAy Ea—ZT A7y MIRESIZIERIC
XoTiE, RAALU~OBMPRIRTHZERHY £F, HVFP LA Uk
ARNBDALE2—FT T RRSAE R AL CBES TV AIEE
I, MOELLNOHETHL L= E, FALISMLTLTEEN,

o HVFP LRILARA NGO Ea—ET Uy hOE#HRE FEXL

RNE DI, HVFP KA A EZER LTSN,
o HVFP LRIUBA NGO Ea—FT Uy R FELRNE &

g, T0arEa—FT U e RALUDLTFEHTHIBRLTL 72
XN,

Z DIE A, Active Directory sRiEWC B 2B FHIHC DLW T, [5.2] #5H
LTS,

A—HF—IVvEVITDHRE

Dy BV T BT B D ORES L CEEEEIC OV T, [2—F— XA K]
(IF305) #ZML T ZEN,

2T, 22— -~y 7KL LT [Use user mapping using LDAP.] % ERT 2RO
BEHEICOWTHELET,

ZoYhE, -y IHBETIE, FFUAR—b- LAY — X2V T (TLS) %A
M9 % OpenLDAP H— NI TE £H A,

TLS 1%, A v ¥ —%v k ECHESRER L L TRZETS 7 a FarTd,
SMB 7R FaLDEETE

CIFS77t®ATIX, 77947 MEISMB EWH 77 A NEHE T varizf LT HVFP ®
/ — K% 7214 Virtual Server (27 7t A LE 9, HVFP Tix CIFS —E 2D EFR T, HH
4% SMB 71 k2 )LAERCTX £,

II3AT L MEDSMB 7’ hanrTr v ATEHMNE, CIFS 2V 94T "DT Ty N7 44—
L& CIFS h—E ADERERDOARIZ L T, BEfiREO HVFP &7 74 7 v Miox T >=—
TarTREVET, CIFS 727 EAXATODSMB Fu harzkicr LET,

#3-4: CIFS7ZXTOSMB 7O kaj

CIFS 4+ —ERXADERTEE
CIFSOSAT7 DTS5y FI4A—LA

SMB1.0 SMB2.0 SMB2.1 SMB3.0

Mac OS X v10.5 SMB1.0 SMB1.0 SMB1.0 SMB1.0
Mac OS X v10.7

Mac OS X v10.8

Mac OS X v10.9°1 SMB1.0 |SMB1.0 |SMBLO |SMB1.0

Mac OS X v10.10™2 - SMB2.0 — _
Mac OS X v10.11"2
macOS v10.122

Windows 8.1 SMB1.0 SMB2.0 SMB2.1 SMB3.0
Windows Server 2012
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CIFS 4Y—EXD#ERESE

CIFSYSA47Y DTS5y hI+—L
SMB1.0 SMB2.0 SMB2.1 SMB3.0

Windows 10™3 SMB1.0"4 | SMB2.0 SMB2.1 SMB3.0

Windows Server 2016
Windows Server 2019

(LB — : R—F LTV

k1
SMB1.0 #f#H L CCIFS 7 7 A 342 L 212, HVFP £721327 74 7> h CHANIHET D
VBN EH Y £, HVFP 7213 Mac OS X v10.9 7 54 7> h TOREHFIEIZHONTIE, Q)
Mac OS X v10.9 5] 2SR L T EEW,

sk 2
SMB2.0 #f#H LT CIFS 7 7 & 24 % Xk 912, HVFP THAENCHRETHLENRH Y 97,
Mac OS X v10.10, v10.11, 33X macOSv10.12 27 547 ka6 CIFS 77 B 24 584
DOFREFTEICHOWTIE, [(2)Mac OS X v10.10, v10.11, F£7-/X macOSv10.12 DL =
L TL7ZEN,

sk 3
Windows 10 #&3r SMB3.0 7 74 7 b & ZHIHIC 72 2 BE% (Windows 10 &, Windows
10 T/HRWZ 74 7 > FOIREREA &) TiE, A%EO CIFS — B 2D E T SMB3.0
ZEMILTLIEE N,

k4
SMB1.0 #f##H LT CIFS 7 7 v 24 5841%, HVFP £7/-1327 54 7 N THANIRED %
VENRH Y £, HVFP £7-2137 94 7 > h TOREITFIEITOWTIE, 111.3.4 SMBL.0 T
TH55] 2R LTIIEIN,

CIFS — b 2D ERTHNT % SMB 71 F a /L OREXLEE LA, ZHAH 6 CIFS

P—E 2R LTV CIFS 7 947 > MIwo-AuaZ 471, a2l A4 LELTLESN,

723, SMB2.0, SMB2.1 3 XW*SMB 3.0 THR—FENAHHEHAD S H, HVFP TI3RIRSIE

HuEzHdAR—FLTWET,

SMB 2.0

o 137y bTOMHa vy FOER
o Ny 77— A XDIK
o SMB 711 ARz % T 7 A NI E OB

SMB 2.1

1MB » 7 —> MTU
¥, CIFS 7 947 FT1IMB ®» 77— MTU A% % 51EIC DWW TIE, Microsoft ™
PAR— MZHENWEDE T EE N,

SMB 3.0

SMB D1k
2%, SMB O Sk &ML TCIFS 7 74 7~ M odE e sk 5L, Bofklen
La LT, T EAMEEMETLET,

ETN

EE
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3.3.1.5
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BEjY O— FORE

CIFS #—t AT, CIFS HOREZEETHEIC, RENBEZHHIZY v — R 5085
MERETEET, ABY v— FORESEBIOEEHFHIZOWTL, [2—%—XH 1 ] %

ZRLTLLEEN, 22T, BB va— FE2ADIC

HHEDOEEIZONTHELET,

%= 3-5: HEIMICY O— K9 % CIFS £HDHE

SMB D54k A0 L= CIFS #:4 TiX, CIFS — b 2B LN CIFS 4 0% iz
5T, 7947 My v 2 3B £,

RELTZSEICABNICY v — 9% CIFS

# B®E ==
1 BT AT BT DR E WEEERT A, GUI £/-1F cifsedit
2 | AT =T 7 e AHEREBRET HRE  *1 avy FE@ALTIZEn, GUI OFHICD
— 7 [ dF e o e N o
3 T A DT 7 C AHEROBE Wik, l2—%—Xho1 M(%‘r LTS
W, cifsedit 2~ KOFEMIZOWVWTHE, =
I s N Eun-"s
4 HT 4 L7 MU DOT 7 & RERDORE 2L KU T 7Ly R 2BBLT IS,
5 |CIFS 7 ZA 7 MijlF 2 Ay FORE *2
6 | T ANEA DAY TERHFA L~ — D
iE *3
7| AFEEIALRY 2 —ORGE *3
8 Windows 7 74 7 FDOT 7 EARY v —DF%
iE *3
9 7747 v MUTOEEIALANY 77 ) 77
I ORGE *3
10 | 77 B ABARHCHARY ERO 7 T4 7 b
¥y v vamMiflTH8%E *3
11 | 77 B AR—=ZADFIEEZNIT HEE *3
12 | Volume Shadow Copy Service % {# A4 5% *3
13 | A7 T4 VIBIEDOBRTE *4 REEBEET D61, cifsedit a v K&
fifi
ALcZan,
cifsedit I~y ROFEMICONTIE, =<
YR Tr LR 2BRLUTSES N,
14 | case_sensitive A7 a VORE *5 REELEET DB, cifsoptset AF K
15 | hide system files A7 ¥ a VDRIE *5 AL TSN,
o - - cifsoptset I< ROFEHNZHOWTCIE, =
. > ~ 0):[1.
1 logging unsupported access A7 v/ 3 X Dax e KU Ty LR BBEBLTL &,
iE *5
17 | check strict allocate A7V 3 VORE *H
*

*1

UTHEFEITHRIL, CIFS 7 947 FCWol-Aim 47 Li=hE, a7 A4 LELTLIEE
VW, F70%, CIFS — v R FFLEH L T FE0,
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3.4

3.4.1

GUI C [A—F 7 FT7 7 BAMREZHFETH] @ LFW] Fov IRy 7 AEERLE
Yif, F7oid cifsedit =3~ KT --owner-only #f8E L7-5HH&

*2
ax v bR LZSS
*3

GUI T [CIFS #—EAZADT 7 4 /L MIHED ] #BIRLIZEA, F/zidcifsedit 2~ K
T default ##E LI-HA

*4
cifsedit 2= RTuse 5 E€ LT7=5HH
*5

-x A7V arEt bl default T LEESE

CIFS #F EH#

2T, VAT LAEHE D File Services Manager T CIFS /7 #{Ek T 2 6Bt 2 mE 7
HEAORFEEFHEIZOWTHAL 1,

CIFS B D1ERL

VAT LEBRET BN FA T e E T [T ANV AT AR L EER] A AT a s
TCIFS $tH 2 ERCE £7, CIFS H£F2EkT 2 HiklE, T=2—3%—X4 4 K| (IF305) %%
LT EEY, 22T, CIFS 2 ERT 25 A0EEFHIZOVWTHELET,

CIFS U —E AT TT 7 ANRT 4 L7 M) G HEE, ROXIITHREL T EE N,

o KD GUI D [E#kT 7 ARERFEE] T U] 2B TIZEW, B, LTW] &
IR LTV RWEAETYH, Microsoft Excel 72 E D7 7Y r—3 3 VOEIWEHARIZ L » T
Ty ANEBHLIEGRICT 7B AR ERHINDZERHD 7,

T TFANTAT DR LILFER] XA TR TD [T RANCAR] 2T
[T TFANT AT EEEE] FATTD [T RNCAR] 2T
A TFANT AT LD T N] BT a )

o Classic ACL # A 7 D7 7 A VT AT ADYHAE, CIFS —E A TT 7 A VA HE LMD
=P =KD T A NFHFHEOEENTEH LI, ROGUID [T ANVEA A
AB o TERHF A2 —Y—] T [EFEZARF2—F—] ZERLTIEI,

[T ANV AT DR EEEER] AT e [T RNVAR] 2T
cBtEEI] #A4Taso [T RARNVAR] 47
c[HEERE] AT a0 [T RARVAR] 27

Advanced ACL # A 7D 7 7 A VYV AT LD, 77 ANVTHBRKEOLET L ACL ©
[EPEDE X AL | OWHERITIKEFEL £,

723, Advanced ACL #A 7D 7 7 A V¥ AT LADA, #IC ACL Z#ETx £7,

CIFS L NFS TT7 7 ANWRT 4 L7 P AT 56, ROZLITERELTIES,

CIFS #+—VbE R T, Z7ANFIAEUINTOT 7 A NVEHHGEOER LT 5L, %477
ANMCEZABMERDOH DT X TO2—YF—=NCIFS 7 547 v b ERATEZETT 7 AV
HHHAREZERCEZET, ZO7 7 A NVOFFEEUNOZ—F—ICX D7 7 A VEH A RO
HiL, NFS 7 947> hTIEFFAI SN TN, [H—D077 A4 V% CIFS 7 747 bk
ENFS 7547 MTHATHELAITITHFAEE L TS,
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CIFS 5 L7 7 A /L% Microsoft Word /" Excel , PowerPoint T&H - 3 53545 1% ACL
EHEHTAHRTIZLTLIEEN,

J—=ROAEY—&HN 64GB UL LOHA, BEHY o— RE2HhIc Lz & X ICERT& % CIFS 3
FHOERIT 17T AX%7=0 1,024 T, CIFS — b AD#KEFR T CIFS A DOHEE
HE)U m— R4 AREIC LTSS, CIFS A %2ER L-ViRELZV 5L, CIFS &
BOREZVa—RFLT, PO CIFS 7 747 MK LET, CIFSZ 747 hD
%ﬁ&#%w&% i, Va—RZX28R0BELRY, 77ANT 7B ADIGEN R

BB, HEREICE> TEALTIEEY, B, Jo—REEZEOT 7 A LT 7EAD
B R T 20 DIERE#RND Z N £,

CIFS 7 74 7 v h Okt & CIFS EHHOHREEZROERITFLET,

% 3-6: CIFSY 5472 FDEHS L CIFS EHEHDHRE

CIFS ¥ 54 7 > F DR CIFS £F#
4,800 LA'F 1,024 LI F
4,801 ~ 6,000 768 LLF
6,001 ~ 7,200 512 LI F
7,201 ~ 9,600 256 LI F

E o ZOHESRMENE,  —FOAEY—8064GBLULETCPUMN 2 (12 27) DAL, 1 oD
TXARN 77 A NVOFRHIBRYBIOEZIALE, £ CIFS 7 7472 "dv5 5 4r[EbE CE L
L EoMREEZFERIZEH L TVWET,

3.4.2 CIFS £FDEEHSE

VAT LERET, [HHARE] ¥4 7 a7 T CIFS A0 B A RE T 9, CIFSHADE
M fRET 5 FER L OVEEFEHEIL, (22— —XF 1 1) (IF305) #ZMBL TS, 22T
1%, CIFS B DEMEZRETAIHAEDEEFEICO W THALET,

s FWAELFE LR >FHBIICOWTE, HAERESNTWDERNEA S ET,

« CIFS#HEEER LT 7 ANV AT DIZEDA T v T ay NOBBMERAY Va2 — V&%
EL, ENoATy7vay MCEBINICY 7 A VIEE 2B L CERAT 854, WELE
CIFS 4 D@ A T, #EHR2F v 7 gy MT CIFS EEBER S NET,

RISz, 3.4.1 CIFS £ D ERR ] 1©RT CIFS A 2 ERT 2OTEETEL HbhE TH MR
LTLEEW,

3.4.3 HE)) O— FEDBOBE!) 0O— FRRIEH

HEhU o— Roxtgd, LT & £4, 85T 3315 HEN n—F ke 2B L T2
éb\o

4B (FSM. cifscreate)
- HHIBE (FSM, cifsdelete)

« FSM 0tAfRETD [(R—v v r] 47

-Zuabran (2L, CIFS BENEE SN T W& EFR)
- FSM o3tfifFE <o [T AHI#EH] »7

- B ATRESL A

- F—F =T OT 7 & AR

SHHT AN T 4L N OT 7 ARIR
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3.5

3.6

« FSM 03tfifRETD [7 kR R] &7
-3 A B
S B A DAL T EE A Y —
-FIHIARY —
T IRARY —
- oplock levell
- oplock level2
- T 7B AR—ADF|ZE
- VSS D1 A

+ cifsedit
- AT IA VEtE
« cifsoptset (A HNT)
- case_sensitive
- change_notify
- notify_delay_time

- hide_system_files

Quota [FERDEEKTE

VAT LNEIENE, T ANVAT A EELIET L7 Y ZEIZ Quota FRERETEE T,
T4V MY ZEICERET D Quota 7Y U — Quota EWVVWVET, T ANV AT AT ED
Quota lZ GUI 72~ KT, T4 L 27 hUZ LD Quota lF 2~ RTRETEET, Quota D&
EFEIZONTE, [2—F—XH A K] (IF305), Ta~r KU 7y LrX) (IF811) &ML T
<TE&EW,

Z 2T, Quota (TR HIEEFHADH L E T,

CIFS 7 74 7> b, Windows D7 &/37 ¢ T Quota fEHOFEME BT A,
Quota EHROFEME SR L7541, File Services Manager # i L T< 72& W,

CIFS 7 A7 hTDOTF 4 A7 KEDFERIZONWTIL, 186 F 4 AV KEBEFR] 2L T
TEEW,

TN—FIZx L TT 74/ b Quota X ETE EHA,

CIFS74HtAXO45#HAT S

VAT NERE S CIFS EHL, BIREN/- CIFS 77t Au /28§ 5% Z & T CIFS #tF~
DT 7 e ABREEHERTEE T, VAT LEHHEIL, CIFS 77 vAuZ#8BT 5008 90
RREUT B3 CEERNCRET DLERH Y £,

CIFS 77&®Awu " (/var/log/cifs/log.CIFSaccess) I, [Check for Errors] %A 7 1/
@ [List of RAS Information] ~*—" ([List of other log files] #/r) THMHMTxE7,
[Check for Errors] # A 7 a2 ® [List of RAS Information] ~¢—3 ([List of other log
files] #/R) 2T D HEIZONVTE, T2—F—XH 1 ) (IF305) #SMLTLEX
W, Fe, T ANV ATAEDT 4 LY MUIEHOCIFS 77t An 7 #E#d 252 &b
TXFET, CIFS 77 A0 7 Oik#EIC OV TIE, 13.6.4 H#HD CIFS 7 7 & A 1 7 Okt
AL TLTZEN,
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3.6.1 CIFS 7V A0 DFEMERBRT HHEINHERLTHLL L
CIFS 77t A /OB ZBIET HHINZIRD Z & ZHER L T 120,

« CIFS 7/ tv2nm V&l 52584%, v AT LAEMENERNNCHEELET, CIFS 7547
VIR CIFS HHIZT 7 A LTz & EOBRENT R CERIREN S DT Tid/e<, CIFS —t
2R CIFS 2L ORFEICL - T, CIFS 7 72 u VN EN DN EDL Y £4,

« CIFS 7 7 ¥ 2t 7 %R+ 5841%, CIFS »—E R £7/-1Z CIFS £ L iIcHETE £,
CIFS #—bt 2 & CIFS D LB LICHLRHE L TV DA, CIFS ifox LT E L7
WEBHER L2 £,

« CIFS 77 ®Am 72X, /—NEMCHRILZ 7 A /MWCH S, FRICRE LA REBZ 5
tu—F—varanEZd, vl 7 A NVORREFIIEFCEET, ML, [2—¥—X
4 K] (IF305) #ZM LT3N,

« CIFS 77t 2u 7 aHRT 2L HREL TS, CIFSZ7 54T "D 7 782 )
B2, 77 EAOKNE L ORBOERIZ L5 TiE, CIFS 77 t2xu 2 BRI
D, BRELITRRIEE RIS LET,

c OST A ATIMRIFESINTER T 7 7 ANVDOREN ERICE L & JICRET D7 7 B ABEIX

WDOEEYTT,

o BT 7 ANDOEENLERIZELZRKRTCIFS 77 An 7 ORBET1ET25 L 9% E
LTWRWESIE, fivwe 77 AN EFEE SN, LEEIREw S 77400
T ABRENKE L ET,

o BI T ANDERENLRICE LA TCIFS 77 ¥ Ar 7 OBRRE F 145 X 5% E
LTWaEAE, CIFS 77 Au ZFOBEBRNHIEEN, LIEOT 72 ABRENSKELE
R

077y ANET 7 ANV AT A LGBRHTHEIBRETHI LT, 778 RABREROREZ

STERTEET, 77 ANV AT A RGEMHINDGB T 7 7 A VOAFRNIRD LBV T,

cifsaccesslog </ —FDHRZX > < YYYYMMDD > < hhmmss > .log

TrANTYAT A EIGRELT-0 77 7 A V% CIFS 7 74 72 "inb BT 2546, IRk
DT 4 V7 MVIZ CIFS %% E L, CIFS FHEOHR TSR L T ZEWn, Lz
77 ANSDRIERT 78 A%Bi <120, CIFS A E/ERT 5 L&, 2—P—ICH L THE
XKIAABIOFARY ZHF LWL IRETHZ L2 HELE L ET,

+ OS 7 4 A7 £7-1% Virtual Server OS LU IZfREFEEINT-0 7V 7 7 A VB EEX INDEHE,
SNMP k7 v 7 %7213 E-mail TEHMENET, CIFS HHOFIARMIZ L - TE, it
EOMBTHHAINDGZELHVET, R 77 A AN EFEEINDIEICEMEND SNMP
N7 w7 EE Email #MIET 58561, EEXSNEZRT 77 AR T 7 A IV AT AT
BBEIND LIREL T IZENN,

s B LTHE LE 7 7AN VAT AORBRETR Y 7 7 A NV EIREETE o 255,
SNMP k7 v 7 &721% E'mail T INFET, CIFS HH~DOT 7 & RRPUZ L - TE,
FZ1IEOMBTHEININDZ LDV ET, BT T 7 A VAR TERD - ZERIZ@m S
5 SNMP k7 v 7 E720E Ermail 2817 52%561%, 77 A4V AT MO & HEIE %
HMATBICES 2@ T O EIOREL, 77 ANV AT LAOEHBEEZER L TIESN,

3.6.2 AT 274 ILBEDRELY

CIFS 7 /7tRAnr7onr 77 A /VEB#THEE, BEtEE LTHELLZ 7 AV AT LAORE
MARBETDE, Bl 77 ANVERFETERLL QD FT, VAT LEEER, Hhshse s
T7ANLNDERERBEL > T D, BEEO 77 ANV AT LORREEZHRELTIIEE N, £
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72, BRSO T 7 ANV AT INEREL ool 7 7w A VB EBANCHIBR LY B8 L=
D LT, FHERIGEH LT EE N,

1,000 7 A7 b CIFS [T /AL XTI HIZHDEND 0 7 7 A VOREEZIR
DOFRIRLFET, 723, Virtual Server Z#F|H L 72\ CHVFP A L CWAHEE24E L
TWET, HhEh38 77 7 A VOREE, v NT—JBESCCIFS 7 947 FOT U
TARBUIZ Lo TRV ET, RICRT I T 7 A NVOREERLZE LT, &> TR

HoTLEEN,

£37:1,000 05147V BFPHOERALEEEDCIFS 7O AT OAT 774 IVEE

ELRT S

<=1

CIFS 77X 05 DEEHI CIFS 77 2 AT MM & h 3 R nd;;ﬂge;
CIFS #:H ~D i £ 72138 | CIFS 28 ~D8Ht £ 7 13U C sk sh £ 71k ig Lz & 20
WLzt EDCIFST7 /&R | &
0 s R 5
T A DEE R BE TP A NDEREITT — 2 DEZARITRD E 60
HFTLIEEZDCIFS 77 TR L7z e &
v 2An /BRI 5 T X NE OVERUC AN E 7T LTz & &

T 7 ANVETNET A VF OBIBRIZ A FE 72 13 KRB

Lk &

TrFAINETNIT FNEDT 7 AR OEFIC

PN E T ITR Lo & =

TrANEIEZT N E OFFAMEOE TR E

TERM L7 & %

CIFS 4L~ £ 12 13 UIWHC 5 Th & 72 13k

Lime&x
TNTHCIFS 77k Z2u s T ANE = EOERICRINFETITR LIz & & 410

T—H OB IR E TR LT L &

T 7 A NOEREIFT —F OEBEARTRY
TR LTz L &

T A NVE OVERRIC N F TR LT & &

T 7 A INETNLT 0 F OB E 7213 5BR
Li-e &

Ty ANFETZT ANEDT 7 AFFAIDFi 0
DIZRNE T ITRER LIz & &

T ANETIZT A NE DT 7 AR DL E |
[P E YN A By -3

Ty ANERNLT AN OFTEHEOE R IR E
[ ES R Oy =1

CIFS A ~DHe £ 7213k h £ 7213 i
Lize&x

7k,

1. CIFS#£HHND 1,000 7 7 A V% dir 2~ RCERLET,
ZOBEMEEFEIT LIS E, 5 aoMIRIELET,

2. CIFS#HHND 1 7 7 AV %&[E U CIFS 3tFNIC 2 — L7,
COBMEEEIT LI E, bk LET,

3. FlE 1. L FIE 2. o fEEEY KL ET,

3.6.3

CIFS 7/7tAXO5JIcHAhEh 515

CIFS 7 7t Am 73RO THAOSNET,

File Services Manager T® CIFS H—E X MDiEHMR

Insour 7y A NVERIE, 1,000 7 T AT FBROBIEEFEIT LTI E X DOETY,
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<HfT>, <Bg>,<7nvRID>, <a—HP—4>, <7 FA4 T MRAMDIPT FLA>, [<cIFsit
BH>], [<HE>], [KAyE=UTFRbE>] , <>, [<FEM>] v [<AFT7V=7 b4>]

CIFS 77t Au ZIZH SN ERERITRLET,

#3-8: CIFS 7/ X047 IcHASh A58

RE Bl
A fF AR RBRETENFZ BN TYYYYMM/DD) OB THASHET,
(537 AR S NEITENFZHLD Thhimmiss] OB THA S ET,
Zut % ID AR IRETENEZTa A0 ID BEAHEET,
a—F—4 TIEALIECIFS 7 947 v hoa—F—amn3HhsnE4,

7747 hRA D IP
7 RL A

CIFS 7547 hARAMDIP 7 RLARHOENET,

CIFS &4 CIFS 4N s ET,
CIFS B MHIBRE LT WA T I S EH A,
| E T RATRI LIeE D IR SET,

OK
T AR LA HAI S ET,
NG
TR AR LIS A IS E T,

AoE—=UTFA R

Ave—UBHhsnET,
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HE

B3

Tk

CIFS 7 7 £ A m PRI E N = RS SvET,
opendir ¥£721% closedir
T AN B EFR LGRS ET,
open ¥£721% close
WOBHITH T ShET,
o F—XORAIY 2 EN LG E
o T ANDIERB IOT —F DOEZALEEN LIS E
o TANEEAERLIZGE
o Ty ANERIIT ANTEHIBRLEES
o TrANERIIT ANE DT 7w AFA OFAIY & Tl UT- G
o Ty ANEIETANEDOT IR AR ELEE LIZGE
o Ty ANERITT A NTOFTEHELER LIZEE
o TFANELITT ANEDLEHELER LIZEE
mkdir
TANL R LGRS ET,
unlink £721% rmdir
T ANERTT AN ZERIR LGS S ET,
sys_acl get file
TrANERZT ANE DT 7 AFAOFHSIY % Ef LG EIc ) &
nEJ,
sys_acl set file
TrANETE T ANE DT 7w AFAEEE LG AChanEd,
chown
TrANERLRT ANV OFAROER L Gaictihsngd,
connect £72iJ disconnect
CIFS M~k £ 72138l &2 ki L 7= & lc i g7,
rename
TrANERZT AN OLHEER LIZGaIc ) ShET,
set_owner
T ANETNIT ANEOFIAEEORET, ROELLLERE LIZGEIC
HAOshEd,
o BUILTIN/Well-known SID 7 7 > |
o SID fi#iRAH 7 A1 7 v b
set _group
T ANELIET AN L DI N—TDERET, ROELLNERE LSS
W ERET, ROGAICHASnET,
o BUILTIN/Well-known SID 77717 > |k
o SID ff#RRANH 7 T 7 o b
set dacl
T 7 ANERITT7 4NV F D DACL OFRET, ROELLNEEE LIHE
I snET,
o BUILTIN/Well-known SID 74 v > |
o SID fi#iRAH 7 A1 7 v b
set_sacl
T ANEIET T ANVZIZSACL ZREL LD & LESGAICHIENET,
T RA LIRS, Ty ANVERB T AN T DI —T R
TR HA TSN EE A,
set _attrib
TrANERLZ T ANE DT 7 A NVEBEORET, KIR—FOBENE F
nCWiehHaIcHA SET,

!
!
!
!
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I5H i

B2 CIFS 7 7k A m 7 BERIRE NI R OFEMP A S E T,

O_RDONLY
T2 OFHWY 2 EMT DB, B FHOBMETT 7 A4 VERWT
et Eantd,

O WRONLY
77 ANDERB L OT — 2 OEZADLEZE T HERIC, HEEXIALEHORE
HETT 7 A NVERWZSEICE I SNET,

O_RDWR
77 ANVOERE LT —# OEZALEFT LI, HAHEE Aok
T 7 ANVERWCRGICHASET,

E
TrANERIFT A NEICT 7 AIVEEERET DB, B S{tEtE
(Encrypted) ##5E L7-BAICHOENET,

c
TrANEIET ANZICT 7 A VB EZRET DRI, EiEEE
(Compressed) ZHE L7zHAICHASNET,

o)

T ANELIZT A NTINT 7 A NVEREERET DB, 774 VEME
(Offline) Z¥E LA ICHASET,

T
T ANVELIZT ANZINT 7 A VEREERET DB, —R7 7 A VR
(Temporary) #15E L7=HAIcHhEnET,

P
TrANEET ANZIET 7 A NVBHEERET HERIZ, A=A T 7 AL
JEME (SparseFile) #8E LA ICH SN ET,

L

T ANELZFTANTIZT 7 A VR ERET DB, V/R—RAKRA 2 b
JEME (ReparsePoint) #{5E L7-GAICH SN ET,

TrANELEZT ANZET 7 A NVBHEERET DB, AT v A%t
57 7 A Vg (NotContentIndexed) ##5E L7 AICH SN ET,

R AT/ TIRALET 7 AN, TAE, Bk i3OI L CIFS 34, &FZEE
BDT 7 AN, TANT ORI Y, BEREOAT V7 Nt En
T, HHEFERBLOT 7 A, 7 HNZOMx S RL, <EHEFTOMx A >
> <BFHLOMT A > OB THhSNET,

BERBROA TV = 7 FBHIBREN TWIZHAIEH I SN ERA,

=D CIFS 7o tAXO45 0Bt
T IZTIE, BEO CIFS 77k A8 7 OE#IC W TEHBH LET,

|, CIFS 77 tAu /X, OST 4 AZIRFESINT-a 7 7 7 A VOREN LIRICEL & &
W2, FANCRE L7 7 ANV AT A EDOT 4 L7 bV, BEIWICIRBESNE T, 72720
——save A7 v a v EIEL T cifslogetl a~> REFEITTHE, vl 77 A LVOREN
ERRIZE L7289 TR <, &BO CIFS 77t 2u /&l c& 97,

CIFS 7 7t 2 u V%I T 2 DOREFIEICHONWTL, T2—F—H 1 K] IF305) BLO
<~ R 77 L) (IF811) &ML TL7E3W, CIFS 77 A u 7 ORBHEEZRET D
HEBLIOCIFS 77t Aw 7 &iB#Ed 5 5iEic>nTiE, Ta~>r Y77 L) (IF311) %
ZHRLTLIEZE,
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CIFSV34 7> DA —H—FE

ZOETECIFS 7 74 7 v O —P—FHIZOWTHHA L ET,
4.1 2 —Y—EH Sk

4.2 B —JLCO 2 —H —FH

4.3 K ALV TOa2—P 8

4.4 2—H—~ v 7 f LDAP H— S OAEE

4.5 2—H—1D « 7 )L—7" 1D O FEEbxk

4.6 RFC2307 A% —~< % HEHT 25602 —F —FHIZ O T

Q o a o o a a

4.7 R AL HVFP ZFH L TWAIEEDT 7 A

CIFSY 547 DA —HY—&H 49
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50

— - = N

aA—H—EEAE

HVFP T, 77 ANV AT L2 T 22— —0 UID, GID BIXOXATU— KRR LD —
—ERMAERDORIRT HETEHTE £,

% 4-1: HVFP THHR— +T 31— —FHEA%

# RE #i
1 | File Services 77 AN AT DEFIAT D2 —HP—% File Services Manager CEHT 2 AT
Manager 2R AR L ET,
2 | NIS #—~ 774w/XTA%ﬂm#én~% % NIS #— N THHT L HBAI, 2—F—1F
WEBELET,

3 :L’—‘“JL‘—‘E{]MI)EH 77/(/I//XTA%*I;HTZ):L’—"& %Jhﬁ_uunﬁﬁﬁ LDAP #— \TEHT 5
LDAP #—x Ao, 2—F—ERerRELET, "

4 | Active Directory | Active Directory M L CT7 7 A LT AT L EFIAT 52— — 2 EHT 554
12, RMOELLDOEEE T L FT,
File Services Manager, NIS ¥ —/3, =——383EH LDAP ¥—/ 30 &
I —V —fHRE BT D
a—P—w o T ERETS

?3‘5*

NIS #— B X = — W —FEiEH LDAP ¥ — DX §k{E i % File Services Manager (25 6%
F B HFEICHONTIE T4.2.1 NIS B — R F 7 13 = —F —283E A LDAP — SO FEH OB %
SZRLTLIEEN,

A—AITHOL—F—EH

::Tﬂi, NIS 'lj‘*—‘/\\if:bj:b—"]ji nALuE)EH LDAP 'H"—/\ L%ﬁéﬂtl_")‘_ 7/1/‘_‘70%
File Services Manager (2889 2 BRIZ M EE 2 FNAIZ DWW TERB L £ 7, File Services Manager -~
Du—=va—H— « Z)—=TOBRGIET D iR TIEC O TR, T2—F =T A K]
(IF305) #ZM LT ZEN,

NIS H—/N\FE =X —H—325FH LDAP —/\D1EHD Z 5%

NIS H— " F o ld a2 — WP —FRGEH LDAP — "CEHEH L T\ A2 —¥ =2, o— b /L iliE% A
L CHVFP @ CIFS #:H127 7 v A ¥ 284, £721Z HVFP © CIFS 34 ¢ ACL #fe 2 3
DA, NIS — & 72 ida—F —585E A LDAP H— N 2%k L 7z = —+% —% File Services
Manager |2 b BT DMERH D £7°,

File Services Manager (21, NIS ¥— NF 7032 —3 —FFEH LDAP r— 2B S iz —
P —ZIET DERH D FH A, %0)7”:5?), NIS H— 3F 723 = — —F8FEH LDAP H—iZ
HigkIniza—YP—%2REETE 5 & 912, File Services Manager (2 NIS — " F 7= (32— —38
AL LDAP H— O — W — 547k T 57200 A7 V7 M E#EH L THET,

F72, NIS — "FE7/ida——38ZEH LDAP — TEB L T\ 5 7 /L—7% HVFP ® CIFS
HEHE~OT 7 v ATHEHAT 2546, NIS — _"Fida—Y—383EH LDAP H— N ICBGE L=
/L —=7% File Services Manager |2 ¥k L7= /N —T L~ B TR0 NRH Y £,

File Services Manager (21X, NIS ¥— NF 7z — —FFEH LDAP r— 28 Sz 7 —
7%, HVFP T HIMERERH Y ¥ A, TD7-®, NIS — _"F - ida——38FEH LDAP ¥ —
ARSI NI 7 Vv—T% HVFP @ CIFS L5 ~D7 7 B AT TE 2 X 512, File Services
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Manager (288 L7 7 V—"7"& NIS H— " F 72132 —F —FGEH LDAP Y — N\ IZ8 gk S iz 7
N—T vy 7T 50 AY Y7 M L TOET,

HEEBEE

a—PF—BN - BIBROFEITTIE, B V—TF <y ©r 78 - REROFETFIEE T LET,

a—F—BA0 - HIBRIEE, —Y—EREFLER L2 CSV 7 7 A VEEH L ET, Rk, F—
T B TRG - RERREE, vy B U ERETBLIZCSV 7 s AV EEHLET, INHD
CSVIZ7ANDT7H—~y MIBALTIE, M4212CSV 77 ANVTr—~ v ] ZBRLTLE
S,

(a) 2—Y—3BM - HIFRFOETFIR
NIS #— 3 FEjoid =2 — P —3BIEH LDAP ¥ — N CTEH L T 5 22— —7 HVFP 0 CIFS 412
T RAT HEE, Nw#~Aitiz—#—M¢%HMP#—A_%ﬁbtn—% % File

Services Manager (2% 9 2 ME N H Y £3, NIS h— " F 72132 —V—FRZEH LDAP $-— /32
Bk Lz 2—H —% File Services Manager (2863 5 FIEAKRIZR L ET,

I ITHREET 52— —1%, CIFSHF~DT7 7w ARSI NET,
« NRAU—RNIZ, CIFS tH~D7 /& AWz u— W LI THEAINE T,

1. CIFS 542 1Ek LET (727 BATEL 7547 MEBIBLET),
FE2 T, BEAESNTOWRVWSRATY—KE, 77 A VICRETILERHY £, T
b, ErO2—F—nLZHRINBRNE I, BT 5 CIFS H~D7 7 A& HIRT 5 2
EETRSHERL 9,

2. CSV 77 A NV%EFIEL1 TIER LT 4 V7 M UVIBRFLET,
BRIFETDH CSV 77 A NMTH LTI IANAF = v 7 2FE L, MERNZ 2R LT
S,

3. SSH T HVFP @ / — K 721% Virtual Server (21 714 > LE7,
4. A7 V7 FEFEFT (sudo cifsusredit) LT, —W—Dx%ek -« HIkR - Z2IREITWET,
5. HVFP @ / — R £ 7-1% Virtual Server 7512 77 7 F LE7,

6. CSV77 AN (FIE2 TRIEFELT=Z7 7 A4V) ZHIBRL, G512 bV (FIE 1 TER L
74127 b)) ZHIBRLET,

7. 7T AZEBER L TWBIEND ) — Rk L CEARICFIE L ~FNE6 Z2FEITLE1,

(b) FN—TTvELTER - BRIROEITFIE

NIS H— " F 72132 — —F83EH LDAP % — " CTHEE L T\ 5 7 /L—7 % HVFP @ CIFS i‘?ﬁ’\

DT 7 ATHEMAT 546, NIS — " Fimida—F —FB5EH LDAP Y — N IZ8 g L=/ v—7

% File Services Manager |Z%5$k L7= NV —T L~ B 7T H0ERH Y ¥, NISH—Fiz

1L — Y —3REEH LDAP ¥ — 2%k L 7= 7 /L— 7% File Services Manager (2~ v ' 75
FIEZRIZRLET, vk, TITHRET L~y 71, CIFS GO ACL CEHA I E

75

1. CIFS 3% 1ER L £,
ER% CIFS e/ ~D7 7 v 2 &HIRT 5 = & < #HEE L7,

2. CSV 77 A NV%EFIEL TIER LT=T 4 V7 M UVIRIFLET,
1595 CSV 77 A ML, UANAF = 7 E2FEMLTL S0,

3. SSH T HVFP @ / — K% 721% Virtual Server (22 74 > LE7,

CIFSYSA7 v hDaA—H—&1E 51
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4. 27 V7 N EFLT (sudo cifsgrpedit) LT, F—T7~ v 7O - Hikk - 2%
TnEd,

5. HVFP @ / — K& 7213 Virtual Server 2260777 N LET,

6. CSV 77 A (FIH2 TRAFLTZT 7 (V) ZHIBRLE T,

7. VAR ERER L THDIEND ) — RIZx L CHRERICFIE 1 ~TFIE6 2T LET,

CSVI7A4ILT+r—T v
F—E T AT, ar~ () RGO CSV 77 ANV TEHRLET, CSV 77 AL T 4 —
<~y hEKROLEBY L LET,

T4—REar< (,) TREYY, 70—V RORRIZEAZZT UIWIT A, 22H

PHEHLEEAIE, ZARIT7 40—V FOMEEERESET,
Bl CSV 77 A Mz R — R Tl T 25854

74—V F1-1, 74—V F1-2
74—V F2-1,7 4—/LF2-2
A=V F3-1,7 4 —/L F3-2

74—V FOMEIZHIHAF (") 2&TEAE, sIUEF () OrncsI HAF (") Z@dl, 356
W27 4=V REERESI A (") CTHAEET,
Bl 74—V F1, 74—V K"2"| bt 5854

74— ]“‘1, "7 44— ]\*llnznnn

T4—VROfIcar< () ZELEAIE, 74— REEEZFIRE (v) THARAET,
Bl : 74— R1,74—K,2 kT 5556

T4 —I)VR1, "7 4—)LF,2"

© ATORIRITIL, dITEANET,
(@) 1 —Y—BFI7ILOT+—< Y F

=P REET 7 ANDT F—~ v PERKITRLES, 173 12— —OfF@ET 2itd L E
T B —F—2HET 2561, #EITICbl > TRl L £,

Sk, AU F
=Y =4, RAT— R
kg AT —

b) FIN—TRYELTDIT+—<y b

TN—T< oL T T 7ANDT r—~y hERIORLET, 1ITIKIX 1 7 A—T DO~ v B 71
WiIETERRLET, BRIV —TERETHHEL, BEITIChblzoCitdh LET,

NISH— IR EONE I NV—T"4 ,File Services Manager\ZB#kT 257 NV—T74%4
NISH— 72 EDIN 7V —T4 ,File Services Manager|Z®Ekd 5 7/ IL—74
NISY— 7 EOHE T NV—T4 ,File Services Manager|I&&kd 5 7 —T74

TN—T <y B 7 THATE RWIEF
WITRT LT L7eHma, EFRICEELEEA,

¥/ )| <>4=g, 2k
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CIFS A—H¥—&i% - Hlff - BRARX Y U 7 Dtttk
a—P XG5 - FIbR - 2RAOR 7 U7 MZOWTHPII LET,
AR

cifsusredit
(i5'8

sudo cifsusredit option [csv-file]
BERERR

CIFS 2 —W—DXxdk, HIFREIZZRETVET,

5%
option
WO ENPERELET, TNENOEEICO W TRITRLEY, ZO35ITEESLAET
7
- add
FBE SN 7z csv-file IZFRk &7z — ' —%, File Services Manager (258 L £,
option 7% add DIE, csv-file BIEUIHEEMLATT, FITMEE, EEHIIICH O LE
7
+ delete
FBE SN Tz csv-ile (270t v/ —H—%, File Services Manager 7S HIBR L F9,
option 7% delete DA, csv-file 5IEITFREMLETT, ETMRE, EUEHDICHAILE
7
- list
File Services Manager |28k Iz — W —4 %, EHFEHHICHHLET,
csv-file
a—F—DFERBFEIR SN CSV 7 7 A VERELE T,
UK

CSV 7 7 A WTHRE SN Tc 2 — P — DXk « HIBRD T X TEFK T LIZEAI30, REKT
L7235 613 0 ISR OEDIREI v E T,

o [lesv-file] X CIFSIHET 1 L7 M VITRIFE LT CSV 7 7 A L DARITTY, [Shared
Directory] @7 4 L2 b VU : [/mnt/testl/testl] (2, CSV 7 7 A /\ : [file.csv] Z{RAT
L7z8A, a~y ROBIHIZIE /mnt /testl/testl/file.csv EfRELET, ZDF|
L, option 513 add £7-13 delete ZH5E LB EITHEE L2 TR D £HA,

o Z—W—HZHLRAT—RKEFTRLZCSV 77 A /L% CIFS HEGT 4 L7 b VIZRFT S
BUL, 3D IAT U RN T I EATERNESIL, EET oL MUILT Y
T AHIPRE LT &N,

o Dol REFTHRIE, o—PF—8 L AT — FEZIR L= CSV 7 7 A L& di=enc il
BRLTLS7ZE0,

o CSV 77 ANMZIRET D 2—W—41%, NIS — Fizida—V—FGEH LDAP H—
RER SN a— - afREL TEE,

o 3 TIZ File Services Manager |28k ST\ A —W—4% CSV 7 7 A MZHEE LT
B8, CSV 7 7 A VITHRE SN2/ AT — R T EEEINET,

o T AUYT=— NI, LF £7213 CR+LF T,

o 2N ha— RIIHEELBRWNTLE I, 231 b a— RBHEE S NTHE OBEXRGE
TEEHA,

CIFSYSA7 v hDaA—H—&1E 53
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CIFS YN—TF2vEVTRY YT DOt
IN—T<yETHOAT VT MIOWTHALET,
g2

cifsgrpedit
3L

sudo cifsgrpedit option [csv-file]

HERERT A
NIS H#— " F oo — % —FRGEH LDAP Y — 2B ek I/ Vv—7%, HVFP O 7 v—7
ELTHERTAbDa~r KT,

GIE-

option
KOENPERELET, TNTROBEICOVTRIRLET, ZO5EITIEESEAET
7
- add
FeE &7z csvfile IR SN/ 7V —T D~ v B FiE# %, File Services Manager
IZB 8k LE7, option 2% add DS, csv-file SIEUTFEEMLA T, FEITREE, HEYEH
N LETS,
+ delete
FeE &7z csvfile IR SN/ 7V —F D~ v B FiE# %, File Services Manager
MHHIR L F9, option 28 delete DA, csvfile B4R EMETT, EITHERE,
HEHINZH I LE T,
- list
File Services Manager |28k Sz 7 Vv —T7 % %, fEHERINICH D LET,

csv-file
TN—T =y 7 DIERPER SN2 CSV 7 7 A L EfRELET,

RO E
CSV 7 7 A MIEEE SN T N—T DO~ vy B IR TRCIEFE T LEEE1T0, BEKT
L7Z35E1X 0 A OENIEF S v E T,

TEESH

o Tlesv-file] X CIFS#AHT 1 L7 b UIRIELTZ CSV 7 7 A VDARITTY, [Shared
Directory] ®F 4 L7 kU : I[/mnt/testl/testl] &, CSV 7 7 A /L : [file.csv] Z1RTF
L7=85A, a2~ RO5|8021E /mnt/testl/testl/file.csv EFREL £, ZDF|
#5103, option 5%41Z add F 7213 delete Z5E L7HAIHEE L uEz o 8 A,

o CSV 77 AWFRET DI N—T41%, NIS »— _Fimida—V —3iEH LDAP — 3
IR SN I N—THE2REL TSV,

o 9 TIZ File Services Manager |28 I CWD T V—T 4% CSV 7 7 A WMIZHEE LT
Ba, I—Tw o B I BRRBLET,

o fEHTXA%I{T=— NI¥, LF £721% CR+LF T9,

o 224 ha—RIFHELRNTLIEEW, 234 b a— RREE I NTZ5E OBEIRRRE
TEEHA,

CIFSY5A47 > D1 —H—&E
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4.2.2

4.3

4.4

NIS H—N\F -1 —H—25H LDAP H—N\TEE LTS 1—%—[CEYT
5FEEE

NIS H— "FE (T2 — P —FEA LDAP H— S THEE L T\ 52— —» HVFP @ CIFS :F1
727k A LY, HVFP @ CIFS e/ T ACLBREZ MM L7120 T 258, 2 — P —BRIFIRIE
L7ca Ay b ACL OFRRICHEHINET,

A—A)la—H— - FIL—TEEHOTESIE
o—ha—Y— . T —TBEEOREEEEZRIR LET,

« CIFS 77t 2% 4 52—Y—7T, 1 \O2—F—NFRTIHZLDTXLH7N—7HFFE7
N—THEDTRKT 1,028 ZL—F127 0 £9, 1,023 2B 57— 12—V —%F8
SHLGEAIL, a— P —~ v U AT AREICLTLLEE N,

+ Windows E/V h A v a—H— « T —TF LRLA OB — L2 —HP— « F L —T% File
Services Manager (Z86k L7254, Windows E/V b A v a—H— « J)—TF LB XN5 T
LT, Ihbou—hnra—W— . FL—TF%CIFS 7 747 v b ACLSFiE#H L LT

BETERWVWIERHY ET,

« HVFP OF A NG EERE LTI-Y4, F7-1% Virtual Server i# ] T Virtual Server 4 %2 % L
72354, CIFS 7 A4 T v "6 D7 7 AR Ic o — )L a—YF —OFIEICHE N 0305 Z &
NHYET, ZOLE, a—hra—F— - JA—T%HERLT, HIBRATERI L2 —V— 7
N—TDEREREL Ca—DVa—F—« TA—TEHEKR LT IZE,

RET AP =R TERLTZEAT A NAO2—Y =TT 78 A LSS, CIFS 77472k
DO ORFRCHEB NN D Z RN H Y £, 20, HLIER LEZn—ra—F— . 7
N—TTT 7 A LTLIFEEN,

KAALVTOL—H—BH
a—P—= v I ERHTLHE, RORIZER LTSN,
+ Windows E/L A o 22— — « 7L —7|Z HVFP CIIERFEEINEE A,

« Windows ® % A b L7227 /L —7I%, Active Directory K £ > 7?3 Native mode TH D51
X, HVFP L CHZhE 2D £7,

a—P—= v U ERALRWES, ROMIZEELTLIEE N,

2— P — (2%} D 7 —71%, File Services Manager <° NIS 72 EIZBGR SN 7 V—T NG
D ET, RAAS v aryha—F— DI N—TIFHEHRY EHA,

A—H—3 v EVSHLDAP H—/\DIEE

[Use user mapping using LDAP.] S RO —HF—~< v 7 E2RHT 2548, 22— —~<ov
JH® LDAP 4 — &R T LIMLE NSV £, HVFP TOx2—V—< v ' 7 H LDAP #—
DY R— MR EE 4-2 . HVFP TO2—H —~ v 7 H LDAP H— O %K — MRPUTTR L E
j—O

-
—

ZTlE, OpenLDAP Z{EH L Ca—H —< v 0 7 ] LDAP — " Z 542 L X DIEEHE
E&uﬁ::'fij \-OI/‘TPR% Liﬁ_
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4.4.3.1

56

% 4-2 : HVFP TOa1—Y—7 v EY 5 A LDAP Y—/\DOHHR— MER

LDAP H—/\ HYR— KR
Open LDAP Linux O
Solaris @)

(LB O FR—FLTWVD

LDAP Y—/N\21BEITLHLETDIESIR

LDAP Y — %W L7254, £721X LDAP — " ZEHEE L2541, CIFS —bE 2 0H
EENMLEL 2 £9, CIFSHEFIZT 7B A L TWAZ—F —RNNARWNZ L 2R LTI D,
CIFS V—b 2 & HEZH L T 7ZEW,

72, HE#HE, CIFS P —E ARy v a2 &8N T ba—Y—< o U 7 EREZHIKRL T
<FFEWN,

OpenLDAP %#{EfI L T LDAP y—N\ZEETEHLEDIEE

P

Z ZTlE, OpenLDAP % L C LDAP —_ZHEHE T2 L EOEEFHARH L £,

e, a—YP—< o U IHEETIE, FTUAR—=b LA Y—- X2V T 1 (TLS) ZFHT
% OpenLDAP — NiFfiH & 8 A, TLS &iE, /A ¥ —F v b ECHERERES{L L TR
E+57m hanrcd,

OpenLDAP @ LDAP —/3Tid, MET 5 AKE (LDAP 7 4 7 v b2 b ORRFBEERIZHR LT
W b —#) PNEETEET,

« F7 )L RMEB00 2 hY—TT,

« LDAP #— N S e 2 — P —iFfea—V —< o U VIERO T b — S R
x5 &, [Check for Errors] %1 7 12 @ [List of RAS Information] ~<—<" ([Batch-
download] #7) Ta—F—vv U IHROF Y n— IR LY, [Edit Quota] 4
A4 7 a2 ® [List of Quota Information] X—V 7R ETC—EEFRRTEIRN-TEY LET, F
72, [Z7 ANV AT IEEEEIER] A7 vr, HEEN] 1477 E03 AR
] A T7uso [Tr7eAGE] 27T, BHICHRRE S c2—Y— 1 7 —7] ©
[(Ba—H—] X [R7L—T] RELLERENEEA, L0720, LDAP — 1 DJERIC
WD sizelimit 7 4 L7 7 4 7 ZBML T I,

sizelimit -1

OpenLDAP %{#F L T LDAP —/\Z{EET 5 L EDHEH
Z Z7Tl%, OpenLDAP %Z{#iH L C LDAP %— %5 T 5 L X OREME R LET,

AX—I 774 ILDER

LDAP Do —V—~ v B 7% HHT 55412, OpenLDAP THEZE L 7= LDAP — N CiBilk
TEBME, ATV NI FREERLIEAF—~ T 7 A N EER LET, LDAP H— Tl
=Py B TER L= —ID BL ORI NV—7ID 2T 572012, B4
TVl N TAREETLILERS D ET,
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4.5

HVFP Clf, 22— —~ v 72T H7-DICSE /2 AF%—~ 7 71/ (samba.schema) %
BELTHET, VE—FFRA NS scp 27 FEZHHLTEROT 4 L7 P DBEELTLE
él/\o

I/usr/share/doc/cifs/examples/samba.schema I

723, OpenLDAP Z{#ifl L THEEE L7= LDAP +— DA ¥ —~< 7 7 A L ZERT 2B 51, &KIC
RYTEM, A7Vl N T REEREL TSN,

attributetype ( 1.3.6.1.4.1.7165.2.1.20 NAME 'sambaSID'
DESC 'Security ID'
EQUALITY caseIgnoreIA5Match
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26{64} SINGLE-VALUE )
objectclass ( 1.3.6.1.4.1.7165.2.2.7 NAME 'sambaUnixIdPool' SUP top AUXILIARY
DESC 'Pool for allocating UNIX uids/gids'
MUST ( uidNumber $ gidNumber ) )
objectclass ( 1.3.6.1.4.1.7165.2.2.8 NAME 'sambaldmapEntry' SUP top AUXILIARY
DESC 'Mapping from a SID to an ID'
MUST ( sambaSID )
MAY ( uidNumber $ gidNumber ) )
objectclass ( 1.3.6.1.4.1.7165.2.2.9 NAME 'sambaSidEntry' SUP top STRUCTURAL
DESC 'Structural Class for a SID'
MUST ( sambaSID ) )

AXx—<T 7 ANEEN, FRERELEHE, Z0oa—P—< o U I EFIRTADD A F—
<7 7 A NEFRZIAT T DI, LDAP — O EHKIC include T4 L7 F 4 7T EBIMLTLEE
A

Jetc/ldap/schema O FIZAF—~<7 7 A V&K LI2HAE D include 7 1 V7 7 ¢ 7 OFElRHI %2 K
ICRLET,

Iinclude /etc/ldap/schema/samba.schema I

index T4 LY T4 TDERE

OpenLDAP %/ L CHESL L= LDAP — N2 2 2 —F— 1D, ZL—71ID O8N £< 7
% &, LDAP #— _"OMBOMRENEL REBENRH DD T, index T4 LI T 4 TEHFEELT
LW, 2=V —<v 7 2FHT 2546, LDAP YV —OEHRCTindex T A V7T 4 T %
WOLHCHETDHZ L EMRLET,

Iindex uidNumber, gidNumber, objectClass, sambaSID eq I

index 7 4 L7 7 4 7 AR LG, LDAP VY —1"0OF —Z X—XDBIEDNE % FIZ 5K 5|
EEERT 2 M4ENRH Y £3, OpenLDAP 2342433 slapindex 2+ F&HEH L TEA
FEER LTS,

slapindex 2~ R&ZFEITTDHHAE, \Wol-A LDAP — %fZ1E L, slapindex a2~
RNZ&2FT L7zd & 12 LDAP — " Z i L T &0,

A—H—ID- 5I)IL—TID OFE1ZEEE

TR, a=Fewy B IHHIERO2—F —ID - 74— ID & FH TRET DO
FNEICH>WTEBALE T,

CIFSYSA7 v hDaA—H—&1E 57

T7AILT IR (CIFS/NFS) A—H—XH A F



451

4511
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58

Active Directory [Z&$%3 5L ZDFIE

a—P—< v 7R E LT [Use user mapping using Active Directory schema.] % 34R L T
WAEE, Active Directory O —F—EHE M5, LEO—Y—1ID « 7 /L—7 1D % FE%
BT OIMENRDHY ET,

T, FOFIMEICHOWTEHALET,
TN—TID &8T5
I N—7"1D % FEek+ 2 FIEERISR L ET,

1. RAA vz bu—5—d [Active Directory t—H¥—L a B a—&] HET, HHEDOS
=T [TaxT 4] WEEREET,

. [ONIX @] # 7 & @R L £,

I\V]

3. [NIS RAAL V] DTAE T A=a—nbESTHE0%RINLUET,
4. [GID (ZNV—7ID)] OTF XA MRy 7 ZONEEED I NV—FIDIZEER L £,
5. EH] "¥ &2 0 v 7 LET,

B41: FS—7F0 [FONRT4] BEO [UNIXEHE] 2 TORRH

cifsgroupd 1O 0T+

28 | AUri- | FimYBHL-7 | B0 UNK i |

O =FAD UNIX 534 P MOPOEAERINCT B, COUN-THPimTS

TR PG Al N 2

NE FoA AN |¢hild1 vl

I GID {(5)l.—7 IDMG): |1IJDIJE I

Kt
IEhD).. | HIFER) |

ok | et || emw |

d1—Y—ID &8T5
2—¥—ID & FERERT 2 FIHEZ KR LET,

1. KAAf v ary hue—7—0 [Active Directory = —H—¢ a > =—#%] HET, HFROL—
Y= [Fa T o] HEEREET,

2. [FiEd 27 0—7] 27T, 794~V —271—7n UNIX Bt GID 28>/ /L—7FT
HHZEMHERELTLIEEZ,
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3. [UNIX @it] # 7 %BIRLET,
4. [NIS FAAL V] ODTINE T A =a—EiENT 5L 0% RIRLET,
5. [UID] T %A bRy I AONEEEED 22—V —IDICEELET,

6. [FT7A~V JN—THIGID] OTNET L A=a—0b, 4T 57 74~ )= N—"7
AR L ET,

7. GER] REE 7Y v LET,
H4-2: 2—¥—0 [FAT4] BEO [FIBTZTL—T] 4 TOERRH

cifsuser01@OI7 0T+ K E
BAvNA2 | Wi | toval | VE-ME | UE-F FAOMT H—E2070771 )
BABFRET A7 | comM+ | UNKEBE®E | wHT
&8 | 3P | PAOVL | Zoor | EEE | PIBENTOSMEE PEIDOL-T

P35 — (M)
xS | Active Directory Fa{ s H—E2 7)L5—

cifsgroup0l child1 zample(2? domain local/lUsers
cifsgroup02 child 1 sampled? domam local/Users
Domain Users child1 sample02 domain local/Users

e | EExe |

| P57 BT cifseroupl]

i | e T S R

[0k ] #etn | ams |

bt}
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60

B4-3: 2—H—n [Ta/T4] BED [UNIXEE] 2 TORTH

cifsuser01OD7OM T4 K E3 |

B4y | Wi | toiay | VE-HUE | UE-F FAOT H-E207077 1L
28 | 1EP | PHOUh | Fo7 0 | BEE | FIBENTORHEE | PiRIEIN-T
@ARBRET20b? | COMe UNKEBIE | ot |

M3 = =ngd) UNDY D5 POEAGRIN-F AL, CO2-F-IPEED
NIS -H:FH E E"Eyﬁ%j #o

NIS [t AN fchild1 =]

UID(L) [To008]

D942 oKL | Abin/sh

A=t FrLAMI(HE [home/cifsuser(]

54 .
3;1.—?@&10@ fcitseroup01 =]

| oK | ¥ty || ame | 7|

LDAP H—/\[Z&FT 5 EEDFIE

a—YP—< v 7 HHE LT [CIFS Service Management] ~2—<° (Setting Type : User
mapping) @ [Use user mapping using LDAP.] Z#i®R L CEY, 7>, [Allocate manually]
PR L TWDEA, LDAP — N EEDO2—F—1ID » 7 v—7 1D % FEISET I LER H
DES,

ZZTIE, FOFIEIZOWTHBELET,

ol

*
LDAP #—/ N2 ID & F@EhBektz, ID oFID Y TH% [Allocate manually] 7256

[Allocate automatically] IZAE T 5L, BEFH VYU Lo Ta—F—~v v U/ ERNE
BITHBENNRDDHTD, BRELRNTIEI N,

HL—TID 2&83 3
I —7 1D % FBBEET 5 FIEZ KIOR LET,

1. LDAP H— " EiZ, {ROITN—TDEREROER TR LIZZ 7 AV EHABELET,

dn: sambaSID=<Active Directory® 7 /b —7FMDSID>, <t —H¥ —=< v ' 7 FILDAPDDN>
objectClass: sambaldmapEntry

objectClass: sambaSidEntry

gidNumber: <Z/L—7IZHEIY Y THUNIXEMLDGID>

sambaSID: <Active Directory®Z /L—7MDSID>
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(1)

dn: sambaSID=S-1-5-21-848980995-581375927-1041525310-53490,dc=test,dc=1local
objectClass: sambaldmapEntry

objectClass: sambaSidEntry

gidNumber: 200000

sambaSID: S-1-5-21-848980995-581375927-1041525310-53490

2. WDKK T ldapadd =~ FEEITLET,

ldapadd -f <ZNA—F1EREZL L1774 V4> -x -D "<LDAPEHFZF DILFEL>, <2—HF—< o
v 7 FILDAPDDN>" -w <LDAPEHHE D/XAT— K>

(1)

Ildapadd -f entries.ldif -x -D "cn=Manager,dc=test,dc=local" -w adminpass

A—H—ID #BHT D
a—H—1ID & %kd 5 FIEEZRITRLET,

1. LDAP =~ LiZ, #HRO2—Y—OfFHeROBATR L7 7 A VEAELET,

dn: sambaSID=<Active Directory@hih—ﬁa—O)SID>,<:1—“$h—<’VlfL/7WﬁLDAP0)DN>
objectClass: sambaldmapEntry

objectClass: sambaSidEntry

uidNumber: <z —H#—(ZFIV 4 CTLHUNIXEMEDUID>

sambaSID: <Active Directory®—H—MDSID>

(1)

dn: sambaSID=S-1-5-21-848980995-581375927-1041525310-53491,dc=test,dc=local
objectClass: sambaldmapEntry

objectClass: sambaSidEntry

uidNumber: 200001

sambaSID: S-1-5-21-848980995-581375927-1041525310-53491

. ROEATldapadd 2~ > REFETLET,

ldapadd -f <2 —W—{FREFL LT 7 A VA> -x -D "<LDAPEFHHOHEL>, <2 —HF—~v o
v 7 FILDAPDDN>" -w <LDAPEHIE D/ AT — >

(1)

Ildapadd -f entries.ldif -x -D "cn=Manager,dc=test,dc=local" -w adminpass

LDAP H—/\[Z&8% L1-ID ZHIfk T 5 L =DFIE

ZZTl, LDAP — gk L7ca—%—1ID - 7 v—7ID Z#HIBRT 5 FIEEZ R~ L ET,

1. LDAP #— 1T, kOEA T ldapdelete =~ > FEFETLET,

ldapdelete -x -D "<LDAPEHH DOILEL >, <2 —W—~< v ' 7 HLDAPODN>"
"sambaSID=<Active Directory® L —H#—DSID>, <2 —W—~< v ' 7 HLDAPDMMKHENI A >, <
2—W—< v 'V HLDAPODN>" -w <LDAPEHED/XAT — >

(1)

ldapdelete -x -D "cn=Manager,dc=test,dc=local" "sambaSID=S-1-5-21-848980995-
581375927-1041525310-53491, ou=idmap,dc=test,dc=local" -w adminpass
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2. File Services Manager @ [Access Protocol Configuration] %4 7 v 2 @ [CIFS Service
Maintenance] ~*—3"C [Clear User Map Cache File] "¥ > %7 VU v 7 LT, Fxvi=
77 ANEHIBRLET,

RFC2307 A *X—V *# AT 55580 1—F—F
B[ZD\T

ZIZTE, 2—Y—= v DR Active Directory A ¥ —~ 5T, 7> [CIFS Service
Management] ~<—° (Setting Type : User mapping) @ [User mapping setup] T [Name
service switch] {2 [Using LDAP as a network information service (RFC2307)] #fg& L CT=x—
P — % EET LA OVTHZHA L £,
HVFP Tix, CIFS 7 A4 72 "N CIFS FIZT 7 ¥ AT HBICHEHT D FAA V22— —0D
UNIX @D 56, 7794~V —=IN—707L—71D & L THAT % UNIX BiHEEE, ko 2
ONLERTHZ &N TEET,
s a—HP—NET D/ N—7 (UNIX JEHD primaryGroupID 28/RT 7 /L—7) O
gidNumber DfE
Active Directory D—HF—D 7 a T 4 HEwD [FiBTH7V—7]1 27 FHO [FI714~
U ZN—T] ICRREND T N—T (ROBITRTHI T cifs-group01) 25T 5 H DT
7T

4-4: [FBRT BT L—TF]1 2 TOERTH

cifsuserMl N0 T+ 7] %]
28 | = | FAOUE | Joomdn | EEO| @S
-3 #-EADF0774 | COMs |  UNKXMRIE | T
FEIBIN-T | vy | w0 | twvay | vE-b |
FiB= 54— M)
2 | Active Directory A4 H—E2 2214 |
cifz-groupll cifs local/Uszers

Damain Users cifs local/Uzers

iBhoD)... | BIERIE) |

o0 A= cife-aroupli
S ) H =T OEES) Macintosh 254 7 bal(t POSIH #IEORN Y
Dl TS :Erﬁ(./ﬂ‘m\ﬂ“ﬁ\ FoAF) ON=FEETEES

[ ok | #evi | EdR
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4.7

« 2—HP—HAFD gidNumber DfE
Active Directory D = —H—D 7 w7 ¢ @lEHO [UNIX @] 270 [FI7A4 <) IT—7F
£ IGID] 2R D 7 —7 (ROBICATHITIE unixgrp000) (235 T 5 6D TY,

4-5: [UNIX ®it] # TORTH

cifsuser01 070N« EE
PiBIBINL-T | Afvady | ®mm | fevay | UE-HEE |
2 | | PAvb | Foredn | BEO | wam |
B-3F)l H-E2070774)0 | COMs UNI<BBTE | us
C02 = -0 UNIK D54 P MO PHEAERINCEBEL. C02 - -IPime3
TS A A AN U -
MIS Fsdef Sl N [cils EI
UID( L) [10006

042 2L |/bin/sh

=4 FLIMI(H: mwmefcifsuserf]'l]

= {on
giif:ﬁfﬁmiﬂ: |unixerp000 <]

ITI Fyo 2N | TRRLA) Ml

HVFP %, CIFS 7 74 7 "R CIFS FIZT7 /B AT HBEDO I N—TL LT, T 74/ hTiX
BIE O 22— —NET 57 —T7 O gidNumber OfE] ZHEHLTEMEL T2, #BED 22—
PF—HH D gidNumber OfE] ML TEHIESE 5IC1E, use gidnumber 7/ v a VEFREL
T cifsoptset a2~ ¥ REFEITL, CIFS YV —EROBRELZELETHLERH Y £,

BHREAALUDS HVFP 2F|BLTUL\3IBE5D
TR

/ — RE 7213 Virtual Server RSB LTS RA A EEHEBREZFEATE RA AL ATHTR LT
ba—H%—3 HVFP @ CIFS 17 72 AT&£d, HVFP 2f|HT& 5 KA A v O#FEIC>
WL, [ R T 2T A R (IF302) ML TLKZEW, RAL VOMKEETE TS &,
CIFS &t~ 7 7 RZKFERHMN D Z 0BV 3, VAT LAEHEL, NAA VEFHEND
RAA L OBRELIZOWTHEEZZ T b L, BEHEINE RAAL UERICADE T CIFS —t
ZDOREREEEZLEE LT EEY, CIFS —E ADOMREBEDERIZHONWTIL, [2—P—H
A K] (IF305) #ZML T 7ZE0,
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CIFS 754 7> kO 1—H—5k

ZOETIE, CIFS 7 747 v FOa—Y—3iRCET 2 EEFHICOWTHHALE
ER

O 5.1 Local authentication
O 5.2 Active Directory authentication

O 53—V —~o b7 %2HEHL TWAEADRE
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5.1

5.2

66

Local authentication

Windows (2@ D FEFHIET T, #EME, 111 Windows (2@ 4252 L] #2BL TLZE
VY,
Active Directory authentication

Z ZTlE, Windows (Z33@ 75 Z & DA DEREFHIZOW T L EJ, Windows (2@
HFHIFWZDOWTIE, M11.1 Windows (2352 &) 2R LT &0,

e

a—H—< v B 7 &M L7 T Active Directory #85E% 3 2334 1%, File Services Manager,
NIS #r—NE T —Y =IO LDAP 9— 3T, FAA rary he—7—l&EINLTND
2P LR L2 —F—2HH L TBMERHY T, JA—T1ZO0TE, FAArav b
0= 7 —|IBERENTND TN —T AR B4 MEBRE L THHEHY £HA, 72721, B
DAMERET DL, ACLAZRELITHRET DHEIL, RASvrarybe—F—CHHEINT
Wb 7 N—T4Fr & File Services Manager, NIS ¥— & 72id=2— ¥ —383EH ® LDAP $— 3T
BERLTHDLIN—T R E RIS TD0ERDH LT, A UAHRTRET 22 &2 HRLET,

Wea—P—v oy U 7R HEHATIEAIE, RASvarba—F I8 FEINTNE2—Y—5F
LT N—T LR CAHRDO2—P—1 L O/ )L —TF % File Services Manager, NIS ¥— F7=1%
2 —WP—GRAEH D LDAP — N TEE L 2N TLZEW, FASfvaryie—F—¢FLa—
P—BILOIN—T 4%, 22—V -7 TEOVYTON2—F—ID LRI NL—T
ID L #7:% ID %f£H L T File Services Manager, NIS #—/3F 7z (32— ¥ —3ZFEH O LDAP
PR THEKLTZGA, CIFS 7 A4 7 b6 CIFSHEGIZT /AL &I, 2—Y—< v
U TEDYCoN2——1ID BI O/ A—7 1D Tid72 <, File Services Manager, NIS
P NE L F =Y =B LDAP =N EOa2—H— 1D £330 —7ID T7 4V F B L
W7 7 A NVDIMERRSND Z E3H V £3, File Services Manager, NIS $—/3F 7= (d2—H—3
FEA D LDAP — R~ EDa2—9—1D & L ZZ/NV—7ID T AV EBLOT 7 4 ADBMER S
D%, =% —1ID 72T 7 N—7ID RREIN@MAL BRI HEPe, 2—F—~y 7
A LDAP H—RDERET, 2—HF—ID £7E 7 V—7 1D OFID Y TR TE RN oT25GE
<7,

Z—W—< v L 7 EHH L2 T Active Directory 78k % 9 535513, File Services Manager
THERENTZHET 4 L7 b U ~DT 7 & AFITHEED Active Directory K A A > L SFEBHE N
HoTH, CIFS 7 Z4 7> b, /— KE72IE Virtual Server NS LTWD FA A 2% LT
nJA T HUERDY ET,

SRR IR © 4 D = — Y —4, File Services Manager @ GUI a2~ RTHRET L 2—V—4F
72X 7 V—T 412, Active Directory D7 v > b ZRET D551, Active Directory 7 h v
Y DT T 4T [Windows2000 £V fif] IZRRSNTWHEHETREL TLEIWN, i,
LTV Windows D=V g NI K-> TRHEBADN R Z ERH Y £77,

Active Directory iSff C2—H—~< v B 7 E2HEH LIZGAIZ, CIFS 7 747 b DIkET
ﬁ-{z}ﬂ# k—mun %E&Lﬁ_}:%i % 5-1 LT#W@%&E;@LT<7L§V\

Active Directory idall & T 58%A CIRD & XI21E, NAA Al /7 — KE721% Virtual Server D1F
WL, /— RE7213 Virtual Server | K A A UAEROFE RN A —EIT /2> T, FBIAEITKKT D
ZERBHVET, ZOHE, CIFS 7 74 7 ~id CIFS IR CERVIREEAZRIET 5729
(21, /— RE721% Virtual Server % Active Directory KA A NIEESIMIE T EEL,

RALay ba—F—CHEENEELE
RAA AR EEE LT
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J — RF 7213 Virtual Server OD#EKAZZAH Lz (/ — K ED OS OFHIA > A b — L E
FARED CIFS R EDE I L)

KAAvay b r—53—CTHVFPOa L ¥a—&T7 vy NeERE-ITEIR L

Flo, VAT AREHBRERSF L TODLROBIEL M LI2HE S, A7 A LU E£7213 Virtual
Server OSLU %#[H{E L7z &, /— FFE72i% Virtual Server % Active Directory K XA U \ZFHJE
BIMEHETLIZE N,

« HVFP T RKAA L ~DFSI
« HVFP OFR A 2T

VAT AREHRERIE LT2H &2 CIFS $—E ZADFRILELEH LI-HA1E, A7 A LU £7213
Virtual Server OS LU #[FI# L7-& L2 CIFS h—E ADFRFEALE LT, /— FE721F Virtual
Server % Active Directroy KA A VNZHESMEIEHLERH Y £3, CIFS —ERADORFEEE
ELZGEAE, VAT AREBBRERFELTIIES0,

CIFS 7 54 7 b5 CIFS 355 ~D 7 7 & A T Active Directory F2FFIZ Rl L7234 1%, CIFS
I IAT > FORIETF 7 FOERTRIEL TWABERARHY £4, CIFSZ 74T b~ v
WCHEr 7 A 3250, Windows ZHEEI L T 7230,

Active Directory iGE& %€ L7=%A, AL a3 be—T7—, HVFPEBIOCIFS 7 74 7~
FOBITREZA DTNV E S ICER L TLZaWn, AR 65 EFnsd e, CIFSZ 747 |k
NHVFPIZT 72 A4 2, FRALICKRRT 220130 £7,

2—W—= o V7 EHHTDHE, /— FE72E Virtual Server NEMLTWD KA A > LIEHHE
BIREFEATE RAL TR L TV b a—F—4, HVFP @ CIFS R ICT7 7 X T&EET, 72
721, /— KF721% Virtual Server 78 Active Directory KA A NZH&ML T\ 584, HVFP %
FIRHT 22— —3RIZRT RAAL D ELODICHTR LTV AMERH Y 9,

J — RE 7213 Virtual Server 23 ML TW5D KA A v ERFERICHD KA A

— FE721% Virtual Server WS L TWD KA A > LRI 13 1 O FHEBRE AT
RAA Y

Active Directory i87EHF, /— FF 721X Virtual Server NEMML TV D KA A VO2—F =B LN
FHEBRERATE FAAL VB L T 2—F—D L L2 BETIHAD, RAL U4, 22—
P—ABILONRAT—RFEZELHEELTLEIN,

HVFP @ 7 — R %7213 Virtual Server 235 /J1 L TV % Active Directory KA A &2 H 3 5 FRIZ,
Z® /) — KE721% Virtual Server D o —X 7 v hEZETRIO Active Directory K A A
UTCHIRTE RS TAyE—Y KAQM16168'W NDHAINAZEnHY £3, ZoHE, CIFS
7747 NI HVFPIZT 7 8 AT ABEORGICKRIKT D ENRHDDOT, AEIZ/o72/ — R
F 7213 Virtual Server D 2> B o —Z 7 I 7 R EZEEFID Active Directory KA A > THIER L
TLIEE,

Active Directory #8727 556, RAA v ar bua—F—0OA X2 k72 [Kerberos % v b
EERTAHOOEY X =00 FHEATLE] EWVWIHI Ave—UREEHRINDZERH Y E
3, ZHE, Kerberos OBF b7 /T Y X AZRET HERICEEHKSND H O T, HVFP OEHIC
EHEH D A, B, AvE—VBIUOAXU FIDIZONTHE, RASfyarbr—7—0
TP T A —ACE S TRRDZZENHY £1,

Active Directory :ZifhHs, HVFP D F x4 > ~ANDBINE 1 2 547> DK T 2 € ANTE
%< % 31:%, Active Directory DAY v— (2> E2—K—0OMMY £ Y v — ¥Windows DFEE
YLF2VT74DFREYR—AN KVy—¥LFxa2UT74 RYL—ODRE) D [y hv—7
F2Y 7 1: Kerberos THH T 2SO MK+ 2] ¢, [RC4. HMAC_MD5] ®F =
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v P EISHEOTLIFE L, £8, Windows DNN\— 3V &> TRIBELWR L2 E08H D
9,

CIFS h—bEANRKAAf vary ba—F—LOEETHEMT S SMB 7'r b a/LoN— 3 L3,
RALary b= —THR—-FENTNEZLEHERL TS, $R— SN T
B1E, HVFP O RAA U ~OBIMETNET FA4 T 2 bOIET 7B AR TE {25720
cifsoptset =~ > K@ client_ipc_max_protocol ¥ & U client_ipc_min_protocol 47+ = T,
CIFS " —E AR FAAf vary bo—T7—LDOBETHEMRT S SMB 7’12 Fa)LdR—2 g O
EEERLTLIEIN,

1|
=

6.4.2-00 XV ATDO T AT L3— 3 2T Active Directory #REZ 1 H L T\ 554, HVFP i
T2 N A== A ar bn—7 —[ZEATERLET, TOD, AL ar b
00— 7 — O ETCEABRZTF AL TORWEAIE T = — b —N"—%ICT 7 BEATE 720 &
T, ZOHAIE, AL ary b= —CEABREZTAITHLIICHRELTIEIN,

KxAAfvaybra—7—ETa—P—01—70 UNIX B2 28 L-841%, HVFP Lo
TANERT 7 A NVD ACL % T8I CfHTEZ 5 & & 12, File Services Manager @ [Access
Protocol Configuration] % 7 1 2 ® [CIFS Service Maintenance] ~—3"C [Clear User Map
Cache File] R% v %27 Vw7 LT, 2—F =<7 DX vy a7 A LEHIBRLTIIEE
(A%

7T ALEROBEY, 2= -~y BV IOREET / — RT-HIHETIEEN,

OU GHF%HAD) (<X, HVFP ®ar va—&7h v e, HVFP TIHRELZ KA A v a2—H—
DT 7B AMEERETHEICLTLIEE N,

WORM %}t 7 7 A VU AT LziEMT 284, Active Directory D HEL 2 EIZ L > TRAA Z
BT 52— —D UID BXOGID BAEbB L, ACL DEREIZL>TIZTWORM 7 7 A MIZT 7
T ATERLRVET, 72, FEORIETUID BLIUGID #4bE3 2 N TEERA, 2D
72, RID FROa2—Y—< v & 7 2HHT B, 7 7140 WORM L9 5 AiiZ Everyone
WCHFRIZRET DR E L TR LT ZSV, 7228, Active Directory A ¥ —~ HFOHEIL,
ActiveDirectory D% EIL L > TCUID BELOGID #6585 N TEXET, ik, LDAPIZ
Fra—P—< o S THLRETT,

Read Only Domain Controller (RODC) ZG8FEY— 3& L TERET D &, Kerberos 77 v h 3%
1T&ENT, CIFS 77 BEATERWZ ENRH 1,

HVFP ©»V 7L —Zth7p ORI T, 2 2L ED HVFP @/ — RR[FE— DR A R4 TEEL T
DAL, [F— D4 T Active Directory IZB M S 72N TL 72 &,

Ty AT UA—NIRET, HVFP &, (FH#BRIEE & Te Active Directory & O[] D1F 2 KT L
RNTL IR,

NTLM F8FEZ2H LT\ 5 & &%, Active Directory ¢ NTLM G4 W L 72T 7Z &0,
Active Directory @ LDAP B4 O EIL, HVFP O E & —FH I T E W0,

HVFP OZMSE KA A B OIS D56, HVFP 3RFE D OWRIZH D RA A =a s b
B—7—IBELTT 7 EATHIIIL, FALVEREICEKL T FROREL LTI,

RAA vz ha—7—0 [Active Directory ¥+ F & —E 2| THVFP O&FEHE Y O
(%92 Active Directory VA bk #{ERLT 5,

« HVFP R RAA v ay ha—J —IC#ERT 2EBR - ERIIT— 2R — OV 7 Xy M &
ROV A MHID M TS,

RIE L72WGE, HVFP BRiERHOWSIZHD RAAS var be = =7 7 8A LT T4 7T
VR DIGECRHEEL, T/ EAEFIIORNLIBEANHY T,
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a1—H¥—7
2—W—< o BT EEALZE XL, CIFS 7 7472 ML DOILEHET 7+ ARFITERGE
7256, WORIORTHEEZHR L T EEW,

\\Jt

SEFERALTULRIBESDOEEET

(R L

K51: CIFSUSATY rOLOHRET YV ARIZEBIAENEB LB DA E

# FEZEE ERRE PO
1 [Access Protocol Configuration] # A 7w | =2—#—1ID- 7L —71ID | =2—%—1ID - /L —7 1D
7'® [CIFS Service Maintenance] ~X— | Q&P T X CHEAINT | OFEFHEZILEL T X
@ [Range of UIDs] 3 XU [Range of W2, W,
GIDs] "1"4%6 2—H#—1ID+ Z—7ID | #2 OEHZ R L T 72
OFPHICEEH S THRY | &0,
WD,
2 [Access Protocol Configuration] # A 7w | —EANELBEH LT |#3 OHEB 2B L T2
7@ [List of Services] ~—JICFKREIND | VD, W,
CIFS #— & 2 OBk g 2 CIFS # —EANELL B | F—EAZHEBH LT
LTz, S
3 CIFS ¥ — bt Ak 5% Ci% & L 7= LDAP LDAP H— 33 1E L < B#f#) | LDAP ORBERR IS U T
P4 LTWBMh, $HLZE LT ZEWN,
FAENKRK LI —Y—Z | =2—H—1ID - 7L —7 1D
2—HF—ID - ZNV—71ID | &4 LTSN
BEGESH TR, T
4 CIFS 1 7 % &R ™3 (lvar/floglcifs/ BEERRA M ST | i Ehd e Z12it-> TH
log.winbindd) [AV/EN A R LE LT E N,
5 | umapidget =~y R3{T ™ WEENKY LIz 2—F— | 2—F—1ID - 7 —F 1D
2—HF—1ID - 7 —71ID | O@AZIEEL T 2 &
DHIPASTH 2, AN
FRREN K L —Y—0 | #2 DA Z B L TL 72
a2—#—ID+ /L —71ID | X\,
NEIFEANTH D,
6 FRREDN I U 72— — D Active Directory | @AEA KM L7z —H—(T | UNIX BPED 2 —H—
o B 8 UNIX JE 10— — ID - 71 —7 1D & %6k L
ID - 72— ID BBERES | TSN,
LTV,
* *1

a—PF—<v oI FT5a—F—1ID - L —71ID OFIY Y4 TR AR L E T,

I *2

a—HPF—<o S Lia—%—1ID Z—7ID O], F|0 Y TITERKEL THRWhE
A LET, CIFS ¥— b X OB A MG 5 FiEIZ DWW T,

(IF305) &ML T EEW,

E*3

CIFS m 7 7elon /7 v A NEBRT HHFIEICHOVTI,

ZHLTLZEN,

1k *4

[ RH A )

(22— —XF 1~ (IF305) %

a—HP—< vt 7 )L LT [Use user mapping using LDAP.] #ER L TV D471

‘(\\ﬁ—O

CIFS 7747/“0}1_# ulL-r-l
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E*5

a—YP—< v 75 e LT [Use user mapping using RIDs.] Z@&R L TWAHEAZIT T
7

* *6

ID %9 4 THHE LT [Allocate automatically] ZiEIR L CTWDEEZIFTT,
H*7

ID %Y 4 THHXE LT [Allocate manually] Zi#EIR L TWDHAIT T,
I *8

2—HW—< v 7L LT [Use user mapping using Active Directory schema.] % B4R
LTV BRI TT,

LDAP F RO —H —< v &' Z i i, LDAP Y — S~O#mN TE 2WVWEA1E, CIFS —t
ANDT JEARMT HBTNRHY T, ZOYA, LDAP Y — A~ T2 < D EEH
ZEVERE, 25% * £7-13 cifscachect]l =~ > K T unresolved_negative_cache ZA{HE L7-d &
{Z CIFS #—E 2~T7 7 & A L T<L 72 &V, unresolved_negative_cache Z IS 5 HiEIZ >\ T
%, Ta<xr FU 7700 R #2RLTIIEEN,

i

cifsoptset =~ > N C unresolved_negative_cache DA ZIIRMI 2L F L TV AHAIL, RES
N T3 unresolved_negative_cache ORI ARGE L=dH L1220 £97,
unresolved_negative_cache DAL, cifsoptlist =~ N CHEGRTE £,

RAfvarybr—=9—=LDFxy MU =27 ZBENREEL TSR T SNMP %7213 E-mail i
MzHMA LT CIFS Yr— v A B4 S ERN Gt Lo, SO REZ ML Tnb 54
BIXENRLEDO AL var he—7—hb0a—%— « ZL—FHFERIIBGTE EEAL, Ok
W, TOMIZCIFS 7 74T v "inbOa—W—EER KRB L ET, ZO%HE, RALf a2 b
n— T =~ R CE R WEFEL Y RE, SNMP 723 Email #ZFHLTCRAS a2 b
0—7— L OERNEIE LI L 2R LIZb L, 5otk * 71X cifscachectl 2~ KT
unresolved_negative_cache Zf{FE L 7= L IZ CIFS Hh—EA~T 7 A LT E &,
unresolved_negative_cache ZTHIET 5 HFIEIZHOWTIE, T~ FU 77 L0 x] 28BLTL
72 &V,

?‘jz*

cifsoptset =~ > K C unresolved_negative_cache D F MM & KA A v ar tr—F—~0D
MWEDLEBRICET 5% v v 2 OFFBIMEZZEE L TWAEATE, &EINLTW A2
ML, BEOFORMBRE LS &2 T, b OFMHIMIL, cifsoptlist 2+
NCHERTEET,

CIFS 7 74 7 ¥ Nin b RN - KERERi 2T 28, HVFP IZ#)> T 5 A CIFS 7 54 7
¥ b DCH— NI EOMERE SOy MU —VBREICL 5 TiX, CIFS 7 74 7> FH HVFP ~
DEERUCRT 2HEBH Y £, ZOHAIITROFNCET 5 K 5 7 BERER 2 320 L T 272 <
TLEEHRLET,
* HVFP ~O CIFS 77 £ 2 &4 BRI, FAMNCHHEL TS0,
CIFS /7 FA T v "REAI 7% FTH LANRSHERNCHER TS 2L T, DC¥—Lxy b
U— 7 QAR ESHTE T, FRTOERICIE, Windows API @ WNetAddConnection?2 ()
BIER, net A<= RAREEFEM LTS (net v FTHERERZ L2854, CIFS
T ERET A, HE, RIRRETLIHENHY ET), £z, HVFPHIOZ 1 L7
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T &> THERA G SN2 D& <7290icix, HVFP MO Z A 57 v MEZ 0 (01, # A1

AT RN LERLET) IHELTLLIEIN, ¥4 577 M, File Services Manager

@ [Access Protocol Configuration] %4 7 v 2 ® [CIFS Service Management] ~<—3
(Setting Type : Performance) (Z# % [Client time-out] TEETE E7,

+ HVFP ~O#ICRIR LG, CIFS 7 747 MUTHERE R L T EE, HET 2
IZiE, DCH— Ry bV —7 OAMEZ ST 572012, 30 B~ 60 WREDOHEEL HIT 5

AR LET,

HBEFTICHVFP 2072 RAA VERETO DCH—_"Rxy T —27 2 ERNIEFRIRETHN
I, 1M A C& 8550, NTLM 8RR H L7254 121349 100 T, Kerberos F3HE
A LA 10 ~ 12 £ 7220 £ (Kerberos FRAFDHE, V7 I A LRI E D=9

(ZERRFALERIC RE 23 8 0 £ 97

CHDA

CIFSY54 7> bDa—H—52%
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ZOETH, Windows R A A VEREICHER S e —F —RIREZBATT DEROER
FHEE, NI T vTa—=74 U7 4 &ML THVFP biZa—9—GHEZBITT
L FIRICOWTHALET,

O 6.1 FFEBITT DRI

O 62y 77y 7a—F 4 UF 412X H8T
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74

BRZB1TI SHII

HVFP Lo CIFS 35 C#RMT 27 7 2 XHlI# U X v (ACL) 1¥, 77 A4 /L 27 A (Classic
ACLA AT 7 7 AN AT LFE 21T Advanced ACL % A 77 7 A VT AT L) L > TEVRD
D %9, Classic ACL # A 77 7 A VI A7 A%, POSIX [C#EHL L 7= UNIX ACL % Windows
ACLIZ= vy B 7 L72bDIZ72 0 £9, UNIXACL 1%, #& & LTk Windows ACL & H{EL L C
WETHR, UNIX LD 7 7 A =2 v a ZESWELOTH L7290, MR TREERD
Hond 3, £oi=d, Windows ACL & F -7 < [Al UHREAEH CT& £ A, Advanced
ACL XA 77 7 AN AT A%, Windows ACL & [RERICFEMIZR T 7 B AR R ETE, LV
Windows (2T ACL TO T 7 AN T £9, ACLIZET A#BIc >\ Tik 8.3 ACL) %
ZHRLTEEN,

Windows ER5EH 5 OFBAT

T 7 ANV AT BZ A TDENI LD Windows BEE) 5 OBITICET 2O ER ZROFK
R LET,

F61: DPAINVRTLAL TOEINZ &S Windows BIEN S DBITOHBER

Classic ACL Advanced
# RE 547 ACL 54T L
1 | #ffz—H— File Services File Services — W —YPF—DIEL, B
Manager T% | Manager T¥ | {7567 # /L4 D ACL,
$kEN7= CIFS | $kSN7= CIFS | BATH&R 7 7 AV, 7%
gt gt WA DACLIZE T
T—2BAT, FTEEOE
B, ACL ORRE I
N ET,
2 | TRZEORAT | 2 —F— w] nJ SID 3 XU UID % fiiik
T& 5T ENHEHRTT,
*1
Jn—7 ) [ SID %5 & 08 GID % fiftdk
TX 5 Z EMNRHETT,
*1
BUILTIN/Well- FNGIE NG —
known SID 7 4 7
M
SID fRRATI T F7 | ARHA] Aaf SID 3 LU GID % figik
vk TE DI LBRIHRTT,
*1
3 | ACL o417 77 A NITEE g Al -
e TGy — T AT -
TN—7
DACL (F#i#& ACL) | —igA<wal 45 | 7] SID, UID %X GID
(POSIX ACL R TE B 2 LR
vy BV ) <, !
SACL (%% ACL) | <7y *6 b N —

Windows K A A VIREB®D 1 ——&RBITFIE
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# EA Classic ACL Advanced e
247 ACL 24 F
4 | 7 A NVEHO | AR EREN | AT Al —
BAT T —Hh A 7R T *6 0 Windows /S v 7 7 v 7
=74 VT 4T, B
ITIEORMEEBITTE D
A3, XCOPY a2~ KT
X _RTHOT7 7 A1
T = A T RYERT B
nEJ,
VAT KR D L -
LRt ] *6 Gl _
T4 L7 NUBEME | A Af -
Wb R 6 Ry 6 XCOPY = RDOBE
WEFERE BT 7 AV & T
Y, Windows /X v 7
Ty Ta—=74UT 4D
LA =t 7 A L0
M=o —LE
D
JEA ARap 6 R ap 6 JERE 7 7 A VIR AMiER
Ih, JFEEMOT —H 0
RS ET,
*7 T4 gk AH] AHf -
) —=NVT7 7 ANVE| A ] _
[
—W7 7 A V@ | ARA] A -
A=A T 7 AIVIE | 7] ARAf —
[
YIR—=ZRA Y Ng | RH] AAf -
[
FA VT v 7 ARG | RH A -
7 7 A VBN
S | XA AX T | T8 AARE A ] a v — (B17) LizHEF
DOBAT LV ET,
T R Af A -
VERR 7 By Ry NG -

(L) /T BATTE D KAl BITTERY — W5 L

HE*1
21X, Windows @ Active Directory #17> —/L (ADMT) 72 &% L T Active
Directory KA A L CT AU v FEBIT LSS, BITLO7 7 AV —THEHLTY
727 H vk (SID) 13 HVFP THIR CTX 72\, 1FhO 7 7 A ¥ —s30 5 HVFP
W77 ANRT A NTDT I AEBITTERNWIENDHY ET, 77 ANRT VY
DT 7 v AEEBITT DHEE, BITRIOT B0 v FOBEREBITEOT v MIEY
HTELTHLBITLTLSEIN,
723, HVFP TiE, @EhD7 7 A NP —"NoT =2 %A VR— T HBRIC, A VR—
NEDOT HU L O RE~Y Y B ST HRIEEREEL THET, 1IhDOT7 7 AL —n
Mo CIFS 7Va ha vz AL T —% %A v AR— b T AFIEICONTE, T2—%—X
A K (IF305) #ZMLTIEEN,
¥72, cifsoptset 2~ NTC, Windows NKAAL > DOE/N KA T AT bD
Authenticated Users B LW Network (%75 ACL & EZ AN LI-HE1S,
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Authenticated Users BL W Network Z#kTEET, ZDE X, IO T7 7 AL
P =N HTFT—H %A R — LT, Authenticated Users LU Network (2
95 ACLREFA v HR—FE&NFHA, EINOTHU b ERKRICBITTOT T b
D~y B IHREEFEH L TSV, Windows RAAL DENL R, T HT Y bD
Authenticated Users 8L W Network IZxFT 5 ACLREZANCTH00E 9 &%
ETDHHECONWTE, T~ R 77 L0 A 28 LTLIEEN,

7 *2
fEETE 5 ACL Y Y3 L ACL REVISION (0x2) T3, ACL REVISION DS (0x4)
DACL U EY 3 NIRETE 8 A,

T *3
fRET& 5 ACE ¥ A 7137 7 A3 ACE (0x0) &7 7 & 24EE ACE (0x1) T,
ZDIEND ACE ¥ A T IXHETETEHA,

T *4
Classic ACL # 1 77 7 A WV AT L THE, ACE 263 (ArE#H, /A —7%581) %ifh
ZTHA, BITTER20nWZ 223D £3, Advanced ACL %A 77 7 A VI AT LTI,
ACE 7% 700 i 2 -85, TTERNZENDHY ET,

1 *5
DACL |2, HVFP CT##CTxova—¥— /7 —7, F7-id Everyone, CREATOR
OWNER, CREATOR GROUP % &< BUILTIN/Well-known SID 7 7 7 > k& EN TN D
By, €0 ACE IS L TBATINET,

1 *6
HVFP CliikRV A — FTF, SACL (B ACL) MRV H— F72D T Windows FEHED
LRI L Z SIXTEEEALN, BEEMEICOWTULCIFS 77 A2u 7 TOREBLZ K
FLTLEE,

T *7
BATHRD 7 7 ANV AT LN, 77 A NMERARZERET 5 L ORESN TV DLETET
BITCTEXET, 77 A /MERBREZLE LR WVEREOSHS, 77 AVEFHARE, 7722
HRFEIZ7 7 A VBHAEE HIFEOF N LWHITA STV HEERAMERB R E 720 9,

Windows (2R i S CTWda~y RERIEIT TV r—rar a7 82— —&R
BATIZOWT, RORBIORLET, =2—VF—EROBUERBITAEEEEL, HVFP T3y 7
Ty T a—F 4 VT 4 BHESRLET,

£6-2: AR R/ 7FTUr—avic&kbar——ERBIT

ARV /T r—

# S O BATICET2EESHE
3z
1 T AT —F18D | ACLIERAEE LT EHA, ACLIERIZIZTZ 7 A VETAEH, 774~V —7
- N—TWNEFEN, BIROREEILZ 7 ANBITEF AT Lica—HF—L Ry F
To TDDT 7 ANEITHR, ACL ORRENPLIETT,
2 | xcopy File Services Manager T¥$k S 417- CIFS EHLIFE 3, XCOPY 2~ RKDOA T

vavEEELTETTL LT, AEBLCACLERELBITTEET,
HVFP CR#TE 2 2—F—"1 WA H CIZ2VEE, 77 A VBT T

EEA,
3 | Ny 7 vFa—7 4 | File Services Manager THEk I 7z CIFS BHEN, Ny /7 v S a—7 4
U7+ VT 4 %8 ET 528 TC, fiAEBLOCACLIEREBITCEET, Ny

(Windows fE=i#s) *2 TP LT 7 A NOERNB L E— MO S ET,

HE*1

HVFP CR#&C&x 2 =2—H¥—&i%, HVFP ECSID 2=2—H¥—4llv vy B/ T& 52—
PF—=DZ LTI, LEDBST, BMLTND RAA VRSN TN D 2—H— - J—T X
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HVFP CR#Cc& b 2—%— - FL—TF L7210, Everyone, CREATOR OWNER, CREATOR
GROUP %< Windows 7 74 7> MRHDZ—V— « J—7F (BN A v 2—F =1
) 1T HVFP TR CEhVa—HY— - F—T7 L0 E3, £/, ZMLTND KAA
Da—H—« TA—TFThoTh, BITRHIT TIZ RAL U D HIBRSN TV D551
HVFP CR#TE RV —Y— - J—7L ) £7,
A2 -
cifsopsset 22 KT, Windows NKAAL > DEN AT H T vD
Authenticated Users BIL O Network (Zxf L CACLEREEZ AN LI-HEIX
Authenticated Users 8L O Network Zi8ik C& £9, Windows RAA DL/ |
AT H T h® Authenticated Users B X Network (2% 5 ACL REZ AL
T BMEIDEFRETDHIECOVTUE, Ta~wr KU 77 L) (IF311) &MWL
TLEEN,

T *2
Windows (ZIHEHER E SN TNWD R0 I T v 7Y — LD & TY,
XCOPY A<V R, Nul 7 v 7a—F 4 VT 4 2HHLTT 7 A VERBITT DHAOFEEFE

o A—PF—HFIZHRE SN TVD ACL OBATIE, BIT7ED Windows v >, v K -
TV r— a2 FEITT D Windows ~ v, BITHE0O HVFP @/ — RE 7213 Virtual
Server 73[F—® Windows R A A &ML, 7> File Services Manager @ CIFS #-—
EARER C2— Y-~y BT EHEA L WA HEATZTTEET,

o Ny T v LT 7ANVD HVFP ~O1Ti%, File Services Manager THEx I {172
CIFS EHHE TIT O BN H Y £, CIFS FEA OBEIIECHOVWTL, T2—H =20
A4 R (IF305) ZZML T 7Z3V,

o CIFS #— b A EREFROTRIESE Active Directory 8FELIAA DA, b L < 1F Active
Directory f8iE CH 2 —H —< v BV 7 &2 FHH LAaWEgGS, = —VF—&RIZEEIILTWH
% ACL OBATIZ TE £ A, BITEFER LGS, Birshlca—F—&ROA—F —
(T root, 7 N—7Za—W—GFREBITEE L2 —F—NET L7 V=720 £,

o Windows ¥ > C®D ACL & HVFP TO 7 7 A Vg, ACL, ¥ A LAAX T DBITO
A ONWTIE, £ 6-1: 77 ANV AT AE AT OEWIZE D Windows BgiEN 5 D%
ITOMRRZERZZR L T EE N,

64 LLED ACE 2T 25 7 7 AV « 7NV FEBITT 556 DOEESFHE (Classic ACL % 1 )

TrAN s TANEDA—F—, TA—T2EFDT64 L LD ACE 27K+ 577 AL -

7 #NE OEA, Windows H— 305 HVFP ~4_T» ACE B’BITTERWEARH D £
T, ZOPAOEBERE LT, A—O ACLZREIN TN 2—F—RE—0D 7 L—7I
BTDIICHEEL, Y7 L—7IC LTACLEZRELTLEEY, Zhick»>TACE
A 63 LINICZ2 D L HIC LT &N,

701 LA ED ACE 2RFFT 57 7 AV « T4V E EBITT 25 E6OEESH (Advanced ACL % A

)
Ty AN s TANE D —F—, JA—T2EFDTT0L L ED ACE %K+ 577 AL -
7 3 ZDOEA, Windows — 375 HVFP ~, +_T?D ACE 2B{TTERWVWEARH Y
F9, ZOLAEOERERE LTI, ACLWIZFR—OT 7 2B AMEEHEINTWVEH—F —n
BEAAET 2548, Tb0a—F—%2 1207V —AIZBT5 L9512, BHEOa—%F—
DROVIZED I N—T"% ACLICRET H L 2I12L T, ACE 23 700 INIZe 2 L 51T L
TLTEEW,

BATHIC AT INEN D ACE I2DW T OEFESETE (Classic ACL # A )

Windows K X 4 VIBE®D 1 —5—&BBITFIE 7
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2= —BFOBITRC T 7 AV, 7+ NFZNEIUICRO ACE BRSNS E T,
o Ty ANBAT
UM T ANDE—F = TN —FPNACL & LTRESN, FRENET,
o T ANEAT
YT ITANVEBILOT 7 A VAT 5 ACL 28> 7 # VX D41 TCREATOR
OWNERJ, CREATOR GROUP| L9 ACL WBMEE S, FrRINET,

T ANFTAEEN HVFP TR TE 25 RAAL v a—P—TIIRWIHED 7 7 A4 VBITIZOWNWTO
RS

Ny 27y Ta—74 V74 ZMHA LSS, BITET7 7 AVOFRAEL ROELLMMNTR
v ET,

o CIFS &¥%& (root =—¥—)

o BATILD ACL L2 —HW —L =T NV —TDMAEDLENFEET 256, BITL0 ACLIC

EEND2—V—
XCOPY a~ v REFIH LG, TOT7 7 ANVOBITHRET —L72 0, BITERIIIET 7 A
BER S IVE T,

7 7 ANVFTEE U O ACL I HVFP T §58#i T 722\ SID 2o —%— - FL—TNRNEEND
BAEDT 7 A NBITIZOWNW T DEEHRIE

BATHHC HVFP TR CE 720 SID 2502 —H— « 7L —7 D ACE Bb 5 %8, 20
ACE %R\ 2 ACL ABATS N ET,

77 ANVETEE D CIFS HHE (root +—H—) LRIGHOEEFHE

CIFS EHH X, =—W—, N —TFE71ET 4 L7 b VIZkd 5 Quota X°F7 7 4 /L k Quota
WL DHIRIZH Y £ A, Quota EELAEAT 5 LA 1L, BIRBATRICT 7 A VTR H 272
Z—PZEF L Quota HE LT ZEW, §EflliX, T77 A7 27X (Quota) =—H—X
WA K] (IF307) 2#ZM LTIV,

6.2 NI Ty TA—F 4 )T 412K BT
Windows KA A VEEEOa2— —&JF %, HVFP FIcBITT5FRIEEZKITLET,

1. BTG 7 7 A VD7 7 A VEME, ACL EROTE
Windows R XA VEBEND HVFP ICBITT 2856, 7 7 A /VEMHE, ACLICHARZERBFIE
T 5720, BITHRIZT7 7 A VEN, ACLOBRELZTHALERSILANRHY T, £0O7
», CACLS 2¥ Y R ATTRIB v R ETRATRNIBATHR Y 7 A VD7 7 A Vg,
ACLE#RZIE L TRV TLEEN,

2. N T T T 7 A NVOIERL
NI T v Ta=T 4 VT A EZEMLTBATNR Y 7 ANDT =S &Ny I T v T L, Ny
ToTTrFANERRLES, Ny 7T v TBRIECONWTE, N7 v Ta—=7T40T 40
NLVTRRF 2 AL PESRLTIIZSN,
Ry T v TFNRET LIS, BITHEDO T4 VE, T7ALANIEL AN I T v T 77 A VIC
GENTVDZ EEHR LTSN,

3. File Services Manager ~® CIFS & HL#H D% fk
Ny 2T w7 L7 7400 HVFP ~OBATIX CIFS HEE CEfi L T 23V, CIFS &
FHUNDZ2—F—DG, 77 ANTAE THoTH 7 7 A NVBHENIEL S BITTERNEGE
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SV, VAT AEROFREERC—YT =X OWELESI R T AREERDH D £,
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7.3
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Anti-Virus Enabler Z &M L1-IRIETDH CIFS 7
D ADBEEIE

CIFSH:AD 7 7 A NEBRIELL D L L& &I, WHEBOT 7 ANBTA VAR R L TN,

UTNEA DAy VBT —NBE LN T5HE, BRILZBEERERL2DZE0nHD
F9, BlZIE, CIFSEHEAWITKEML L2 E L7 7 AN U A VAR L TWEEEIE, 77
ANERRNTE EEA,

Anti-Virus Enabler 2 L7285 T, CIFS 7 74 7> FOERRMIZ L > Tix, CIFS 7 74
Ty rDEA LT MIEDEYy vy a YR AEL, 77V r—var7u s T ARRERTT
HZENHYET, ZOHEENRFEALTEEICE, ROXA =Y CIFS 7 94 72 Ml
ShFET,

Au—Y

Anti-Virus EnablerBRBITOHCIFSY 747 ¥ FREARIL, KkOLEBY TY,
T —%FK5:6 NV RV TTT,

TI—FH 64 FREShEFy NU—7LIF3FIATEEEA,

TIT—FE 121 BTN FA LT RLELE,

Anti-Virus Enabler 3855 CO CIFS 7 74 7> FERMB ERR=T — Lo BIc7 747
MUTOZ A LT D MZLDEY v a s Uli&#HE Lz CIFS = 7 COREANRIL, KROLE
DERDGAERHYET,

Ivarflog/cifs/log.smbd T H 714

[2004/04/27 19:25:18, 0, pid=26428] lib/util_sock.c:write_socket_data (407)
write socket data: write failure. Error = Connection reset by peer

ZOBRNRET HEMBEFTERDO LB TT,
Rl—®CIFS 7 S AT ¥ "L EBBIZT 7 ANT 7 BA LSS

12O CIFS 7 AT Y IREEIZT 7 ANT 7 BALESA, &7 74 /4O openlclose TV
ANAT =y 7 DF=DITRERIEZTE L, %D CIFS 77 & ABRNEREFF -3 5D T,
CIFS 7 AT NTHEA LT U NMZLDEY Va3 UL £9,

CIFS 7 ATV FINBREBD T 7 ANET 7B A LIZES

REBEO T 7 ANET 78 A LIZEA, 774/ openlclose TUAINAF = v 7 DD
&2 L, CIFS 77 B ABRMREEMTT L e, CIFS 7 547 FTHA LT U
MZkdEy v a Ol £,

COHBNRETAEEDLEIZTRD LBV TT,
Rl—® CIFS 7 I AT ¥ "L EBBIZT 7 ANT 7B AT DS

CIFS 7947 v MUDEMRIZ L T, =3y MIT 7 RvATEHREY, ZET 782 %
MATUANARAF ¥ NHNDRFHRE 2B L T 7E &0,

CIFS 7/ 5A TV b O REBO T 7 ANET 7 A LTBE

TIEALET 7ANDIANAAF Y IREETETINET, ZOD, ZO77AL
WCHET 7824221085 T, TANARF Y LUELTCTZ 7 A NMTIT IV EATEET,

D CIFS 7547 v " ORIFICCIFS 77 B A LA TYH, AF v o — SO kge,
B, *y NU—JBREICL->T, CIFSZ AT N THEA LT T MIEDE®y Y a UKL R
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7.4

7.4.1

L2 ENDYET, ZOHAIE, AX¥ VA" BEEMNT L L TAR v VLB K DR
Mz cEET,

Ly F=A 7 attDO2A %Y V7 FalT 258 T, 7o CIFS +— 2 DHERE LT

[Host access restrictions] T/ — KE72(% Virtual Server IZ7 7/ EAFT57 74T AR R
fIR L T2 5EIE, AF Y o —SORA MELERY FU =27 FLRAIZOWTIRT 7B A%
FAITHEICL T IZEN,

T o= VA= N=PNRERTIANVAAX Y NIRRT D ER3HV ET, ZOEEE, HEZO
T7ANMIT 7 BATIUI AR v U FETEINET,

Moy R~Ag 7 atbOAFxx Y7 MM 5854, [Access Protocol Configuration] # A 7

a2 7@ [CIFS Service Maintenance] ~~—"® [Current number of CIFS login clients] (ZZ/~
SNHu A HDCIFS 7747 > My, BLOMIBEROBIEDE v v a UEITIE, BEL
TEAX ¥ U= NOBEBEENTNET,

R—LFSATERETHEE
HVFP C#4t9 2% CIFS 5N DT 1 L7 UL, CIFS 7 747 FDA—AL KT A 7IZHID Y
THIEMTEET,

EFEICE>TE, F—b FIATERETDELEIHR—LT 4 L7 MU BBEICERSNE
o R—LTFT 4 L7 MU PRBEERIER SN RWIESE, FEITIERT 52, HVFP B4t 2
—L7 4 L7 MY OBHEEREREREZFIAL T ZE, A=A RI7 A TOBREF ZRITRLE

R

Windows @O 7 1 /37 ¢ [l C— W — T LIZRET D

BN GOL—F =D T /T A HEN» DL, m—ALRKTA47 BEHENTA4T) BLOF—2A

TA4LI R) (F—LT74NHE) ORAEBRETEET, ZOHMEE, CIFS FHE & LT
EINTza—YP—F X CIFS BHE L L TREINIIN—TIIBT 22—V —NEMT 5
MERHDET, 2a—PF—~v o B 7 ZHALTWIRECEN L TLZE,

Windows 7" B/X7 4l CHR—L NIA TERELTSGE, m—27 4 L7 NUBRBEEIN
IR S ET,

Windows Mg d 2 2 —V —Ffgka~ 2 F T L TRET D

Ay FEHMH L TE = =2 88T DRI, A=A RIATBLOR—LT L7 R
DRAERECTEET, avr FEAHALTHR—L RIS TEREL TS, F—L71L7 b
VIZHBRICIER SN EE A,

R—LT 4 L7 M) DBEERBEE L E

HVFP Ti%, AT 4V MY 2ERT D L &R —L05 4 L7 b Y o HEESRBREE Aohicd
HZ LT, CIFS 7 747 "N CIFS G127 7 v A LIZBUICHEIMIC A — L7 4 L7 b U BME
ENET, CIFS 7 747 v O —VF —4 % CNCFITEW L2 3C300, BEfER S L
T4 V7 N DAFRERY T,

HEER SNAEHR—LFT 4 L7 b OREREZROBITRLET,
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7.4.2

90

71: BBEREShBEER—LT ALY M) OER

Jusers e HEEBET A LR

= CIFSS 54 F o kD EICfefiEhfai— LT 0 Lo B 1)

Advanced ACL # A 7D 7 7 A NV AT ATHEWER SNDT 4 V7 NV OT 7 AMEIE, #H
FTALZ FUDACLICIKELE T, BT 4 L7 U DO T 5 ACL A58, h—A5T 4
L7 FUEFIATSCIFS 7 547> M, Zhar ha—LD7 7820 (ZO7 44,
FTITANVETBILOT7ANMVCH ACL2H#H) O7 7 ARG 2 oNnET, BT L7 MUD»
LR 5 ACL b 256, BEMERESNDT « V7 FUIZITMEAT 5 ACL 2R 5 2 6h,
A=A T 4 L7 NIERBETSLCIFS 7947 bOT 7B AMERBEICHEBNCEZBND Z &%
HHEXEA,

Classic ACL ¥ A 7D 7 7 A VU AT ACTHEERENDT 4 L7 NV DOT 7B AMEX, kOLE
v <Y,

s RA—2T 4L FNUEFMATDCIFS 7 7472 b @ rux
R—=2bF 4 L7 N EFHATBHCIFS 7947 " RBT BT NV—T 1 ——x
s FOMOZ—H— : ——x

R—LT 4 LY M) OBEEMEREREZFIAT HATIC

F—LT 4 L7 M) OABERMRERFIAT 2708 5 0%, CIFS EH 2 ERT DBRICRET 24
TERHY T, VAT LEHEL, A—LT 4 L7 M) O BEBERMEREEZFIAT AT %
e L TIZEW,

« CIFS V54T "R F AT A7k (nobody) TZ 7 ANV AT LT 7 A LESRA,
F—LF 4 L7 FUIMER S ERE A,

R—ALT 4 L7 Y OEHBMERBIEZ AT D E, m—LRTA TEHEEL TR CIFS
IIGAT VMR T 7 ANV AT AT ZEALTSY, T4 L7 FNIDMERENET, RER
T4 L7 UL, CIFS BEEEDHIBRL T EE0,

F—LT 4 L7 M) OBBESBEREEAENCTHE, 22— X T AT R TT 7 ALV A
TALT7EALTHT 4 L7 MUBMERSNET, RERT L7 bV Ii% CIFS FHEHHI
B2, T2 NIBERShANEIICarvBa—XTh 7y hOT 7+ 2% ACL X
ETH L~V ACL THIRT 522 Oz RET L T 7Z &0,

F—=bFT 4 L7 ) OEHBERICEAKLTY, CIFS 7 74 7 MaimmEnEsti, a~<
YRRy R ERBBL TR —ARTATRELLEESN TS Z L EHRT D LD,
CIFS 7 A4 7 v MM L T E&E W,

« CIFS 7 747 v hOa2—Y—4IZ, WRITTFTXFLUANOLFRNER STV 2541, FH)
TT 4 L7 FUEERLTSIZEN,
o HEHF
o TAF L PF
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o JREATE (1), FHELE (B), FARE (), N—kr b (8), T FUR (8), TR
Zbw74 (1), HOIFEM (O, BLYVIEIL O0), ~ 7> (), VAR (L),
TR arTLy IR (N, TUE—=F4 (), T/ 77—=7 (), B
BARIL (1), P EEIL (1), EFvyva (v) BIOAR—2

2P IR A VHTEEL T DOEHEIE, 7427 N OBEERAEKLET, BE)
ERESNDT 4 L7 PUABEBELRNE S, FAL L ZEICCIFS 525 TENTZ Z
EEMHRLET,

« CIFS7 747 v hOa—¥ =4 LT, HVFP v AT 2O FKFEL 72> T\ D 2 —H—4(Z
MAT, WARTHOHMHALARNTLEIS Y, 2—F—FDTFHFEICHO>NTL, T2—H—
AHA R (IF305) ZZMML TS ZEwy,

° .arc

o .backupdates

o .history

o .lost+found

° .snaps

° .system gi

° .system reorganize
° .temp backupdates
o lost+found

°© schedule syslu backup.tgz

« UNCHERXDARAL (NP —="Z\NHHEL N « ) THR—LT LI NIZT 7 EATS
e, A EEKTEERA,

7.4.3 R—LFS4TDERZRKT S

R NI4T OEMAEIET 5121, HVFP TRERKREL Lich L, CIFS 7 547 o MR
THR—LRIA T HBELET, HVFP TRERFRETFIAO —F] & HELHEZ KITR L £,

1. CIFS BEHEZRELET,
[Access Protocol Configuration] % 7 v 2 ® [CIFS Service Management] ~X—3
(Setting Type : Administration) T, Windows O 7 2 X7 4 WEHZFH L THR—L K747
ERETL2—V—FFZ20a—V—0RET L7V —7% CIFS BEFICHEL T EX
Y,
2. T ANV AT LEHE - v P LET,
[T7 ANV AT IHER] XA 70l T, 77 ANVVATLERME - v~ 7 FLTLESN,
3. CIFS L& ER L £ 7,
[FHEM] XA 7 THREREHEZREL, S—AT7 4 L7 NIOHT L7 MY LD
CIFS 2R LT Z&W, 228, ENDCIFS 7 74T v bhbA—AT 4 L7 b~
DORERT 7 AZB T, ROBERET D2 E2HERLET,
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7.5

92

#&7-5: [HF:EM] 4705 THRET SHHRE
a7 1HE HER{E
[(R—=v v 7] ==V CIFS 7u b a L zEif45 & 5 [CIFS(Windows(R) 7 7 A
Ty NA] BEELET,
(FT 4127 b (T4 V7 FUARIT 4L 7 MU MERETE]
DFTHEE] R—=LT 4 VI NVOET L7 M) ERDIEET 4 L
7 MU BERRT B2 DIBELET,
72, (ERTBHAT 4L N O —Y— LA
TN—T%ROEBVIEELET,
g~ —V%— : root
Aifg 7 /v—>": root
[7 7 & 2Hil4E] | (B rEEIHA] CIFS 7 94 7 FEREET CIFS 54 2 —EIZFE R LAWK
INCT D7 DICTF = VR I ADTF =y 7 &L ET,
[ACL &gk —H— | B+ 5 CIFS 4D ACL Z%kD L BV FEL£7,
| 7 n—7] [2—W =% T N—T4]
(Advanced ACL # Windows KA A DY)V hA T 1D h® Everyone
ATDT 7 AT A EIN—TLE LU THRELET,
F LADBE) (HErR]
[Fhar ba—bER] TF 7 v RHAEEELE T,
T 427 bY | {EkT S CIFSFDT 7/ ¥ AMEEKRD LB VIRELET,
DT 7 & AHEIR] FrAE : RW (FEAED B X OEE AR EFA])
(Classic ACL ¥ 1 7| y i —— 1 ro (ALY 7243 275 )
DT 7 ANYAT A | Zof - RO (FEARELY 721F &3 ])
DA
[7 RARVAR] | [FA—AFT 427 b | F—LT 417 N OHMERIEEEZADICT S0
VHBIERZANC | Fzv I/ Ry 7 2A%eF =y LET,
T 5]

(77 ANV AT DR L LGER] ¥ A 7 v 7T CIFS A 4T 2561

», [INBDACLE, ZOT74NE, YT I N EZEIRT 7 A 012 %ﬁ?é]@

ZDIE

F2v IRy T ADF = TP TND I L EHER LTI,

4. MEZIGLTT, T 740 5 ACL &%

ELET,

Classic ACL # A 7D 7 7 A NV AT ATHEBIMIER S NI2A—LT 4 L7 NI OT 7 & A
WMEXZEFTAEE1IT, dirsetacl I~ RTTF 74V M ACLZHETEL TLZE Y,

Windows O8I 1—5—7 07 71 JL#EEF
Y 3580 FEEIAE

Windows OB Ej=—HF—7 07 7 A AEZFIH LT, CIFSZ 947 hOa2—H—Tna 7y

A NRAESEE LT HVFP @ CIFS (245 ET 256

DIEBFEHETRLET .,

A—P—HIRI = b (%) 2ROV —3BE - —T 0Ty UEREE R TE

EJcVR

© BB —F—7 R 7 7 A Vi

ERHETAE, 2=V —Tn 77y A DT —4% %, Windows

~Ou 74 R HVFP O CIFS t b 24— RENTCIFS 7 74 7> MM &
, =P =TT 7 A NOT =X EENKEWEEIZIE, Windows ~D 1

NEd, 20D
FFR 230 £, ZDO%EATE, Windows D7 VX ) XA L7 MEREZ i H
L, 2= —=7 a7 7 A NLO—EHDOT7 + 1% (Hlz

Vv K e

X, 2L OT=FRRESLBEZLEH D

HEETALIMIADCIFS7THER
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[R¥a A b THNERE) 1, 2=V =T a7 7 A NEFRRTO 7 NV F R 82 &
A VL7 FENDEIITHERTELTLIEE N,
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CIFSXERDT77A4IL - T ILEF

DOFETE, CIFSHEDOT 4 L7 hUNIZER TS 7 7 AV« 7 VAT 51E
FIHICOWTHBALET,

i

i

8177 AN T 4L 7 UL

8277 AN T ALV MY OFAERBLOAI L—T

8.3 ACL

8.4 7 7 A )VEME

85 XA LAK LT

8.6 T 4 AV KEIFT

8.7 WORM 7 7 A )b

Q 0 g o o a o a

8.8 ABE |2 X A7 7 & AHlffH
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8.1

8.1.1

8.1.2
8.1.2.1

96

2741 T4 L9 FJAFR

TrANABEIOT 4 L7 M) AOEFBFEHIZOWTHB LET,

HR— FXF

HVFP Ti%, &£EBEYR— 0= UTF-8 Ty a—RLET77ANALBIOT L7 N 4%
EHLTCWET, CIFSEHF LOT7 7 A NABLOT 4 L7 NV ZDORKEIFIROEDO L H 122D
ij—o

K81: J7AMIULELUVTa LY NJBADEKRE

E2HOBAE"
R
Windows * HVFP
77 AV 255 L7
P AYWE 244 LT
T ANIRAL 259 LT
F 4 L7 MR 247 LT

Ak
CIFS 7 947 "o/ A7 0= %A L TT7 /v AT 5L EDRRETT, HHT5
TV = a ik oTE, REVPERDZZENHVET,

o WILFNAL LTI LFE L THELET,

o YA — b RTLFTT2 T E LTHEELET,

o Variation Selector (FEAFIRINF) LIFEN D a— REAMAM L7053 3 305 & LT
BLEY, 72721, HVFP O GUI®a~> FTIE2 X7 LTHE L ET,

F 72, Volume Shadow Copy Service #fiH L TS AT v 7 v ay MIT 7 AT LHHEE, 4
PROBKRFE LV 25 XFHLS RV ET, oS, 7747 MinbT 7 ®ATE L7 7 A VA4,
T4V FPVABLIORRAORKRER, 7747V MLEoTRREDZZENRHY 7,

FEROBRKEFBITF-AHEEELTC I 7ML - F 4 L7 M) OERRCAHOEE L LT-1EE,
OEENRT T — L2 2 RHVFET, HRARICEWAHHRO 7 7 A VABXOT 4 L7 MU 4IHE
HALARWTLEEN,

TI7ANEEBINT 4 L7 FILLE LT, RIGRTIERLAZLIIMEA LN TL ZEWN,
TrANLBLIORT L7 FUALAKRBOZANR—R
Tr7ANEBIOT L7 NUAKREOE Y A K ()

TFANGHBEIOT 4 V7 NVAZOSIAE (), TATY A7 (%), ##k (0, arnr (),
ORI (<), #DY LRIl (), B (), HiLs () BLOHER (1)

77ANVREEUVTA LY M) BORKRIZEAT HFTEEE

CFSYSAF7Y 7o RRTBHHES

HVFP CTHERTAHBICE > T, BEINICAARMMEENLTD, STOT 7 ANRT 4 L7 b
VORZELIVRELRDZEDRHVET, 0L, "AENLREBALLE, CIFS 7547
VEDLTFANRT 4 LI MVIT IV RATERLL RV ET, 77ANRT 4 L7 R DR
EiX, SAMERIFIPT FLA, BLXOCIFS A4 2 GT0Eh, RIORTHEEFELZEZBL
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8.1.2.2

TEREBZ2VESIIZLTLESY, Z7ANNRNZRELEBIOT 4 L7 FUARXZLDOREKREIZOND
T, 1811 HAR—F3F) Z22RLTIEEIN,

EAFT YT vay VEFERTIEHE

C ERAT YT Vay NeET ANV AT AOIFENITRT 55, ATy T ay b
SAZEM T\ .snaps\all\YYYY MM DD hhmm] 43® 27 XFE<L 20 9,

C ENAF YTV ay MCT 7 A NEREIERT 258, ES ATy Ty a v ko CIFS 44
DIFHA, 77 A VY AT KO CIFS A4 DLFHE D KXV &, ZOESTET 5 A
FoTay hONRZAENEL Y £1,

Backup Restore Z i3 254 :

« Backup Restore DR Y =— AL Fr— g V#EEKEEZFRT 254, a—LoFR Ak
ZFEITIP 7 FL A, BIOCIFS H4 O TFEROGHNR I E—OmE Y Kx\We, #
DEFTEFRAENEL RV 7,

File Remote Replicator &4 2854

+ File Remote Replicator ZEHT 2512, 7I7A4~ U —H A bt h o XV —% A F&4)Y
B HHEMAT, YIOBEXAIOEL L Z Y —IZHYT 591 FOT 7 A VT AT AT CIFS Lf
RS AR, UIVEBXRIOEI L ZY = A FOFRANELIZIP T FLR, BX
W CIFS £/ 4 DO XLFTHOEHPY BZHMOT T4~V —P A FOELY K&V, ZTDE
FETOOEBEZEDOTTA <Y — A FTORZENREL R £7,

+ File Remote Replicator THHT AT AT v 7 a v NEABLTHDHEE, B2 —H A
N CORFEN AT T a Yy hO/SAKEE T\ .snaps\all\YYYY MM DD hhmm] CT7 7
v RAFBHE 2T UFEL RV ET, £/, N\ .snaps\latest] TT 7 kAT 5L 14 LFE
KHVET, ZOWRE, B F Y —H A FOFRAMELIZIP 7 FL X, BEIOCIFS &4
BDOXFEOEGHN T T4~V —H A FOELVRENE, ZOEFLEDOTRIESAT Y
Zvay hORARITEL Y £,

1EDDT 7 AN — RN T —H oA R— N BEE
ENDT 7 AN =R DT—Z oA VBR— NTD5E, BITEOKRA N ERIZIP 7 R

VA, BLOCIFS B4 DOXTFEOEFDPBITIEOME D REWE, TOESET/NAEN
R0 £,

NDMP a2 256 ¢

- NDMP #meZ i L TV DHE, TONRAL LD LFERORENVARLOT o L7 MU &5
ELTIVARNTTDE, ZOEDSETSAEREL LY ET,

HELTWSRENS CIFS US4 7 U FELTT7VERT HBA

CIFS 7 FA TV BT 7 8ATEHT 7 ANRT 4 LI NUDAZENRELS 25 L, #EL T
DHRENEFICEMEL 2L RDBENRDHV ET, 77 AT 4 L7 MY DORREIE, FA M
F7EIP 7 FL A, BIOCIFS #£H4 2 &30, WIORTHEESEELZEEL CLREZB2 2
WESIZLTLIEEY, Z7 AN RLBLOT 4 L7 MU RXZRLOFEKEIZOWTE, 18.1.1 4
A= XF] 2R TIEIN,

MLy RvAg 7 atbOAF v o —NEERTLHE, AF vy b —NERAX Y U550 7 7
ANMIZCIFS 7 F9A 7 e LTKROIEXTT 7 A LET,
N\ <HEAREEZIZIPT RLVASN\C\ < T 7 A NI ATLEL>\<T 7 A )LINA>

CIFSEXARAD I 7ML+ THILE 97
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8.1.3

8.14

8.2

8.3

98

8.3 XD MS-DOS 77 1 /L4

HVFP Tlix, —#o7 7V r—a R ETERREIND 8.3 KD MS-DOS 7 7 A VA D,
Windows & i/ﬁ:iﬁéﬁﬁ” KoThERmENET, HVFP TOEWT 7 A V£ IZxT 5 8.3 o
LBIEHERTH-0I0E, a~r F7a 7 TCROavy REETLTLEE N,

dir /x SBROT 7 ANFEILIT VA4

TANEZRT 7 ANBIIZNVT AL NOXFEEOSE, 8.3 FBRDOAFIN, FEEOARILDE
SBRDHDZERDHVET, 2O, EBEOTHNVELRLT 4 V7 NUATIINNAORKEIZELT
W< Th, 83BADARITHNADHERIZET LI EnHY 7, 83 EROAFIEZHEHRT LT
TV = a ryEERT25E, BEEOARIIZT TR, 83WRDARI THL/NNADRKEE X 72
WEIZLTL SN,

CIFS £#F&DFRICEHT HIEER

CIFS AN TR CKRIFOLHFZ, CIFS 7/ A7 M TRRTLHE, 7747 MZEoT
1T CIFS APV INLFTERSIND 2 ENDH Y £,

CIFS 54 IEHTE 53T, T2—F—XH 4 F) (IF305) @ CIFS &8 0EkE L OFRE
OIEL/OEB ZRHER LT &,

— -_— — »
TJ74IL - T4 LY PIDFRBEES LUREY
=77

HVFP Ti¥, Everyone, CREATOR GROUP 33 & UF CREATOR OWNER LIFh® Windows E/L kA 7
I—P— TN—TRRBEINERFA*, CIFSHEANOTZ 7 AN+ T 4 L7 NIOFAEEBLV
B NA—7121%, Inb0a2—P—« JA—TZHEELRZNTLEIN, Z0I1Eh, =—%—4%
NHEFE S (@) THEDI2—H—, BLUORAAL VANREMEES (@) TIHED KAAL VIZHTE
THZ—F—LEETEETA,

?EE*

cifsoptset 2= R T, Windows RAA DL/ ~A T H 7 F® Authenticated
Users B LW Network (Zx LT ACLREZ A L7-HEIEL, Authenticated Users
BL U Network Zi8i#k CXx £, Windows FAAS > DEN M T HDU Y O
Authenticated Users 8L W Network IZxIT 5 ACLREZANITE0E I DERET
DHECONWTE, Taxr R 77 Lo A] (IF311) 2L T ES0y,

ACL

EEOZ—Y =/ N —7 12t LTRIAOF R (F703HER) 2ERLIZbOE T 7 & A~z
kU — (ACE : Access Control Entry) & W\, THE2ED-bOEMET 7 AHMY A k
(DACL : Discretionary Access Control List) & W\ E4, Windows ® NTFS THHR— K& T
W57 7 A Y A b (ACL : Access Control List) &1&, DACL, U Y —A~OKNE 21Tk
ML7=T 78 AT T 2V AT A7 72 A Y 2 b (SACL : System Access Control
List) B L OFTAEICHET 2 ACE 2 L2 b DL £, 7d, DACLIZACL LXHE S
LZENHYET,
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HVFP C#24t9 % ACL HAEIZ1E, POSIX ACL IZ#E#L L 7= ACL %# & ETX % Classic ACL # 1
7 &, Windows @ NTFS ACL IZ¥#E#iL L 7= ACL #3%E T& 5 Advanced ACL % A 7@ 2 fE¥HN
HYEF, 7277L, Advanced ACL %A 7 T%, Windows ® NTFS ACL & ORI —IF/E L

£7

ZOHITIE, CIFSZ 747> FHdD ACL O
DAk, LT, ACLZHHT 2858 0FEFHIZOWT

FES 1, Windows TD ACL D4 L HVFP ©

ML ET,

7%, HVFP T, RIRT2—HF— - Z0—71Zx9 2% ACL 2R ETEEH A,

2P KBRS () ThiE D2 —Y—

RAA A Bl 5 (@) THED FAAL VBT 52— —
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a7 n—> T74/VNACL & HHZ 7 A NDT 7
TAMER] | BT oL N7 7R
HEFR] FEEMH & OFmERfE
Everyone T74NNACL & BT 7 ANVDT o
TAMER] | IHT L2 NV OT 7R
HEPR] FREME & DR ELRE
BIML7= ACE TEEL 720
BiEE: iEE CHMLZ 7 A VDT 7 =2 AKEBR] | DA
A7 —7 F4 L7 MY DT 7 AER] FREE
Hveryone il 7 — BT 7 A AT 7 AHEWR] | 57
BINLTE ACE FALI R DT AR
Everyone CBHL7 7 A VDT 7 & AHEMR] | D
FA4 VLI MY OT 7 AMER] FREE
BANL7= ACE 7 4 ACL

BEET 7 AV« THIVE~DT 7 & AMHER DA

T7AN s TANEDEX2 YT ¢ OFMBRERTEICIE, (20477 FOBH 6O

FRERT VB AR A EDD] Fxv IRy I ARG ET ROK), ZOF v IRy T

x%%:/7bfm iy, BT 4 L7 N OHROBRENEL INTZGE, %4 T574+0
TIAFIET D7 ANEBIOT 7 A VTEDEREMWE L, 77 EAERNBEINICATE IR

i¢o774witu7jw7®%@%@%_&ﬁ¢éﬁA L, ZOFzv IRy I 2D

Fxy I ENTHERHY 7,

H8-4: 7O EAHADHEF v IRV IR

A1 DTRA R SRERT |

e
PHOABSL HORMTATIEAER TN TANEFL T, R S L TR,

i e & o
Lk LAT L] B
LT o T B
i - & e
[ LuT i i
T T R
L TR T TS AR I
FECINE T LR o o i R P A AT e

n radn

BEAE 7 7 A« T A IVE DT 7 & ZHERONKAA

THANERLT 7 ANDT AT f TERRIND [ZOFT V=7 FOBND OHKFTRERT 7
Y AFA GO D] Fxv Ry 7 2L, WOBATETF =27 LTSN,
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8.3.2.5

o BT ANKIZT 7 AN N ACL B2 GHE

o BTANKICT 7N FNACLEHY, MHEOT7HNFRLT 7 A4 NVD ACL L ZDEDOT
7 4V~ ACL 23[F U4

R ZDOF = 7 AT T20I2E, ZOF v IRy 7 ADF v 7 &L, REZEH

LTLEEN, BB, 20Ty IRy I AENEDBDIX, ZOT7 7 A NVETITT 4 VX DR

HE, b L< 1T File Services Manager TH$k L7z CIFS &BIE 7215 T,

XCOPY vV KRNy 77 v 7 a—7 4 V7 4 2T Windows R A A VEEN D &R

fTLEHAIE, (o4 7 V27 FOBRNSLOMKARERT 7 v A2 GH5] Fxv

n“\‘/7?<0)7“:n v 7 D ACLIE®RE EHITBITEINET,

WIZ, 7+NEDACL 2ZEHE T 50, ACL 28 ORS¢ 57200 —F —#H{EIZ o

T, Windows & HVFP TOZEREZROFXIIRLET,

#%8-8: ACLZHMNOHMASEZ-HD1—Y—REDER

9247k
H—
Windows
Windows YT ITANETBLOT 7 A ML, [ZOFT =7 SOBNS ONKKRTRER T
JRAF A EEDD] ILF =y I EAND,
File Services ACL 87 + V2 DF 7 4 h ACL LA —29 5, "
Manager

i *
HVFP T%, Bl7 4+ NVZDF 7+~ ACL B, ®EDT 7+ % ACL LV &% < DR
BRSO TWAERAITE, [ZOF TV =2 NOBENDOHKFRERT 7 B AT 250 5]
WCTF = 7% ANDZ LT, ACLEENOMAIELZ LN TEET, TNUNOEE

12X, FEICT 7B AACLAB 7 ANVF DT 74V~ ACL LR —ICRET D2LEND
DT,

BAFET 7 AN« THANL DT 7 AR EMNEKT 2856 OIEEHIHE

o [ZDFT V=T NOBNOLOMWKRRERT 7 AT E2EZDDH] Fxv IRy 7 AN
Tl ENTVWBEATY, BL7ANTDT 72 AMEREFRIEL LTIz —V— LFTH
ERRRDTHNEET 7 AMIONWTUL, HRIIEESNLEEA, ZOXS R T+ 04
77 ANDOWHERZELT HLEN D 5855121%, File Services Manager TH gk L7
CIFS BEHE M ACLBREZT DM, F7ANK LT 7 A NVOFAEENERE, IBO7
NEEZZT7ANVDACLREEZT DL I LTI IZENY,

o BT ANEMNLOMAEERIMIL, THNZIZT 74/ b ACL 2% & L7IRRET, 77
ANFTEE LB —F—RNENENRR LRI V—TIZB L TWAHYE, Microsoft
Excel /" Word / PowerPoint IZ L2 7 7 A VEHIZ Lo CTHEHRIOFAE, TaEOE
TN—TxtF B ACL L, TNENT 7 A VEFHEOFAEE, FAEDET V—T %t
THMHRNEEEXLEDIBEENHY £+, Zhick- T, FHHOMAEB L OFAEED
FIN—T BT 22— =R T VAR LD ERDHY ET,

A—HF—BLUJIL—TF ACL DB
T, 2= =B L—F D ACL OBEINZOWTHEA L £9,

=P =B IR NV—T ACL ®OBINE, 77 ANVERRZX TNV OT 7 A EEHO LEN]
MBITWET, LGEMN] 227V v 735 LFREND [2—VP—FI 7N —7OR] EiH %R
OENZRLET,
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110

8-5: A—Y—FLEFJVIL—TEREE (E: 2—Y—IvEVITZERLEWVGS, f5: 21—
F—IvEVTEERTHER)

1

== BRip T DER Vo | 2=t 2kfa-pe SRR PO ERE - OER L |
30 DR AL, RER - ¢ L ] g
34—, Fa 13 il e ik BLAR £ 7 e i 34—, Ta 4 il PaH - DhavRy BLAR 73 paeaegaion:
BTt Tt AT
| 5. R 1 56 | £ T o
EFVEA T P RRA L TCREL (D EFV RS bR AN LT CREL D
| SR
[LE et Al FLE St o R

CIFS jj\:ﬁfﬁzﬁk [_/727%/1/5“&:;(‘?]' LT, Z7A4)VF f:lj:7j—/]/§“@7°gl\°§—/r i T ACL % 2%
ET D%, CIFS v —ERAOFIEFRIC L > TR RT b — W —F 7137 NV—TRRET 5 [T
OFRE] (FFEOKO 1 CTRIEF) AR 4,

v — 7 ViBFE, Active Directory 8l C—W—< v BV 7 &M H LR2WEE

[2—WP—F 72T 7N —T7OER] WiEo BEFTOfEE] [ HVFP 0/ — R %7213 Virtual
Server DR A NAANRERINTNA L= —F I/ N —T 2 RIRTHLERSH Y 7,
EEFH
- Active Directory #8iE A4 BN L7356, [2—W—F T/ —70=RIR] @mmo [T
DIE] ICFRAAL v ar ha—=F—=BRRINTNDLIERHVETR, ZoLE, 22—
Y=L/ N —TIZACL 2R E L THHNIRY A,
- X 8-5: —F—FEII -8R (£ 2—F—~ o T EHEHAL RN
&, b A=y T e 55E) OEIORT [P —Fi3 s —T D
W] ®EEmo Ao E] (I HVFP © 7 — K& 7213 Virtual Server O A M4 03 FR &
NTnba—Y—%2F£ KT 5720121, File Services Manager @ [Local Users] %4 7
v 27 ® [Add User] ~*—3 T CIFS 2 — ¥ —%2 %G 20 ENH Y 7,
c IN—T % FKRT D7D, File Services Manager @ [Local Users] ¥4 7 w227 ®
[Add Group] _X—T THN—T 4B 5KEZ, [Apply to CIFS ACL environment]
Fx2v IRy I A%eF 2yl LTI N—T 58T HHERHY 97,
CREICE ST, Ty ANFERE T AT OT 7 AFAEEN S =B IO —
ZACL ZBINTEZ2WZ ENH Y £, TDOHAIL, dirsetacl 2~ RTRELT
LTZ&EW, 8B, 77AMIKLTACL ZBINL7=WEAIE, dirsetacl 2~ KT
RO T 7AW ACE R SN2 £ 912, %4 T 57 4 L2 bk UITKH L TACE O
AFHERE L TS,

Active Directory i85k C2—W—~ v V' 7 &2 HEHT 5546

(=P —F /X NV—TDFIN] BEEDO BEFOEE] CRALvary br—F—RERI
NTNAa—WF—F I/ N—TERIRTHLENRDH Y 7,
[2—=F—FF V=7 ORR] #EO BEFTORE] IChAfar br—T —RFRRE
NV, ROFEIZE>TRAS 2y br—F— Ll TETCWRVWEBZANS Y &
R
o [Access Protocol Configuration] # 4 7 1 2@ [Active Directory Authentication]
~—® [Domain name (NetBIOS)] IZF5/E L7252 > T 5,
o CIFS7 747 T, DNSICED KA a2 br—5—DIP T RLRAERRTE 72
W,
o CIFS#{FZ L TWha—% =0, FAA ra—PF—T{IRw,
7k, (=P —FF /N —70RR] wHiEo [HBHOHEE] I HVFP O/ — REIX
Virtual Server DR A MAREREINTND2—F —F 3/ N —T2RIRT 5 Z L T,
HVFP or—hla—F—BI0a—H LI N—70 ACL % ETE £7,
R
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8.3.2.6

8.3.2.7

8.3.2.8

c ZOWANE, M85 a—V—FE T &N (=Y~ BT R
ML22WgG, A a—Y—~o 7 2flT256) OLIRY [2—Y—Fkids
N—7ORR] HiEmEEALET, 20 [BEroRE] I HVFP © / — N 7213 Virtual
Server DR A MAANRERINTWHL—WF—%KRT SH72HIZ1E, File Services
Manager @ [Local Users] % 7127 ® [Add User] ~X—C CIFS =— ¥ — &% &k7
LMERH Y ET,

c TN—THFRT H720I121F, File Services Manager @ [Local Users] # A 717 ®
[Add Group] ~_X—Y T/ N—7%BIMNT 5K, [Apply to CIFS ACL environment]
Frxv IRy I A% TF 2y LTI N—TE2BEFTHLENDHY £9°,

“CIFS 7 747 v ME, FAALZBMLTWORERSY EF, ML TRV
[2—P—F I/ N —T7DOFR] BiE O [BETofE] (I HVFP o/ — FE7203
Virtual Server D8 A N2 FK R LT, HVFP oo — b ra—Y—BLla—hm1 7
N—TERRINETA,

CBREBICE ST, YV ANERE T ANFDOT 7 AF RIS 22— —B L O/ —
7 ACL ZBINTEX 72V e3b 0 E3, TOHEIE, dirsetacl 2w RTHELT
I, 7ok, 77 A0 LTACL ZiBM L7ZWEEIE, dirsetacl 2w R T
i¢%®774w ACE RS2 & 518, #4327 4 V27 FUICH L TACE Offk

FPHZRE L TLIZEN,
focio CIFS P—EZOWIEHT RO, 77 ANEIT AN F DT 7 & AFF Al #E )
ba—HF—B LU0/ L—7 ACL ZBITEXRWEHEIE, KOENANDHFIETEMTESZ L
BH ET,
o H¥F (Administrators 7 /L —7FIZHTE T 52— —) T Windows 7 74 7> ~Mr
T+ 5,
o Administrator T2\ 2 —H— (Windows 7 7 A 7 > MIEBNZEM Lz —H—) T
Windows 7 74 7 > MZa 7435,
o Z—W—BIOIN—7 ACL OB TRIESY A 7 v 7 BFE R INBEIZ, HVFP IZHk
T5LED—YF—LBLONRT — NE AT 5,
o HVFP IZHHid 2 & X ET 52— P-4 BLOVIRATU— KL, Windows 7 74 7
MZmrZF o §5LEDa—F—A2BLONRAT—FERLIZT 5,
o Windows 7 7A4 7> " bAR A MM &2HE LT HVFP 10861 5,
o Windows 7 71 7 > k% Active Directory KA A & MSw25, ZDOYA, HVFP ©
FRRESF R HVFP 3395 RA A BB RS THREDH Y £ A,

771 IEREED ACL

HVFP Tl POSIX #ELTH Y, 7 7 A MERIFIZ ACL & LA —F— « FA—TNRNEREINFE
T, BRESINS ACLIZOWTIEZE 8-7: HVFP @ CIFS K27 7 AL « 7 VX ZFHICER L
TFLEICEREISNDT Z7EAACL OfEEZSR L TLE&W,

7+ IV ERERD ACL
TAAE YT 7 ANEERE T A NFVEREC ACL & LCA—F— « ZA— T RERENET,

T FIVEVERBRHCRRE SND ACLIZOWT Y, 77 AV EFEBEICZE 8-7: HVFP @ CIFS 442
Ty AN T AN EPFRIHER LT E SICRESND T 7 A ACL DIEEZBIRL T 7ZE 0,
F—F =75 ACLIE, 7u 7 42k ACLERETIZFIC I ay ha— L RRESNE
ER

SACL

CIFS 7 A4 7 b SACL BREERIIMYTT, RTERMTONZHE, RTITEAIN
F BETE DN, EESNEFTA),
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8.3.2.9 ES T ACE

BUILTIN/Well-known SID 7% 7 > b ® ACE, %7213 UID, GID fi#kAr® ACE 3R X,
NSO ACE ZI R ESNET, F£72, Active Directory X° LDAP ¥ — 28k S iz
UID, GID v v Er 7 STV ARWEE IR T,

8.3.2.10 Windows T®D ACL SR EED HVFP D7 7 A ILINn—3 v ao~ADTyvEYY

HVFP TiX POSIX ##Lod ACL ##&ft4 57-%, Linux TO 7 7AW 3— v a3 (rwx) %,
HABEB L O ENIHRE CRENAERHICY Yy LY LET, CIFS 7547 NCRREEINS
Windows 7 7 £ AFFr[DIEH & HVFP TO 7 7 A WX — w3 a VOBRERORIR LET,

% 8-9: Windows 77 £ RFRINDEB & HVFP TOH 77 A ILN—3 v a3 D OBERK

Windows 79 £ XERIDIEH

# HVFP TOI7 74 JJLI\—S w3

EARHE R E
1| BEAmy TANED—E T —F DFEHIY r--
2 JEMEDFHEA LY
3 PEAE RPEDHEHHLY
4 | BEHEY & ET HE1~3BIOHEE1 r-x
5 | EXAAL T ANDIERL | T — Z DEZ A -w-
6 7 &V EOVERL | T — 2 DB
7 BYEDE AT
8 JEIEBME D E & AR
9 | EE FTRTCOFAF =y /Ry 7V ANF =y |rWX
10 | 7ravira—b | TRCOFAF v IRy IV ARF v/ |[rWX
11 | — THNVEDAX Yy | 77 A IVDET -ox1
12 BT T HNE LT 7 A LD 2
13 EUIES
14 T 7B AR OFBAEY
15 T U e AR DLEH

LB — - BT D HEAREN RN E AR LET,
1

HVFP @ CIFS BT LT EIT 7 7 A VOGE, 7 7 A VDFEIT] RN WAL Z
D7 7 AMIKT D TR | HERNHIUET 7 A VOEITTHTEET,

T *2

HVFP Cix, 774V F L7 7 A VOHIER] HERIT TEHEXiAR HIRICEENLET, LE
NoT, HIBRT D7 7 A« ZHANFOET 3 VLT TEZIALR] ERPHDLGET, HIERN
TXFET,

8.3.3 Advanced ACL #4147

Advanced ACL # A 7D 7 7 A VT AT LEMEHT HBEOEEFHELUH L ET,

8.3.3.1 CIFSY547> rhHM ACL DERTE - RIR

ZIZTE, CIFS 7547 v hhHD ACL ORERB L OFRIZOWTHHALET,
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708, Advanced ACL Z A D7 7 A NI AT ATIE, B ERDB T ANFELIZTANALETDS
BT AW T, 77 B AFAOBRIRY BLOT 7 £ AF A OLEEOHEREFF I SNT=T Y
b, F£7IECIFS —E R ZHEFRIN TV D CIFS BHETZITA, ACLEZRETEET,

Tr7AN T4 L7 NVIZHRETE DT 7 & AHER

Advanced ACL # A 77 7 ANV AT LI LT CIFS 7 947 FInORETE DT 7k
AHERR &3t ind D NTFS ACE v 27 Z#ROFRIRLET, &7 7 £ AMERIZOWTEFH - H
BPNBIRTE £,

FEAL - EERRIFCIEE Sh eI, ERAEEshET,

#8-10: 7OV XY R FTHEETS7 7 EXERE NTFSACE TR

# T RER HRIE - (KIEE SN D81 NTFS ACE ¥ X%
1 | 74 ¥D2F) | 2—F—RED T NV F~DT 7 & 2% | FILE_TRAVERSE
. RS TWRVWIRIETD, ZDOT7 3 LETF
D7 FANETZEZTANFILT 7 EATD
72D 7 )V E R OBE
T ANDEFE | TRTT A, Ty A NVDET FILE_EXECUTE
2 | A FD—E" | EOTFNENDT 7 A NE LY T 7 41 | FILE_LIST_DIRECTORY
B DFER
F—=HDOFEHIY | T ANT = OFHHEDY FILE_READ_DATA
*2
3 | BHEOFRAEY SAOE HHABER L O L7 7 4 A @i | FILE_READ_ATTRIBUTES
RE, T ANERIIT AT ORMEOR
R
4 | IEERMORELI | 77 A NVETIX T F X OYEERMEDF T | FILE_READ_EA
)
5 | 774k | 0T NENTDT 7 A AR FILE_ADD_FILE
F—EDEEIRS | T ANVOERRLOCEFONED FEE | FILE_WRITE_DATA
*2
6 | 7L FOERTT | TALENTDT A VZOVERK FILE_ADD_SUBDIRECTORY
F— & Oian 2 WEAFDF —Z OEH, Ik, F7-13 k&% | FILE_APPEND_DATA
DR, 7y A LOKRBIIRT HEE
7 | BrEoOEE AL LM HHEBMEE IR L7 7 4 V@i | FILE_WRITE_ATTRIBUTES
RE, Ty ANERIXT AV F DRMEOE
i
8 |HEBMDOERZIA | 77 A NVERIEZT A X OMEEIEDZE | FILE_WRITE_EA
P28
9 | FTTFLF L YT T A NEBEIOT 7 A NVOFIER (37 | FILE_ DELETE_CHILD
T A AOHIETY | TANEEIXT 7 A VITHIRT 7 & AFF
AR E SN TORVESE2ET)
10 | HIBR T ANEITZT AN EZOEIE (7721, | DELETE
ZOHIBRT 7 B ZAFFAIA 2 T, BT+
NEHKTD (VT ITHNTET 7 AND
M) BSFFT SR TOWHITEIBRTE £9)
1| 77 AFAOwH | 77 ANVERE T ANFOT 7 A0 | READ_CONTROL
HHY FR
12| 778 2FRDE | Z7ANFEFRIZTANAETDT 7 2FFR[0 | WRITE_DAC
3 I
13 | praHeD ELf5 T ANETNET A NF OFEHEORE | WRITE_OWNER
E*1

T A NA T SN

CIFSEXARAD I 7ML+ THILE
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1 *2
Ty ANEFICHEE SN D B
Tr7AN T4 L7 M) A~DT 7 AMERHE

Advanced ACL # A 7 Tix, CIFS 7 54 7 "M BREENTT 7 & A R4 HVFP it 5
ORRICEH L, 77 ANV AT AIHELET, ACEDIERFIZCIFS 7 A 7 b bk
BLEbDEZTOEEG EMEET,

Z®» & %, BUILTIN/Well-known SID 7 % 7 > k%7213 UID, GID &R D ACE 238 >
5A, 0oz P —IAFZ v L TRESNET,

WOKIZ ACL R ELEOME AR L E T,

8-6: ACL sxENEME

smhd s winbindd
SMEnttrans 1 ACLI&ER
trans | 1o —— 3 sIDEUID.
(ACLERSE) BfER < gip-Em

I
TR

CIFS2 Z47F b HVFP

1 ACLEBFEMR
2 ALIRSRm A 2R
F(ZSIDEUID, GIDICEFRT &,
A—HF—TF L TEEALEES, snhd TRRET 5.
JAMLEZFAIIZEE
4 ACLEGTEREER TR L]

TrAN T4 L7 N)DOT 7 AERIUS

TrAN T 4 L7 NUDBBLEEG LT 7 ' AR % Windows TOHIZE# L, CIFS 7
SAT L MORAILET,
WOIIZ ACL BB OME AR L E T,

8-7: ACL RGN EHE

smbd
SHBnttrans ! IrAnbs L5
e
(ACLER#8) ACLEL%

T‘ . T
ALTRSEY =~ yp, GID
BAER «— gsin-zh

R

CIFS9 Z47F 2k HVFP

1 ACLER SR

2 774 SACLEERR

3 Windows TOReE - Eri
EF(ZUID, GIDESIDI-ETF@T &,
A—HF—Tu P TEEALEES, a—HF—To T TRRTEEL
Bk sthdTERT S,

4 ACLZEEE]
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8.3.3.2

8.3.3.3

F27AIWVRT LI

L— k ACL

Advanced ACL % A 77 7 A W AT MERBEHZD T 7 A VT AT A)V— bk ACL OF 7 #+ /v ME

WFROED LBV TH,

£8M1: I7ANVATLIL—FACLDT 74U ME

Windows Advanced
&Rl 79 RHH #A%E Server ACL A A F
Administrators Tarha— | ZOTFINE, BT T O —
NEBEOT 7 AV
SYSTEM Tharbha—)| ZOTFNE, VT T H O -
NEBLORT 7 A1
CREATOR_OWNER | 7irarv bu— | T I ET 741 O —
DI
Users ALY & FAT DT FNE, YT T O -
NERBLOT 7 AL
Users THANEDOERK ] | ZOTFNE VT T O -
F— 2 DM iz
Users T ANDIERR T | BT T A NH O -
TR DEZAR
Everyone Jayha—)| ZOTFNE, T T} @) O
NEBIOT 74V
(LB O fFET D —  fFAELRW
E*
(7 7 AFFA) 0T THeAMD &94T7) <, TEME) 13 Too7xrFoh) T,

ACL [ZBSET 5 1E

ACL (3% —W—F 3K /N —T 1T 27 7 B AR EBET D5 ACE DEELLHMY T,
% ACE 13K D 4 HFENHRY £,

D E SN — T4 (ICH%T % ID)

* ACE = M) =z KT 200, HEGEERTL200REDx b —DE®RERE

3% ACE # A~

EIYNo AR = g X LTCT 7 BEAFT 500, HETI200%2HET H ACE ~

A

« ACLO#kA&RR EZMETDHACE 777

*7-, NTFSACL Cfifi&#5d ACE ¥4 7, ACE~ A7, ACE 77 7 »f& ¢+ HVFP ®
Advanced ACL TOXSERDOFRITRLET,

5% 8-12: Advanced ACL 44 7 ACE 44 J—&

# ACE 24 7 Bl oA
1 | ACCESS ALLOWED_ACE_TYPE Z®ACE 3#n=> h U —Th 5, 0
2 | ACCESS_ALLOWED_CALLBACK ACE_ | 7 7 ¢ 2 ZFu[IcT 7 U r—3 o L REEE L x
TYPE Toa— Ny 7B ERET 5,
3 | ACCESS_ALLOWED_CALLBACK_OBJE |#2 » OBJECT =#t. L7~ ACE % A 7. x
CT_ACE_TYPE
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# ACE 54 7 EL] b3 1T
4 | ACCESS_ALLOWED_COMPOUND_ACE_ | (F#13% %) x
TYPE
5 ACCESS_ALLOWED_OBJECT_ACE_TYP | Active Directory D47 =27 MI%d 57 X
E Ay b —=Th b,
6 | ACCESS_DENIED_ACE_TYPE ZOACE 3ER= R —Th 5, O
7 | ACCESS_DENIED_CALLBACK_ACE_TY | 7 7t 24E&M T 7 U r—2a o BEEE L x
PE Tma—n Ny 7 A EET D,
8 | ACCESS_DENIED_CALLBACK_OBJECT | #7 & OBJECT (241, L7~ ACE % A ., x
_ACE_TYPE
9 | ACCESS_DENIED_OBJECT _ACE_TYPE | Active Directory D47 ¥ = 7 MZki+ %4 x
Hx N —THh D,
10 | ACCESS_MAX_MS_ACE_TYPE (I T2) x
11 | ACCESS_MAX_MS_V2_ACE_TYPE (FH95 ) x
12 | ACCESS_MAX_MS_V3_ACE_TYPE (FH95 ) x
13 | ACCESS_MAX_MS_V4_ACE_TYPE (FH9% ) x
14 | ACCESS_MAX_MS_OBJECT _ACE_TYPE | (P35 x
15 | ACCESS_MIN_MS_ACE_TYPE ACCESS_ALLOWED_ACE_TYPE &6 U, x
16 | ACCESS_MIN_MS_OBJECT ACE_TYPE | ACCESS_ALLOWED_OBJECT ACE_TYP x
E&FELT,
17 | SYSTEM_AUDIT_ACE_TYPE By e x
18 | SYSTEM_ALARM_ACE_TYPE (FHRIBET2) x
19 | SYSTEM_ALARM_CALLBACK_ACE_TYP | (#9757 x
E
20 | SYSTEM_ALARM_CALLBACK_OBJECT_ | (1% %) x
ACE_TYPE
21 | SYSTEM_ALARM_OBJECT_ACE_TYPE | (%495 7) x
22 | SYSTEM_AUDIT_CALLBACK_ACE_TYP | k:#5pss x
E
23 | SYSTEM_AUDIT CALLBACK_OBJECT_ | E:zspgik x
ACE_TYPE
24 | SYSTEM_AUDIT OBJECT_ACE_TYPE | R:#spss x
(L) O XL TS x @ kb L Tn7an
%% 8-13: NTFSACE YR Y —E LW IEDHE
Bit S~ Windows GUI — s
i B g
toxiE
31 | GENERIC_READ — WD 75T OB o™
FILE_READ_ATTRIBUTES
FILE_READ_DATA
FILE_READ_EA
READ_CONTROL
SYNCHRONIZE
30 | GENERIC_WRITE - WD T 5 7 DM Ot

FILE_APPEND_DATA
FILE_WRITE_ATTRIBUTES
FILE_WRITE_DATA
FILE_WRITE_EA
READ_CONTROL
SYNCHRONIZE
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Windows GUI

Bit + X i ¥t
T 1 toER BEA
29 | GENERIC_EXECUTE — KD T T 7 DML DR oM
FILE_READ_ATTRIBUTES
READ_CONTROL
SYNCHRONIZE
FILE_EXECUTE
28 | GENERIC_ALL - WD T 57 DB E o"
DELETE_ACCESS
READ_CONTROL_ACCESS
WRITE_DAC_ACCESS
WRITE_OWNER_ACCESS
SYNCHRONIZE_ACCESS
FILE_ALL_ACCESS (0 ~8 tw I
~7)
27 | (THIBEH) - - 2
26 | (FAOWEH) — — <2
25 | (THRIFEH) - - x"2
24 | RIGHT_TO_ACCESS_SACL | — - x*3
23 | GREIY Y40) - - X2
22 | GREIY %4C) — - 2
21 | GREID H0) - - x"2
20 | SYNCHRONIZE EE] FTOT77ANEEZET 4 V7 R YO O
VRAVTRARD ALy RASHKL, &
TFINERESERIENDAL Y R E
M2 & 25,
19 | WRITE_OWNER FAATMED BT | AT HE D B A% O
18 | WRITE_DAC 7/ A#A | DACL #4£#H x5, O
DA
17 | READ_CONTROL 7 7w 2# W | DACL 23 %, O
DFEHILD
16 | DELETE HiIBR TrANETIET 4 V7 MU EHIBRT O
x5, BF4L 2 PV
FILE_DELETE_CHILD fEf5=> k
U—RBFEINRTHTH, BIRTE 3,
15 | G %40) - - X2
14 | GRED 40) — - 2
13 | GREIYHT) - - x"2
12 | CREIV 4O — — X2
IS NES VR 9! - - x*2
10 | GREIY 4T) - - x"2
9 | GREIYYHO) — — x*2
8 | FILE_WRITE_ATTRIBUTES | jg 0 # XA | NTFS B2 EZAD 5, O
7
7 | FILE_READ_ATTRIBUTES | Jg{to0#4 0 | NTFS J& k435t 5, O
)
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Bit S—— Windows GUI e s
LtoxE
6 | FILE_DELETE_CHILD PITF4VT | TAVI FINDT AN EYTT O
cYVET7A4 L7 NY EREIBRCE S, TEL, BT
JLDHEIBR TALVIZ NIRNDOT 7 A NRT 4 LY
VAT THEAI 0 R EME] D3ERE S
TV DEEFHEIFRICEKRKRT 5,
5 | FILE_EXECUTE TrANDE | TrANEEITTED, O
17
FILE_TRAVERSE TANEDA | TANTEEETED, (UNIX LDH O
¥y BHEDT-DI2 5 D)
4 FILE_WRITE_EA EREEOE | IEREEEZIAD D, O™
XA
3 | FILE_READ_EA ILERYEDFE | IREBRME A A D, o™
8 )
2 | FILE_APPEND_DATA T2 OB | T ANMIT—FEBIMTE 5, O
FILE_ADD_SUBDIRECTOR | 5 ¢ 17 kU T4V NI TT 4oL 7 Y % @)
Y DYERK BT 5,
1 | FILE_WRITE_DATA F—AOEX | TrANMIT—FEET D, O
AT
FILE_ADD_FILE TrANDE | F AL FURIZT 7 A A EERTE O
ik %,
0 | FILE_READ_DATA F—BDFH | T ANDTF— R EFED D, O
JivQ))
FILE_LIST_DIRECTORY FALI MY | FaL s R VOWNEEY 2T 42T T o
D—E &5,
(B O S LTVD xR L TRy — N5 5000
HE*1

GENERIC_READ/GENERIC_WRITE/GENERIC_EXECUTE/GENERIC_ALL i%, i H
KREA DT 78 AMEEFFOOTIEARL, ACLZHRET LA T V27 b (Z7AN, T4 L
7 bV, Active Directory DA 7 ¥ =7 M &) [TEAFLBRWT VB AMEERET H72DICH
BENTWET7I7TT, 774N T4 7 MV LCZDT7 77 &BE LIGEE, &
BOT 7 EAERE LD THRESNET,

T *2
BURITREI D M THYTH D20, ZRHDEy FRBESN TS ACE 2217 Hi->7-8
A, TOE Y hEOIC LT LET,

E*3
CORAZIE, TrANRT 4 L7 MUK LTRINT 2 60 TldZ<, £/ HVFP Tit

SACL IZIFZHG LW, Zory RBRRESNTWD ACE 22 TR -72%E, 7947
Y hMIET—FIRLET,

7 *4
JERBMEIL OS/I2 D7 7 A )V A7 A HPFS EA O TH Y XFS Tidxfis L TWER A,
L7 T, HVFP & LTINSDO~ A ZITR LT SO 2 5 MBI RV, 75

AT D774 0% HVFP IZa b — L THERN KON NE S, By hELTE7 7
ANV AT AT B DR - MR L TV ET,

CIFSEEFRAD I 7AIL - THILE
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8.3.34

% 8-14: NTFSACLD ACE 754 —%&

bit ACE 2354 EL * it
7 FAILED_ACCESS_ACE_FLAG (77 AKM) OEEA Y-V %KT, X
6 SUCCESSFUL_ACCESS_ACE_FLA |77 &2k OEKERA v E—I %5, X
G
5 | — KER (I N—T%KTEy e LTRATE) -
4 INHERITED_ACE ACE BHENBRERINT- D TH D Z L &R @)
¥
3 INHERIT _ONLY_ACE A BHIZIZZ O ACE (XM S e ng, 15 @)
DIZFANHTF 4 L7 FUICIZZD ACE %
A& D,
2 | NO_PROPAGATE_INHERIT_ACE OBJECT_INHERIT ACE * @)
CONTAINER_INHERIT_ACE D47 5 7 13fkk
LW, TZnooT7 7R %E, ZoarT)
OHIZHHAT V=7 MR T FIZO RS
L) ZHIET %,
1 | CONTAINER_INHERIT_ACE F 417 FURZD ACE %k 5, O
0 | OBJECT_INHERIT_ACE 77 A NN D ACE KT 5, O

LB O *ISLTWD

X KIS LT — 3043 D70

% 8-15: Windows GUI LRI & ACE 75 7 D#llAEHE

Windows GUI LD &E&2

% 8-14 TM ACE 755 O#laahe*

#3 #1 #0
DT 4V M) DI X X X
ZOFA4LI N, FTF AL R BRI 7 AL x O o
IOFAVI MY EFTF 4L R x © X
IOFALI R ET AN x x ©
BTFALI Y ET T ANDR o) o o
Y7F L0 b DR O O x
T A NDH O x o

(L) O: By b1 x: By 20

e

ACE 7 7 7 DG bEIX, £ 8-14:

TLIEE W, #3, #1, #O Ny MIELZE L TWET,

ACL DEFE

T7ANRT A LI B ~OT 72 AR LT, WOBANZHES>TT 7 B AFFAIE2I3T 7 &

AR ERELET,
ACL 3 E SN TWARWES (NULLACL) 1, 3_CTO7 7 vA&FAT 5,

ACE 2 0 0334 (Empty ACL) 1%, +_XTOT7 /v RE2HELT D, 2750, 77 ANVATAE

NTFS ACL ® ACE 7 7 7 —% Dty MiEZ%

ZML

FIZRY, 77 AMEOEREIREZFFAT% "READ_CONTROL” & "WRITE_DAC” O#
AEy R —=RBRESNTHEHO L RRT),

NR=3 v a3 77 A NVFA#E ACE, 7 7 A NVFTH 7 /v —7 ACE, Everyone @

ACE Z#Hii4 %,

CIFSEXARAD I 7ML+ THILE
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8.3.3.5

8.3.3.6

8.3.3.7

120

TrANFTHEE L 7 7 ANFTEIN—T1L, TOT7ALBLIOT L7 ) OESOMMET
S L, Everyone X, T DOfthd> ACE % ACL ® VU & MIIWA TWDNEIZEHE L7-& & 554l L
gzj_‘o
« ACL® VU Z MW A TWANEIZ ACE 22T 5.
c FHEOREENHEE LS, FO%ICK< ACE IZEHE L2V,
T RARELTHT L N —BROMoTHGEE, 778 RAESR] & LCRHMIEET 5,
TR AEHATDHZ N —=BRODSTGEE, 778 AF#F) & LCRHMbZ#EET 5,
« TRTOACE (2% L CREHMli 2 e E TE R o T2 5A0E, (77 v 28] & L CEHh&2HeE
T 5,
Windows @ CIFS 7 74 7> bt ACE DIEFICEFE2F DL, BH DR ->TW\W5 ACE DR, H
B DOE - TW% ACE OFFF], #HOfkk L7z ACE 0fEd, #Haoikk L7 ACE 0, HoH
NOMEA L= ACE DIES, BOBNOMA L2 ACE DA, DJEICI A~ %2 T CIFS #—IC
ACL ORMERAZ LET, HVFPIZZDWOTYZ A4 T2 FBKBMTHZ L 20 LTk, I
UNRELWNEI DT =y 71T LEHA,

725, Windows 72/ X7 4 DX =2 U T 4 ¥ 7T OFHAREZ W EZ OO, ACE OFEHIE
(ACL® Y A MZIFATHDIE) ERLTT,

LEROBA TGS 5729, Everyone DA ACE 2 5845121%, =—3— ACE TW< SFFHA]
ENTHWTHLTZ7EARESE SN ERHVET, 2FV = v g TlEa2—VP =0 &
NTWDLEINCAZXTET 7 EATERNWI RS DO THEEBMLETT,

ACL DNHAME & R & nHE

FHIAERE N7 7 A - T4 L7 B Y O ACL OFIMIMEIL, BT 4 V27 b U ORFEREICHE
THbERENET, 20 ACE ORI Z &N TEET, TOEINE THA L TV ACE ®
WEE E -7 <WIET 50, WAL TV ACE LREONEEZDT 7 AN T 4 L7 M) ZED
HLODACE & L TRV AL RIRTE £,

ACE Ok W ol Ao Tebh &, Mk ZHOEIRSES 2L b TEET, 2L, ACE Ok
ZH) o BRICAED ACE Z A5 @ ACE & LTIV IAATESE, MREZEESED LRNED
ACE NEHEL TREIND Z LR DD TEEDLETT,

08, MEEMED ACE 28 W LIzHE, FRRICEFOEFAEHESIEHLDIXCIFS 7 947> b
I CiThinEd, NFS et 7 o hains 7 7 A LEEAEICIE, WEEED ACE &2 F
BEESHAH T LIITEERA, CIFS 7 547 2 hUANDL T 7 £ 2 LTV & X ITHIVE B D
ACE #ZE 455801, 77V 7r—a VOBETEIFEEZITo T IEE N,

ACEDE#EFI VY

CIFS 7 74 7 v b bA— a2 =Y —F— 7 L —7 x4 25 ACE % 2 = b U —BL RS L T
b, HVFPMITIIAFICF = v 7 LEEA,

SACL

CIFS 7 7 A 7 > b b ® SACL B AEZRITIED) TF, BEERPMTONIZGE, BEIEH SN
FT RETZ DN, EEINERA),

CIFSEEFRAD I 7AIL - THILE
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8.3.3.8

8.3.3.9

X7 ACE

BUILTIN/Well-known SID 74 7 > r® ACE, £7-1% UID, GID figikARr[d ACE [T S,
ZNLISO ACE ZUDREESINET, £72, Active Directory <° LDAP H— 2B &k S iz
UID, GID 73~ v BV 7 SN TWRWES LRIE T,

TJ774ILAREHZEE UNIX/A—S vy

Advanced ACL # A 7D 7 7 ANV AT LD 77 A VFTEE] 21X, 2—P—, T1r—TDL
LHTHLEETEET, HVFP OWNETIX, IRORITRT LBY, 77 A LFTAE] & UNIX

N=XvvarD [ZyAVFAa—F—] & [T7A VA7 NV—T] ZR/IGSETHET, =
D=, NFS Ok 07 7w A VOEREBRLIZYD, "= v a v EBHE T T 5856
WITER DAL T,

% 8-16: UNIX/S—2 v 3V TDI 74 ILFHEEDEL

UNIX /8—S v ¥ 3 Y TOHKL
2741 IHEE
774 LETEL—Y— I7ANFREITN—TF
2 7 7 A VAT O UID T ANBEENRTDHTTA~) =T N—TD
GID
TN—F “groupowner” 77 ANFTEFED GID
(27 LHHO UID 2% 24 70)

FiEEE L TRECTEDLT IV b

Advanced ACL # A 77 7 A VI AT A TIL, 727 B AFAOHARY B L OFTAHEDBUE
DOMEREFTFTSNT A7 b, £721% CIFS —E R ITREFES N TV 5 CIFS & HLH 721
2, CIFS A TIER L7 v A NERIZ T A NVFOFTEE LR TEET,

iAEL LTHESNDAT AT T EORETNGEROFITRLET,

*® 817 : IFEREASR

Fhork REAE FrEERE e
L Af ZDa—H— —
Tn—7 wJ ZTDOITN—TIZH | —
BT 57T
o
BUILTIN/Well-known SID 7 % 7 | Ra] — XCOPY I~ ¥ R TOBITRIE A
- b WA B0, TF—LIZLANT,
SID AR/ 7 A1 7 > b o) - W E ARy T LET,
(RAA =Y —, BRGSO
T N E)

L) — : 224 L7
TrAN T 4 LT N ~DOFTEERE

CIFS 7 A7 v FInbiRE SNTciiAEE®R (SID) % HVFP i< UID, GID 2L
RETFANYV AT LIERELET,
gisk En7=7 7 b2 BUILTIN/Well-known SID 74 7 > b £7-1% UID, GID %#fi#ik <
ERNWT AT N THTHE, ML LAEVWTEFKTLET,

Ty AT 4 L7 N OFTAERE

HVFP NECT7 7 AV« T 4 L7 MU B ESS L-FiraEE#HR (UID, GID) % SID (224 #
L, CIFS 7 547 v MIRAILE T,

CIFSEBERD I 7AIL - THILE 121
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8.3.3.10

8.3.3.11

122

oL x, SIDEMTE o7 M — (NFS 7/ v Aa2—W—72 L, CIFS BEH4 T
B N) BFEIE LSS, HVFP 234 H o SID #4:5% L £4 (Classic ACL # 4 7 TH [
¥eT9), ZDHA, CIFS 7 747> b TOERRTIHE, 22—V —4TiEi< SID B"FEREN
7,

a7 — T RES
Advanced ACL# A 77 7 ANV AT ATH POSIX A#al LT 7/ V— 7 DRIE « BUEN

TEET,
i, A& ERRY, Ty ANMMERET THERESNEYA, £o, a7 HEe L
BHEBECIIRTE - 2 TE72< T, Windows D~ RTETEMETE £,

Advanced ACL # A 77 7 A VY AT A TIE, ZOFAEINV—T1IT 7 B AHERF = /T
A L7 T, Quota HHEETZIHMEM L £, %72, Advanced ACL %1 77 7 A L A
T AT, FIABIIAV—TREESINTWAEAIZE, I/ NV—7IERETEEEA,
FrEEOEWVCL DT 7 NV— T OREAGEZRORIRLET,

#£8-18: MIASIL—TREAE

rEE Fhovk REAR £

a—H— | TA—7 "] -

DB BUILTIN/Well-known SID 7 # 7 > k| R7[ —
SID fRIRATI T 17 > b ARl XCOPY 2+ R TOBATRI A Al
(RAAL =Y —, BIRELROT 7 TEHSH, =T —LTLARWT, 4L
TR E) HaeAxy 7 LET,

TNh—=7" | — AT

DA

(LB — - 34 L2y

EAn==g

T AT 4 LT NUANDOFE I IV—TRIE
BUILTIN/Well-known SID 74 7 > B X SID 7>5 GID ik X727 b (KX
AHTN—T, =P =) BEREINTHGE, FIAHE I/ NV—TERLHEE AL T L,

EFHETLET,
70, FIEENITN—T L L TREENTHAETZ7AL, T4L7 MIICHTHET T~ —
TN—TDEFIZONTIE, TEEHEIN—TOEFNRAE ZF v 7L, EFKRTLET,

ACL B RE®REH

Advanced ACL # A 77 7 A VYV AT LD T 7 A)b « THAFIH L TEHRETESACLOT b
U—#, 7278 AACL £F 744~ ACL ORF1E 720, Hok 700 fEL 720 F3.
Advanced ACL 24 T2 7 A L AT LADELT

HVFP T, BEEOHATERIEM ST 5 Classic ACL # A 77 7 A /L3 AT A% Advanced
ACLXA T 77 ANVAT LATHYUY N5, fsctl 2w R TTZ 7 A VT AT ARND ACL
% A4 7% Classic ACL 7°5 Advanced ACL O % A 7|28 H#14 25 2 L THEIMICBITTX £,

HVFP T, BEFOEFHER M I LTV D Classic ACL % A 77 7 A L AT A% Advanced
ACLAZ AT 77 ANV AT NIBITTEETR, RORTER LT EIN,
XCOPY A< RNy I 7 v T a—F 4 UT 472 X TOBAT
Classic ACL # A4 77 7 A W AT AT, ACL%Z7 a7 4 FRr Lzt EONE L EED
T 7R AFHBEOWNENRRDZ ENHY ET, £D7=8, XCOPY 2~ K72 ¥ T Classic
ACL Z A 77 7 ANV AT LD Advanced ACL # A 77 7 A )V AT MIBAITT DA

CIFSEEFRAD I 7AIL - THILE
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1%, ACLZ 7 /X7 4 RR LTI EDT 7 AL NENBITSNA DO THERRWES, o
E0, BITRIIBITUROT 7 B AFMNER L B ERH O £,

AR ACLALZWNVEEDT 74 FERE ACL

Advanced ACL # A 77 7 A VI AT ATIL, 7HAVEBLIOT 7 ANBMEREND L, BT+
IWEIZRE SN ACLOT N LMK TESL ACEZRBEL, TOT7 3NV EFRBIOT 7 A4 VITRE
LET, Bl TR TE % ACL # UG TX 2 WA, ROFKIZRT ACL %7 7 4 /v b

ELTHRELET,

7 A NI DY

&819: I IILFDTI4IL FiEE ACL

HH R&E
DOS J& i DOS_ATTR_DIR
ACE &~ Z 7 L
BiGGED YRR = — P —
RGE A A ERR LTz —Y =BT 57—
ACE CIFS L WNIZHBUCIER T2 7 AV Z DT 7 & AMERRE B W
AMWA—F =TT ay ha—)LDT I AR 52 HRTEIC
L7545
FEAH - FFAT
AHT AR — —
TR AHE  7Aay ha—
W 2T FNAE DI
CIFS HHNIZHBUMER T D2 7 ANE DT 72 AMEEZE LT
HE*
PR AT ETIRIER (EELE—RIZL D)
AT AR —Y —, Bk —V—BRT D7 —T, ZOfh
D—H—
TR AFFA B EIILCTWDEFAT
R DT A VE DI
= *

ZOBADOEEFEIZOWTIE, 18.3.3.15 CIFS B WNICHHICHER T A 7 4+ L E 07 7
ANICT 7 H NV K TRESND ACLIZOWTOEESFIE ] 22RB LTI,

7 7 A NMER DA

:£820: ZJFAIDTIAI FiEE ACL

HA RE
DOS J& M T—HAT
ACE 5k 7 5 7 AL
BiEE e —4%—
ATh 2 —F R Lz —F =BT 57—
CIFSEBEHND T 7AIJL - T+ LE 123
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8.3.3.13

8.3.3.14

8.3.3.15

124

HE nE

ACE CIFS £ HNICHHBUANER T 2 7 ANV E DT 7 & AMEREZEMET
LA —F =T vary ha— VDT 7w AMEE G5 2 HFREIC
L7=%56

FEER - 7Pl

Al AR — Y —

TR AR 7 vay ha—)L
CIFS B MITHHUAERR T D 7 4+ VDT 7 AMEEFRE L T
LT

FEEE : FFATEITHES (FEEL72E— NIT kD)

A0 E e — Y —, fEll—Y =BT 27—, Zofh

D o—H—

T 7B ATE  ERE I TWDFFA]

ZOBREOEEFEIZOWTIE, 8.3.3.15 CIFS FEHEWICHHIC/ER T A 7 4+ 407 7
ANNZT 7NV N THRESND ACLICOWTOESHIA] 25B LT a0,

Windows M 5 DBITTHDEER

Windows ' A7 AT, 774NV EOEXF2 VT ARV —FEICL-T, T_XTOZ—HF—(T
LT TEEF v I ORARA] ORFHERG 2N TWET, TD72H, Windows @ NTFS

ACL Tix, 1 ZEALEDEA, 74NV FDACL T [TV EDAF v ] HERPFTSATNARL
Th, TOTANEETOAT V=T N (THNAVE, T7AN) (T 7 B8RRI L, £
Tl NOMKISAERIREET S L THIETE ET,

HVFP D7 7 A NV AT AL TH, CIFS EET = v 7 ONA NAEREIZ L »C, CIFS 77 &® AT
X, BT 4 V7 RUICT 7B AMERN R Th, BRIOAT V=27 b (T4 VF, TZ7A)L)
W7 7B AMERPR ST, TOF TV FOHHANAEIRESTHZ L TERIETE £,

2B, N—T=a4.2.0-00 LVAETO HVFP L8| EfWNE 7 7 A L 27 A%, CIFS E&#&

F w7 ORARAEREPINCGHE SN TWET, CIFS EBT = v 7 DA S ABEREN L) 72
BE, BOF TV =27 M ERETH720120E, FIICEATRTOEMNT 2 L7 F VI, ACL
T I3 VEDAF v ] HRBHTFAI SN T DLERDH Y £5,

CIFS BT = v 7 O A NRABEREDFEMCHOWTIE, [V 2T 244 B (IF302) &ML
TLE &N,
T77A4IVEBHEDEREIZDINT

Advanced ACL # A 77 7 A IV AT LA TT7 7 ANVEMEEE LI-GEIL, BEERNRZ 7 X
0 —7 OFRFICAMEIZKMENIRNZ EBH Y T, TOHHIE, =7 270 —F0 [FR] A
Za—b [BEHOBFHRICHEF] ZEITL T3,

CIFS XBERICHRICERT A7 NLEFOTFANIZTIHILFTHRESNDS
ACLIZDUL\THEESEIE

CIFS & NICHHITER T2 7 AN ER T 7 ANDT 7 AMERZRE LTHEIS, T 74V T
J/EINS ACLIZOWTOEEFHEL R LET,

© CIFS APITHBUNEKL T 2 7 AV ZR7 7 A Mk LT, HVFP THRE L7277 & A M
(rw, ro £72lZnone) W CIFS 7 74 7 N CRRINDEE, 77 ®AF = M) —DIH
H RoOXKEZM) 12X > TiE, Advanced ACL %A 7 & Classic ACL # A 7D 7 7 A )Ly
AT LET T3P ORNENRRRDZENHY ET,

CIFSEEFRAD I 7AIL - THILE
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8-8: PV EARFFAITY F—DfI

dirl &P FFET 2 ML 3
A7%1hh

BN cifsuser000 (cifsuser000@w2ks local) EEC). |
BREQ)  [COTai-03 v
PHEAST(E) B85

20 Toh0 =N

TN — DA% v/ 774 NDETT
T3 N -0~ YT - R0 E
Bt DixHIm
R DS I

774 MDVERS/F — 08 &A%
F# I —OVERSST — 20BN
BIEOSELH
IR OB EAS
74 - 774 LDABE
#FE ]
CNBOPIEANETE, COL T —0ckaty [ IATARD |
ST TE O T

-
2

-

FEEEEEEEEEE]

P 2R R

L oKk ][ #Fvt |

[FFel) ONENRR DR EZRORITRLES, 2B, RICEHL W= MY —HHAZ
ONTIE, 774N P TRESND ACL ONFIZERITIDH Y A, £, R RES
DI XCIFS 7 747 v hCERRENDT 7 BRFFA = MY —HAD (570 B3 F x>
SNDHEVWIE, TRESNRN] T TFFA B F =y 7 SR n s Z%RTT,

#821: FURARHATIV M) —DRTEBE LIBETS57 Y X (rw, ro £/=(d none)
DHFIE (T LT DFE)

CIFSY#S54 7Y FTETRE ?jii';:fij)ii?;; Advanced ACL # 1 FD I 7 A VR T Ln
hEd79AFHALTY b _— D CIFS £BITHET STV R#EL
Y—DIEE SRR 879 A E NTFS ACL B4
NTFS ACL R
EPEDFRAHY rw i BREIND rw e aREIND
ro: REIND ro: REIND
none : g% iE S L7V none : X iE D
HIlBR rw o REIND W R E SR
ro : RE I NN ro : RE I NN
none : AXE IR none : FE IR
T I RAHFROEE W X EILD T IR AMEDBRERN BN A—TF — DS
ro: BESNASN rw i REIND
none : X E IR ro: REEND
none : REIILD
T IR AMEDREMNRN T N—T E1215%
DDA
W RRE SR
ro : RE I NN
none : % S A7V
CIFSEHRD T 7 AL - THILHE 125
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CIFS V547> FTCRRE

Classic ACL 24 7D 77
1LY RT LD CIFS #H

Advanced ACL 24 7D I 7 A ILL AT L

ro : BXE IR

Ein=s

none : #XE I ARV

+2E S D CIFS #HIZH/EST ST/ ERHEL
nezresR Tt | cmmvaroezme e AL B
NTFS ACL BREE
B R I ) A DR G — T — D

rw i RESINLD

ro: REIND

none : HEIND
T 7B AMEDRER RN T N— T ETITE
DDGE

W RRIE S AL

ro : BXE I

none : BE IR

®822: PORARHAIV N)—DORFEHELIEETT 57V 2RHE (rw, ro £i=I none)

DR (F 74 LDIES)

CIFS V347> FTRRS

Classic ACL #1707 7
LIV RTLOD CIFS £F

Advanced ACL 24 FDI7 7 A I AT L

HFEIT D CIFS £BITHHET STV R gL
T oma | cmETATems NTFS ACL BEA %
NTFS ACL BEH &
JEMEDFEAILY w o REINLD w o BREIND
ro: REIND ro: REIND
none : X E IV none : X E I D
77 AT OF A HY rw EEIND rw BRESIND
ro: REIND ro: REIND
none : X E I ARV none : KEIND
T 7 AR DLEE rw : BRE SR T 7 AMEDOBREMRB A —FT—DHE
Yo | BESAAEN rw o RESND
none : X E IRV ro : REIND
none : KEIND
T AMEDRER G T N— T ETILE
DDEE
W RRE S L7
ro @ EI N
none : & E SRV
TR A D HAS rw o BRE IR T Uk AMED R EN BN A —F — DA

ro : BE I

none : XE IR

w o RRESIND

ro: XEIND

none : KEIND
T AMEDRER RN T N— T ETILE
DDEE

W RRE S L7

ro @ REI N

none : X E SRV

Advanced ACL # A 77 7 A )V 2T LD CIFS #£H121%, 727 v A& LT [FFA) &

MES) 3%V, HVFP TOT 7 B AMORENFIC L » UIKIRZT LS, CIFS 7 74

Ty NTERREINDT 7 EAFAI = N —OEAN AR 12252 8H0 £7,

o A —F—) ElX T A—7"1 12 TFFF) ZRELRWT, [Zofhy 12 TR 2580

L7-%E

[ —F—) 723 70— 1aix TR PRESNET,

o [F—JF— I W] ZRELRNT,

(A —TJ—) (2 HEf) BNREShET,

CIFSEEFRAD I 7AIL - THILE

[T —7 2 T5FRl) Z25%E LT HE
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Z D=, HVFP T CIFS #FICRLNEDT 7 B AMEEEEL T (T4 —F—), 71—
71, (2o \ZHEET S rw, ro, none DMAGHENFE L TH), Advanced ACL ¥ A 7
& ClassicACL # A 7D 7 7 ANV AT LETT 74NV N TRESND ACLIZZERNEL
4, Advanced ACL % A 77 7 A /L3 AT L CIFS 3412 Classic ACL # A4 77 7 A L3
AT L0 CIFS 34 LFfRD THESR] BREINRVEDICT DT, KIRTFIETTY 7 &
A (rw, ro £721E none) DHMAEGLEEZBEL THE LTI EEN,
ek, MEFISLHSNEE, 77 B AOBBREZEEN LD THY, rwx & 8K
TRELTMEL TR 720 5,

a. 77 B AMEDIREM (rw, ro, none) ZIRIT/FRTHHFIIN > THE L L £,

+£8-23: 7 ILFDBEDBRESR

T ERIEDRERR
79 e REDIETEE
*—F— gn—7 Z Dfth
rw 7 7 7
ro 5 5 5
none 1 1 1
£8-24: J7MILDBEDBESR
T EREDRTERNE
TV R EDIEEE
*—F— g—7 Z DAt
W 6

ro

4

none

0

b. A—F—, F—"7, ZOMIZKI L TIEET D7 7 B AHEOEEMED, WIZFTIR/NER

WD L9 LET,

FEH = /v —7 = 20
FBEMOK/PBERPENLT 25 EBOL L2 WEAE OB 2RISR LET,
FREMEDOKNBIRMNLT DA

CIFS #:ANICHHITIERR T B 7 7 A NDT 7 ARk, [H—F—rw, J—7:

ro, £ : none) [ZL725E, BUEICHE L-fBEMx T4 —F—:7, Z7Ar—7:

4, ZOM 0] L0, BEMOKNEREENY LET, ZOHE, T 74/ K TRE

ENDACLIZTZ 7 ANV AT LD ACL XA 7OENI K BERITAE T FH A
FREMBDORK/PNBMRA AL L2 W IGE

CIFS B WNICHHUCERR T A 7 7 ANDT 7k A%, [H—F— :rw, J—7F:

ro, TOM : rw) IZL72SE, BEICHBE LZEEMEE (4—F— 7, Z7A—7: 4,

T 6] T, TA—T XV HLTOMDT I AMDENRKEL Y, FREMOK/NE

RS LER A, ZOWA, CIFS 7 547 N CERREND I N—TDT 7 & AFFA]

T U —DHA L CIFS AWITHHUHER LT 7 7 A V~DEZIALD TG &7

D, ZOIN—TIZRT DA —F—bFHBUMER LI 7 7 A NVEEH TE R0 ET,

CIFS = NICHHRIVER T D 7 ANV E ETET7 7 ANVDT 72 AMEE LTA—F—IZ ro
(MBI, 74K 15, 774 :4) £l none MR, 74V H 11, 77 A/
0) ZRELBRNVWTLIEEN, RELERS, A—F—Th-ThH, CIFS HAHENIZHMHIZIE
R L7277 A NETDT 7 A NMERR CIFS HMICHHUAER LT 7 7 A L ~DEEALNT
< ES,

« CIFS#:HDO7 7 v AMEEFRE L THDENE I 0% <, Advanced ACL %A 77 7 A )b

VAT LD CIFS % CIFS 7 547 o F THAR L7z & &I CREATOR OWNER,
CREATOR GROUP ® ACE 232 &, FD7 A NF FICHHUERT D27+ VF ET2ITT 7

CIFSEBERD I 7AIL - THILE 127
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128

AT, RLa—P—F 7R T 7L —FICH LT, 2O ACE BS#RESND Z &M

DT, %@%ﬁ:%ﬂk WORLET,

[ U x—F—IZ 2FfHD ACE BNBRESNDHE
BrElic 7¢w&iti774»%¢%#5&¢%@A@E#ﬁ%énéﬁﬁ TR 5T
T, o, FOEMEE D ACE & CREATOR OWNER 07 7 & AFFa] OPNZ E 7= 11 1
SR > TWD CIFS 5 Dd, FO7 4N X FICHHITIER LIZ 7+ v F £721%
774w’i YERE L7-$81/E#% & CREATOR OWNER ® ACE 2R E S Ed,

[ U7 N—712 2 FE D ACE N ESNH5H
BRI 7jw&it1774»%%%#6@@%ﬁ@waéﬁw~f@ACEﬁ%ﬂé
NDBREIIRS>TNT, h, FOZA—7D ACE & CREATOR GROUP O 7 7 & 2
FHONFEITHEALN R > TWD CIFS 205 E, £0O7 4V FICHBICER
L7 VA ERITT 7 A4 ML, 1B L EE DR L T\ 5 20— L CREATOR
GROUP ®» ACE & E &N ET,

A—H—F LU IL—F ACL DB
ZITE, =Y —BIOZL—TFD ACL OBINIOWTHEA L £,

=P =B LRI NL—F ACLOBINL, 77 ANERIE T ANV DT 7 2 AR EEO [E]
MBATWET, BIN] 227V v 7425 LFREND [2—F—F723 7 —7OBIR] #Eimz ik
@. \—mbiﬁ—o

89: A—Y—FFFI—TEREE (£: 1—Y—<TyEVIE2FERALLGMES, £: 21—
Y—IvEVT#ERATHES)

1

2 =tf= gnth Ai—F DR == ==, SNSRI ===
AT DR RIIE, LERE e o e ]
24—, TA T At ER b ERavhy PLAME 74 ok 23—, A1 AR ER b - ERavR LA 174 ok
T L Lk )
CEECI AL T | oo
WEEA T R AL TR (D AP EA TS bR AL TR D
[ RO
s R Al P ety oL oAl

CIFS A TIER L7 7 # VA LT, T 7 ANEIIT 3N F DT a 37 ¢ HiE T ACL 3%
ET DA, CIFS U —tv ARSI RICL > CTERT 22—V —FHII 7 V—7NEg+ 5 [T
OFRE] (EFROKO 1 RO RNERD 4,

17— B VREFE, Active Directory sRAE C2— W —~< v B 7 &M H L2 WS

[2—WP—F72Z 7 N —7OER] @Eimo HFTofEE] [ HVFP 0/ — R E7213 Virtual
Server DR A NANRRINTWNAH =P —F T/ N—TERIRTHLERSH Y EF,
R
« Active Directory @BiE 4 #IR L7256, [2——F 37 0 —7 O] Bmo [FHET
DIE] ICFAA L ary br—=F=RBRRENTNDLIENHY ETH, oL, 72—
P—RL I/ N —TIZACL ZRE L THHENIRY 8 A,
‘M 8-9: VP —FFIN—TBNEE (£ 2—F—~v oy B 7R AL RV
&, A=Y=y 2T 56) OLIORY (2= —%@3 s/ —T Dk
wjﬁﬁ@[%%@%ﬁl’HW@@/—Pitivmmn&wa@Txh%ﬁ%%é
NTNDa2—Y—%2HKRT 5720121, File Services Manager @ [Local Users] ZA 7
0 7@ [Add User] ~2— T CIFS = —W—%BFT 2 0E R H Y £,
c IN—THFKRT H72HI21%, File Services Manager @ [Local Users] %A 7 127 ®
[Add Group] ~<—Y T/ N—F%ZBMT 5K, [Apply to CIFS ACL environment]
Frxv IRy I AT 2yl LTI N—TE2BETIHLENRDY 77,

CIFSEEFRAD I 7AIL - THILE

TJ74ILTF7 IR (CIFS/NFS) 2—H—XHAK



CBREEICE ST, TrANERE T ANNEDOT 7 RAFAEEN D =B L O L —
7 ACL Z#BINTE2WZ 8B £3, TOHEIL, dirsetacl 2~ FTHRELT
{TEEW, 8B, 77 AWK LTACL ZEBI L2V EA 1Y, dirsetacl 22 KT
KBDT 7 A M ACE PSR IND L 91T, #4757 1L 7 FUIZxt L TACE O
AR ZRRE LT EEN,

Active Directory 387 C2—W—~ v B> 72T 255

[2—HF—F XTI NV—T O] BEE DO BEOEE] I RAS vary br—F7—RFK RS
NTVWAZ—YP—FF I N—T2BIRT BLENDH Y £,
[2—PF—FZ 7 N—T7ORR] @EO [HHOHRE] ICRAL 3y br—F —RNRRE
N2WEE, ROFRICES>TRAS var br—7—L@BETETWRNBINARH Y F
K
o [Access Protocol Configuration] %4 7 72 ® [Active Directory Authentication]
~—® [Domain name (NetBIOS)] (ZF87E L7ZHMBFR-> T 5,
o CIFS7 747 T, DNSIZLD RAS 2 hr—F—0DIP 7 KL RAZMRTE AR
W,
o CIFSH#{FZ LT\ Ha—¥ =N, FAA a—PF—TiER\,
7B, [2—F—FZ 7 —70RIR] EimO HFFofRE] [ HVFP 0/ — RE72iX
Virtual Server DR A MANRERINTWNDZ—F —FIZ T/ N—T2ERTHZ LT,
HVFP Ou—fna—F—BL e —m 17 01—70 ACL #%ETE £,
R
- ZO%AEIT, 8-9: —W—FFI/N—78REE (L 2—VF—~vo 7% f
ML22nWgG, A a—Y—~o 72T 256) OLIORT [2—Y—Fkids
N—7ORR] HimEEALET, 20 [HFToRE] I HVFP © 7 — N 7213 Virtual
Server DR A MAANPERINTWHL—WF—%KRT BH7-HIZ1E, File Services
Manager @ [Local Users] #1722 ® [Add User] ~*—C CIFS = — ¥ — % &§k7
LMERH Y ET,
c ITN—THFRT H720I121F, File Services Manager @ [Local Users] %A 717 ®
[Add Group] ~X—Y T/ N—7%BIMNT5KFZ, [Apply to CIFS ACL environment]
Frxv IRy I A%eTF v LTI N—T2BETHLENDHY £9,
“CIFS 7 747 MiE, RALUZBIMLTWDRERSH Y £7, ZIML TORVIGS,
[2—HF—F XN —TDOFR] HE DO HATOEE] I[ZHVFP O/ — RE2iX
Virtual Server Dh A & FK R LCH, HVFP oo — b ra—Y—BLla—hm1 7
N—TIERRINETA,
CBREEICE ST, TrANERIETANE DT I AFAEHEN S =P =B LS L —
T ACL ZiBINTE72WZ XDV 7, DAL, dirsetacl I~ FTRELT
KTESW, 8B, 77 A0 LTACL ZEML72WEEIE, dirsetacl 2w FT
KIGD T 7 A T ACE SRR S5 L 91T, MU T 57 4 L7 FUITK L TACE O
TREIPHZ B E LT 2 &0,
72%, CIFS —bEROFIEFRNICEAD LT, 77 ANEIXT ANEOT 7 & AFF A HiHE )
ba—HF—B LU0/ L—7 ACL ZBINTEXRWEEIE, KOENANDHFIETEMNTESZ L
BHET,
o HMF (Administrators 7 /L — ST ET 52— —) T Windows 7 74 7> hMzua 7
FrT 5,
o Administrator T2\ 2 —H— (Windows 7 71 7 > MIEBNZEM Lz —H—) T
Windows 7 74 7 > MZa 7435,
o Z—W—BIOI/N—7 ACL OB TRIEY A 7 v 7 BFER Iz, HVFP IZHkE
THLEDI—F—LBIOAAT = RFEANT D,
o HVFP IZEHid 2 & X ET 52— F—LBLOVIRAY— KL, Windows 7 714 7
MZmrZF o §5LEDa—F—A2BLONRNRAT—RERLIZT 5,

CIFSEBERD I 7AIL - THILE 129
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130

o Windows 7 74 7> bR A M &2FE LT HVFP IC8k1 5,
o Windows 7 71 7 > b % Active Directory KA A NZ&MEE D, ZOHE, HVFP ©
FAET S HVFP BBN9 5 R A A > EBEN < THRIEH Y A,

274 ILEHE

CIFS 7 547 " 6D CIFS 35D 7 7 A VBHEOEEICHOWTHBA L E T,

CFSUSAT7UrhoDI77MILEREDERES LURTR

ZIZTIE, CIFS 7 7947 o d CIFSHED 7 7 A WEMEDRE & FRICOWVW T L E
7

T 7 ANVBHEDOBRENTE D2 —H—

HVFP Ti&, 77 A NVEBLOT 4 L7 FVICHT 2 EESARMEREFFO2—V—, F723
File Services Manager CTX¥4% L7 CIFS BHE I, 77 A VEthaskE Tt 74, EX
IABMEREFF2 /2N T 7 A VITEEIL T 7 A VBHEOREIZTE A,

7274 VEEDEATRE

CIFS 7 5AT7 v "I BHRELIZ7 7 A )VEMD HVFP TOBWMAGIL, 77 ANV AT LD
ACL # A 72k > TROFRIZTRT L O ITH® 20 97,

*& 8-25: 774 LEIED HVFP THOEATEH

ol ic ACL & Advanced ACL
assic
774 LR NE A4 FToBERT
4 JTOHERAE =

oA HL D B EXALSBH R EEIETS L ERTR wJ wJ
(Read Only) P, EXAALZIEEMEE BIRENS,
VAT LT 7 ANE | VAT LOBEICKET, EELT 7 ALT | RA] W]
£ (System) D LETRTEME, BE, ZhoD7 74

NEBEILZY ESBZTZ0 LTEWT 2,
BRL7 7 AV | Y= AT EE RN E IR TWnD | RAf AJ
(Hidden) TrAN, 2L, T/ AT —F THRE

Lo TERDZENTX B,
T —71A 7@ BRI I T v TERoTH 7740 | RAf wl*
(Archive) NAENEFE SN2 & 2RT,
A R 77 AN AT L0 NTFES THHGETTH] | Ri] 0l
(Compressed) HTx %@k, ZoBMEEFE>7 7141

TFANT AT AL L TERSN TS 2

L ERT,
R leEES T 7 AT AT AN NTFS OEETZFRAT | AR AH]
(Encrypted) x5, 77 A NEREL LTSS S

DD, EAFEME L FRFCITERE TE R0, B

BALBYED BB 7 7 A T BB FERS

WDy I T T =)V E TRy I T v

L2RWE D R (Ny 77y FIICE 51k

DEBEENTLE I D),
FAVINURBYE | T AABT L N ThAINEEOT 7 | Al gl
(Directory) ANTHDENETRT,
F7I4 VM TFANBAR T 77 ANTHDHZ EERT, | A ]
(Offline)

CIFSEEFRAD I 7AIL - THILE
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8.4.1.2

8.41.3

8.41.4

8.41.5

o *
18.4.1.3 T—h A7 )J@MEICHTHEEFIE] 22 L T &N,

NFS ¢ DEFICEHT HEEEIE

F—77AVEBLXOFT L7 R % CIFS —t 2 ¢ NFS — bt 2 & CHETAGE50OFEFHE
ERIRLET,

« NFS 27 747 b= v va v aEL A —F—, JL—TBLOZOMD 22— —
DOEZIALIMERZHIRLIZEES, CIFS 7 7947 v ORE EHABMYERABMELE 2 £
7,

« CIFS 7 74 7 v FDiiAH 0 EHEMEZHE LGS EESLE Y, CIFS 7 947>
FNEAER Y BEREMNAZRELTE, NFS 27 9472 FTIXEORENARIE 20 THA,

NFS 7 9A4 7 N THER LT 7 7 ANRT 4 L7 N OAFOEELTFNREV AR (L) ©
B4, CIFS A TIIREL 7 7 A VBMMRH S SN E T,

7—h4 TREICEYT 588

Advanced ACL Z A 77 7 A IV AT LDEA, B@HEIT7ANES VR w2 U774 00
NOLFTOETFLEENTIL, 7T—IA 7BMEILZON IR FH A,

AW Y ERARKICET 5 TEEHRE

AR EHBERREINTND T 7 AV, 73 VZDOEE, [Access Protocol Configuration]
XA 7 a7 ® [CIFS Service Management] ~—3° (Setting Type : Administration) ¢ [CIFS
administrator name(s)] (Z#57E L7z CIFS HHE#E CThH->TH, Windows API ZfHL T 71 /L
EHIRT D Z LIXTEEEA,

7254 VEHEIZONT

HVFP L, D7 7 A NP —"InH AT RTCA VR — RN ENEZY LTAE T 77 AL &
Rolz T 7 ANE, FTTAVEBHEEROT s ANELTEELET, AT RTOA ViR—
MZDOWTIX, TV RAT AT A K] (IF302) 2L 23N, B, 774 Vi
CIFS 7 7A 7V LR ETEHRBMETIEH Y EHA,

CIFS 7V FAT Y "W ATFA VRO T 7 AN BT I AT 0 —F TERLIEER, 74 20K
T, CIFS 7 747 MZ Lo T xHInMt&E £, =7 AT v —F3 DRI, 771
BMEERT T T0) BRFERENET, Z7EL, A7 T4 VRO a— By b T 7 A LDEA
&, TAaUBRREINRLRDIERDVET, Ya— by NTrANNEINE, =7 T
n—7 OIS OERTHBITEET, a~vr R a7 Ty 7 A VO EBEERLESS, 4
TIAVIBYEDT 7 A MET 7 ANV A ARFEIMCHENE T,

CIFSEBERD I 7AIL - THILE 131
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8.5.1
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132

E8-10: THYRFA—5TDAITS5414 VEHEDRTHI

FAaFTE
L& TR | sy B I
FriE  WlED  EREN YSMD RINH
Bl - BSLLeAT - il w4 W
dir anatet bbb Ea CFFLINE txt
e 2T -t
. ] B VEEEE T -
P IKE) BEE ®&F) W=D ARNH
i~ R = il &
W | Ewmges [me | |
di ML 1526 DA
asatx 017704526 1551 4
Bhbbx HIT04AHE 1551 4
OFFLEME fxt VTR0 1R2T ()

E811: av>r FFAV T rTOX IS4 v EHDERRSG

M O7eF Tk

BALRBEVT

ZIZTE, CIFSERT 7 BARD T 7 ANEFA LAZ L TIZONTHHLET,

TJ774ILTHOXABRK

T ANT 7 ABROFHFOALEL, File Services Manager ® [ 7 7 A )V AT LD~ K]
BAT T TREEATVET, 77 ANT 7 EAHREOERIIONWTOFE LWVREFIEL, [2—
W= A K] F305) #SM LTSN, 2B, T7HAARITZ 7 A VDT a7 ¢ &
WA bEHINET,

274 ILEHAE

Ty ANVEHFARICOWTOTEEFHEA R LET,

CIFSEEFRAD I 7AIL - THILE

T7ANLTYER (CIFS/NFS) A—H—XHAF



8.5.3

8.5.4

8.5.4.1

8.5.4.2

8.5.5

CIFS 7 747 v b6 CIFS LHENT T + VW H OBV AIT S 12356, 7 4/ O T H HIREX
BERIEZAT > CRANCEE S E T,

[Z7ANVAT LD N XA 770 U#kT7 7 B AREZREE] 2 UIWv] LTy
WA TYH, Microsoft Excel e E D7 7 r—y a U OEMEHARIZ L - TIL, 77 A%
T LIZGEAICT 7 B A BN EHR I NI EERH Y £7°,

274 IILER B

T ANBEET DT 7 ANV AT AT 7 A4 MERBRiZ sk L7V EIL 7> TO A A,
TrANEEF LI E, V77 AN ARRT 7 A NVOHERBRE 7 7 A VEHEZ TR L& X1
T ANOIERARENEFH SN ZENHY 9, Ziux, HVFP Tlix, 77 A WA1ERR AREZ R
FELRWREDES, 77 ANVEHAR, 72782 AKRERIZT7 A VBHERBEOFTOWE T
AEWHEKE, 77 ALOERBERE LTCIFS 7 54 7 > MIEREIL TS5 T,

T7AILE A LRE Y THEE

Tr7ANIA DAL T OREEIZOW T LET,

T7ANEA LRV TOEEARX
HVFP & Windows (NTFS) TO 7 7 A L4 A AAK 2 T OEHIROBER LR ORITR L E
R

£826: J7AINEA LAV TERARK

I5H Windows HVFP
EZ D i A 1601 4 1970 4
RIS AR 8N4 | aq Bl
i 100 5/ # 100 F 7 #b 2

1

WORM %I 7 7 A VY AT AORE, 77 A NT 7 X HEEOTEHEKIL 8 /N1 FTT,
1 *2

WORM #5777 A V¥ AT LDBFE, 77 ANT 7 X HREOEEIIH T,
T7ANEA LRI TOEFHRE

HVFP & Windows TD 7 7 A VX A LAK T DORHFRERE DL E ZRORIZRLET,

£827: D7AINAALARR Y TEEREE

24 LRE Y TTER| Windows HVEP
T ANT 7 AR 1 RS 100/ #
7 7 A VA 100 +/ # 100 -/ #
7 7 A MERCH IR 100 F/ # 100 >/ %
T7AINEALRE Y TEHIER

T7ANEA DAZ L THRERRBD T 7 A4 WCGEAIRD FFHBMIENHRE SN T D5E, [Access
Protocol Configuration] # 1 7 72 ® [CIFS Service Management] ~X—3 (Setting Type :
Security) T [File timestamp changeable users] 2§ E L7m2—H%—TH-ThH, 77 ANV FA
LAZ T HEHTHILIETEEEA,
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T7AILT IR (CIFS/NFS) A—H—XH A F
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134

T4 RYVBERTE

CIFS 7 74 7 v b T, MEOIEETHENTELT A AV EBEFRTE, WHEPHET D7 7
ANVAT LT 4 L7 FUIZ Quota BEEINTWAIEE, ZOMEMKLZT 4 A7 FEN
ForENET, 72721, File Services Manager TH4$k L7= CIFS HHA TT A AV KBEEZFRL
7B EE, 77 ANV AT ART 4 LY N UIZERE Sz Quota fEE R L7-ETIX2 <, 77
ANV AT DDEBPFITRSNET,

ZITIE, Quota REFEL T 4 AV BRBEOERIZOVWTELHET,

Quota #REIE, —F =AM TE 27 1 v 7 AR inode B Bl - HIIRT 2 720 OEERE T,
CIFS 52T 25511, A A XOFRICLEEELE 2 E T,

HVFP & Windows @ Quota #§REX 92 &, WITRTZEENH D 7,
Quota HEETHEAR - HIR T 2% =2V 7 1 1FH

X2 VT4 HERENE, T ANOREECHAE I N—TREDZ LT, HVFP T,
HH EFR 7 V—7% Quota BEEEDR A4 L LTEY, EHOMTT (DL A
Quota FXED FIREICHEA L TWA L7 7 A VEEETHZ LA TEERA, ZHUIH LT
Windows Tl¥, P& 7217 % Quota BEREDMAXIG: & L CWET, FrfE 7 /b—71%, Quota
BERE DB BIZ TE A,

7 7 4 /v b Quota #EAE CIER T X % Quota 7% € D FEIH

7 7 4/V b Quota FEAEIEX, Quota FXENRINTWRWT 7 A VOFTAHICK L, BEIMIIC
Quota X EA WA T HHHETY, HVFP TiX, FTFEN—F—ThI5E7, T 741
I Quota #BEIZ & > T Quota X ENEH SNET, IEEN I NL—TThHHGAE, #HAS
nNE¥A, —JF Windows TiE, FIEENL—F—, FJA—TDELL5TH-TH, T 74/
I Quota HEHEIZ & > T Quota ERENEH I NE T,

HVFP & Windows @ Quota H#REIZBI T D HARD LI A R DFRITR L E T,

% 8-28 : HVFP & Windows @ Quota ##E(ZB 4 B {L#5LEEE

Quota MHEI & 2 518 - HI8 ?71»#Qm?&%t;6
¥l T4 1EHR Quota &€
HVFP Windows HVFP Windows
BiEE a—HF— O O O O
TN—"7 O O X O
raE s N—T O X x x

(LB O:T&D x:TERN

Quota FERETEAR - HIRTE 2 X 2 U 7 A RIS T DA EROHIZROKRITRLET, &K
X, FrEEICH L Ta—%F— Quota R E L7I2HA, A 7 /V—71Zxt LTI /V—7 Quota &%
ELTSGE, BEIUOREMNT L7 FUIZHLTT 427 U Quota (HVFP TOH 7Y Y —
74 V7 bV Quota) ZFHE LIS ED, Quota it EDMMAME CIFS F DT a7 ¢T3k
RENDIEY A XZHOWNTRLTWVET,

CIFSEEFRAD I 7AIL - THILE
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% 8-29 : Quota HERETER - HIBTE 2t X2 ) T4 HRICEAT 2HBEEZERDOH

Quota &k M E FA&E HHEHAX
&2 T« R

HVFP Windows HVFP Windows

FrEEICH L C2—H— Quota R E |wWHAIND |#@HIND Quota RED L | Quota X ED |
RRAF RRAE

P 7 N—7ICx LT/ —7 Quota & | A S5 | A IR | QuotaREDE | 77 A Vv AT
RE R e UNOJ¥ 25
HHEOR AT L7 FUICKLTT ¢ |#AESD |#AShD Quota FZED F | Quota X ED L
L7 + Y Quota ZRE PRl PR

728, HVFP TiX, 77 A VY AT LT LD Quota 2% € L2541, =—V%— Quota, 77 4
/b b Quota BEL UV /L—7 Quota DFEENDLT A AV RBEZHHLET, 7427 MV ZTED
Quota %€ L7=HA, V7Y U —a2—W%— Quota, V7Y U —5F7 /L k Quota, V7V
V—7NV—7 Quota BELUY 7YV —F L7 LY Quota DFEEEMKL THEHLET,

Advanced ACL # A 77 7 A )V AT L TIL, FTAEEN I /V—7 0 Quota IZOWTIIHAR— KL
TWEHA, 774/ b Quota IZONWTHIEERTT, Z/—7 Quota ik, D7 NV—TBITEH
ETRoTVWDB T 7 ANDEREL, HBHIN—TNT 7 A NOFEIN—T L7325 TS T 74 LD
KEOAHHECHMEILET,

CIFS 7 FA T Y OB LIET A AV REILT — X 2 EZADTOOEERENH HLAT
b, REARTZI—IIRDILNHY T, ZOHE, fslist Av U RTT 7 ALV AT A
DT vy I OFRFEREEMRT DI1ED, quotaget BIWstquota 2~ RTa—P—ffE 7
N—T 07y 7 HEHES inode FHEZHER L T E IV,

8.6.1 Quota FXEHNZED CIFS Y 5S4 7> FrTOHERAH

HVFP CHE L7 Quota Z, CIFS 7 547 bnbTF 4 AV REBEABWRT 52 L THGRTE £
T, Quota RENE®D CIFS 7 547 F TOMRBIGEIRDOFI T LET,

%2 8-30 : HVFP THRELT- Quota {ED CIFS ¥ 54 7 > F CORERTR

Quota %5E CIFS 7 547> b b DHERAH
H7 Y Y —2—H— Quota TuyrKxE | V7RI Iv b a]
A—FUIy b |
W4T W] AH]
inode V7 hr)Ivh AAy
A—RU Iy k| RA
Lipieiilsl AAy
Y7V U —F 7 4 /L k Quota TuyrKxE | V7RI Iv b a]
A—FYUIy R |
inode V7 RUIvk ATp
N RIS
Y7 U —7—7 Quota TuyrKxE | V7RI Iv b a]
A—FUIy R |w
el AT
inode Y7 Ry b W]
A—FY Iy bR
il N
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Quota £&5E CIFS V547> b o DRERAE

H7Y Y —F L7~ Quota Tuy iR | V7RV Iv b ]
N—=FUIv b af

AGF I )

inode V7RI b ol

N—FU Iy h )

T 1 AHf
= —¥— Quota Tay iR | Y7MIIv b | A
N—=FU Iy b af

AGF I )

inode V7RI b ol

N—FU Iy h )

R4 1 ]
7 7 4V bk Quota Tay g | V7Y Iy b wJ
N—=KUIv b aJ

inode Y7 RV kb AT

N—=FUIv b AT
7' V—7 Quota Tay g | V7Y Iy b wJ
N—=FUIv bk |7

ipie il Nl

inode V7 Y Iv b AA]

N—FU Iy b AT

R4 1 ]

EROFIRLZE S, CIFS 7 747 2 FTHFK/RTE D Quota ik ElE, 71 v 7 FEIZHT
LHEZTTT, £, BRENTWET A AIEFEBRNY 7 NIy b THEIZIN—FRI Iy FTh
LIMERERTDLZEIITEERA,

T A4 AT BREIZERIND Quota RIEIE, RIATOHEIV L THET 4 L7 b TH#7: Quota i%
ETT, T4 ATFRIZFRIND Quota FHEIE, Quota DREREMECT 4 A7 OFEAMRIIZ L -
TEELET, ZOFMIHOVWTIE, 18.6.2 7 4 AZMMHRITIEC T 4 AV ERFR] BIO
18.6.3 D Quota ZRE L I2HmB DT 4 AV FEFR] 2L TIES,

F, BEOT 4L 7 MIICENENRNTATEEID Y TCT A AV FRBEFR LIS, T4 &
URBPIELSBRENRNWI ERH Y ET, WEBILERED I TAT v h~DEE ZEED S
X, cifsoptset 2¥ Y R Tdfree cache timell 0 ZHE L TT 4 A DZEXEEOERE
FrvalBNEICRELTLEE, cifsoptset A~v 2 RTT 4 AV BFRBEXF Y v a
L2aWE S IZERET B LN, Ta<w > R 77 L x]) (IF311) 22 LT ZE0,

CIFS 7 AT ¥ N TOT 4 A REOFRRFIZ, RORKIRLET, KFOKMETH - 2@
2%, Quota FERB LT 4 A7 BRI L TEILLET,
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8-12: Quota RELX LDEDT 4 RIVBERT

-

-~ ofsiz (VW10.313.86.15%) (Z)acrO Py

&8 | e | RIET-Tae [ 22 | 835TE

— ciglz

LE ] FoH2-0 kT

PR UATL WTFS

W o SRAELEIZ I b 62 ME
W Tk 10 EOLEERZIE S b 157 GB
T WAALATAONE S F 9 GE |

QK

| [ FwAn

8-13: Quota SXEH Y DEDT 4 RV BERT (EIXERAES Quota HIBADIHS, HIXFERA
=5% Quota HIEB ZHEiBLI-IHE)

%

- ofed (Y¥10.213.80.155) (23000 T%y

el | | - ofsi? (0010.213.80.155) (Z)OCOUTRY =5 |

B8 [fEaFs | LIRIT=Ta [ D=5 [ 82574 W | treanF | MROT-Ta | 25 [ 254X

- e 02 - casl?

e obP-0 T L H ] 2ab3-8 AT

e U3AFL HTFS il ¥AFL  NTFS

. (A BEOELISE )5 b RIHE . foaiith ISEITED ) B TEME

W T 1ZLBEL 1M 5 147 ME W il Bk 0rHE

L= 0,716,300 )34 b mome | | = LT i b nime |
ESs{7Z M7 E
k] [ #idme 1 ok ][ et

8.6.2 TARIFEREIZE LT A RIVBERT

HVFP T Quota & L T7 1 v 7 &L inode B AR E
I RBFRIZOVTIA LET,

LA DCIFS 7 A4 7 N CTOT 4 A

Quota (7 v v 7 Fa) HERF

HVFP T7 v v 75 HED Quota R E LTche, 74 AZHEHRISCTCIFS 7 747~
FTCRKOED LI IZFRINET,

% 8-31: HVFP T Quota (F7Ov/BER) #R/ELTCIFS US4 7> FTRELIIBE

Quota fi
GERE TARIEER
VILJYSybk | N—FUYSy b
BER L BERL - T ANVART AOKE
REMRL WEDHY N—=FRU Iy AL | Try /Ol
N=FU Iy MR | Tey 2 BEON—F) Ty b
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Quota {#

A TARYVER

]

YIFYSyhk | Nn—FUSytk

/,

RIED Y RIER L Y7y MUE | Tuy s ofEfE

VZRIIv IR | TrysBEBOVTRY Iy b
BREDHY BEHY N—=FU Iy UL | TrysoEHE

VZRUIv L | Ty o

N—=RY 2w MR

1

Y7 Ry bR | ey B EOYT7RY Iy b

(LB — 5B L0
Quota (inode #0) X EMF

HVFP T inode #(® Quota % E L7256, 74 AVHEHEIGCUTCIFS 7 547 T
FROEO L IIZFRREINET, 2L, REINZinode 8%, 7 74T "NbiERT D
ZriETEEREAL

%% 8-32: HVFP T Quota (inode ) #%{ELTCIFSY 547> N THRELIES

Quota {E
ERE T14AVBE
VIZhJYsSw b N—FYIy b
B L BET L - 77 ANy AT KDR TR
BREMS L REDH Y N=FY Iy bR Tay s OFRE
A= R Y 2y RR T ANV AT DO F
RED Y BER L Y7 M)y bBLE Tay s OFRE
Y7 RY Xy bR Ty AN AT KD
RIED Y RED Y N—FU Iy AL Ty 7 O &
Y7 F) Iy bBLE 7ay s O R
AN=FU 2w b A
Y7 FY 2y bR T 7 AN AT AORE

(LB — 34 L7

8.6.3 FEHO Quota ZRELI-BEDT 1 RV BERT

WX Quota RENTM IND CIFS 7 74 72 b b7 4 AU FART LIEHEIL, #RS
NBF A A BFROBCSDTHALET,

8.6.3.1 HVFP OiF4&

HVFP Ci%, 74 A7 fHAEN Quota HlfRICEL TWAENEINCE-T, CIFSZ 747> b
ETRRENDT 4 AT FENELY T,
T 4 A7 A RN Quota HIFRICE L TWRWEH

CIFS 7 A7 v FOEHT A7 v v 7 FE LM inode #4723, A S5 3T Quota IZ

LT, ZORIRITEL THRWES, ROFITRTHANTIESNWTT 4 A7 EFBEVPFRS N
\ij—l)
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% 8-33: #HHD Quota ZHRELIEEDT 4 AV BE (Quota FIRIZEL TLWELMES)

FT4LY MY ZED Quota (HITYVI —
274N RTLIED Quota
Quota)
TARI)BRE
FI4IL F4 L FI+IL R
2 | TN gz | TV a e [T 5
[ kY [
Tuyy |- BT Y =2
2 il RR Quota DT 1 v 7K
Hy BY Iy ME
Quota ® | 7uv s | — TV —F T
BERL | BEHIR k Quota D71 v 7
Ho Y Iy Mi
Tuay 7 EERIRR | Tay s | — YT =T =7
L g gl S Quota DT 1 v I K
HY 23y Ma
7y o g R L Tayy |- $TVY—F (L
R EHIFR FU Quota ®7 1 v
b ERY Sy M
Ty 7R EHIRZ L Tays | - 2 —#— Quota N7
A R By s RREYIY b
»HY fiE
7wy 7 RERIRZR L Quota® | 7wy | — 77 %L b Quota ®
BERL | HEHIR TavIFEY I
HY M i
T a7 KEHIRZR L Tavy s | Z—7 Quota DT
HEBE | vy 7 HREY Iy b
HY fiE
Ty 7 KEHIRZR L Ty ANV AT AD
AR

(L) — : Quota FREDHIEIIKF L2 LA RLET,
pas
(VI y ME] X, YZ7RI Iy RBRRESNTWAHAEITY 7 R Iy FMOfEE, £9
TRWGEEIEINA—F) Iy hOfEEFELET,
T 4 A7 fERED Quota HIfRIZEL TWHHE
CIFS 7 747 v b OHHT A7 v v/ xKEE L inode A3, A I 5 Quota D Eiun
T, ZOHIRIZEL TWD5EE, RORIRTHANZE SN TT A AV FERERINET,

& 8-34: HHD Quota ZREL-IHEAEDT + AV BFE (Quota FIRIZEL TL515H)

= [ t: W) —
T g U EER QD (o) 274N RTLIED Quota
Quota)
TARIBE
A T4 T T1LY A—tp— T4 F—o
k kU k
fEREN | — YTV =
il [ 2 Quota D7 1 7 i
BIE| Jiih—+
R | HER, V< Ed 1 2OHIRE B BTV —a——
Tl FRPY Quota DT 1 v 7K
#Y Iy M
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8.6.3.2
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F4 L yz ta Wi)—
v (27 [POECICIER (e I74LYRFLZ ED Quota
Quota)
TA4RIVBE
21— T4 F—T T4LY 21— T4 Fp—o
k by k
Tuay s FERIRS | EHEN | — BTV Y =T =7
L il R % 48 Quota D7 1 v 7 ff
ith R
T a7 KERRZ | SRR | EAER, 2l 1 oofRA Bl BT =T —F
L RN Quota D7 1 v 74
/Yy ME
7y 7 RERIRR L HHEN | — TV —F 4 LT
il (R % 48 FV Quota 7 1
it 7 &
7y 7 RERRA L fEREE | EHER, PRt b 1208 | TV I—F 417
Tl BEPN [ 7 atE F U Quota D7 12 v
IREY Iy ME
7y RERRA L EHEN | — Z—H— Quota D7
il B % 8 o 7 &
i
Ta sy 7 EERIRAS L FERET | BERED, b7t | 2—¥%— Quota D7
Tl RPN H1OOHIRE#EE | oy s BZEYIv
i
Ty 7 RERIRR L fEFHEMN | 7 v—7 Quota DT
HIRZE | v o7&
15
T a7 KERRZ L fEfA&EIX | Zv—7 Quota D7
i oy 7RREY Iy b
(A

(FLBI) — : Quota REDHEIIEKF LN EERLET,
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TV y Ml X, YZRI Iy FRRESNTWVWDIHATY 7 M) Iy FofEz, 9
TRWERIINA—FY Iy FOEERLET,

Windows —/\DEH&

Windows #—/T7 12 v 7 KF&ED Quota X E L7255, CIFS 7747 TR DOED L H
WRRSNET,

% 8-35: Windows H—/N\THRELT- Quota Z CIFS ¥ 547> FTHRERL-ES

54 L% ;Y Quota 54 X% Quota
YILY | A—FU | BELR | FoROE Ll ! B
=y k Subk | LOBE | BOSIR
BERL | BEARL | #ERL | @ERL — BY = SO
wEHY | BEDHY [ 4 27 REARIRT | (54 27 k& BT 5
% ACHEE LR b (AR E L7
[ 4 2 7S AHIRT | (54 2 7 SR & HIR 5
R LI e L
M LSV ORRE) 1 | (54 2 7 SR & BT 5 |
& U7 e L
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T4 L% k1) Quota

T4 X% Quota

YTRY | n—FY | BELR | FoR9E feAg TAAVEE
Ty b Sy b JLDERTE B0 HIBR
WERL | REDLY | BRERL | RERL IN—FKRUI oy b IZEE | TN—FUIy M IZEBEL
L7l it
[N—=RU Iy b IZHEE |I"—FVIv ) IZEEL
U 7= f A it 7o 1B
BEDHY | REDHY [F ¢ A7 S & il R4 [F ¢ 27 S & HIR T 5 |
51 IHELEL L L IN—=FRUIv b )
BANSWH O
[(N=RU Iy M IZHEE |74 A7 #EkEHIRT 2
LU E 5228 | & IN—=FKUIy b ©)
WAEHIRT D) ICHEL | bSO
V(S ST
[ L OV OFRE | \ZHE | [T 4 A 7 sk Z HIFR T2
FELELLE TA—RY | & IhA—FKUIv k] @)
Ry M IKHRELEER | 5 hs0nHo”
it
MEE L ~LORRE | I | 7 4 A7 (A HIRR 95
TE L7l A L IN—=FRUIv bk )
YNSRI i
WEHY | RERL | BRERL | RERL (VY7 Uy b IZHEE | TYZ7R) Iy b ITHEEL
L7-fEll = 7
(V7R Uy M IHEE|TYVZRI Iy M IZEEL
U 7= A T 7ol
WEDHY | EEDHY [F ¢ A7 S8 % IR [F ¢ A7 SE & HIBR 325 |

ZHE LT fELL L

L TYZRUIv b @)
1YIN-SAY 1Y

(V7 U v b ICHEE
L= E 1540 2748

(74 27 S HRY 2
EY7RUIy bl @)

BWEHIRT S ICREL | b WHofE "

ToAB AR

Mg LUV ORRE) 12 | 1554 A 7 SR ZHIIR 45 )
ELfELE T 7 R L TYZRYUIv ) @)
Iy b CHRELEER | bhsnFom”

it

Ml LUV ORRE) 12H | 54 A7 SR Z HIR 35 )
B U A ETYZ7HRUIv b )

LASWFOMl”
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8.7
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T4 L% k1) Quota

T4 X% Quota

YTRY | n—FY | BELAR | FROHE AR TAAVERE
Ty bk Sy b ILDERE B OHIR

WEDHY | BRERL | FRERL | BRERL (V7RI M IHRE | V7R Iy b ITHEEEL
L7 B2 E oA
(V7RI M IKHRE | V7R Iy b IHEEL
U 7= ff A it 7= fiE

HEDHY | BREDHD [ ¢ A7 S % il R4 [ ¢ A7 SEI A HIRT 2% |
5 CHEE L-E L L TYZ7RUIv b D)
BANSWHOfE
(V7 Yy M ICHEE | 1740 A7 #EREHIRT 2 )
L7 E 5228 | & V7RI @)
BAEHIRT S ICEEL | bSO HOfE "
T A A
M L SOV OFRE ) \ZHE | [T 4 A7 SEIREHIRT 5 |
ELEEULE Ty 7Y | & TRy b )
Ty M CHEELER | bhSWHofm”
it
MEe L SOV ORRE) W2 | 15 4 A7 k2 HIRT 5
E LT ERT L TYZ7HRUIv b DD
IVINSRY oY i
(FLB) — : Quota FREDHMMITIEIF LW LERLET,
T

HVFP TiE7 4 A7 HEIISCTT 4 A7 K&

W [T A7 ERIRT 5] CRELLERRRESNET,

WORM 77 1 )L

WORM L%, BEDTZ 7 AN 2T L (Zad WORM IS 7 7 A L AT W EREER) NIZH D

Ty AN EGHARDERICLT,

RED Y F973, Windows H—/3TiX

—EWM E BRI - OEFEL L OHIBRZ TE2< T2

HHETT, 77 A NVEZORMEIZT HZ &% WORM L& MDY, WORM AL L7277 A L%
WORM 7 7 A )V EFFNE T,

WORM 7 7 A JVIZIIRITRT RS H 0 97, 228, WORM Kt~ 7 A VT AT MIHOWTIE
[ 2T LERTA F) (IF302) &ML TLFFEW,

Tr7ANDY Ty a VHIBERELZY, IEELEYT2120F, 22— —23MAIZERT D H A
BRET IV r— g BHERALEST, DAZLT AV r—3 g v 2ERT 57200 APLIZHOWT
X, TF WORM EH D 7= d APl] ML T 7E &V,

EBXABNTERN

T7ANDACL T 7 &%

TEEEA,
2%, WORM 7 7 A JVIZIZFi A S B0 5 LfRRA T £,

* WORM {bi% ACL TiF72< 7 7 A VBMEDORREZ R L LT D

PRI D TEEIAL] DS TR 122> TV T, FEZIATLI LT

WORM fb&Nn2 0%, 77 A/VEMEE LT IHARYERH] 2% ELEHBE T, 7740
D ACL T IFAHEIY | 72023 LTH WORM LS EHA,

« WORM 77 A VOAFRY Foira  LIERY T g

CIFSEEFRAD I 7AIL - THILE

J7 AT +tR (CIFS/NFS) 1—H—XH A K




8.8

8.8.1

WORM L EN=7 7 A VT, 77 ANMIRELEZY Ty a VIR (7 7 A VERFT D
W) 2% atime & L CT#HbNET,

—EHI T — 2 DEFEBLIOHIBATE RV EEFRY Ty a LY, ZOBRAERY T
vva e LT, BUEREA LY bRKOAREE 7 7 A MICRELET, AR T a v
D WORM 7 7 A Vi, atime NARFEDEZNZ2 Y £9,

HHIRICT — 2 OB FBLOHIRA TERWI EERER Y T2 g 0 LI, ZoBRIVT
viayHIE LT, BUERRIE D b 24 FELL IR EO HIFE 7 7 A VIR E L £, KR
V7o ar®WORM 7 7 A Vid, atime 728 24 BFRHLL BB EORLNIC2 ) 4,

« WORM 7 7 A VDU T vy a UHIITIEEZ TN TE S
HRYVF oo a s, RELEV T Y a VHIZEETXETR, ST A,
MRV T2 a DA, RELEYT g VMR E R TxERA, £72, ARV T
VarvEERY TV g VAR TEEE AL
atime IIWHALIZAR D
WORM 5 7 7 A /W AT LTl atime ITHPEALIZ A2 W 37,

« WORM 7 7 A LD atime ITEH S0
WORM L ENTWRWT 7 A VDA, T7BATHLE atime FEHFENET, LavL,
Vroya VHIRZERELZWORM 7 7 A VOBE, 7T7EALTH atime ITEFH INE
HFA,

« WORM 7 7 A VOEIBRIT (500 BH ) B OMmER)S B
BELEVT Y a UHBAZRE WORM 7 7 A Wi, AR HHEEEER+ sz &
T, HIlgCx2ko10E£9, 7272L, T—XZDOEF I T EH A,

ABE [Z & 37 ¥t X #ifH

ABE (Access Based Enumeration : 77 E A_X—2DF2) 1%, CIFS 7 A7 77 AL
RTANED—HaFTRTDHEE, SARVERDDLNE I NTT 7 A NHRT A NV E &R
RTDINE D IEHIET 2B TT, ABE BT DL, HAMVERNBRNT 7 A LT +
WL CIFS 7 547 v MIFRREN< e £3, £/, ABEZHZICTH L, CIFS 7 T4
T RTCDT 7 ANRT ANT DR NEL R DEERH Y £,

ABE[C&KBT7 7ML T IV FDORTR/IERT

ABEICE AT 7 ANRT 4 VA DFER/IEFRICONT, HlEEICHB L x4, ABE OFREHE
WZOWTIE, T2—%—XH o ) (IF305) #BR LTSN,

THANE, T 7 ANDOHHETWY RO AL ABE WEIDEDNCL D7 F47 2 FTORRD
BRZ R DORITRLE T,

#£8-36: 74 ILA, J7MILDHEHFRYIEROERKSE ABE NEMHBRDINN LBV AT T
DRTOER

TALHE, TFALOES 79472 FTORE
TANTR/T7AIA L
BRYEROFR ABE H2DHE ABE BDHE
dirl % FREND FREND
filell HD FREND FREND
filel2 AN FoRENARD BREND
dir2 4N RSN BNV A
file2l Hb FoRENRN FrRIhARNS
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THILE, T7AILDFEH ek
F2HXNEFEZ/ TFAILE .
MY EBDEE ABE E¥0ES ABE EDI5E
ileoo L FRENRD FrEnpn’
?:‘E *

dir2 IZFA I MERB 72N, BTOT7 7 A NO—EHEMGTE R TRARINERE A,

CIFS 7 94 7 N COFFHZ, WOKNIRLET, ABE 240 LicA, FiHE 0 HERN
2 filel2 & dir2 IZFE RSN FEFA (X 8-14 1 ABE AR EE). ABE 28502 LIZG4A,
dirl, dirl BT filell 3LV filel2, dir2 137 27 & AMEICBMRAR S R ENETA, dir2 O
HEOMERR RN D E DR T D7 7 A MDO—RITR A SNETA (X8-15: ABE BERDY;
o 708, ABEXT 7 A N7 A NF EERFZT H0E I 0EHET 5720 T, 2o, 77
ANDRAZHS>TOIUE, TIRBAMEOHD 7 7 A MIFT 7B ATEET, BlxiE, # 8-36

T F N, T 7 AIVDFRHFI HERO A EE L ABE NN LD 7 T AT v b TOFER
DOBRD dir2 123t L TACL T [ 74V FDAF v 2] HERNFA SN THIIL, 77 A /LVD/8R
ZIEETHZ L THile21 ICT 7 ¥ ATE £7,

8-14 : ABE AEMLIBS

P

D7 ANERF T A A — DS (223w
23— by O S EERL TS

4 M Qg —5— i
o JOwlk— T 20 RS0 (A
&, 0=l 7 2 ()
ey CD RS2 (D)
acw share (¥¥10.213.88.153) (23}

a  dirl L
| filel1
Ty hO—2

F] HLATa— pAw b

| LT -DPERIN || OK | | etz |
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8.8.2

8-15: ABE MNEDDIHE

D7 ANERF T A A —DEE ==
L3— ko MO SEEIRL TRE

B O-AL T 28 (C) =
e CD RS 2T (D)
49 chare (¥¥10.213.98.155) (23}

4 dirl
_ filell
_ filelz
dir2 3
€l P RO—5

] HLWTa— bw b

-

L0275 (P ERRIN) oK FoAl

Ya— My b7 7A40H ABEIC K DRRFERFROMRIRYVET, LIch->T, ABE % H
icT s e, RAMVMERDOZNY a— by N7 7 A NVEFERENETA, Va—b Ty 77
ANDHHPEDERB DY, 77 A NVKEICHESE D ERDBRVEGE, va— My M7 7 AV
FRENFETHR, 77 A VKREKIIERINERA,

723, File Services Manager CX#k L 7= CIFS HH ¥ X root = —H—ThH 5729, ABEIZ LD
MBI ER A,

ABE #ENCT B E, TV BAMDRWT A LA T 7 A A EFrREINET, ZOBEAICT7E
AMEDIRNT FNVERLT 7 ANMIT 78R T 5L, 77RAPESESN, RITRT XD REHEAE
REINET,

8-16: 7V RRENBEWVNITHILFOT7ANADT 7 AFERDH

BT RIETEEEA [e5m]

[0] 2 ¥groupB ISP AR ATEF R A

PO ANEEENFUL-

ABE [CEB 774 IO TAHINEFDORRICHELRZFRATY R

ABEIZL D7 7 A NRT A NF DERFICHLERIERIE, 77 A N7 +VF D ACL T 7 & A
TRl THEBEY | 28 [FFA[ ] I/ TWAZ & TN, ORI HERITRD 5 >DOHERE
HHOETZHLDOT, ERn1ONRKRITTHLT7 7 ANART LA TR RFEINEEA,
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TANE DT — X DFHHIY
© BHEOFEAEY
< JBRBMEORHEAEY

TV AR OFHAHEY

CEN

:EE*

n

MR OMERIE, 7 7 A B LU 3 v ZHERREIC ABIRIC AT G- S g4, GUL 2 5I1380E
TEEHA,

T 7 ANRT FIVH DRFICHERFTAI HEROF L, 20 5 DOMEROREM THES L
F9, HIZAE, (74N FO—E T —2OHAHEBY | EiFEFasnTnda—9—5, [JEED
FEAIY 1, THRRBEMEOFRARY |, [7 78 AFFAOFHEARY | BLO RS 23 Tnd
IN—FICFB L TEIELIZEES, 77 A7 3 VAT FTRENET,

BB, 7y ANVDOFEEL, TOTFANDT 7Y AEEBRIETDHEREZF > TWET, 20z

W, TEENBIELEERS, 74V F0—% | F—2ORHRY |, [BEOFRLIY |, THLER
POFHIY | BEO THRM) B3 T0iuE, 17 78 AR OGARY | BFFr STy
BRLTHT7 7 ANRT A NFIFFRRINET,

HVFP @ Classic ACL # A 7D 7 7 A )L AT LDOY4, POSIX #EHLD ACL ThH71-, =D
X9 737 ACL IIfRETE £ A,

ABE 2L D7 7 A N7 4V Z DFRRFITHMIELRFH I HEROF Rl 2 ROBITR L ET,

E 8-17: ABEIZk B3 7 7ML P I+ I FDRRICHELFARYEBRORRH (X : HAHRMYIE
B, & :HHELHRARYER)

flEl1 ot == fiell s AT R ==
& | UEFs [ | LIRE-Ta REEEL
e prl 2 Zw%dw [Wlke 11 et R T A fzuster 03| cefervorte) Mo o] oeall
Hil= TR~ — 0
§ Y rucer 001 (e cuerii w34 koeald D !
l etpuser 17 (o purer [0 w3 locall TEEIFSTIF [t 5L
TR0 P N 3
DT — RN 7
Wit iEn g o’
FREAR TR TR0 (EE] s RN i <
: ‘ e LR =SOE i
citsuse b QPSRRI B oE SR =TT =
P TehO=8 RiIgEils
Tr KRR IEELD
EEN LTS T L
EBA - PO I )
Py | PorusTeEE B
WP T fat
iz e R 2 AL TS S T A R IRl ]
st e L PRt ST
Falig LA o | e EI, £ bt dr Bk P e
[ il

CIFSEFLEDT7A4IL - THILFTDHIERE

ZITHE, CIFS AT LD 7 7 A+ T4 A H DHIBUZ OV TRLET,

« HVFP Tix CIFS 34 EiZ, Windows DXy 7 7 v 74 A—U X, HyperV TORFE N—
KF 4 27 HELTHEDNTWAD VHD (Virtual Hard Disk) 3 X O VHDX FEXD 7 7 1 v
EERCL, ZNEFHLCEHNEZ T LIETEERA,

CIFSEEFRAD I 7AIL - THILE

TJ74ILTF7 IR (CIFS/NFS) 2—H—XHAK



+ HVFP Ti%, Windows OYLEEMEE PR — KL TWERA, HERERREAFESNZT7 741

ZCIFS ML L5 & T2 2T —L RV ET, HHFTL2T TV r— a3 itdi»T
13, =7 —RIIERBHEEZBRWIREBO Y 7 A L EEM L ET,

« HVFP Tix, T —Z A M) —2&VR—FLTWEEA, Windows D7 7 A /Ui, %

T=H A= NEMEINDT =2 EROZLENTEET, RET—F A M) —2%FK>T7 7
A N%& CIFS HITHEMLI=E1E, RET— 2 A M) =228 RWT —F ML ET,

CIFSEBERD I 7AIL - THILE 147

T7AILT IR (CIFS/NFS) A—H—XH A F



148 CIFSEEFRAD I 7AIL - THILE

TJ7 AT IR (CIFS/NFS) 1—H—XH A K



MMC E i

Windows DEEY — /LD 125THD a2 Ea—XOEH] O HEF7 31 4—)
e MMC (Microsoft Management Console) 722SF|H L, CIFS 52T
FET, MMCIZ HEFT7 4V H— ) 2F T A v &BNT 52 LT, CIFS FH#H
2 HVFP o CIFS 5% E# L0, CIFS &4~ CIFS 7 74 7 h OBk %
BLEY, CIFSZ 747 v "BHWTCWS CIFS 58 L7 7 A VEEE LY T
TET,

O 9.1 HVFP ® MMC j#i#

9.2 MMC LT 2 72D [T B B2 (v AT LB DIEEE)
9.3 MMC LT 25 72 1T B B3 (CIFS B HLE OE)
9.4 FILE ZFIH T HH1IC

9.5 MMC 7%>5 0 CIFS A

9.6 MMC 75Dt v = B

9.7 BIWTWND 7 7 A /LD MMC 7> b DEHL

9.8 IH L~ ACL

Q 0 g o o a a a

9.9 MMC #21E Lok B4

MMC & 149
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9.1

9.2

150

HVFP 0) MMC &

HVFP T3k D/N— 3 O MMC L cE £,
+ MMC 1.2
+ MMC 2.0
+ MMC 3.0

HVFP Ti%, Windows 242 EHF 7+ 14— BaEaflTE £, A7 414 —]
BRED —FL 2 IR LE T,

% 9-1: Windows M @#t3 5 THF I+ L5 —] BEEO—5

THE T+ ILE—] HEE

Sﬂ.

CIFS A D 1fFmk

CIFS 4 DHlkxk

CIFS d:ffm o A v NEH

CIFS 5 @ = — 5 — 4 il R

CIFS #£HD* ¥ v ¥ 2 T

CIFS 44 0 —f R 172

1~V ACL B E

AT 4 F—D ACL & 1

A e DA &

v a oYk

BTV B 7 7 AL BTN D 7 7 A v d—TEgoR 172

BRWTWD 7 7 A V&AL S

E*1
HVFP Ti%, CIFS ®EEZT TR, =y Fa—¥F—bRIHTEET,

1 *2

HVFP T, HHRO—HPELLFRENET A, HEMICONWTIE, #£9-2: CIFSifF—&
THMTE5HEA &L HVFP TORMMATAER, £9-5: Byl ar—ETERTX5IHEAE & HVFP

TORMARERLVUE 96: BHNTNWDL 7 7 A L—ETHMTX5HE & HVFP TOF| AT
BEZBRLTLLEE N,

MMC &EHT A-DICHELEE (VATLE
BEDEE)

HVFP 73 MMC & &4 51218, ¥ AT AEHE DN FHFNIC File Services Manager TR DIEE %
HiL TR MERNHY £, SEEOFEMIZHOWTL, 22— =T 4 K] (IF305) &ML T

SV,

T 7 AN AT LOMERE~ TV R
MMC TEHT 57 7 A Vi AT hEIERL, v~ hLET,

CIFS #— v 2 DL EhER
CIFS —E A3 EE) L TW\W5 Z & % [List of Services] ~— Y TR L £,

CIFS & BH ORBUEMERS

MMC &

J7 AT +tR (CIFS/NFS) 1—H—XH A K




9.3

9.4

CIFS BHEF NHE SN TWD Z L& [CIFS Service Management] ~—73 (Setting Type :
Administration) TR L ET,

MMC &EET 5-OICRELEE (CIFS EE
BHDEX)

HVFP X MMC & #5121, CIFS HFEN MMC (2 [HEF7 32— RF v 7 A %8
MUT, HVFP IZH T 20BN H Y £,

CIFS &HEI1L, RO EL LMD HETMMC #BWTL 77 a0,
(2% —HK] = [T27EVHV] — [Tr7ANAERELTCEIT] 227V 2L, mmc EASL
T [OK] RE %270 v 035,
g R7a 7 h236 mme & A LT [Enter] F—%#4,
MMC = TREI A IS —] RF v TA 2 %BMLT, HVFP [ZEKGT 2 FIEO—FIZEZRIZRLE
£
1. A== [T7AN] — [R Ty T roBmEdlR] 22027 LET,

2. [RF T A OBMEHIER] AT ulRy 7 AT [FHATELZZRF T A 0] o [HF
THNE—] A F o TAUZRIRLT BIN] RE %27 ) w7 LET,

3. HEHET7ANE—] XA T ul Ry 7 AT [BlOoarCa—2] FJUFRZ U EZTRL, /—
R 7-1% Virtual Server ORI IP 7 KU A E£7/-I13AR A MMEEELT [BT] RE %27
Uy 27 LET,

4. [RF T A OBBMERIR] FATarRhy 7 A0 [OK] A¥ %27V v 7 LET,
FIE 3. THE L=/ — FE72I1X Virtual Server 1IZ%4 2 [HFE T+ LV F—] RF v 7 A N,
Y= ) =B ENET,

5. = ‘/y'—/l/%,f%ﬁ Lijﬁo
BRIF LIy —ni, [AZ—F] — [T ToOTer 78] — [FHY—] HhOMHT
xE7,

EEXAFZFAT HHII

CIFS EELE S MMC 76 HVFP @ CIFS H 2 H BT 2RI, ROEFHILE (57714 MEH)
ZRMALUTCIFS &£AHICT7 782 LES, 2B, CIFS 7 54 7 3 CIFS £/ 2B R+ 584
LRAATE ET,

- H4cs

« HAHE/NZ 0 /mnt
EHIEAZFIATLEE, KO Z LITHERLTIZEN,

+ TFile Services Manager 2SI T £ A,

c BEHIEEOETOT 7 A NVV AT BEAER, HIREZITEFRCE EEA,

c BHILEDETO 7 7 ANV AT ARNT v~ HEIZHETOEE, 77 ALY AT A
WRBT D7 ANED—E TR LY, 73 VEalER, BIRERIZERLEZY TEXEEA,

b —FHD/)—=KDY V—=ATN—TFIZATB L TWAE T 7 A )Ly AT LIk LT, CIFS it
ZVERE, HIBREITEHTE A,
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9.5

9.5.1

9.5.2
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MMC ™50 CIFS 5 &8
CIFS BHE X, MMC #fEH LT, kD7 7 AV A7 LT CIFS 4% 1Bk, HIBRE-1X
WH T F I,

MMC < HVFP @ CIFS #: #FH 3 28545, HrRNENEHREANH 720, HVFP TOHfl
RIZHE->THRETL2EBIRNH 720 LET,

CIFS HEH (L, MMC » 5 CIFS A ZEH T HANCKO Z LITHERE L T ESW,

« CIFS 0 —%I21E, IPCS X° ADMINS 72 & ® Windows ORFER 7 + VA b E RSN ET
78, CIFS BHEIIMETE A,

« CIFS A &HIBRT 2 &, AL~V ACL OFREBHIFRS N ET,

CIFS #H/— S

MMC < HVFP @ CIFS 3t —E 22T 255812, FIHTER2WVWHERH Y £, I
HB & HVFP CORAREZKIRLET,

£9-2: CIFS #HF—E TS8R TZ5IRHE & HVFP TOFAAE

EEA FIAAE BtEA
A4 O CIFS 54N FRENFET,
5] : sharel
T A — XA O CIFS D /RARKRENET,
5] : C:¥mnt¥fsOl¥sharel
s47 x| Ry FU—IBREOREE LTRO EAPRERSRET, 2L, E
LVWMETIZH D 8 A,
+ Windows
*  Macintosh
NetWare
7 T4 T v NERiER O CIFS 5 ~D 7 A4 7 v N OEHBENERINET,
A O CIFS G % Efk T BT L7z, CIFS e OMHANEREINET,
5] : sharel

L) O :FIHTES x:FIATE RN

CIFS A D1ERL

MMC T CIFS & #1Ef¥ 25 & IR ETE 53051%, HVFP TOHIRIZHEVE T, MMC DIH
B4 LHETHHNBIZOWVWTRIRLET,

MMC &

J7 AT +tR (CIFS/NFS) 1—H—XH A K




% 9-3: CIFS #£HERIIZ MMC TiEE 3 51EH

HEA

St

T F IV — XA

VERLT % CIFS $5 Ofaxt S A %, JeHIc Tc:) M CHRELET,

SEEAD Tc:) ZBRE, 249 XFLN ERAT v Ty ay FOBEERA TV a—
NEERT AT 234 CFLN) THEL T E S,

fc:] Db LITHETE 2 3CFERET, BYER (1), FHids (1), M5
(), "=V bk (%), 7K (&), TRRAbrZ ¢ (), HORFEL (O,
by FEIM (), EFT (+), 20~ (), "7 (5), VAR (1), &3
ary (;), &5 (5), HEES (@), HmOAFEIN (), Koo AL (), 77
Frinargvy g A (), TUE=F4y (), TovHrrI7—=7 (), b
DRI (O, EbVEFIL (1), By va (v) BEOAR—RATY, Z0IF
D, RAFANAL FXFHIEETEET, 2B, RRBICHEE LLEAR—2EB LORH
IHIBR SN E T,

N—F b (9) [FKOHEAA DOE TR SRTHE LN TL &0,

D, %G, %H, %I, %L, %M, %N, %P, %R, %S, %T, %U, %V, %a, %d, %g, %h,

o° oo

i, %m, %$p, %u, %v, %Sw, %$

VRV I Y EELANAIRETEERA, £, [.snapsl, [.history]
BEO M lost+found) EWVWH T4 Lo NUAIRBETEERA, X T,
larcl, r.system_gij, F.system_reorganizej BI O Most+found] 13,
Tr7ANVATAEFDOT 4 L7 N DAFRE LTHRETEEH A,

e R VERLT % CIFS S o F 4 2 E L £T,
80 XFUUN (FEHAF vy T vay NOBIERA Y V2 — V&2 EAT 55613 69
FLN) THREL TLIEEW,
FREC& 5 0FEITRET, ¥R (1), FELS #), Frids (§), S—tr b
(%), T ¥R (&), TRA T4 (V), WMOAFEIN (O, #o D AFEIN
0), EfFE (1), ar~ (), ~M 7> (), VAR (), EIarnr (;),
i (=), HMMRS (@), MmoAFHI (D, Kb AafFIk (1), 77Frinar
TLw IR (N, TvH—=F42 (), T7Hr75—7 (), thdEHL (0,
KOOI (1), BEYyva (v) BEOAX=RTT, Z0En, vATF A
FYXFLIETEET, 2L, sy, TR T ok hrils ($) i
EUA R (V) ZUEEELEY, Tabe.) ° labc.$) OLIICE AR (1) %
SFFIORRERL RS (8) ZBRVWERRBICIEELZY TEEHA, $2, KR
FELE A= IR ENE T,
N—=t b (8) BROMAEDETIHELITRE LRV TSN,
%D, %G, %H, %I, %L, %M, %N, %P, %R, %S, $T, %U, %V, %a, %d, %g, %h,
%i, %m, %p, %u, %v, %w, %$$
723, global, homes, printers, admin$, c$, global$, homes$, ipc$
BEPprinterssid, CIFS#HAFL E L THRETE EHA,
YeRIUF & J/NCFITR2 <,/ — RE 721X Virtual Server T—E R4 A E
LTS,

G| {ERR T % CIFS D@2 E L £7,

256 LFELUNTHE L T EE N,

FRE T 2 FETST, BN (1), FERE (), RLris (5), T35y
K (&), 7TRA R EZ 4 (1), WHHIEIN (O, EOVRFER (), TAT YR
(), EfE (), 2v~ (), ~M7y (=), VAR (), & (), 2~
(), IDIFEIL (<), ¥pov LuFEIL (>), %R (2), BmRLS (e), MMM
(D), MRS (B, KboAFEIL (1), 77¥rvnarryry s (), TV
B—=F4v (), T7Hr77—=7 (), thoBiEIL (), f8 (1), &bo» EE
(1) BEOEL Yy 2 () TF, AR—ALIEECTEETN, LFEFIOLHS
FUORRBICIHRE CE EEA, £z, MiEE §) EXFHORRBICHEE T £
oo

ZDIED, SNAT AL NUFELEECTEET,
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9.5.3

9.6

9.6.1

154

CIFS X FDFEHRDEE

MMC T CIFS 5 DEHREZER T HEE, —HOHEIZHET 2T HVFP Ofil[RICiEVFE 37,
MMC DIHB 4 E4RET DNFIC OV TRIRLET,

#9-4: CIFS HEDEREFERIZIEET HEB

HEA B

B! CIFS LA DHHEREL £7, 256 XFUNTHEL T EEN,

FRECE DT ET, BER (1), FELE ), RLis (8), 73y
K (&), 7ARA a7 4 (1), OGN (O, &LV RFEIN (), 7AT IR
(), EfT (+), 2r~ (), ~ 7y (=), EVFR (), & (1), arr
(), wOIFRIN (<), #bovIuFEIl ), 2R (2), BUNELS (0), MDA
(D, MEs ¥, oAl (1), 77%rvrargry s 2 (), T
H—=F A4 (), T7¥rr7I—=7 (), oI (O, f6R (1), &k
il (1) BEOESY v a (v) T, AN—ZABIEETEETR, XFHIORHEB
FOKRRBIIFEECE EHA, £z, MHitH ) FXFHORRICIEETE

oo
ZDIED, SIFAS, FXFELIRETEET,
—H—H R CIFS IR+ 22—V —Ho EREZHREL T,

7272L, HVFP ® CIFS 7 74 7 v F O KEEFR A B 2 DHHEITTE £/ A,
HVFP @ CIFS 7 54 7 > b ORKREGHICOVWTIE, R T-2: 2BBLTLES
W,

AT TA L DORIE FI7IFATRATED 77 ANET R T T ARDLGE, EORBEFT7 T4

DA—F=PFPTEL LT D20%, KOENPZERL THELET,

=P RBELE T T ANBRIORT BT T LADOBAT T A TR TREICT
)
EETANL—ZHDT 7 ANRT 0T T MIAT T A THFA I Ly
EET AN L —=H =Y =RV s A L ET RS T AL, TRTHEM

WA T T4 CRIAFERIZT S

MMC oDy 3 VEE

CIFS &I MMC 2l LT, CIFSEHIZT7 /7 EAL TWha—HP—Dtyrar0—&%
BB, By a 22U LIEY TXET,

HVFP ® CIFS #5127 /A L TCWAa—HF—Dt v 3%, MMC 2 oEHT 2855005
FIHIZHOWTRLET,
Ly a —ENEE

HVFP © CIFS £Fi127 7 A L TWba—V—Dt v ar—EE22BI 55481, FITE
BRWIHERHY 7, RSNDHIEHE & HVFP TORMARI G ERITTLET,

®95: £y a —KETSRTE5HEE L HVFP TOFAAE

BEBE4& FIARE L]
Lt O CIFS It L TV D 2 — Y — DA BN R R EINET,
5] : groupO01¥administrator
Ay a—4 O CIFS I L TV D2 — Y —Da v Ea—FANRFRINET,
5] : adam
MMC &#%

J7 AT +tR (CIFS/NFS) 1—H—XH A K




9.6.2

9.7

9.71

HE# MATE Bl

24T x Fv MU= RO E L RO ERpnEaRsiE Y, L, E
LWMETIEH Y £HA,
* Windows
Macintosh
NetWare

BHWTWA 7 7 A LD @) CIFS 7 A 7> BBV TWD CIFS LD 7 7 A LV OENEIRE
# nEJ,

Pt REH] x ELWVERERENT, FIZ0ONRRINET,
T A RIVEFE X ELVERFRRENT, WIZ0ORERINET,
AR x ELVERFETRENT, B2 Wz BZFRENET,

UL O:FHTEL x:FIATERN

B, MU R4 7 8OAXYy Y7 b EFEHTDLIEICHRELTVDIHA, Axy o Ph—nN
MHEDT 7R AZEDEyvarbERENET,

vy arnyln

MMC bty va 28T 586, RO EICHERE LT LIV,
Yo va VEEBNCIEE L TOMT A1, 22—V —fLtar B a—XANRE—-DEy g
PEBGFEETDE, U TIETXTOE Yy a RN grShET,
vy varEGWTs L, BEFOT—2RNKkbnsBERRH Y T, UIWFd BRI,
LTWAZ—P—[THE LT EE0,

« MMC 75 CIFS A2 ERE 213 FH 5L, By va  RNEHBNICYEnET, ok
¥, MMC Z#{EL CW=7 IA4 T b= o mbEICEy T a LTI 7 A NMIT 7B AT S
L, ZTIRBIENBYET, TOHAEE, WoltAtyiarEUL I, HE
T7ANMIT 7EALTLIEE N,
AX Y P —INEDT VBRI D EY Y a v ETANARF v CHICEIW LTS, R
XYL T L RDIENRDHY ET,

FWLWTWST774I/)LD MMC hric DEE

MMC ZfEH LT CIFS 7 54 7 v FRBEWTWA CIFS H LD 7 7 A VD—E2 BRI HZ &
NTEET, &k, CIFS BFEHETHNE, CIFS 7 I7A T bW TWA 77 A LVEHL S
ENTEET,

CIFS 7 A4 7> bRV TWS HVFP @ CIFS &7 7 7 A V%, MMC 2B HT 255 0FE
FHIEIZHOWTRLET,

ALWTWAI7 74 ILDO—ERT

CIFS 7 547> "MW TWA CIFS £H FO 7 7 A VD—E %5 FR LTI-L X, FIFTX72\WIH
B2AHY £9, FRENDHEA L HVFP TORMA G2 KR LET,

MMC & 155
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9.7.2

9.8

156

®96: ILVTWE I 7MIL—KETSBTE5HE & HVFP TOFIATE

HEA FIATE SitBA

B TWb7 7 AL O CIFS 7 A4 7 v " ABIWT W5 CIFS #5 LD 7 7 A VDA RN E R
INFET, ARiftE A TEEENRET, ek, FRIND LFHIL
260 XFFETTT,

5] : C:¥mnt¥share¥file.txt

TR A O T ANERNTND 22— —DABBRERRINET,
5l : group01¥user01

24T X Fv NI EFHOFEE L TRO ENDPBERENET, ELVWET
Ty A,

Windows

Macintosh

NetWare

"y 7K VTS 7 7 AT 2wy 7 OBBRRENET,

O

F—=T =K O CIFS 7 AT v "R 7 7 A NEBWEZ L XIZHE 2 bNT=T 7 7 AEN
WO ENNTRRENET,

FeAHLD

HEIAS

EEIAT L FEAHID

TR ARL

OLBI)
O:FIHTED x:FHPTERN

ALTWAT7714ILZERALS
BTV B 7 7 A b % MMC BB L2858, ko2 LITER LT 2 S0,
77 A MIBEIMICEA L bR ET, £, 77 ARSI LI, CIFS 7 94 7 Mokt

LTBHMINERAL, 20D, 77 VEMLLE, BEPOT—2REbNDBENNRH
WET, MLDENS, 77 ANVEEIEL TS a—PF— TG L T E S0,

s AFEMTEASATEALD Z LITTE LA,
TA4LZ FPUEMLTS, T4L27 P TZHLT7 7 A /MIAL BN EE A,

KEDT 7 A VBB TWBHIRIET MMC 2263 _XRTOT7 7 A V& C7254, HVFP (Z
ARBEHN T,

#EHLARJLACL

CIFS &¥iE 1L, MMC THAL )V ACL #RETE £7, REL-IHAL L ACL I, #FH
TANE—HNDOTXTDT7 7 AN EYF T 7 NVFIHEAINET,

HH 1~V ACL 1%, HVFP T E TZ % Advanced ACL <° Classic ACL ® X 5 |2l x DT 1 L
I RURT 7 A MIEHESIND ACL TlI72<, CIFS :FItsE 3D ACL ¢F, HF L~
ACL 2% LT, Advanced ACL < Classic ACL D> Z &% 7 7 A /L L UL ACL & FEOVE 9,

TZ7 ANV ACL EIF L~V ACL O 85 b HE SN TV 585G, 4 L~ ACL % il
Liche T, 7740~V ACL Z#Hli LET, flxiE, 4 1-~L ACL THAMRDY 7217 2 7F
ALTCWNTC, Z7ANVL~ULACL CT7/ay ha—ARBREINTND T 7 A /WIH LTIE, &t
BELY ETF AR S ET,

CIFS EMENHRETXLLH L~V ACLICOWTKDOFITRLET,

MMC &
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£&9-7: XEHLAJLACL

HE E%ER
RET DT V&AM 2= N =Ly ¥
A
FEAILY
ACE D& TEAE IR
ACE & LR 1#E%7-9 1,820 hY—FT

AL~ ACL #3%KET 584, IHETE S ACE & CIFS &£5HIc) VY —A I N—FT LD
ERRH Y FF, ROFMZMITMEREEL TIEE,

9-1: HEETE S ACE H & CIFS #ARDLREH

G5, 636 > (7 (0 36 x ACERE + 3200 = 10 T = [ 3% /1071 /1024
[ FL{50
I (036 « ACERE + 320 ) x 100 1T ¢ 36 x ACESE + 3200 x 10 ' DETHsR =
B 1085 FH{EIZEY Eifi-{E
[ |8 71001 Ol HERE S0 oRNERETREREICE Y B

CIFS LF# L, AT 4 V7 PVICKH L THETE D ACEBDHLZEZRICTRLET,

#9-8: CIFS £EHI- LTHHETES ACEHDER

CIFS 8% H¥EHT LY MVIZHT S ACEH

1,000 1,820

7,500 210

FHH LV ACL TIZT7 78 AMEE LT T7var ha—)), TEH ] 703 IFHLARD | 23HE
TEXFET, £7 7 BAMHEL CIFS 5 TO#EL OXEEROERITRLET,

%99: CIFSHETORELHEFLARILACL THRETEHT7 YV RIEE DG

HELRILACL DT Y RiE
CIFS #HTOIRE

Zjayko—i rE HAEY

Ty AN EYT T F N FLOFER
Y77 B ~DBE)

0|00

T ANNEORRE T O T T AOFLT
HEHETANT—~DT 7 AN EVT T IV F OB

T ANDT —HDER

O|lO|O0|I0]0|0O
x

YT T HNE LT 7 A OHIER

TR A DERE

O|O0|O0]O|O|0|0O]|0O

PP AT HE D A

(FLB)
O:BfETE D x:EfETERWN

HEHE L~V ACL R ET DG, KOZEITHERLTLIIZEN,

FAH L~V ACL IE, File Services Manager 7> HEXETE EH A,

MMC & 157
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9.9
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ﬁu«»Ammummiﬁtifﬁw@Mmfﬁ NFS +—E 2607 7 & 2Tk L
WA L~V ACL 7 7 & AHIFRANEH S A

C BMEL TV AV —ICK LT, EEOT VAT RNEET LGS, £7 7 B AT O

mAEA S NET, HlxiE, [FARY ) OF7 72X EfFFoa—F—an [£H) o7 7
JZX?FEI%%Oﬁ}%—fB B LTWAEE, EHE] o7 78 AR ——a TS
nEJ,

FFalms Y — LR Y — R FRICHRE L2 e, S b = MEEShE T,

HHE L~V ACL ZEF 45 & &1, w580 CIFS A I8 L T\ 2 —Y— |23 B FH O
ACL M &N E¥ A, CIFS E¥EIL, x%o CIFS 2 ﬁ_&MLTwéz—#—#w@w
ZLEEMRELTOLIAEL NV ACLAEAEE LT ZEN,

+ CIFS #:41 ’*]L LC, AL~V ACL DIENIT 7 & Al (read only, read list 7213

write list) DEESNTWDHESE, ELOLNELWIOT 72 XGRS #EH I VET, filx

,AﬁVAwAm;tF7w:/kn—wJ# RESNTWTY, lreadonly] O7 7 & A
ﬁﬁ# RE SILTWEIBEIE, 5o CIFS A3 L TH ﬁmbt%#ﬁiénif
CIFS A ﬂLfiﬁv«wACL&?&tXﬁ@m RESINTND W Ens7 7
T AMEIZOVTROEIRLET,

R910: HBEULARIACL 77 AFEHMSRESNTVSIGRICTERASNST I/ X

VAT
#EF LA ACL read only
read list write list
yes no
Jnar hkue—i RO RW RO RW
VAL RO RW RO RW
FeAELD RO RO RO RO

(L)
RO : iAW D IZIIATESD RW: 3D EHBEZIALNTE D

HH L~V ACLIZ TFARY | FERET DL, x50 CIFS aITF A0 B CAR
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LTWRVRIETS, 7747 2 FOBEIZKIRLE T, 72d, coPY =+ KR XCOPY 23wV

REFEHT DL, "—RY Iy FEBBLTWRWIREETHIUS, T 7 A VA2 BB E 721388
DT ZENTEET,
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11.2.1.3

11.2.2

11.2.2.1

11.2.2.2

11.3

11.3.1

11.3.1.1

FISAVTF7AINEENZTRES

IIAT L MUTAT T4 27 7 A NZAHIN LIZIA I Microsoft Office D7 7 A /L& ERL L 7=
BIUZ, 77 ANANNELIIRESINNWZ ERHY £, £D7=%H, Windows 8.1 T Microsoft
Office T AHAITIE, ELEDODF T T4 T 7 A NVEBHI LT IEEN,

MMC 29 556

Windows 8.1 7»5 MMC #1{# /] L T CIFS £ H 2 EH T 258 DEEFHARIZHIA L E7,
Windows ~D A4S 4>
WD ENPOFHET Windows (28 74 LTL ZE, ZRLSNAOEAEIZIE, HVFP ~D7 7 &
AN SN ET,
RAAL VT IHD Y bR LT 4035
« Administrator 7V bEFERAL TR I F T 5
AT hOa—F—=Thvr Ml (UAC) Z#EEhICHEE L72IREET, Administrator
USNOEBET h v v Tr st 45
HXHFLAJLACL
HEL~VACLIZZY MY —%BMLE D ETH8IZ, ROFHNRERD E, a—hLa—H—
S IN—T BB TERNZD, L~ ACL OBEMNTE £H A

TIAT  MNZa TF T HHERROEL LN THD
o a—H—=T7J v Ml (UAC) ZHZCHRE LIZKET, ROELLLOR— LT
Ny hTaIF T D
- Administrator (E/V AT H 72 )
== THIT N (ITAT b bOu— AT T )
o a—Y—T 7 Milfl (UAC) #MNIERELIZIRET, 7947 Maa—nT
Ny hTaIF TS
FEEFRBRDOEL LN TH D
o m—H/LERE
o Active Directory FiEN»D, 2 —HF—< v B 7 EHEH LN

Windows 10, Windows Server 2016, E7-[%
Windows Server 2019 DF4&

CIFS 7 74 7 > + Windows 10, Windows Server 2016, F 721X Windows Server 2019 D54
DEFEEFHEZRIRLET,

HERNDIT7AIL - T+ ILE

IIAT I BIET 4 V7 PUNIERT D7 7 AV« 7+ AV ZIZEAL COFEEFEE RIZH
HLET,

ACL ZiBI9 5155

HVFP o D77 A4« F 4L 27 hUIZCACLZBINL L9 LT 3BICRDSEENERD L
a—hia—W— TN —TEHRTERLT, ACLZBINTE A,
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IIAT MR T F T EHFERROELLINTH D

o a—W—TH U Ml (UAC) Z#HMIHRELIIREET, ROELLNDR—H LT
U RTRIFTD
+ Administrator (E/V bAoA T D2 )
= =TT N (U TA T vy kOR—ANT AT N

o a—W—TH v Ml (UAC) &HENIFHRELIIREET, 7747 MIr—ALT
U RTRIFTD

s BTN RO ELLENTH D
o 1 —/VERE
o Active Directory 3R>, 2—HW—< v V'L 7 &M LR

11.3.1.2 Quota AT 5155
TIAT v "R AT a—TF2FH LTI 7 A NVEBIIE IR T 28802, ey s
fEHEF 7713 inode 282 HVFP CTREL7ZY 7 MY 2 v hE2BETHE, ~"—FU 2 v M& iR
LTWRVIRRETY, 7747 FOBEIZKRRLET, 728, COPY 2+ KX XCOPY 2+

REFEHT DL, N—RY Iy bEBBLTWRWIREETHIUS, T 7 A VA2 BB E 721388
DT ZENTEET,

11.3.1.3 FI2SATFANEENT BES

IIAT v MUTETZ T4 27 7 ANVEANC LIZIAHIZ Microsoft Office D7 7 A VEVERK LT2
BRIZ, Z7ANVDELIIREEINRNIERH Y £, D7, Microsoft Office i 3 55
EBlTiE, EOLTITA T AN EEHIL T EIN,

11.3.2 MMC ={ER3 5158

MMC %A/ L C CIFS R 42 BT 255 OEEFHARISHII L 7
11.3.21 Windows ~D A5 %+ >
WD ENDOI71ET Windows (212 74 LTLZE 0, TRLADEAICIE, HVFP ~07 7 &
AVEEINET,
RAAL TR bEEHL TR AT 5
+ Administrator 7 AU v FEFEHL TR AT 5

74T b= —=Th o Ml (UAC) %8I E L7 IRBEC, Administrator
USNOEBRET o hTastrT5

11.3.2.2 HELARJLACL

EHLVVACLIZZ Y P —ZBML LS ETDBIC, ROKMERERDE, n—hla—P—
S IN—=T BB TERNED, HHL UL ACL OBIRTEEHA,

IIAT  MNr T F T HHERRDODELLINTHD

o 2—W—THvUL Ml (UAC) ZHMIKELIIREET, ROELLDOR—H LT
7Ry N Gl =B a7
- Administrator (EJV AT H T 1)
g a——=Th o s (PTAT U v boa—hAAT T2 )

o a—W—THvUL Ml (UAC) %MENIFHRELIIREET, 7747 Mar—LT
7Ry AV N Gl = B a7

s BEEFARKDOEL LN TH D
o m—H/LEER
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o Active Directory F8iEA>D, T —H—~< v B 7 EHEH LN

11.3.3 TFORBALTWSEEZDIESIE

IIAT L IRMCIFS =B RIZT 7 HBALTNDLEEILT 2— LA — =T = — )Ly T D%
EThHE, T nNFd—NR—=RT 2= RNy JHOEHD CIFS 77 B ANT T =R DHIENRH
NET, ZOHEEIE, TI7HBALBELTLLEZN,

11.3.4 SMB1.0 T d 584

77 4V b TiX CIFS ##iH72 SMB 4 23/ ¢4, HVFP TSMB 1.0 #3425 X 51 %
LTCWaEE, 774/ FTIESMB B4 2HHLA2NWRETHDH-H, CIFS 7 /AN
ERDFET, ZOHE, ROELLPOREEZEFELTLIEEW,

CIFS 7 747 v N DRE

CIFS 7 747> hT, SMBE4 &AL CIFS 77 R AR EEEFELET, 7747
VhET, TB—nEX2 VT 4R o— 26 (X2 U T o ORE] — 2—AARY
v—| — X2V T 44 S ar] @ [Microsoft %~ T —27 7547 b HICEEIC
FOHNBLEITH | OBEEHERL, HHTHAGESIL, BHCL TN,

HVFP O#%5E (CIFS 2 547> FNOREEAZLETE 2 WIHEE)

cifsoptset Iv> F#3{TL T, HVFPANDFTXRTOD CIFS 7 7 £ R4 L T SMB
1.0 DJEfET SMB E4 #3245 L TS, SMBEXEMAT 2 & S ICHET
BHFLCOWTE, TavrFY 771y A] #8RBLTLLFSL

1.4 Windows Server 2012 OB &

CIFS 7 74 7 > +» Windows Server 2012 DI5A DFEFELEZ IR R LET,

11.4.1 HERNDIT7AIL - T+ ILE

IIAT I BIET 4 V7 PUNIERT D7 7 A0« 74NV ZIZEAL COFREFEE RIZH
HLET,

11.4.1.1 ACL ZEd 5158

HVFP 0iH L7 7 A4+ F 4127 FUIZACLZBINL L9 & T ABICROEENERD &,
a—ha—W— TN —T BB TERLT, ACLZBINTE A,

IIA Ty MR T AT EHERROELLNTH D

o 2—H—=TH U Ml (UAC) ZHEMIFRELIRIET, ROELLIOE—T LT
AV hTRITFTD
- Administrator (E/LhA > T H 7L R)
R =T IO N (UFAT Y v EOu— AT T b)

o —W—=T WU Ml (UAC) ZIEMIERELIRIET, 7747 Moe—AaL7
AV hTRITEFTD

BT ABRKDO EBLLNTH D

o m—J)LEdi

o Active Directory #iEh D, 2 —HF—< v 7 EFEH LW
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11.4.1.2

11.4.2

11.4.21

11.4.2.2

11.4.3

11.5

11.5.1

176

Quota AT 535S

IITAT Y MR AT u—F %A L CHAILT 7 A VEBEIEZER D T 2882, 7uay
fEEFE 7L inode 208 HVFP THRE LY 7 R Iy bE#ERTSH E, ~—FU I v Ml
LTWRWIREETY, 7747 > FOBIEICKRIRLET, 723, copy 2w FX XCOPY 2wV
REHERTHE, ~N—FU Iy F28IBLTORWIREETHE, LEICT7 7 A L2 B8 £ 72120k
DD Z ENTEET,

MMC #{ER9 554

Windows Server 2012 7>5 MMC Z{#H L C CIFS 5 25+ 2545 DIFEETFHE A IRIZHH L
ESc N
Windows ~D O 454>
WD ENDDFHET Windows (21 74 LTLIZEW, LIS OSGEAEIZIE, HVFP ~7 7 &
ANER SNET,
RASL T A MR LT A0 T5
* Administrator 7 AU FEEHA LT 495
54T v b= —=Th v Ml (UAC) Z#EMICEE L7-IKAET, Administrator
USNDOEBRET o hTr Iy 415

#HEFLAJLACL

EHLVACLICZY MY —ZBML LD ETHBRIC, ROFENRERD L, n—TLa—H—
S IN—T BT E RN, LV ACL OBMNRTEERA,
IIATV MIa T AT HHEPRROELLINTHSD
o a—H—=T 7 Ml (UAC) ZHZNCHRE LIRIET, ROELLhOa— LT
ARy N Gl =7 S
+ Administrator (EJL hA T 72 )
=TTy (UIAT I kO — AT TN
o a—H—=T v Ml (UAC) ZHEZHRE LIRET, 7747 Moa—ILT
ARy N Gl =7 S
s BB RO ELLENTH D
o 1 —/LERE
o Active Directory 3R>, 2—HW—< v 'L 7 &M LR

FOERBALTWSEZDIEEIE

PI73A TV RN CIFS =B RIZT 7 AL TWND EE|IT 2— b F— /=7 = — LNy J 35
EThHE, TG =R T 2 — RNy T HDOEYD CIFS 77 B AN T —|ZRh B LR H
DNFET, ZOBAIE, TIZ7EALELTLLEE N,

Mac OS X D&

CIFS 7 747 k2 Mac OS X O H OERFHEZRIZRTLET,

HR— FERAICOT

CIFS 7 747 > hi3Mac OS X DG, WITTRT I LILTEETA,
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11.5.2

11.5.3

« MMC ##E
+ Volume Shadow Copy Service Z i L7253 A F v 7 a v F DA
« T 7 ANV A7 A (DFS : Distributed File System)

« CIFS 5 OFHT—LZ DI F7A4 T v MUITDF ¥ v =

T274ILE T4 LY FJRIZDULNT

TrAN T4 L7 AR ETE DX FEORE L 24 DOKE S, Windows CHHATE %
FRICR S TYR—RFLET, 20D, 77404 T4 L7 MU&4E LT, RIRT TR
AEIHEH LAV T &N,

T 7 A NVKHREDANR—RA

TrANMBIOT 4 L7 MVADGIAR (), TATU A7 (%), &K (), 2ar (1),
ORI (<), #bY uFEIL (), Bl (), Hits O BIURER (1)

© 256 LFELLED T 7 A LD IRAL
© 260 LFLUEDT 4 LT U DRARA

TV r—a URHIRL TWA XTFHEB R B2 4
5] : Excel 2004 D44 219 XFLULED 7 7 A VD IRARL,

] =z

BELEDIEE

CIFS 7 A4 7> i3 Mac OS X O350, B LOFEEZRITRLET,

*77, ZOEFEPOEEFEL LT, Mac OSXv10.9 O¥41% 11.5.3.1 Mac OS X v10.9 D4

1, Mac OS Xv10.10, v10.11, F721% macOS v10.12 @A 1L 111.5.3.2 Mac OS X v10.10,
v10.11, F721F macOS v10.12 DIFE ] 2L T ZEW,

TIAT VMR EFICT 7 ANVE Ry TEZIZN—Z MBI, Yay ZRAEEZIX
inode ¥t HVFP TRRE LY 7 FY 2 v bEBETIE, ~—FU Iy FEBEBRL TV
VREET S, 754 7 v FOEEIZHK L E9,

« CIFSEFIZT 7 ¥ AB IO 7 A VOBEEE LTEHE, BLY7 7 AVBERIND Z EDB3H
NEF, ZOBRL77ANE 77 ANV AT A —W—fEEFEHL, 7av7EHEE X
Winode fEHENHEMLE T, 2D, HVFP TO 7 7 A LT AT ADKRES Quota D%
ETHE, BLZ7AA5EBELTIIEEN,

© RATFASL NXFOL—PF =T AT NTT 7R ATDHE, R EMOIEALD, Finder (23
FaA—RCRRINDZENHY T,
IIAT Y VAT EZT TV r—va ko TiE, CIFSIHEO 7 v A NV EFTH LI
&, 77 ANMD ACL BSHHUERIFOBREICRD Z EBH Y £3, xBTS 5121, 77
A WVHENLD ACL CT7 7 B AT 5D Tlxe<, EioT 47 MVICACLZRET H 7%
FLTT 7 BAGIEL T IZE0,

IIAT Y VAT EZT T r—vaiikoTiE, CIFSHEO 7 7 A N EFH LI

B, 77 ANDOHFEEN T 7 ANVERELIZ2 =Y —ICEEINDLIZERBYET, 2D

b, TEEIEELET 72 AH# L2 biank ), BMidF 4 L2 FVICACL % ET 5
ELTCT 7 EARHIL TS EE0,

7238, Classic ACL # A 7D 7 7 A NV AT LDPEIL, 7 7 A VOEIEER L OBIEE DT
BT D7 N—71Z% L TCACL 2% E L T Z &V,
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11.5.3.1
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TP ANFETIT T ANFIT 128 UL FO ACL DR ESNTW TS, R TXBHDIE 128 FF
TTY, £/, 1284 %225 ACL ZRETHEIEFRRLET, ZOL>2GEL, 77
ANVEFNLT ANV FITREFHD ACLIC L AT 7 & AHMITE T,

« ACL Z#/EJ %121%, HVFP ® / — KF 721 Virtual Server, X Mac OS X @ CIFS 7

74 7 v M % Active Directory KA A B EE, RAAL v Da2—HF—7H v T CIFS
IIAT MR T T EMERHY 97,

+ UNIX Z~_—2Z 95 Mac OS X 75 CIFS K 254 5354, CIFS —t 2o UNIX 7

TA 7 M HEHOYLREEREEZ AT 20285 02C, ACLBERETIIA T EhbH D

CIFS H1Zxtd 2V 7 = A F DMIRFIEITIROEB NN H D 77,

CIFS ¥— bt 2D UNIX 7 7 4 7 > hald BEHOYEEEREZFIH T 256
CIFS 7 747 v kb D ) 7 A MIUNIX 7 74 7 2 b &M OfRiERERE 2 FIF L
THE SN 5729, POSIX ACL IZHEHL L 72 ACL #3%E CT& 5 Classic ACL # A4 7D
T7 ANV AT AIZHE L TWET, NTFS ACL IZHEL L 7= ACL % 7% & T& % Advanced
NE547®774wVX7A®%ém,UMX&%47V&@H%m@m%%%T@
HLENBRWI 7R MRHDT20, ZhoDY 72 A MIZ T4 7~ MUT Windows
JIAT IO EI R 72X MU EZ bNET,

CIFS +—bt X® UNIX 7 74 7 > MM FEHOYEEMEEZFIH L WG
77 AN AT AW Classic ACL # A 77> Advanced ACL # A 7'M BfR72<, V7=
ANMIZTAT 2 MIT Windows 7 747 Er b0 X5V 72X MOV 2 b
7

CIFS — v 2D UNIX 7 7 A 7 > MMallF FEH OYEEERE ZFIH 3 2702 & 9 0%

cifsoptset 2~ RCTHEL, cifsoptlist 2~ NCHERTE £,

« Mac OS X v10.7 O [N"—T g 0 ) TR cx ¥ A,

FHABRELLBRIC TR 728" BH DR Y a— A, A= a VIBEORFITITR
JGLTWER A, ] LRRENDZENRH Y ET7, BHLTILEEN,

B—ANRIEC—P =<y BV T EER L RWEEIL, 2—F—B X0/ Vv—7 ACL %iB
ML= e XX, dirsetacl <2 RTRELTLEEW, 228, 77 A4 MIxLTACL
ZIBINL72WEEIE, dirsetacl 2~ RTHED T 7 A /WIZ ACE &k Eh b L 51T,
T BHT 4 L7 FUICH LT ACE ORI 2581 LT 72 &0,

« MacOSX Tl 7 7 A W ~DEZALMEREZFHE>THTH, MacOSX Eo7 7Y r— g

OEEICL T, 77 ANDOEZIAHBPERMTHZ BB £7,

D7, MacOSX T7 7 A VOFTF &L FEL ERT HEITIE, KROLEBVHRELTEH

SZEEBERHLET,

a. CIFS #HE F® Temporaryltems 7+ /V &, TDT7 4 /VEHNOTXTOT 7 A /LELW
TANFIIH LT, SET =Y ERIEZE02—FRET LI —FIcT7ary ba—
IVOMERZE 5 2 T IE &,

b. BIERRD T 7 A M THIER) MEREZZRET 20, TOB T+ AFI [T 75058
77 ANVOHEIBR] MERZFREL T ZE0,

c. BETHa—VFBIOZEO—FRHMBT L7 N —TOMGIZT 78 AMERE LT,
FDT FNEINEEDT 7 AEPPKSILD L SIC LTI EEW,

Mac OS X v10.9 DIE&

Mac OSXv10.9 7 A4 7~ x5 SMB2.0, SMB2.1 38 XU SMB3.0 Z{i/] L7= CIFS 7 7 & A
X C&EFEHA, SMBLOZEHLTCIFS 77245 X 51, HVFP F£721% Mac OS X v10.9 7
TAT VP TRECEET DLEPRDHY £,

HVFP CRELEET 5455
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[CIFS Service Management] ~3— 3 (Setting Type : Basic) T, CIFS 7 747> "L DT
7 Ak LT SMBLO T2 L9 ICRELET., REFEIZOWTUL T2—H =)
A K] ZZ2RLTIZEN,

MacOSXv10.9 7 A4 7 v h CHREXLETTIHHE
WDOEL LMD HETREEEELET,
- Finder @ [ -— "~$5#%¢ ] T [smbi//] Tix7e< Teifsi//] Z{FER L TR L £,

~ [Library/Preferences/nsmb.conf 7 7 A /MR DEd BN L7=H &, Finder [ —
~#ee | © Tsmbi//) Z6EH L THERIL £

[default]
smb_neg=smbl_only

11.5.3.2 Mac OS X v10.10, v10.11, FE7=[& macOS v10.12 DIFE
Mac OS X v10.10, v10.11, F7-1F macOS v10.12 DA IFROEFEE LR L T IEEV,

- Mac OS X v10.10, v10.11, XU macOSv10.12 7 74 7 bbb CIFS 77 AT 554
X, SMB2.07210 %A —hrLTW\W57-%, HVFP CTRELXZELETHLENH Y F7,
[CIFS Service Management] ~~—<° (Setting Type : Basic) T, CIFS 7 7 A4 7> hInbH D
77 A LT SMB2.0 2T A L9 ICRELET, REFEICHOWTUE, [2—HF—X
4 K] (IF305) #ZMLT7Za0,
72¥, Mac OS Xv10.10, v10.11, 3L macOSv10.12 D7 74 7 b ETIE, SMB2.x 72
EO~AF—=nR"=Var x5y ZHEETCEEEA,

+ Mac OS X v10.9 LRI /S— 3 »CiE, SMB1.0 ® CIFS 77 Z X2 & H AR — b LTNE
. TO7H, Mac OS Xv10.9 LLilio/ 83— 3 > &, v10.10, v10.11, £72/F mac OS
v10.12 D= 3 U A HFESIE G, v10.9 LFiONN—2a D CIFS 7 74 7> MMk
KT TATY R EDSMB DX~ 3 0% 1LOICHIRT 2 X 9REEEFTILENDH i
9, REEETTHHECHOVTE, [(1)Mac OS X v10.9 DA 25 LT EE0,
*72, Mac OS Xv10.9 LRI/ N— 3 /5, v10.10, v10.11, F£721F macOS v10.12 i
T w77 L— R L7EAE, [CIFS Service Management] ~2—3 (Setting Type : Basic) T
CIFS 7 A7 v "D T7T 7R L TSMB2.0 2T AL ICRE LD E, &7 7
A7 b EDSMB D/R—2 g % 1.0 IZHIRT 5E ﬁ‘:%ﬁﬁ#@b“(< EEUN,

« Mac OS X v10.11 G, CIFS A4 8 F 72 138 S CE 2 L2881, MacZ 7947
UM EORIEICEY, MacZ 74 7> F23b CIFS #fn T 72 e £4, HEL~DE
W E T TS O TR T TR E Y,
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Virtual Server B L D;FEEIE

-
—

7,
O 12.1 CIFS 5 ~OH & CIFS 50 LR

DOFTIE, Virtual Server i H 7 5454 @ CIFS A ICET 2 EFHEZHI L
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12.1 CIFS X H~DEHE L CIFS XKEHD LR

CIFS #— B A28 T % Virtual Server %4720 ® CIFS 7 74 7> b0 (e RKEEHHE) B X
N CIFS 550 LR A2 RIR LET,

% 12-1: CIFS H—E RICHE#HETE 3 Virtual Server 47=U D CIFS ¥ 5S4 7> FORKEHES

& U CIFS £E# 0 LIB{E
Virtual Server
=70 :;Ew ISHYSTE | BB | s psqry romkigsg | OO AR
- HX
7 ~ *EY—& |yo—k DR
= (GB Bifir)

Nh4b/ 32GB 2 ~ 3 A X 500 7,500
Nh4c o 300 256
3 ~ 16 Kiifi x 392x B YT AT Y —f" — 7,500

284
O 121X E|D BT e Y —& " + 256

58
16 ~ 26 x 375X B BTl AE Y —f” 7,500
O 175X H D YTl AE ) —& " — 256

800
64GB 2 ~ 3 A x 500 7,500
O 300 256
3~ 16 Kifi x 392x FV YTl AT Y — k" — 7,500

284
O 121 #Y BT AEY —&" + 256

58
16 ~ 33 i x 1,125X B0 M Cm A5 — " 7,500

— 12,000
O 475X B M Th A ) — 8" — 256

5,600
33 ~ 56 x 24,000 7,500
O 9,600 256
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PR Virtual Server
_ IZ8IY M TH= B CIFS #EH
EFI AEY— CIFS ¥ 54 7> DR KEHH
7 e ATY—& |yo—f = OLER
= (GB Bifir)
Nh8b/ 64GB 2 ~ 3 s x 500 7,500
Nh8c o 300 256
3 ~ 16 Kifi x 392x HI Y BT AEY — " — 7,500
284
O 121X BV YT AEY —& " + 256
58
16 ~ 33 &1t x 1,125 E|0 YTz € ) — & 7,500
— 12,000
O ATEX EY M Th A ) — 8" — 256
5,600
33 ~ 56 x 24,000 7,500
O 9,600 256
96GB 2 ~ 3 il x 500 7,500
O 300 256
3 ~ 16 Al X 392X E Y WM T AE Y —F " — 7,500
284
O 121X BV YT AEY —& " + 256
58
16 ~ 33 i x 1,125x E|0 YTz A€ ) — & 7,500
— 12,000
O ATEX EY M T A ) — " — 256
5,600
33~ 85 x 24,000 7,500
O 9,600 256
(LB O: BBV r—Fr+5 x: HEHY v— KL
e L

CIFS 7 74 7 b DI EEDOMERNFTRO LY T,

o

o

7

U A& U1V #5 Tz GB BLAL OB EfE

EBRfEE T CIFS A BMER S LT D,

KT TAT v NPROEHETT 7 A VEFRIEL TS,
KT TAT Y IO T 7 A NVBREN 1R/ 53 TH B,
— KT GAT I REBET D77 ANNRL T 7 AN By a L Thh,

B SGAT LV RELDT 7 A VEAE LRI,

Virtual Server B LDFEEIR

I EDOIBEN AT S AL TR,
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NFS 4—EXDEIE

NFS 7 547> MIHVFP ® NFS 4 — b 2 ZHHALCTF—XIIT 7 EATXET,
ZOFETIE, NFS ¥ —bEAFHOMEIZ OV THBALET,

O 13.1 NFS #—b& 2 F|H o3
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13.1

186

NFS Y —EXFAOBE

VAT LEBMENT ANV ATARLT 4 L7 PUICNFS 25 E21ERKT22L T, NFSZ7 747
VMNEIRY NI E N LTA RN —U 3 AT ARNDTF—RIZT 7B ATEET,

NFS 7 94TV bINT 7 ANV AT LNDOT —HIZT 7B AT HHNEROKIRL T,

K 13-1: NFSUSA TV IT 7L IV RTFLADTF—RIZT I RRT BN
LM%

B

FrA LR MFS
FFANLATL XFs
M) a—LTh—lip—# LYM
MEA Y 1—L
(R4

P PTFANTF2ER

FE LWE—DEHRET 88T BER) 2 —LATBRELEVNT I P LT
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NFS E£HDORBLEFR A PO NFS 77 A vy 7 2T 2568 CRmELET,

H—EXDERTEE

VAT NEBENEFECTCEX L NFS —EAONEFEROFIRLET, V—EREHEOFEMICD
WL, 2= —XH 1 K] (IF305) 2R L TL7ZE0,

& 15-1: NFS H—ERDEERE

Y—ERADEE | Y—EXE HEREBEDEE | H—ERDAVTF VR 28 - 1k - FHieE

NFS #—t'=x NFS O X O

(L) O:T&D x: TERWD

VAT LAEHFE, NFSH—EAOHRER CTH/E L7, NFSH¥—EXTHIHTE 2 NFS 7'
faron—yay, EX=2 U7 47 b—N"=2 IOV TOHRENKFE T Ra—HF— (NFS
TIAT v D=V —) ([TEMTILENRHY T,

VAT LAEHEE, NFSH—EAOEREREZET T HANIROZ LIZEBE LT E S0,

* Physical Node [ CTHEET A1, 7 7 AN TRENENBFECIC/A25 LS HVFP 0 /) —
RZELITH—ERADORRERLETE L T EEN,
NFS +— b2 DR EET, NFS 71 hardo"—V g o0t Xxa T4 7 L—R_"—R L0
REZMERT 256, EREIRRKBEREZLEET L85G, FANINFS 7 747 MilA o
Tr7ANV AT LET < bT5L59, NFS 7 747 2 hARA NOEEEITIKET 5L
ERHVET, 7o~V FLRNWTINOORELZEET S L, NFS h— b 2O FHEIH#
WNFS V54TV PO T 7 ANV AT AT IV EATERLL BV ET, VAT LEHE
%, BREREZALELL, NFSH—ERAZHEHLEHLET, NFSZ T4 T2 MITT v ~Y
VNLIET ANV AT LEFREYT L NT5HK9, NFS 7 547 AR OB IHE
FELTLSTEENY,

NFS H—ERXDEREENESR

NFS — b 2AOMMERELEE T 5 ik L EEFHIZOVWAL, [2—F =X 1 ) (IF305)
ZHL TS, ZZTiE, [Access Protocol Configuration] #7127 @ [NFS Service
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Management] ~~—3CNFS $—EADMMER XL LT 25 EOEEFHICOWTHZE L E
TO

# 15-2 : [NFS Service Management] R—I M [NFS service setup] TD;IEHRIA

# HA BB TIESE
1 [Number of nfsd EHPICES)T 5 nfsd 7w 2080E, F8E Lz EIREZ 8 2 720 #ifH
processes] T, VAT LAOREBIZE U CHBMICEESRET,
2 [nfsd buffer size] KKIEEREEZEFTHHIC, NFS 77472 MWL 7 7 AV AT A
7=y bhT5EK5, NFSZ7 747 hAA NOEBREIIKET S
MEERBH D 7,

7z, UDP 7w Fa vz AL TCNFS vV v 256, 56 L K&
REAREL Th, RKEXREIL6KBICHIRESNET,

3 [KDC server domain KDC #—,3L Active Directory KA A > a2 ba—7—% AT 5854
name] 1%, Z ZCHE L7AFRE Active Directory KA A > D4R E L THMEH
SNET,

CIFS #—tE A Cffi ] L TV 7= Active Directory KA A F72X KA A
aryhr—I7—LRRDIAMEHRELSE, CIFS —v A& /iEHE+
LRERH Y ET,

4 [KDC server name(s)] KDC #—,3L Active Directory KA A > a2 ba—7—% AT 5854
13, T ZTHE L7AFRE Active Directory KA A >3y br—F—D4
WELTHERAINET,

CIFS #—E ATl | L TV 7= Active Directory KA A £ X KA A
aryhr—I7—LRRDIAHERELSE, CIFS —v A& /iEHE+
LENRHY ET,

15.4 NFS £EFEE

2 TlE, VAT LEBFE D File Services Manager T NFS /2 {Ek T 2 6Bt 2 mE 7
HHEOEEFHEIZOWTHA L £,

15.4.1 NFS XEDER LRELER

VAT LEEER AN AT a s EE [T ANV AT AEELIEER] 4T e s
TNFS 2B c& £9, NFS 21T 5 7kE, [=—F—XH 1 K] (IF305) %R
LTLEEY, 22T, [772xfi] 270 [NFS] 7% 7 TiET 5, NFS %215
TOHAEOREDERFHEICONWTHMALET, ok, RAUHERIT QtalkEE] ¥ 7as0 [7
7w AHIH] 27O [NFS] 74 7 CchigETc&£d,

NFS A OERL, BIEOHELZIT 5 HEITIE, ROEHREEETE £,

NFS £ DN (FA FEIER Y hU—2)
ANBEDORA FERITFR Y b U= OEEITIE, ROFERH Y £7,
BEDR A -
BRAMLERIZIP T RLATREET %,
TRy NI =R N—TIR/T DT _XTORA b
NFS 7 547> hidJET 5 DNS RAA L DDNS KAA >4, NISOFRy b7 A—7F
iy 72y b U—2DIP 7 RLUATEET %,
T _RTORR |
TANRA—F (*) THET .

NI T HEXF2 YT 4 7 L=
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AT R, BT AREES L (UNIX (AUTH_SYS) #8FE, Kerberos i®%:iE) & LT,
sys, krb5, krb5i, krbbsp ® 5 H0b7a b b 1 & HIRLE T,

P —ERBENTHF A SN TWDIRIEFREZOE ES &M SHEITIL, [T 74V NORESE
] #8IRLET,

NFS 7 747 "B NFSHEFIZT 7 ®8ATHEE, X2 T4 7L —N"—OENEHEHT
L500%, NFS 27 94T b= TT 7 ANV AT Ak~ (NFS~wU v h) T5&
EDmount AV K (sec A 7va ) OE, £FATvarOF 74/ METREY
x5

© WRBSEISHT DT 7 v AHE
NEFEZ LIz, NFS HHEZHAMY & EZIALEZTFAIL TAMT 25, AR 1200 &30
LCABT 20 ERELET,

c B Dw BT
KDL, EAr—Y—~DOwy T aeiTbwy (BEEM]D P, Ehr—P—~~y
vy oa—%—%root 2—H—721F £ 4% ([root =—HF—MI) 7, F/2iTF~To
a—YP—%<vy 735 ([2=2—¥—H]) »rOoLnrtiEELET,

« BEfo—Y—izxt LTHEMT % UID, GID
A—P—NELH LY —L L TT 7 EATDHEXIEMAT 22— —1D (UID) BT
—7"1ID (GID) ZHEELET,
723, NFSv4d RAA U &2FELLEETIE, BEEH] 2HELHETH, NFSH—bEx
DR EFRTHREIN TS [Anonymous user name] @ UID, [Anonymous group name]
@@DTE%:~# D~y TP ThVET, 72, [root =—H%—H]1 ZHE LS

Hi%, NFS ¥ —ERATOEL 22—V —DO~ v B TORERIZR LT, root = —H—721IZ

[EA~y B Z7HUID] BLW [EA~y 7 H GID] THET 5 UID, GID @M &
nEd, [fa2—¥—H] 2HEELHANE, NFSH—EATORELV Y, B~y
JHUID] B8O [BE4~v 7 HGID] THET 5 UID, GID "IN ET,

15.4.2 NFS £FDEEHSE

VAT LEREL, [(LERE] AT TNFSEEORBMEZRECTEF4, NFSIEHFDREM
PRET A HEBIOEEFRHEIL, 22— —XH 1 F) (IF305) #2B LT &, 22T
%, NFS#FDREMEERET Z2HEOEEFHEICO OV THFLET,
 BHRELFELRNSTHEBIZOWTE, BEREESNLTWAERIMEA SN ET,

s NFSHEEER LT 7 ANV AT AIE AT v TV ay NOBBMERA Va2 — Va2
L, ZOAFy7vay MCHBIIZY 7 A VIEEZER L CGERT 2546, MmELT
NFS 5 DIEMZ Hic, &5 A F v 7y a v M NFS EFMER SN E T,

ERRIZZ, T15.4.1 NFS EHOER EREEE | (R T NFS H 2 ERT 2 BOEEFHL b
TR LTLLTEEN,
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ZOETIE, NFSZ7 947 FOa—HF—EFICOVWTHBAL £ T,
O 16,1 2—HF—FBAGE

O 162NFSv4 K AA U ZFHEL TWDH EEDa— —FH
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16.2

204

— - = N

A—H—EEAE

HVFP Ti%, 77 ANV 2T L%2FHTAHNFS 7 947 hOa—F—4%, 7 r—74%, UID,
GID 72 D2 —HP —[ERERDORIRT HIETEH T 4,

#16-1: NFS Y54 7Y FOAI—H—IEHRDER L%

# "H Bl

1 File Services Manager" 77 ANV AT AEFIAT S ——% File Services Manager TH&#15
DHAIT, = —IEREBELET,

2 | NIS #— T7 ANV AT LEFAT D2 —%—% NIS — S TEHEHRT LG5I
=P —IEFREREK L ET,

3 | =—¥—3RitH LDAP T 7 AN AT LERAT 52— — &2 — P = LDAP % — T

P=n FHT GG, 2—F—1FREBELET,

4 | KDC #—n Kerberos @Bt 2 T 25410, = —V —RGECHAT 2 FR 2 Bek L
F9,
Z DIEA, File Services Manager, NIS — & 7z (d2— 5 —F8FEA
LDAP =D ENinTa—F—IERE T 50N H 0 £7,

T *
NFS 7 74 7 hTEHINTWD 22— —IF#H & [F U2 — —{5# % File Services
Manager [T B L T 7E S0,

NFSv4 FAAS UFBRELTWAEETDI—H—
&1

NFSv4d RAA &R ETDHE, NFSva 7’0 ha /L TT 78 ATHNFS 7 74T hae RAAL
WO —P—ZRETE ET,

NFSv4 KA A LV HNO2—HF—N NFSv4 7’1 b 2,0 CHVFP IZT7 7 8 AT 58121, 22— —
4, JN—74% UID, GID |[Z&#id % (ID vy 7 %179) 729012, IDvy B 7Y —
/NF 721X File Services Manager (2 & 5 2 — W —FHNLEIZR2D £,

NFSvd RAAS VERELTND L EDNFS HFG~OT 7 ERAZROKIRLET,
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16-1: NFSv4 FAL VEBEL TS ELEEZDNFS HEADTI R

/—F
[ V-
dmni1
faE & - ronédnn01
A—H—F THNH %ﬁ
- F A
A—H—# ron dmnd?
Efa—H— sar addid?
£ LTmi @
Vg A —+4F—4% szara
dmr1 UID, &ID
UiD, BIDTME Qnﬁ
a—4F—$H . john
[ L)

s NS F O£ A

CONFSEERIEIFSIT O R

o NFSVE A A

WS EA S B EE T T

NFSv4d RAA 1%, HVFP® /) — K& NFS 7 547 &, F7I% Virtual Server & NFS 7 7 A1
T RSN, /— FE720% Virtual Server Z &2 1 D77 TR ETE £9, Kerberos i2FF
AL GERATAEA1C1E, NFSvd FA A & KDC =X KA A U OFPFIXRE— 12T 505
BHFEF,

J — RE 7213 Virtual Server 28)& 325 NFSv4 RAA IINFS 7 747 v S iMaw 51203,
I TA T b~ D NFSvd RAAL VR EFRT 7 A WIZ, NFSvd R A A 4 &FRET DHEN
HYET,

TR ABFER LIma—Y—»N 7 — KFE721T Virtual Server DJET 5 NFSv4 KA A 2L T
WAHNFS 7 A7 v hOa—HF—=nEI 0L, 22— —0#BER (=—9—4% @NFSv4 KX
A24) POHEIENET, [ FNDONFSvd RAAL ZBMLTWANFS 7 747 hO—
P—MNNFSv4 70 ha L CT /B AZER LGS, $RIT7 78X 2EWRLIZ2—0—0 1D
vy BT LT a1E, BA——L LTT 7 BARFENET, £z, D NFSv4
RAANZHBIMLTWRWNFS 754 7> ho=z—4—%, UID 5L GID TAEINET,

NFSv4 FAA U E L TOD5E, NFSEAIZT 7 A Lica—F —O#T R E v
VadnET, Fx v aOFPREIZ 10 2H T, 2V fFROZEICE T, EKRO=—

PR e, Frvya I TN —P—IFRICEEDFEEL TWT, HOF v v v aOFRKE
FIWNIZ NFS 25127 7 v A9 AB8121%, nfscacheflush 2~ REETTAILENH Y £97,
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NFS V547> bDOa—Y—5REE

ZOETIE, NFS 7 7472 hOa—F—3AEOFES L OTEEFIEIC W TH
LET,

O 171 =2—%—FarH

O 17.2 UNIX (AUTH.SYS) 3RiF
(3 17.3 Kerberos Z4EE
NFSHSA7v hD1—H—525 207
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17.1

17.2

17.3
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:L__tf munEjs_t

HVFP 74242 NFS h— v 2 Clf, RIZFRTHRO2—Y —FiEaFIFTE £,

+ UNIX (AUTH_SYS) ik
+ Kerberos #&iF

VAT LEHEL, 22—V R A AT O RE AR ET 572, NFS - —E A FE71L NFS
HEZTLICEXF 2V T T L— =B8R LET, NFSZ7 747 MIHVFP O 7 7 A VT AT
LE<T Y MTAERIC, RO NFS HFICHRESNTNDEXF 2V T4 7L —"—2b, FHT
La—P—AEFREHEELET,

UNIX (AUTH_SYS) 2

UNIX (AUTH_SYS) #¥iE& i, v 7o VR a—Y =03 E Lica—H—4 LA T — R&Af
MLT, NFS 27 747 v MITEEEND 2 —Y =B S TT,

UNIX #ZFEEHH L T 7 A NVHIZT 78 AT 52— =R T 5 7 V—7 0%, 16 fELL
TIZLTLEE W, 1T EDO T NV—TFICFTE L TV A5RE, 17T &BLUBORTE 7 v — 71254
D7 U AMENEHI D F5,

Kerberos E2EF

HVFP TH|H T% % Kerberos 3REEDEREZRITR LET, Zh b DRREL UNIX (AUTH_SYS)
FFE (sys) 1, NFS Y —ERFHIEINFSEF I LICHRET D EXF 2V T 4 7 L— =L LT
WexEd,

* krbb
Kerberos 5 #fif L7z —H% —iE R TT,

* krbb5i
Kerberos 5 Z i L7z —V —38FEICM A T, &E%ET DT —Z OBEM 2 MEET HHEE
FIHCcEET,

* krbb5p
KEﬂKWOS5'%ﬁﬁﬁ%bﬁ?lh”fhﬁuﬂEk7‘ 57¢@§é¢$%jﬁ§EjAég§ DDZﬁC EZ(ET D
T X ElE B b oM aRIATEET,

krb5, krb5i, krbSp DIERTEXF 2V T 4 2m®H DI ENTEETNR, RRHIA—/—~y F
LML ET, VA7 LEFMEL, HVFP 0EMARKEZZBEL T, flT2EX2V 7171 —
NR=ZFR LT E &,

Kerberos FBAEZFI I 2iEH 054, KDC ¥—, HVFP @ / — K % 721% Virtual Server 1 &
UNFS 7 947 hOMTRABR TN ANE I LT EZESn, B ThrndbbE, NFS7 Z
ATV IDPLT 7 ANV AT ARSI T R TERNWIER, NFSHEAIZT 7 8ATE 2N &N
HYET,

Kerberos #FEZEH L CT7 7 A VIFIZT 78 AT 52—V —DETET 2 7 —7 0%k, 321
FicLTL7ZEn, 33 LD 7N —TIZHR L TWA5E, 33 &F B LEOIE 7 Lv— 7%t
L T Kerberos AL TE 8 A,

NFS OS5 A47> bDa—5—ER5F
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COETIE, NFS 7 747 b T 4 L7 MIICT 78 AT HBEOFIEE
HEEHFEIZOW TR LET,

O 18.1 772Kk
O 8277 AN AT LD~ N ERZT

O B3NFSZIFAT UMb T7 7 ANV AT LAERMTS & EXDIEEEHE
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18.1 TIOEAAE

NFS 7947 b EET 4 L7 VT 78R THEDITIE, T7A VAT AE<S T b
TAHELENHYET, NFS 7 TA TV "L T 7 ANV AT Lk~ v M5 FEICOWTI,
182 77 AN AT LD~ M RX T #BRLTL XN,

HVFP D7 7 ANV AT LhE~<T 2 M52, /— RE721% Virtual Server DA IP 7 R L
RIZHKIET DHRA M EREELET,

ZDw, NFS 7 547 v &/ — RE721% Virtual Server Dfi 5T, 78 A M DL BIfERN T
X, POARRRICL > THEONAEBIP 7 RLARNFS 7 54 7 b &/ — FE 721 Virtual
Server & T—H L TWAMENRHD 9,

Filz, TrAnuy 2 &fERT 28560, FBIPT FLACHIGT 2R A MERHEL TS
WV, RA M TIERSFIBIP T RLAZIEEL Ty U M2 8, TrArmy 7 RERICEE
LiaWBZhrdH v 9,

18.2 TJ7AINVARATLDRIO9NERZA

NFS 7 947 "o EFET 4 L7 NV E~D L bTDH2LT, 77 ANVAT AT VEAT
5591720 ET, NFSvA 7 T4 7 bORGEE, ET L7 NUVDIED, V—FT 4L 7
N E<~Ur bTAZELTEET,

ZOfiTE, ET 4L NV ERRFALV— T 4L N BT TS FEE, NFSZ 94T
VMBS DT AN AT LD RZIFITOWTEHHA L £,

18.2.1 KETALOR)EIDULTBEE

NFS 74T bbb, AETAVZ P2~ TU 2 LESGEOBZROMITRLET,

E181: XHETs LY FUDTHOY M

HWFP AR T 2 T F A L AT L M52 S+ FuwhkibmTyw bk
[dm ] [md]
[ nfsll ] [ nfsl2 ] [ nfs2i ] [ nfs22 ]
d211 d212
{ L4
(] FcLory () #m7cLory
E::j S TS S THUE
- FFAIN
210 HETALIRIADNFS 7O R
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mount I~ ROETHIZRIZRLET,

mount -o vers=3 nodeOl:/mnt/fs01/nfsll /dirl
mount -o vers=3 nodell:/mnt/fs02/nfs21 /dir2

NFES 7 74T v "hbBET4 Vv N R~y LSS, SAT L7 FIBTFOT 4 L
I RIRT 7 ANTHERENTET AL NIV =BT 7 AN AT LADLRIZERE R £3, B
BoOXET L7 NVIZT 7R ATHHAIE, ET L7 NI ZEIZw Y T OMERHD F
7

HHET AL NV BT ML AEDONFS 7 9472 RInbDT7 7 A )V AT MO RLZFITD
W, ROKNIIRLET,

K18-2: £FATALHY M ERIVIMLEBEBDIZFALIATFLDORAZA

PSR T & 77 LLATL MED AT irbEmBEAR

[ nfsil ) [ nfsi2 | [ nfs2l | [ nfs22 |

nfsili d21l | d212

AR

S FaLo R () #s7cLoby

______

[:::]: T bl o b i i; T 7 A AT LOBATZER

dFAN

18.2.2 W—bFTaLOR)EIDURTRLESE

NFSv4 7 A4 T bbb —brT 4 L7 NV~ b 528 TC, v—bT 4L 27 FULITOD
TRCOEFT L7 NV B~ b LIREEIZR D £,

NFSv4 2 FA T binbA— T4 L7 bR~ T2 LESGAEOHIZROEITRLET,
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E18-3: W—rTa4L I FUDTI Y N

PSR T &I 7 A AT L WS S F 2w birbmT I b

[ nfst1 | [ nfsi2 | | nfs2i | [ nfsz2 |

d211 d212

(R
() Favory () ##7cLoby
() - =ourkanr P

D FATFAN

N—brT 4 L7 Y ERELZEAD mount 2+ ROFEITHIZRITR LET,

Imount -0 vers=4 node0l:/ /dir3 I

T7ANVATEADN— T 4 L7 M) E~D L M52 8T, #HEO NFS I 2 RAMIZ 1 2
D77 ANVATHE LTHERLEZT 4 L7 NV Y —IZxt LT, NFSv4 7 FA4 T b7 7
TATEDLEIITRVET, L= T4 L7 N B~ M THE, RA—FT4Vv2 FUYU—AD
FTRTCOEEFT 4 L7 FNUICT 7 BATES0, AEF L7 YTty A5 LD
D FEHA,

~ U T4 LI R EERILET L7 N EORICHDERDOT 4 L7 F UK LT, NFSv4
TIAT L R LBRIITEETNR, EBXRARITEERA, 72, BROF AL 27 FIUTD
TrANRLT 4 L7 VI, NFSv4d 7 747 2 MR L CIEf Sz iRBEL 7220 £,

NFS 7947 "o A— T4 L7 N BT NLEEEA, v~V b T4 L7 N E&IHE
TAVZ P EOMICHLEROT 4 V7 FUVITMAT, $_XCOMET L7 FULTFOT 4 L
T RIRT 7 ANVTHERSNTZT 4 L7 RV U =BT 7 A VI RAT LAOLFIZER 2D FT,

7272 L, Solaris 10 £721X HP-UX 11iv3 ZFH L TWA NFS 7 714 7> 56 NFSv4 7' [ =
NEFHAL V= T4 V7 M2~ MLTEERE, 77 b7 4—20DN—=T 3 028 »-C
L, TET ALV MIUTOT 4 L7 NIRRT 7 ANNBT 7 ANV AT AOARTZEME LTHERS
nNEHA,

N—F"TF 4L "V P LIZEEDNFSVA 7 ATV EMBDT 7 ANV AT LADRRT
IZOWT, ROKIZRLET,
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X18-4: L—FTA LY FUEIYVFLEBEDI7ANVARATLDRAZS

HVFPAMRIET B 7 7 4 LR T4 WSWo 517 2 FirBDRAS

[mm

d211 d212

.

| nfsi2 | [ nfs2l | [ nfsz2 |

d211 d212

,____________________________
-
R R R R R R R R R R R )

-----------------------------

[ FLAKI)

L FALI Y () #&FLoky

:] T hHA b b RERHNTELLT LY B ORE

ZFA N ' é 77 A I AT L TR

183 NFSYUSAT7U ML I7ANTARATLENRA
THESDEIRERE

NFS 7 5A TV b7 7 ANV AT LAZRATLEEXOEBEFEHICOWTHBALET, ok
HVFP OB EXEETH L XOREHHEIZHOWTIL, (AT LA N (IF302) #5HBLT
CFEEW,

F72, NFS UV S5A TV ENORET T 7 A NMZT 7B AT B4, WEICERIENS 2 03 H
NET, ZOED, RKEOTZ7ANMIT I7EATIHAIE, ZOZLICHLEBELTIESN, A4
T 7 ANMIONWTIE, TV AT AERATA K] (IF302) &ML T &0,

18.3.1 T7AINARATFLEIIVNTREEDIEEIR
NFS 7 S5A TV "ML 77 ANV AT AR NTALXOREBEEEERIRLET,

« NFSZ7 747 DL HVFP D7 7 A VI AT L~y NT585451F, hard A7 v a v
PIRETDILEZHBLET, soft A7V a B RELEEA, NFSZ 7472 Mk
HVFPIZT7 7 BA L TNDH E X T =)V — =B ELTZY, T7z—LF— —H(C
NFS 27 747 "6 HVFPIZT 7 BA LT $5 8, NFSI7 T4 T MhbOERNT
Z— (ETIMEDOUT ¥ 721¥ ECONNRESET) & 7252 &RHV ET, 2B, IFLAEDNFS
FAT 2V FT, hard A7 a U RNF 7 40 M- TOWET,

* HVFP D7 7 A Vv AT AT 2GBEL LDV A XD T 7 A VEBHT 25E61%, NFS 7 74
T RO hAE T a NI NFSv3 7'a b2/ E7IEINFSvd 7 ha /Lo nR—T g Uk
B RAICIHBE L TL & W, NFS 7 94 7> Mk - Tid, B RANCIEE L TR
NFSv2 7o harn@f s, HVFP D7 7 A LV AT A T2GB U LD 7 7 A VEEHAT
RNV ERHY FT,
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« NFSv4a 7 v FanzfH L CHVFP D7 7 A VY AT KT 72 AT 58561, NFS 7 Z

AT DT A F g U ICNFSve a2 haloR—2 g U EPFRIICHEEL TLIEE
W, NFS 7 4 7> MZLoTiE, FIRIICHEE L TV E NFSv2 7213 NFSv3 7’2 |
SANERAENDZ ERNHY £9,

77 A NVEMEEHRWICERWNEFS 7 747 v b (Linux 1E5) 226 HVFP D7 7 A L AT
L=<y b AEE, hard BEWintr A7 a VEIEETALERHV £4, ZhbD
T arEEELRWE, T A NVOBAERICEENEA L L SICBEE R TE v
ENDRHY ET,

* NFS 7747 vMBHVFP D7 7 AV AT Mk~ r N 585A0%, FE ASCI XFHR

EENDT 4L U EBELRNWTLIIZEN,

c RARIP 7 RLZAZHIBRE XTS84, JIROIP T RLRIZHTDE7 T4 T b

EOT I EAEELELTHD, NFSZVI3A TV FCITFANV AT LEZT L~ FLTE
SHENRHYET, ZOEEZITORVWTREIP 7 RLAZHIBREZIIEETDHE, NFS 7
FAT Y Db HVFP Z EFICFIHTE 220 7,

274 IVAY I AT HEEDIEEEIR
NFS 7 747 bbb 7r7Anay 7 2F8HT5 L EOFEBEFHERIIRLET,

« NFSv2 £7/1ENFSv3 72 ha vz AL CWAE/RIC T v A e v 7 2T 5 & &1,

RAETIP 7 RV RIZKTHHRA N ZE, /—FOOSBLUNFS 7747 hD Jetc/
hosts 7 7 A /b, NIS #—/3F72iZ DNS H— NIC8EL T, HVFP & NFS 7 547 R T
DOARIRER (BBl EB LW &) BE—IZRDHEHITLTIEI, 728, /etc/hosts
774, NIS % — 3F721% DNS b —"OBEERE BN, HIBREIZIER LIZSGAL,
NFS 4 —v 2 & HiEE T2 48R H Y £7,

« NFSZ7 547 MZT, NFSZ7 547 hDIP 7 RLAIZKT AR A N AL RIfRITX

ROEEE, my 7 VANV (7 = — A — = E L) — REEBFFCFEETSN
2770wy 7)) RELSEELRWBENRHY £T, NFS 7 74T FDRZ b
D AR D MER DD E D na N F =B LTS Z a0y,

« NFSva 7 v harz il L TG 7 rA v v 7 2T 5 & %1%, File Services

Manager TNFS +— VR EZRET H & ZIIBET S NFSvd RA A 4L, NFSZ 747
Y FDNFSvd RAAL VAR —HLTWDIRERH Y ET,

« NFS 7747 bR Mac OSX DE, BEOIZ ZA T Eb 120774V kv v L

729, SIGLOST ¥ 77 V%Y R —hELTWeWITA4 T ML EEOTa®AT1 20
TrANEO Y7 LD LTS E &I, RIORTLEN HVFP THEITEND L, vy /iF
HLTWIEoTaeAne vy 7 ZBET5Z 08360 £9,

o NFS¥—tR, /—F®DO0S, F72i% Virtual Server O FiLH)

o T x—)LF—/—

« HVFP Tix, kDX 573384, NFSH—bE 2/ — KD 0S ZHEH L2V, Virtual

Server ZFFELEI L7V, 7o — A —N—2NRELZY LEEELEIL, vy ZHFLBLTWIE

MOTRERARE Y 7 ERETLZLRNHD £,

o BEDOITAT U ERNL 17 v A NER YT TS

o SIGLOST v 7)1V EHR—hL TRV TAT 2 ML EROTBEATLODT 7
ANE w735

© WOELEIE, NFS27 747 MnbPOSIX ey Y (87 A by r, J—Yarmay

7, ¥riiva—FKayr) ZFILClLa—FKae vy 7 #5895 & 2 ENOLCK =T — &
RAEZLENRHY F,
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o HVFP O NFS#HAEICT TV —F = v 27 2T 5L ICHRELTVEHA

o By IRBOTFANDET 417 FUMNSNFS~U > LT L7 M) ETEED
FTRTOT 4 L2 FUIZ, HVFP OFEA 2 —W—IZxT 2 ETHR (x) BR0VEE

WD ELLNDREEITH & ENOLCK =7 —3 %A L EH A,

o T IMBTFANDEHT 4L FUNSNFS~U LT 4L 27 MU ETEED
T4 L7 NUDH L, HVFP OEA 2 —F—IZxT 2 FATHR (x) 07T L2~
WCEATHERR (x) ZBIMLTL7EEN,

o NFS7 747 hCHVFPONFS#HT L7 V&7 ~vvr hL, NFSHEFICY
TV —F 2ol LRVEICHRELTLEES Y, Z0OdhE, NFSZ7 53472 bhb
HVFP O NFS AT 4 L7 b &~ FLTLEED,

WOBEIZIE, NFS 7947 MpbD7 7 Avm » 7 BRIZK LT EDEADLK = 7 — 733§
ELERA, NFSV T4 T R TV IT T v Lizvad ey 2 LTI,
o Solaris 10 £7/2I1F HP-UX 111 v3 ZF|JH L CWA NFS 7 747 > 5 NFSv4 7' b
aVERRALTCTZ 7Avay 7 ZERLUEZBIC, Ty Rey 72 BEAELELS
o NFSZ7 747 FBENFSvd 7 harzfAL Ty 7 ENTWDE 7 7 A WXL
T, NFSv2 £721ENFSv3 7' havzRfA LTy A ve y 7 #ER LEEBRIC, T
Ky 7 BNRA LSS
o NFSZ7 47> b5 NFSv2 £721E NFSv3 Ve hava2fHLTe v 7 STV 5
T AMIK LT, NFSvd 7r ha v ZRH LT 7 A vm y 7 R ERLUTZBRIC, T
Ke w7 BRRAELESS

« Linux ZFJHLTCWANFS 7 947 b, TCP7a ha) T~ hLET4L7 Y

TI7ANny 7 2lRTLL, T4y 7 Ouy 7 {5 EHRT D OICKR#ENL 2
EDHY FET,

E72, Linux 2RI LTV NFS 7 A4 7 b, 7y Avmy 7 LTS atAsh
Wri% &, HVFPIZu v ZfFHRAKY, U T L7 7 A VEny 7 TERIRDIENRHY
ESE

* Linux 71—V 24 ZFIHLTWANFS 7 747 k6, HVFP L7 7 A vm v 7455

DFat Ak Fy vl THE, HVFPICu v ZEHRAEL Z ENB Y £7,

« Linux #—%/V 2,419 Ui —F NV ERHALTHWANFS 7 747 hClik, 774 rmay

IRLOTaw ARy I EHRTDETIC 0 BRBRE#RND ZLRHY T,

« NFSv2 £7-1Z NFSv3 7 ha Lz H L TWAHEE, NFS 27547 h TRy hU—72

0y 7 v3Rx—Y¥%— (nlockmgr) BLUPRy NU—F A7 —FZZEF=%— (status) NH)

ELTWARERHD ET, EHTANFS 7747 b~ U HBIROFEAT rpeinfo 3

~ 2 F&FEITLT, status & nlockmgr @ UDP 7’12 h 2L COY— B AN IEFIZRE L C
WD EEBERLET,

rpcinfo -u localhost B T A% NR—Ta
EFICEE L TV 2%HA1E, Tready and waiting] & ENET, ETHIEZRIRLET,

$ rpcinfo -u localhost nlockmgr 1

program 100021 version 1 ready and waiting
$ rpcinfo -u localhost nlockmgr 3

program 100021 version 3 ready and waiting
$ rpcinfo -u localhost nlockmgr 4

program 100021 version 4 ready and waiting
$ rpcinfo -u localhost status 1

program 100024 version 1 ready and waiting

+ Linux #—*x/L 24, 2.6.19~2627 ML TWEHNFS 7 747 binb TCP 7'm k=

NTIO LT AV M) EOT7 7 AR T 7 A vay 7 SPTW5, F£720%, Linux
H—3N 2421 VRO —FNVEFHLTNWDSNFS 7 747 k25 UDP 7'u 2T
~ULVMLIET AV MY LT AR T ATy 7 INTWSE, ROEGEIZT 7 AL
0y 7 PR SAVET,
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o Tx— NV —NR—FnF T 2NNy I RFELEEX

o JITAZEEIELTHLEEE L E

TrANB Yy I PBRENTLEI &, Z7ANMmy IFTHST 7 A NVEIEINHOT R A
W7 7ANE Y7 TEHREIZRY, 77 ANADBERTIBEARHY £7,

723, Linux #—*/V2.6.19 ~2.627 Z/H L TWH NFS 7 147 FO%&E1E, NFS 2
FA T P TNFSH—ERX&ZEE LTS5 TCP 7’e har Ty hT52ET, 774
a7 ORERSZENTEET,

* NFSZ7T7A47 v FRA NDOFEIZL - TE, ROTRTOEMBICATT DL, EZIALHH
7740y LTWDHHBAETH, 774D LY EIHFOMBICEEAALIENEN 0] 12
BEWDLZENHVET, ZOBRE, HERBMTTZ 7 bny 7 LTEZRALEITIZ
& CHMECE £,

o HRERE (wUV MDD wsize A7V ay) LVEWRIOEZIALER—T 7 A WITH
LT 747 M DLRIFIZETT 5,

o TrANYA XLV EF~DEZIALEITY, POR—Trv s (BEELAZHEME L TH
7uvr) ~OEXZAREITI,

(%)
NFS 7 7A4 7V MEANXBLAENFS 7747 ARy D, HVFPO 7 7 A v
VAT AEEEER 32KB T Uy M LET (mount 2~ KOA T 3T
lwsize=32768], [rsize=32768) L45ET H), NFSI7/ 74TV FAA X D7 rEZA
B, HBLT77ANLD0O~1,023 1 NEZT 7 Ay 7 LTI OHFICEZIALET,
FLT, NFSZ7 AT FPARAIYDTr®RABR, [H—77A/1LD 1,024 ~ 2,047
A NBETZ7 74y LCZORPEICEIAALET,
ZOEHIE, TutRa LTt X BRRECEIETS L, 77 A AO LRI OAME
ICEZIAAE T mEA A DEZART —F (0~ 1,023 51 FORNE) 1 10) I[CEXH
DL ENRHY ET,

18.3.3 T77AINVATLEFIRATSEESDIESEIE
NFS VATV "L T7 7 ANV AT LAEZRHTS EEOFEFHEHLRIRLET,

« NFS 2V 94TV by AT ha—)b, 5477 ) —MEBL0a~r FEEICL-T
HVFP 7 7 A V0T 4 L7 b U OERL, 8, HIBR7ZR EE1T>Cnd & ZIZHVFP T
Tz V= RN LA, T AT 4 L7 R OFERR, B, B LI,
HVFP ECIREFHICET LTS, NFSZ 747 hTRETZTI—ERBZEBHY £,

« NFSZ7 747 FCTCP 7r harzEH L TCHVFPO 7 7y AV AT A&~ T ML,
FOT A4V NI TOVFTT 4L T NIRRT 7 AMIT 7 EALRWIRIERHS &, NFS 7
FAT LV MHRARNDOREIZEL T, ROT 7 EAIZ1~10 BEERNLZENHY FT,
*72, VAT L1 JIT ECONNRESET =7 —0NHH N ENDBENH Y £92, NFSH—b 2%
BERALTTZ 7 ANV AT AT 7 8RAT AT 07T MIEFITHELET,

* NFS27 547 N THVFPIZARY Y VT 7 A NVEEKRT D56, WIORTZEIZEELT
<TEEW,

o HVFP LD 7 7 A NIV AT AT L TARY Y VT 7 A VL EERT D84, major F 5
WZHRE C& DI RMEIE 4,095, minor F5 2R E T X i KfHEIL 1,048,575 T3,

o NFSv2 7u haLzZEHALTWDIEAIL, NFS 27 747 k& LT Linux DA% {4 H
LCTWbEEIE, NFSUZ T4 TV M TARU YLV 7 A NVEERT D E, FEELIZEE
L4722 major K53 L O minor F5 TIEREINDZEB3H Y £9, Linux ZfHH LT
WAHATYH, T4 AN Ea—va illoTUIRIUHEEN AT L ZERH Y £7,
20w, TOLIRNFS I T7A4T v "biL, ANV YT 7 A NVEEHRLRNTL
&0,
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© 64 £ hinode IZHIELTWND 7 7 A LT AT AT, NFSv2 71 h 2L 2l T& £4

Ao 64 E > b inode (IZXIGT D LD ICERET DRNC, MHEBEDOT 7 A VT AT LA TNFSv2 7
O RaVEFEHTAEI TAT Y RBRWRNWI EEER LT EE,

« NFSEBEETEET AT 7Y r—a k- TlE, 64 v binode Y AR— Kk LTz

ERHYVET, 64y Finode ZHR—F L TWAET FUr—2a vV ZHEALTVWHHAIC
RV, 64 £ b inode IZXIHnT DL 9FREL T ZEWN

« NFS 7747 b~V IZHVFP LBETHRY NT—T A4 U F—T = —AREES H5E

%, NFS 772 AN SNV TT— (ESTALE =7 —) IZRDHZIEBHVET, Th
X, 7 7AZEHY 7 b =T R EORAICL T, NFS~vU Yy hERTHIPT FL 2k
NFS7 78 AT HIPT RUARRRAZZENHDHT-DTT,

ZDEIIENFS 7547 binb HVFP D7 7 A NV AT A& FIRT3856801%, #4875
NFS LG OAEEZRD ENDDHETHEE L TSIV,

o TANRA—R (*) 2HTS

o NFSZ A7V MITHEMHTEZTRTORY NV—I A4 X —Tx2—ADIPT RL X%

fBETD
o NFSZ 747 MUTHMT LT RTORY NV =04 F—T == A THIRT DB A
N EEET D

o NFSZ7 747y MITHERTZ2TRTORXY NT—I A4 F—Tx2—ADIPT KL 2%
G TP *y NU—2 BRET D

o NFS7 747y MITHERT LT RTORY hT—0 4 U F—T =2 —RIHHET HHA
NaEELFR Y NIN—TERET D

o NFSZ7 747y MITHERTE2TRTORY hT—0 4 U F—T =2 —RZHIET BB A
F &2 & T DNS KA AV &RET S

T 7 ANT AT BIRF L TCIROUENFIT I TV DA, Solaris A L TW\5 NFS
TIAT VIR EDT 7 ANV AT AT 7 EATHE, NFS 27 747 FRIRIZKED
AvE—URHANINDZERHY ET,

o Ty AT AT LADOYLIE

o 77 A NIEHOPE

o FENKEMNT NA ADFRE, PRIER L ORER

o FENAF v T a v FOERE L OHIER

o EHAFT YT vay VEEHLEAZ VIS LNy I T v

o horcfreeze A~ R&FEITLTAN D horcunfreeze 2~ R&FITT 5 FE CTOM
NFS V5A TV hDYART AT T 7 ANDO—FT —2a LV DRE (T 7ANVERT 7 AV
YA X2 L) ITFEELTIZE N,

* Solaris 10 AL TWE 27 FA4 T EMMOLDNFS 7 7 BANNTT v 7T 5581,

Solaris 10 D KT A N—a 7 4 V' L—3 a3 387 X =4 —T SACK #F A7 v 3 v & iR
LTL &, SACK #FA[ A7 v a v &M TE 55 E (ndd 2+ KD

tcp sack permitted /N7 A—#—T1 £7id2 ##E) IZLTWD &, NFST 72N
NI T T THZENDHDLTD, SACK#HA AT a v EHHATEARVERE

(tcp_sack permitted /87 A—F—T 0 Z##HE) ITLTLLEIVY,

« HP-UXZFIHLTCWHNFS 7 94T Finbcp a7 RTT 7 A v ab— LTS & &

WCEEZ T 5L, a =07 7 A /VOHERN 000 1270 £9,

F72, HP-UX ZFHLTWAENFS 7 54 TV binb 77 ANV AT AEEH LTINS & X
IZHVFP T7 = — LA —N—=RNET5L, 77 ANV ATAEZFHFL TV a2 A0
T 2= VA —R—=Lhbt T —KTTHILRHVIET, INOOEEZRET LD
12, HP DR — 22— TRt s T 5 HP-UX 3%/ Ny FD 5 5, PHNE_28568
(1111 A) 24 A=A LTLEIN, 228, THHO/Ry FIZONTOFEMIZN Y Z—
IZBMNAEHEL I,
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* NFS 27 747 FARA MI Linux =3 VEHERT 2560, &3y FE24ed#@MAL TS

W, BNy TFEEAL T W — VA AL TNFS 778X 325L, ROLH7%
RIEARAET L BB £,

o T7— (=T —FKF 528) NIEAETD

o Ty ANDAKRERBZDIERND Y F7A4 T MITRRIND

o ATV MUTEZALTENE L B DHEHN HVFP O 7 7 A VITRIFEEN D

* NFS 7 747 FARA NI Linux I —RVEFEAT 585G, NFSIFED T 7 A L OFIRIAL:

BFRZ EBUSY =T = AET L LBV 3, ZOHAEIE, T77EALELTIEIN,

« HP-UX £/ RPC 71 7/ 7 2% 5 100020 ZHH L C\Wb~2 > (rpcinfo -p T

[program] (2 100020 NFEREINDHFA M~ ) ZENFS 7747 b LTHEATD
5, NFS 27747 b T U MLIET A VI FUDFIZHLHN=FRI 7774 VDA
ReELISRTERWVWIERDHD 7,
NFS A2 1ElT 5 & &, FIEINFS ADHHEZMET D L &I, KIRT L IICHRET
28, "N=RUV I T7ANONEEZELI SR TEET, 728, Linux, Solaris % NFS 7
FAT L FELTHERAT 256, WRICRTRETILEDHY £HA,
o NFSIEAZIERT 25
GUI T NFS B ZERT 25E1E, VAT LAEHENRELERT HLEILIHY £H
oo
a< v REFEHATAEE1, nfscreate I~ KD -s 723 1T,
do_not_perform (F 74/ }) ZHEEL TSI,
o NFS E£HOEREmET 556
GUI TNFS #HEHEZER LEGAIE, VAT AEBEENRELERT H2LEILIHY £4
ho <2 FEFEHLESAIL, nfsedit I~ RO -s A7 a3 i,
do_not perform ZfEL T ZEUY,

* NFSZ7 747 "W HVFP O7 7 A VT AT KX LTT 78 A LEEERIZ, Tfile

temporarily unavailable on the server, retrying...] & A vt —YBHAIN=HEE, 5
DT FANYAT LASDT YA VAT LEHEPNEXANCHIELTWD Z ERH D £7,

J— KD OS NEAMREOEE, NFS2Z 547 FANFSHEHICT 78 A L2, 774
IV AT AR 100% (2T DRHICT /3N AZEEfEIAR & =7 — (ENOSPC) (2725 2
ERHY FET,

F =T )= ADA—F 4 VT 4 Th5H rsync A~ FDO LT, FHEONEL 7 7
ANMZVSTEAEEHLT, mv 3~ RTCTZ7 7 A NVAEZ VX —LTDHE 577 7 A VL
HE, ZPONFS 77472 M bOEYET 7 A VOFRPALLENHTEET H 2 LT,
AT KT DB ENDRH Y £7,

* NFS 7 747> b5 Quota G2~ F&2FTLTH, ¥7 U — Quota DfF# %

B cxEHA, V7YV — Quota DIFERICONTIE, VAT AEHFICEWEDE T
SV,

« HVFP D7 7 A NI AT L EFIAT % 2—H%—D Quota 5% NFS 7 54 7 kb

Quota fFHEE 2~ FTHMT 5 L 2L, 7 vy 7 {EAES Quota IZBET 2% EMEA 1TB
EEATWDE, A—N"=Ta—LTERINDILENRHY ET,

« Advanced ACL XA 7D7 7 ANV AT AT, 77 ANDIRKT 7 AHEE (atime) B

FORKRERFF (mtime) ZHEHTD2LHAIT, MHEBED T 7 A 1IZxk LT SYNCHRONIZE
MERRMMILTT, F72, 77ANRT AL MV EBHILI-VAMELERE LT 5
(rename) HFAHIZEH, HBOT 7 ANRLT 4 L7 MU, rename EOBT 4 L7 FY, BLOV
rename FRZ EEBE INHBGFEO T 7 A4 VLT 4 L7 b U IZxt LT SYNCHRONIZE HEFR A3
MECF, NFSv4 7’1 h 2Lz LT Advanced ACL # A 7O 7 7 A4 )L A7 5T ACL
ERETDHERCIE, 77 A NORMET 7B AR LORKFEEAREZEFR LY, 77 A0
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RTALVT NV EBELEVAMEEE LD TOMERD L 22— =0 L —TFZH LT,
SYNCHRONIZE ¥ A7 ZF#FR[ L CTL 72 &V,

* NFS 7 747 MCV AT AMERT 27 7 ANVETZZT 4 V7 FUDBFRIND Z LD

NET, VATLAMEATDI7 7 ANVEET L7 FVIZOWTE, [ 74 VAT AN
ERTD7 7 ANEFT7 A NVZICETIEEFHE] 22 LT 7EE0,

« IPv6 ##i/>> UDP 7' u haLzH LT NFS 7 74 7 F» 5 Virtual Server LD 7 7 A
NWARThERT Y NTHE, v MUENIE L ET,

NFS 7 A4 7 k56 Virtual Server [ZHfi T 5 & 13, IPv4 ##iE 72IL TCP 7'm h =L
EERALCTZ 7 ANV AT L&~ T FLTLEEL,

« MTU IZ 1,500 = 2 72 E %27 € L GEH LTV 5412, Red Hat Enterprise Linux Server
v6.3 LI  (Red Hat Enterprise Linux Server v6.3 LA % ~X— & & L7z Cent0S6.3, Oracle
Linux6.4 LA b EEe) HONFS 727 ¥ AN I T w7 LIz L &1, RPC ERDOZHE
ZNFS 7747 MUTRET DI =N T4 7 b—vaN"gA—F—
(sunrpc.tcp_slot_table_entries) &AL, 32 IIREL TSV, 32 2 A HfE
BREINTWDEE, NFST 7 BARN T T v TH5ZLERH0 E£T,
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NFS £ERADT774A4IL - T4 L I LY

ZOFETIE, NFSIAET 4 V7 RURNIIERT 27 740« T4 L7 F VIS
EFRFHEICOWTHIALET,

O 917740 -F L2 V4K
O 19.2ACL
O 19377 AV@EH

O 19.4 WORM 7 7 A )L
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19.1 2741 T4 L9 FJAFR

NFS#HE T, 77 ANERT 4 L7 NIVATHAISNALT2— RIEINFS 7 74 7> hORE
IR LET,

NFS #:H LOT7 7 AT 4 L7 MU OAFRORKEIZROEXRD X H512780 7,

F191: 7274 ILVBETA LY FIRADBRKRE

# ot BXE
1 77 A N 1,023 /31 b
2 R ANWE 255 /34 K

HEND snaps T4 L7 NUVIZT 7 EBALT, Aty vay N aRT5EHTE, A

Ty Tvay VBB, A F o T vay RERTARE (2T XF) BMEENGED, 794
Ty RINBT IV BEATEBNRALOBREN 2T XFEL BV ET, 77A4T LV ENBT 7 EAT
EONRABDERECBRIAHRDO T 7 A« T 4 L7 MY EERLTWDLGRE, EoAT 7
vay MIELL T 78 RATERL 720 £9,

19.2 ACL

HVFP CT#fit4 2 ACL #5EI21%, POSIX ACL IZ#EfIL L 7= ACL #3&%E CT& % Classic ACL # A
7L, Windows ® NTFS ACL |{Z¥#EHIL L 7= ACL %R E CT& % Advanced ACL % A 7' ® 2 FifaAMN
HYET,

Classic ACL % A 7' & Advanced ACL # A 7O FERIZHOW\W T, 18.3.1 Classic ACL Z A 7" &
Advanced ACL # A 7 D7 ] ZHBL T IEEW,

HVFP Cix, 77 ANV AT AND 7 7 A NVIHT, NFS 7 u a7 5 #4584
Classic ACL # 4 ~, CIFS v k2L NFS 7'u ha V&t L7 CIFS v ha it
EHA L= 425841 Advanced ACL # A 7D 7 7 A )V AT LatERTHZ L #HRL TV E
R

NFS 7V 9A T " DT 7 EBAIL, TZ7ANLLT 4 L7 FVIZREINTZT 7 &AL ACL 12t -
THE S AvET,

NFSv2 F721ENFSv3 7 74 7> k525 ACL OZRRREITITEEHA, $£72, NFSvd 7 T 4
T EhbliE, CIFS 7 747 b LREERIZ ACL OB IRPREN TE £7,

19.3 274 IILEMHE

RFC3530 TEHRSNTWD 7 7 A NVEMED 5B, HVFP THIHTE 57 7 A V@2 RORITR

LET,
%£19-2: HVFP THATZANFSv4 O Lo )LD 771 LEHK
274 ILEE FIARE
VZEEM (mandatory) O
HELEEME " (recommended) ACL @)
TERRIRE ] time create O
DOS 7 7 A V)@ archive, hidden, system X
Auift &R (named) X
222 NFS #BEHRD 774 -T4L I Y
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19.4

O O:FHTEL x:FIATERN

7

HELEEIEICIE, COENOHERFEMLE L LT, WITRT HVFP TR TE 2@ LRI TE 2
WD DY £,

HVFP TR T& 2B -

cansettime, case insensitive, case preserving, chown restricted,
fileid, files avail, files free, files total, fs location, homogeneous,
maxfilesize, maxlink, maxname, maxread, maxwrite, mode,
mounted on fileid, no trunc, numlinks, owner, owner group, rawdev,
space_avail, space free, space_ total, space used, time access,

time access set, time delta, time metadata, time modify,

time modify set

HVFP TR T& @k -

mimetype, quota avail hard, quota avail soft, quota used

WORM 2771 )L

ZZTIE, NFSHEHFD WORM 7 7 A /MZOWTHBI LET, 7eds, Z IR L7z L BISMNT,

CIFS #:F D4 & B E» H 0 £, HBOFKMIZ OV TIE, [8.7WORM 7 7 A/V] Z#& MR

LTLEENY,

77 A NV% WORM b3 % 7= DIZFEAI Y FEHICT 570121, 77 A VOFTAEHE (user),
Al 7 v—>7 (group), & Dfh (other) @, T XTOEXALMER (w) ZMRLET,

VRV w77 A0E WORMALL L D & LA, V27577408 WORM T
RIFHEWORM b EnEz 9, ek, YoARYU 7 U777 A VEEKITWORM LN FEH
/\—/o

« NFSv2 £71ENFSv3 7 547> M, VFo i a v HIOEKEE LT 2038 FLIKE (IFHk

21X 2038451 A 19 H 3WF 14 53 TRLIRE) DOHFEZIEETE EEA, Uk, 7947

FORIRIZE D HDTT, VFrva v HMOERERFIRENDZ T4 7T hOKIZKRIZR

LET,

o Linux ® 382bit RO —F NV EfHiosT2T 4 AR Ea—T g

o Solaris (32bit i)

o time_t BUNFEFF & 32bit #Er (signed long int) CTERINTWAHT T v b
TF—bDITAT b

« NFSv2 £721ZNFSv3 7 47 kX, NFS 7 u ha/LOHARIC L > T, 77 ATk LT

FBETE 5 atime OFFAIIE, 32 ¥y FOFFE LEKOHFIHIZ/RY 4, 20D, VFryv
va I E LTIRETE ARAMEIE, 21064E2 H4 BT, Zhi, 7947 D7
Ty RN T —LRNT 7 ALD atime & LT, 2038 ELED AMAIEETXAHRETHHEY L
jﬁﬁqo

© WORM 7 7 A /VOHIBRIZFHE A B Y B OfEERALIETY,

HELEZV Ty a HEZEET WORM 7 7 A Vi, St EHZERTHZ &, Al
FRCEXDL9I2R0ET, KL, T—FOERIFITEEHA, AR EHEMERET 5720
\Zi%, 77 A NVOFTAE (user), A7 /Lv—7" (group), DAt (other) @, i1l
I EEABKER (w) AREL TS, ok E, WA UMR () 550
(x) DREFERTEERA,

NFSHAERND I 7AIL - TaL IRV 223
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4

I27AIVKBZRRI IBOEESTHE

ZDOETIE, CIFS, NFSBEXORFTP 7/ 947 b CTHELTCWBE T 7 ALV AT
LR 7 ANKEZRAT D L EOEEFHEICOWTHALET,

O 201 77 ANEFICT 7 EAT D ESOTEERFE

O 20274V 7Y EBMETD EEOEBEEE

O 203 77 ALHFICT 7 EATEa—Y —DFHIIE
O

20.4 CIFS,NFS BLUFTP 7 74T v I TTZ 7 AL T 4L 7 U 2G5
WA O EETE

J7ALEREFIRT SHDIEEE 225
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20.1 J27AIVEREIZFILERTEREEZDIESIE

TrANERIFT 4L 7 FU B CIFS —tE 2 & NFS YV —bE 2 THE L CWBERET, 7711
HHCT 78 RATHEEOEBFHEMNHALET,

« CIFS y—tv A Tflifl4+2=>2—%—1ID (UID) B8LUWZ/A—71ID (GID) &, NFSH#—t =&
THEATH 22—V —IDBLOI/NV—7ID 2 —HESEA3LERHY 3,
MDﬁﬁitdﬂDAPﬁﬁ(i-ﬁ*ﬂD%iUﬁ»~7¢D@§@ﬂb%Tﬁ)®1—$—
<~y BT EFERT %A, &P CIFS Y—EAXATCHEHT 22—V —ID BLOT L—T
ID#E0 YT, FO2—P—IDBLOINL—TIDENFSD7 T4 7 bR ARNTHEZY
FTH—F—IZH Y B TTL I,
7272L, RID FXDELEEE, o4 Tonzs/NA—7ID LRICIDE#NFS 27 747 FOD
=P —IDIZEIY BTRVTTZEN, Rk, oY Ton/c=2—F—ID LR ID %
IN—7"IDIZEI D B THRNTLTZEN, S TH5IDDCIFS 7 747 b3S, CIFS —¢b
ZEMATERLIRDBEANRDHY 7,

B z1E, 5 KA A TOID O#FPH%Z 70000 ~ 100000 & L7=%4, Domain Users D
/wsﬂDiaﬁm 70613 ICRRESNET, 20L&, NFS 27 F47 v hTa—#—1ID
% 70513 1ZEID YT CNFSHFICT 78 AF 25L&, Domain Users IZHTET 5 CIFS 7 7
AT NN T 7 BATE RS2 £¥, FERIC, Administrator @=—#—ID (L H &Y
\Z 70500 IZERESNET, ZDEE, NFSZ7 7447 T, Z7—71ID % 70500 (ZEI 0 24
TCNFS#EHIZ7T 78245 E, CIFS 7 747 > h»H Administrator TF 7B AT
R0 ET, ZOHAE, YT 5 NFS O —Y—jta—F—ID BLORIL—7 1D % E
WY THELEZSHE, NFS Y —ERZHEHT LI, Fryiaz3hTnha—F—vot
v 7GR E CIFS 4 — EZBRENOHIBRT 2 0ERH Y £7,
D= -y B TEY Y TN —ID BLOVNA—T1ID O E#HERT 5 H1E
ITRDOELEY TT,
RID X054
umapidget 2~ F&EMH LT, RID iXTv vy o/ Eniza—9 -8B/ L—7
DID F72i34 M EER TEET,
LDAP i (2—#—ID BL I/ L—7 1D O HEHEI 0 4 THE) DGHE
[Check for Errors] %1 7 v 2 ® [List of RAS Information] ~2—3" ([Batch-
download] #77) CTa—¥—~v o U /ERE L TH Yy r—RTEET, Fvrm—
ROIFEIZDWTIE, Ta2—F—XH 1 K] (IF305) #5ML T EEW,

« CIFS 7 747 v b biX, CIFS HEWICIER SNV RY v 7 V72T 7 EATEE
Hh, 2B, CIFSHANDYVRY) v 7 V7%, NFS 7547 "Il k> TERS
nE4,

« HVFP ® CIFS 5 ECRESNTZT7 7 A NLT 4 L7 b U OMEMRIL, NFS LA CTRELE
TR AMEELER L L O ICEEL £9°,

* NFSV ATV FBIXOCIFS 7 A4 T2 "InBDRE—T 7 A N~DT 7 ANEA LTI2%
BT 7 ANVDEBNRKMEIN2NBENRH D720, AR BEHDOZ 747 by v
vakflif Lk o, CIFS %7 Ebf<téw

« NFSHV—vRafiELEdT5E, CIFSZ7A T LT 7 ANV AT A~DT 7 EAIZK
MT22L03HVET, ZOHE, LIELLFoThD, Z77ANVVAT AT 7EALTL
7ZEU,

« CIFS 7 947> FCin AR BHOMRERE L7 7 A Ve NFS 7 747 N Tl
D86, NFS 7 9472 NTRHT7 7 A NMCEE SN -5t A B0 A OMERITEZNC R £8
Ao
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Ty AN, T4 V27 bUARICIEASCI XF%2FEHT B2, NFS 27 747 b CTEH
T577A40N, T4 V7 FUAHOILT2— K% Unicode (UTF'S) WICRETDHHERDH Y
£9, £, AN, T4 L7 MIAFORERKEIZOWTE, NFSHEFOEE (31 1)

% Unicode (UTF-8) Tz =— KL T CIFS A DO FRKICHI L, NFS IFDORKE

(A B) BLOCIFS E#HDORKE (CFH) #HI VWL IICL T EIN,

« NFSHEAFTHHAEINDIXFa— NIEINFS 7 747 hOBEICKET 5720, EUC < JIS

REOLFa— RLHEa— R D) Z2HHALENFS 754 72 RBMER L7 7 A4 ARF 4
L7 bV % CIFS U THAT 2581, 77 ANEART ALV NIART 7 ANV AT A
WRTF SN ART S TR A LRI CERINTZY, ARINFRENeho720 LET, T

CIFS 7 9A TV "ML YT 7 ANIT JBATERN 20, BHLEZT7 7 AL9T 4 L
I RVICT IV RBATERDSTEVTIHERHYET, TOD, CIFS 77147 h &
TEHEARIINFS 7747 "MBIERT D77 A 0T 4 L7 MY DARNIXFEa— %

UTF-81ZLTL &0,

*1 #ilf = — K : 0x01 ~ 0x1f,0x22,0x2a,0x2f,0x3a,0x3c,0x3e,0x3f,0x5¢,0x 7c

mB, N—Ta BT LERIITREOLEBY TT,

£201: CIFSUV347 Y MV RTOA—F5TRRINDAEH]

UTF-8 st dXXFa—F HEa—F 5.7.0-00 & YRl 5.7.0-00 LARE
BERN “ie GlIE B4 *
aie aie Bl * B4 *
EEXNA B4 * 7L

* T ANVAT A EOLARTE TR D ARICTERINET,

£20-2: CIFSHYSATF7V DRI FANA—T L I 7HERRAR

UTF-8 IS OXFI— K Hfa—F 5.7.0-00 & Y @il 5.7.0-00 LARE
EERN ate Al Ay
ate aite A AAf
e A] ol

CIFS 4 —VE AT, 77 ANVFTEEUNTOT 7 A VEFARGOERLZHAITLHE, TO7 7
ANMCEZRABMHEROH DT _XTCO2—YF—NCIFS 7 74 7 v ekl T2 T7 7 AL
HHAMRZERCEET, ZO7 7 A VOFHEUNOL—F =12 L D7 7 A VEH ARFOZLE
L, NFSZ7 747 FTIEHFAIESNTW RN, +oERLTIEIN,

* NFS CER L7277 A V% CIFS 7 A4 7 > b b BT 5354 Linux OFATHE (-x) |

Windows D7 —h A TRl vy B 7 ENTWET, D7D, NFSHITY 7 A A4 —
F—DEITHER ZHIFRT 5 & Windows I TIlI NNy 7 7 v 7NET LIZEERLTLEI>BE
nyRH v EI,

KXFEINLFNRRDIZT OO 7 7 ANVBLOT 4 L7 M) %, NFS 27 7472 "
1207 4 L7 FUITER LZRNTLIZE 0,

NFS 7 747 v hTIEKILTF E/NLTFOEOVREBENETN, CIFS 7 747 v b THK
BlENTeNWizd, L7 7 ANVEIET 4 L2 MUICCIFS 7 947 ST 7 AT
RNV ERHY FT,

27AVHAEEFRAYTHSHDIEEE 227
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20.2 T4LY M) ZRETHEESDXEESEIE

F—®OF 427 hUYU—NT, NFSEHD EMLOT 1 L7 kVUIZ CIFS #HHEMBER SN TN D
Ba, CIFS 7 9472 pabi, NFSHA L CIFS dtFDR DT 4 L7 F U &, NFSHHME

BENTWET 4 L7 V) DAHEEFE LY, T4 7 P EBIBRLEZY TEEHA, ZDEX
DT 47 RV —DFZROKIRLET,

B 20-1: NFS £BDLEDFT 4 LY FJIZ CIFS HEMEBEIATWAR T2 LY FUYY—DFI

CIFS754F e DElkEE LU
AREELATELELT LI

NFSHFL R Eh =T L2H)

203 DJF7AIVHRFIITIVERTH1—HF—DEERSGE

Active Directory A ¥ —v F D2 —HP—< o BT EFHTLHE, 77 A VEFT L2 MY
%z CIFS #—t 2 & NFS y—b XA THRATLH/I, KV —EXATHEMTLT I b &~
=YL LTEETEET,

Active Directory A ¥ —~ FR D2 —H —< o B 7 EFHT L L EOFEEZRITRLET,

1. CIFS 5 ~7 7 e AT a—¥—Da—¥—ID L/ L—TID % FASf v ar tr—F—
WBERLET
BERFNEIZ DUV TIE, T4.5.1 Active Directory (28832 L EDOFIE] 2B LT &N, 7
N—7ID & LT, 2=V —0NBT 57 N—7TiER<, =2—F—HHOD gidNumber % H
TEET,

2. BHla Y —/L)nn, HVFP 2 Active Directory KA A NIBIMNT 57200 EE LE T,
Active Directory KA A NZBMT 270D FEIZONTE, 22— —XH A K] (IF305)
EZBLTLZEN, 228, FE1 T2—V—HBHD gidNumber % 7 /L—7 1D & L THE
L72%61E, cifsoptset 2 ¥ 2 KD use gidnumber A 7'v a3 T, =2 —¥F—HHFD
gidNumber ZHHT 5 L HIZ CIFS —EADEREHRE LR T ILEND D 77,

Evbk =2—¥—HHO® gidNumber (¥, Active Directory O —H%—D 7 1 37 ¢ @EiE ¢ [UNIX @]
BT eFmTHE, [FT7A4~Y 7 V—74 IGID] CTHERTEXET,

228 TJFALEEEFRTIBOTEEE
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20.4

20-2: 2a—Y—0 [FR/F+] BEBEOD [UNIX EfE] 2 TDORTH

cifsuser01D70NT < & E3 [

H4vi4y | R | tovay | UE-F | UE-F TR H-E20F077 0 |
1 | 3P | PRoub | Fo7e i | BE | FIRENTOSME | FIRTAS-7 |

MARBEETA0MT | CoMs UNKERE | st |
COT=H=AD UNX Do P HOPIUARRINCIBLL, COL-Y - PBTS
IS Frd _ﬂ!ﬂ Eﬁl
NIS FAN:  [chiidl =
UID{L): { 100086]

0842 2xIbLx {/bin/sh

Ai=L T4 LOMIH: | home/cifsuser01

I3
ﬁi“?ﬂfﬁlﬁﬂl |citseroup01 3]

ok ] ®Am | wma | eh

CIFS, NFS 8&KUFTP V5472 FETI 74
WPT4 LY M) EARTIGEDIEER

CIFS, NFS 8L U FTP 7 54 7> hHITZ7 7 A7 1L 7 M) 2HET 2I550ERHIEE

WAL 7.

* NFSBIOFIP 27347 T, CIFSZ ATV DL T 7 BATEXLRRAED ER%E
M TTZ7ANRT 4 L7 MY EERTEET, CIFSZ 747 hEeT77ANRT 4 L7 b
VERETDIEXE, 77404, TALV7 V4, RARNGERZIPT FLA, BLodk:
BLEGLNAENR, CIFS 7547 bbb T 7B ATEANRZAED FREBZRVE ST
LCLEEN, Z7ANRAEBLOT 4 V7 MU RALORKEICOWTE, 18.1.1 R —
FCF) ZSRL TSN,

« CIFS 7 547 v hTHEEFRED~ VT NA MCFEMEH L TER L7 R AED 256 305
(1024 31 1) ZBADHE, NFS 7 T4 TV ML ZDONRRAEREL TR v 7 77
ANEERTDE, NFSZ T4 TV MnET 78 ATEDLRARED LREZBZ 5720, =

—Z2VET, NFSVITA T hET7ANRT 4 L7 Y 2335 & &1L, 256 LT
(1024 31 k) ZHEZBROASZARIZRD L OIZLTL IV,
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CIFS Y —ERFARD 3T a—F

CIFS +—bE A TOxT T —7x EOFMERIL, syslog T721L CIFS n ZicH hanE
T, INBICHDENDE A Y=V L ZORAUT SN THA L E1,

F7-, MMC #/E D=5 — L (LU HOW TR LES, 512, CIFS H—t =2k
LT 7 ANEEHEOBREIZONTIL HHEMBLOEIE %, FAQ DA THIL
7,

A.1 syslog
A.2 CIFS 77
A.3 MMC #ERFD = 5 — & 5bAl

Ad T 7 A NAREED T 5 — & JHiL

Q O a o a

A.5 FAQ
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A.2

232

syslog

ZZTlE, /var/log/syslog I END A v tE—T L ZDOXMAERIZELEDET,

msg=rc0=[T 7 —2— ] (hosts={ [FMFRFES — 4]} [= T —FFH0)
571‘ Kutqu'ﬂ_—/\&@TythCI7 ﬁ‘%’éébi L/7Lx_o
SHLGE

SMRERAET — N OFENIE LAY, EII3SMNTRGEY — SR IE L < BE Z TV D0 fEsd L
<TZ&EW,

[[CHN#%&]] error : unable to join. errno: [T 7 —iffill]

CHA ZMEE %D Y Y — A7 )L—THE TP Active Directory KA A U ~OFZINIKKLE L
7=

KRGk

Active Directory RAA YD RAA v ar ha—F—LOBRNTELL TEH0E D iR L
TLIEE W, Wi 2 WeiR1%, [CIFS Service Maintenance] ~2— T KA A VIZHBM L TL
7230,

winbindd environment error. rtn=[TT7—3— K]
U Y= T N—TRENAE S CIFS — b XEH) T RID SO 2—%—~ v o JEHAREOEHE
BAMRIE ISR L & Lz,

KRGk

Active Directory RAA YD RAAL v ay hu—J—LOERNTELLS TEL0E D R L
TLIEE,

Server: [HMREFEY— &), [=T7—ifMl] . rtn=[=T—a— K]
AD jiitl‘—‘]j-‘—v‘/to‘/ﬁ'ﬁgﬁﬁﬁ#‘:, 571‘ ntuu "j‘—/\&@?(#—’?jiﬁ@ T 9:31/7(3:
F—MMBELFE L,

XHALTTIE

CIFS ¥ —btADa—H—< vy B I THEMAT IR =2V —ERARAL v FORE L, INTRGE
P—NBHEH LTI R—L P —E AR v TFRELWNE I DEHER LTI EI,

cifs.init [CHN %5 |: Warning. Virtual IP address is not defined.

RARIP 7 R U AP RIE SN TWARUVIREE T CIFS — v AN ES) (BEEZ5T) IhE L,
CIFS y—E RTEFBHENETH, CIFS 77 BRI TEEEA,

]Ik

CIFS 7 7t 2% $5I12i%, (KIBIP 7 FLAZHREL T EIVY,

CIFS o4

ZZ T, CIFS 72 (log.smbd, log.winbindd) (ZHH/1& N5 A vt—T & ZDRUZ DV T
E)%L/ij—o
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log.smbd

/var/log/cifs/log.smbd \IZH TN ENDA v E—T L ZDOLERIZCE LD ET,

Failed to join domain: Invalid configuration ("realm" set to '[fREI#N7= K
AA 4], should be "[FAAf a2 ba—F— O FAA4]") and configuration
modification was not requested

FRESNTZ FAAL 4 (DNS4) BMEESNTZRASar ba—F—MD RAA % E—
LEHA,
KRG

RAA 48 (DNS4) $7E KA v ay ha—5—%REL, ELVMEZRE L THE
FAFL TS,

Connection denied from [Z 7A 7> FhDOIPT KL A]
TIAT v b0 axy varynEEENELE,
SHLIT Ik
WIZOWTHREL, MEISUTHRELZET, F/IELCIFS 7 74T b 6D 7T 77 ARM
EHAEL TSN,
o [Host access restrictions] F721% [(RA N/ Xy NUY—2I12LD7 7B AHIR] TEY
THEIITAT v FOT 7 BARELGENTWHRWNE I D,
o FEFHLTNDY TAT LV MNED ERREAEEZ TV E 9 Dy,

allowable number of smbd processes: number of processes ([EB)LLS>& L7
2 2%$]) is over allowed limit ([ K7 BERE])

VL TWD 272 7947 D EIREZE X F L7,
KHLITIE
CIFS 7 AT Y FInbDT 72 ARMEFEL TS EE W,
write socket data: write failure. Error = Connection reset by peer
write socket: Error writing {#FXJAHLH A X} bytes to socket {T A AT UTF}:
ERRNO = Connection reset by peer
Error writing {EZE&iAZY A X} bytes to client. {RVfE}. (Connection reset by
peer)
getpeername failed. Error was Transport endpoint is not connected
IIAT v M baxsvarynglfrang L,
RLTTIE
BALT TN EDEDIZITAT v IhbaxrsaryzUliLE Lz, LIEG RS THh
HEECIFS 77 AL TLEEY,

Failed to verify incoming ticket with error
smb2: Failed to verify incoming ticket with error

Active Directory N A A > C2—H —FHEIC KRR L F L7,
SHLTFIE

FAA vz va—F—, HVFP @/ — N¥ 7213 Virtual Server 83X O'CIFS 7 7 A4 7> |k

DRAB TN TR NE I DEREL, FABTNTOLHHEIXMEEL TS, £z,
HVFP @ 7 — K¥ 7213 Virtual Server % KA A NZHRMT A0 CIFS 77 A LT Vs

WNEIDEREL, FAALCHEBMANZ CIFS 77 A% L TCWAEA1E, CIFSZ 547
Y ETCWoltiu s F 7L, vl A LELTLEIN,
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BIRIZEEY L7aWig4, HVFP @ / — R £ 7213 Virtual Server % KA A IZHESMEHTL
722U,

Username [:L*‘“‘js*‘%] is invalid on this system
smb2: Username [Z—H—41 is invalid on this system

A—P—=DT AT FPREFEENTOERE A,

KHALTFFE
WIZOWTHEL, BEISECTREEZET LTI EEN,
=Py BT EMHH LRWEE, Active Directory (£721L CIFS 7 74 7> ) IT%
FEINTND2—%—7T 47 b % File Services Manager FIZ{ERRT 2 LENRH Y £97, [A
La—#—7 > b, File Services Manager & Active Directory (F721% CIFS 7 A
T h) OMFIZEEFEINTHD0HER LT EE0,
a—P—vy 7 EHEHLTWESE, =2—¥—ID, 7/ —7 ID O, LDAP
Y= DT7 VT EARERENEZONET, a—F—< v 7ICHToEEZREL TS
72&y, 723, Active Directory A ¥ —~< FRA D2 —HW —< v B2 7 OHEIE, Active
Directory |22 —H—ID L/ /L —7 ID BNEEIN TNV R2WNWZ EREZ2oNET, LERT—
W — ID /L —7" ID % Active Directory |2 %5 &k L T< 728V, FEAMIE, [4.5.1 Active
Directory 24§k 3 5 & ZDTFIA] 2L T &V,

create canon _ace lists: Some ACEs were skipped. file = (77 AN/NA4], SID
= [ZYACEDSID]

ACL #7ERFIZ, SID 75 UID, GID ~DZEBITKMT % ACE 2 2% » 7 LTHRIELE L,
]I
WICOWTRE L, SEICHE LT ACL #HiRE LT S0,
RAAL UMBHIBRENTZT 7 PO ACE RN ACLICEENIBEICH I ENET, FAA
WZT BT SIMFAE L72WiAlE, SID % UID, GID (A TE 72\ 2o, %4 D ACE
HRETEEEA, L, ZOAyE—YR/HASNTS, %240 ACE LISt O ACL 13
EENET,
RAL AT A v "BFIET DA TH, ZORX v — VN SNDEA1E, 2—F—
<y BV THREBIELSEEL TWRWnEBENRH Y £7°, log.winbindd O A v &— T %
WLTLEEN,

create canon ace lists: Can't set ACL. All ACEs were skipped. file = [V 7
ANWRAK], SID = [#%HACEDSID]

ACL & ERFIC, T CTOHOT b —IZ2WT SID 705 UID, GID ~OZ&H# KL, ACL#%E
MTAERATLL,
SHALTT i
RIZOWTREL, SEIZSCTACL 2 FRE L T ZE,
=P =<y BTN IELEEL T nBENRH Y £9, log.winbindd D A »
'{Z_“:/é,"ﬁﬁnm L/T< fiéb\o
ACL OF_TDACE 2, FAAUDBHIFRENTET WY P THLHEICbHSET,
RAAL AT HY > MTFEAE L7\ SID (X UID, GID ICAEHTE20ew, #%4 D ACE iX
RETEEE A,

ads_secrets verify ticket: authentication fails for clock skew too great.
KAAfrarvbta—7—, HVFP ® J — F‘if:liVirtual Server, B3LWCIFS 7 5147 Dk
GIH 5 Pl E TN T\ A7, Kerberos fBaEICRBIL E LTz,

XHALTTIE
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A.2.2

FAAf vz hr—F—, HVFP ® / — N£721% Virtual Server, 83X WNCIFS 7 747> K
ORI ETHEL, TNEEBELTIEIN,

log.winbindd

/var/log/cifs/log.winbindd ICHIIEND A v —T L ZDORUERICE L DET,

idmap_rid sid to id: [—W¥—F7iZ/ /N —7DORID] ([UIDFE/ZIIGID]: [—H—1ID
F72157 v —71ID]) too high for mapping of domain: [RKAA 4] ([ KAA L TDH
IME] [ RAA TORKIE])
a—HF—=v bt RIDFR) TEOVYTH2—P—ID /237 —7ID BEESNTWVD
ST,
KFALTFUE
HMT L RAL L Da—HF—ID £/ 0—7 ID &M EIEET 5008 LIFEE L TL
7ZE0,
Did not find domain [ RAA 4]
=Py T TRESNL TR AL Oa—F—=T7 7 AL TNET,
KHLT L
HETDHRAAL D= —IDBLOINA—T7ID & LRI HEEZBEML T ZEN,

Cannot allocate [UIDE7/-1XGID] above [ —H—IDF7/-I1LJ/ /L —7IDDEHEKAE]!
a—Y—<o 7 (HEE Y Y TOLDAP ) THY Y TH2——ID £/iZ71v—7 1D
PDIREINTWAHEPFAZNTT,
SHLTTIE
2—W—< o B THEAT =Y —ID £/213 70— ID O EIEET 208 LIk
EHELTLIEEN,

A [UIDF7213GID] ([UIDfEE 72ILGIDfE]) that is out of available range was used
(200 - 2147483147) . (Name = [SID])

a—YP—< v s (FEEY Y TOLDAP 5 TLDAP 4 — 28RS TS a—P—
ID £7-13 7/ —7 ID 23 AHFAS (200 ~ 2147483147 O#HASN) T,

SHLIF Ik

LDAP % —R|ZEEFEENTWD, ZOa2—P—F72 137 1—70 UID & L< i GID OfE%,
200 ~ 2147483147 OFPFHNIZ LT 72 &V,

failed to bind to server ldap://[LDAPH—/"DIPT KL A]: [LDAPH— "DKR—

5] with dn="[LDAPY— VEELEDN]" Error: [T7—ikf]

a—H—<v b’/ (LDAP ) TLDAP #—"~DOT7 7B A IZKKLE LI,

*H T
F8E L7= [LDAP server name] F721% [LDAP server port number] 23IELW22E 9 My,
LDAP V="M ELLBEH L THENE I DEHRRL T ZEN,

ads connect for domain [NetBIOS RAA V4FR] failed: [T —ahfll]

Active Directory RAA D RAA v ay bua—F—~OEENIELE LT,

KRG
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8 L7z [DC server name(s)] MIELWWEI D, RAAary bo—F—2NEL < B L
TWVAEMNEIDEHERLTLIZIN,

rpc_np trans done: return critical error. Error was [ F —3EH]
Active Directory KA A VD KA A ar fu—F—~OEGENEI S E L,
KLU

$67E€ L7- [DC server name(s)], [PDC server name] 7-i% [BDC server name] HIE LW
MEID, RASvarba—F—=RELL{BEBHLTNINE I DEHRLTIIZEN,

cli start connection: failed to connect to [FAAf v artr—JF—Darta—H
£1<20> (0.0.0.0)

RAAL v ay ba—7—OARIfRIICERLE LTz,

SHUL G
HVFP CTRAA vay ba—7—%2ZFifER T& % X 912, DNS F721% Imhosts 7 & 128k
LCLIEE, 3L, T RAT LRI A K1 (IF302) 22 L T 7EE0,

A [UIDZE721XGID] ([UIDfEF 721XGIDfE]) that is out of available range was used
(200 - 2147483147). (Name = [sAMAccountName®JEMEfE])

AD Kz —F—~ v U T THERIE N — 2B SN TV A 22— —ID 721371 —7 1D
DM FA#IPHA, (200 ~ 2147483147 O#iPHAN) T,

SHL T
SRR — RN BEFEEN TV D, FOa—Y—F7-13 70 —70 UID & L < 1Z GID Ofi
%, 200 ~ 2147483147 OFIFMNIZ L T &V,

Could not get unix ID of SID = [Z#t95SID], name = [Z—H—H], type =
30000000

[2—H—£] Oa—F—ID OFFICRKBLE LT,
XHALTTIE

FBEALNDIRK &R Z RITR L ET,
Name service switch DR EPAR—ETH 2,

KL
[CIFS Service Management] ~X—<° (Setting Type : User mapping) @ [Name
service switch] T, CIFS —E XD ERDOHEL HE LTI,

FAAvary o —5—2 [2—W—4] O2—H— 1D BFEIBEE I TV,

KL
FAfvarbr—7—C [2—F—4] Oa—%F—1ID 2L TIIZE,
Could not get unix ID of SID = [Z#95SID], name = [Z/V—T4], type =
10000000

[FN—T%] O N—TID OB RLE L,
KEALIT i

EZHNDFERA Ltz RICR L ET,
Name service switch DFEEN R —EHTH 5,

KA
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A3

[CIFS Service Management] ~X—3" (Setting Type : User mapping) ® [Name
service switch] T, CIFS V' —E XM ERORTELE RE LT ZEW,

RAAf>ary be—F—C [ A—T4] O A—7ID NFEEGE SN TR,

KA
KA varyia——C [IAr—T4] O V—71ID 285Gk L T IZEW,

In—71ID & LTCa—Y—HEHD gidNumber 242 L 5 ITRESI N T2V,
KL
cifsoptlist 2~ KT, Z/—71ID &L Cax—%—HEHED gidNumber ZfEHT 2
L OIZ CIFS —E RDOMMEZROHEL RE L T Z &V,

No gidNumber for (EH#195SID] 12

[Z#9 % SID] @ gidNumber OESFIZRIT L E L1z,

S
KAAfvary ==& L -2—V—n/L—71ID & LC, 22—V —HHD
gidNumber ZFHE L CL &V, F£720E, cifsoptlist 2~ KT, Z/—7ID & LT
22— —HED gidNumber ZMiHT 5 L 52 CIFS Y —E ADOEREFROXEL RE L TL
TEENN,

Could not fetch our SID - did we join?
Active Directory KX A > ~OSINIKILL TWET,
RLTTIE
[CIFS Service Maintenance] ~*—"® [Rejoin Active Directory Domain] R"&¥ > %7 U v
7 LT, Active Directory KA A NZHEBML T EEW,
add failed connection entry: added domain [ NAA 4] ([IP 7 RLZ]) to
failed conn cache

HVFP LETERVWERAAL I ba—F =0 RAAL VNICIEELTCWA72®, CIFS 7 947

VRO OFRFFLENEIE L TWABZENLRH D F5,

ST
(IP 7 FLA] IZHET D RAS varybre—F—RNELLBEEH L T\, £721X HVFP
CBETEDINEMERL T EE,
728, CIFS 7 A4 7 2 FalEEFIZ HVFP v 6 KA A v a v b — T — O AL
THBIZA LT T IBEELTHBEAE, RO RASLay br—F—~Dil k.’&%fﬂﬂ:
TH5ZETCIFS 7 747 ¥ MiiE B O BIEZ#FETX £, cifsoptset I~ KT
[IP7 RLA] IZxET D RAAS v ay ba—F—~DBEZMET D LI fELT<7Lé<
A

MMC RO TS5 — & x40

Z ZTiE, MMC 75 CIFS &£ 0#Ex LIS AT 22T —0 9 5, Windows 2AFE/RT 5
TT—RA o —UNEZORAEZHETLOICHELWE BN D HDIZHONT, FRIKOFEM & %5
WZOWTEELDET,

B, 7 —HEmE L OEMERE OXIEZ, Windows Server 2012 R2, MMC 3.0 ZfifH L7234 D
Flc,
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A.3.1 HEDEMEETDODIS—

MMC o 3EF 2 BT 2 8ET, HHOIERICKIR LZBIRD, 77 A ESOHEIZOWVWTE
LOET,

— B

A1 XBEOERICEK L -EoEEH
AT —DFFR - — =]
HBCEBLELE

L
2. ROESE SIS —E W TEFRA T ~
: PHEZMETENF L.

| ¥¥HVFP L, Bl T ORISR MR
IS = JE C¥rmint¥oifs_share¥newshare
WA newshare

HEAOE: YHVFP¥newshare

L

IR T T EARALRS, O - - RN L TR O
AEE(w)

SO - FERLSE (. Err-?] EAURILT <.F* EH.

=T |

AL & AL

WICHET DIRHRNE 2 DN ET, FHEROFEM, ZOBRICHAISND A vy E—, @illzRL
£7,

BAEMEIR DS 720

FRIRIFER -
MMC » & CIFS A 2 ET 2HBRH D £ A,
Ivar/log/syslog IZHi 1 & D A vt —
Brlcie L
Ivarflog/cifs/log.smbd IZHH /1 S H A v E—T
Brlcie L
KA
File Services Manager CTX¥k X417z CIFS BHIEE RN HEL T Z& W,

RERT 7 ANV AT LEEE L

JEIRIGEHA -

HHEONAZIZ, bI—=HD) = FTHERLIZT7 7 A VAT AafgE LE LT,
Ivar/log/syslog IZH 1 & D A vt —

cifs addshare : Invalid filesystem specified (filesystem=|[ BE L

T7 ANV AT L ]). Filesystem belongs to CHN[CHN 75 1. Own CHN is
CHN[CHN %% |
KL
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HHEDARZZ, BEFRELTHD ) — R TERLETZ 7 ANV VAT AERELTLES
AN

FELRNWT 7 ALY AT AERE LR

JRIKIFER -
HHDRRIZ, FAELBRNWT 7 A VU AT LERELE LI,

/varflog/syslog \IZH 1S H A v —
cifs_addshare : error /enas/bin/cifs_fsname2chnnum(ret=2, fsname=[ i
FELIZT 7 AN AT L ])

KL
ELWEFDONRZEZREL TSN,

cifscreate =~ NP7 —&K T L7z

JRIKIFER -
HHOMERICHEH L7z cifscreate I~ KRBT —K T LE LT,

/var/log/syslog \IZHJ1&N D A v —
cifs addshare : error cifscreate: [cifscreate 2~ ROREYE .

KL
cifscreate v RO T —HRKEZH YRV TL 7 EV, cifscreate a~v 2 KDR
27'1%, TFile Services Manager b L —A 112" (/enas/log/management.trace) (ZH]
JIEE T, File Services Manager h L— A1 7 2R L T 72 &0,

A.3.2 HEQTOANRT A ERBEDLS—

MMC 2 HHFEDOFa T 4 ZEFTHEMET, THEOT 037 ¢ OB IR LIZBEHS, 77
¥ ZEEDOBEHRITONTE LD ET,

T 7 —HfEfl

A-2: £BFD FO/RTF 1 BEICKE L -BOEEAH
#7404

A test OTONTDIRTFPIE. YATLSROTS-MEELZLE:
15— & PHEAMESENZLL,

JRIA & el

WIZET RN BEZDNES, FREAOFEM, TOBKICHIEND A vE—, dlErRL
jﬁj‘o

BEHEIR 3 220

JRIKIFER -
MMC 5% CIFS HH 2 HAET 2HERDRH D /A,
/varflog/syslog \IZH J1EN D A v & —
Bz L
/varflog/cifs/log.smbd {2 /1 &N D A vE— !
Bz L
XA
File Services Manager CHk X417z CIFS BHEDNHIEL T ZS W,
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cifsedit 2~ K= —#K T L7z

JRIKFERD -
HHEOMREICHEA LT cifsedit I~ RBZT—KTLE L,

Ivarflog/syslog (ZH 13 NB A vE—
cifs chgshare : error cifsedit: [cifsedit 2~ FORVE .

KA
cifsedit I~V FOZT—FHRZEIY RN TL7ZEV, cifsedit a2~ » Fou 7L,
File Services Manager h L'— A1 7" (/enas/log/management.trace) ([ZHISH
%9, File Services Manager b L — A1 7 2R L TL7EE W,

A.3.3 HEDEILEHOITS—

MMC H 6 G DEIEEZT 5 (HIBRT5) HEICHETITT—ICoNT, RICEEDET,
A.3.3.1 T EREBERIZE >THEDELLIREIZKKRT S
HLHOEIITRB LB ED, 77 B AESOHEICHOWTEEDET,

=7 — A

A-3: HBOEIBREICKE L BROERES

2 .
3 cifs_share BABFIBLACYAT WOADTS-HRELELE
15— 6 PORAIMEBENZUE,

JRUA] & Al

WICET DRRPE 2 b ET, FRROFEM, TOBICHAIND A vE—Y, iRl
7
BAEHER A 220
FRIRFEA -
MMC » & CIFS A 28 ET 2HBRH D £ A,
Ivarflog/syslog \(ZH1E3ND A v E— !
Brlcie L
Ivarflog/cifs/log.smbd IZHH /1 &N H A vE— !
Brloie L
KA
File Services Manager CXk X417z CIFS BELE N HIEL T 72 &0,

cifsdelete =~ K= T —K&T L7=

JRIKZER -
EHDOEIIZEH LTz cifsdelete I~ RAZ T —K T LE LT,

Ivar/log/syslog IZH 1 & D A vE— !
cifs delshare : error cifsdelete: [cifsdelete =~/ ROREYE ] .

KA
cifsdelete =¥ RO T —HKRZMWY RN TLZ3 VY, cifsdelete Iv 2 OB
27'1%, File Services Manager b L —A11 2" (/enas/log/management.trace) (ZH
F1&uE T, File Services Manager F L — A1 7 2R L TL &0,
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A.3.3.2 TFORREEIZE>TEY S a3 vOUEHREIZREKT S
Ty g L OYMHIZERUZBAD, T2 RAESOBESIZOWTEEHET,

T 7 —EiEpl

A4: £y arDtIFIZKE L =BROoEmEH

HFIHNE E3

@ Windows 954 Tk wikdeede PHZeL 3 ARSI ROT S - LELE
I5- 5 POEAIMESENE L.

UK & A
WICET DIRHRREZ O NET, FIRROFEM, COBRICHAShDE A y®—, lzRL
=7,

BAEMEIR 200
JR RN -

MMC bt v a OO 2 8ET DHREH Y A,
Ivar/log/syslog IZH 1 END A vE—

Bz L
/varflog/cifs/log.smbd IZH /1 EN B A vE— !

Bz L
RIAL

File Services Manager TH&k 317z CIFS BHEENHIEL T 7ZE 0,

BB S0® v a UREELR N

JRIRZER -
UL &Ly v aid, FELEEA,
/var/log/syslog \IZH J1&N D A v & —
Bz L
/varflog/cifs/log.smbd {ZHHi/1& N D A vE— !
Bz L
XA
BHOBHEZFTL, By va v OREZHRLTIEE 0,

A34 FWTWAI77MLVERALSEFETOIS—

BIWTWAS 7 7 A L% MMC 2260 28Ex2 Liz & &2, RILZEBENT 7 ¥ RETDOES
IZOWTRLET,

T 7 —HfEfl

CIFS H—EXFIAKD ST a—+h 241
T7AILT IR (CIFS/NFS) A—H—XH A F




BA5: 274 )W%EHALSBEICKEL-BOERTH
HHIFNA x|

6 MNNEZ7A VERAUTOBBICY AT WSROI —IFEE LELE
I5- 5 POEAIMESENZLE.

JRIAL & AL
WIZHET DIFERPEZONET, FEROFM, ZoBICHIEshd Ayt —, MlaerLE
R

BREHEIR S 72
JERKIFEAD -

MMC HHBWTWD 7 7 A NV EEET DHER S & 0 £H A,
Ivar/log/syslog ICH 1 & D A vE— !

Brlcie L
Ivar/log/cifs/log.smbd IZHH /1 &N D A v — !

Brlcie L
Popu

File Services Manager TH§k I 117z CIFS HHEDHEIFEL TS ZI W,

A.3.5 Yy avERTTIRETOIS—

MMC 22 bt vy a v a2Erd s Lzt &, RERLZEBARNY E— Ry —Yvya—
K DOBEITHOWTRLUET,

T 7 —MmmE sl

A6: tyLa v ERTYTHBEEICKEL-ROBEES

[ sET4a— e |

&%§ Windows S5 P bOE YL S —EERHFMORICROIS—
- GEELFEUE

I5— 17260 UE— b+ FOZ2—3vw O LCEBILELE.

Ok
JEIK & L
WIZZHT DIRRDBE 2 bET, JREOFEM, TORICHAIEND A vE—Y, iR LE
j—o

A LT T RHBFEELT,
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A4

JRIKIFER
Y ia UIEROFRICEEIDN N S7-0, CIFS 75 A4 7 N TEA LT U MBEAL

F L7,

/varflog/syslog \IZHi J1&N D A v & —
Bz L

/varflog/cifs/log.smbd {ZHHi /1 &N D A vE— !
Bz L

XA

CIFS 7 FA TV FINZA LT U RTHETOREZE LTSI,
HA LT T NTHETORRZE L T 5 515K, Microsoft %R — MZEWEHETL
72E0,

2714 IBREFOIT S — XN

ZITE, =7 AT e —I05 CIFS L 0#EL LIRS AET 527 —D 5 5, Windows 7
FRTDHZT—A v E—UNLZOREZHWTLOICH LW EBDNLD b DIZONT, FKOE
ERIZOVWTEEDET,

IS—Ayt—Y MBESAERAANEONMN EFHAL BRFRShDIEE
AT: T5—Fyt—9 HEShFRARABRAOMY FEA.1 DRTH

B OERTS— [25m]
l et DREDERAPCT - LE L
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IEESES AR ONET A
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JRIR & il

FBZBNDIRE &L AE R LET,
7747 & HVFP O TlfEREENREAEL THD

AL
7747 k& HVFP O O@EIREEZ MR L, HVFP ICERR LY, 7747 b
e A LELZY LT, BETZ7EALTLEEN,
AT MIITRy NU—2 R4 7RIS T\ 5D

SHALL
JI7A4T v MITEID U TCTlary NU—7 RIALTBNUIBIENTWDZ EnEZLNE
T, Xy MU= RIA THHEZID B TTLEEN,

IS5—Avt—C IFHLEBVRY FT—VI5—DRELE L) BARTShSEBE

7747 MUTEID Y Tlzry NU—2 R A4 705 CIFS —ERIZT 7B A LIZBRICR RS
N ENHY ET,
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BT RRTEE A
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FHLGVSY FO—0 IS—HEELFUE.

JRUR & il -

EZHNDFNE XU ERITLET,
CIFS +—E2~DOT 7B AHIZ CIFS +—E2ADOHER), 7o — A —N_"—F 7T 7 = — Ny
7k o TRy a R —Elicul En,

XAL
JIA4T L MATEIY BTy NU—T RIA4T 2000 L, BEEY LCTTHh
LT 7EALELTIEIN,

IZ—AytE—Y IDRTFLVY—RBFRLTVSEY, BERSN-Y—EXEETTEEE
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IR 7 7 A LN RV open/close 23 D IRESNTZFESR, 77472 MIITUV AT A YV —
AREDFEA LTz,
XA
IIAT Y NEFERT I, LIEOL< B THLERITLTIEEN,
IS—AvE—Y [ZOY—nR—0savo(F, T343) FA(var ta—5—0YavY
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JEUR] & oL
EZOLNDRIK L SLERIZR L ET,

FAAf vz va—F—, HVFP ® / — K% 721% Virtual Server, 3L CIFS 7 714 7 > h DOk
ZIRFE STz, 22— —38FRC R LT,
PSp U
FAA v ar va—F—, HVFP ® / — R% 7213 Virtual Server, 83X CIFS 7 7147
v MO ERIEE TS TEE N, £, FEERPIEE-d L, CIFS 7 747 ME
Wolcim 747 L, a4 LELTLEEND,

SMB2.0 Z{#f L7- Windows 2 5S4 7> kh D, CIFSHED 7+ WA ELIFXTPAILEIELL
BETELRVEA

1 -
o CIFS HAILTZANZENITT 7 ANEER LIZDE, 7T7A4T 2 NRLEOT 4 VEFE
7IX7 7 A NVESBETE RN
o CIFSHHFDOZ7 7 ANEHIBELL S & LTHHIBRTE 2
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EZoNDHA LR ERITRLUET,
— B 72 E % 72 1% Windows ICRIEN A L TV 5,

XA
WD ELLNOIFETHLL T 2S00,
k1
LIEH SR TOLEAITLTIEZE N,
ik 2
SMB2.O0 #fFH LTI A NVEEITT7 7 AN EELSBRTERWI &%, Microsoft @
PR— MW EDETIEE N,
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CIFSEBDI7ANFFEEIT7ZANZTIRALI-EE, FilEnet viewaAIX U FTHERL %
—ERRLEEEIZIS—AvE—ORREShEZEBE

il
o netuse 2I~¥ KT VAT A =T — 2148073478 BNEALE LT, ] BERIND,
o dir <Y K& UNC /SRR LS BANES T, ) BRERENRD,
o INLDEMELANT, =T —RAvk—Y Rz I -0 AELE Lz, ) BNEREND,
o netview I KT [VAT A TTF— Ry hT—FIXAREON) R A, | BER
b,
JEIK & %A

FEAONDIER &R E RITRLET,

SMB3.0 # A LA NWESIZRELZ-HVFPZX LT, CIFS 7147~ k»5H SMB 3.0 D
Secure Negotiate ER M T 7=,

KA

HVFP @ [CIFS Service Management] ~<—<° (Setting Type : Basic) T, CIFS 7 74 7
YEDPBOT 7 AR LT SMB 3.0 ZEMAT AL IICHREL T EE,

F7ANMMERFFICTS —Avt—2 MBEShY—N—F, BERSh-BEEZRTTEEEA
BRRShBHE

JRUA] & Al
B2 DNDIRK &z ISR LET,
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KL
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A.5

A5.1

A.5.2

HVFP LBETERVWR AL v ary b= =R FELTWIBZARH Y 7,
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ITHh?
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52— —(%, Windows ® Administrator *[FI L X 512, T_XTOT 7 A NRLT 4 VFIZT 7 &
AT&EET, 2FD, HVFP ETroot =2—H—L L TRONDIDTHEEL T LI, 72k,
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A.5.3

AS54

A.5.5

A.5.6

248

CIFS BHIE L L TR SN TWRITE, 77 A4V AT A0 ACL # A 72— —BFE 7
WCHELLS, fRO2—YP—F7I 7/ —7L LTHRbIhET,

2Py BT EHH L TWDIEAIE, ROEIIC2—F LB FRITTN—THIZRAAL V4
PR CHRELET,

< KA UH >SY¥<a—HF—4 >
RS RAA UL >SY T I—T4 >

Direct Hosting of SMB] 721+ # ML T CIFS Y—EX %i&
RATEEIHI?

CIFS 7 FA 7 v b OOT 7B A2 1T 5 51kE LT, NetBIOS over TCP/IP] LT
[Direct Hosting of SMB| O Fn6 7 7 B A %55 %5y, [Direct Hosting of SMBJ 7215 7>
LT 7 BALZIT T DN RIRTEET,

[Direct Hosting of SMBJ 72172267 7 ¥ 2 2% 75 53541%, [CIFS Service Management]
~—3 (Setting Type : Security) @ [CIFS service setup] T, [NetBIOS over TCP/IP] (&
[Do not use] ZfELET,

CIFS V547> k5 ACL ZRRE - BRI 5=-HDEFa )
TARTERRTEEIMN?

T ANEEDFEET DT 7 AV AT LD Classic ACL # A 7OUrE, [HehwE] ¥4 7a s
o [7T7vAH#] ¥ 70 [CIFS] +7 47, [ACLZAEZCT 5] 1T [ITW] 2fEd 5L,
CIFS 7 7A T v ’inb, Z7ANKENO T 7 ANEREI T ANEOTa T 4 B4 Tasilk
X2 VT 4 X TEFERTEET, 5B 77 ANEEZBNT 8, [T 7 AV AT AL
HHERR] 47 s g2 BEFEN] 47 a7 CRECEELET,

28, Advanced ACL Z A 7D 7 7 A )V AT LADEAIE, HiItXxa ) T4 Z 7 NERENE
7,

T7AIVVRTLZEIZT IV ERATESA——%4BEBTEE
TH?

Tr7ANVAT AT EIZIITEERAN, 77ANMEEZ LT 7 vATE L2~V —B LU
N—T%, WDEBORETHIEIZL>THIRTEET,

© AR BLOEZRALEH AT HA—F—BI O V=T EEET D
© AW T EHAT 2B IO V=T EHEET D

=1L, Z7ANEENEETDLZ 7 7 ANV AT ARHELROER T Y FENTWAEHAIE,
EXIALEZHFATHI—T—BIRI L —T%2RELTH, EZIALKTIENRY £9,

(EFHwRE] YA 7w ro [T72AH#] 270 [CIFS] 7270 [FHIHERRE S 7z
A== IN—T] TREZEETEES, SR 77 ANVIEZBMT 58T, (77 Ay
AT DR L IAER] A T m 7R BEEBMN] X4 7 e 7 TRRICEE L,

kB, 2=V —< oI EFHLTHDIEAEIT, 2~ FTEFRETEET,

F27ANEKEADT7 IV 2RIZEHERBENESERHBYET., R
HELTRINEBZONETMN?

BERAA U035 HVFP ZF L CTWAGEIL, 22— =000 7 7 '8 RTHMBS N5 & &I,
KA A DEEBMRORER L, RESH TS CIFS b —E ADRERN —H L TRV &R
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A.5.7

A.5.8

A.5.9

FIRELTEZLNET, FAALVOWRICEDETCIFS —EADMEREREZEHE L CLIEX
W, CIFS —E 2ADRRERDLEFEIZHOWTIE, T—F—XH 4 K] (IF305) #ZRLTLE
él/\o

AXNY VYT RNTHUTZ7 VAR v UBREZEDICLTLNS
EEIZ, CIFSEERDI7Z7AIVIZTHOERTBE, TI740
FHRCCENRTEFRA EVWSIIS—AYytE—UNRRES
*Li L/T:o

CIFS 7547 MUTHEHLTWARX YL VY 7 hOF LTI EAAX Y U HREEZ BT S
L, FIRRCA—T T2 7 7 ANBE2 5720, ERIGEL T T —LRD22EB8HVET, 4
T I VARAXY SRR ENCT AL T, TI—%EMTEXAZE0HY ET,

TJ7A4IVEFIZTALTOTANRTFABRDEFIYTF 45T
T, A—HY—ZOTIL—TLTIEHEL SIDARTEINFET, R
E&LTRMNEZONEFTM?

HVFP Tl G OEEBRE Y A— LT ERA, AHMOREBR N A 2R L
ERFEELTEZLLNET, ZOENIEZONDIFRRERITRLET,

HVFP @ / — K% 721% Virtual Server NEI L TWE RA AL U HABO 12— =0 )L —T %
HIkR L7z,

=P =R TN =T VST VHIBR LTcd & TSR L TV DA, FREROBRICEIY 2T
b7z SID RERESNET,

HVFP @ / — R £721% Virtual Server BN L TV 5 KA A & BT 0 OIEFEBAR 2 FE A 72 K A
AT T BEATERN,

RAA UDHIREIIEBE SN TWED, AL v ay ba—T7—0FEENRA> TWRNEBE
NRHVET, RAALOREZHER LTI,

FAA 2 DRSS, BREATNS2— PR/ V=TTV T, KA VHBEICHR LTS
EEw,

CIFSYS5SA 7Y FTELL LEZRE I T= Microsoft
Office 77 A LD, ENDCIFS HSAL TP MNTIEF—BI774
JU (tmp) ELTHRRENFET, REELTRAINEZOGNFET
m?

CIFSV FA TV T, 77477 A MEREEZHFEHL WA Z ENFRNE L TEZLNET,
BB, AT7ITA T ANEREIZI TA TV YA ¥y v 2 (CSC) & bIFENET,

FNDOCIFS 7 7 AT B HIELSFRINDLICTDHHDITE, 77 ANVERFELE
CIFS 7 947 hOR#E L % —T, RIBOT7 7 A NVERMTILERH D T, sHMT
Microsoft ¥R — MZFHWWEbETL X,

FT7TA 77 ANVKREZHMTERNE T DI ETHREZS I ENTE LT, ko Lhn
DHETHAL T ES 0,

« CIFSHENDOT7 7 ANVDEHT —X %27 74T MIxFyvyialLlRWE ), HVFP T
CIFS £HDOREEZEFELEJ, 727°L, CIFSEANDO 7 7y A NVOWHT —H %7 T4 T
MZFxrvalonWksi233E, CIFSZ AT b DT 7B AN #MNS L)
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W20 ET, REEETTLHECONTUE, T2—F—XH A K] (IF305) &L T2
Xy,

s CIFSHEHFHNOTZ 7 A NRTa T T 0% FT7 7,4 Da—Y—nFfIHTcER2nE5, MMC T
CIFS 3t DR EEER L ET, REELTT 2 HFIEIZONTIE, 19.5.3 CIFS A DFHOZE
] #ZRLTLEE,

« CIFS VATV " CTHETTA 27 74 NVEEREAZ TN LET, #HMIE Microsoft ® ¥ 7R — b
ICRIWE DT &N,

A.5.10 774 NEERLI-ERICRED 7 7 ILBROM LGN oT-
U, 7274 ILZHBRLEERIZHEO 77 ILR&HFDOMNoT=Y
LET. RRELTRINEBEZSNEFTM?

TITAT VR TTZ7ANRT #/VEDIEREFv v 295 SMB2 Client redirector v v ¥ =
DFENRE Z 5ivE T, SMB2 Client Redirector ¥+v v =%, 774 T DL YA KVIC
Lo THNZT B Z ENTEFET, FMIL Microsoft O 74— MIWEHE T ZE,
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NFS Y—EXRFIARD F3 TP a—k

NFS —E R DOFARFICRET H T — XU O TIEH L E T,
O B.1 Kerberos fRiFCH= T —

O B.2NFSv4 N A A UM THxT—

NFS 4—E XFIABEDO ST IL a—t 251
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B.1 Kerberos Z2SETHD I 5 —
Kerberos BFEN R L7255 HE DT 7 —HK & Z DRI OV T L £ 9,
=7 —HRK

T ANV AT LD MK LT & & O Kerberos 3R5F D RBGE R 3% v v o = IR AF

INTWT, 2OF vy aDRMRNICHEO~ Y MUEELFIT LT

KHALTTE
nfscacheflush 2~ FZHEM LT, Fv vzl fESh T
<7Z&V, Kerberos #BilfERDF v v = @ﬁéjﬁ;ﬁrﬁ
NFS +— v 2F 5 v N OANIRIZEFE L ET,
R E SN TVET,

=7 —HK :

DI E Iz LT
, KDC r—NICERE SN
W\, F oy FOFHARIE S ~ 10

A=Y —FROLFICL - T, ERO2—PF—fFRE Ty v V2R EFESN TV 2—F—1F
WICZERPBFAEL TNT, HOF Y v aOFPHIRNIC NFS EH/ICT 78R LT,
RALTTIE

nfscacheflush 2~ RZMFEHL T, v v a2l lRESNTOAHERE I
K&V, NFSHFIZT 7 A LT-a—P—FROXT ¥ v 2 OFZMRIX 10 4 Fﬁ’c
7

T T —HR
NFS —ERXF 7 v FBREE I TV,
SHL T

NFS 7 747> FTkinit 2= FEFITL T, KDCH—326 NFS —bE2F 7 >
NOBUSN TX B0 E 9 MR L T &0,

7 —HR
EE &N NFS —E 2F 7 v s OFHIREI N THD
LT

NFS 7547 FTkinit a3~ FE&FTLT, KDC Y — "0 5FHE NFS —E 2 F
7y hEBG LTSS,

=7 —HK :

EEINTa2—Y—

FRETF 7 > }\ODﬁ)‘jJﬂ;ﬁlgEﬁ)@JﬂTb\
KHALTTE

NFS 7747 hTkinit 2= REFITLT, KDC ¥ — 06 FE—F —F85EF
Ty RERE LT TEEN,
=7 —3R :
NFS 7 747> b, gssd T —T L NiEEh LTV,
]I
gssd 7 —EEZHEN L T 7EE0,
=7 —ZR

BB L TWDHEITIE, BREBLTIZIN,

NFS 7 7 A 7> b ® Kerberos BFElZ BT 28 EMNIE L < 720y,

RS
NFS 27947 FE L THEHALTWARED RFa XA hE2BB LT EE N
=7 —¥RK .
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KDC #— R KA A ANZHBML TN BEF A N (KDC ¥—s3, HVFP @/ — KE 7213 Virtual
Server, NFS 7 747 }) OEFZNRFBI L Thenn,
ST
KDC #— S KA A UNZBIML TN D AR A FORZ 2R SE T EE N, FA RHT
REZI A3 5 4y LA ¥ 72 5 & Kerberos fBiE2s TX £H A,

=7 —HK

KDC %— 3 LT, Kerberos 5747 v MLEET —F U MBEE) L T 7220,

SHLTT Ik
Kerberos 747 v MLET —E L ZEE L T Z 3V, BE L TWAEAITIE, HitdL
TLEEW,

=7 —%RK

DNS #r— T L TH DR A FAADIEL L 220,

STV
HVFP ® / — RFE7-1% Virtual Server DR A 4, KDC - — DK A L, 4 NFS 7
FTAT VU ROFRA M EHRL, BODBHNE, DNSH—NIHELTHILEA M %
BIEL T ZE0,

=7 —HK

KDC H— D% EMNIE L L 720,
LT
KDCH—R_RELTHALTWARFED FX 2 A2 FESRLTLIEE N,

=7 —%RK

HVFP @ / — R %7213 Virtual Server, KDC #—/3\, B5EXONFS 7 74 7 R CHEHT D
Kerberos K551t % A 75 DES-CBC-CRC IZHi— S LTV 72,
SHLTFIE
Kerberos K514t 1 773 DES-CBC-CRC IZHE— &I TV R WEAIZIE, S T50—
EATY I ERELE LTS EIN,

=7 —HHK
NFS #— b A DR EZE £ 7213 NFS 4 @ Kerberos FRAFIZBIT D58 EMNIE L < 720,
KL

NFS #+—bE AL L O NFS HH DK E% AE L, Kerberos i8AEN AN/ ->TNDH I &
EHER LT IEEN,
— 7 —3HK
HVFP @ / — F£721% Virtual Server D% —% 77 7 A L OHNEMNIE L L 720N,
SHILEE
KDC =% —H% 77 7 A VDONED, HVFP ® / — KF7=1% Virtual Server O ¥ —
BT T 7 ANNELL Y=V INTNDL I EEHERLTLIEEN,
FROFETHHUTERNT T —DIFAIZIE, ROFHREREL TIARAF~—FR— o ¥ —
IEFFLTL &N,
- &urs7—% (Alllog data)
I T KDC v —_"BELONFS 7 74 7 b7 7 A VETFITFHR
o Kerberos #5%~ 7 1 /L (krb5.conf)

o KA MEHTZ 7 A/ (hosts)
o DNSH—"DIPT RLAZHRETH 7 71/ (resolv.conf)
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o X—HT Ty A)
o AT hhul
o HE)T 1t AFHH

B.2 NFSv4 FA A UERTHIS—

NFSv4 KA A UHEREFIAH L TS L EICRET I T —FER & ZOIZONTII L E9,
7 —HRK

NFS 7 747> FTONFSv4 KA A L ZDFENIELL 720,

]I
NFS 27747 RO NFSvd RAAL VAHEHRT 7 ANVTREL THD NFSvd KA A 4
%, NFS+—bEAORBEHETHEL TH D NFSv4 FA A 4L —HESETIEEN,

FROFETHHLTE RN T —DHEITE, ROFEREBHFEL TH ARSI —YR— 7 —
IR L T2 &0,

« 2u /5 —% (Alllog data)

* NFS 7547 D NFSv4 RAA VZEFRT 7 AV

254 NFS 4—E XFAEDO R ST a—Fk
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Kerberos ZREEZFIFHT HEED
NFS BRIEDEEFIR

Z 2T, Kerberos @iz FIHT 5 & & O NFS BEOHEETIEIZOWT, EITH)
wECRALET,

O C.1#59% NFS B850
O C.2KDC #— DS L NFS —t 27U v LB

O C3x—F7 77 ANDOIRATLEFER AN TOIRY AR
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C.1 HE$EJ 5 NFS BEDH

WEESCRIR SR IZ DWW T,

BREEOME ] 2R L TSN,

[14.3 Kerberos iRiF3 L OYNFSv4 R A 1 Uk AR 45 & & O NFS

FFIHDOFATHNL, ROKNTRT NFSBEREZMET 5L 2BELTHET,

C-1: NFS RIEDHEEN

EXAMPLELOCAL

MNFS4 21 F ok

(T Kerberos 254 F o H-BRHT L
F—RTIF A ILEKDOH—IT
fERET &

i,
A= F0
A= K1
@ KDCH— SRR Eh =% —
S IEERA LTI AL
@ NFS9T4F b, NFSwAZO
nfs1 FallfE & T erberos ERELFE R
LTHNFSEFET TS
A FL—SUATA
(L)
*—& T I A [:] FALAMY
NFSEFADTIU - [:] HEFFALIR)
F—RI 7 A T KD H— A Ao e (L L)

FEiE A—FTVIrual Server AL TSR ST, KDOH—dEVirtuel Server 23 LT
F—HFTFANERALET .

F, BHRAMOHIETD FAL VARF—EZ T 77 A%, ROXDOLBVEELTWET,

RCA: BRAMIHET D FALEPXF—FTI7/ILA

# HRR b "R +4 (FQDN) X—4TIT7M4IE
1 KDC H—3 kdcl.example.local 1
2 /—kK0 node0.example.local 2 node0.keytab
3 J—=F1 nodel.example.local nodel.keytab
4 Virtual Server vserverl.example.local vserverl.keytab
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C.2

C.2.1

C.2.2

# KR b "X 4 (FQDN) *x—2TI7MNE

5 NFS 747>k cll.example.local cll.keytab

**1
Kerberos 7 7 A4 7 hDERA MIEHT DX —XT 774 V% /tmp T 4 L7 b URITHE
K AZ L EBELTHET,
1* *2
HVFP 0% /) — ROMAR TP 7 N L A2k L=k & b4 T,
KDC H—/\DEE L NFSH—EX T o InL
M;EM

KDC % — _"OETFIEE NFSH—E 27U oL OBNFEINEE T T N 74— 52 &5
L¥Ed, ZZCTHHETAFIEL EHEHRLZFHS> 2 —F =N KDC H— " LETEEL TS
A%

\'l

KDC 4—/N\Z18ET HHIIC
KDC #— /S5 565 B Hi10, K0 = & 2 HIRT 5 BERH D £,

« KDCH— " RALNZBMLTODTXTORR FNORFZIRFERH L TN &
Kerberos F8FE T, AR A FOKRLNZ 5 U EOFERSH D &, =T —NRAET HEBENN
»H Y FF, Kerberos il #FIHT 25A1E, NTP b — "2 MHTLZ & 2L ET,

« KDCH—NKAALLZBIMLTNATXTDORA D, DNS ZFIH L CTARIfRIRTE 52 &
TDEE, TRTOKRA NN FQDN THEEINTWAMENH Y 1,

« HVFP ®» / — K (F721% Virtual Server), KDC % —/3, BIONFS 7 747 TS
% Kerberos K55t % 1 773 DES-CBC-CRC TH 5 Z &

Windows Server 2019 D54

Windows Server 2019 v > C KDC #+— " ZAE48E L, NFSH—b X7V v ziBN4 5 F
A IR L £,

1. Active Directory 7 « ' — K% ffH L, Active Directory Z#& L £,

2. Windows Server 2019 D354, DES K5k BRI LET,
Windows Server 2019 /%, DES K5 (DES-CBC-MD5 £ J U DES-CBC-CRC) 72\BEE T
FHE BN o>TNDTeD, DESHHILAANITHILENRHY £, FHY—L) 1D
lm—HNEeXa )T 4R v— ZEREL, X207 ORE] — Ta—HLKRY >—]
— X2 VT 447 var] © [xy hU—278FX=2 VT 1 Kerberos TiFn[ 9 551l
OFEEERER ST D] X TN 27V LT, Te—hL X2 0T 4 ORE] #7T
DES_CBC_CRC%#F = v 7 LTI,

3. NFS 4=t 27V i<y 7HOa—F—=7Hhvr s &/E L, Active Directory
B L ET,
Active Directory BH#>Y — /v [User] - [HrifEg] - [=—%—] Z&R L, KDC ¥ —
RALADKANZLIZ1 DT, a—F—=Th o MEERLET, ZITiE, KOS
tECa——Tho v NEERLET,
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£C2: A—HF—TFHIU bE2ERT IR FERET Z1—HF—O54 2%

# KRR b aA—¥—05% %
1 /J—F0 node0
2 J—FK1 nodel
3 Virtual Server vserverl
4 NFS 7 747k cll

Fio, B Lica—¥—T7h o MIxtLC, DESKEZATE2X2T7 vy v AT
Ta rERELTLEEY, Windows Server 2019 DA ORER 2 R DR LET,

C2: 7HIvrA T armne&kEH (Windows Server 2019 DIHH)

node0@) F0/{T1

FAvNAY BE
VE-+ 7RI by T $-EA0T0T7 N
e AT

UE- hliE
JUnF
mEIaIN—T

izl
COM +

] #E et

...............................

1--09FV&():

noded

@EXSAMPLELOCAL

JI-1f— 0FFVE (Windows 2000 EUENWE

EXSAMPLE¥

noded

o474 VERA(L)...

074 7%(D...

L Fhor o0y 7 ERET 3N

TR AT 230

O] PAov FIEEEOTEETELL

ZMFN77 Mo Kerberos DES ESE0HEES

(] ZOFA7/ T Kerberos AES 128 Fw MBS EY -3
(] ZOFh™/ T Kerberos AES 256 Py MEE L EHR-M3

ThIYHDER
® ELW
O FHER(E:

2021%F sE 6B

oK vt EF(A) Ny

4, A~ RFFBY> 7 FTktpass A~ FEFATLT, ¥=~FT7 77 A NVEERLET,
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> ktpass -princ nfs/nodel.example.local@EXAMPLE.LOCAL -mapuser node0 -pass
passwd -crypto DES-CBC-CRC -ptype KRB5 NT PRINCIPAL -out node0.keytab

> ktpass -princ nfs/nodel.example.local@EXAMPLE.LOCAL -mapuser nodel -pass
passwd -crypto DES-CBC-CRC -ptype KRB5 NT PRINCIPAL -out nodel.keytab

> ktpass -princ nfs/vserverl.example.local@EXAMPLE.LOCAL -mapuser vserverl -
pass passwd -crypto DES-CBC-CRC -ptype KRB5 NT PRINCIPAL -out vserverl.keytab
> ktpass -princ nfs/cll.example.local@EXAMPLE.LOCAL -mapuser cll -pass passwd
-crypto DES-CBC-CRC -ptype KRB5 NT PRINCIPAL -out cll.keytab

ktpass 2~ ROK AT a U THET DIEREZKITRLET,
-princ
NFS #—b 2D 7V 304 (nfs/ <HA 4 (FQDN) > @ < KDC H— KA A
& >)
-mapuser
Active Directory EEY — /L CIER L= 7 I U v h2—HF —Da—F—4
-pass
Active Directory HBEY — L CIER L7z T AUy ha2—HF—D XA T — R
-crypto
Kerberos I 51t % 4 7 (DES-CBC-CRC Z$5E L £79)
~ptype
TV D E AT
-out
Kerberos 7 74 7 > DB A MIEATHXF—Z T 7 7 A V4
ktpass A~ R&EFEFTTDHE, THhvy ba—PF—Da—F—ua 744N NFS +—E 2R
TV VAL v B ENET, Windows Server 2019 D5 O~ v © L T EZ RO
BIZRLET,
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C-3: ktpass AT Y FETROIL—F—ATAVE2DTYEVSHl (Windows Server

2019 MIFS)

noded@ 0/ (T ? pod
HA4vNAY B iy NE-HEIE
UE—F TAT kT H#—EADTOT7 ) COM+ pLl)iba

£ £330 FhAOYE | oo | B HiEE mEI N7
1-— DY AV EU:

11— 09FVE (Windows 2000 EHET) W)

EXSAMPLE¥ noded
OJAVERED.- DFAV%ED.-
LIFnos 00y &R ET 3N

FhDS - AT 230

O PA v FIEE RO TEETELL ~
ZMTF N/ M Kerberos DES B S4LOAEES

(] ZOFN/ T Kerberos AES 128 Py FES{EEHH-+93

(] ZOFN/ T Kerberos AES 256 Py FES{EEHH-+93

W
TN FDERR
® ELW
O &#ERE: |2021%F 55 6E
OK vl EEA) N
C.23 Red Hat Enterprise Linux Advanced Platform v5.2 Di5&

Z Z7ClZ%, Red Hat Enterprise Linux Advanced Platform v5.2 DIRD/NN—2 3 U EFH LT 5
ZEEEELTVET,

+ Linux version 2.6.18-92.el5 (mockbuild@builder16.centos.org) (gcc version 4.1.2 20071124
(Red Hat 4.1.2-42)) #1 SMP Tue Jun 10 18:49:47 EDT 2008

+ Red Hat Enterprise Linux Server release 5 (Tikanga)

Red Hat Enterprise Linux Advanced Platform v5.2 ~3 > CKDC ¥ — %#%E L, NFS ¥ —t
AT Y IV EBINT D FIEARIOR LET,

1. krb5-server, krb5-1libs BX N krb5-workstation Xy 7 —IUNA VA =L ENT
WAHZ EEMERLET,
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# rpm -ga | grep krb
krb5-server-1.5-17
krb5-1ibs-1.5-17
krb5-workstation-1.5-17

2. Kerberos # 7 7 1 /L (krb5.conf) #WD L HITHwELET,

# cat /etc/krb5.conf

[logging]

default = FILE:/var/log/krb5libs.log

kdc = FILE:/var/log/krb5kdc.log

admin server = FILE:/var/log/kadmind.log

[libdefaults]

default realm = EXAMPLE.LOCAL
dns_lookup realm = false

dns lookup kdc = false

ticket lifetime = 24h
forwardable = yes

[realms]

EXAMPLE.LOCAL = {
kdc = kdcl.example.local:88
admin_server = kdcl.example.local:749
default domain = example.local

}

[domain realm]
.example.local = EXAMPLE.LOCAL
example.local = EXAMPLE.LOCAL

[kdc]

profile = /var/kerberos/krb5kdc/kdc.conf
[appdefaults]

pam = {

debug = false

ticket lifetime = 36000
renew_lifetime = 36000
forwardable = true

krb4 convert = false

3. kdb5 util 2—7 4 U7 4 ZHH LT, KDCT—H¥X—RA%&{EpkL 7,

# /usr/kerberos/sbin/kdb5 util -r EXAMPLE.LOCAL create -s

Loading random data

Initializing database '/var/kerberos/krbSkdc/principal' for realm
'EXAMPLE.LOCAL',

master key name 'K/M@EXAMPLE.LOCAL'

You will be prompted for the database Master Password.

It is important that you NOT FORGET this password.

Enter KDC database master key:

Re-enter KDC database master key to verify:

4. BHHT 72 AHHY A h 7 74 (kadm5.acl) ZROX I ITHELET,

# cat /var/kerberos/krb5kdc/kadm5.acl
*/admin@EXAMPLE . LOCAL *

5. WM TY SV EER LET,

# /usr/kerberos/sbin/kadmin.local -g "addprinc root/admin"

Authenticating as principal root/admin@EXAMPLE.LOCAL with password.
WARNING: no policy specified for root/admin@EXAMPLE.LOCAL; defaulting to no
policy

Enter password for principal "root/admin@EXAMPLE.LOCAL":

Re-enter password for principal "root/admin@EXAMPLE.LOCAL":

Principal "root/admin@EXAMPLE.LOCAL" created.

6. Kerberos — "5 —x 2@ L 7,

# /usr/kerberos/sbin/krb524d -m
# /usr/kerberos/sbin/krb5kdc
# /usr/kerberos/sbin/kadmind

Kerberos BREIZFIFHT 5 &L =D NFS IREDEETFIE

261

T7AILT IR (CIFS/NFS) A—H—XH A F



7. BEHT Y o VOIMT ry b ERSLET,
Ty FERE LD E, ELKEETEZ L 2R L T EE0,

# kinit root/admin

Password for root/admin@EXAMPLE.LOCAL:

# klist -5

Ticket cache: FILE:/tmp/krbb5cc 0

Default principal: root/admin@EXAMPLE.LOCAL

Valid starting Expires Service principal
03/26/09 16:08:51 03/27/09 16:08:51 krbtgt/EXAMPLE.LOCALREXAMPLE.LOCAL

8. kadmin 2—F 4 VT 4 &Ry NU—Z7BULIZHERT -0, KDCH—DOF—47 77
A )V (krb5.keytab) Z{ERL F9,

# /usr/kerberos/sbin/kadmin.local

Authenticating as principal root/admin@EXAMPLE.LOCAL with password.
kadmin.local: ktadd -k /etc/krb5.keytab kadmin/admin kadmin/changepw

Entry for principal kadmin/admin with kvno 3, encryption type Triple DES cbc
mode with HMAC/shal added to keytab WRFILE:/etc/krb5.keytab.

Entry for principal kadmin/admin with kvno 3, encryption type DES cbc mode with
CRC-32 added to keytab WRFILE:/etc/krb5.keytab.

Entry for principal kadmin/changepw with kvno 3, encryption type Triple DES cbc
mode with HMAC/shal added to keytab WRFILE:/etc/krb5.keytab.

Entry for principal kadmin/changepw with kvno 3, encryption type DES cbc mode
with CRC-32 added to keytab WRFILE:/etc/krb5.keytab.

9. kadmin 2—7 4 YT 4 ZEH LT, host 77U IV EIERLET,

kadmin.local: addprinc -randkey host/kdcl.example.local

WARNING: no policy specified for host/kdcl.example.local@EXAMPLE.LOCAL;
defaulting to no policy

Principal "host/kdcl.example.local@EXAMPLE.LOCAL" created.

kadmin.local: ktadd host/kdcl.example.local

Entry for principal host/kdcl.example.local with kvno 3, encryption type Triple
DES cbc mode with HMAC/shal added to keytab WRFILE:/etc/krb5.keytab.

Entry for principal host/kdcl.example.local with kvno 3, encryption type DES
cbc mode with CRC-32 added to keytab WRFILE:/etc/krb5.keytab.

kadmin.local: listprincs
K/M@EXAMPLE . LOCAL
host/kdcl.example.local @EXAMPLE . LOCAL
kadmin/admin@EXAMPLE . LOCAL
kadmin/changepw@EXAMPLE.LOCAL
kadmin/history@EXAMPLE.LOCAL
kadmin/kdcl@EXAMPLE.LOCAL
krbtgt/EXAMPLE.LOCALREXAMPLE . LOCAL
root/admin@EXAMPLE.LOCAL
kadmin.local:

10.kadmin 2—7 4 VT 4 ZHEA LT, KDC Y —DF—F 77 7 A /L (krb5.keytab) (T
host 7V i 7 VZiBL £,
host U VI OULEBIML7ZHE, ELBMTERZI 2B LT EEN,

kadmin.local: addprinc -randkey host/kdcl.example.local

WARNING: no policy specified for host/kdcl.example.local@EXAMPLE.LOCAL;
defaulting to no policy

Principal "host/kdcl.example.local@EXAMPLE.LOCAL" created.

kadmin.local: ktadd host/kdcl.example.local

Entry for principal host/kdcl.example.local with kvno 3, encryption type Triple
DES cbc mode with HMAC/shal added to keytab WRFILE:/etc/krb5.keytab.

Entry for principal host/kdcl.example.local with kvno 3, encryption type DES
cbc mode with CRC-32 added to keytab WRFILE:/etc/krb5.keytab.

kadmin.local: 1listprincs
K/M@EXAMPLE . LOCAL
host/kdcl.example.local@EXAMPLE.LOCAL
kadmin/admin@EXAMPLE.LOCAL
kadmin/changepw@EXAMPLE.LOCAL
kadmin/history@EXAMPLE.LOCAL
kadmin/kdcl1@EXAMPLE . LOCAL
krbtgt/EXAMPLE.LOCAL@EXAMPLE.LOCAL
root/admin@EXAMPLE.LOCAL
kadmin.local:
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1l.xadmin 2—7 4 U T 4 AL T, XA D NFS y— 27U o UL ZERE L,

HeAm

HOX—4277 7 A4 IZEBMLET,

kadmin.local: addprinc

kadmin.local: ktadd
node0.example.local

—-e

kadmin.local: addprinc

kadmin.local: ktadd
nodel.example.local

-e

kadmin.local: addprinc

kadmin.local: ktadd -e
vserverl.example.local
kadmin.local: addprinc

kadmin.local: ktadd
cll.example.local

-e

kadmin.local:

quit

-randkey nfs/node0.example.local

des-cbc-crc:normal -k /tmp/nodel.keytab nfs/
-randkey nfs/nodel.example.local
des-cbc-crc:normal -k /tmp/nodel.keytab nfs/

-randkey nfs/vserverl.example.local

des-cbc-crc:normal -k /tmp/vserverl.keytab nfs/

-randkey nfs/cll.example.local

des-cbc-crc:normal -k /tmp/cll.keytab nfs/

C.24 Solaris 10 D&

Z ZTIE, Solaris 100 DR D A= g CEREHA LTS Z EE2BELTVET,

* SunOS 5.10 Generic_137137-09 sun4u sparc SUNW,Sun-Blade-1000

+ Solaris 10 10/08 s10s_u6wos_07b SPARC Copyright 2008 Sun Microsystems, Inc. All Rights
Reserved.Use is subject to license terms.Assembled 27 October 2008

Solaris 10 =T KDC H— " Z##H 4 5 5451%, FANZ, DNS BEIZR->TND & &k

T DMENDH YD £,

Solaris 10 ¥ > CTRKDC Y —_"ZAEE L, NFS Y —E 27V 3 /OBt 5 FIEEZRIZTR L

jﬁj—‘o

1. Kerberos K7 7 A /L (krb5.conf) ZRO L I IZHELET,

[logging]

kdec =
admin server =

[libdefaults]

default realm =
dns_lookup realm =
dns lookup kdc = false
k. e 24h

ticket lifetime =
forwardable = yes

[realms]
EXAMPLE.LOCAL = {
kdec =
admin server =
default domain

}

[domain realm]
.example.local =
example.local =

[appdefaults]
pam = {
debug = false

ticket_ lifetime =

forwardable =
krb4 convert =

true
false

# cat /etc/krb5/krb5.conf

default = FILE:/var/log/krb5libs.log
FILE:/var/log/krb5kdc.log
FILE:/var/log/kadmind.log

EXAMPLE.LOCAL
false

kdcl.example.local:88
kdcl.example.local:749
example.local

EXAMPLE .LOCAL
EXAMPLE .LOCAL

36000
renew_lifetime = 36000

2. kdb5 util 2—7 4 U7 4 %L T, KDC T —4#_X—A&{E L ET,
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# /usr/sbin/kdb5 util -r EXAMPLE.LOCAL create -s

3. FEHAT 7 v AHMEY A M7 74 (kadm5.acl) ZKROXHITRELET,

# cat /etc/krb5/kadm5.acl
#

# Copyright (c) 1998-2000 by Sun Microsystems, Inc.

# All rights reserved.

#

#pragma ident "Q@(#) kadm5.acl 1.1 01/03/19 sSMI1"

*/admin@EXAMPLE.LOCAL *

4, BERT ) U SV EER L ET,

# /usr/sbin/kadmin.local
kadmin.local: addprinc root/admin

5. kadmind ¥ —EADF—H 77 7 A/l (kadm5.keytab) Z{ERKLET,
F—H T T ANEER LD, kadmin.local a2~y REKTLTLZE,

kadmin.local: ktadd -k /etc/krb5/kadm5.keytab kadmin/kdcl.example.local
kadmin.local: ktadd -k /etc/krb5/kadm5.keytab changepw/kdcl.example.local
kadmin.local: ktadd -k /etc/krb5/kadm5.keytab kadmin/changepw

kadmin.local: quit

6. Kerberos —F—x it L £,

# svcadm enable -r network/security/krb5kdc
# svcadm enable -r network/security/kadmin

EE
DNS DA 72> TR WAL, svecadm 2=~ & LT, Kerberos ¥— 35—
EUERBTXETA,

7. BT oSV DTy B ERELE T
WHFry FERGLEHE, ELKEBHRTELI L EMER L TEIN,

# kinit root/admin

Password for root/admin@EXAMPLE.LOCAL:

# klist -5

Ticket cache: FILE:/tmp/krbS5cc 0

Default principal: root/admin@EXAMPLE.LOCAL

8. kadmin 2 —7 4 VYT 4 AL T, KDC ¥ — "D host 7V IV EERHK L ET,

# /usr/sbin/kadmin -p root/admin

kadmin: addprinc -randkey host/kdcl.example.local

9. kxadmin =—7 4 U7 4 A LT, kadmind ' —EROF—FT 7 7 AL
(kadm5.keytab) (Zhost U I L& BMLET,

kadmin: ktadd host/kdcl.example.local

10.kadmin =—7 4 U7 4 A LT, £RA RO NFSH—E AT Y oV aAERk L, Bl
RAO%—577 7 4 MTEMLET.
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kadmin: addprinc

kadmin: ktadd -e
kadmin: addprinc
kadmin: ktadd -e
kadmin: addprinc
ké&min: ktadd -e

ké&min: addprinc
kadmin: ktadd -e

kadmin: quit

vserverl.example.

-randkey nfs/node0l.example.local

des-cbc-crc:normal -k /tmp/node0l.keytab nfs/

node0.example.local

-randkey nfs/nodel.example.local

des-cbc-crc:normal -k /tmp/nodel.keytab nfs/

nodel.example.local

-randkey nfs/vserverl.example.local

des-cbc-crc:normal -k /tmp/vserverl.keytab
local

-randkey nfs/cll.example.local

nfs/

des-cbc-crc:normal -k /tmp/cll.keytab nfs/cll.example.local

C.2.5 HP-UX 11i v3 Di54&

ZZTIE, HP-UX11ivBDIRDON— g VAL TWAZ E2ELTVWET,

+ HP-UX B.11.31 U 9000/800 1801453303 unlimited-user license

+ HPUX11i-OE B.11.31 HP-UX Foundation Operating Environment

+ HPUX11i-OE.OE B.11.31 HP-UX OE control script product

HP-UX 11iv3 ¥ > T KDC $— 2R L,

ARLET,

NFS #— b2 7Y L &84 5 FIEEA RIZ

1. krbsetup 2 v FZHEH LT, Kerberos ¥&E~7 7 A/ (krb5.conf, krb.realms) Z{E

LET,

krbsetup 2 ¥ FTIX, *iFAHEZITWVET,

g wN

Exit

6) Help

# /opt/krb5/sbin/krbsetup

Kerberos Server Configuration - Main Menu

Select one of the following options:

Configure the Server

Start the Kerberos daemons
Stop the Kerberos daemons
Unconfigure the Server

Selection: 1

[Enter] ¥—% L x4,

1) Configure the Server with LDAP backend
2) Configure the Server with C-Tree backend
0) Return to Previous Menu

Selection: [0] 2

[Enter] ¥—%&# L £,

1) Configure as a Primary Security Server
2) Configure as a Secondary Security Server

Selection: 1
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[Enter] ¥—Z#LE9,

1) Configure as a Primary Security Server
2) Configure as a Secondary Security Server

Selection: 1

[Enter] ¥—%# L E 9,

THIS MACHINE WILL BE CONFIGURED AS A PRIMARY SERVER

What type of the security mechanism you want to use (DES-MD5/DES-CRC/
DES3)

If you do not select any security mechanism, the default,

DES-MD5 will be selected: DES-CRC

You have selected DES-CRC

Do you want to stash the principal database key
on your local disk (y/n)? [y] :y

Enter the fully qualified name of the Secondary Security Server 1
press 'g' if you want to skip this and proceed further: g

Enter the realm name (the allowed chars are "a-z""A-z""Q-9" " " "-mw nm n

"y

If nothing is typed the default name [ KDC1l.EXAMPLE.LOCAL ] will be
considered: EXAMPLE.LOCAL

/opt/krb5/krb.conf moved to /opt/krb5/krb.conf.keep
/opt/krb5/krb.realms moved to /opt/krb5/krb.realms.keep
/opt/krb5/kpropd.ini moved to /opt/krb5/kpropd.ini.keep
/etc/krb5.conf moved to /etc/krb5.conf.keep

Creating krb.conf and krb.realms files
Copying admin acl file and password.policy file onto /opt/krb5 dir

Do you want to store the log messages in a different directory rather than
the syslog file (y/n)? [n] : n
You will be prompted for the database Master Password.
It is important that you DO NOT FORGET this password.

Enter Password:
Re-enter Password:

Kerberos server has been configured successfully.

Kerberos daemons are successfully started
Press Enter to go back to the main menu.

[Enter] ¥—Z2#ML 7,

Kerberos Server Configuration - Main Menu

Select one of the following options:

1) Configure the Server

2) Start the Kerberos daemons
3) Stop the Kerberos daemons
4) Unconfigure the Server

5) Exit

6) Help

Selection: 5

You have selected 5 Exiting...

2. Kerberos % E~7 7 1 /v (krb5.conf, krb.realms) ONEZMERLET,
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# cat /opt/krb5/krb.conf

EXAMPLE . LOCAL

EXAMPLE.LOCAL kdl.example.local admin server
# cat /opt/krb5/krb.realms

*.example.local EXAMPLE.LOCAL

3. HWEHT 7 AU A N7 7 A/ (admin acl file) ZimELET,
BHHAT 72 AHEY 2 N7 7 A ARTWGEE, ERL T EE0,

# cat /opt/krb5/admin_acl file
K/M CI # needed for kadmd on secondaries
*/admin * # created by krbsetup can be modified by administrator

4. kadminl 2~y RZ2HH LT, KDC ¥ — 3D host 7'V UV aAER L £9,

# /opt/krb5/admin/kadminl -R "ext host/kdl.example.local"
Connecting as: K/M

Connected to krb5v0l in realm EXAMPLE.LOCAL.

Principal added.

Key extracted.

Disconnected.

5. Kerberos 7 —E VL7 7 1 /L (krbsrv) 2RO LI IZHREL T T,

# cat /etc/rc.config.d/krbsrv
KDC=1
ADMD=1

6. Kerberos 77— & fLHE L £,

# /sbin/init.d/krbsrv start
Starting Kerberos Server Daemons
/opt/krb5/sbin/kded
/opt/krb5/sbin/kadmind

Finished startup.

NOTE : If the machine is a primary server please start the kpropd manually.
For more information on propogation refer 'Installing , Configuring HP's
Kerberos server document'

# /opt/krb5/sbin/kpropd

7. kadminl a2 R&EHALT, FHRA FONFS —E 27U 2 L EER L, AT
X=X T T AVITBMLET,
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# /opt/krb5/admin/kadminl

Connecting as: K/M

Connected to krb5v0l in realm EXAMPLE.LOCAL.

Command: ext

Name of Principal (host/kdcl.example.local): nfs/node0.example.local
Service Key Table File Name (/opt/krb5/v5srvtab): /tmp/node0.keytab
Enter policy name (Press enter key to apply default policy)
Principal added.

Key extracted.

Command: ext

Name of Principal (host/kdcl.example.local): nfs/nodel.example.local
Service Key Table File Name (/opt/krb5/v5srvtab): /tmp/nodel.keytab
Enter policy name (Press enter key to apply default policy)
Principal added.

Key extracted.

Command: ext

Name of Principal (host/kdcl.example.local): nfs/vserverl.example.local
Service Key Table File Name (/opt/krb5/v5srvtab): /tmp/vserverl.keytab
Enter policy name (Press enter key to apply default policy)

Principal added.

Key extracted.

Command: ext

Name of Principal (host/kdcl.example.local): nfs/cll.example.local
Service Key Table File Name (/opt/krb5/v5srvtab): /tmp/cll.keytab
Enter policy name (Press enter key to apply default policy)
Principal added.

Key extracted.

Command: g
Disconnected.

C.3 F—RATIT74ILDEBEHEESHRA FTORYAH

NFS —bE A7) o\ EBIMLT=X—% 77 7 A%, Kerberos 7 74 7 > DR A NI
WAL, FARAPTEHL TCWDIF—F T I 7 A M~ —VFT5FIEEZRA LET, FRA MME
T HF—2T 77 A NVOERIZHOWTIE, [C.2KDC H— DR L NFS —E 27 3L
DB ZZRLTLZIN,

C.3.1 X—2T 274 ILDEME

ZZTIE, KDC 94— R_OWEEIFICER LIZF—F 7 7 7 A LOFEAREIL, ROFOLEBVEEL
TWVWET,

BC3: X—4TI7MILDOERFE

# X—42TI7741L%A HBROKR b [ ki
1 node0.keytab J—FK0 / — K 0 : /home/nasroot

J— K 1: /home/masroot”

2 nodel.keytab J—FK1 J— K0 : /home/nasroot”

/ — K 1 : /home/nasroot

3 vserverl.keytab Virtual Server Virtual Server : /home/nasroot
4 cll.keytab NFS 7747k NFS 747> b :/tmp

Tx— ==L L EIChEMZMBTEL LD, 7 I7AZNDOL I 7D/ —FIiZh
X—HT T ANERMLTIES VY,

268 Kerberos SBEI £ FIFI T % & % ) NFS BEOHEEFIE
TJ74LTF R (CIFS/NFS) 1—H—XH A K




C.3.2

C.33

C.34

C.3.5

F—2 T 774 LDEMFE

F—H T T AL, EERPEENTOVET, EX2 VT4 2BE LT, ROGETEERA
MZEAR L TL &N,

Windows < > D4
HRICEBETELY 7 =7 2FIH L TiE%(L £,
UNIX < ¥ > D4

scp ZFIA L TIEt LE T,

X—R3TIT7A4ILORMYAH (HVFP D/ — FDIBE)
FfEsn-x—&%77741% HVFP ® /) — R TRV ALFIEZKIRLET,

1. nfskeytabadd 2~ REHEHLT, ¥—F¥7 774V E2~v—Y LET,
J—=RK0E/—=R1IDEFTavr FEFETLTIEIN,

$ sudo nfskeytabadd -i /home/nasroot/nodel.keytab
$ sudo nfskeytabadd -i /home/nasroot/nodel.keytab
$ sudo nfskeytablist

slot KVNO Principal

1 3 nfs/nodel.example.local@EXAMPLE.LOCAL
2 3 nfs/nodel.example.local@EXAMPLE.LOCAL

*X—R2TIT7A4ILDOEYAA (Virtual Server NIFE)
Ffi SNi=%—H 7 7 7 A /L%, Virtual Server CTHL Y AL FIEZKIZR L FET,

1. nfskeytabadd 2~> REEH LT, ¥—FT7 77 AV e~—TLET,

$ sudo nfskeytabadd -i /home/nasroot/vserverl.keytab
$ sudo nfskeytablist
slot KVNO Principal

1 3 nfs/vserverl.example.local@EXAMPLE.LOCAL

X—RAITIT7A4ILORMYAH (NFSUSAL T2 FDIEE)
ZITE, ROT T R 74 —LENFS 7747 FCHEHL TS Z EE2/BELTHET,

RCA:NFSYUSAFUVFTHEALTVWE TSy FI+—L

.

# TS5y rT4—LA NnN—oay

1 | Red Hat Enterprise Linux Advanced Linux version 2.6.18-238.el5

Platform v5.6 Red Hat Enterprise Linux Server release 5 (Tikanga)

2 Solaris 10 SunOS 5.10 Generic_137137-09 sun4u sparc SUNW,Sun-
Blade-1000

Solaris 10 10/08 s10s_u6wos_07b SPARC Copyright 2008
Sun Microsystems, Inc. All Rights Reserved.Use is subject
to license terms.Assembled 27 October 2008

3 | HP-UX 11iv3 HP-UX B.11.31 U 9000/800 1801453303 unlimited-user

license

HPUX11i-OE B.11.31 HP-UX Foundation Operating
Environment

HPUX11i-OE.OE B.11.31 HP-UX OE control script product
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270

BAfASNlexd—2T7 77 A V%, NFS 27747 P TRV IALFIEZRITRLET,

1. Kerberos # 7 7 £ /V (krb5.conf) ZHmEL E£7,

KDCH— S RAAL L —RELEEFLT SN,

# cat /etc/krb5.conf

[logging]

default = FILE:/var/log/krb5libs.log

kdc = FILE:/var/log/krb5kdc.log

admin server = FILE:/var/log/kadmind.log

[libdefaults]

default realm = EXAMPLE.LOCAL
dns_lookup realm = false
dns_lookup_ kdc = false

ticket lifetime = 24h
forwardable = yes

[realms]

EXAMPLE.LOCAL = {
kdc = kdcl.example.local:88
admin_server = kdcl.example.local:749
default domain = example.local

}

[domain_realm]
.example.local = EXAMPLE.LOCAL
example.local = EXAMPLE.LOCAL

[kdc]

profile = /var/kerberos/krb5kdc/kdc.conf
[appdefaults]

pam = {

debug = false

ticket lifetime = 36000
renew lifetime = 36000
forwardable = true

krb4 convert = false

2. ktutil I~ REHHLT, X777 E~v—TLET,

KBONFS 7 74T FTEHLTWAXF—HXT 77 A NVERELTIESN, 22T,
/etc/krb5.keytab ZfEE L £7,

# ktutil

ktutil: rkt /tmp/cll.keytab
ktutil: wkt /etc/krb5.keytab
ktutil: 1list

slot KVNO Principal
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Kerberos ZREEZFIFHT HEED
NFSEXBHTA LY F)ADT7OEARFIE

Z ZTlE, Kerberos iBikaFHT2EEDONFSEFT L7 N ~DOT 7 AF
I >WT, FEITREFRICHALET,

O D.1 File Services Manager TOEF¥ = J 5 4 7L —N—DHE
O D2NFS 7 I AT EbDO~T 2k

O DINFSIEEF 4L 7 FU~DT 7 EA
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D.1

D.2

272

File Services Manager TOt¥a!)74 7L —
IN—DERTFE
File Services Manager Z il L T, NFS HZEkT 2 & &, £721%, NFSH—EROMHEKE

EEEHTHLXIZ, Kerberos | L CGRRGECE A LI EF 2 U T 4 7L —R—2RETE
9,

File Services Manager ® GUI ZffH L C NFS G Z1EK T 20t X2V 7 ¢ 7 L—"—%15
ETDHEZOREROKNIRLET,

D-1: £%a )74 7 L—/"—0DEEH
Tr AN AT LEEEERER

FoAMM | Fle Snapshots

CONFSHEICTAEATLITAF L FhAERELTT.

e

pg/ ol ST e H

(GE%: DNSF 8 R EIZ(F or YRIBEL TS0,
Bl: .example.com)

Fhallz 7 L—ri-:

) FtI-nEEEER

) pEnBTEER
SYS krbs krb5i krbsp

(3% (MEnBETEERTIES, tF 10z L- 1% | FOigHD = |
= 2B EEIRLTCESL )

EE voeEwd:

() #&m

(® rootal-t-H
() 21-9-8

NFS H:H OERIF £ 72 1L NFS y—E A DERERDOERRHIEFX 2 VT 4 7 L—N"—%EET D
FFEZONWTE, [2—F—=XF A K] (IF305) 2L T 7ZE0,

NFS OV SAT7 2 DIk
NFS 7 74 7 F2351%, File Services Manager Ci¥ E SN TW5 X2 YT 4 7 L—_—%$5
ELTvU Y LET,

RedHat #EHI L7-NFS 7 747 b, X2V T4 7L —"—%FEELT, NFSv3 7
o haLCHAET 42 Y (node0.example.local:/mnt/nfs01l) Z~vU 2 hd 5L &D3HE
THE R LET,

+ Kerberos 5 T 255

# mount -o vers=3,sec=krb5 nodel.example.local:/mnt/nfs0l /mnt
# mount

nodel.example.local:/mnt/nfs0l on /mnt type nfs
(rw, sec=krb5,addr=192.168.0.10)
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D.3

Kerberos 5 (Integrity) =3 2854

# mount -o vers=3,sec=krb5i nodel.example.local:/mnt/nfs0l /mnt
# mount

node0l.example.local:/mnt/nfs0l on /mnt type nfs
(rw, sec=krbb5i,addr=192.168.0.10)

Kerberos 5 (Privacy) %fEH4 554

# mount -o vers=3,sec=krb5p nodel.example.local:/mnt/nfs0l /mnt
# mount

node0.example.local:/mnt/nfs0l on /mnt type nfs
(rw, sec=krb5p,addr=192.168.0.10)

+ AUTH_SYS #fEH 3 256

# mount -o vers=3,sec=sys nodel.example.local:/mnt/nfs0l /mnt
# mount

node0.example.local:/mnt/nfs0l on /mnt type nfs (rw,sec=sys,addr=192.168.0.10)

NFS BT/ LY F)ADTIER

NFS i@ﬁ?% V7 N %< hLEEdHE, root 2—HF—FiF— o — Y —DOHERTT 7 & X

TH7HIZiE, KDCH—N KA A % LT, root 7Y bl a—F—TFY oLk Zh
ZEY é’(é%gﬁ‘ DEd, 728, Windows v > TEKDC h— " ZHEE L TV IHEHA,

root T —F—F (T2 — P —DHERTT 7 £ AT 57-9HI21E, Active Directory = —#—& L
TRERT DMEND D 7,

Ha—P—ix, YTy ERETHE, NFSHEET 4 L7 PIICTZEATESLHIT7kY
ESg

WE, Ty FOAMHIRIE 8 ~ 10 IR E SN TWET, BHEOHND Ny FLER LT
T 7 ANV AT LEFIT D551, Ty bOAHIREREL T, KDCAHY > —ORELL
BELTLZE,
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tHhF1)— KDC H—/\DEMFIE

HVFP Ti%, KDC ¥ — %5 GETEMTEET, £ ¥ —KDCH—%iE
mysbElx, 774~V —LkEh 41— KDCH— [T, KDCT—¥~—
ArBVTVr—2a T HMENRSY £,

O E.1 KDCH—\ZEh4 2% FIE
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E.1 KDC Y—/\%EMMT 5FIE

Red Hat Enterprise Linux Advanced Platform v5.2 ~> > CEh »# U —& LTKDC H—
(kdc2.example.local) Z#E L, BMT 25 FEEZKIRLET, KDCH— 28T 5 & =
DEFRFEICOVWTIE, [C.2.1 KDC H—_"EMEET DHiIC) ZBR LTI ZEN,

1. krb5-server, krb5-libs BX W krb5-workstation Xy 7 —IYMNA VA F—/LE1T
WAHZ EEMERLET,

# rpm -ga | grep krb
krb5-server-1.5-17
krb5-1ibs-1.5-17
krb5-workstation-1.5-17

2. BEH 4 ) —KDC H—"CTkdb5 util 2—74 V7 4 ZHHALT, KDCTF—#X—2X%
TERL £
774~ ) —KDC % =D KDC 7 —#X—R LFEFRICIER L T IZ S0y,

# /usr/kerberos/sbin/kdb5 util -r EXAMPLE.LOCAL create -s

Loading random data

Initializing database '/var/kerberos/krbSkdc/principal' for realm
'EXAMPLE.LOCAL',

master key name 'K/MQ@EXAMPLE.LOCAL'

You will be prompted for the database Master Password.

It is important that you NOT FORGET this password.

Enter KDC database master key:

Re-enter KDC database master key to verify:

3. Kerberos #f%~7 7 4 /L (krb5.conf) Z#MHELET,
Kerberos ik 7 7 A WL, 774~V —BIOtH &Y —KDC Y — 1 [H TR ECHAFIZL
TLIE&E W,

# cat /etc/krb5.conf

[logging]

default = FILE:/var/log/krb5libs.log

kdc = FILE:/var/log/krb5kdc.log

admin server = FILE:/var/log/kadmind.log

[libdefaults]

default realm = EXAMPLE.LOCAL
dns_lookup realm = false
dns_lookup_ kdc = false
ticket_lifetime = 24h
forwardable = yes

[realms]

EXAMPLE.LOCAL = {

kdc = kdcl.example.local:88

kdc = kdc2.example.local:88
admin_server = kdcl.example.local:749
default domain = example.local

}

[domain realm]
.example.local = EXAMPLE.LOCAL
example.local = EXAMPLE.LOCAL

[kdc]

profile = /var/kerberos/krb5kdc/kdc.conf
[appdefaults]

pam = {

debug = false

ticket lifetime = 36000
renew_lifetime = 36000
forwardable = true
krb4_convert = false

4. ¥ %V —KDC ¥ — 3T kadmin =—7 4 U7 4 ZfiH LT, host 7V I L& AERK
LET,
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# kadmin

Password for root/admin@EXAMPLE.LOCAL:

kadmin: add principal -randkey host/kdc2.example.local

WARNING: no policy specified for host/kdc2.example.local@EXAMPLE.LOCAL;
defaulting to no policy

Principal "host/kdc2.example.local@EXAMPLE.LOCAL" created.

5. ¥ # Y —KDCH—Tkadmin 2—T 4 VT 4 ZHHLT, ¥—F7 77 AL
(krb5.keytab) (Zhost U v EBMLET,
host ZV i ZEBMLZHE, ELKBETEZIL2MRL T &N,

kadmin: ktadd host/kdc2.example.local

Entry for principal host/kdc2.example.local with kvno 3, encryption type Triple
DES cbc mode with HMAC/shal added to keytab WRFILE:/etc/krb5.keytab.

Entry for principal host/kdc2.example.local with kvno 3, encryption type DES
cbc mode with CRC-32 added to keytab WRFILE:/etc/krb5.keytab.

6. 774/ (kpropd.acl) Z{ERkL, WELET,
KDC 7 —# RX—2ARMEINTWDT 4 L7 U (/var/kerberos/krb5kde) IZ1ERK L
TS, Fie, B L7 7 A0, KDCH—/SKAL ZBML TV DT RTOES
Y —=KDCH—_"DHRA T Y UL EBIIL T IESW,

# cat /var/kerberos/krb5kdc/kpropd.acl
host/kdcl.example.local@EXAMPLE . LOCAL
host/kdc2.example.local @REXAMPLE . LOCAL

7. 7794~V —BXOth %Y —KDCH— T, kpropd 7 —FE L ZiEZEH LT,

I# kpropd -S I

8. 774~V —KDCH¥—NT, o7 L7=ZKDCT—F_X—2ADat—%th %1 —KDC
P ZERE L FE T,
cron AT 5 LT, ZOBEEZEMHICEITTEET,

# /usr/kerberos/sbin/kdb5 util dump /var/kerberos/krb5kdc/slave_datatrans
# kprop -d -f /var/kerberos/krbSkdc/slave datatrans kdc2.example.local
3310 bytes sent.

Database propagation to kdc2.example.local: SUCCEEDED

9. BB HY—KDCH—NT, A¥ a7 A VEERLET,
KDC 7 —# _R—=AD~ A7 —@RrFF S E 7,

# /usr/kerberos/sbin/kdb5 util stash
Enter KDC database master key:

10. 24> % V) — KDC #— 3T Kerberos — 57— ZEE LET,

I# /usr/kerberos/sbin/krb5kdc I
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WORM ;&

1D =80 API

WORM Xf)ia” 7 A V¥ AT AND 7 7 A V% WORM AL T H11%, 77 A1) T
vva U (BREBIFD) ZREL T, AR EAICRETOLERDHY T,
TZ7ANDY T rya Y HEHFRE LD, IEELEDT2I121E, =—F—»»MAlc
BT DAL LT 7V r—a v lHALET, 22T, BAZLT 7Y r—
va rEERT A0 APLICHOWTHIA L7,

O F.ICIFS#HED T 7 A4 L® WORM 1t

O F2NFSHHD7 7 41D WORM 1L
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F.1

F1.1

F.1.2

F.1.21

280

CIFS £F®D 7 7 4 )L WORM 1t

CIFS #£H D7 7 A V% WORM (b7 535518, Windows @ API ZEH L £,

WORM {EDF|E
77 A% WORM b3 % FIEZKICLET,

1. BEIALANTEDL 7 7 ANVEERL, T—F2EXALET,
2. T ANMIY T a U ABRELET,
3. 7y ANEFARYBEHRICLET,

WORM {E(CHETT API
7 7 4 V% WORM L35 Ol 4572 Windows 0 APT & R #127 L E T

FF1: 774)LD WORM {LIZHEL: APl (CIFS £BHDIES)

BE %4 BL BEEH
SetFileTime TrAMIV Ty a U ERELE https://docs.microsoft.com/en-us/
D windows/win32/api/fileapi/nf-
fileapi-setfiletime
SetFileAttributes T AN EGHEROERIC LY, #i4 | httpsi/docs.microsoft.com/ja-jp/
B HEHEMEEZMRELZY LET, windows/win32/api/fileapi/nf-

fileapi-setfileattributesa

SetFileTime
SetFileTime (DWW TCHLBA L £,
ZA¥0
SetFileTime
Bt

BOOL SetFileTime (

HANDLE hFile, /] 7 7 AINDINS RV
CONST FILETIME *1lpCreationTime, //RETET AR H B
CONST FILETIME *lpLastAccessTime, //RETH7 7 &AHHKF
CONST FILETIME *lplLastWriteTime //RXET DR A
)i
HEBERN B

EELTE T 7 ANDEA BAR L TEFEHFLET,
Iz oW

lpCreationTime & lpLastWriteTime (¥ WORM {LITIZHE/R2NDOT, NULL (4T 5
A DAL THEHLRNE NI EKR) ZEELET,

723, FILETIME R3 = —F — S EHSSRERICAR O DITIZANTH RN 20

SYSTEMTIME 2! -CHfS L7=7 —# % FILETIME BCE# T 57 0 7 Z A ﬁ_é Z LB BE
»L %7, FILETIME # & SYSTEMTIME A D& (KIZ SV T, ROFIZRLET,
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F.1.2.2

F.1.3

%% F-2: FILETIME E & SYSTEMTIME 2 D# 4

EEEAR A N— £l BSEEH
FILETIME DWORD 160141 H 1 H2x5H ™ 100 7 | http://msdn.microsoft.com/
dwLowDateTime; J BREROKE R 64 £ o |Jajp/library/
DWORD ETF, SetFileTime Oi|# | X3399abd.aspx
dwHighDateTime; L LTI ORNLIECT A,

o— RN EEE RIS S D
WIEEW TV E R A,

SYSTEMTIME | WORD wYear; BAUN—ZFER LT, 4, H, |http://msdn.microsoft.com/
WORD wMonth; H, R, B, 4y, BRI |jajp/library/tc6fd5zs.aspx
WORD wDay; UBORGZRLET,

WORD wDayOfWeek;
WORD wHour;

WORD wMinute;
WORD wSecond;
WORD

wMilliseconds;

SetFileAttributes
SetFileAttributes [ZOWTHHALE T,
AR
SetFileAttributes
EZHR
BOOL SetFileAttributes (
LPCTSTR  lpFileName, /177 AN

DWORD dwFileAttributes //fRE&T 5 EME
);

L T
ELEZ7 740D DOS @HEEZ#ELET,
FIHEIZ DN T
77 ANVOBIEORBEICFEEDORBMEZBM LI WIEEIE, R8T 7 A Vi LBTED B % B

U, Buf LBtk & B 5 OIS dwFileattributes [CISET 5 BERD Y £,
WORM 1EIZ{E %7z API

77 A% WORM b3 % 7' 1 7' F AMZFIH TE CTEFZ: Windows @ API #5272y, IROFITR
Lijﬁo

% F-3: WORM {bI={EH4z API

B2 £l BEEH
SystemTimeToFileTime SYSTEMTIME !> 5 — % % https‘//docs.microsoft.com/
SetFileTime 234% 5 FILETIME 7! en-us/windows/win32/api/
AP timezoneapi/nf-timezoneapi-

systemtimetofiletime

LocalFileTimeToFileTime u—WVE A LNEHEMIRKEE (UTC) https://docs.microsoft.com/
WCEHL L FE9, en-us/windows/win32/api/
fileapi/nf-fileapi-

localfiletimetofiletime
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F.1.4

282

kB

i

2EEH

CreateFile SetFileTime |[ZHET A 77 A4 /L@ | httpsi//docs.microsoft.com/
N RVERELET, en-us/windows/win32/api/

fileapi/nf-fileapi-createfilea

GetFileAttributes HBEDOT7 7 AV EIEEZBIS L E7, https://docs.microsoft.com/

en-us/windows/win32/api/
fileapi/nf-fileapi-
getfileattributesa

Jo7nags A

TrAMIY Ty g I EREL

=7,
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#include <windows.h>
#include <stdio.h>
#include <string.h>

void getTimestamp (FILETIME *ftLpTime, char *tcArgtime)
{

SYSTEMTIME stFileTime;

FILETIME ftLocalFileTime;

/* AN % SYSTEMT IMEF [T 454 /
memset (&stFileTime, 0, sizeof (SYSTEMTIME)) ;
sscanf (tcArgtime, "%$d/%d/%$d $d:%d:%d",
&(stFileTime.wYear), &(stFileTime.wMonth),
& (stFileTime.wDay), & (stFileTime.wHour),
& (stFileTime.wMinute), & (stFileTime.wSecond)
) 7
stFileTime.wMilliseconds = 0;

/*SYSTEMTIMER! 7 5 FILETIMERY (2 48 #x /
SystemTimeToFileTime (&stFileTime, &ftLocalFileTime) ;
/=T LB A I F g E U (UTC) 1T Hx /
LocalFileTimeToFileTime (&ftLocalFileTime, ftLpTime) ;
}
int main(int argc, char *argvl[])
{
char *filename;
char *filetime;
HANDLE h;
FILETIME ftLastAccessTime;
DWORD attr;

/BT = T x/
if (argc != 3) {
fprintf (stderr, "usage: %s time file ¥n", argv[0]);

return 1;

filetime = argv[1l];
filename = argv[2];

/¥ T 7 ANDINY RV ETIG/
h = CreateFile(

filename, FILE WRITE ATTRIBUTES, 0 , NULL ,

OPEN EXISTING , FILE FLAG BACKUP SEMANTICS , NULL
) 7

if (h == INVALID_HANDLE_VALUE) {
fprintf (stderr, "CreateFile error: ");
return 1;

}

/7 7 ANMIY Ty a VAR E/

getTimestamp (&ftLastAccessTime, filetime);

if (!SetFileTime (h, NULL, &ftLastAccessTime, NULL)) {
fprintf (stderr, "SetFileTime error: ");
CloseHandle (h) ;
return 1;

}

CloseHandle (h) ;

/* 7 7 A WTERAEY BV E A 5x/

attr = GetFileAttributes (filename) ;

attr |= FILE ATTRIBUTE READONLY;

if (!SetFileAttributes(filename, attr)) {
fprintf (stderr, "SetFileAttributes error: ");
return 1;

}

return 0;

fprintf (stderr, " ex. time: ¥"2040/12/31 23:59:59¥"¥n");

Yo TINT T AOFETHEEY TN T T T AEFITTHRBEOT 7 A VDT a7 ¢ £l
ZWISGRLET, Zofli, 201541 H 30 H 12005 00 a2 77 A LD ) 52 9 MR

(RIFHIR) &2 L2ELTNET,

¥¥10.213.88.155¥worm_ad¥sample dir¥worm.exe "2015/1/30 12:00:00"
¥¥10.213.88.155¥worm_ad¥sample dir¥worm file.doc
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F.2

F.2.1

F.2.2

F.2.21

284

F1: YO FINTRTSLERTTIRMED I 7AIILDTANRT 4 RR A (X : £T781, A
f1t8)
st il QN ILT A i BT o e ile docOTOlF 1]
8 |weauFe | maon | EW | 0 |oeaFe| sasn | EW |
‘?ﬂ [ree . tike o !‘;] frrer ik e
Fr{ M Wicrosoft Ofice Word 07-2000 28 Fr{ AT Hicrosaft Office Word 07-2000 X8
20555 i+ Mirosolt Ofice Word TEL L TR b+ Marosolt Dfice Word TE
B W03 68,1 Fbevor m_acl¥iample i 0 W1 02131581 Fbbewor m_aclisample i
LoEe 300 KB G070 13 B L 300 KB &0 15 H
) 3,
51,}' : 300 KB S276E I R 51"‘;' ! 300 KB 2768 154 F
b AL ZMOA5A1IE. 1540 fenEn HMOB5A1IE. V54T
EwEn HOE5A1IE, 154899 EwEn HMOF5A1IE ., 154819
| otzms  coms A, 15am | [rrezEn  amssimud. vzoom |
| e I BSEHWARE I LAl P P-hdIp | |®e & EEEwEE Ay F P |
0K |  #etn 14 | 0K |  =etn |

NFS #£BD 2 7 1 )LD WORM 1t

NFS #HF D7 7 A V% WORMALT 2581, Y AT La— A& LET,

WORM E®D FlE
77 4 V% WORM b5 FIEA Iz LET,

1. BEIALNTEDL 7 7ANVEERL, T—F2EXALET,
2. T ANMIY T a VHIE AR ELET,

3. 7 ANEHEALERYEHIZLET,

WORM 1t B 7: API

77 A% WORM LT 2 DICHEER APL DY AT A3 — )L EROFRIRLET,

#FF-4: 274)L0D WORM {LIZHEL APl (NFS £FDIEH)

=3

SRFLIA—I i
utime () TrAMII Ty a BB ERELE T,

utimes ()

chmod () Ty ANV EGEABRDERAICLIEY, @ERLZY LET,
fchmod ()

utime(), utimes()
utime (), utimes () IZ2DW T LFET,

B

utime

utimes

#A
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F.2.2.2

F.2.3

#include <sys/types.h>
#include <utime.h>
int utime (const char *filename, const struct utimbuf *times);

#include <sys/time.h>
int utimes (const char *filename, const struct timeval times([2]);

FERERL A
FELET 7 A NVDORKET 7% AW (atime) & EIERY] (mtime) #Z % LE,
Bz oW T

U7 va UM E LCatime DfEZFRE L, mtime DI T 7 A /L OBRAE DR E N % 5% &
LT ZEV, 728, atime & mtime Z[RFHIER LGAIEL, Vv a VHEoEET
W3R 77 ANVOREAET L NS Z Lo T, VAT Aa—ARTT—LhET, Fi,
WORM 7 7 A /VIZK LT atime DfEZEETH VAT LAa—LR3bBGE, Vv va
MIOEEL LTHREEINDIZ ERHY 97,
flE LT, utimbuf fEEEROBRENREZRIRLET,
struct utimbuf {
time t actime; [/ VT a VI ERRE
time t modtime; /17 7 A NOBIEDHE % 5% E
}i
chmod(), fchmod()
chmod (), fchmod () IZDOWTEHALE,
)

chmod

fchmod
H

#include <sys/stat.h>
int chmod(const char *path, mode t mode);

int fchmod (int fd, mode t mode) ;
PERER
BELEZTZ 7 ANDNR—= v a v EERLET,
Sz HONT
AW T D5481F, s Iwusr (FTE#), s_IWeRe (FTE7/L—7) BIV
S_IWOTH (£0ffi—¥—) OHEZALMERE, T XCTAHTZICRELET, Bl HH%

fRER9 2981, S_IWUSR, S_IWGRP & LU S_IWOTH DOF ZALHERD Efving 4 1T
RELET, i LHERI JOEITHEROBRETERE T EE A,

ﬁijjnbaA
TrANMIY Ty g UM AR , ARV ERICT LT e T AR ERIRLET,

—BIHIZHBED T 7 AN, BB Ty a VHIMERELTCY 7 A% WORM b5~
a 77 LAORITT,

V7 oya UHIRITBIEREG 2 m & LA CTRE L £7, #ilxiE, BUEREZ S 300 DY
Trva YHERETDHA, 300 2 ELET, BTF0KICd mELRy ERETLHL
T, VUrrvary#iflie, A, BTHETEET, B, YRS T LAOIATHNCNFS 7 747
v k& HVFP @/ — FE 7213 Virtual Server OEZ 2 A bE TEMLERH Y £,
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#include <stdio.h>
#include <sys/types.h>
#include <utime.h>
#include <sys/stat.h>
#include <unistd.h>
#include <stdlib.h>

typedef enum { false = 0, true = 1 } boolean;

void
usage (char *cmd)
{

printf ("usage: %s regular-file retention-time¥n", cmd);

printf (" retention-time format:¥n");
printf (" <numbers>d¥tdays¥n") ;
printf (" <numbers>mY¥tmonth¥n") ;
printf (" <numbers>y¥tyear¥n") ;
printf (" <numbers>¥tsecond¥n") ;

}

time t
set worm file(char *path, time t retention time)

{

struct stat st;
struct utimbuf utim;
mode_t new_mod;

/] 77 ANVDBEDatined L Umt ime DE % Bt
if (stat (path, &st) == -1) {
return 0;

}

/) VT rya VHMERE (mtimelIZEHE LRV

utim.modtime = st.st mtime;
utim.actime = retention time;
if (utime (path, &utim) == -1) {

return 0;

}

/] TTANDONN— v g UEmARY ERICER
new mod = (st.st mode & ~(S_IWUSR | S IWGRP | S IWOTH));
if (chmod (path, new mod) == -1) {

return 0;

}

if (stat (path, &st) == -1) {
return 0;
}
return st.st_atime; // success (return current access time).
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boolean

is_file (char *path)

{

struct stat st;

if
}
if

}

(stat (path, &st) == -1) {
return false;

(S_ISREG(st.st mode)) {
return true;

return false;

time t

convert time (char *s)

{

int value;

time t retval;

time t now_time = time (NULL);

if (sscanf (s, "%d", &value) == 1) {

while (*s != "¥0') {
if (!isdigit (*s)) |
break;
}
s++;

}

switch (*s) {

case 'd':

case 'D':
printf ("unit is day. (%d)¥n",
value = (value * 24 * 3600);
break;

case 'm':

case 'M':

value) ;

printf ("unit is month. (%d)¥n", value);
value = (value * 24 * 3600 * 30);
break;
case 'y':
case 'Y':
printf ("unit is year. (%d)¥n", value);
value = (value * 24 * 3600 * 30 * 365);
break;
default:
printf ("unit is second. (%d)¥n", value);
break;
}
}
retval = (time_t)value + now_time;

int

main (int ac, char **av)

{

time t result;
time t new_atime;

if (ac < 3) {
usage (av[0]);
exit (0);
}
if (!is file (av[1])) {
usage (av[0]);
exit (0);
}
// setting time information.
new atime = convert time (av[2]);
/] 77 A NEWORML
result = set worm file (av[1l], new_atime);
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/) VT ra Y HRERSR (R0 EWorRME STV

printf ("new access time (%u)¥n", result);

return 0;

VFrya U HiE LTE00 AREL T 74/ file0l # WORM b9 2% 77 a7 5 A
DOFEITHERIRLUET, 7B, 77 AN file0L 1TV A X203 hTIERWEHETE L TWET,

$ ./worm fileOl 600

unit is second. (600)

now time = 1264843082

new access time (1264843682)

T77A4INTHOERABEOWORMEBEENDIS—ELATLO—)L

WORM 7 7 A VLT 7 BALIZGEIL, NFS 7547 MRS BENNDH D WORM [EH D=
TG IAT U RDPLDY AT Aa— VOEFRERORITRLET,

FF5: WORM 77 A )VEED VAT L= ET I ERABOIS—LDOBER

Joka)l | FOOOr—sFRL— = = 3 -
st oo NFS T5— D934T EMNLDVATLI—N
N—o3ay vay
2 NFSPROC SETATTR NFSERR ACCES chmod, utime VAT A3—/b
NFSERR_IO utime Y AT LI TZT—LioTch
A, NFSERR IO (EIO) #iKT,
2 NFSPROC_LOOKUP NFSERR ACCES T 7 ANBROY AT La—L—fk (open
VAT KAL)
2 NFSPROC_WRITE NFSERR ACCES |write Y A7 Aa—)L
2 NFSPROC CREATE NFSERR_ACCES creat Y AT AT —/L
2 NFSPROC REMOVE NFSERR_ROFS unlink Y A7 ha—/L
2 NFSPROC RENAME NFSERR_ACCES rename ¥ AT AT —/L
NFSERR_IO 7 4 L2 VY ® rename /& NFSERR_I0 %
BY, 722U, BOT 4 v7 ) OAFRE
ERHAESNTODEEE, EZOT 4 L7
M) DAFREEETE D,
3 NFS3PROC_SETATTR NFS3ERR ACCES | chmod, utime ¥ A7 Aha—)L
NFS3ERR_IO utime Y AT LI TZT—Lieo7ch
#, NFS3ERR_IO ZiK7,
3 NFS3PROC_LOOKUP NFS3ERR_ACCES | 77 A VBRI AT ha—L—f% (open
VAT Aa—)Lip L)
3 NFS3PROC_WRITE NFS3ERR ACCES |write Y A7 Aa—/L
3 NFS3PROC_CREATE NFS3ERR ACCES |creat YA7 L=a—/L
3 NFS3PROC_REMOVE NFS3ERR ROFS |unlink ¥YA7T A=a—/L
3 NFS3PROC_RENAME NFS3ERR ACCES | rename A7 L=a—/L
NFS3ERR_IO 7 4 L2 h VD rename I¥ NFS3ERR 10 &
BY, 722U, BOT 4 v ) OAFRE
ERFFAI STV DHEAIE, EDT 4 LY
N DA ELEETE D,
3 NFS3PROC_COMMIT NFS3ERR IO write/close Y AT Aha—)L
4 OP_CLOSE NFS4ERR_IO close VAT Aa—)v
4 OP_COMMIT NFS4ERR_IO write/close Y AT Aha—/L
4 OP_CREATE NFS4ERR ACCESS | creat Y A7 A3a—/L
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Jatan | TR Sr—sARL— = = S G
o B o . NFS T5— D4F7 Y FOBDVARTLI—IL
NnN—oay ay
4 OP_OPEN NFS4ERR_ACCESS | open ¥ A7 AL a—/L
4 OP REMOVE NFS4ERR_ROFS unlink ¥YA7 ha—/L
4 OP RENAME NFS4ERR_ACCESS | rename ¥ A7 A3 —/b
NFS4ERR_IO 7 4 V2 FY® rename |3 NFS4ERR_IO &
WY, 2L, EOT 4 L7 N OAE
ERFASNTOLHEE, ZOT 4 L7
N OAFRE LT TE D,
4 OP SETATTR NFS4ERR_ACCESS | chmod, utime VA7 L=—/b
NFS4ERR_IO utime Y AT LI—LTZT—LioTch
£, NFS4ERR IO %K,
4 OP WRITE NFS4ERR_ACCESS | write Y A7 Aa—/L

RE, 7I3AT L OT 7Y r—3 a3 R A5DE INFS =5 —) FNTRLIZETTR, 77k
ANMFEHT D70 haroR—=Ua il o T T —FBERERDDT, ROKIIFRT LD ITHEA
Bz T IEEN,

#F6: I5—BSDHFEAER

I>5—&S

FEHBAL

NFSERR_ACCES
NFS3ERR_ACCES
NFS4ERR_ACCES

EACCES

NFSERR_IO

EIO

NFS3ERR_IO
NFS4ERR_IO

NFSERR_ROFS
NFS3ERR_ROFS
NFS4ERR_ROFS

EROF'S

7747 MTEoTI,

EPDTT —FZPRDLZENHY ET,
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Web %1 +® URL 2/~ LE 7,
OpenLDAP

http://www.openldap.org
ADAM

http://technet.microsoft.com/en-us/library/cc736765(WS.10).aspx
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HVFP D —a1 7). THEAL TULAEEE

HVFP O~ == 7 VTIERIRTIEEEZFH L 0 ET,

ABE Access Based Enumeration
ACE access control entry
ACL access control list
AES Advanced Encryption Standard
AJP Apache JServ Protocol
API application programming interface
ARP Address Resolution Protocol
ASCII American Standard Code for Information Interchange
ASN Abstract Syntax Notation
BDC Backup Domain Controller
BMC baseboard management controller
CA certificate authority
CHA channel adapter
CHAP Challenge-Handshake Authentication Protocol
CIFS Common Internet File System
CIM Common Information Model
CLI command line interface
CPU central processing unit
CSR certificate signing request
CSvV comma-separated values
CTL controller
CU control unit
Ccv custom volume
DACL discretionary access control list
DAR Direct Access Recovery
DB database
DBMS database management system
DC domain controller
DEP data execution prevention
DES Data Encryption Standard
DFS distributed file system
DIMM dual in-line memory module
DLL dynamic-link library
DN distinguished name
DNS Domain Name System
DOM Document Object Model
DOS Disk Operating System
DRAM dynamic random access memory
DSA digital signal algorithm
DTD Document Type Definition
ECC error-correcting code
EUC Extended UNIX Code
FC Fibre Channel
BE—E
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FC-SP Fibre Channel - Security Protocol
FIB forwarding information base

FIFO First In, First Out

FQDN fully qualified domain name

FTP File Transfer Protocol

FV Fixed Volume

FXP File Exchange Protocol

GbE Gigabit Ethernet

GID group identifier

GMT Greenwich Mean Time

GPL GNU General Public License

GUI graphical user interface

HBA host bus adapter

H-LUN host logical unit number

HPFS High Performance File System
HSSO HiCommand single sign-on
HTML HyperText Markup Language
HTTP Hypertext Transfer Protocol
HTTPS Hypertext Transfer Protocol Secure
/0 input/output

ICAP Internet Content Adaptation Protocol
ICMP Internet Control Message Protocol
ID identifier

IP Internet Protocol

IP-SW IP switch

JDK Java Development Kit

JIS Japanese Industrial Standards
JSP JavaServer Pages

KDC Key Distribution Center

LACP Link Aggregation Control Protocol
LAN local area network

LBA logical block addressing

LCD Local Configuration Datastore
LDAP Lightweight Directory Access Protocol
LDEV logical device

LDIF LDAP Data Interchange Format
LDKC logical disk controller

LED light-emitting diode

LF Line Feed

LTS long term support

LU logical unit

LUN logical unit number

LUSE logical unit size expansion

LVI Logical Volume Image

LVM Logical Volume Manager

MAC Media Access Control

MD5 Message-Digest algorithm 5
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MIB

management information base

MMC Microsoft Management Console

MP microprocessor

MSS maximum segment size

MTU maximum transmission unit

NAS Network-Attached Storage

NAT network address translation

NDMP Network Data Management Protocol
NetBIOS | Network Basic Input/Output System
NFS Network File System

NIC network interface card

NIS Network Information Service

NTFS New Technology File System

NTP Network Time Protocol

OID object identifier

ORB object request broker

0S operating system

PAP Password Authentication Protocol
PC personal computer

PCI Peripheral Component Interconnect
PDC Primary Domain Controller

PDU protocol data unit

PID process identifier

POSIX Portable Operating System Interface for UNIX
PP program product

RAID Redundant Array of Independent Disks
RAM random access memory

RAS Reliability Availability Serviceability
RCS Revision Control System

RD relational database

RFC Request for Comments

RID relative identifier

RPC remote procedure call

RSA Rivest, Shamir, and Adleman

SACL system access control list

SAN storage area network

SAS Serial Attached SCSI

SATA serial ATA

SAX Simple API for XML

SCSI Small Computer System Interface
SFTP SSH File Transfer Protocol

SHA secure hash algorithm

SID security identifier

SJIS Shift JIS

SLPR Storage Logical Partition

SMB Server Message Block

SMD5 Salted Message Digest 5
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SMTP

Simple Mail Transfer Protocol

SNMP Simple Network Management Protocol
SOAP Simple Object Access Protocol
SP service pack

SSD solid-state drive

SSH Secure Shell

SSHA Salted Secure Hash Algorithm
SSL Secure Sockets Layer

SSO single sign-on

SVGA Super Video Graphics Array
TCP Transmission Control Protocol
TFTP Trivial File Transfer Protocol
TLS Transport Layer Security

TOS type of service

TTL time to live

UAC User Account Control

UDP User Datagram Protocol

UID user identifier

UNC Universal Naming Convention
URI Uniform Resource Identifier
URL Uniform Resource Locator
UTC Coordinated Universal Time
UTF UCS Transformation Format
VDEV Virtual Device

VLAN virtual LAN

VLL Virtual LVI/LUN

WADL Web Application Description Language
WAN wide area network

WINS Windows Internet Name Service
WORM Write Once, Read Many

WS workstation

WWN World Wide Name

WWW World Wide Web

XDR External Data Representation
XFS extended file system

XML Extensible Markup Language
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Access Control Entry 98
ACE 98

ACE %1 ~7 115

ACE 777 115
ACE~2Zx7 115

ACL 74, 222

P R— b5
KDC #—,% 188

Active Directory

7 —7 1D FEEFk 58

FEhE % 58

o—H—ID FEIEE 58
Active Directory RAA 2 br—7— 30
Advanced ACL # 1 7 99, 222

Cc

2= P—EHSIE 50
CIFS 77t An/ 43

CIFS & 76
CIFS 4

CIFS 77 tAr 2z 43
L FROEE 98
ERLOEE 41
BRSO 42
R—ARTATOHRE 89
CIFS 7 747>k 30
CIFS ¥ — b 2 ORERR T 3%
SMB 2.0 D&% E 38, 40
EFRDOET 35

PREE— ROFRE 36

%5

a—F—v v B I ORE 38
CIFS 7= k=L 30
Classic ACL # 1 2 99, 222
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D

DACL 98

Discretionary Access Control List 98
DNS #—,3 199

DNS x> 189

F

FAQ 247
File Services Manager CO%EFIH 34, 198

ID~v 7 204

K
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