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ARREITHHATIEH Y FH A, E L, BEERE R AL COREN I TR
B, BHEBRE R A A kSN2 —W, 7 /V—7 % iStorage HS |27 7 &
ATEFERHA, iz, BEBURE AL 8BS NTZ2—Y, ZL—T7 D ACL
WEEND T 7 A« 74 /F L, iStorage HS ~DE X AL « FEAAAIZRKK L £
R
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2110 ACLAENLE 7 7A IV AT LADELT

AL RNT —7 7 v—7 (H) ICRES N TV & XIERENTZ T 7 A VT AT A
I3 ACL M EZNIZ 70 > TWET, ACL 2T 25 81X ACL AR 7 7 A VT AT A
DT —EBITRRETT, [23ACL BHEZR T 74> X T A~NDEIT) B LT
T—EBATEIT o TS0,
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TAT N INOEERET DM END DY
T2 ERBATT DRENH Y T,
JEATERWT =2 RHL5GE

DIL:\I:IIEb blj DD}L j

EEEADFZ1T

T, BEE R ETE R L Y
\Z ACL DMEZN 2 7 7 A )L AT AT
WOL—PTIIT

LTCACL N7 7 ANV AT AT =X BT THENNBELRDE4, £/,

ACL B2 7 7 A VY AT A7 WA

DT — Z G L HE 72

TbH., ACL WEGRBEFED 7 7 A LV AT A
Bl V=27 7 —

7 (L F) BEETT 7 BERAREERD KD

W, BED 7 7 AN, TANE~BERT Vv AEORTEEERBTHLERH Y F1,
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2.2.2 ACL NEZN72 7 7 A W AT B~DBAT
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2.2.5 Backup Operators £ [R T DHz#i

| 226 BEts7 7 AL ACLZE

227 7274 T EbOEWr
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229 J7AINVAT DT T AR— |

2.2.10 FEEH RO E

| 2211 771 rv 27 20y 24—

2212 754 T N D O
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ACL B2 7 7 A NV AT A0S D545,
N2 7 7 AN AT NIBITLET,

(CBRE B IEE L £

Windows 77 7 A 7 > k5 iStorage HS ~D i
ZHIWT L £,

BEfE7 741D ACL W4 572
Mg — T 7 v A4 55 E%ﬁwiﬁo

HE LT — C Windows 7 7 A 7 > kD>
> iStorage HS (285t L £,

uuuﬁﬁﬁ@@ﬁiﬁé%ﬂfr774}ﬂ/ T 7' AT
5L, MEV7AND ACLELEFE LET,

Windows 27 7 A 7 > h )5 iStorage HS ~DH2
el TR D=

L —TT 7 R THRELMERL T,
ARES REBATT H 7212, CIFS 7 7 A b

AT WET I AR— Fbi?o

FALE % Active Directory 235 U — 2 7 L—
7 (R BT LET,

TIAT VIR TAHCIFS 7 7 A VT AT
LET I AR—FLET,

Windows 77 7 A 7 N7 iStorage HS [ ZHE#t L
7
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ARFNETIILLT OFEFTHER A LT,

T — 7 T —T
WEAFHDO R AT — R
@ UV ITAT UMD BERT AT T AN AT AL

222 ACLANEMNLG I 74 IV AT LADIET

ACL B2 7 7 A NV AT ADNFHELBRWEE, ARFRIEXARETT,

ACL BN 7 7 ANV AT AERIEFREF % LRI 2855813, ACL BN E /7 7
AN AT AA~DT — ZBITINBERNIME TS,  [2.4 ACL FVHEZ) R 7 7 4 /b2 X 7 A~
DEIT) #BB L CT—FBITE2IT-o T TEE W,

223 72472 oD

7747 Mnb iStorage HS ZUIWT L £3, UIMr§ 2RIIC7 7 A LT X T HIZT 7 £ A
LTWRWI EEHERLTLES, [fERB 2 Z 7 72 Fr6DGl %5 L TL
ZE,

2.2.4 Backup Operators D&% E

FRREHF R OBATRNCAER L7 7 7 A4 /UL, Active Directory i8slE COERFFIZFIH S 5

2—YRT 7 ANFTEHE LD ACL M5 ShTWwWET, V—2 7 —7 (bF) GGk
TIHZOZ—FEFATERNZD, TNLOBEGFET 7 ANVDT 7B AFAIOERENTE
FH A, BAEFROBITRIIERT 27 7 ANV ERRRICT 7 B RAFFATOEE 2 /[REICT 5
WZiE, V=2 70— () BIETHL 7 7 A NVICFTAEE L LTT 7 BATEL L H1CT
LUHENHYET, OO, BMEZ7 7 ANVOHAEEY— 2 7 v—7 () FRBETH
AT 2a2—PICEETLHLERDD £7,
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FIAE CTRNT 7 AVD ACL AR T 572912, ACL DF = v 7 %51F 72\ Backup
Operators ¥R % -5 — 4 C iStorage HS (284t L £3°,  [2.2.4 Backup Operators D%
| ~ [2.2.8 Backup Operators FZEDHEER] DFNALT 7 AV« 7 VEPFEET DT
TOCIFS 77 ANV AT KR L TIToTLIEE W,

VAT NEHEO—Y 4 (BEEMEIL sysadmin) TEHL — RIZCLInZ A > L, LFOD
Ay REFITLTIEIN, B — FICHERT DRI, #kke LN 7 e —7
AT IPT RUAEZREL T &N,

Backup Operators HE[R % 5- 2 % == —H 21X, iStorage HS FATE T 5 KA A DIEE D2 —
PEREL TS, avr RICETL HEME =2y P 772X @ Teifs] %
ZHLTIEEN,

# cifs modify name=<7 7A IR TLHB> ¥

backup-operators=<Backup Operators HEREE5Z51—5 4>

2.2.5 Backup Operators R T D Bt

BEAR 7 7 A VOFIAZE AL LT, V—2 Z0—7 () BRI EBEZLT 21 253
FDOEREFHEIZT D720, [2.2.4 Backup Operators DF¢7E) ~C Backup Operators HERE
52 fca—W & L CiStorage HS ICHEfE L £ ¥, [AdRA 2 F 0 72 P76 DEERE| %
S CHEGE A2 1T - T < 72 &\, Backup Operators HEFE % 5 - 7= sample01 = — 3 THEfE
DMEIIUTO L1272 £,
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A ZANTLZE W, ITFTOX S RBEHEARFINET,

'HYDRAstor' @ fs1 ZX@F0MT+( HE|
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emo. | EEsE |

Evervaone 7 25F0] () #FaT IEL
20 T ko= O
TE O
S AR CSETT O
O
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O

FHIHIHEN—EET
=
£EAH =

SRR T TR AR TR B segeae
HIEATE] BASDL TR SEHEEREY |

ok | et | mEw |

O004a04a

2 Ry MU—=T RIATDT 0T 4

eX=2V7 1) #7%27 Vv 7 LET,

(T N—T % F 7 ixa—F 4] 225 [Everyone) Z#iEIRL E T,
[N arvbha—] OFATOF v 7Ry 7 AR LET,
(FEMERE) 22 Vv 27 LET,

wok wn
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&Fa] Everyone 2 200 i isET A cZ L, T
T kwdraexport (Unix Group.. 2 2o R0-J) <L 7 LA D
FFer hydraexport (Unix User¥.. 2 JRO0-J) <t Ly DA HDH
Emm. | wEE. | BEsE |
Rt ET R T O AR T EC DA YU 18 b T A YV IO b ATIURIETE DI L, ENSECCTIRTANES
EN LSBT E S A

Tl b E ) e sy Y N a2 e (A e e el o1 2 E A S T 3 G

PO AR E =T LE T,

ok | #Hebn | #Aw |

X 3 XU T 1 OFFEMERE
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e

7. IFA TV FITARTOT 7 BAFA M) &2, 2R RSN TWDH MY
TFAT7 V=7 MCEHTLbDOTERT D] OF =y 7Ry 7 A2 BRLET,

8. [OKJ 227V vy27 LET,

227 72472 b oDY]ER

Backup Operators #ERR Tt L T\ D 27 T A 7 F )26 iStorage HS Z UMW L £ 97, BIlrd
DANC T 7 ANV AT LT 7 EAL T RN I 2R LT ESY, [MEE 7 F
AT R EDGR EBRLTIIZEN,
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VAT NEHEO—Y 4 (BEEMEIL sysadmin) TEHL — RIZCLInZ AL, LFOD
v REFITLTLLES N, BH — NICHERT 2BRICIE, #kebs LN 7 v —7
4T IPT RLAZIBELTLEZESN, a~vr FICET LM Ty MY 770
X D Teifs] ZZRLTITZEN,

# cifs modify name=< [2.2.4 Backup Operators DiXE] THELEI7Z7AILIVRATLA

%> backup-operators=none

229 TD7AINATLDT oI RAER—

CIFS 77 ANV AT AETRCT VI AR—MLET, 22— =T N O [5E4
B AN RTARTEDEE O 1 7740 X7he 7~ 95 2R
TREEIT-o TLIEEN,

2.2.10 FBEEAKXDEERTE

iStorage HS OFRFE S A U — 27 7 v—7" (ify) FRREICEREL £ 77,

VAT LNEHEO2—V4 (BEEMIL sysadmin) TEHE ) — KIZCLIeZ AL, LFD
Ay REFTLTLSES N, B — FICERT DI, #kke LN v —T
AT IPT RUAZREL TS, avy NCET LM T2~ PV 7712
X D lcifs config) ZZMML T TZE W,

# cifs config clear
# cifs config set authmethod=share ¥
workgroup=<7—%92 JIL—T&> ¥
auth={yes /SAT—REBIEEZITI) | no (\NRT— FERIEZTHLLY) )

# cifs config show
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2.4.3 Backup Operators D&% E

ACL OF = v 7 %517 72\ Backup Operators #[R % -2 = — 4 T iStorage HS {28kt L £
R

VAT NEHE O —V4 (BEEEIE sysadmin) THEB — RIZCLIrZ A L, LLFD
awr REFFTLTLSEE N, BH ) — RICERT 28ICE, Bt LU 7 n—7
AT IPT RLAZEELTIES Y,

Backup Operators HE[R % 5- % 5 = —HIZ1%, Active Directory DfEE O —H A FEE L TL
FEW, avy RICET ML Ty MU 772X O Teifs) #5RLTLEE
W,

# cifs modify name=<7 7A IV RTLE> ¥

backup-operators=<Backup Operators ¥ERZ#5X 51 —H %>

2.4.4 Backup Operators &R T 0 {5

[2.4.3 Backup Operators D& | ~C Backup Operators #[E% 5 % 7z =—H# & LT, ACL 2%
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ZEIFTEERA, FDD, xcopy TlX “V0” AT a v EBETHILIXTE
FH A, robocopy Tli, “/eopy:SOU” 7/ a v EIETHI LITTETERA,

iStorage HS 1ZEEAEREREIZ DWW TIE YA — ML TEY £ A, xcopy TIEZ 7 1L D
BEAOREL AL —T25700 X A7 a BRETDHI LI TEERA, £
7=. robocopy Tlix “Jcopy:U” X7 a VEBETHI LITTEERA,
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DETIL, Active Directory ik CEHTX 5 ACLIZ L 57 7 B AHIHIZOWCTEB L ET,

3.1 ACL O#fZE

ARHEITIE, ACL OMZEIZSWTHBILET, ACLZFIATHZ LIk, 77 A0, 7
FNE T TR LT TEDX S REELZFFA 2500 LI EMEZERT LI L
NTELLEHT7e £3, EIRMIZIT iStorage HS I1ZLL FOEEE YR — F LTV ET,
TR AR =Y ZA—T OB, Hlikk, BIOT 7 EAFAORE (K
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ACL (21X Active Directory (ZBEk SN2/ NV —T /2 —HF DHFHETE ET, Active
Directory (2B SN TRV —H NI N—T /2 —F 2 EDDH LiFTEER
Ve

Enterprise Admins 2 /L— 7 D X L3 ZAH ] U CARL L ZHaRe L 7o 6. & B R HE
TR TCEEE A,

EE®» vtV ANV —T%FA LT 7 AN TN EOT 7 AHEILTE A,
E/L A T N—T OFEMIZ OV TIX Microsoft D AR — hR_R—T 2SR L TL7E
S0,

AT N OREBIOZRITIR—-FLTWERA, RS EDOT 7 4 1Tk
LTHEAEZ P ZRELESEA, 77 BEARERSNET,
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POEAFFEILL T

Emo. | #EE. | wme |

v BMGOIERET s P A e R DA T T 1D e F AT IO ATIHRE TEBLI L. TR TIRTHER
ENTLBbOCE S

POUAGHOSEIERTLES.

ok | wevbr | mEE |

X 6 ACL DB, fE. HIK

CIFS FIfHDF 5/ &



E3F I71I 7Dt Al

testtxt O7% 1Y T« OLAHTE HE
Pt FEE | EmtrtaseT |

%@gﬁ%;%%@%?ﬁT’C‘tlﬂﬂiﬂiﬁ?&ﬁﬁiﬁﬂft\mi\ AU H MO E RSN, FAFEEERN ST

COTA T LD FEORTEEC)

|test (ADP A¥test)

FiFENEED)
2T
ﬁz Administrators (SNOTOT¥Administrators)
€2 hdra (MANLAHydray
€ bydra (Unix Userhydra)

2 -4 —FAEL ). |

it 1

ok | =ewn || wme |

X 7 FTHEEOERE

CIFS FIfHDF 5/ & 27



E3F I71I 7Dt A

28

3.2 ACL OBEfE(E

AEITIE, 77AN s THAVFIAEEND ACL OBEEEIZ OV TR L £,
TrAN, TANZICBERE L THREINDT 7 B AFFANILL FD D X 9 IZ Everyone
TN—TWRTH7NVar ba—LOFaORLRYET, £lo, Z7 AN, THNLED
FTEEZTZ 7 A0, THNVEOERELRDET, 77 AN, 7+ OIERE R
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3.3 ACLOEIFEENZE R

AHITIZ, ACL OBEEEDOE L HFIEIZOWTHIILE T,

ACL OREEAEIL, iStorage HS IZHEi 95 Windows 7 7 A 7 2 h 26 7 4+ /L X2 ACL %
RETHZET, REBICEL 7 A NVFBTIHEREND 7 7 Ay, 74 NVZ R EALT +
JVZ D ACL ZfkK L £,

ACLIZRREZ L TW e —H « ZIL—TF N RAL UnbHIREN L2 EICL, &
HEFTT 7 AL THILE~DT 7 EANTERL o84 . Domain Admins 7
N—T DWHEREFFo T2 — Tt L CATA B =28 LTtk FTA & OHERR Tt
LTCACL Z@ENCAEE L T EEV, @%, Domain Admins OHERRIX K A 1 &
BE D> CTWE T, Domain Admins #E[R CTOEHEN TE 2 WGHE . cifsacl 2~
REFMATHZET, BELLET 7 AN THNLED ACL’S:Everyone T N—FIZ
*tFH 7NV ha—VFRORMIEE L, 77 EAARRIZTAHIEBRTEET,
avy NICET 28T T2 PV 772X @ lcifsacl) 2L T EE
AN

l. 7947 bbb AT 0= %&E£7,
2. BEMAEES D74 NMF 524527 v LET,
3. TanT g 2@RLET,

4. TeFx=2V7 1) Z7EERLET,

'HYDRAstor' ) sample Z:XD2OMT+ |
248 TFT|

HL =T 1 -G
€77 Everyone

Emo. | Eme |
PoBAET #FeT

2l T ba=l O
TrE O
ERHEEET O
O
O
O

HHILEIAED—BRET
ST
Sty

B PO AN e g SRS E R R A B0, BF
HIEATE] BV AL TLIEE

ok | Hetn | ommw |

10 ACL OBEEMEDOZE T
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5. BEEEERDa—WFEFITIN—7%280 - §IELET,
6. MEMELLDI—FLETINIIN—TZDOT 7 AL EHELET,
7. [OK] #7 VU v27 LET,
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3.4 {SHEBEEREFAMUOEM

AHEITIL, iStorage HS OFTET 5 R A A > LEHEBMENFEIZN T DEMEBMRLE KA A v
DEGEITIE DWW T L 97,

AREFBHETIED Y EH A, 2L, BEHERE RAL COREN S TR

LA, BEMRIE B AL VISR SN2 —Y, 7 )L—7 % iStorage HS IZ 7 7 &
ACEFEHA, T2, BEBEBE FA L VB EESNT2—F, ZL—70 ACL
NEEND T 7 AV« 74 /VZ 1L, iStorage HS ~DEE AL « FEArIARTRK L %
j—o

VY= a VOREEToTWDHEE, L7 BB EEBERE RA A D2
EEITHOTL XN, FE X 135 L7V r—2 g DEEFHE 3B LT
SV, VU Tr—vait, TAVAZ Y ANY VY a— 3L LT, iStorage
HSHMTT7 7 ANV AT LB VT r— T A8HETT, VU r— a VKBS
ONWTCOFME 22— =Xy N O TF8E L7 r—2a2] #BRLT
<IEEW,

BARBIE LT, UTFTORDLE S RAAL L A, RAAL VB, FAALLC. KAAL D, O

RAAL LY U —R3% 1, iStorage HS 73 KA A > CIZFTE L CWAEA O, [FHFEBARE R

A OFETEEEOREFTEZOWTHILET,

example.local

RAAL > CIZHTR
fE R ER
kA1~ B kA C
bbb.example.local ccc.example.local et
iStorage HS
RxA4 D

ddd.ccc.example.local

1.

X 11 [FHEBRIE R A A OKE

RAA L CIZFTIE L TWA Windows — NI K AL V CIZFTBEL TWA2—YTo

A4 LET,
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2. FiBRT 2D RAAL COEHEBRE RAAL U ERRDID, a~vr R7ar 7 Mnb
netdom =~ > R&3(TL £J, netdom =~ K%, Windows Server 2003 Tix¥
A= hY =& ENTWET, Windows Server 2008 LAKE TIIIEHETA > A h—1
SINTWET, EREFETONILLTOL O IT20 £7,

(F0)

netdom query /Domain:<iStorage HS IZERTE L7z Active Directory D DNS FA A V%>
TRUST

(FATHY)

C:¥>netdom query /Domain:c.example.local TRUST

EEOAAUEET HBD KA Y BROER
<=> example.local

E#

<=> ddd.ccc.example.local

E#

<=> bbb.example.local

Df:

ATV RRFELSETLELT,

3. A~y ROFETHRO MEET MO RAL ] ICERSND RAL AN, BRET
LIEHBAMRIED DNS R A A 402720 9, (FHBILRIE DNS AL A ZRET D
cifs config modify =~ > FIZUTDO XS IZeV £7, Tav P PV Z7rL2X] O
lcifs config) #ZM L TRELIToTLIEINY,

(FATHY)

# cifs config modify trustdom-add=¥
1/example.local, ¥
2/ddd.ccc.example.local, ¥
3/bbb.example.local

# cifs config show
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3.5 LIVhr—33av0FEEEIE

AHiITIX, CIFS CLF U —v a3 VEERT ABEOEEFHIZOWTHI L ET,

CIFS 77 ANV AT L LTV r—ya T 584, FRlc~AZE LT Y Ao
AT AN CFRRESFRIC D L O ICREL T ES W, £, #BEEHRUT Active Directory
EIRETDHDHE. RAAL VREICE > TREFIENRLZY £,

& < 2RZMELELVTYNMTHIET D NAAL HFE L,
RAAL L T EIZ—E L RDNEZTZRD T TZE W, cifs config modify =+ >
R trustdom-add /N7 A — % T<number>ZfiET LB H L ET, FEflL [ =
P RY T LX) O Teifs) #BBLTL S0,
Y AZPL AT LOGBEBERE N AL P ORELRICHEEZ LT BRIV AT L
WEH T 25 61%., v~ A Z 2 A7 AT cifs config show trustdomain-command =
YU REFETL HAESNDa~vr Re LT Y I AT L TEITLTLES
W, FEMIX =2~ R Y 77 LX) @ lcifs config) #ZHRLTL IS0,

o < XZMELVTVIATHIRYT D AL R RRD,
~ALPE VTV ARD RAAL AIEHBEREFEA TV DOLERDH Y £,
RAAL L ZTEIZ—EERDMENERZRO T TZIV, cifs config set 2~ D
domain-number /X7 A — & (O <number>33 L O cifs config modify =~ > KD
trustdom-add /N7 A — % O<number>% fEET HEITHH L EJ, FEMIE T =~
RV Z7L2X) O leifs]) #ZRLTITZE0,
v AHAIE KA A AAITIE, iStorage HS OFTRT 2 KA A VIR 5729,
iStorage HS 2"FTI& % R A A  OBIE S b TN ZNELRY £9, LarL, GUI
Tl iStorage HS OFfJRT 2% KA A L OMBIF S EIEET HZ LN T EHA
BEEMED 0 NEHAINET) . TOLD LT U AAITOFRIEST XD EITIL,
cifs config set =~ > K domain-number /X7 X — % TL 7V Bl 27 ADFTE
T RAAL ORBIFRZZHEL TSN,
fEHEBALRIE R A A DOFXTEIZI cifs config show trustdomain-command =< > KD
Hi 748 B 2 97, cifs config modify =~ o REEHEMH L T ZE W, cifs
config show trustdomain-command =~ > KX~ AXflE L7V I CTHET % K
AA BRI CGHEIERAT a3~ FTH, Mo THEA LGS, v~ 22 [lE L
U D ACL BAES &2 £,
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® LT7UDNMTHET D FAAL DR,

VU r—varbty FOBERIITEETR, VT U DD AT LB AL
BMTLHETLTIAMDOT 7 A VT AT KIET 7 BEATE ERE A,

RAAL L TEIZ—E &R DMANFE S ZRD T IZI W, cifs config set 7~ KD
domain-number /X7 A — & O <number>F L O} cifs config modify =~ K D
trustdom-add /X7 A — % O<number>Z fEE T HEITHT L £, FEMIE T =~

KUV Z7L2X) O Teifs] #ZRLTITEEN,
cifs config set =~ > K cifs config modify =1~ > RIZ force 7' a Y EZET 5
LT AFMERUBGESRAFET D2 ENTEET, FALS UPFEELR
WEREE T GUI 2 L CRRBE S 2R ET 5 2 LIXTE £ A,
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3.51 TRRAELTYATFRFAAUNELEE

L7 r—va VEERT BB, ~AFAAE LT U BAITEL RAAL ICHFTRT AHE6D
RAA VERBEORTEFTEICOWNTEMARFTHE LET,

® LUUTOHRDEIZRRFRAAL L AL RAAL LB, RAL L C, RAALY D, DALY
U—23% b, iStorage HS IX KA A > CIZFTR L T\ 5,

® FAAVOBIEZITZENENRALL ANL, FAL BRI, RAAL Y CHO,
FALDMR2ERESATVDHDET D,

& < ARFMBIOLVTY IRDOFEGES XU Active Directory 23 HEE AL TV 5D,

® vRAMOERBIRE KA AL LV OBREIXT TIIT-o TN D,

LEE - ESES example.local EEENES

RAL A
BANEE 1

bbb.example.local
FAALV B
WRE 5 3

l/ | —_— ‘t\\
TJUr—vavtyk JER—

ccc.example.local

FAL C
PAIES 0
ddd.ccc.example.local
FAAL D
W5 2

12 FRAEH K Active Directory DGO L 7Y fr— 3 >
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Pt

1. < AZIT cifs config show trustdomain-command =~ > R& (T L E 7,

CIFS Configuration

cifs config modify trustdom-

ExitStatus:0

add=1/example.local,2/ddd.ccc.example.local, 3/bbb.example.local

# cifs config show trustdomain-command

2. FlE1OHEDFEREZMEH L TL 7 U BT cifs configmodify =~ > REFATLE T,

# cifs config modify ¥

trustdom-add=1/example.local,2/ddd.ccc.example.local, 3/bbb.example.local

3. < AHAIE VT Y BT cifs config show 2~ REFEFTL, DNS FAA 4, {55
BILRSE DNS R A A AT EDBIRNT L AR LET, RAAL & RAAL U OiH]
B OFNGERN, v AZ VT U DAITEREN W L 2R LET,

~ A Al

# cifs config show
CIFS Configuration

CIFS Config Node

CIFS Config NETBIOS

CIFS Config Authmethod
CIFS Config Allow

CIFS Config Deny

CIFS Config Domain

CIFS Config Dnsdomain
CIFS Config DomainNumber
CIFS Config DomainController
CIFS Config TrustDomainl
CIFS Config TrustDomain2
CIFS Config TrustDomain3

ExitStatus:0

HNO0101
MASTER0101
ads
192.168.1.10
192.168.1.0/255.255.255.0
ccc
ccc.example.local
0
*
example.local
ddd.ccc.example.local
bbb.example.local

L7

# cifs config show
CIFS Configuration

CIFS Config Node

CIFS Config NETBIOS

CIFS Config Authmethod
CIFS Config Allow

CIFS Config Deny

CIFS Config Domain

CIFS Config Dnsdomain
CIFS Config DomainNumber
CIFS Config DomainController
CIFS Config TrustDomainl
CIFS Config TrustDomain2
CIFS Config TrustDomain3

ExitStatus:0

HNO101
REPLIO0101
ads
192.168.1.10
192.168.1.0/255.255.255.0
ccc
ccc.example.local
0
*
example.local
ddd.ccc.example.local
bbb.example.local

CIFS FIfHDF 5/ &
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352 TRRAELITVATRAA N ELDGE

L7 r—a VEERT AR, v AZAE LT Y HAITRRD RAAL VISR T D56
D RAA BRBEOREFTIEIZOWTEARETHE L EI,

UTDOKDOE S RAAL L A, RAL VB, FALY C, RAAL LD, ODRAAL LY
V—NHo, ~2ZMEIFAAL LB, LU BNEI R AL CIZFTEL TV D,
KA A DOFBBFFIIFNFNLRAL L ANL, FAL VBB 0, FAL L CH2
RAL VDRI EREESNTWVDEHEDET D,

~ A Z A OFFE ST KU Active Directory 235 E STV 5, L7 Y IANEREGE T N
ENZ LTV,

~ 2 ZMOEFERIRE R A A OB EITT TITIT- TV 5D,

fasaratR

example.local

RFAAL A

fEE LR

BRANEE 1

bbb.example.local ccc.example.local
FAAL 2B FAALY»C
HHIE S 0 HAE S 2

ddd.ccc.example.local
KAAL > D
HRIEE 3

13 FRAEH KD Active Directory OG0 L 7Y fr— 3 >
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~ A A

$3E

FI‘LA‘FIEji‘AtO) Hﬂiﬂ%—fﬁﬁwu Li'ﬂ—o

74T A% {H

# cifs config show
CIFS Configuration

CIFS Config Node

CIFS Config NETBIOS

CIFS Config Authmethod
CIFS Config Allow

CIFS Config Deny

CIFS Config Domain

CIFS Config Dnsdomain
CIFS Config DomainNumber
CIFS Config DomainController
CIFS Config TrustDomainl
CIFS Config TrustDomain2
CIFS Config TrustDomain3

ExitStatus:0

HNO101
MASTER0101
ads
192.168.1.10
192.168.1.0/255.255.255.0
bbb
bbb.example.local
0
192.168.1.3
example.local
ccc.example.local
ddd.ccc.example.local

2. VLU o

DOFBAEST LR E L ET,

O, GUI TEREZITH> Z LT TEXERFA, )

L0 A

(TR %5 FAA » OBIESZIREST 572

netbios-name=REPLI ¥
domain=ccc ¥

domain-number=2 ¥
dc=auto

Please wait for a while.
ExitStatus:0

ExitStatus:0

# cifs config set authmethod=ads ¥

dnsdomainname=ccc.example.com ¥

# cifs join user=XXXXX passwd=XXXXXXXX

3. LU AICEEBRIE RAAL LV OREE

L7

1TWEF,

0/bbb.example.local, ¥
1/example.local, ¥
3/ddd.ccc.example.local
Please wait for a while.
ExitStatus:0

# cifs config modify trustdom-add=

CIFS FIfHDF 5/ &
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4. L7 U BT cifs config show 2~ REFEITL, FAAL & RAAL U OFRIESD
KGCBIRA, v~ AZ L VT Y ITERNRNWZ L 2R LET,

V7Y A

# cifs config show

CIFS Configuration

CIFS Config Node HNO101

CIFS Config NETBIOS REPLI0101

CIFS Config Authmethod ads

CIFS Config Allow 192.168.1.10

CIFS Config Deny 192.168.1.0/255.255.255.0
CIFS Config Domain ccc

CIFS Config Dnsdomain ccc.example.local
CIFS Config DomainNumber 2

CIFS Config DomainController *

CIFS Config TrustDomainO bbb.example.local
CIFS Config TrustDomainl example.local

CIFS Config TrustDomain3 ddd.ccc.example.local
ExitStatus:0
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FA4E J71IVIEHR

FA4E T71IIEHR

ZOIETIL, Windows E AHMEOH D7 7 A WVEBHERB LI OZ A LAX IS L7 7 A VT A
T LI OWTHHALET,

4.1 HEREHIE

A TIZCIFS 77 ANV AT ADF T a o ERETSHZ L T, Windows D7 7 A /L
VAT L (NTES) EHMMEOHHLLTO 7 7 A MEHRE . REFT 252 ENATEETT,

1. Z77ANVEME
2. HALAZLS

RET—2 AR —Ao BEEERICOVWTITIYR—-F LT EHA, Bz b
VERELLLG, 77 BABREGINET,
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411 7274 ILEHE

AKBZT7 7 ANVERST T a0 b7 7 A NVENENIEOF T a BB TH L
T, UTOo7 7 ANV ENEERFFTEET,

1. #AEY EH

2. BLZ7AL
3. VATALTrFAI
4. T—hAT

Ty ANBEIGA T a7 7 ANVBEORSIZLL TOEROEY T,

&1 ZrANVBEMEISA T3 v

7 7 A Vg T ANBHRISA T a v T ANBHERISE T a
5 R

FeA Y HH O O

L7710 X O

VAT AT A X O

T—=AT O O

E® 77 A VBEEIGA T Y 3 U RESDSE IR LT 7 AL« T4 L
FUIWCKHL TR L7 7 ANVBHEE AT A7 7 A NVEBMEOBREITTXEHA, F7-
KRN E SN 7 7 ANV ERBGITEH LTS E6, BRLZ 7 A VB, AT
L7 7 ANVEBHEDOTFRPEEINET,

DE® ACLEAEZN 7 7 ANV AT LORE. 77 A NVEMERNGEOA 7 > 3 X mEIIC A%
LR FES,
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412 BALARZVT

BA DA TIHIET DDA T a bt LT, AALAF L TEF a7 o+
ZAABEELF T arD2o0H Y £97,

BADNAB LT AT g
T a VR, BEAROALDRFFSNET, A7 a v 2acTs 2 LT,
TERAREE 7 7 B ARREARFFT D Z D ARBE R . BX A LARZ T lus b
100ns HEAZIZKEEE 3 M) B L £ 7,

T REARREA T a v
BA DAL TH T a {8, o, T7BAHEEA 7Y a VG, 778 AH
KL ATV OO ERN D ST HEDHERH LET, XA LRZ T
FTa B, o, TIZRARKELT 7Y a v EADRL, 24T b DE
KICBRARL . T 7 A NGB T 7V A LA, 778 AARE2EH L £,
A DRZ T AT g G ERKAIRFE 7 7 & 2 B IR E T H I & [ U272
DET,

BFTarbBZALREZ L TOBRIILUTOXRDEY T,

F 2 ZrANBHREA T g v

BA DAL LT BALDARAR T H T ay BALDRBE T F T ay BA LR T F T ay
) (BEEM) B A%

T AR T g v T RAREES TV a v TUEARREA T g v
) (BEEMH) ) (BEEH) GE))
1ERY A IR X O O
FHT Iy O O O
7 U A HEF X A O

ED 7 /ALY a b ZHEMULTIERE. 77 ANV HRARBRICE A DAZ T
NEFEINDIZD, A7 a VEPIFL LTI 7 A VT 7 ARSI L F
T, T, ARV T VB ATHA LAX U TINEHFINDLT-D, BH LTV
Tr7ANNL TN r—2 3 NCBWTL T Y B AT A~ —%H L £
R
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42 EREAHIE

CIFS 7 7 A VI AT LEAERT BB, 77 AN AT MERBE O EERA T a v
THMNCT D7 7 ANERA T arDF v IRy 7 AERIRLET, ACLOFZT
v IRy 7 AEBRRLIGE, 77 AVBETASICRRESES, o, #M LR
BT DF v IRy I ABERIRL2WEGE, 77 8AHBKOF = v 7 KRy 7 ALERT
TEHA, =TT AR— KNI AT TNFS Z45E LT2HE. 7 7 A VFEHRA 72 a &R
T&EEHA,

E» 77 ANV AT AMERBIE T 7 ANERS T > a VOEFIXTE EHA,

=L _ s
Fracrt |} @ixsgzr Oksivgm
BRI 25472 [
O TR BITEM A~ 2EERLE T,
HWEES STt
O T AVERFIUIDIEMI~—TFHEPLET,
raliiaA e,
T=I-24030F [ wm [CvsiCommiaun) [
FxANA—I DA A =) RN I DA AT LA D
WORM B (WORMS-=2 A0 L)
ACL Hih
A Z7 I
iLAsed [ FrEigE
RSt E
Bt
b P AN = BT S A D A LA — R S hi TRV E T, 3
OK *p

14 77 ANERA T 3 LV ORE
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BES5E EHHIRE

ZDOETIL, Windows 7 FA T FDIP T RLAIZE DT 7 AHIFEIZOWNTHBE L £,

s — | &4 JL M=

51 YATLEINERTE

cifs config 2~ > KD allow/deny /N7 A —# T A7 AHNLIZ Windows 7 7 A4 7 2 kO
AR AR ETEET,

GUI AL, CIFS BN H % v M7 — 7 HlREZBIR L TR E L T IEEW,

allow /X7 A —Z(Z all Z57E L T deny /37 A —Z(Z none {5 7E L= E1LT X TD Y 7
AT MR TEET,

deny /XT A —Z(Z all Z#$FE L Callow /NT7 A —X ZEE LRWERIEL, T X3TDO7 74
TV IO ERNTE L2 F£7, deny /NT A —HZIZall ZHEE L7ZGE. allow /T
A—HZal ZHELTHTRXTOT T4 T2 Mo TEEREA, deny /8T A —HZ (T
all ZFE L Callow /X7 A —XIZIP 7 RV RAEZFE LIZGET, allow /X7 XA — X ITHRE
LIEIP T RLAD T 47 2 METBRERTEET,

allow /X7 A —HIZIP 7 RV AZFE L CTdeny /37 A —& ZHEE L2 WGEIT, allow /3
TA—HIHRE LTZIP T RLVAD I FA T NET N TE £, BED I AT~
FB TR AT AT 2V AT LB WET L5 BT 0T NERA LTS,

WED T TAT Vv MInbOEFEIRST 5V AT LAEHET 5B A1, deny 787 A —4
BB AIESRT D27 74T FOIP T RLAZIEEL T, allow 237 A —HFIHEE L FH
/I/O

allow 737 A —% & deny /8T A—=ZIZFUIP 7 RLAZIRETHZ LITFEL R,
RN £,

ERRDIP T FLRA%, allow /8T A—# & deny /8T A — X ITEETHZ L HEHD
JEMES ZWT T THOAEDTIED Y EHA, BEREAFAI LW T4 T 2 bR D
JHuE allow 87 A—Z THIR L, FEELIZWT T4 7> b2 72 if deny /87 A —
A CHIRT 2 Z & NEBEZBHICT 52y T,

BHNEMZ R DD T, 77 ANV AT ABEMICHERZHIR L WAL AT LORE
IIEEEMECRIAT 5 2 L 2R L E4,
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5.2 J7ANVIATLBLIDERTE

cifs export 2> REB X Wcifs modify 2~ R TT 7 A /LT AT LABNLIZ Windows 7 T
AT POERAGERETEET,

allow /X7 A —Z|Z all #45E L T deny /37 A —#|Z none ZfiE L7 H G 1T XTHr 7
AT P LEERTE ET,

deny /XT A —XZ(Z all Z#$FE L Callow /N7 A —X Z4EE LRWIGEAIL, 7 XTDO7 74
T IDOERNTE 2L 2 F£7, deny /NT A —HZ(Zall ZHEE LG E. allow /3T
A—HZal ZHELTHTRXTOI TA4 T Mo TEER A, deny /8T A —HZ (T
all ZfHE L Callow /X7 A —Z|ZIP 7 L AZHEE LT-HEIL. allow /3T A —Z|ZHRE
LIIPT RVADY FA7T 2 MNET R HERTEET,

allow /X7 A —HIZIP 7 RV AZFEE L CTdeny /37 A —& ZHEE L2 WIGEIT, allow /¥
TA—HIHRELIZIP T RLAD I TA T v FETNEHRTEET, 77 ANV AT A
2 FFED T TA T MBI HRR AT LoV IX 20 NERA L T EE N,

BEDI TAT v "D DOEREEGT D7 7 ANV AT LEERT 25A 1L, deny /¥
TRA =BG RS T DI TA T FDOIP T RLAZIRBEL T, allow 237 A —# |It5
T LEEA,

allow /X7 A —4 L deny N T A —ZIZEUIP T RVAEBET A EIZFEERY, #
RENIENIC D £,

FERRDIPT RL A%, allow /8T A—% L deny /8T A—XITHETDHZ EHEHED
JFMES AT THVANTIED D A, HERETFAI LN T4 7 2 NOFRD72
Jhuf allow /8T A—=F THIR L, AELZWT T4 72 bb 7 irhiE deny 737 A —
X CHIRT 2 Z &N EHEFHICT 52V T,
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F6E tF¥aiUrq ik

ZOETIE, CIFSHEDOEX 2V T 4 2L T AR EICOWVWTHALET,

6.1 LDAP &{ENIES1L

AHITIX, Active Directory s&ED{# HFFIZ, iStorage HS & Active Directory [#]® LDAP i
BEarbd 2 FIELHH L ET,

6.1.1 JL— FEEBHE D ERE

Active Directory ™ /L— R FER]E % iStorage HS |Z#aE L £ 7, #iik SN -fEEZFRIAH L
C. iStorage HS | Active Directory & @ LDAP @3 & H 5L L ¥,
FTP T iStorage HS D&/ — NIZFEAEAZBE N T EE 0,

# ftp <iStorage HS DHEZ7O—TFT 125 IP7 KL R>
User: <« VATLEBEDI—HYEEAN
Password: —ORTLEEBEDINRT—FZAA

ftp> bin
ftp> put <F{BAED I 7AILE>

ftp> bye

6.1.2 FREEFKXDEEXRTE

FTP &G ICHE E LTV AT ABHE TR ) — NI CLIrn /AL, UFToa<wr K%
FITL T &N,

StartTLS TR 5L 9 2 54&

# cifs config set authmethod=ads domain=<RFXAA &> ¥
dnsdomainname=<DNS KA A V%> ¥
dc=auto ¥
ldap-encryption=start_tls ¥

certificate=<{EBAZD 771 /L& >
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LDAPS T 5L+ 256
# cifs config set authmethod=ads domain=<FXAA %> ¥

dnsdomainname=<DNS KX A V%> ¥
dc=auto ¥
ldap-encryption=1ldaps ¥
certificate=<fIBAED 771 /L& >
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8k A D317 bhbDEE#E

T8 A 25472 bh S DES

AfHERTIZ, 7747 > b5 iStorage HS IZ#E5¢ 9 5 FIRIZ DWW T L £797,

1. 7947 T, avwr R7a 7 Ma2EELET,

2. avw R7Fa 7 M Cnhetuse 2~ REFEFTL, H 7+ VAR LET

o

C BEEHAB T~ I N—T () OBh

U= TN—TDNRAT— RERELTCUTOa~vy REFET L, HT7 314 [cifsl |
WCEERE L £,

Xy FU—=7 FIA47 W T72:] )DEIY HBTEITOHE

C:¥>net use Z: Y¥<IP 7 FLRA>¥cifsl </NRT— K>

Xy bU—=7 RIALTOEY G TETDRVES

C:¥>net use ¥Y¥<IP 7 KL R>¥cifsl </SRT—FK>

Windows OS D/X3— 3 2K > Tid, Fv hU—27 K7 A 7 ZFERTIT net use
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