NEC

iStorage V 1) —X

HA Command §uite
VATLERAAF

FHEE WEENT
i l]li\i';

- FRNeEFEn

iStorage IV-UG-203-01



R

HA Device Manager 8.7.9

HEFOEE

ARG A SN DA TR, SME R R K O ERE 5 15 00 AR I ONT oK [l A AR I e &
SEE O HBEIER 2 THEREO b MERFRE 2B < 7ES 0,

2B, RARGAE, B ICBRVWAbE L ZE 0,

EtE4E
HiRDB 1%, #A St B STRUWERT O pEE & 72 108 SkpaiE T,

Active Directory I, >K[E Microsoft Corporation ™K [E35 X O OO ENZ I 1T 5 B ERFEE F
Tl EPEEE T,

Adobe 1%, KEB L OZFDOMOEIZI T 5 Adobe fLD B GRS F 721X pEHE T3,
Adobe AIR & AIR (%, KEIB X OZEDOMOEIZIIT % Adobe 1D ERFHIE F 7= IXFFIE T,
AIX 1, #5002 < O ETHEEL X172 International Business Machines Corporation O A% T3,

IBM 1%, R D% < OETH G S 7= International Business Machines Corporation O A% C
R

Internet Explorer (%, K[ Microsoft Corporation @K [E35 L N DM ODENIZ I 1T 5 B ekl £
ToIEREEE T,

Itanium %, 7 A U DAEREL L O/ 72132 OMOEIZI T % Intel Corporation F 721%% D
T2 tEOREE T,

Linux /%, Linus Torvalds XD H AR X OF OO ENZ BT 5 BERREGE £ /- 13 pE1E ¢,

Microsoft |%, K[E Microsoft Corporation K [H 33 L OV DD ENZ I3 1T 2 B ERPEE £ 721374
BT,

Oracle & Java (%, Oracle Corporation & N D 1-241:, BIHESAED KE K OE OO FEIZ R 1T
2B ERPERE T,

This product includes software developed by the Apache Software Foundation (http://
www.apache.org/).

This product includes software developed by IAIK of Graz University of Technology.

RC4 1%, K[E EMC 2—KR L — 3 »OXKER X OZOMOENZIBIT 5 R F 72 138Gk
<7,

Red Hat, and Red Hat Enterprise Linux are registered trademarks of Red Hat, Inc. in the United
States and other countries. Linux® is the registered trademark of Linus Torvalds in the U.S. and other

countries.




RSA 35 L OVBSAFE 1%, ¥[E EMC 2—RL—3 3 VOXEB L OREOMOEICI T 5 b
F IR ERPEIE T,

9 ~_T? SPARC i 1%, k[E SPARC International, Inc. D7 A B A&7 THEHAL TW5
A K [E I L O OO ENZ BT 25 P £ 72 1308 8kREHE T4, SPARC RERE A DU 7= B0,
1%, °K[E Sun Microsystems, Inc. 23BA% L7277 —F 7 7 F ¥ IZH S D TT,

SQL Server (%, >K[E Microsoft Corporation ™ K[E 35 L NZ DM DENZ IS 1T 5 BRERPGIE £ 721
PARE T,

UNIX %, The Open Group P pitE C9,

Veritas, Veritas = =33 X T Veritas 1%, K[EIB X OZDOMODEIZIS IS % Veritas Technologies
LLC ¥ 721%% OB LD pakE £ 72 1 3B ERAGHE T,

Windows 1%, >K[E Microsoft Corporation DK [E 36 X O OMLDENZ I3 1T 2 BERPHIE £ 72178
BETT,
Windows Server (%, >K[E Microsoft Corporation ® K [E 5 X OV DM O EIZ I 1T 5 B ERPEE £

TIEREEE T,

ZOfFEiEOStA, "L SE, ENENOSHOPEES L  IFBERIEIE TT,

HA Device Manager (2%, Oracle Corporation % 721L% D F-=ft, BhESFENEFHEL A L T
WOHEZ R EENTVET,

HA Device Manager {Z1%, UNIX System Laboratories, Inc. 3 /EHEAZ B L TW D EV N E £
TWET,

HA Device Manager |%, #K[E EMC = —7R L —3 3 > D RSABSAFE® Y 7 b7 = 7 Z44# L
TWET,

This product includes software developed by Ben Laurie for use in the Apache-SSL HTTP server

project.

Portions of this software were developed at the National Center for Supercomputing Applications
(NCSA) at the University of Illinois at Urbana-Champaign.

This product includes software developed by the University of California, Berkeley and its
contributors.

This software contains code derived from the RSA Data Security Inc. MD5 Message-Digest
Algorithm, including various modifications by Spyglass Inc., Carnegie Mellon University, and Bell

Communications Research, Inc (Bellcore).

Regular expression support is provided by the PCRE library package, which is open source software,
written by Philip Hazel, and copyright by the University of Cambridge, England. The original
software is available from ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/

This product includes software developed by Ralf S. Engelschall <rse@engelschall.com> for use in

the mod_ssl project (http://www.modssl.org/).

ii



This product includes software developed by Daisuke Okajima and Kohsuke Kawaguchi (http://
relaxngcc.sf.net/).

This product includes software developed by the Java Apache Project for use in the Apache JServ
servlet engine project (http://java.apache.org/).

This product includes software developed by Andy Clark.

This product includes software developed by the OpenSSL project for use in the OpenSSL Toolkit
(http://www.openssl.org/).

Java is a registered trademark of Oracle and/or its affiliates.

-"{f .9"-",-'

i '
g )
ICUMﬂ.ﬂ.'I:BLE }EJ{}MPA':IHLt
ENTERPRISE

EDITION

FAT

2021 10 A (IV-UG-203)

=&

©NEC Corporation 2021

iii



=P/

%1E . - . 1
L1 S AT BB oottt 1
L2 B3 U T AR et 3

121 EX 2 UT IO TDOEIIZEY AT e, 3
1.2.2 Device Manager THESET 28 F 2 U7 A A oo 4
1.3 BEEY— SO U AT BBEE e 4
1.3.1 LY V= 2D EBR oo 5
132 AF Y =B =TT A ZDZETE oot 5
1.4 Device Manager THEFETE DR A D oo 6
1.5 2~ REEITT DA OTERE T oot 6

FTLE Xy NU—I7ERIZS CIZRE. 7

2.1 HA Command Suite FLE TH A SAUD =B oo 7
2.1.1 HA Command Suite 312 AR —F > P CHEHAINDHR— B (e, 7
2.1.2 Device Manager T — ST SIUD A= B i 8
213 AP —U VAT A THAIIVDT T B e 9

2.2 HA Command Suite 35l 2 > AR —F > FTHEHAINDI R —FOEE e 10

2.3 Device Manager D7 7 A 7 0 4 — /L DOBUIREEK ..o, 12
2.3.1 Device Manager T7 7 A 7 — 7 # — /L ~DFINEEEN LB R R — b o, 13
2.3.2 Device Manager TD 7 7 A 7 7 # —/L OIS (Windows) ..o.ooveeeeeeen... 16

24P 7 RUANREE D DIHED R Y BT T FBEIE oo 16
241 BHY =TTV v VHEZHEHT2580F Y FU—7 OFRIE .. 17

2.5 IPv6 BrEE CIEH T2 554 @ Device Manager DFETE ....o.ovvvveeeeeeeeeeeeeeeeeeeeeeeeseneen, 18
2.5.1 Device Manager % IPv6 BREZICHEATT D & & DFRIE oo 18

26 BHEHY— SO IPT FUZAETAIRA P DZETE e, 19
2.6.1 HHA— SOTR A R DZET s 19
2,62 BEH— SO IP T R ADZET oo 21
263 FEY— NDIP 7 FLAZTNIARA M OEFHIZHIIAEE e, 22

2.7 HA Command Suite i, URL ®ZH  (hemds64chgurl 2~ 2 K)o, 22

BIE 2a—WF—THU L FNeBETLDITHERRE - 25
3.1 7N AT = RIR U 2 Gl e e 25

300 RAT = RIRU S DFRTE oottt 25
32 T T B U et 27

iv



320 T T R T TR 2 U et ee e 27

322 T T L N T TR S DD B T oo et ee e nean 27
323 System 7T FDEy ZIZBT DEEIE (oo 28
324 T T L N T DR oo er e 29
84 E PRV — " TO—F—EH . 31
4.1 AREBEE AR 78 & DI EE b I oo e 31
4.2 %n pAuT‘H-"—/\ko) :T'%k ......................................................................................... 31
43 &1‘ ntunJ‘_EF'j“_‘/\wCﬂ-‘_‘ﬂj‘ u;u\%JtE—j—é f:&)o)ﬁ%{/ﬁ7 T o ettt eanraaanaaas 31
431 LDAP T 4 L7 R Y —NRTa—H —FiET 57O DEET7 o — 32
432 RADIUS ¥ — " Ca—Y —3BFET D7D DENE T T e, 33
4.3.3 Kerberos ' — /N T —H =3B B 72D DHAE T T — oo 35
4.4 HA Command Suite BLTL D T H 17 2 N DG oo 36
45 T L N U DT = R L oo 37
45,1 BaSEDIN & 1 oo e e e e e e e e e r———aeaaa——aaaaas 37
A5 B B R T T T 7L o I ettt 37
4,53 7 T T Il d oo e e ettt 38
4.6 BEDOINBIRFEY — X EHHE L CTUND A DREIL oo, 39
4.7 %HBWL‘\HE%’—/\ & %A[Su T‘H‘—/\O)%fi ...................................................................... 40
4.7.1 LDAP 7 14 V7 h U H— NTHFET 5551 D exauth.properties 7 7 A /L DXk iE
B ettt ettt ettt et e e 42
472 LDAP 7 1 L7 b U H— S TERFET 555 O exauth.properties 7 7 A /L DX IE
BB ettt ettt ettt et et e et e et e e et eeeaenereaens 48
4.7.3 RADIUS $—/3NCiBiET 5354 @ exauth.properties 7 7 1 /L DX EHH ........ 50
4.7.4 RADIUS H—/NTERRET 5 55A O exauth.properties 7 7 A /L OFRER ... 56
4.7.5 Kerberos —/NTHRGET D555 D exauth.properties 7 7 A LV ORXEHH ...
4.7.6 Kerberos —/NTERGET % 85A @ exauth.properties 7 7 A /L DELEHR ............ 62
4.8 TEHRIR AR D o= =T 17 L N & IF oo 63
481 THEHRIRBH D= =T T 2 N DL oo 64
482 THMIRBIH D= =T T T L B D ERFE oo 65
483 THHMIRB D= =T T 7 2 B OHIBE oo 67
484 THHRRBHZ—Y =T 7 FEBEFEHD LDAP 7 4 L7 ~ U H— D
BB ettt e et et eeetetateteeateatereateatareatatareat et e eat et e et et e eat et e et et erantereesetenrarens 67
4.9 FEAGFRBEBE DD ERER .ottt et ettt ettt ettt ettt 68
4.9 1 G B BT B DD B Ba oo oottt ettt e et e eenn 68
492 HAAFIBEHEDNEEE S TUND RADIUS B S OBERR oo, 69
4 10 571‘ I-Si:ul)n ‘H-‘_—/\k J:U% BD'DT_H-‘_—/\ k @Tﬁ‘f‘}b mu ................................................. 69




411 ANEBFRGES — L OBEREIFEH T2~ FICHETAEEFE e, 72

4.12 Kerberos I EH T E DBEBH A 77 e 72
BSE BECETIEX2V T A RE.. o 73
5.1 Device Manager DEF = U T £ THFEE ooovoveeiiieeeec e 73
5.1.1 Device Manager —/3DF 7 4 /L F OFEBE ..o 75
512 BHY—NEEFHT T4 7 0~ (GUD MOEF =2 VT 4 @EDdOEEY
o ettt e e e et e e e e ttt—eeeeeeeeee e e e atttt—tataeaeeeeaaaa—t—tatataeaeeeeaaaaatataaaaaaaaeeeeeaaanrtraarees 75
513 LDAP 7« L7 b U =N EEFHY— MOt F 2 U T 1 @5 D720 O #RfE
0= S S U USRS UPUPUURRRRRRt 77
514 FHY—REARL—Y AT A (iStorage V ¥ U —X) OB F= U T 18
(B DTZD DINET T s 77
505 AL —U VAT AEEFERTAT 0~ (GUD) BOEF 2T 4 @EDD
DIFRIE T T8 ot 78
51,6 BT A B A B T e 79
5.2 SSL H— "Df#%E (HA Command Suite 3B T 2 R —FR 2 F) e 80
5.2.1 HA Command Suite 3£ = > AR —>x o~ OFisgE R K OGEFTERITER O MERK
..................................................................................................................................... 80

5.2.2 HA Command Suite 3£if = o AR — 1 o |k D ¥ —SGEHE OFERER ~D H 5
5.2.3 SSL/TLS #H N3 5354 @ user httpsd.conf 7 7 A /VOBRE oo 84
524 FEAFEOH IR OGS (HA Command Suite il 2 AR —HK 2 F) L. 88
5.3 SSL %— 3DHEEE (Device Manager T —73) ..o 89
5.3.1 Device Manager —/3D X —~7 & B LB A EDIERR oo 89
5.3.2 Device Manager H—/ 0 SSL/TLS DFZME covooveeeeeeeeeeeeeeeeeeeeeeee 92
5.3.3 Device Manager ¥ —/SDGERAEFEITEER DABEAL .o, 93
5.3.4 Device Manager t—/SD W — NGEBEDOFRGER SO HEE oo 94
5.3.5 Device Manager — /3D % — 2 k7 —~DH— NGEHED A AR — b ... 95
5.3.6 Device Manager % —/3DF—_TIEROZH (BEEE—F) 96
5.3.7 Device Manager — DX — T {FHROZH GEITE— ) v 97
5.3.8 Device Manager — /3D % — 2 k7 —MNEHDF—XT OHIBR ..o 98
5.3.9 Device Manager — /XD X% —XT D/NAT — ROLET oo 99
5.3.10 Device Manager —/SDF —Z 7 —/RATU— ROLEE e, 100
5.3.11 Device Manager —/3D k7 A N A N T —~DFEHED A VR — ... 101
5.3.12 Device Manager #—/30 k7 2 f 2 7 —{FHOSH (FEHEE—F) ... 101
5.3.13 Device Manager —/30D k7 X F 2 v 7 —{FHMOSMH GEHIE—F) ... 103
5.3.14 Device Manager —/ 0D K 7 A kA 87— 6 O —  FEEDOHIEE...... 104
5.3.15 Device Manager — /XD K 7 A N A N7 —/SAT— RO oo 105
5.3.16 Device Manager H—/ XD — NGEEBEDRETE ..o 106

vi



5.4 SSL 7 T A T 2 B DFEEL oo et 106

5.4.1 Device Manager '—/SO N7 A NA KT =T 7 A LDX 7 m— K. 107
5.4.2 Device Manager % — SO H CBEAGEHAED T 7 AR — D e, 108
543 Web 77 U —~DiEHED A >R — K (Internet Explorer D) ... 108
544 Web 7 7 U —~DFEHED A 7R — b (Google Chrome DHA)  ............ 109
545 Ry T T T Ty T DFRTEZEE oo 110
5.4.6 HA Command Suite il =2 > AR—R > hD F T A A N T —~DFEAED A
N D e ettt ettt ntae et naaeen 110

547 LDAP 7 4 L7 b U — 3O — SGEHED SN 112
5.4.8 HA Command Suite £ 2 AR —K 0 hD R T A M A R 7 —I2A VAR — b S
TEREBHTEE DBERR. coovveeeeeee ettt 112

5.4.9 HA Command Suite 3Ll 2 R—R > FD R T A NA N7 —IZA VR —FE1
TERERZEE D EIBR oottt 113

5.4.10 Device Manager —/3D F 7 A b A 8T —~DFEHAFED A R— k... 114
5.4.11 Device Manager —/ 30D kT A N A N7 —{ZA VAR — N ST REZEDOfER.
................................................................................................................................... 115

BE nJBLUT 7 — FORE. .. - 116
6.1 7T = R ODERTE oo 116
6.1.1 Device Manager CODBEZERREN .....coovivieieeeeeeeeeeeeeeeeeeee e 116
6.1.2 SNMP 7 v 7 Z(Ga—HF—2EFHT 572D a2~ K (hdvmsnmpuser) D

ZU (SNMP V3) ottt 117

6.1.3 77— hrZ EA— VBT D70 DOEET B — e 119
6.1.4 SMTP B/ SDFRIE ..ottt 120
6.1.5 BB T H m DERIE (o 121
6.1.6 77— RIBEHNID T T /ST £ FHIE oottt 121
6.1.7 SMTP FBFE~—W—7 4 7 > k% Device Manager (ZHEkT D oo, 122
618 7T —REIENT LT L= BFDT AZ A R oo 123

6.2 SNMP 7 v 7 %n 77 7 A JUIHIIT DTEODERIE oo 125
6.2.1 SNMP 7 v 7 %2177 7 A MTHITT D TZDDRRIE oo, 125
6.3 Device Manager DA X MEFNZEH T D 72 OIZBELZRERTE (oo 126
6.3.1 Device Manager DA X2 MEFIDTZ DD T EI/NT 4 DFETE oo 128
6.3.2 SMTP Gk — Y —Di%E (hdvmmodmailuser 2~ > F) ..o, 128
6.3.3 Device Manager DA X2 MEFNT > 7 L — N OB oo 129

B Y —EROEE & {EIE " - 132
7.1 Device Manager D —E A DFEEN LA 11 Lo, 132
7.1.1 Device Manager DT EE 7 B A i 132
7.1.2 Device Manager D% —E ZDELE] ......oooiiiiieieiiiiceeeeeeee e 133

vii



HYE

7.2

8.1
8.2

8.3

8.4

7.1.3 Device Manager D P —E A DAL oo 133

7.1.4 Device Manager D Y— E A2 DEFEIRAE DFEZE ...ooveeeeeeeeeeeeeeeeeeeeeeeeeeeen 134
T ARERT ) r—3 g B S LTV D HA Command Suite #4545 O —E
ettt ettt et 135
F— B R—2DEH " " 136
e = o s R 11 AR O O SYRTP USSP 136
T B R DD 7N 7 T S T oo 136
821 T—HR—=ADN I T v (T TAZERDLEE) oo 137
822 T —HAR—=ADNy I T 7 (7T AFRERDEEE) oo, 138
bt N N (aY - B RSOOSR 140
83.1 T— A R—ALREEEOT —2_X—2ADEt GE7 7 AXEROLGE) ...141
832 T —HAR—AREEEDT —Z_X—2DE 1 (7T AZERDOEE) ... 142
833 T —HR—RAHEIF DT —H RXR—2DE 7T GE7 7 A XERDOLE) ... 144
83.4 T —H RX—AWHFEOT —Z X—ADWEIL (7 T AZERDOLGE) . 145
bt N (DY - & OSSR 147
84.1 T—H_N—=AEBAITT DA DIEBETETE oo 147
8.4.2 T —F X A T T D TAU oot 147
8.4.3 BATHEY — /3~ HA Command Suite FLH DA A R —I1 oo, 148

8.44 BATILY — /" CTT —HRXR—R& T 7 AR— T2 FE7 T AXEROLE) 148
845 BATILY —NTT—FRXR—R%ET 7 AKR— K T5 (7 T7AZEROLE) 150
8.4.6 BITHY —N"TT—FRX—=R% A VR—+T5 (FE7 T RAXERDEE) 152
847 BATHY —N_TT—HR—=R%& A ViR— T5D (7T RAZERDOEE) ....154

% 9 E Device Manager DEEE 1 7 .......... 157
9.1 B T 7 e BT D T 0D L AT TR B T ettt 157
9.1.1 BEA T ZUTHI T EFUDEEATTEDR oot 158

9.1.2 BEA R VT DBREEEXTE T 7 A IVDBREE (.o 163

0.2 B A T 7 DT ERR oo e ettt et e et s 164
903 EEEHE T DA v b—UEICHIIENDA YT =TT B A D e, 166
9.3.1 HA Command Suite #5fi 2 > 7R—3 > FOMELE L THAIEINDHGE ... 166

9.3.2 Device Manager —/SOMELE U THIIT SFLDZGE oo 166

9.3.3 Device Manager GUI DALEE & U CTHI T SAUDIGE oo, 167

94 BT 7 DA v E—FITH I SIDFEMA B — e 168
9.4.1 ZEHI A v B — I I U D T R oo 168

942 T A B —UIZH I EIUD H =7 B oo 168
BIE TNV a—FT 4 » » 170

viii



10.1 EHYS— STHRAELRE b T 7 A~Oxti 1L (Device Manager) ......oooeeeeeeeeneee. 170

10.1.1 Device Manager D GUIIZH 7' A > TEZRUN i 170
10.1.2 HA Command Suite $i8 = > 48— > |k F 72 1% Device Manager $— /3D H—
E A Z RN T ZE 72U ittt 171
10.1.3 Y — D&% <> HA Command Suite #fif D4 — B2 D&% 1 Device
Manager ' —/SMZT 7 Z AT EZRUN i 171
102 b7 T VFEAERFICERIDN L ZE AR RSFIE B oo 172
10.2.1 FHY — ORFEROEFT (hemdsédgetlogs T~ 2 K)o 173
10.2.2 Device Manager Web Service DA L K& 2 7B oo 174
f+é% A. Device Manager tH—/3D 7 2 /X7 ¢ 176
A.1 Device Manager ' —/SD 7 T /N7 £ 7 7 A Tl 176
A.1.1 Device Manager — XD 7 H/NT f DZEF e 177
A.1.2 Device Manager — XD 7 03T 7 7 A JLOFLBLA oo 177
A.2 Device Manager Y —/NOREIFHRIZEST 5 7 v /37 + (server.properties 7 7 A /L)
.......................................................................................................................................... 178
A2 SETVELNIEPNOSE .o e 178
AL2.2 SEIVELNIP.POIT 1oiviiiiiiiieciieeeiiteeree et ee ettt e sreeetbeeeereeeebeeesebeeeeseeesesaeeseseeesseeanes 179
A.2.3 SETVELNIPS. POTE c..uiiiieiiieiiiieeiieeeitte et ee et e e teeetteessbeessbeeeeseesssseesnsseesnsseeenssaennes 179
AL2.4 SCIVEL.IINIPOIT ..eeiiiiiiiiieiiiiiieeeeeieeeeesitteeeeeeiveeeesserseeeesssaseeeeasssseeasasssseeeeesssseaeannns 179
A.2.5 server.http.entity.maxLength ..........cccccoviiiiiiiiiiiiiiiicee e 180
A.2.6 SETVET.DASEOME ......eiiiiiiiiiiiicic e 180
A.2.7 server.base.initialSYNCHIO ........cccoviiiiiiiiiiie et srae e e 180
A.2.8 server.logicalview.initialSYNCRTIO........cc.eeeviiiiiiiieiie et eree e eeree e 181
A.2.9 server.mail.enabled.StOragesySteM.........cccuiiirieieiiieeiieeeieeeieeeiee e e 181
A.2.10 ServermMail oM ...coiiiiiiiie e e 181
A.2.11 server.mail.SMEP.NOSE.......viiiiiiiciie e e e e 181
A.2.12 Server.mMail.SIEP.POTE ..cceuiieiiiieeiiieeieeeteeeie e et e ettt e e e e eeeestaeesaseessnseesnnreeenns 182
A.2.13 server.mail.SmtP.auth..........coooiiiiiiiiiiiiic e 182
A2.14 Server.Mail.eITOTSTO ... .ceiuiieieieeie ettt et ettt eneeas 182
A.2.15 server.eventNotification.Mail.to........ccceeiiiiiiiiiiiiciiie e 183
A.2.16 server.mail.alert.type.storageSySIEM ......cccvuvieieeieiiiireeeriieeeeeriteeeeerireeeeeseraeeeeenens 183
A2.17 server.mail.alert.StAtUS .......oc.eeiiieiieeiie et 183
A.2.18 server.subsystem.ssid.availableValues .........cc..ccoceeviiniiiiniiniiiniciicciceeeceen 183
A.2.19 server.agent.differentialrefresh.manual.enabled............cc.cccoovviiiiiniiiiiiincieeees 184
A.2.20 server.agent.differentialrefresh.periodical.enabled..........c.ccccccvveviiririieeiniiieineeens 184

A.3 Device Manager D7 — & ~N— R |ZB4 5 7 1 37 1 (database.properties 7 7 A1 /L)

ix



A4

AS

A6
A7

A8

A.3.2 dbm.startingCheck.retryCOUNt..........cccuiiiiiieiiiee ettt ereeeeree e 185

A.3.3 dbm.startingCheck.retryPeriod ..........cccuveiiiiiiiiiiiiiiic e 185
Device Manager ® v 7 2835 7 v /37 + (logger.properties 7 7 A /L) ... 185
A4.1 10GEEIIOZIEVEL ...t e e e e e e e saraeaeeenens 186
A.4.2 1ogger.MaxBackupIndeX ........cccceccviiiriiiiiiiieiiie et ereeeree e e e b e e eereeenes 186
A.4.3 10gEEr.MAXFIIESIZE .....oviiiiiieiiie ettt e 186
A.4.4 10gger.hbase.logleVel.......cc.uiiiiiiiiiieiee e e 186
A.4.5 1ogger.hbase.SYSIOZIEVEL........c.viiviiiiiiieiiie ettt eeeree e 187
A.4.6 logger.hbase.MaxBackupIndeX...........ccceevuiiiiiiiiiiiiiiiee et 187
A.4.7 logger.hbase. MaxFileSiZe........cccoviiiiiiiiiieiiiiiie ettt srae e 187
Device Manager D A L v NIZEH9 5 7 1 37 (dispatcher.properties 7 7 -1 /L) 188
A.5.1 server.dispatcher.message.tiMEOUL..........cceeieuviiieeiciiieeeeiieeeeeeiteeeeesireeeeeseraeeeeenens 188
A.5.2 server.dispatcher.message. timeout.iN.ProOCESSING .......cveeererreerreeerreeesveeerreessereennes 188
A.5.3 server.dispatcher.daemon.pollingPeriod............ccocoueriiiiiiiiiiiniiie e 188
A.5.4 server.dispatcher.traps.purgePeriod...........covvviiiiiiiiiiieiiiiee e 189
A.5.5 server.dispatcher.daemon.reCeiVETTap ......c.veeeveeerieiiiiee e eree e 189
A.5.6 server.dispatcher.daemon.configUpdate.detection.interval............ccoceeviericencnnnen. 189
A.5.7 server.dispatcher.daemon.autoSynchro.doRefresh ..........ccccoevvviiiiiiniiiiiiiiciieeees 190
A.5.8 server.dispatcher.daemon.autoSYNChIO.LYPE .....eeeevveeerrieiriieeiieerieeeveeeeeeeree e 190
A.5.9 server.dispatcher.daemon.autoSynchro.dayOfWeek............ccocouvvvviiiiniininieeinienne 191
A.5.10 server.dispatcher.daemon.autoSynchro.startTime ..........ccccceeeevvveeiinciiirienciieeeees 191
A.5.11 server.dispatcher.daemon.autoSynchro.interval...........c.ccccveeriieirieeeniieeeniie e, 192
A.5.12 server.dispatcher.daemon.configUpdate.detection.variable.enabled...................... 192
A.5.13 server.dispatcher.daemon.autoSynchro.logicalGroup.doRefresh............ccceeunennnns 193
Device Manager @ MIME (ZB89" % 77 /37 ¢ (mime.properties 7 7 1 /L) ......... 194
Device Manager ® GUI (ZB89° % 7 1 /37 «  (client.properties 7 7 A /L) ............. 194
AT T CHENEIIMNIPOTE . eeeiiiieeiiie et ettt ettt ettt e et e et eeeatee sttt esbeeessteesanneesanseeenns 194
A.7.2 client.]aunch.@M.SECUIE ......ccoiuiiiiiiiiiiiie ettt ettt e e e 194
A.7.3 client.externaltask.sn.fetch.enable ............coooieiiiiiiiiiiii e 195
A.7.4 client.externaltask.sn.fetch.pollinginterval............cccocoiiiiiiiiniiiiniie e 195
Device Manager D&% = U 7 1 IZB89 5 7 v 37 + (server.properties 7 7 A /L) 196
A.8.1 server.http.security.CLENtIP...........ccoooiiiiiiiiiiiiee e 196
A.8.2 server.http.security.ClientIPvoO...........ccccviiiiiiiiiiiiii e 197
A.8.3 Server.https.SECUTILY. KEYSIOTE ...ueeeivieeiiieeiiieeieeeiteeeireeeereeeereeeereeeeseeeeseesereeenes 197
A.8.4 server.http.security. UNProteCted .........ccueeeriieiiieeeiieeeiieeeriieeeriee et e e 198
A.8.5 Server.nttps.SECUTTLY.tTUSTSIOTE. . .eevvieeirieeciriecireeeireeeireeeeireeesireeesereeetreeesebeeeereeenes 198
A.8.6 server.https.enabledCipherSUItes ........c.vvvrvieirieeeciie e eriee e eree e ereeeereeenes 198




A.8.7 SETVELr.NPS. PTOLOCOLS . ...eeiiiieeiiieeiiieeiiie et ee et e ettt e et eetteeeeaeeeeteessnseesnreeenns 199
A9  Device Manager ® SNMP ~ 7 v 7o v Z M HICEHT 57 a7 4

(customizedsnmptrap.properties 7 7 A /L) .oooiceoveieeeeeeeeeeeeeeee e 200
A.9.1 customizedsnmptrap.customizedSNMPTrapEnable.............ccccoviiiiiiiiiiiniciieeeenns 200
A.9.2 customizedsnmptrap.CuUStOMIZEIISt .......eeevviiieiiiiiie et 200

A.10 Device Manager "6 7 U F 57 7 r—Ta LICET LT NT 4

(1aunchapp.properties = 7 A /L) vovoeeececeeeeeeeeeeeeeeeeeeee ettt 202

A.10.1 launchapp.elementmanager.uSehOStNAME.........cccvveerveeerreeeriieeerieeereeesreeesereeenes 202

18 B. B IS4 7 MZET R EX2 VT 4 RE . 203
Bl N o ettt ettt et 203
SRR A B A B I e Cae ) -~ (4 R 203

B.1.2 BENRF—CFHRT DAY T = DERLE BEEE oo 203

B.1.3 BENRTFT—EDA B = DBIBR e 205

B2 BV — NI CEXDEH I AT FEFIRT D7D DRI e, 206
18 C. ZD~w=a T VDOBEEFR....... . 208
ol BB o T b oot e et ettt et s e 208
C.2 T D . T T DI FRE oottt ettt 208
C3 2D T LT LU DB EE oottt es 209
CA KB (/34 1) 78 E D BT ZR I T DU N T oo, 211
5| 212

xi



[FC&HIC

Z DO~ ==7 V¥, HA Device Manager 33 X T8 HA Command Suite #tif=2 > 7/R—R > hD ¥
AT LR, BEREBI NI TNy a—T 4 VIOV THA L= LD TT,

LA, Z O~ ==7/LTClX, HA Device Manager % Device Manager & i L %7,

xR &k

Z D~ == 7 VX, Device Manager Zffifl L CU AT A EABFEIND FERFLE LT
F7, Fio, WMEFHEIIIROL D HM#ENH D Z L EHiEE LTWET,

© ABNL—UVRT LA OEY — BT D EARR 22
* SAN (Storage Area Network) (Z B9~ 2 HEAH) 72 205k
AR OS (2B 2 B AR 22 Jniik

© HHREZ TAZ YT MU= TITET D AR I ik

Y317 ILDFERL

ZDOv=a T IVE, WRIRTEEMAFEP ORI TVET,

F1E @M=
Device Manager Z i3 255D AT MR E VAT DB OWTH L TV E
R

FT22E Ry MI—IOBRICIKELEERE
F v b U — 7 F¥ERRIZS U T 3272 HA Command Suite 85 TORREIZ DWW THELA LTV
i‘é‘o

ETIE A—H—TFThOUIrZ2EBTH-HITBELRTE
HA Command Suite 85D 22— —7 H 7 N2 E T D 72O E /2R EIZ OV Tt
BHLTWET,

FA4E HNEHBFAY—N\TOIL—F—EH
M‘nl-sntu niE“ﬁ“—/\/C:‘L“—Jd‘ o nft’é—éjiff ZOUWTREEHH L“Cb\iﬁ‘

HEE5E HEEICHATSIEXLUTABRE

HA Command Suite /5L THRHIHTE 2BEICETA X2V 7T 4 REICOWTIA LT
b\\ij‘o

xii



F6E OJTBIU7S—FDORE
HA Command Suite /5T AT A DIRIESC[E ARG B T2 DI R R BT DN T
IJREE Lfb\i'j‘o

F7TE H—FRADOEFHLEL
B — N D HA Command Suite 85 OV — R & EZH#) L= ViZ1 L2V 35 HiEIZ
DWTCIB L TWnET,

HE8E T—AR—XNDEHE
HA Command Suite B DT —H RX—2 % N 77 w7 Lb, HurLizb 325 HEIC
DOWTEB L TWET,

#9E Device Manager DEZENY
Device Manager D& 7 7 2B IS 5 72 DI B R5R ey, BAn 7 TR T 215
IZOWTHB L TWET,

F10E +rSTLYa—TFa5
Device Manager D3 FH I FE A U 72 B BE O R R SOLR ST IR H O BUS F1EIZ DWW TRt L

ll\i‘é"o
{18% A Device Manager Y—/\) 7 O/\F 4

Device Manager $—/ XD 7 1 /37 4 7 7 A JUIZHOW TR L TUWVET,

144 B BBYISA 7Y MBETZ X2V T4 H/E
BHZ AT MIBT52X2 ) 7 4 REICHOVWTIHAL TV ET,

8 C DT TIDEEER
IOV =a T VEGRIZY o TOSBFRICOVTHI L TWET,

A0V 7 FERDOREIZDLT

IO =a T VT, v A 7u Y7 MIREOAERO X HICEK L L THET,

=i Hab
Active Directory Microsoft®Active Directory
Hyper-V Microsoft® Hyper-V®
Internet Explorer WO Z XA D BN IRWIGHEDORFL T,

* Microsoft® Internet Explorer®

* Windows® Internet Explorer®

Windows OB & KBI3 B VBRI WEEDOET TY,

xiii



o
3
En
i

* Microsoft® Windows Server® 2012
* Microsoft® Windows Server® 2012 R2

Windows Server 2012 Microsoft® Windows Server® 2012

Windows Server 2012 R2 | Microsoft® Windows Server® 2012 R2

CORZaTITHERALTWSEES

D=2 VTHE, RIORTREFEFEHL TOWET,

is Bk & fl
[ ] W, A==a—, FZV, I—F—ROFXF—REZRLET,
(4 4530) Fio, FoREHZEE L CRIRT255100%, [] 2—ToO%W0W T LT ET,
< > AIEECHDHZ EERLET,
(HL#E30)

£, TOV=aT7THE, RIFRTRESZHEM L Ta~y FOGEZHH L TWET,

k=7 Bk &l
\ HEHEOBEEIZH L CTHEMOXE Y 2/r L, TFfF OFEWEZRLET,
(2 ra—2) (1)

laiBic) X, Ta, B, Ffldcl ZRLET,

1 ZORETHENTWAEBOEEOF G, VT —/MoEE 23N L E4, HH
(AL CHBOREV X T TRLET,

(1)
MaBlcH) 1%, Ta, B, FEEchEnsrEBLTHEETS] Z L2 LET,

[ ] CORETHENTWAIHBL, EEICHEETEET G TEE),

(8 FEN) (f51)
Na1l 1%, TRECHELTAZRETS] ZL2RLET (METRVWEAIE, AxE
TxE9),

MBicl) 1E, TREIZELTB, FRIXcZEEET D] ZEE2RLET (WMWETRWY
A, BBIUOCEZEAKRTEEY),

Ry HRPABENTWDEZEERLET, ZOREOEBNRENTZHEHE Z#D KL
() —&—) HEFERE TE £,
(1)

la,B,C...] 1%, TAbBDBRAICC ZEHBEEETES] ZLERLET,

OS, REBILVY I b7, I —LHEDYKR—F
[Z2DULVT

OS, ALY 7 v =7, 77 U= EDOEHOYFR— MNREIZ, [V 7 MY = 7HRE
B 2B LTI,

BR—=IBETLEY 7 N =TIl T A= 7 VP OTEITER L T &0,

xiv



HLWAR—=2 g 0B R—MLEY 7 b7 2 TI20O0WTE, BRIZEEERN VW nE D, (ki
AR—=FLTWNAR=V g EREIEDOLDELTYR—MLET,

IV RA—HYS53A4ER[ZTDNT
FR7 Ny T F U — 30 GULICIE, Adobe AIR Zf#i ] L TV E97,

* Prohibitions against distribution and/or copying of the Object Code Redistributables separately

from a Developer Application.

* Prohibitions against creating modifications and/or derivative works of, and against decompiling

and reverse engineering, the Object Code Redistributables;

* A disclaimer of indirect, special, incidental, punitive, and consequential damages, and of all

applicable statutory warranties, to the full extent allowed by law;

* A provision indicating ownership of the Sample Code, SDK Source Files and Object Code
Redistributables by HARMAN and its licensors.

XV



o1E g

F1E
S

Z DOFTIL, Device Manager O A7 AR & 3 AT DEIZOW T L £ 77,

1.1 SRTLER

Device Manager & ffi 19~ 5 555 DA 10 AT AEMRZ RO R L ET,

Gl

BEISAFUE
LAN

BEEISAT Vb
Device Manager Z #{ET 2RI 5~ T,

GUI

| - E
HA Command Suite E ﬁ
Device Manager tF— %
HA G d Suit mal
ommand Suite (EEFEH — %)
HiEJ - R b
( SANZ FoIL | P-5AH )
BB - 14 | I
AbL—=3 VP AbL—=3
’J-‘ AT L C5H) AT L
LAN i,
CFLD
— : Fibre Channel, Fibre Channel owver Ethernet, I f=|d iscsl i

5N o Storage Mawigator

11 BRGSO R T LIER

TIT T4 MNP H—T 2 — A TT,

s F2I Ny T 7Y r— 3D GUI (Adobe AIR B52 CTEIVET % GUI)

GUI IZ oW T~ == 7/ [HA Command Suite = —W— XA K] #ZKL T 72

SV,




o1E

EEY—/\
ARV =V VAT LARLKA e EEAaEHET 5~ T3, HA Command Suite % 1
VARV LET, 2HDO T EMH LT Active-Standby DY T A &2 Y LTI %)
i L TWET,

HA Command Suite I, KD R—3% 2 hbRER I, FiIC A A h—1LB
LT oA VA M=V ENRET,

HA Command Suite @R —R>2 b

22— —=T H 7 NOEHESE X 2 U T ¢ B 72 Y HA Command Suite /5 C 4k
T AR AR T A R —% N TT,

Device Manager 4 —/\

Device Manager T, A FNL—Y VAT ADORY 2 — AEFEHT H-DIC0Elea
R—F2 R TT,

KRR b (RBS—N)
A ML=V Y RAT ANORY a—LEFHT L~ T,

AMVL—UORT LA
HA Command Suite #lfh CEHTAA N L —Y VAT ATE, WICETHEO A ML —
VIVAT LEBEHTEET,

* iStorageV U —X

SVP
ANL—=U VAT AEERT LD B a—2TY, iStorage V U — XD
Bl SN ET, iStorage V v U —XDHAE, A F L — UV AT AOEBKEE A TR
g 29— "% SVP & L CEREL THEMALET,
*E
iStorage V ¥ U — X & T 2355, EEHY— L SVP OKZZGbE T 7Z30,

Storage Navigator

Device Manager D 2 > 7/R—FR > h T3, AL —U T AT LADOHERLY YV —ADF%
E & Z D FEMZR R TIT O T DO RE A R L £ 7,

v kJ—% (LAN 8L U SAN)
BEY—NEEH Y T 4T M, BEY— AL X N L —U AT ARBIE TCP/IP % v
KU — 27 TG T HAMENLY £3, F£/-, FAREA ML —I3 257 AL SAN F
721X IP-SAN Z A%k L £97,




o1E P

VAT LB E RS 258, RORICER LTI IZE0,

s 1 BEDARL—U VAT AL, 1| BOEBY—N"TEHLTLEZIN, 1BOA KL —
VUVAT L EGEOERY — NTEBT L VAT IR LT E N,

* 1 ©® Device Manager %"—/ 3T, EIA ML —U T L IZEEDOA N L —UEBEDOT B
Uy hNEFENGITHZEITTEERA, lxrOHFA N L—UEFHRLTEWEEIE,
E|A K L — Z & Z Device Manager H— 3% fE L T 72 &0,

12 £X%3) TR

iStorage V U — XX, SVP Lz LET,

SVP 21X, kD 2 FEEED Ethernet 7% 7 X —703 0 97,

o 74—k (N#B) Ethernet LAN 7 & 7 % —
AP —U VAT ANOBEIER SN ET,

e N7V v Z LAN (iT7 X7 H—
ARNL—U VAT AONBICHDIEND AL Ea—FDOT 7Y —3 3 23, SVP L
BT 57O S E T, Device Manager |, A F L —T v AT A L UMERAFTIZ
BI4 % SVP L DE(ElI, ZdD/ 7Y v 7 LAN #EH LT,

AEE
EFOLXIRIRMTTY, Sty hU—2127F A4 _X—F LAN 285 LAV TLFEN, & b
L—U Y AT A TCIRANRERN AT DB ENNH Y £,

121 EFXF2UTFAI2DO0VTHO—HBALZYRY

VAT LEHEL, Z< OBA, BEHO LAN EEEHO LAN 280 EEL 9, 975
ZET, BHMO LAN ML EE, EBHOX Y NU— I SEHHDO NT 7 4 v 7 &)
VEEL, X 20T 1 LOBREZES LTWEST, &L, EHEICMHAT5 LANIZ SVP O
L REH RN EFEL COVEL, IP Ry hT—27 EDEDTZ T 4T A NHTHA ML —
CVAT ATV RATECLENET, 77 BARERNZRLOTHLNE > Il b
5P, FERLELTELA Y RAZND, ARL—UH—ERERF L) BEORENKET S
BENRHY £, DoSWEIZE > T, VOBMEFOR—FNPEA N —YOFEENAT
LY RENDRY, BEOHD AN TERAOE v ¥ 3 W RIR-MHND ERESH Y %
7T

FHEHO LAN ORICET A2 A R4 02U TIORLET,

o EHRIMHHTAHLANNOD NT 7 4w 7 NVEBHAO LAN 23 N7-0, %&B LY LT
TWirEE A,

o PO LAN RIZHAEHA L ¥ — T 2—AFE-Tary he—F—%2#8#EL7-3C
DRA N ZERIBIZERL L TREBIEZEO L, 2T — 9 VERIRT S AR E




o1E g

AL E—=T2—APHNDY T v =TIl ko THEHASNNEIICLET (ZDOHED
AL E1X, RERY T N 2T OHIER, RERY—EADT Yy M T, B RO
DNy F~DEHFEERLET),

« EPH O LAN X, #21% Device Manager — 3D X 9 (12, EHHD LAN L 250
LAN O THSsrH & LTEEL TWA~ T U TR, 2BH O LAN &R 5 X 91T
LET,

© 77 A4—hKLAN EEHHO LAN Ol FIZon b~y v, 77 A7 74 —LDik
AITEL &, BRL2WT 78252 S HIZBhT £,

1.2.2 Device Manager TH#E T 5t F 1) T 1R

EHY—NET 2T AR — AT 57, NIC % 2 S LT 2 &0, —H 0 NIC 28 HH
D~ EEBHGEOA N L=V VAT AEOBOEHAO LAN IZHRE L, © 95— 50

NICE2 77 AT U4 — Lo TT 7 EANEHRIN TS LAN ICHm LET, 1Y

1-22 BEAOLAN Z5HEL, 7747 U4 —/VERE LR (4X—2) ) [TRT X9

2, BFEBY—NL, @07 7 AT U — NV ERFORED LAN ICH T 5 2 & b T F
T, 7747 U4 —/UZIL, Device Manager D7 7 A 7 > M EIIRFEDOEET 7Y r—

ar DI IAT Y MTETERY—~OT 7B ZEFFAT D, B LWT 7 ARAZ#
ELTLESN,

Device Manager BTV =3
ATk GILFb

- Device Manager - BT ISy —aw
. =yt : =yt
Device Manager F
T A— LA
e, |

JFJA AbRL—3 WA & L=
LAT L ATLh

IS4 A— FLAN F5 A— LN

i Device Menagerid, NATICIESREL TLVvERA,

K1-2 EEFADLAN Z98L, 77479+ —ILEZRE LR

1.3 EEY—/I\DIRATLEH

I TIREHY — RO RAT AEHZOW T L £,




o1E P

1.3.1 BBV YV—XHBDOELER

Device Manager CEBTX 5 U VY —2AHUIT LR H Y 77,
IRDOFRNRTE % Z 72V OER T & 8L

BEHITAZ L AL E9,
£11 EHYY—IABOLRE

yy—2R Device Manager 4—/\0 _EfR
LDEV %1 1,000,000
LDEV ¥ & /S 2¥05%2 o 45 5,000,000

X1

F—7 AT LA O LDEV 304 EHE T,

X2

XA = < LDEV #> x < ILDEV 472 0 DB N X >

—BEEY VY

Device Manager Y— 30D 7" 1287 ¢ DT (177 ~—)

132 AEY—E—THAXDERE

Device Manager — 3D A E Y —b —7Hh A XEEETF 5HTIX, Server.ini 7 7 A V4w

%I/ij—o

AR S

R DTG DR

« HHIxf5 L 725 LDEV
% 1-2 Device Manager Y—/\M*E)—b—TH A XDEEK

5 7= 0 O LDEV #

FEYY—R AEY—E—THaX
512MB 1024MB 2048MB
1ADAPL—Y LA 2,000 AT 6,000 2L 6,001 24 L

BEFIR

. ROT77ANETHA T ( Z—TCHEET,

< HA Command Suite D1 >~ X ) —/L 7 4 /157> \DeviceManager\Server\Server. i

ni

2. AEV—b—THV A RXEEELET,




o1E P

IR TN T ovM x0PT HEAP MAX (JEUIZRMEZEFEE L T E &,

JVM_XOPT_ HEAP MAX=-Xmx <ZREME> m
3. HA Command Suite #fh O — B 2 &2 FRfdd) L £ 9,
—EEY VY

Device Manager D% —E A DE) (133 ~—3)
Device Manager D — E A D& (133 =—7)

1.4 Device Manager TEETZ47RX k

Device Manager T, BHXMRDOA N L —V TV AT ADRY a— L EFHT L~ U EARRA
FELTEBTEET, EFA DT 4 A2 U YV — A% Device Manager C— LB T 5 2
&ETC, FIAPRDUTIS C Tl AR ) 2 — L 2RIV B THZ LR TEET, AR CGEHY—
A)mxhv~yvx%A@fun~A%ﬂD%ka HRARTORY 22— L OEHR
MEMER LTZ0 T 572921, Device Manager U YV — AL L THERT HVLENH Y 77,

Device Manager TlE, IRORIZRTAA N TORY 2a—AOHMRNEZEEHTE £,
# 1-3 Device Manager TEEBTE%HRX +

"R b E
F—TURA B BRI A ALY 7 b7 = TR, A =L EN TV
WERERE
AR~ ALY 7 b0 = 7RISR SR B S
AR Y — N ALY 7 b =T HRA v A b= ST
bR
AE

Device Manager THEHLT 57K A2 FOFA MM, 5054 FANTH D Z & D3I TT,

1.5 ARV RZERITI ABENDEESIA

Windows T UAC (User Account Control) FERENH N2> TWAGE, a~y REETT
DI, BHEMHR Ca~y R 7 MEEEH L T EEN,




B2E Ry MU= BRI CIoRE

lrh-2==

=
2y 7= BRI CT—‘QE

ZOFETIE, Xy MY —ZERIZIG U TE7L HA Command Suite 5 TORREIZ- DV TR
HLET,

2.1 HA Command Suite A TERA I S HR—

HA Command Suite 8L THEH IR — 8F SN, R~ AEGFETIEr0Ta s Z
LAEBFEBELRNWE ) ITHEL TS EEN,

BHETAHIEAE, 07077 L0 EEZEE T 5HH, HA Command Suite F 5L DOFRE % 2
HLTLS7EEN,

i

R—FERFIZLH-> T, OSO—FFH VY TCHR—FLEHLTHDELDOHH Y £9, HA Command

Suite B CTHEHT DR — FEE% OS D services 7 7 A NWVIZRETH I & T, —HFE| Y Y CTxfs
MHAT L TEET,

2.1.1 HA Command Suite Xs@a>HR—> FrTHEAHASNWEZR—
~

FHH— N TlX, HA Command Suite 2Ll > R—% > N T SN AR — FNEEN[F—~
AHET IO T e ST A LEEHE LWL DI LTSN,

% 2-1 HA Command Suite #F a1 >ih—R > FTCEAIhZR—

R— &S HL)

22015/tcp™ B 747 (GUD) &5 HERIC, HBase 64 Storage Mgmt Web Service
~DT 7R ATHEHINET,
ZOR—MEFIFERETEET,

22016/tcp EW7 747k (GUD) & SSL TilfE 3 5 FEIZ, HBase 64 Storage Mgmt Web
Service ~D7 7 ¥ A THHENET,
ZOR— FEFIILEETEET,

22017/tcp~22030/tcp HA Command Suite 33 2 > R —R > M CTPRFEHDOAR— M TT,

22033/tcp

22034/tcp

22031/tep HA Command Suite i = > AR —3R > hONEEE (It A 4 0) T
EHENET,
ZOR— FEFIILEETEET,

22032/tcp HA Command Suite 3£if = > R —% > h OWNHH#E(E (HIRDB) CTfEH S
7
ZOR— FEFIIEETEET,




H2E Ry MU — I HERICIE UToiE

R— &S L]
22035/tcp HA Command Suite 2£if = > AR —3R > h DNEREIE (Web — N DIE(E) T
22037/tcp fERIET,
22038/tcp ZOR— FEFFIELELTEET,
22036/tcp HA Command Suite 3l = > 7R —F% > hOWEEE (F— v 7P —ER) T
EHENET,
ZOR— FEFIIEETEET,
22121/tcp Device Manager Web Service T &L 4H— FTT,
22123/tcp HA Command Suite 3£if = > AR — % > b OWNEIE (Web Hh— 3L 0iEfg) T
22124/tcp EASNET,
ZOR— MEFIIEETEET,
22122/tcp Device Manager Web Service T &L 58— kTT,
HA Command Suite 3 = > 7R —F% > hOWNEREE (F— v 7P —ER) T
FEHENET,
ZOR—FEFIFERETEET,

X

SSL Zf%E L CWAEA THMH I ET, I BB Y — S~ I SSL 15 &l
Wrd %121, user httpsd.conf 7 7 A IIVORED VLT T,

—EEY D
HA Command Suite i = > AR — % > T SN 5K — FOEH (10 ~—2)
Device Manager 7 7 A 7 7 4 —/LOFISNEEEL (12 X—)

SSL/TLS & A2 T A @ user_httpsd.conf 7 7 A /L Difate (84 ~—)

2.1.2 Device Manager —/\TERA I HK—F

BEL—/NTld, Device Manager — "NCfEH SN DR — MEENE—~ T 2 GFT H1Z
NPT T T AEBEELLNEIICZLTLIEIN,

% 2-2 Device Manager 4—/N\THERAINEEKE—+

R— &S §REA
162/udp SNMP 7 v 7% A5 T DB S E T,

Device Manager CIIBRTEE AT CEXEFHA, ZOR— hEHEHT 2R
YV VA PV ERTVDEARIY, TORBOBREELLTLTK
él/\o

2001/tcp™ Device Manager % — SONEEE, EH2 747~ (GUD, A hL—T ¥
AT LEBETOBRIEHINET,

1EOEE TZ OFR— FRHEH S TUWA &, Device Manager - — /N3 L E)
LEHA,

Z O AR — ~Z, Device Manager %—/3(D server.properties 7 7 A MZlH D
server.http.port 7 /37 4 TERTXE£7,

2443 /tcp Device Manager —/SOWNE@(E, B2 747 & (GUD) & @ SSLiEfE
BEUOA R L=V Y27 A (iStorage V U —X) & SSLEE CHEHINE
ﬁ_o




H2E Ry MU= HERICIE UToiE

r"— &S EL)
Z DR — ~iZ, Device Manager %—/ 30 server.properties 7 7 A MIH D
server.https.port ' O/XT 4 TEHETEFET,

23055/tcp Device Manager " — SONEEE CTHEH I E T,
Z @R — ~iZ, Device Manager —/3(D server.properties 7 7 A Wl H D
server.rmi.port 7 HA/NT 4 TEBETEET,

EX

SSL ZixE L TV A HAETUHEM S EY, SSLBELT LA LIEWGEAE, 774

T — IV ERIE

—EE) VY

LTLIZEW,

Device Manager D7 7 A 7 U 4 —/LOFIFEEL (12 X—)
Device Manager — 3D 7 1237 ¢ DT (177 ~X—)

server.http.port (179 ~X—

)

server.https.port (179 ~—<)

server.rmi.port (179 ~X—3)

213 RAbkL—2Y

ATLTERINSHR—F

Device Manager TA b L' —Y U A7 AZEHT H7-D101E, BEHY—A"OEH 7 747 b
(GUD & o@EMR—TFE2HETDZLENRDY £,

#&2-3 RbhL—

AN

v/

ATLTHERASAER— b

HERXL—DORT
L

R— &S

EieA

iStorage Vv J — X
(SVP)

443/tcp

HHE7 747k (GUD 75 SSL T Storage
Navigator Z#EEI T ZERIZEH I E T,

ZOR— PEFIIELETETETS,

1099/tcp

EHY—ANEITEHR T4 7 b (GUD LdfE
THRRICHER SN ET,

ZOR— FEZIIEETEET,

51099/tcp

EEAY — NETIEHE S T4 7 2 b (GUD &IEfE
THRCHEH S ET,
ZOR— FEFIELETEET,

51100/tcp

BEY—NFEIEHRS T AT b (GUD L@
THRICHEHENET,

ZOR— hEFIIETTEET,
T 7 AV b TIE 51100/tcp~51355/tcp 0> i PH Cff
HEhET,

iStorage V' —X (=
Yhr—7—)

443/tcp

BT 747k (GUI) » 5 SSL T maintenance
utility Z BT BB I E T,

ZOR— FEFIILEFETEEEA,




H2E Ry MU — RIS TR E

iStorage VU —X (SVP) THEHINDHR— FESEEE LA 121E, Device Manager
TIRORENMLIETT,

* T T7AT U —IILOBIINRERE R E LIE S
s BHE%ZOR— M5 % Device Manager [Z5XET 5

1099/tcp R L726121%, Device Manager GUL @ [ A |k I/“—‘//XTleﬁ%]
W DR — I‘?éﬁ’f\f HE LT IZE, 443/tcp A L7254 121%, Device
Manager DGUI CTARL—V VAT ALAEZY 7L w2 LTKL f_éb\o

A= BEOEFIFTEB I N services 7 7 A IIVDOERETFTIEZHODWTL, HFA ML —T R
FADV=a T VEZBBLTLIEE N,

2.2 HA Command Suite @3> R—xR> FTHEHA
NbdHR—FDES

HA Command Suite 5D A > & h—/14%12, HA Command Suite 638 = > 7R — % > kT
ENHAR— FELETET 5841, HA Command Suite 2Ll R—% > FORET 7 1 V%
#ﬁ%j—éﬁz‘%i})% D jz‘a—o

21EFE
1. HA Command Suite f D — v A & 51 L £97,
2. HA Command Suite 3l 2 R —F > FDORETZ 7 A NV EREL T, F— FEFDOHRTE

EERLET,
& 2-4 HA Command Suite #B1 VK-> FOKR— FEESREI 7ML
TIXINED | REIFAIL ERIGH
R— &S
22015/tcp < HA Command Suite D-{ >> X ) —/L 74/ |Listen
#>\Base64\uCPSB\httpsd\conf\user ht
tpsd. conf>:<1
22016/tcp < HA Command Suite D1 >> X f—/L7 4/ | * VirtualHost < FH X pE>: <
4#7>\Base64\uCPSB\httpsd\conf\user ht = F>
tpsd.confx1 * ListenX2
22031/tcp < HA Command Suite D1 > X } —/L 7 4/ |Listen 127.0.0.1: <— FFEHF>
£7>\Base64\uCPSB\httpsd\conf\user hs
so_httpsd.conf
22032/tep < HA Command Suite D >~ X | —/L7 4/ | PDNAMEPORT
47> \Base64\HDB\CONF\emb\HiRDB. ini
< HA Command Suite D-{ > X | —/L7 4/ |pd_name port
47>\Base64\HDB\CONF\pdsys
< HA Command Suite D1 2> X ;p—/17 4/ |pd_name port
4">\Base64\database\work\def pdsys

10
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FTIHILED
R— &S

BEIFAIL

EEIER

22035/tcp

< HA Command Suite D1 > X p—/L7 /b
4>\Base64\uCPSB\CC\web\redirector\w
orkers.properties

worker.HBase64StgMgmtSSOServi
ce.port

< HA Command Suite D1 > X p—/L 7 4/
4>\Base64\uCPSB\CC\server\usrconf\e
jb\HBase64StgMgmtSSOService\usrcont.

properties

webserver.connector.ajpl3.por
t

22036/tcp

< HA Command Suite D1 > X f—s7 /L
#">\Base64\uCPSB\CC\server\usrconf\e
jb\HBase64StgMgmtSSOService\usrconf.

properties

ejbserver.rmi.naming.port

22037/tcp

< HA Command Suite D1 > X f—/L7 4/
4>\Base64\uCPSB\CC\server\usrconf\e
jb\HBase64StgMgmtSSOService\usrconf.

properties

ejbserver.http.port

22038/tcp

< HA Command Suite D1 > X p—/L7 4/
4>\Base64\uCPSB\CC\server\usrconf\e
jb\HBase64StgMgmtSSOService\usrconf.

properties

ejbserver.rmi.remote.listener
.port

22121/tep

< HA Command Suite D1 > X f—/L7 4 /L
4>\Base64\uCPSB\CC\web\redirector\w
orkers.properties

worker.DeviceManagerWebServic
e.port

< HA Command Suite D+ > X p—/L 7 5/
47>\Base64\uCPSB\CC\server\usrconf\e
jb\DeviceManagerWebService\usrconf.p
roperties

webserver.connector.ajpl3.por
t

22122/tcp

< HA Command Suite D1 > X f—s7 /L
4">\Base64\uCPSB\CC\server\usrconf\e
jb\DeviceManagerWebService\usrconf.p
roperties

ejbserver.rmi.naming.port

22123/tcp

< HA Command Suite D1 > X f—/L7 4/
4>\Base64\uCPSB\CC\server\usrconf\e
jb\DeviceManagerWebService\usrconf.p
roperties

ejbserver.http.port

22124/tcp

< HA Command Suite D1 > X p—/L 7 4/
4>\Base64\uCPSB\CC\server\usrconf\e
jb\DeviceManagerWebService\usrconf.p
roperties

ejbserver.rmi.remote.listener
.port

X1

httpsd.conf 7 7 A VITHRE LW T 72 X0,

X2

SSL N B DA AN 1 B R — S~ D FE SSL i1E % MW 5 121%, user n
ttpsd.conf 7 7 A /LD Listen 22015 {T&MmETHLENH Y F5,

*E

DR — FHJBEBITEERB LN TLEE N,

11
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1, 7, 9, 11, 13, 15, 17, 19, 20, 21, 22, 23, 25, 37, 42, 43, 53, 77, 79, 87, 95,
101, 102, 103, 104, 109, 110, 111, 113, 115, 117, 119, 123, 135, 139, 143, 179,
389, 465, 512, 513, 514, 515, 526, 530, 531, 532, 540, 556, 563, 587, 601, 636,
993, 995, 2049, 4045, 6000

3. HA Command Suite # 5OV — v X 2 i) L9,

4. WOKR— NEZEEW LHAICE, B — A VA =L EN TV H4L HA
Command Suite #5H D URL 22 F T AMENH Y F4°,

* 22015/tcp (HBase 64 Storage Mgmt Web Service ~D7 7 & X H)

FESSL TEBY —NEEH Y T4 7 MHOBEZIT O & 2T, URL #Z&E S
5%‘%753\&) D i‘g_o

s 22016/tcp (SSL %}/ HBase 64 Storage Mgmt Web Service -~ 7 7 & A (Zff )

SSL CEHY—NEEHR I T4 7 MEOWEEITH £ E12i1%, URLEZZEET D
VERH Y 97,

BB, 7747 04— RREINTWHEERY, BHY—NLEHIFA4 T b
DOy NU—ZBREIZE > TIE, URLOEENARELRZ b 97,

—EEY Y
HA Command Suite 3@ 2 > AR —3 > FCHEHINAAR—F (74—)
HA Command Suite #4 URL MZEH  (hemds64chgurl 2~ F) (22 ~=2—7)
SSL/TLS % AN 5 3A O user_httpsd.conf 7 7 A L OfLE (84 ~=—7)
RNy TT T T uy 7 OFREER (110 X—)
Device Manager D —E ADHE] (133 ~<X—)
Device Manager D —E A D& IR (133 ~X—)
Device Manager Y— 3D 7 2 /37 ¢ DT (177 ~X—)

2.3 Device Manager W 7 7 4 7 2 + — LD HI & 5%k

HA Command Suite i T SN DR — FRT BV 22T 7 47 U+ —/VITHSNVEERT 5

L, Bk S NTmAR— R at A~DAE S OGN SLET,

*E
VM BAAAT2 1T Windows 7 7 A 7 7 4+ — /LA BN LT=3E, @ — NcERSh T b3y b
T—27 FIZT7 7 AT U —VRREBIN TS L XL, BHEY—ATHEHAINDHR— MZDONT
I%, Device Manager DA > A b — /L EIZ 22—V —NFEH THIEREREZITH LERH Y £97,

Device Manager ZH T 248 AL R—R 2 a7 7 A4 T 74— /L ORI A MBS L ET,

12
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2.3.1 Device Manager T7 74 77— 4+ —I)LADHINZGZFHANE
HiR— k
BHY—ROEH I SA T, AL =V AT AR EEZORS Ry NT—27 B2 774
T U 4L RERE STV HEREE T, HA Command Suite B CEH SN2 KR— 27 7
AT T —DFIFNE L THETHIMLEND Y £,
o F25 BHY—NEEHITAT U NEDOMOT 7 A4 T 04—V THII XD B2
R—FrEE (13 ~—)

o K26 BHY—NRELEANL—UURATAEDOMBD T 7 A T 7+ — )L THISNEER DS B
IRAR— FFEG (13 =)

© K27 BEHITAT U NEARARNLV =V VAT AEDBOT 747 04— /L THIZNE G
ML R — F & (14 ~—)

o F28 THH—NERA— LY —RLDBIDOT 7 AT 74— /)L THIFEEE DS LB 70 7R —
F&E (15 3—)

o F2-9 WHY— NESEEREY — N E DD T 7 A T 7 4 — )L THISN GRS M E e
R—RES (153—)

F25 BEY—NEEBYSATUMEDEDT7A 70+ —ILTHARRMABELR— ES

HEIETT BEE wE

R—FEE E&27% R— +ES &2

any/tcp EELZ 4T |2001/tcp™ L — N FE SSL iB{E DS ITREN Y
(GUI) =TT

any/tcp BHI ATV | 2443/tcp* EERA—N SSL 18 DA B E N L EE
(GUD) Rk

any/tcp EHZIA4T 2 22015/cp* Y — N FE SSL @15 DA TR ED
(GUI) =TT

any/tcp EHZ 47 |22016/tcp* Y — N SSL {5 DA TR ENDME
(GUD) <7

A= FEFIIEETEET,
£26 EEY—/INER M —DVRTLAEORMD I 7477+ —LTHNBRLPBELR— +BS

BiEw Bk %5
R—FE 22V R—FrE (22
5 =1
any/tcp EEY— N 443/tcp’1 | ¢ iStorage V>~ |-
J—2X (SVP)

any/tep | HFHP—N 1099/tcp™ | * iStorage V3~ |-

1 Y —=x (SVP)
any/tcp * iStorage V ¥ |2443/tcp | EELY — -

J—X (SVP) |2

13



W2E Fv hU—ZHRICE U E
BT BIEE &%
R—r&E |70 R—rE 720
= =
any/tcp BB — N 51099/tcp | * iStorage V > |-
1 J—2X (SVP)
any/tcp HHY— 51100/tcp | * iStorage V ¥/ |[#IEHEDA b L—T 3 A7 L7 iStorage V &
*1 J—X (SVP) | U—=RDEE, 77 4/L T 51100/tcp~
51355/tcp DHIFHTHEH I E T,
(FL61)
- RN L
X1

iStorage V3 U —RX (SVP) DA, RN— MEFIIEETE LT,

X2

A— FEFIIETETEET,
£27 EEISATFUMERML—CLRATFLEDBD I 74794+ —ILTHNBENBELR— S

=5
BIET HIEE e
R—+r&E T2V R—r&E |72
5 5
any/tcp WH2Z 47 |443/tcp™! | * iStorage V 2 | SSL T Storage Navigator % i 19~ 2% %58 123k
b J—X (SVP |EPNLETT,
(GUI) BLU= R
0—7—)
any/tcp EELZ T AT 11099/tcp™ | * iStorage V ¥ |-
K 1 J—2x (SVP)
(Gun
any/tcp BB T AT |51099/cp | ¢ iStorageV ¥ |-
% 1 J—=x (SVP)
(GUn
any/tcp BHYZ A7 |51100/cp | * iStorage V ¥ |BIEHEDA b L— T A7 L7 iStorage V &
~ *1 J—2X (SVP) | U —=ADE, 77 4/L T 51100/tcp~
(GUD) 51355/tcp DHEIFH THEHINLET,
(A1)
SN L
X1

iStorage VU —X (SVP) DOIGH, RN— MEFIIEETEET,
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£ 2-8 EEY—NEA—NY—NEDRBD T 74 70+ —ILTHNBENDELR— FES
BEIETT BIESK £
R—FrEE |72V R—+rEE |2V
any/tcp EEY —3 (Device | 25/tcp*! R Lt K2 WDERH E A —/)LTL—
Manager $—/3) PF—IEET DA TR EDN
‘JZ‘%T“@—O
¢ ARNL—V VAT LATOT
7 — hDOFAE
s [T T L —Ta ]
T4 KB FETLEH
AT D5ET

X
H— M EFEERTEET,

X2
Device Manager #—/30 server.mail.smtp.host 7 BT 4 [ZFRE L7z A — /L —X
T,
£29 EEY—/NENBRBEY—NEDOEDT 74 7oA —ILTHNBRLIBELKR— FES

BEIETT BIS5k 5
R"—rES S8 R—+BS &2
any/tcp Y — N 88/tcp™ Kerberos ¥—/3 -
any/udp EEH— N 88/udp™™ Kerberos ¥—/3 -
any/tcp B —N 389/tcp LDAPF 4 L7 |-
Y=

any/udp EHH—N 1812/udp™ RADIUS #—3 -
(R

AL

— A SB R— MERTT, AR — A TEESA TS Z ERD Y &
‘a’_o

—BEEY VY
Device Manager CD 7 7 A 7 7 #— /LD FIF G (Windows) (16 ~=2—73)
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2.3.2 Device Manager TD 7 7 4 7+ —IL D5 &k
(Windows)

hemds64 fwecancel 22 REB X Wnetsh 22 R&FEIT LT, Device Manager Z #5535
FHAVKR=FR 2T 7 AT VA —AOBISY A MR LET,

REFIR

1. ROz~ R&23F{TL T, HA Command Suite 18 Web - — B X 244 U X & EE
LE7,

< HA Command Suite D1 > X h—/ L7 4 /L% >\Base64\bin\hcmds64 fwcancel

2. WDz~ REFEITLT, Device Manager CTHEHT 2 DIZND 3 R—R 2 | &4
SV A MZBREEL ET,

netsh advfirewall firewall add rule name="< #FEERS >" dir=in action
=allow program="<-/VX>" description="<-/V.X>" enable=yes
#£ 2-10 netsh a7 > FTIHET HHINEE L /31X

=) Sk BN S &4 AV

Device Manager #— /3 Device Manager < HA Command Suite D1 >~ X
h —/ L 7 4 /15> \DeviceMana
ger\Server\DeviceManagerSe

rver.exe

JDK Device Manager - HBase64(java) | < HA Command Suite D1 >~ X
P —rb 7 4 /L 57> \Base64\uCP
SB\hjdk\jdk\jre\bin\java.e
xe

3. REEANIT H72DIZ, HA Command Suite H OV —E 2 2 HEE L £,

—BEEY Y
Device Manager C7 7 A 7 — 7  — A ~DOBIINEEN LB 2R — (13 2—=)
Device Manager D% —E 2D L&) (133 2—)

Device Manager D —E ADE [ (133 ~2—)

24 IP7 FLADNEHRBHAGEDTY FT—URE

BE DRy bV =7 RO E DBEREIC OV TR L £,
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241 EBY—NTI) v ORBEEFEATIHEORY FT—JD

ax A&

BRI —/NINIC ZBEER L T7 U v UKEEZ N 256, BBy —, B 74

TUoh, BIXOA ML=V VAT AR TEBEWIBETE2X2Ixy NU—Z 2R ELT
<TZEW,

OB IR Z B, BOENKLE BT 2 3 L £,

B — 172,22, 3, %
HIC T
AbL—i
0 -
EEH—
{Device Manager
=)
— FEYSATFT R
7 (GUT)
: RIG
10,0, 00100
10,0 wx. wx
E o L
(LI

C T AT OB EO R EA S ECER

A ke

®21 EEY—1ROTY v ORBEEERALEZRY FT7— OBEH
I DORANTRT T A A TEAEWIBETE X918, v—F—, EHIITA4T U},
BIOEFHYS—ANEZRELTIZEN,

ARL—=UVRATAE, EHIITAT 2 FOM
A RNL—=U VAT AE, BHEY— DM
AFEE

HA Command Suite SO DOEETIP 7 RLAEZIRET D L&, BHIZ 7447 MIER I
TWA5%y hI—=ZMIOIP 7 FL A (IK2-1 FEY—OT ) v UREAHH LIy U —
7 ORERA (17 =) H@ 10.0.0.100) ZFEELTLEZ IV, FA MIZFREL2WTL 2
éb\o

Device Manager @ Web $— \BEREDENET 5~ 2 L D% E (server.http.host ' B/XT 1)

—BEEY Y
Device Manager #—/ 30D 7' /37 4 DZEH (177 RX—)
server.http.host (178 ~<—1)

17
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2.5 IPv6 IRIET:ER Y %515 E D Device Manager D
S
aX AE
Device Manager (%, IPv6 (2 L DiE(E &2 VA — K L TCWET, IPv6 BREE CIEM T 555, BREE
(ZJi U T Device Manager DX E X AR T HME R H Y £77,
IPv6 BREECHEM T D BT, IR AHRSRF 2R3 L O IC LTSS,

o IPv6 AT AEE L, BIELNE T IPv4 DAL A3 A MEENH B 7=, IPv6 & IPv4 D
MG TELLI9IC0S ZREL TN,

s HTEAIPV6 T FLAZ /0 — LT RLAEIFTY, Fae—\)La=—ra—%
IWT RLUA (A ha—B LT RLR) LU 77— 7 RURIIMEHTE A,

* Device Manager — /XD IP 7 RL AL 72 (3AHR A M EZFRET 561X, AR M TH
ETDHZEEHERLET,

2.5.1 Device Manager # IPv6 IRIZIZ#81TT B &£ EDRTE

IPv4 B2 55 Ci#EH L TV /= Device Manager % IPv6 B3 CilEH 9" 585518, user httpsd.con
£7 7 ANERELET,

*E

IPv6 BR5%(Z Device Manager # Hi#l A > A h— LV L72HA, 4 VA =T —RNHBMIIHELE T
T 57280, ZOEXIIRETT,

REFIE
1. HA Command Suite #in D% — X 2 {21k L £,
2. user httpsd.conf 7 7 A NVEREET,
user httpsd.conf 7 7 A VORI L ET,

< HA Command Suite D1 > X | —/L 7 4 /1-%>\Base64\uCPSB\httpsd\conf
\user_httpsd.conf

*E

user_httpsd.conf 7 7 A /L & A CHGATIZAEAN S LTV D httpsd.conf 7 7 A /VITHREE L
RNTL &N,

3. T4Listen [::]:<A— AFEEF>| OREICHLESILE #) ZHIFRL T, IPv6 TO
BEEZAEDZLET,
ATEE
e FESSLEEDHE, ssLbDisable D FIZ®H D Listen {TOFE =Fics (#) ZHIFRT DM
Bixb FHA,

18
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FI7 4NV RTE, TRCOIPVG T RLALBETEA LR EINTHET,
A= FFEFIXIPv4 D Listen TERILEZFEBEL T Z IV,

IPv4 @ Listen {TZHIBRLIZVMRELIZD LAWTL ZE W, #H- THIR, WE LS
I\

&, IPv4 TOBENTE <20 £,

4. HA Command Suite 5OV —E 2 ZEHE L £ 7,

—E&EY Y
Device Manager D% —E 2D EEH) (133 X—)
Device Manager D —E A DfE 11 (133 =—7)

26 BEEY—/I\DIP7 FLRAFLIEHRRA MEDERE

P NI —THEROE L 72 I, mfi*f~/\‘0) IP7 RUARELIIARA NANEFEIC
72 o 7238541, HA Command Suite 8 ORELLEHTHMLENRNH Y F9°,

26.1 EEY—/I\DKRR M 0)%%

IHEL DK A 44 % HA Command Suite IS 5121, user _httpsd.conf 7 7 AV,

B RNcluster.conf 77 AL (7 315’1‘%%@%5) PRELE-HE, v~ U BFEEENL
ij‘o

RIS
* /ko)l\ﬁiﬁ@ﬁ%mu
- ERBOEHEY— ROFEA N

RABNAIT 128 34 FUNTHHMEENH Y F£9°, HA Command Suite 85, Tl
RILF-L/PNSCFIIXRBI S E T,

EVk
HANCEHY — DR A M EEE L7254, hostname I~ R TR RIEELEHHZD

WA M EPEZ TBWNTSESNY,
RTEET,

Windows D& 1L ipconfig /ALL <2 RTHFE

BEFIE

1. HA Command Suite BlfL OV — 2 %= LE,

2. DA R—x MEOEEIZ SSL/ITLS ZfH L TWAEEAIL, ZHEEZEDOKRA N %
ERLT, FHY— OV — FEHEAZERLELE T,
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o HHY—ANLEHIZ47 0 (GUD [H

o FHY—NLA ML =TT RT A (iStorage VU —X) [H
user_httpsd.conf 7 7 A /L & L £,

ServerName 7 4 L' 7 7 4 7 DEEELL DR A NAIZEL L ET,

< HA Command Suite D1 >~ X | —/ L 7 4 /L5 >\Base64\uCPSB\httpsd\conf\user
_httpsd.conf

BHY—NLEH T T 4T b EOMEEIC TLS/SSL ZfH L TWAIESIE, 612k
DRELEFE LT ZEN,

s <VirtualHost>HX ZIZHRA MMNBEINTWAEEIL, TAX IV AT (») 1T
HLET,

s <VirtualHost># Z'W® ServerName 7 4 L7 7 4 7T DIEEEFTHDEA 41
EHELET,

*E
httpsd.conf 7 7 A /L3 X Whsso_httpsd.conf 7 7 A /MEHRE LR T I,

cluster.conf 7 7 A NWEMRELET (7 T AXHERDOGETT),

SRR N, EITR ) —FROKRA N, R/ — FOFRARNEDOI L, %% T 5
RANEGEETHDORA NGIZETLET,

< HA Command Suite D1 >R ;h—/L 7 4 /L% >\Base64\conf\cluster.conf
FHY—RNOKRA N EEREL, v~V 2HEELET,

HA Command Suite i@ 2 R —R > FORE T 7 A VA EBE T HHIZ, BEY— 0
HRARNGEERE L TCWESESE, Z2CEH~ Yy OFREEE T 2ET LTI,

HA Command Suite #lfL O — 203 EHEI L TWAZ L 2R LE 4,

HA Command Suite /55D URL IZHR A R4 ZEH L TW AT, EEY— N1 v
A h =L ENTWA 4 HA Command Suite L ORTELZ LT L £ 9,

EHBREEIZ X - T, 4 HA Command Suite L5 OREE RE L £,
T HRXR—=A e RN 7T T LET,
KA NG EETTDHER I T T LT = R_R—=RAIEHTE R0 £9,

Dy

EEHY—_"DOIP 7 FUAEITRA M OEFRITLEREE (22 =)
HA Command Suite /> URL OZEH  (hemds6dchgurl =< > F) (22 ~=2—3)
Device Manager O — E AD{E1E (133 ~X—)

Device Manager O % — & ZA DBIIRBOMERR (134 <—2)
T=ERX=2ZADNNy 7T v (136 ~—)

20



H2E Ry MU — RIS TR E

262 EEY—N\DIPTF I/Z@?ZE

ZEH%DOIP 7 KL A% HA Command Suite WM 5121, user httpsd.conf 7 7 A
W%ﬁ%bt%&,vvy%ﬁﬁﬁbi?o

AR &
R DG DO

EEHOBFEY—ROIP T KL A

AER

7T AHAERT 7 A4V (cluster.conf 77 A/V) OREITIEE LW TL ZE0Y,

BREFIR

1.
2.

HA Command Suite i DV — B R &2 145 11 L £ 7,
user httpsd.conf 7 7 A V&MwRELET,

ServerName 7 A4 L7 T 4 ZIZEHERIOIP 7 RLANREBEINTWAEAIX, AR
HETIIEFEZLDOIP 7 RLRAIZEFLET,

< HA Command Suite D1 >> X h—/ L7 4 /L% >\Base64\uCPSB\httpsd\conf\user
_httpsd.conf

A E
* httpsd.conf 7 7 A MIRE LR T 7ZE 0,
e user httpsd.conf 77 A /VDOFKETIIRA MERRETHZ L2 BEIO L ET,

BEHY—NOIPT RLAZEHEL, v Z2HEBHLET,

HA Command Suite il 2 R —3R > FORE T 7 A VA EET HHIZ, BEY— 0D
IP7 RLAZEELTCWERAE, 2T~y roEEdsh/7Z 27L&
Uy,

HA Command Suite L O —EZANEEI L TWA Z & ZHERL F1,

HA Command Suite #4550 URL IZIP 7 RL A ZfHH L TW A A1, EFY— A
VA =)L E I TV A4 HA Command Suite B OREEZZEE L £,

EAERBEIZ L - T, 4 HA Command Suite B 5L OREEZ RE L £,
TR RX—=R 5NNy T v LET,
IP7 RVREERTDHERNY I T v LT — 2 _X—R I TE <20 E7,

>y

BHY—NOIPT FLUAEIIRA M OBEERILEREE (22 3—)
HA Command Suite 510> URL OZ % (hemds64chgurl 2~ 2 R) (22 ~—)
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Device Manager D% —E A D41 (133 X—)
Device Manager DY — B A DBEIREOHER (134 ~X—)
T =B R=ADNy 7T w7 (136 X—)

26.3 EEY—/N\DIPT7 FLRAFEFIRRA NEDEBRRICHEL
3ES

BEY—NOIP T RUVAEIFFRA NEEE LIEHGAIZ, EHREEIZ X > T Device
Manager DX E & WIETMLENH Y £7,

* server.http.host 7O/ NT A IZEERIOKRA ML FEIXIP T RLRAZERELTND
e
BEHEBORAMGEITIP T FLURIZHRELE L72® &, HA Command Suite 54 D
=2 FEESTLIMENDHY £,
* RADIUS #—_ZHMHALTT AU FE@RIEL TV D HE
exauth.properties 7 7 A VDR EE RE L T IV,
* iStorage V U —XZ8AET D5 E
Device Manager (Z [FIff S #1727 7 4V b OFEELISN 24 H L T Device Manager & A
M=V AT Al TEX 2 U T 0852 LTW5D & XX, Device Manager GUI D[ A
L=V AT AREEHR T, 2=V =T H 7 FEREERELE L T 7ZE,
ZDIENITIP T RLARKRA MPHRESNNTNDIRAZ YT NI 7 A NNy F T 7 A )L
RENBITHREL RE LTI EIN,

Device Manager VAL CH BT 72 HEXEIZ OV TIE, 4 HA Command Suite 5O~ == 7 /L
L TLLIEEN,

—EEY Y
SMNEBRERE D — /S EAMERRE AT — S DBk (40 ~—27)
Device Manager O — E A DHLE) (133 =—)

Device Manager D —E A Dfg (1= (133 =—7)
Device Manager H—/ XD 7" 1 /37 ¢ OAET (177 ~X—)
server.http.host (178 ~<X—1)

2.7 HA Command Suite 87 0D URL DZEEH
(hemds64chgurl A< > K)

GUI |28k STV 54 HA Command Suite /5D URL % hemds64chgurl 2+ 2 R CTAH
LET,
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W ORERSZEE LR, E B 4474 12 HA Command Suite B 5LD URL BEFEIC /2 > -840
1%, GUIIZEEk STV 54 HA Command Suite 4D URL # hemds64chgurl 2 <2 KT
EETIHMLENHY £,

* HBase 64 Storage Mgmt Web Service 23 13- 5 R — h DA T
© BHY—SNORAMLELIZIPT FUADER
* SSL &I 578, F72ILSSL OfEHEZFILT 570D ELET

U T RAABRBEA~DOBAT

IR{EFIE
1. hemdsé64chgurl 2~ REFEITLET,

< HA Command Suite D1 >~ X h—/ L7 4 /L4 >\Base64\bin\hcmds64chgurl {/pr
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HERICAER IR I D Z e D 0 £,
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U — N LXK BT D7D T 2EREOLFTY, #IHIfEE LT lse
rverName | DX ESIVTWET, 4T 1 DL EOH— i34 2 f5E L T
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5L x)

auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.

server.type=1ldap

server.name=ServerName
group.mapping=true

ldap.
ldap.
ldap.
ldap.
ldap.
ldap.
ldap.
ldap.

ServerName.
ServerName.
ServerName.
ServerName.
ServerName.
ServerName.
ServerName.
ServerName.

TLRMR D56

auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.

protocol=1ldap

timeout=15
attr=sAMAccountName
basedn=dc=Example, dc=com
retry.interval=1
retry.times=20
domain.name=EXAMPLE .COM
dns_ lookup=true

server.type=ldap
server.name=ServerNamel, ServerName?2
ldap.multi domain=false

group.mapping=false

ldap.
ldap.
ldap.
ldap.
ldap.
ldap.
ldap.
ldap.
ldap.
ldap.
ldap.
ldap.
ldap.
ldap.
ldap.
ldap.

ServerNamel
ServerNamel
ServerNamel
ServerNamel
ServerNamel
ServerNamel
ServerNamel

ServerNamel .

ServerName?2
ServerName?2
ServerName?2
ServerName?2
ServerName?2
ServerName?2
ServerName?2

ServerName?2 .

.protocol=1dap
.host=1dapl.example.com
.port=389

.timeout=15
.attr=sAMAccountName
.basedn=dc=Example, dc=com
.retry.interval=1
retry.times=20
.protocol=1dap
.host=1dap2.example.com
.port=389

.timeout=15
.attr=sAMAccountName
.basedn=dc=Example, dc=net
.retry.interval=1
retry.times=20

NIVT R AL ERRDGE

auth

auth

auth

auth.

auth

auth.

auth

auth.

auth

auth.

auth

auth.

.server.type=ldap
auth.

server.name=ServerNamel, ServerName?2

.ldap.multi domain=true
auth.

group.mapping=false

.ldap.
ldap.
.ldap.
ldap.
.ldap.
ldap.
.ldap.
ldap.
.ldap.
ldap.

ServerNamel
ServerNamel
ServerNamel
ServerNamel
ServerNamel
ServerNamel
ServerNamel
ServerNamel
ServerNamel
ServerName?2

.protocol=1ldap
.host=1dapl.example.com
.port=389

.timeout=15
.attr=sAMAccountName
.basedn=dc=Example, dc=com
.retry.interval=1
.retry.times=20
.domain=example.com
.protocol=1dap
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auth.ldap.ServerName2.host=1dap2.example.com
auth.ldap.ServerName2.port=389
auth.ldap.ServerName2.timeout=15
auth.ldap.ServerName?2.attr=sAMAccountName
auth.ldap.ServerName?2.basedn=dc=Example,dc=net
auth.ldap.ServerName2.retry.interval=1
auth.ldap.ServerName2.retry.times=20
auth.ldap.ServerName2.domain=example.net

4.7.3 RADIUS H4—/\T&REEY 5355 D exauth.properties 7 7 A
ILDEETEIEH

exauth.properties 7 7 A /WIZIX, EHT 2ANEEERE Y — S ORI — 3k614, S
FRREY =D~ NERIR E R E L ET,

@7 a T 4

7% 4-6 RADIUS Y —/NTRRET 5355 @ exauth.properties 7 7 A /VORXEH H (JLBIA
H) (51 %—2)

SN EREE Y — "D a 8T ¢

RADIUS #— T LIZHELE T,

7< 4-7 RADIUS H— S TREGET 5515 @ exauth.properties 7 7 A /L O EHE  (FMHER
AEY—SOFRE) (51 ~—)

SRR AT — DT 8T 4

AR R — N & bl T 2 5B IO B ERRETT, LDAP 7 4 L7 R U — 1 DiF
Wa RAAL T EICERELET,

Rt SeD LDAP 7 4 L 7 b U — DIz BEEEET 2% 6 L, DNS —clis
T 5556 & T exauth.properties 7 7 A VIR ET HHEANE LD F97,

- LDAP T 4 L 7 MUY —R_"OIERA2EBERETET A5E

7% 4-8 RADIUS H— X TREAET 5 ¥4 @ exauth.properties 7 7 A /VOREHE (44
R Y — "M@ E) (52 N—2)

& 4-9 RADIUS $—/ 3 TRGET 5356 O exauth.properties 7 7 A /L ORXEHHE (Fh
A — O REEERET D LX) (53 3—)

# 4-10 RADIUS ¥— S TRGET 5556 D exauth.properties 7 7 A /L D& EH H
(AR AV— 3 & StartTLS THET 25 & &) (54 X—)

- LDAP 7 1 L7 b UH—Dff#H % DNS —NIZHRET 556
7% 4-8 RADIUS H— X TREAET 5 ¥4 @ exauth.properties 7 7 A /VOREHE (44
HRER A — OB E) (52 X—)
7< 4-11 RADIUS ¥ —/ S TRRGET 5 %5A @ exauth.properties 7 7 A /L DX EH H
OMBFE AT — DI A DNS — NZHRET 5 & &) (55—
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AE
© TaRT g OFREMIL, RILFE/NLFEX LTI IZEN,
o FEH—/NLLDAP T 4 L7 b U H— L DM OEFIC StartTLS ZH T 55413, exauth
.properties 7 7 A JMIHEEHFIED LDAP 7 4 L' 7 b U H— O A BHEEET D LEN D
D ET,
* DNS H—NTHHEED LDAP 7 4 L7 R —RZWRET 2561, a2—F—0nr A 4
DHERITALER IR I D Z e D 0 £,

5% 4-6 RADIUS Y— /T T 315E D exauth.properties 7 7 1 JLOERFEIER (HL&FEFEH)

wA=VAL P EL
auth.server.type INTFEREY — O TT, radius ZHEELET,

77 4V ME : internal (OMIRRFEY —/ N &HHEE L2 WES)
auth.server.name RADIUS % — D% — @A 2 EE L £, Her o b 2roRm— b

BB PORTE (47 RADIUS — R CiGET 28550
exauth.properties 7 7 1 VDR EHHE  (FMBRRGEY — S ORGE) (51 _—
) % RADIUS $— T LA XBIT 2 72 DI AHT AR DA FRTT, #)
Wi & L lserverName| ﬁ‘mﬁéﬂ’(b‘iﬁ‘o P31 DL oY — 58]k
B EFELTL &V, RADIUS — N2 TUEMRIZT 2561, &
PF—_OY— NGRS Ea < () TRUS>THELE 3. — 75
ZITEME L TR LARNTLSZEN,

FEETE BE - 64 /34 FLUANDIRD SLFS

0~ A~z a>~>z ! # () +-.=@ [ 1"~ _+{1}~
T 74V ME 72 L
auth.group.mapping FNERB A Y — N L HEET N E I D EBELE T,

ﬁjﬁ'ﬁﬂéiﬂ/\ ¥ true 75_’*57]2 Lij—o
HHE L2 WIGEE false ZHRELE T,
T 7 %/ MA : false

3% 4-7 RADIUS Y —/\ TR T 5158 D exauth.properties 7 7 1 LDFRTEIEE (MR Y—/ \DER

3E)
=43 BT
protocol RADIUS Y— _ZEEEIZEEA T 7857 2 h a2/ T3, ZOHEEEFMAT
D

FEETX AMH : pap £7-1% cHAP
FT IV ME 2L

host X! RADIUS ' — DK A M EZIXIP T FLAZIEL X7, A b%%:
FBETHHE, IPT RUASDARFIFRNTE L Z &2 HANCHR LT
KTEEW, IPT7T RLAIZIE, IPvA 7 RL A& IPv6 7 R L ADM )5 218
TEET, IPve 7 LRI TATEIN ([1) THATIZEZY, Z0H
HIXMETT,

T4 ME 7L

port RADIUS Y — _ORFEAR— FEF T, HET A4 — 25 RADIUS
PR TRHELZITR— FEEL LTEHRESNTWASZ & AR
TLEEW,

RE T 5ff : 1~65535
F 7 x/)L ME ;1812

timeout RADIUS H— R L35 L X O fF b T,
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R

B2L]

FRETE B 1 1~65535 ()
F 74V ME 1

retry.times

Rmmm%—ﬂk@@%K%WLt%é@Uh?%@ﬁfﬁo:@ﬁ%
LA, VN TIA SR ERA,

:J:El TXBH : 0~50
F7 4 M 3

attr.NAS—IdentifierX2

Device Manager DEFLY— DR A F4 T9, RADIUS — "3 EH
Y= NEHAT DM LET, MIHESL LT, Y — DR A

FPRE SN THVET,

fRETE 21 : 253 31 AN DROILFF

O~9 A~Z a~>z ! " # S$ s & " () *+, - ./ ;< =>7?20Q0/1]
Ny~

FT7 4 MHE 7L

attr.NAS-TP-Address™2

Device Manager O BlH— /3D IPv4 7 K L AT, RADIUS ¥ — 3%
A — N ER T OO LET,

IPv4 7 RV ADOTERNRERGE, ZORMKE
FT7 4 MHE 7L

TEH T,

attr.NAS-TIPv6-Address’ 2

Device Manager D& B —/30D [Pv6 7 K L A T¥, RADIUS $— 73

A —NE#T 5D LET, IPv6 7 F LA IHTAFEIN ([
1) THATLEZEEN,

IPv6 7 R L ADEXNRIEREGE, ZOFEME

T4 ME 7L

TSN C,

x

L EMEIL, MO X HITFRELET,
auth.radius. < auth.servername |Z15E L 7= H> . < JBFE>=< 5>

EXA1

[Fl—~ o CBE T MR A — R b G L
StartTLS ZfEH 3 555 1E, host BMEIZIZLDAP 7 ¢ L7 b U H—N
DFFAED CN LRI UARA M EZHREL T EW,

A=l =y e

X2

, PO LDAP 7 4 L7 U B — R

IP7 RLRIIMEHTEEHA,

attr.NAS-Identifier, attr.NAS-IP-Address, attr.NAS-IPv6-Address |ZE L1
DEVTHREL T EEN,
% 4-8 RADIUS H—/ATEEIT 5HA D exauth.properties 7 7 1 LOBEIEE MR AH—/ D&

®E)

R

BifA

domain.name

LDAPT 4 L7 1+ 47‘—/\75%@?5 RAA L DOHFRTY, SERRA
PR e HHEEST A, ZOEBIIMETT,

T4V ME 7L

dns lookup

LDAP 5 4 L 7 b U Y — "DE# % DNS 4 —NZBET 508 5 0k

ELE’L/\iTO
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ﬁ\%— 4% £ %nl-gwu HE%%/\TO):L_"H—H&IE

= ELEL]

exauth.properties 7 7 A JMI LDAP 5 4 L' 7 b U — _DIF#H % E
HHRET 25 A81T false T LET,

DNS H— NIZHET 28551, true ZHELE T,

72770, ROBHIENPRESNTWSHEAIE, DNS — N ZITHEE S
ng, 2—%— N ELEZERA L TCLDAP T4 L7 b U Y —CHE
EhEd,

* auth.group.< AX7 24> host
* auth.group.< A A7 24> port
F 7 /L MH : false

x
FRMEL, ROLIITHELET,
auth.radius. < auth.servername (Z#5&E L /ZMH> . < JG1¥>=<{fE>
52 4-9 RADIUS H— /T 5152 D exauth.properties 7 7 1 JLDBFEEE (FMBERIH—/ DR

FEHEBETSHLE)
B BL
protocol>:<1 LDAP T 4 L7 MU H—rEEHo7a b2/ T,
I X B E OB AL 1dap, StartTLS (2 & 53#E OHAIE t1s 2fFE L E
j—o

tls ZIRTETHEAICIE, LDAPT 4 L7 MU H—NRTRO ENHIDIEE TR
EHEHATESZ L 2HANCMHR L T EEN,

* TLS RSA WITH_AES 256 GCM_SHA384

* TLS RSA_ WITH_AES 256 CBC_SHA256

* TLS RSA_ WITH_AES 256 CBC_SHA

* TLS RSA_ WITH_AES 128 CBC_SHA256

* TLS RSA WITH_AES 128 CBC SHA

* SSL RSA WITH 3DES EDE CBC_SHA

FEETE A : 1dap F7213F t1s

57 )V ME : 1dap

host*2 SHERRBREY — N LA AT — "N R 5~V o TREI L TV S 551
IDAPT 4 L7 b U P —"DOFRAMELIZIPT FLAZEELET, T\Z
NG EREET 256, IP T RLASNDOAFIRRNTE DT L2 FRNIMR L T
KTEEW, IPT RLAIZIL, IPvAT KL AL IPv6 7 RLADW G ## T
F9, IPv6 7 R LU AIXLTAEEINL ([ 1) THATIEEW,

jé\ﬂ]%l_/f: j: %uﬁuunﬁg}j—%/\&%n uuj‘ﬁ_*‘/\z})n '7//(%@;] LTw

%)?é)wkﬁfiéé’biff
T 74V ME 72 L

port LDAP 7 4 L7 b UH—_DKR—  ESTT, fHETHAR— I, LDAP T «
V?F)qj"*/\fﬁ“d"oxfj‘ FEEELTHRESNTND Z & & HFIHE
DL T &N,

%‘éif“% BHIE 1 1~65535
T 7 /L MA : 389

basedn LDAP 74 L7 U P —DIERE BT DR, SRz N —D
DN (BaseDN) T9, Z®ODN LV FToMEDO2—F —x Y —2BRA D5t
G ET, REZEANGOL—Y— > ) —% T XTEHLMEED DN %45
ELTLEEN,
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B EiLE
DN (% RFC4514 OIFFNTHE - THRE L T Z & W, Fl 21T, IROICTFH DN IZ
GENDEAIL, 1 XFTEICHRES () TRAF—7FT530ERHY £,

ZEAXT # +; , <= >\

FBELEMIZLDAP T 4 L7 b U H—NZZDOFFEINDH7-9, BaseDN IZ
TR =T PUBELRLENGENIHAIE, ELL T RAr—71LTLEEN,

B LU 7-5A 13, Active Directory @ defaultNamingContext BIEIZHRTE ST
WD AEA BaseDN ERZRENET,

T4 ME 7L

timeout LDAP 7«4 L7 b U B — R L s 5 & & OHRFHIRFH T, ZOfEZ 0
WZLiela, #AL7 T FLRWT, e =0 8AET 5 ETHRLiET E
‘j‘o

fRECX 5ME : 0~120 (F)

T 74V MA 15

retry.interval LDAP 7 4 L7 R U B — L D@EICRR LIS ADY NI AR E 7255
#TH

RETEHME : 1~60 (F)

F 7 H L ME 1

retry.times LDAP 7t L7 R UY=L D@BEICRRLIEGAEDY I A EETT, Z
DEZ 0L A, UV T4 SnEEA,

fRETE DM : 0~50

7 4V ME 20

HZEMEE, ROXHIZHEELET,
auth.group. < NX 7 %> < FIE>=< >

< A2 >120%, auth.radius. < auth.servername (Z#5& L /= > .domain.name
DEZFRELET,

XA

LDAP 5 4 L7 F U — " 7 1 k=2 )L|C StartTLS 24 5345 1C1%, HA
Command Suite i@ VA R—R 2 OB X 2V T A RENDLETT,

EX2
INEREREFEH— R L SN ERER R — "R D~ 2 TBE LT\ T, 2> LDAP T 4 L7 k
U — Ok 7 1 k22 StartTLS ##H 3 28%451%, host JBIEIZIZ LDAP 7 4 L
7 B U —NOFFEHED CN EFRIUFAA MEREL TSI, IPT FL A 3EH
T FEH A,

52 410 RADIUS H—/\ T3 515 A D exauth.properties 7 7 A JLDBEEE (NEEFH—/ &
StartTLS CTEET S L F)

JanTr«4% El

auth.ocsp.enable |LDAP 5 4 L2 kU —,3L StartTLS T#E T 5512, OCSP L AR F—%ff
FALTLDAP 7 ¢ L7 MU —ROBETELENEOHNEERAET D008 95 »
ERELET,
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pA=VAC PE-1

HiEA

WIET 25 A1E true &, BFELRWIEAIT false 2 ELE T,
F 7 4 )V ME : false

auth.ocsp.respon
derURL

B BLAEHED AIA 7 ¢ —)L FIZEEHEH S 72 OCSP L AR > # —LIgkd OCSP
VAR X —CEFEBLMAZEOFIMEERIET 25512, OCSP VAR H—0
URL 23 E LET, A LIEEAIE, AIA 7 4 —L RIZE#H & 47- OCSP L AH

A

c:ﬁ?ﬁb \/El\j/)'ﬂ.‘jz‘a‘o

T4 ME 72 L

5 4-11 RADIUS Y —/\TER5I ¥ 515 S D exauth.properties 7 7 1 JLDHBFEIEE (FHEBETIH—/ D&

% DNS —/\IZlBL3 3 & &)

B B

protocol LDAP 74 L7 MUY —RErn 7o ka7,
FBETE A1H : 1dap
57 4V MA : 1dap

port LDAP 7 4 L7 b UH—_DR— NEESTT, #HETHAR— M, LDAP T «
L7 YUY —NTHELZTR—FEFE L TEREINTND I L& FHHITH
WLTLIEEW,
FEETE 5fH : 1~65535
F 74V ME : 389

basedn LDAP 7 4 L7 b U —"OERERBET LR, ERERb M —D
DN (BaseDN) T4, Z®ODN LV FOBEDa2—F—x o h I —0NF#A[ D%}
Gl ET, MBEHGEO—Y -2 b =T _XRCELMEED DN &5
ELTLIEE N,
DN (% RFC4514 OBFNHE» THRE L TL 7Z& W, #ilz 11X, RO LT DN |2
EENDHEAIE, 1 XFITEICHREE () TRRF—74 508 R’RH Y £,
ZEEIT # v , <= >\
FBELMEIZLDAP T 4 L7 MY P — 22D FEFEIN D728, BaseDN |2
TR —TNUBELRLFENGEENIHA/IE, ELL o RAr—71LTLEE,
A% L7 35A1, Active Directory @ defaultNamingContext JEPEIZHRE ST
WD EAS BaseDN & R & h £,
ST ME L

timeout LDAPT 4 L7 b U —REEFT 2 L EOEFGLRE T, ZOfE%E0

LA, AT R LARNWT, BETT =08 AT 5 THRibRT
‘j‘o

FETE LM : 0~120 (7))

F7 4 ME 15

retry.interval

LDAP T 4 L7 R U Y —NEDBEICERKELESEASDY N TAERE 257
BHTT,

FRETE A 1~60 (B)

F7H ME 1

retry.times

LDAP T 4 L7 b U H—RNEDOBWBEIZRKELIZEADY b AT, =
DEZ 0 LT-HE, VhIA43nRERA,

FEETEZ 5 : 0~50
F7 4L ME ;20

FRMEL, ROXIITHEELET,
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auth.group.< NX7 %> < BHE>=< >

< FAL A>T
DiEZfEE L E 9

"

4.7.4 RADIUS H—/\T
ILDE

ER
=X T 151
RADIUS Y — NCiRiFd 5%

auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.

IR A — SO IE R % 5

radius.
radius.
radius.
radius.
radius.
radius.

auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.

ocsp.enable=false

radius.
radius.
radius.
radius.
radius.
radius.
radius.
radius.
group.EXAMPLE.
group . EXAMPLE.
group.EXAMPLE.
group . EXAMPLE.
group.EXAMPLE.
group.EXAMPLE
group.EXAMPLE.

auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.

radius.
radius.
radius.
radius.

radius.ServerName

¥, auth.

ERRR A — % DNS H—3|

radius. < auth.servername (Z#5/E L /= > .domain.name

I3 515 & M exauth.properties 7 7 A

A D exauth.properties 7 7 A VO ERF| ZRITR LET,

ﬂ‘ngmun A AN L ?*ﬁ‘éia/\

server.type=radius
server .name=ServerName
group.mapping=false

ServerName.
ServerName.
ServerName.
ServerName.
ServerName.
ServerName.

protocol=PAP
host=radius.example.com
port=1812

timeout=1

retry.times=3
attr.NAS-Identifier=host A

EBERET 550

server.type=radius
server.name=ServerName
group.mapping=true

ocsp.responderURL=
ServerName.
ServerName.
ServerName.
ServerName.
ServerName.
ServerName.
ServerName.
ServerName.
COM.
COM.
COM.
COM.
COM.
.COM.
COM.

protocol=PAP
host=radius.example.com
port=1812

timeout=1

retry.times=3
attr.NAS-Identifier=host A
domain.name=EXAMPLE .COM
dns lookup=false
protocol=ldap
host=1ldap.example.com
port=389
basedn=dc=Example, dc=com
timeout=15
retry.interval=1
retry.times=20

IRET 556

server.type=radius
server .name=ServerName
group.mapping=true
ServerName.
ServerName.
ServerName.
ServerName.

protocol=PAP
host=radius.example.com
port=1812

timeout=1
.retry.times=3
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auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.

group.
group.
group.
group.
group.

auth.
auth.
auth
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.

radius.
radius.
radius.

LR DY A

server.
server.name=ServerNamel, ServerName?2
.group.mapping=false

radius.
radius.
radius.
radius.
radius.
radius.
radius.
radius.
radius.
radius.
radius.
radius.

ServerName.
ServerName.
ServerName.
EXAMPLE .COM.
EXAMPLE .COM.
EXAMPLE .COM.
EXAMPLE .COM.
EXAMPLE .COM.

AN

type=radius

ServerNamel
ServerNamel
ServerNamel
ServerNamel
ServerNamel
ServerNamel
ServerName?2
ServerName?2
ServerName?2
ServerName?2
ServerName?2
ServerName?2

attr.NAS-Identifier=host A
domain.name=EXAMPLE.COM
dns lookup=true
protocol=1ldap
basedn=dc=Example, dc=com
timeout=15
retry.interval=1
retry.times=20

.protocol=PAP
.host=radiusl.example.com
.port=1812

.timeout=1

.retry.times=3
.attr.NAS-IP-Address=127.0.0.1
.protocol=PAP
.host=radius2.example.com
.port=1812

.timeout=1

.retry.times=3
.attr.NAS-IP-Address=127.0.0.1

4.7.5 Kerberos 4 —/\TERELT 5I5H D exauth.properties 7 7 A

=M, =

)L/C[)DBZIE-

IHH

exauth.properties 7 7 A /VIZIE, T HNERREEY — SO — 5044, NS

RIS — D~ >

# 4-12 Kerberos Y —/NCiilEd 5%
(58 2—7)

HH)

UER EE

BT T 4

=L

ix &

Li‘a—o

& D exauth.properties 7 7 A VO EHEE (@

AEBERAES — "D T RT o

Kerberos 1 — X L IZERE L F9,

Bkt S @ Kerberos V— XD I5 R % E 5
T exauth.properties 7 7 A1 /Wi

Kerberos h— XD % B H:

% 4-13 Kerberos — N TiBGET 5%
(FhE PRREY— D Tﬁ?&%ﬁ@} ﬁ:_ﬂ@— HEx) (58 X—

Kerberos % — 3D H % DNS H—3|Z

#% 4-14 Kerberos V— X TiRiF 4 54
(%DBH‘UH FH_‘—‘/\O)‘I?EJE?&% DNS “j“’*/\

ETHEA L, DNS B —NICHRET A &

IRIETHHANRLRY 7,
ET %0
D exauth.properties 7 7 1 /L D% EH H
)
EENSNAY o
) exauth properties 7 7 A /L DR EHH
MEd25LE) (60 ~—)
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INERFR A — DT RT ¢
Kerberos Vr—/ "DIEFHR 2 HEIRE L, OB — ¢ L EET L5877 0 E
RBETT, LALAZTLIZEELET,

7% 4-15 Kerberos % —/ N TRRFET 5 ¥4 D exauth.properties 7 7 A /LD EIHH (M
Al —NOBIE) (60 ~—3)

-{

Al

/

i

U

7 4-16 Kerberos ¥ — /X TREGET % 55A O exauth.properties 7 7 A /LD
WAl —/3 L StartTLS THET 5 L &) (62 X—2)

EEHE (O

Q

*E

Ta T OFEMIL, KLFENLTFEXBIL T EEN,

BHY— NE LDAP 7 4 L7 U Y — & DM OEEIC StartTLS 2 H 3 5 5481%, exauth
.properties 7 7 A VITHHGIHD LDAP T 4 L 7 s ) — _"OEREZEHERET HLEN D
D iﬁ—o

DNS % — NIZEE D LDAP 7 4 L7 R U B —RNEBRETHHE1L, =—V—Nua /17
DB D 2 b0 £,

3 4-12 Kerberos H— /TR I 3B A D exauth.properties 7 7 1 JLOREIED (HLEFHEA)

JansT«4% Bl

auth.server.type SERERE “‘j"“/\@$§£ﬁfﬁ‘o kerberos %L’#Elﬁﬁ biﬁ‘o

T 7 AV ME ¢ internal (UMIFEREY — N & L2 WEE)

auth.group.mapping IR AP — N b %@%Té ME I MEIRE LET,

@%ﬁé%é\ﬂi true %jﬂaﬁﬁbij‘o
BHE L2V EE false ZHRELE T,
T 7/ MA : false

52 413 Kerberos H—/\ T T 515 A D exauth.properties 7 7 4 JLDREEB (SRR H—/ D 1F

BEEREETHLE)

B

5158

default realm TITHNVRDUVIVLAERELET, GULOR VA VEHE T LV LG E

B L T2—H—ID Z AN LIHEIZL, ZOHEBE THRE L LIVAIZET
B Aha—W—L LU CEIEESNET, ZOHEBIIMNETT,
FT IV ME R L

dns_lookup kdc false Z{EELE T,

T 7 /U MA : false

default tkt enctypes Kerberos FRFFICHE T D54 A T2 ELET, 207 XT 1%, %

- — 30 0S 7 Windows DA T AT,
WROWGHHA T TEET,

¢ aesl28-cts

* rc4-hmac

* des3-cbc-shal

* des-cbc-md5

* des-cbc-cre

BEIEET 2%61%, 2~ () TRESTIHEE,
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B2L]

BELER XA 7055, BHY—,30 0S & Kerberos 3—/ Dl J5 T
PR—=FEINTWBELOREHINET,

F 74k 1 72 L (DES-CBC-MD5 TD#RIE)

clockskew

B — /L Kerberos — H ORI OEOHFEHIHALIETC LET, =
DEL Y LN EZNH D56, Bikm 7 —I22 0 £9,

FRETE 5HME : 0~300 (B)
57 4V ME 300

timeout

Kerberos #h—/ N L4 5 & X OBHRGF BB Td, ZOMEE 0L
Yit, #ALT U RLARNT, BEZT—NEAETDHETRHELERITET,

FRETE5HME : 0~120 (B)
F7HL ME 3

realm name

LILARRIA ZIRE L E T, LA T &I Kerberos H— D5 ERk % X Bl
TAHDIAHT BEEOLTFTT, &3 1 2L LD LV AFAI4 46 E
LTLES, LIV AREBIA EEEIEET 25618, VLV A#BIA % =
v= (,) TRU->THELET, FULLLRRBILITES L TORELA
WTLIEE0Y,

T 7 ME 7L

< realm_name {Z{5E L /=18

> .realm

Kerberos ' — IR EL THDH LI LA ERELET, ZOHEHITIMNAE
T,

T 74V ME 2L

< realm_name {Z15E L 7= 1H
> kdc®

Kerberos ' — O #R A= RO THEE L £,

KR PEZEFEZITIP 7 N> < h— FEFEE>

ZOHEBITHMEATT,

<SHFRPEELEFIP 7 FLIX>
RANGEETLHIHD, IPT RUANDARIRIRNATEHZ L 25
BNZHEFR L TL &V,
IP7 RLRIE, IPvd 7 RLUATHEL TSV, IPv6 BBEETIE, -
APMLTHELTLLIEEZ Y, 7272L, v— "y 77 KL A (localho
st £7203127.0.0.1) EZHEELZNTLEE N,

<F— FEE>
FBET 54— 2 Kerberos ‘H‘*—/\'Cﬁf%x 7‘1‘ FEE L LTRES
NTWNBZLEEFERNIHER LTI, A— FEEZAK LT-EEA,

F B E L72 A — F &S0 Kerberos ‘H‘*—/\'Cfﬁﬂﬂf% RN — &
BETHILEEN, ss BfEELER2ESNET,

Kerberos — \ZTUEMRIZT 2561, ko kX oicar~< (,) TK
PloTHRELET,

iXﬁ%ifﬁm7%b%> <P— FEE>, <X PEHEEEIE
IP 7 FL 2> . <p— pEE>],

x

KB, WOXHITHELET,
auth.kerberos. < FH>=<fg>

NERFR AT — " DOFEfE 7 1 ks 2 /L1Z StartTLS %1%%‘@—5%/5\61, NERFR AT — DY —
NEFFAZEDO CN ERICLFAA M EREL TSV, IPT7 LR IMEHTE £ A,
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% 4-14 Kerberos Y —/\ TRl Y %HA D exauth.properties 7 7 1 JLDRTEE B (SMBRFEH—/\DiF

% DNS Y—/NNIlBL T3 & &)

Bt

‘E-EI;

B

default realm

TN DUV LG ERRELET, GULOBR VA VEE TLIVLALE
B L C—HW—1D 2 A L7HEIC, ZOHEE THE L7 LV AIZHT
BToa—V—L L CRIESNET, ZOHEHIINETT,

T F/VNME 2L

dns lookup kdc

true %E*EE bij_o Z @IE H ﬂi%\%ﬁf“ﬁ_o

72720, ROTXTOEMEIEZERTE LTV 5D L, Kerberos ¥-—/3% DNS
F—NICHRE IR ERA,

®* realm name
» < realm_name IZ/5E L/=E> .realm
» < realm_name (Z#5/E L 7ZE> . kdc

default tkt enctypes

Kerberos il EH T 20 B2 A THBELET, 207037 11L&
L — 30D 08 738 Windows DAV AT,

WOWEFZ A TEHEHTEET,

* aesl28-cts

* rc4-hmac

* des3-cbc-shal

* des-cbc-md5

* des-cbc-cre

BEARET 2HE1E, ar~ () TRU-TLEEN,

BELIZEE S 2 A 7055, BHY—30 08 & Kerberos V—/ D 5T
PR—-FENTWDLEDREHASNET,

774/ bk : 72 L (DES-CBC-MD5 CT®DF8HE)

clockskew PR — R L Kerberos — S ORZ OZEOHTREHEZIEELET, 2
DEL Y LRFNZENH D856, Wik= 7 —I27 0 9,
fRETE DMl : 0~300 (F))
77 4V ME : 300

timeout Kerberos h— /) LT % & X OFERFF LRI T, ZOMEE 0Lz
Yit, FALTURNLARNT, BE=7 —0NEETHETRLETET,
FRETZ DM : 0~120 (F)
F7 4 ME 3

b3

HZEMEX, ROXHIZHEELET,
auth.kerberos. < B> =< >

5% 4-15 Kerberos H—/\TEEL 3 515 & D exauth.properties 7 7 1 LD R TEIEE (MBI H—/ DR

)

B

BL]

protocol>:<

LDAP 5 4 L7 MY Y —REEHmo 7 e b a9,

S K BEEDOBA T 1dap, StartTLS IS L D WBEDBREIT t1s ZHEEL F
9, Kerberos — DERZ B ET 2L A7, StartTLS TEfE T& &£

D

tls ZIEETHEAITIE, LDAPT 4 L7 U —NTHRDO ENDDOIFE
EHEATEDL I EEAFRICHRL T EEN,
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- TLS RSA_WITH_AES 256 GCM_SHA384
* TLS RSA_WITH AES 256 CBC_SHA256
- TLS_RSA_WITH_AES 256 CBC_SHA

* TLS_RSA_WITH AES_128 CBC_SHA256
* TLS RSA_WITH AES 128 CBC_SHA

- SSL_RSA_WITH_3DES_EDE_CBC_SHA
FEETE A : 1dap F721F t1s

57 4V MA : 1dap

port

LDAP T 4 L7 h U H—ROR—  EZFTT, FHETDHH— I, LDAP T 1
L7 MUY —RTHELZITR—FESE L THREINTWD Z &2 HFNIHE
BMLTLEEN,

BETE AMH : 1~65535
57 4V MH 389

basedn

LDAP 7 4 L7 b UH—N"OERERBET LR, ERERD M —D
DN (BaseDN) T4, Z®ODN LV FTOEEBOa2—F—x ) =B O%}
G T, RBEHNGOL—Y—x2 2 F ) —% T XTELMEED DN %45
ELTLTEEN,

DN iZ RFC4514 DK THREL T 7ZE& W, #ilz i, ROILF 72 DN |2
EENDEHEAIR, 1 XFITLICHREE () TRRAF—7F30ER’H Y £,
AT 4+, <=>\

FBELMEIZLDAP T 4 L7 b UH—NZZDOFFEINDHT-, BaseDN IZ
TR —TNVBELRLFNEENIHAE, ELL oA —71LTLEE0,
AW L7541, Active Directory @ defaultNamingContext JEPEIZHEE &4 T
WAl BaseDN & R & E1,

T4V ME L

timeout

LDAP 7 4 L7 FU S — N EERT 5 & X ORI TYT, ZOfE% 0
LA, AT U NLARNWT, BETT =08 AET5F TRibRT
j—o

BETE 5 : 0~120 (B)

F7 4V ME 15

retry.interval

LDAP 7 4 L7 b UH—NLDOBEIZRRLIZGEDO) NI AR E D5
#,Cd,

fRETZ M : 1~60 (B)

F7 4V M ;1

retry.times

LDAP 7 o L7 b U =L O@BFICRELIZHEDY I TT, o
DiEZ 0 LegE, U R IA4 ShEdA,

FBETE 51 : 0~50
F 7 4L ME ;20

KBRMEL, ROLIIHELET,
auth.group.< LAAZ> < JGFH>=<{fE>

< LA >IZ0E auth. kerberos. < realm_name [ZH5E L7ZH> . realm DIEZfEE L

ijéo
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LDAP 5 4 L7 U H— "7 1 | =2)L|Z StartTLS 2 4 534121%, HA
Command Suite L2 VR —R > FDOE X 2 U T 4 R EDMETT,

3% 4-16 Kerberos —/\TEREL T 515 & D exauth.properties 7 7 1 JLDHREEE NEBRAIY—/ &

StartTLS GiEi{ET 5 ¢ =)

pA=PAC P

Bt

auth.ocsp.enable

LDAP 5 4 L' 7 + U % — 3L StartTLS TEIE T DA, OCSP L AR X —%Afifi
JAILTLDAP T 4 V7 U Y —NOBEFEBLERAEOFIMEERIET D00 E 5 9>
FHRELET,

KEET 2BE1E true &, WIEL72VWERIT false ZHREL F T,

F 7 F)V ME : false

auth.ocsp.respon
derURL

BFEAFERED AIA 7 1 —/L FIZREH & 72 OCSP L AR v & —LISk @ OCSP
VAR B —TEFEBLHITHEORINEEZRIET 5 A2, OCSP L AR Z—D
URL #f8ELE4, A LIZEAIL, AIA 7 4 —/L RIZEHE I N7- OCSP L AR
A= ZBWEbEET,

T4V ME 2L

4.7.6 Kerberos —/\TiRELY SIHE D exauth.properties 7 7 A

LD ERTEHI

Kerberos ¥ —/NCiRBAET 555 D exauth.properties 7 7 A VDR EB ZIRIZR L E T,

* Kerberos & — "DFHR A HERET 256 MR A[— I L Lpun & X)

auth.server.type=kerberos

auth.group.mapping=false

auth.kerberos.default realm=EXAMPLE.COM
auth.kerberos.dns lookup kdc=false
auth.kerberos.clockskew=300

auth.kerberos.timeout=3

auth.kerberos.realm name=RealmName
auth.kerberos.RealmName.realm=EXAMPLE .COM
auth.kerberos.RealmName. kdc=kerberos.example.com: 88

* Kerberos % — 3% DNS %— NIZHET 58546 MR — N EEE L& X)

auth.server. type=kerberos
auth.group.mapping=false
auth.kerberos.default realm=EXAMPLE.COM
auth.kerberos.dns lookup kdc=true
auth.kerberos.clockskew=300
auth.kerberos.timeout=3

* Kerberos & — "DFH A HEHRET 256 MR A[— L g 5 LX)

auth.server. type=kerberos
auth.group.mapping=true
auth.ocsp.enable=false
auth.ocsp.responderURL=
auth.kerberos.default realm=EXAMPLE.COM
auth.kerberos.dns lookup kdc=false
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auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.

auth.

auth

auth.
auth.
auth.

auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.

c LILA

auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.
auth.

kerberos
kerberos
kerberos
kerberos
kerberos

.clockskew=300
.timeout=3
.realm name=RealmName
.RealmName.realm=EXAMPLE .COM
.RealmName. kdc=kerberos.example.com: 88

group.EXAMPLE.COM.protoco
group.EXAMPLE.COM.port=38

group.EXAMPLE.COM.basedn=

group.EXAMPLE .COM. timeout
group.EXAMPLE.COM.retry.1i
group.EXAMPLE.COM.retry.t

* Kerberos #—/3% DNS H— NIZHRET 556 MBI — L T 25 LX)

server.type=kerberos

.group.mapping=true
auth.

1=1dap

9

dc=Example, dc=com
=15

nterval=1

imes=20

kerberos.default realm=EXAMPLE.COM
kerberos.dns lookup kdc=true
kerberos.clockskew=300
kerberos.timeout=3

© IRWBEROLE

server.type=kerberos
group.mapping=false

kerberos
kerberos
kerberos
kerberos
kerberos

kerberos.
kerberos.

.default realm=EXAMPLE.COM
.dns lookup kdc=false
.clockskew=300
.timeout=3
.realm name=S1

S1l.realm=EXAMPLE.COM
S1.kdc=kerberos.example.com:88, kerberos.example.net:88

WA 2 BEERE L2 6

server.type=kerberos
group.mapping=false

kerberos
kerberos
kerberos
kerberos
kerberos

kerberos.
kerberos.
kerberos.
kerberos.

Sl
S1
2
S2

.default realm=EXAMPLE.COM
.dns lookup kdc=false
.clockskew=300
.timeout=3

.realm name=S1,S2
.realm=EXAMPLE.
.kdc=kerberosl
.realm=EXAMPLE.
.kdc=kerberos2

COM
.example.com: 88, kerberosl.example.net:88
NET
.example.com: 88, kerberos2.example.net:88

4.8 FEHRBRERAODI—HY—Thor k&

B RHAO2—F =77 b &g,

FRGE « BRAI RO T 1 v SIMFET D D> LDAP

T4 V7 b Y= NOERERBRT DRICEH SN 2=V =T I T hTT,

WOER ZIT 9 HEIIE, BEY—NCERRBEHOZ—F =T D7 2B L T
HRH D F9,
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* LDAP T 4 L7 FU P —RENERGES— L L CHRIAL, T—2EEnmEEET Lo
e

* LDAP F 1 L7 b U — &R — N & U CHIFT B34%

ERRUANDOGAEE, FREE - BRI — W —1FROBRBEITDORWZ0, ZOEEITIRET
T, T TICBEINTWAEAIE, HIBRL T ZEW,

GUI TiR#] 7 )L —7"% HA Command Suite BL5h IZ BT HERIC, BRI L—T D
Distinguished Name 73SMHER Al — IR ER STV D R LTV A, system T
7 > h 72 £ HA Command Suite f5h I8 gk S v 7c = — — ID TEAET 720121, 1H#
REBEADOZ—F =T 0 NEFEY — 2B L TBLERHY £,

481 BFMBEERAODLI—F—THH2 FOEH
HHRMBHO =Y =T h o hOFMIE, BFEFRIT L - TR 7,
WDENE R T e F—T H e R & LDAP F 4 L7 b U H— N CHE LT 72 S0,

RBEIA A LDAP DIRE

exauth.properties 7 7 A /L@ auth.ldap. < auth.servername (Z#5E L 7= > .b
asedn CFREL7ZDNIZNNA  RTEHZ L

exauth.properties 7 7 A /LM auth.ldap. < auth.servername |Z#5E L /=fH> .b
asedn CHRELZDNUTFTOTXCOZ M) —IZx L TCREEZMEBETEHLZ L

exauth.properties 7 7 A /LM auth.ldap. < auth.servername (Z#5E L 7=fH> .b
asedn CIREL7DN &R Cx 5 &

exauth.properties 7 7 A /V® auth.ldap. < auth.servername (Z#5E L 7=1E> .b
asedn CFEEL72DN FIZHHRA TN —T 2SR TE 5 & GMEERAH— 3 b
bHEEET S LX)

exauth.properties 7 7 A /LD auth.ldap. < auth.servername |Z#5& L /=H> .b
asedn CFEEL7ZDN FIZHrRBA[ 7 N—T Dt s, Baj I NV—TDRA N7
N—TDRMERFTE LT L MR AT — e bl 5 LX)

IS5 XA RADIUS DS

exauth.properties 7 7 A /LM auth.group. < AN X7 24> .basedn TIRE LT
DNIZNA V RT&xAHZ &

exauth.properties 7 7 A /LM auth.group. < AN X7 24> .basedn TIRE LT
DNUFOFTRTHOEY ) —Zxt L TREERBE T L

exauth.properties 7 7 A1 /L@ auth.group. < AN X7 24> .basedn TIRE LT
DN 2T 52 &
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* exauth.properties 7 7 A /LD auth.group. < A A7 24> .basedn CHE LT
DN FIZhH LA N—T 2B TEH &

* exauth.properties 7 7 A /L® auth.group. < N A7 >4 > .basedn CHE LT
DN FNZH LB 7 N—T D ML, B NV—TDORA N7 NV—T DR % RR
TEHTZ L

BRI A KA Kerberos DIHFE
* exauth.properties 7 7 A /V® auth.group.< L /L A% > .basedn TIRE LT
DN IZ/NA R TEH Tk
* exauth.properties 7 7 A /V® auth.group.< L /LA > .basedn TIRE LT
DNUTFOFTRTHOTY b =2k L TBMEARBTELH L
* exauth.properties 7 7 A /V® auth.group. < L /L AF> basedn TIRE LT
DN 2T 52 &

* exauth.properties 7 7 A /V® auth.group. < L/LAF> basedn TIRE LT
DN FiZh DA 7N —T %S TEH &

* exauth.properties 7 7 A /V® auth.group.< L /L A% > .basedn TIRE LT
DN FiZH2BAZN—T DRI E, BRI NL—TDORA NI N—T DJEM% R
TEHZ &

482 BHRBREAODI—Y—THo2 bDEEK
hemds64ldapuser 2% REFITL T, HRMBEHOZ—F—T v N EEHY —IZ
BiEkLET,

IR e
* LDAP T 4 L7 RUH— "D RRBEHOZ—F—T I 7 F OB
* ROIEROMETR
- [FEWRBEAL——DDN LR T— |
- LDAP T 4 L7 KU S — "D — NG54 £ 3INBE A — DO KA A 4
(GRAE 7 LDAP DA
exauth.properties 7 7 A /LM auth.server.name 7 2 /N7 4 |[ZFRE L=V —N
in4 £ 721% auth. 1dap. < auth.servername |Z#5& L 7= fH > .domain.name 7 H
RTAITHEE LT R AL 4 EfRELET,
- RADIUS =D R 2 A 4 FRFES R RADIUS O55)

exauth.properties 7 7 A /LD auth.radius. < auth.servername |Z#5& L 7= 5>
.domain.name \ZFEE LT RAAL VA EFBELET,
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Kerberos %— 3D LV A4, (GRAEST DS Kerberos D54)

exauth.properties 7 7 A /L C Kerberos W —/ D E®R # HEHETE L7-5HE1E, au
th.kerberos.default realm DfE, F 721X auth.kerberos. <
auth.kerberos.realm_name fH> .realm DIEZFEE L £ 7,

exauth.properties 7 7 A /L C Kerberos t—/ D {F#H % DNS %— NIZHET 5
K ORE LIS EIX, DNS — IR SNTZ VL AAEIBELET,

BREFIR

1.

hemds64ldapuser 2o REEITLET,

< HA Command Suite D4 X F—/LT7#/LZ>\Base64\bin\hcmds641ldapuser /set
/dn <IFHBEFHLI—Y—DDN> |[/pass <IEHEFHLI——D/YXT—F>] /name
< ZFr>

< |F#R e KM = — 4" —D DN >

DN & RFC4514 OHKNHE > THREL T ZE W, #lxiE, ROXFHREENRD
Bald, 1 XX LIicHis () TRATr—79425083H 0 £,

BT 4+, ;5 <=>\
< JFREFEH 2 — S —DNZ T — F>

KILFLE/NLFEOENEEGDT, LDAPT 4 L7 b U P — TG L TV AH A
TJ—REZRIZHLTWAHLERDY £F, pass TV a v a2EELTa~
v REETTHE, ®EERER TR Y- N2 AN TEXFES,

*E

LDAP 7 L7 b U H—/ST{E DN RNAY — R () 2R TEETR, &
BY — NI DN BLOSAT = FIZ5IHM () BaEhTnana—3F—=70vr
MR L T ZS 0,

Active Directory 232t 9% dsquery I~ R C2—H#—® DN # i T £ 7,
dsquery 2~ RZEMA LT, =—¥%— ladministrator| ® DN BT 555 D%E
ITH & EATRER 2 RITRLET,

dsquery user -name administrator

"CN=administrator,CN=admin, DC=example, DC=com"

DN 7 lcn=administrator, cn=admin,dc=example,com] DH{FE7RE, DNl ~
(,) MEENDIHARIIKROLSIHEELET,

hcmds64ldapuser /set /dn "cn=administrator, cn=admin,dc=example\, com" /p

ass administrator pass /name ServerName
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—BEEY VY
IERFREE Y — R L OHHERE I T A a~r FICHET 2 EEHE (72 2—)

483 FHBREADI—F—7hH7 2 ~DOHI
hemds64ldapuser 2% REZFATL T, BHMEHO2—F =7 7 N & EHY— 0
HHIFRL £

k7 =+ i
&(@ FFJ ﬁ&o)ﬁﬁum

* LDAP T 4 L7 FUH— DY — GRB4 F 73R — "D R A A 4 GRG
)77 LDAP DHA)

* RADIUS % —0D R A A 4 GRRES RS RADIUS OH)
* Kerberos — 3D L L &g GRRES 7Y Kerberos D35H)

REFIE
1. hcmds64ldapuser 22 REFEITLET,

< HA Command Suite D4 X F—/L 74 /L% >\Base64\bin\hcmds64ldapuser /del
ete /name <FZFI>

—BEE) VY
ARFRRE S — N & O EIEHT 2 a~r NICET 2FEEFE (72 3—)

484 BHRBRFEAL—Y—THOU FEEREFAHDLDAP T 1 L
7 I‘ U -U-_/ a)ﬁﬁn:u

hcmds64ldapuser 2 ¥ 2 R ZFEATLC, BWMREH 2 — =7 o N EBE Y — NI
FREHRDLDAP 7 4 L7 b U — 2B L ET,

BRIEFIE
1. hcmds64ldapuser 2o REFEITLET,

< HA Command Suite D4 X F—/L 74 /L% >\Base64\bin\hcmds64ldapuser /lis
t
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49 HBEWEBEOZER

hemds64radiussecret 2~ KA 3EST L T, RADIUS — O FFZHE (shared secret)
B B — B L E T,

Ik 353

R O1E WOHERD

S Y

* RADIUS H— 3D — 3514

exauth.properties 7 7 A /L@ auth.server.name 7 B/XT 4 ([ZFRET 5 — 355
HE—HLTWOLMERHD £,

BREFIR

1. hcmds64radiussecret 2~ REZFETLET,
< HA Command Suite D4 > X F—/LT7#/L 5% >\Base64\bin\hcmds64radiussecret
[/set <HBEHMEHE>] /name < RADIUS H—/\DH—/VigFIE>
s set AT VarEEKLTCavy REeFEITTL L, e THAMEHHL AT
Tx %
— BE) VD

SMEBRERE Y — N & OEEER E AT 5 a~ 2 FICBET 2 EEFE (72 5—)

491 HBEWEREROHIRR

hemds64radiussecret A< R&ESITLTC, HGMEH (shared secret) ZHIPRL F9°,

AR &4
R DIEHRDOMER

s RADIUS % — 30D H— Gk R4

BREFIR

1. hcmds64radiussecret A~ REFEITLET,

< HA Command Suite D4 X ;F—/L 774 /L >\Base64\bin\hcmds64radiussecret
/delete /name < RADIUS H—/\DH—/ \iHFIE>
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—BEEY VY
IERFREE Y — R L OHHERE I T A a~r FICHET 2 EEHE (72 2—)

492 HEWMZFRBEHNZFINTLVS RADIUS H—/\DFER

hcmds64radiussecret 2= RA2F(TL T, HAMWMEH (shared secret) % & FRH— N |TH
Fki% 7D RADIUS — a8 L E 7,

IR{EFIE
l. hcmds64radiussecret 2 ¥ REFETLET,

< HA Command Suite D42 X F—JL7# /L5 >\Base64\bin\hcmds64radiussecret
/list

BAEBR

RADIUS %= "OH — @l RN ER S ET,

—BEEY Y
SMEBFRRE Y — N & OEWHEER E AT 5 a~ 2 FICBET 2 EEFE (72 5—)

410 %tBDIL\DIE-U-_/ j"DJ:U%ﬁBmL.\_I-U-_/ &o)?ﬁff‘%
ﬁEn'b\

hemds64checkauth 2~ 2 K& LT LT, ﬁfﬁﬁ—#/\b)%%nﬁmun H—F L OINEREE AT
P—NICIELLS T 20 MR L E T,

Ik s
o INERRGEY — /N & ANIHEE AT — N O Bk
© ROTGEIROMERE

- WBFES A2 LDAP DA

LDAP 7 4 L7 R UH—NIZBgR SN TV D2 —F =T H o b EfERL T
IV, —H—1ID L, exauth.properties 7 7 A /LM auth.ldap.<
auth.servername [Z75E L /ZH> .attr THRE LT BMEICHKMH SN TV D IEEZEE
LTL7EE,

- EFH R0 RADIUS 4
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0¥,

RADIUS —NICEEHEINTNWD—F =T I M EER L T E S0,
FRAE T Kerberos D&
%nﬁntunﬁ'ﬁ'“—/\& 72 ﬁ%ﬁ“é%é\ :

HA Command Suite LS8 I TWT, 228G K28 Kerberos O 2 —4%—7
BTy FEMRELTITEEN,

ﬂ‘n muj‘ﬁ“_‘/\ L %) *%‘g—éia/\ :
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C Country Name 2XFOEa— REEELET,
sigalg

RSA B S HOY— EZEHEDZEL T/ T X LZEL £ T, SHA256withRSA
F 7213 sHAlwithRSA ZFRECTE £7, HEEEWK LI-HE, B4 7 VI Y XA
SHA256withRSA (2720 97,

eccsigalg

KM R O — NEEAEOBEL 7L T XAEZEE LE T, SHA512withE
CDSA, SHA384withECDSA, SHA256withECDSA F 771 SHAlwithECDSA ZHHE TX
£, HBEAXAM LGRS, B4 7 /03U X AT SHA384withECDSA 1272 V) £97,

ecckeysize

SRR S H OMEB#HOF— A X2y hTRRELET, 256 £721X 384 %
BECTEET, BEEZEAW LIZGE, ¥—V A XL384 By MZD £9,

RSA 55 HOWMBHD F—V 4 122048 ¥ b (EHE) TI,

AT a ORERZEKT DL, ROGINCT 7 A VB EnET,

< HA Command Suite D > X | —/L 7 4 /L 4> \Base64\uCPSB\httpsd\conf\s

sl\server\
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5.2.2 HA Command Suite £ @a > HhR—x > FOH—/\GIBRZED
AR/ A~DEEE

YER% L 72 HA Command Suite i = > AR — % > M OFEBEFRITE R (CSR) ZFRGFERICEE
L, BErB8AEZTET,

U=+ 353
* HA Command Suite 3538 = o 7R — o b DFEFIEFATER DOVERL
© ROERDHER

- RRRESR A~ HEE IR R

X.509 PEM JER OV — RFEAEZRITLTH H O MERNH Y T4, HiFEHEICD
WL, fEHTAEGER O Web VA R P CHER L TL 72 &0,

£, EAEOZEAT NI XL, BAERAMIE LTS Z & ZME L T ZE
AN

BEFIR
L {RRE L7 REA BT SR & RRAL IR BT L 9

REER

AL D DIREITRAF L TRV TS ZE VY,

AE

RAERAFATT DREAZFITAE IR H Y 3, HIRPEUNDANCHIEITL TS 5 O LB D
0ET,

SFRAZO B IMIMRIY, hemds64checkcerts A~ REMEH L THER L T ZE W,

— BAED) >
SERAEO AR OMEE (HA Command Suite fif = A R—x 2 k) (88 X—))

5.2.3 SSL/TLS ZE#IZT HimE D user_httpsd.conf 7 7 1 LD
TS
HA Command Suite 353 =2 > /R —F > k@ SSL/TLS Z A0 535 41%, user httpsd.con
ET T ANERELET,
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e
fit

Db 53

HA Command Suite 2:3f = > R — % > h DRSSO (ERL (SSL/TLS OAFZMLIC 23) *
HA Command Suite #:f = > R — 3 > s OV — _GEIAEO S (SSL/TLS DA G4
o) oK

FARIESR 72 B IBGE STV — NGEE 2 Wi L £ 97, B bl(E0T XA Me EOHRO
pald, HOEBEAMAETOLNENEE A,

{k@ rlEJ ;‘E&@ﬁ%mu
- FEPAERITEIR O common Name IZiXE L72AR A M4 (SSL/TLS OFZMEIC M)

WOLGFTICa e — L TR Z 2B LET,

< HA Command Suite D1 > X h—sL 7 4 /L4 >\Base64\uCPSB\httpsd\conf\ssl\se

rver

BREFIR

1.
2.

HA Command Suite 8t D — B X 245 1L L E T,
user httpsd.conf 7 7 A LZ&MwmELET,
user httpsd.conf 7 7 A /L OIAHLGHT

< HA Command Suite D1 > X | —/ L 7 4 /L% >\Base64\uCPSB\httpsd\conf\user
_httpsd.conf

user httpsd.conf 7 7 A VOF| (F 7+ 1)

Serverflame < &V — ORI A8

Listen 22015 dEssLAERAO T - &S

g#listen [::]:22015 ——— — dssLEERAOR- FES (reRER
glisten 127.0.0.1:22015

S51Disable

$listen 2201& L —————— A LU el o - 2=

glisten [::]:2201& ssLEEAOH- FES (PwIRIER)

#<VirtualHost *:2201€> SSLEfFRAO - FES

t ServerWame < &FEHF - (ER A8

£ S5IEnable

$§ SS5LProtocol TLSw12

# S5IRequiredCiphers ECTHE-ECDSA-RES25e—GECM-SHA3SY :ECCHE-ECDSA-AES125-ECH-
SHA25 & ECIHE-ECDSA-RES256—5HA3E 4 - ECTHE-ECDSA-RES1 28 -5HA25 & - ECTHE-ECDIS B~
AES25¢-SHA:ECTHE-ECDSA-AES]128-SHA-AES25 - SHA2S € - AES25c-SHA- RES12 8-
SHAZ5&: RES128-5HA -DES5-CBC3-5HA

£ S5IRequireSSL

# S5LCertificateFeyFile "< HA Command Suiteff 3 f—il 7 F 100

fBasetd /uCPSE/httpsd/cont /ss1/ server/httpsdkey . pem”

$# SS5LCertificateFile "< HA Command SuitedoX f—A-FF /44> /Basedd /uCESE/
httpsd/ conf/ ss1/server /httpsd. pem"™

¢ SSIECCertificateKeyFile "< HA Command Suitefdq 223 ,F—itFF /4> /Basecds
uCPSB/httpsd/fconf /551 serverfecc—ht tpsdkey . pem™

# SSIECCertificateFile "< HA Command Suitedly R b—pl FF /4> (Basesd,/
uCPSE/httpsd/cont/ss1l/ server/ecc—httpsd.pem™

¢ SSICRCertificateFile "< HA Command SuitedloR F—/-FF /5> /Based uCPSE/
httpsd/ conf/ ssl/cacert fanycert  pem"”

#</VirtualHost>

#HWSLogSSIVerbose On

SSL/TLS DA MU B 7255 E
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B OBGEICHET X2 Y T 47

e

*E

FAVIT 4 TERRETHEIL, ROBICEELTLEE N,
FAVI T4 T EBEHE L TIEELRNTL F I,

LODT A4 VI T 4 TOERFTEITLARNTIIZE N,

BT AV T 4 IR ET AR, Vo R w7 Vo o0y 7 ariigElL

RNTLIZE N,

BT AVIT 4 TIHRET D

ZHEELTIEEN,

SEAERL L OB 7 A VIZiX, PEMIERO 7 7 A L

httpsd.conf 7 7 A /LB X W hsso_httpsd.conf 7 7 A MIFaE LRN T EE 0,

ROITHOFE G (#) ZHIFRLET,

Serverllame < AR ff>
Listen 22015

<VirtualHost *:2201&>
Serverlame < A3 ~8>

— - nh A S
dEssLAEAM T - FHES

glisten [::1:22015 FssLEERAOE- FES (IPeEER)
#listen 127.0.0.1:22015
S51IM sable
— Listen 2201¢ SLAGHOE- &S
#listen [::1:22016 SLAGEAO - HES (IPRERA]

SLEEAOE- &S
HIEH - A S

S551Enakle
S5LProtocol TLSwl2
S51RequiredCiphers ECTHE-ECDSR-AES2E&—ECM-SHA3E 4 -ECIHE-ECDSA-RES]1Z 8-
ECM-SHA2S5 e ECOHE-ECDSA-AES256-SHAR 4 -ECCHE-ECDSA-AES1 2 8-SHRAIS ¢ :ECCHE -
ECDSR-RAES25e—SHA - ECIHE-ECDSR-AES]1 2 8-5HA -AES25 6 -SHAZS £ - BES25 6~
SHR:RES128-SHARISC:AES128-SHA:DES-CBC3-SHA
S5IRequireS5L
S5LCertificateKeyFile "< HA Command Suitsdly 2oR F—i-FF il
/Basetd uCPEB/ httpsd/cont /ss1/ serer/ht tpsdkey . pem™
S5LCertificateFile "< HA Command Suited 2o f—p0 7 F 4>
fBase€d /uCPSE/httpsd/cont/ss1l/ server/httpsd. pem”
SSIECCCertificateleyFile "< HA Command Suitsfly 3 f—p0F F 04
fBase€d /uCPSE/ httpsd/cont/ss1l/ server/ecc—httpsdkey. pem"
SSIECCCertificateFile "< HA Command Suiteds i+ f—j7 /4> /Basecd/
uCPSB/ httpsd/conf /551 server/ecc—httpsd . pem"
# SSLCACertificateFile "< HA Command Suitsff R f—il 7 F 100
fBase€d /uCPSE/ httpsd/conf/ss1l/cacert/anycert .pem”
</irtualHost>
HWSLogS5IVerbose On

T

Il

|
I

fTEEMESEES (2) &HIER (13F0)

RSA B 5721 4 5554, SSLECCCertificateKeyFile 74 L7 T 4 78 &
UV SSLECCCertificateFile 7 A V7 7 4 7 OITHHOEF 5L (#) ZHIBRT 244
Hixb £ A,

HJEHEITD ServerName 7 A V7 T 4 7 & <vVirtualHost>% 7 WN®D ServerName
T4 LT 47N, FEAERITERO common Name [ZFRE L7ZHAA ML (7T A
HEREOLEITMBEIARA M) ZEELET, KT, NMXTFoORBILFECIZL
TLIEE,

SSLCertificateKeyFile 7 4 V7 7 4 71T, RSA K5 HA Command Suite Fii
AVIR—H Y OWERT 7 A VA SR THRELET,

SSLCertificateFile 7 4 L7 7 4 712, RSA K75 HA Command Suite Hii =
VIAR—R b DY — S FERAE A XA THRE L E T,

86



WsE EECHETLIEX2 DT o

a
Fi

s SSLECCCertificateKeyFile 7 A V7 7 4 712, F5HHhi#REE 5 HA Command
mmAL:/$—z/b@ﬂ&ﬁ774w%@ﬁAXT%ELi¢@MA%%
T EENT %G, ZOREIFAIETT,

s SSLECCCertificateFile 7 A V27 7 4 712, F5HM#h#REF 5 ® HA Command Suite
gz AR =R FOY— FEHEL M S A THEE L £, RSAKZET%

T 256, ZOREIIRETT,

¢ HA Command Suite -3 = > AR — R > F OW— RGEHEZRIT L7285 LR 23
SREERDOYEA 1L, ssLCACertificateFile T 4 L7 T 4 7 OITHHDE SIS (4)
ZHIBRL T, T _XCOFMERER OFEAEZ XS A THRE L7, EEOFEY
BETXANZT 4 Z—THEfESHELZ LT, 1207 7 A /VITEHB O EL
BIESHEDLZENTETET,

o IPv6 BREEDGA, #Listen [::1:22016 DITHHOE FiLw (#) ZHIFRL £ T,
> E

+ SSL A0 9 %A= Device Manager % IPv6 Bz CIEM T 5848 T, Listen 220
15 DITEHIFRLIZY, 2 A2 MTIZLED LARNWTLEEN,

A BB — S~ DI SSL #(E Z W L7\ 54518, Listen 22015 & Listen |
::1:22015 OfTHAICE BiLs (#) ZBFLLCa Ay MTICL7zd &, #Listen 127.0
.0.1:22015 DITEHOFRFILFLZHIBRL T 230,

o FEMERE S AT 256, ROGITICENINLTWDEY T LT 7 A LG, ssL
RequiredCiphers 7 4 V7 7 4 77, SSLECCCertificateKeyFile 74 L7 T 478X
N SSLECCCertificateFile 7 4 LI/ T A 7OWNEFEZ 2 —LTHEHL T ZEW,
< HA Command Suite D1 > X h—/L7 4 /L5 >\Base64\sample\httpsd\conf\user

_httpsd.conf

i
SSL/TLS % M2 % 121%, user httpsd.conf 7 7 A VOF (F7 4V k) #5EIT, Li

sten 22016 /> HWSLogSSLVerbose On £ COATEAIZE Fits (#) B LT, = AL b
ITICLTLEEN,

3. HA Command Suite #fL OV —E 2 &2 EHE LE 4,

—EEyY >y
Device Manager D —E ADLHE] (133 ~X—)
Device Manager D —E 2 D& R (133 ~X—)
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5.2.4 SIBRZNHMEIPBEDHEZE (HA Command Suite @ > k—
2 R)

HA Command Suite F£if = > 7R — R > h OB — GEB ECFREE R OFE 2 O A Zh IR % ff iR
T5HIT I, hcmdsé4checkcerts 2~/ }‘ji’ﬁ*iﬁﬁ Lij—

Y= SEEAEFITAIIRA H Y 97, ARBRUIIICIER L T ZE W,

AR S
* user httpsd.conf 7 7 A /LDt

hcmds64checkcerts 2¥ 2 R TCIE, user httpsd.conf 7 7 A /L THE L TWHEEH
Z2OHDWIRPHERTEET, TD®, user httpsd.conf 7 7 A /WK DFEHED
IRAZFRELTLIEIN,

- HA Command Suite 3£ =2 AR —x% > b DY — GERHE
RSA K53 L OFEH s 5 OFEELZMFEH L TV D54, ZNENTHREN Y
ETT,

= ‘a—/\TO)EF‘FﬁuILA H-[E}%O)H.[qui

*  Administrator }£[R T m 71 >

BEFIR
L %koavy FEFFFLT, EVHOTAMRERERL T ES0,

< HA Command Suite D1 > X h—/L7 4 /L4 >\Base64\bin\hcmds64checkcerts
{ [/days <H#>1 [/log] | /all }

days

BRI OFEEN S 2 0 MR T DM %, a~y ROFETHNLO BT
BELET, BETX 2EOFMIT30~3652 (104) T, 2047 a a2
ET DL, HBE L BEUNICESFRAOIN 5 EE, B X9 CICHHIR
DEIN TWAIEFAENE RENE T, 72 a VORELZEAKT S &, BT 30
DIRESINET,

log

BRRMBOEHENH DGE, A X a7\l EX v —URETIESNET,
DIy K& OS DZ AV 7 BITBRER LT, EBIRICHEAEO AR R 4 il
AP, TOF T a v EEELTLE XN,
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all

user httpsd.conf 7 7 A /L THE LI T X COFERAEDOHGIHBENR R INFE
B

—BEEY VY

SSL/TLS Z A4 584 user httpsd.conf 7 7 A /LD (84 ~2—)

5.3 SSL H—/\MH#EZE (Device Manager H—/\)

Device Manager $—/3% SSL #—/3& U T3 2 72 D121, A EE & — SFEI = 2 M (i
TOMENRDY LT,

5.3.1 Device Manager H—/\DF— X7 L HEERIHAZEDERK

Device Manager $— /30D % —~7 & H LB AGEHFE L2 F T 2121%, HiKeytool D A A > A
= =2 — 7> 5[SSL configuration for Device Manager Server] - [Make KeyPair/Self-Signed
Certificate] 2 1®IR L £ 7,

B LD JavatFx 2 U7 4 OFEHTRE L TV D0, FRCHREN D LG EERE, 77+
LV MEZBEH LTSS, 2k, HOBEARHERE SEEDOT X M EOHITET
AT 2L 2R8I LET,

IE7E e
*  Administrator fE[R TR 7 A >
s BEFOX—XT OHIR (B1ERT 256

X — A N7 I TE A =TT 1 DT T, EHEOX— T BN ST

% &, Device Manager % — "%t ¥ 27— R THEHTHBICHENBET L2820
b0 ET,

© ROFEROMER
- BRI IAT U PTHENT D Web 7 T U —DR—T g

BE 47 b (GUI) THEMAT S Web 7T U —, — ESFHEDOEL T L
Y ZAIZKIE L TWARERH D £7,

BRIEFIE
1. kDO EFYFEITLT, HiKeytool Z L) L 7,

< HA Command Suite D1 >~ X | —/L 7 4 /L% >\DeviceManager\Server\HiKeytoo
l.bat
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10.

11.
12.

13.

14.

15.

16.
17.

AA 2 A==2—"T, 1 ([SSL configuration for Device Manager Server]) % +f5/&E L £,
P— N A A 2 A==2—"T, 1 ([Make KeyPair/Self-Signed Certificate]) ZF5E L £,
RAMGERELET,

B FA47 2 P OERY — IO T 5 &SI 58X M4 (FQDN JEAT
b)) ZEELET, 7 7 AFRETEHY — 2@ L TV 5EIE, MR b
HEFEELTIZEN,

AL WD~ U2 LAN £721% WAN OBII4 TRk SN 555852 kRE, 774/ K
fEZEH LT 7ZE0, B4 TR SN D 5A121E, Device Manager — 3385k &
NAHARIEIEET DM ERNH D £7°,

FIE 4~FNE 9 THET HMHEIC, HiLs () ITHFEETE E£E A,
FERR ORERC AL 24 E LT,

T 7 4V MEZHELE L £95, Marketing DX DO T WRIOLRTHfEH T
EC N

Mk 2 fRELET,

WHEIET 74V MEORA 2R LETH, AR ENOARTENTE £,
T KHT R4 7o i Hiulldn 2 FE L 77

HOERTRA A HRE L E T,

2XFOEaT— REHEELET,

F—oA VT AZBELET,

FlE 4 THELEAR M ERUCFFNEZREEL T ZEN,
MEHED AT — REHRELET,

F—=T NIV XALERELET,

RSA 723 AR —h S TWET,

F—Y A XEEELET,

2048 B TV AR— F I TWET,

BHTNTY RALERELET,

SHA256withRSA, SHA1withRSA 3 X U MD5withRSA 23R — F S TWE T,
F—T L HCBAEHEOA AR EEEL £,

F—RA T —=NRAT—=REHEELET Rl 6 305,
BHEEHMNT 572912, HA Command Suite FGH OV — 2 2 FlEI L £,

HiKeytool TEF = V7 4 RE L KT CET 256, REZ L ICHERT 2 0ETdH
D £H A, HiKeytool TORRENT X THE T LIk CROEEI UL, ZHENFNC
DES,
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IREHER
X —7 L HABAGEHESER S, Device Manager — XD FX—ZXA N7 —7 7 A )V (5
7 #JV Kt keystore) [ZEGERINFET,

< HA Command Suite D1 > X h—/ L7 4 /L4 >\DeviceManager\Server\keystore
EVk

Device Manager #—/SD % — A N7 —7 7 A JLX, Device Manager $—/3( server.properties
7 7 AT EH D server.https.security.keystore 7 B/NT 4 TEHETE F9,

>1

Enter Server Name [default=example]:example.com

Enter Organizational Unit [default=Device Manager Administration]:

Enter Organization Name [default=example]:example

Enter your City or Locality:Yokohama

Enter your State or Province:Kanagawa

Enter your two-character country-code [default=JP]:

Enter Key Alias [default=example] :example.com

Passwords must only contain characters (A-Z,a-z), digits (0-9) and whitespa
ces.

Do not enter special characters for your password!

This may render your keystore damaged or unusable!

Enter Key Password (6 characters minimum) [default=passphrase]:

Enter Key Algorithm [default=RSA]:

Enter Key Size [default=2048]:

Enter Signature Algorithm [default=SHA256withRSA]:

Enter number of days valid [default=365]:

Passwords must only contain characters (A-Z,a-z), digits (0-9) and whitespa
ces.

Do not enter special characters for your password!

This may render your keystore damaged or unusable!

Enter KeyStore Password (6 characters minimum) [default=passphrase]:

Creating new X500Name for
example.com.. .

Creating the Device Manager Server KeyPair for example.com at:
C:\Program Files\NEC\HA\DeviceManager\Server\keystore
<this can take up to a minute>
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Updating KeyStore password in server.properties ...
Saving new KeyStore password to disk...

Updating keypass in server properties...

Saving new keypass to disk...

All done.

—BEE) VY
Device Manager H—/ XD 7" 1 /357 ¢ DT (177 ~X—)

server.https.security keystore (197 ~X—13)

5.3.2 Device Manager Y —/\0 SSL/TLS &%t

Device Manager #—/30 SSL/TLS Z #0279 5 121%, HiKeytool D A A A == —T[SSL

configuration for Device Manager Server]-[Set Device Manager Server Security Level] % i8R L &
R

k7 Jia
* Administrator #EfRCTO R 71
* Device Manager ¥— 30D B C.EAGEHE & —~7 OERk

BEFIR

1. HiKeytool Z#l#j L, AA 2 A==2—"T1 ([SSL configuration for Device Manager
Server]) ZHELET,

2. Y—HAA 2 A=2—T, 2 ([Set Device Manager Server Security Level]) % 5T L £
7

3. 2 ([TLS/SSL])) #fEEL £,
4, EHREZHINT H7=9HIZ, HA Command Suite F 5O — b 2 2 FidE) L £,

HiKeytool T ¥ = U 7 4 EZ T CEMT 256, 3EZ L ICHER T 2 0EITH
D £+ A, HiKeytool TOFRENT X TK T L7ZRER CTHEE) T UX, ZEDAHIAR
D ET,

BERR

Current Device Manager Server Security Level = User Logon (Basic Authentica
tion)

Options:
1) User Logon (Basic Authentication)
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2) TLS/SSL (Secure Sockets)
Enter selection: [default=2]:2

Device Manager Server Security level set to: TLS/SSL Secure Socket
You must restart the Device Manager Server for this change to take effect.

5.3.3 Device Manager —/\MDEIBAZEHRITERDIERK

Device Manager — /X CRERAERITE R (CSR) Z1EAT 5121, HiKeytool D A A > A
= =— TC[SSL configuration for Device Manager Server]-[Generate CSR] % &R L & 4,

AR S
* Administrator #E[R TO R 71
* Device Manager $—/3D % —~7 DIERL

*  Device Manager % —/3T® SSL/TLS O A %1k

BRIEFIE
1. HiKeytool ZL#) L, AA > A==—7T1 ([SSL configuration for Device Manager
Server]) ZHHELET,

2. YV—HAAL 2 A=2—T, 3 ([Generate CSR]) #FEE L £,

BAEBR
AEABRATIRA, WOBFC < HX p4> .cor L1057 74 M CRIESNET,

< HA Command Suite D1 2> X | —/ L 7 4 /15> \DeviceManager\Server

>3

Generating CSR...

CSR has been written to disk and saved at:

C:\Program Files\NEC\HA\DeviceManager\Server\example.com.csr
All done!

TERR SN D REMAERATE R OB 2RISR L £,

MIICO0zCCAbsCAQAWgYOxCzAJBgNVBAYTAKkPpOMREWDWYDVQOIEWhLYWS5hZ2F3YTERMA8SGALIUEBxXM
IWW9rb2hhbWEXEjAQBgNVBAOTCVMXMDM4NDc3MzEWMC4GAL1UECXMNSG1Db21tYWSKIERIAmM1JZS
BNYW5S5hZ2VyIEFkbWluaXNOcmFO0aW9uMRIWEAYDVQODEW1TMTAZzODQ3NzMwggE1iMAOGCSgGSIb3D
QEB

LA

WEYfCLrKBt1Grzv9eRpcelQIs5bRbzMIS4KGPwbnYKym31281m6MiN27U7t0XWOoI73xC/jJIVIK
25+s0tVyerx09zVYvtirWO2Q+H4KUeQ6tJHOo79nY5W20CVsWr /Vuyh+XvbVtVnLI8oVPkMUIFnh

93



FSE BECHETIEX2Y T A HE

0Qijg+VPSaS1Kjiba6bNA/+jgT4Fe0dfg31zJ8ELIN/Yt1KC18txXxEhO2MXwOQ==

AE

FEEEO CSRIZITF v U v VU X = RUWITHRFHIEGE ENTWET, o2 g, BEER~
DOEERHFICELLAEINET A,

5.3.4 Device Manager —/\DHY—/\FIBAZED I/ ~DEHEE

FRES SO —FEEEO RS, BE, T A TITRAE T, {EA L7z Device Manager
P NOFEAERITER (CSR) ZAEEORIERICEEL, E1TBAEZTET,

AR
* Device Manager H— /NDFEREFRITE R O/EK
© ROTEHRDHER
PRI SRy~ H R 7 150 xR Tt

X.509 DER JER . F 721% X.509 PEM FEA OV — NGEAELZFITLTH B I MLERH
D ET, HFEHFEZOWTE, FHT RO Web A M2 ETCTHER L TL 72
Sy,

BIEFIE
1. 1B L7 REE AT EOR 2 R8RE RIS & AT L £ 97

BAEBR

R CRITSN =Y — NGEAEL, @5, EA— /L TEMf SN ET, ROGBATIZ< F X A
H>.cer EVWI T 7 ANLTHREFLTEBL ZE2BEIDLET,

< HA Command Suite D1 >~ X | —/ L 7 4 /157> \DeviceManager\Server

FORERIC Lo T, = GEAED cer ILIRFHEOPIMEH L L TIRESND Z DD
) i—d‘o if\_, [ nﬁﬁﬁ)mﬁ% E A ‘_‘/I/@ZIKX ITHRARE LVCiE&DL/UVCL %L"C%f_iﬂ
BlE, TRANT 4 X —=EHALUSEEFTHR T 7 A VIBRGFEL TS TE S0,

rE
© WRERZ D OREIFHRAF L TEN T EEN,

© FERERFEATT DAEMAFEITADWIRSH 0 £, BIRATNSANCHEFEITLTH S O SE
NV ET,

AEFAEOAZIMIBRIL, HiKeytool ZffiH L CTHEE L T 72 &0,
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o BRRERIC K o TH— NGRS E S 2h H S, HiKeytool TRXE L72fEL W HEL S
NEF, F—X7 L ZNICEET B — FEREOHR SIS &, SSL/TLS #4r L7-%4
TR A MESL TE R 7D £,

P NEEHELZ T OSLENH LB H 2 EIZ DO TEBNTIZSNY,

WIZFRRER TRAT SN — SSEAEOH 2R L £ 7,

MIIDMDCCApmgAwIBAgIDOBcYMAOGCSGSIb3DQEBBAUAMIGHMOswCQYDVQQOGEwWJa
QTEiMCAGA1UECBMZRkISIFRFUIRJTkcgUFVSUE9TRVMgTOSMWTEAMBsGA1UEChMU
VGhhd3R1IENlcnRpZmljYXRpb24xFzAVBgNVBASTD1IRFULQgVEVTVCBURVNUMRwWwW

LA

ADANBgkghkiGO9wOBAQQFAAOBgQBtzeFG4IfvpPnA7G/khD4rrT1TvjbK4Y1pcROM
cel43uUfKgNYgY35UukoNtdl20XOoudLwKvJu5JK7846zWIbEJmCr5BY1lmywZuao
MQOdXMyPOUnqucggéd /JG2F27xqP4atWEZsN1J5R7XGGX14RPAO5Y0YbbbvMIDOQR
yV0Oxw==

—BEEY VY
Device Manager H— 3D % — SEEIEOMER (106 ~—)

5.3.5 Device Manager 4 —/\DF—RX b7 —~DHY—/\FEBHED
A4 R—
Device Manager — 3D ¥ — X N7 —|Z, FFER THEIT SN — SiEEFE A A AR — M
% 21X, HiKeytool D A A X = 2 —C[SSL configuration for Device Manager Server]-[Import
Digitally Signed Certificate] 2 38R L %97,

Ik Jaa
*  Administrator fE[R TR 7 A >
* BEFO X —XT OHIBR

F—A T —IHHTEDLF =TI 1 22T TT, BHOF—TBEMIh T
% &, Device Manager % — "% & ¥ 27— N THHAT HBICRENBET HBZ0
b ET,

* Device Manager — /XD — FEIED AT
© FEAFEDA AR— |

Y= NGEHFEE AT LICERE R D, TREERER, V— FMRGERICE 5 28GR R OFEHA
#%, Device Manager —/SD F T A A T —IZA AR— ML ET,
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BREFIE

1. HiKeytool Z#f#) L, AA > A==—7T1 ([SSL configuration for Device Manager
Server]) ZHHELET,

2. V= NHAA L A=2—"T, 4 ([Import Digitally Signed Certificate ]) %+ E L 7,
3. = NGEAEOKMNIGIT Z Ak S A THRE L T,
4., BHEEEHNZTH7-81Z, HA Command Suite 5L DOV — 2 2 FHifddh L £ 9,

HiKeytool T = U 7 4 RE LK CTEMT 256, REZ LICHESTL0ETH
D 4t A, HiKeytool TORRENT XTI T LR CREBTIUL, ZENARNC
D \35-3—0

RERRR
B — NGEE DY Device Manager — XD ¥ — X T —7 7 A )L (577 4/ |k : keystore)
WA R —hahvEd,

< HA Command Suite D1 >~ X f—/ L7 4 /L4 >\DeviceManager\Server\keystore
EVEk

Device Manager % —/SD % — A 7 —7 7 A JLX, Device Manager $—/30 server.properties
7 7 AMIZEH D server.https.security.keystore 7 B/NT 4 TEHETE F9,

>4

Preparing to import digitally signed certificate.

Enter the location of the digitally signed certificate [default=C:\Program
Files\NEC\HA\DeviceManager\Server\example.com.cer] :

Beginning import...

Digitally signed certificate imported. You must restart the Device Manager
Server for the changes to take effect.

—E&EY Y
Device Manager %— 3D 7 1 /37 4 OEF (177 _X—7)

server.https.security.keystore (197 ~X—3")

5.3.6 Device Manager —/A\DF— X7 IFEHDSE (BEE—F)

Device Manager — 3D F — 2 87— IR SN F— T OFREAEEE— N TERT
5121%, HiKeytool d A A 2 A = = —T[SSL configuration for Device Manager Server]-[Display
contents of Device Manager Server KeyStore ]2 &R L £ 4,
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R
fit

Db 53

Administrator #EfR CTH a7 A >

BR1EFIE
1. HiKeytool Zf#) L, AA > A==—7T1 ([SSL configuration for Device Manager
Server]) ZHHELET,

2. V=" AL A=2—"T, 5 ([Display contents of Device Manager Server KeyStore ])
ZRRELET,

BAERR

X—_XT DA VT A4, 1EMH, MDS5 Fingerprints 23R D X 9 IZFK RS E T,

>5
Listing Contents of Device Manager Server KeyStore

1) example.com, Tue Apr 01 09:48:02 JST 2008
MD5 Fingerprints:FC:59:A5:8A:5A:27:5E:70:E4:6B:21:30:39:D1:00:1D

5.3.7 Device Manager Y —/\DF—RTFIEHRDSHE (GFHE—F)

Device Manager — 3D F — 2 87 — 2B SN —X7 OfFREFENE— N TEHT
% 1Z1X, HiKeytool D A A A = =2 —T[SSL configuration for Device Manager Server]-[Display
verbose contents of Device Manager Server KeyStore] % i8R L £79°,

AR S

Administrator #EfR CH 1 7oA

BAEFIR

1. HiKeytool Z#£HE) L, A A A==2—7T1 ([SSL configuration for Device Manager
Server]) ZHHEL ET,

2. Y—"HAA 2 A=2—T, 6 ([Display verbose contents of Device Manager Server
KeyStore]) Zf&E L £7

BAERR

F =T OFFMERBIRDO LD ICFIRESNET,
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>6
Listing Contents of Device Manager Server KeyStore

1)

alias: example.com

Certificate chain length: 1

Issued by: example.com: example

Server Name: example.com

Organizational Unit: Device Manager Administration

Organization: example

Locality: Yokohama

State: Kanagawa

Country: JP

Created: Tue Apr 01 09:48:02 JST 2008

Entry Type: Key Entry

Certificate Version: 1

Serial Number: 47£18642

Valid from: Tue Apr 01 09:48:02 JST 2008

Valid to: Wed Apr 01 09:48:02 JST 2009

Certificate: VALID

MD5 Fingerprints: FC:59:A5:8A:5A:27:5E:70:E4:6B:21:30:39:D1:00:1D
SHA1 Fingerprints: F7:C4:2D:F3:E3:F3:5A:AB:E1:57:D1:E8:9C:80:07:89:2C:2A:48
:7TA

5.3.8 Device Manager —/A\DF—X k7 —M 5D F—RT7 DH]

73

Device Manager H—/ 3D ¥ — 2 7 —2 6 ¥ — X7 ZHIERT 5121, HiKeytool D A A A
— = —"C[SSL configuration for Device Manager Server]-[Delete an entry from the Device Manager
Server KeyStore] %R L £ 97,

AR S

Administrator #E[R CTH v 71 >

BEFIR

1. HiKeytool Z#&E) L, AA 2 A==2—"T1 ([SSL configuration for Device Manager
Server]) ZHELET,

2. =" RAA 2 A==2—T, 7 ([Delete an entry from the Device Manager Server
KeyStore]) LHEELET .

3. HIRT 5% —_XTOHSEHEELET,
4, BRINTEAvE—VEMERELT, [y]JF*—2MHLET,
5. BEEZAEMTT D7D, HA Command Suite TS DOV — 1 2 2 HiELdEh L £,
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HiKeytool TE¥ = U7 ¢ S EA KT CEMT 256, %EZ L ICHERT 2083 H
D E£H A, HiKeytool TORBRENT T T LIzl CREZEI UL, EEIENAR
@i—a‘o

BERR

>7

Delete an entry from the Device Manager Server KeyStore.

1) example.com, Tue Apr 01 09:48:02 JST 2008
MD5 Fingerprints:FC:59:A5:8A:5A:27:5E:70:E4:6B:21:30:39:D1:00:1D
Enter number of alias to delete (0 to abort) [default=0]:1

Delete example.com [1l] ? [default=No]:y

5.3.9 Device Manager H—/\DF—RF7D/INXT—KDEHE

Device Manager ' —/ D& —X7 D/XA T — K& HT§ 5121F, HiKeytool D A A A
= =—[SSL configuration for Device Manager Server]-[Change Device Manager Server KeyPair/
Self-Signed Certificate Keypass] & 38R L £ 97,

k7 s
*  Administrator FE[R TD = 7 A
© ROIFHROHER
- Device Manager —/ D F— A k7 —/XZA U — K

- Device Manager % — /XD X — X7 OBIED/NA T —

BREFIR

1. HiKeytool Z#f£#) L, AA > A==—7T1 ([SSL configuration for Device Manager
Server]) ZHHELET,

2. P—"HAA 2 A=2—"T, 8 ([Change Device Manager Server KeyPair/Self-Signed
Certificate Keypass]) #+5E L £

3. Device Manager 1 — "D F — A R 7 — /XA T — REHFELET,
4. HEOXF—TDONRAT— NEHEELET,
5. HLWF—_TORRAT—REHEELET,

FHTE 2 XFITRDO LB TT,
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A~Z a~z 0~9 %Ei?

KT E/PLFIERBIENE T, FPOXTEEETHE, F—ANT—%FHHTE
AR A= B

FHLWARAY— REHEELET,
B ZHNT 57212, HA Command Suite F 50— 2 2 FidH) L £,

HiKeytool TEF =V 7 4 RE A KT CET 256, REZ L ICTHERT 2 X40ETdH
D 4t A, HiKeytool CORREN TN T T LR R CREBTIUX, ZENARNIC
DES,

5.3.10 Device Manager ¥ —/\MDF—X F7—/NRAT— KDEE

Device Manager ' —/ XD ¥ — & k7 —@D/XA U — REEET 5|21, HiKeytool D A A A
— =2 —"C[SSL configuration for Device Manager Server]-[Change Device Manager Server KeyStore

Password] Z 3R L £79°,

k7 Jia
R DIE RO RS
* Device Manager +— "OBEDOF—A F 7 — /AT — R

BAEFIR

1.

HiKeytool Z &)L, A A A==—7T1 ([SSL configuration for Device Manager
Server]) ZHELET,

P— S A A A ==2—T, 9 ([Change Device Manager Server KeyStore Password]) %
HELET,

BI/£ D Device Manager ¥ — /XD F—RA h 7 — /"2 — RZHEELET,
HLOWF—A R T =AU — REHEELET,

FHTE 2 FITRDO LB TT,

A~7Z a~z 0~9 ZEHLF

RKIXF-L/PLFIERBIENET, F0OXTEBETHE, F—ANT—2FHTE
<720 FET,

FHLWRAY— REHEFEELET,
BHEEHNZT H7-012, HA Command Suite #LiL DOV —E 2 2 FHEHE L £7,

HiKeytool TE¥ =2 V7 4 B EAFT CEET 256, REZ LICHEBR T 24 ITH
» F£8 A, HiKeytool COFXENT XTI T LR R CREE T, BENEHITA
DET,
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5.3.11 Device Manager —/\MD F S A X 7 —~DEIHAED A
VikR—k
Device Manager — 3D k7 2 N A2 h 7 —IZ, GEEZ A AR — M9 5121%, HiKeytool @

A A A= =2 —"T[SSL configuration for Device Manager Server]-[Import Certificate to Device
Manager Server TrustStore] % 3R L £ 97,

3 3
* Administrator #EfR TH 1 7 A
s EHEOAT

X.509 DER JEF 721% X.509 PEM A OFEHE N MLE T, — NGFHEEZRIT L
SREFRN G, PFRIEEEE, — FEREFRICE ARG R OFHEZ M L T &0,

BREFIE

1. HiKeytool Z#£#E)L, AA > A==2—7T1 ([SSL configuration for Device Manager
Server]) #HHEL ET,

2. V= NHAA L A==2—"T, 10 ([Import Certificate to Device Manager Server
TrustStore]) % f5& LE T,

3. AVAR— T EHEOZA YT AL ERELET,

4. A VR — M LAEHFEOMII S A ZIEE L £ T,

5. A UAR—= T LFEAEDRELED H551E, FIH2~FIH4 280K L ET,
6. EBEAEANT S92, HA Command Suite /57 DY — b 2 2 FilHE L £,

HiKeytool TE ¥ =2 V7 4 B EA KT CEET 256, REZ LICHEBRT24ETH
D F£8 A, HiKeytool COFXENT T T LR R CREB TR, ZEENEITA
VET,

—EE) VY
KT ARART— (79 =)

5.3.12 Device Manager —/\M F S X bR b7 —1EHRDSHE (12
HEE—F)
Device Manager — 3D kT 2 F 2 87 — |2k S o — NGEAZEOHFRAEEE— R
TZM$ 5121, HiKeytool D A A > A = = —"C[SSL configuration for Device Manager Server]-
[Display contents of Device Manager Server TrustStore] - Z8fR L £ 77,
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Db 53

Administrator #EfR CTH a7 A >

BR1EFIE
1. HiKeytool Zf#) L, AA > A==—7T1 ([SSL configuration for Device Manager
Server]) ZHHELET,

2. H—"HAA 2 A=2—"T, 11 ([Display contents of Device Manager Server TrustStore])
ERRELET,

BERR

P—rFEHEOT A U T 24, {ERKH, 3 XU MDS Fingerprints 2327~ SVE T,

>11

Listing Contents of Device Manager Server TrustStore

1) verisignclass3ca, Fri Nov 25 12:04:38 JST 2005

MD5 Fingerprints:10:FC:63:5D:F6:26:3E:0D:F3:25:BE:5F:79:CD:67:67
2) verisignclass3g2ca, Fri Nov 25 12:04:37 JST 2005

MD5 Fingerprints:A2:33:9B:4C:74:78:73:D4:6C:E7:C1:F3:8D:CB:5C:E9
3) verisignclass2g2ca, Fri Nov 25 12:04:35 JST 2005

MD5 Fingerprints:2D:BB:E5:25:D3:D1:65:82:3A:B7:0E:FA:E6:EB:E2:E1
4) verisignclasslg2ca, Fri Nov 25 12:04:34 JST 2005

MD5 Fingerprints:DB:23:3D:F9:69:FA:4B:B9:95:80:44:73:5E:7D:41:83
5) verisignclass3g3ca, Fri Nov 25 12:04:37 JST 2005

MD5 Fingerprints:CD:68:B6:A7:C7:C4:CE:75:E0:1D:4F:57:44:61:92:09
6) verisignclass2g3ca, Fri Nov 25 12:04:36 JST 2005

MD5 Fingerprints:F8:BE:C4:63:22:C9:A8:46:74:8B:B8:1D:1E:4A:2B:F6
7) verisignclasslg3ca, Fri Nov 25 12:04:34 JST 2005

MD5 Fingerprints:B1:47:BC:18:57:D1:18:A0:78:2D:EC:71:E8:2A:95:73
8) verisignclasslca, Fri Nov 25 12:04:35 JST 2005

MD5 Fingerprints:97:60:E8:57:5F:D3:50:47:E5:43:0C:94:36:8A:B0:62
9) verisignserverca, Fri Nov 25 12:04:38 JST 2005

MD5 Fingerprints:74:7B:82:03:43:F0:00:9E:6B:B3:EC:47:BF:85:A5:93
10) verisignclass2ca, Fri Nov 25 12:04:36 JST 2005

MD5 Fingerprints:B3:9C:25:B1:C3:2E:32:53:80:15:30:9D:4D:02:77:3E

— BE) VD
FT7ARART— (79 2—=)
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5.3.13 Device Manager —/\M kS X F X b 7—1EHRDSHE (Gf
HE—F)
Device Manager —/ 0D k7 A2 8 A F 7 —|Z8 Gk I o — GEEAEOFE R A2 FFEME— R
TZ M 5121%, HiKeytool D A A > A = = —C[SSL configuration for Device Manager Server]-
[Display verbose contents of Device Manager Server TrustStore]Z %R L £ 7,

keSS

Administrator HE[R T w1 7' A

BREFIR

1. HiKeytool Z#£HE) L, A A A==2—7T1 ([SSL configuration for Device Manager
Server]) ZHHELET,

2. V= r"HAA L A==2—"T, 12 ([Display verbose contents of Device Manager Server
TrustStore |) ZfaE L £7,

BAEBR

P— SHERH DT RARD L5 IERREhET,
>12

Listing Contents of Device Manager Server TrustStore

1)

alias: verisignclass3ca

Issued by: "VeriSign, Inc."

Organizational Unit: Class 3 Public Primary Certification Authority
Organization: "VeriSign, Inc."

Country: US

Created: Fri Nov 25 12:04:38 JST 2005

Entry Type: Trusted Certificate

Certificate Version: 1

Serial Number: 70bae41d10d92934b638ca7b03ccbabf

Valid from: Mon Jan 29 09:00:00 JST 1996

Valid to: Wed Aug 02 08:59:59 JST 2028

Certificate: VALID

MD5 Fingerprints: 10:FC:63:5D:F6:26:3E:0D:F3:25:BE:5F:79:CD:67:67
SHA1l Fingerprints: 74:2C:31:92:E6:07:E4:24:EB:45:49:54:2B:E1:BB:C5:3E:61:74
:E2

—EE) VY

KZARART— (79 =)
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5.3.14

Device Manager —/\M F S XA X F7—M6DH—/N\

sEBAE D HIBR

Device Manager — 30D k7 A N A N 7 —8GR I L2 — FEE 2 HIBRT 51213,

HiKeytool ® A A > A = = —TC[SSL configuration for Device Manager Server]-[Delete an entry

from the Device Manager Server TrustStore]Z 3R L 77,

AR S

Administrator HE[R TH w1 7' A

BREFIR

1.

HiKeytool Z &)L, A A A==—7T1 ([SSL configuration for Device Manager
Server]) ZHELET,

P— N A A A ==2—"T, 13 ([Delete an entry from the Device Manager Server
TrustStore]) ZFEE L 7,

HIFRT 20— NGEHEOFR S EFRELE T,
FREINTEA =V EERLT, [y|IF—Z2HLET,
BH G T H7-91Z, HA Command Suite B 5L DOV — 2 2 HiL@h L £ 9,

HiKeytool TE¥ =2 V7 4 B EA KT CEET 256, HEZ LICHEBR T 24 TH
D £+ A, HiKeytool TOFRENT X TK T LIZRER THEE) X, ZEBNAIR

Di‘a—o

BAERR

EE L7 b U —23HIBR & 41, Device Manager — /XD k7 A A F 7 —ORNENFHOFE

RENET, BIRPZET L2 2R LT IZEN,

>13

Delete an entry from the Device Manager Server TrustStore.

verisignclass3ca, Fri Nov 25 12:04:38 JST 2005

MD5 Fingerprints:10:FC:63:5D:F6:26:3E:0D:F3:25:BE:5F:79:CD:67:67
verisignclass3g2ca, Fri Nov 25 12:04:37 JST 2005

MD5 Fingerprints:A2:33:9B:4C:74:78:73:D4:6C:E7:C1:F3:8D:CB:5C:E9
verisignclass2g2ca, Fri Nov 25 12:04:35 JST 2005

MD5 Fingerprints:2D:BB:E5:25:D3:D1:65:82:3A:B7:0E:FA:E6:EB:E2:E1
verisignclasslg2ca, Fri Nov 25 12:04:34 JST 2005

MD5 Fingerprints:DB:23:3D:F9:69:FA:4B:B9:95:80:44:73:5E:7D:41:83
verisignclass3g3ca, Fri Nov 25 12:04:37 JST 2005

MD5 Fingerprints:CD:68:B6:A7:C7:C4:CE:75:E0:1D:4F:57:44:61:92:09
verisignclass2g3ca, Fri Nov 25 12:04:36 JST 2005
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MD5 Fingerprints:F8:BE:C4:63:22:C9:A8:46:74:8B:B8:1D:1E:4A:2B:F6
7) verisignclasslg3ca, Fri Nov 25 12:04:34 JST 2005

MD5 Fingerprints:B1:47:BC:18:57:D1:18:A0:78:2D:EC:71:E8:2A:95:73
8) verisignclasslca, Fri Nov 25 12:04:35 JST 2005

MD5 Fingerprints:97:60:E8:57:5F:D3:50:47:E5:43:0C:94:36:8A:B0:62
9) verisignserverca, Fri Nov 25 12:04:38 JST 2005

MD5 Fingerprints:74:7B:82:03:43:F0:00:9E:6B:B3:EC:47:BF:85:A5:93
10) verisignclass2ca, Fri Nov 25 12:04:36 JST 2005

MD5 Fingerprints:B3:9C:25:B1:C3:2E:32:53:80:15:30:9D:4D:02:77:3E

Enter number of alias to delete (0 to abort) [default=0]:1
Delete verisignclass3ca [1] ? [default=No] :

—EE) VY

FFARRBRT— (79 =)

5.3.15 Device Manager Y—/\MD F S A X R T7—/INRAT—F®
Py
Device Manager — 3D k7 A N A h 7 —/"A U — RZEH 3 521X, HiKeytool D A A >

A = 2 —"C[SSL configuration for Device Manager Server]-[Change Device Manager Server
TrustStore Password] Z %R L £ 77,

AR
*  Administrator #EfRCoO R 71
© ROGFHRDOMER
- Device Manager +—/XD F 7 A A 7 —DBUED/NAT —

BREFIR

1. HiKeytool Z#£#)L, A A > A==2—7T1 ([SSL configuration for Device Manager
Server]) #HHEL ET,

2. = NHAA 2 A==2—7T, 14 ([Change Device Manager Server TrustStore Password])
ZHEELET,

3. BIEOFTARARNT =AU —REEELET,
4. FLWEIZARART =AU —REHEELET,
HEATE L5 FIRO LY TT,
A~Z a~z 0~9 ZZANT

KILF-E/PLFIERBIENE T, FPOXTEEETDHE, F—ANT—%FHHTE
ARRAN I I
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5. HILWASRAU—REZHBEELET,
6. BHEEHNZTH7281Z, HA Command Suite F DOV —E R 2Bl L ¥ 9,

HiKeytool TEF = V7 4 RE AL KT CEfT 256, REZ L ICHERT 2 0E TdH
D £H A, HiKeytool TOFXENT X THK T LIZRER CTREE) T UX, ZENAFHIAR
N E£9,

—BEEY VY
KT ARART— (79 =)

5.3.16 Device Manager H—/\MH—/\iEEAZE D2
Device Manager — D% — NFEEZ MR 5 121%, HiKeytool 2 L £ 7,
P SREEIITARHIRS H Y £9, ARHIRIAICERZ L T ZI W,

AR S
Administrator #E[R CThH v 7 A

BREFIR

1. HiKeytool Z##Z#Ej L, AA 1 A==—"TC1 ([SSL configuration for Device Manager
Server]) ZHHEL ET,

2. Y—"HAAL 2 A=2—T, 6 ([Display verbose contents of Device Manager Server
KeyStore]) #5& LET,

BRERR

YP—NEEHEFEOFEMIE RS TR SN E T, [valid to:] TR L TI7ZSVY,

—EEY Y
Device Manager — /3D F — X7 FHOSM GEITE— R) (97 X—)

54 SSL 7547‘/ DFEE

SSL/TLS Ci#fg 3 5 72HI2i%, SSL H— NTIEk &7z — NGE#E%Z SSL 7 74 7 > b
WA ViR— M‘Z)M%ZM%) nE9,
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5.4.1 Device Manager Y—/\D FS A A FT7—T7A4ILDF
va—k
Web 77 7 —i&H T, Device Manager —/30 kT A kA k7 —7 7 A )L (DeviceManag
erCerts) X v —RNLET,

k7 Jia
* Device Manager — /XD ¥ — FEHEDO A R — ~ GRAER AT LT — NGEE 2
BRI %6

- FIAFART—~DFEHEFEDA R — b
- F—ALT DY = NGEHEFEDOA UAR— b
* Device Manager —/3D H CEAGEHAEDIER (A CEARERELZEN T 258)
H B4R S L@EOT A MR PO RN TR T2 Z L 2B L £,
© ROTEHRDHERE
- Device Manager #—/3D 3 SSL@fE DR — h&E 5 (T 744 b :2001)

Device Manager ' —/3(0 server.properties 7 7 A /Wil & 5 server.http.port
TaNT f THRRTEET,

- Device Manager O —H%—7 H 7 k

BEFIR

1. &Y —N_TWeb 777 H—L0SDa~vy R EEHH LT, RO URL S FT &
NAKNT—=T7ANVEHT T a—RRLET,

=P =T hT U NERELTHE e —RLTIEEN,

http:// <M= oDIP 7 FLIFLIZIN—T/Vy ODHAX FE>:< Device Manag
er —/VD;K— FFEE> /service/DeviceManagerCerts

—EEY D
Device Manager #—/3D % —7 & [ UEAGEHEOIER (89 ~—)
Device Manager F— 3D ¥ — A 7 —~OH — S FEHEDO A AR — K (95 X—)
Device Manager —/30 F 7 A2 h A k7 —~OGEHED A AR — K (101 ~—)
server.http.port (179 ~X—73)
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5.4.2 Device Manager Y—/\QO B2 ELMHAENDIT YV XAFKR—+
oo — KL T ARNARNT—7 7 AV (DeviceManagerCerts) 25, Device Manager
P —ROHCBLEHEL T AR — 8T 5121, hemds6dkeytool 2—7 4 U T ¢ %Al
LET,

k7 Jia
* Device Manager =/ XD N T A NA R T =T 7 A VDX T m— R
© ROIGFHROHER
- Device Manager V— XD X —XT7 D= A T X4
HiKeytool TR TE £ 77,

REFIE
1. ROa~vs FEFETLET,
< HA Command Suite D4 > X F—/L 74 /L% >\Base64\bin\hcmds64keytool -expo

rt -keystore K AZXFPXFF7—TF7A/IN> -alias <KIAYFIXE> -file <H¥—
/G BFE>

¢ keystore: T ARNA LT —T 7 A NLDORAEFELET,
« alias: ¥F—_XTOTA VT AL EZRELET,
« file: T HHCEBANAEY 7 A NVORAEEELET,
2. Device Manager — XD N 7 A NA N7 —7 7 A L D/NAT — RIZIFTH AT LR
T, [Enter]¥—Z# L £,

—EEY Y
Device Manager % —/3DF — T fEFHROZM (EEE—F) (96 ~—)

543 Web 73 —~DFEHED 1 > R— b+ (Internet Explorer
DIZE)

GUI 23 572121, GEHEZEH 7 747 b (GUD) O Web 7 F U —IZA v R—
L TBLIVERHD £9°,

AR &
s FEHEOAT

alE R 2 T 25 a0, ROV — NSEEAEZREIT LIZRAER NS, /b— FERER £ T
DEFRFEROFEAENT = A » SNTRETHETT,
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BSE BREICETLIEX2 VT 4 BRE

- HA Command Suite i =2 R —x > b

- Device Manager H—/3

BREFIR

1. Internet Explorer Z B L, [V —/N]—[f X —F v b 7 a &R RLET,
[V =A== 2 —=DBRERRINTORWVGEIE, [A]F—Z2 L TA =2 — =2 F RS
HFTOOEEL T EEN,

2. [T UVIETTHRIAEIRZ V%227 U v 7 L, Web 75 7 F—IZHEL A o H—
FLET,

—BEE) Y

HA Command Suite 223 =2 AR — R > b O R L OGEAERITESROER (80 ~<—)
HA Command Suite F£if =1 AR — % > F OV — NGAEHHEOGER~DOHEE (84 *X—)
Device Manager 4}~/\0)“&w/\ﬁﬂﬁﬂ%®;},‘j SERA~DHEE (94 ~2—3)

544 Web 7350 —~DIAED 1 >7R— bk (Google Chrome
DiHE)

GUI 2T 5 7-121%, sEHEZEH 7 747 b (GUI) ® Web 7 7 U % —I2 A L R—
FLTBLLERDHY £7°,

IR e
s FEHEOAT

AL 2 T 25818, ROV — FEAEL T LICRRAER D, — FRRER £ T
DAFRAER OFEHENTF = A » SNIREBETRETT,

- HA Command Suite #£i@ =2 o R —x > b

- Device Manager #—/

BREFIR

1. Google Chrome % #L#) L, [Google Chrome D% E]—[XE] & ZRN L E T,
2. [fHEREZERREZ Y v 7 LET,

3. [HTTPS/SSLIA =2 —D[FEHZEDOEHRZ %27 U v 7 L, Web 7 7 U —IZFEHE
ZAUAR—FLET,

—EE) VY

HA Command Suite 338 = > AR — % > F OFME R L OREERITEROERE (80 ~—3)
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HA Command Suite i =2 > R — > F OV — NFEHEOBFER~DHFE (84 X—)
Device Manager ¥— 30— SFEIEORFEF~D 5 (94 <—)

545 Ry Ty T TOvHIDEELE

HA Command Suite /55D URL % SSLiB(EHICEH L7=5, Web 77 U —DRy 7T v/
a7 OFREICE, SSLEEHO URL 28861 20N H D £,

keSS

HA Command Suite 55> URL OZEH
s ROIEFHROMETR
- BEHY—ROPT RLAEIIRA M

BREFIR

. Web7 7 U%—DORy I T 77Ty l7ORET, #Fa[T5 Web A FOT KL R
K ®D URL % %&k L F 7,

https:// < EBEH—/\DIP 7 FLRF/LIEHI FE>

—BEE) VY

HA Command Suite 510> URL ®Z®  (hemds64chgurl 2~ 2 R) (22 ~—)

5.4.6 HA Command Suite £ @a > R—R 2 FDFSRXA MRk
T—~DEHEDA VR—F

FFBAELZ R A M A N7 — (1dapcacerts £721% jssecacerts) (T4 VR — 35121, n
cmds64keytool T—7 4 UT 4 ZHEH L E T,

U= 353
* RERAE O Y
LRPITIETER LTS IZEN,
- LDAP 7 1 L7 U H— L DEEICHE S 55

LDAP 7 « L7 F U Y — DY — FEAEEZRIT LT-RGE RS, — FRGER £

TORFFEROGEHENTF = A » SNTIRETHETT, HA Command Suite 85
DEHIZE T2 DO THLIMENH Y £97,

© RONFHROMER
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- RTZARNARINT—=T7AI)LDINA
- FRTFARART =T 7 HANRAT—=R(FT A AR =T TIAFET D8

=)

R1EFIE
. koa~y REEFTLET,

< HA Command Suite D4 X F—/L 774 /LZ>\Base64\bin\hcmnds64keytool -impo
rt -alias KIS YFRE> -file <FBZE> -keystore K fSX PR FT7—T77
JE> -storepass K FZIX P F—ADT I EIX/INIT— F>

e alias: N7 ARNA N —NTEAEZFBHIT H7-0ODOLMERRE L ET,
P NFEHENMEEH D561, P T AMART—NTHHIN TWRVWEED
TA VT AL ERELTIIEIN,

o file:sEIEZRBELET,

¢ keystore: A VAR—FEDNTANANT =T 7 A NVONNAERELET, F1E
L7Z2WGETE, BEIICER S VET,

LDAP 7 4 L 7 F U B —s_DP— "GEHEL, ldapcacerts (A VR — 352
EEBEIODLET, I Tu T AL ERHEL LG T 555 1L yssecacerts
WZA AR —FLTHEMNENER A

e storepass: NTZARNARNT—~DT 7 HBANATY—REfEELET,
*E

* hecmdsé6dkeytool —7 4 U T ¢ £721d keytool T—FT 4 YT 4T, FTAKX |
T—NOa2==04, NTARNANT =77 AN, BLORAY— REEET D &
L, ROFITEELTIIZEN,

T 7 ANBITIIROFEFEFEHLRNTEE 0,

R
77 AN 255 34 FUNDO TN L TL 72 &0,
s FTARARNT—HO=—24%, BIOARNZRU—RIZIGIHG () 25070 T

KTEEW,

2. HA Command Suite f DV — v 2 2 FHiE#) L FEJ,

—EEY Y
FFZARA BT — (719 =)
HA Command Suite 3£18 = > AR — &k OFRE R L ORERAEIITE R OER (80 ~—2)
HA Command Suite #:ifi =2 > R — > F OV — FEHEOBFER~DHFFE (84 X—)
Device Manager H— /3D — NFEMIEOFRRER~DHEE (94 ~—)
Device Manager D —E 2D HLEE) (133 2—)
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Device Manager D% —E A D41 (133 X—)

547 LDAP T4 LY MY —/\OH—/\SIBAZEDEH

BEY— L LDAP T 4 L7 b U Y — [l %& StartTLS THET HHEICIE, AF L7- LDAP
T4 L7 MY — O — NFEIAENR OSSR 2T L TWD I E MR L TN,

* exauth.properties 7 7 A LDIRDJEVEIZ, LDAP 7 4 L7 b U B — DY —  GFEHA
FHD CN (Subject D CN) MREREINTNDH T &,

- BBREF R LDAP D4
auth.ldap. < auth.servername |Z#5& L /= > .host

- BOREJST AN RADIUS ©, ARV — & bdi 556
SRHREREY — S EANHEE Y — S E -~ TR\ L T D & X
auth.radius. < auth.servername |Z#5/& L 7=fH> .nhost
HMBFRAEY — N ESNFR AT — DR~ U THEH L TWnD & X .
auth.group.< NAX7 24> host

- FRAEA RS Kerberos T, SMHRE AT — N & b 556
auth.kerberos. < auth.kerberos.realm_name [Z#5E L 7= fH> . kdc

—EEY Y
SMERRRE T — /N EAMBER P — S OB gk (40 X—2)

5.4.8 HA Command Suite @ R—R2> D FS X MR F
7—IZA4 oiR— kSN -EFBREDTESR

HA Command Suite 3212 " R—3% > D T A N A F 7 — (1dapcacerts £721% jssecace
rts) 24 VAR — b SNTZFEAELZHERE T HI21E, hemds6dkeytool L—7 1 U T ¢ ZfEH
LET,

AR &
RO TERDOMERD
* RTARART—T7A/LDINA

o NTARAINTT—~DT I EBANRAT—F
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BREFIE
1. ROa~r REFETLET,
< HA Command Suite D4 X ,F—/L 74 /L% >\Base64\bin\hcmds64keytool -list

-v -keystore K AFZFX A ,PF7—T74/INE> -storepass K fFSZIX P, RFT—ADF
ORI T— >

s keystore: alBHEMEMINTWD N T ARNA RN =T 7 A VDO/RAEZRELE
ED

e storepass: N7 ARAKT—~DT 7V EANRAT—REHFRELET,

—EE) VY
KT ARART— (79 =)

5.4.9 HA Command Suite £#BIVHR—R FDFS X FX b
T7—I2A UiR— b SNT-EEBRE DHIR
HA Command Suite 3@ 2>/ R—F > F®D F 7 A F A 7 — (1dapcacerts £721% jssecace

rts) 24 VR — b SNTZFEHAEZHIBRT 5121%, hemdsbdkeytool —7 4 U T ¢ Z{#i
l_/i—g‘o

k7 Jia

R D1 H D RS

© Bl 2FEFOTA YT 24,
* FIARNART =T 7 AILDINA

* FTFTARART—~DT VT EANRRAT—FR

REFIE
. WOa~<wr REFETLET,
< HA Command Suite D4 X F—/L 74 /L% >\Base64\bin\hcmdsé4keytool -dele

te -alias <I7YFXE> -keystore K fFZXPFPXFF—T 74 /ILE> -storepass
KPAFSRRARFF—AADF ORIV T— >

e alias:iEHEOZA YT R4 ERRELET,

e keystore:iEHEMEMHINTND N TARNARNT —T7 7 A VO RERELE
j—o

e storepass: NT7ARARNT—~DT 7 EANRRAY— REHRELET,
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—BEEY Y
FF2RART— (79 ~5—)

HA Command Suite 3@ 2 V" R—FR 2 bD R T A M A T =24 ViR— b ENTZFEHEOMEE (112 ~2—
)

5.4.10 Device Manager —/ M FS X F A R 7 —~DEEAED
A4 oR—k
AEBAE % Device Manager % —/30D 7 2 M A R 7 —I|ZA VR — M3 5121, HiKeytool D A
A A= =2 —"T[SSL configuration for Device Manager Server]-[Import Certificate to Device
Manager Server TrustStore] & iR L £ 97,

AR S

* Administrator #fR TH 1 7 A

BRIEFIE
1. RO EFYEITLT, HiKeytool Z L) L 7,

< HA Command Suite D4 X F—/L 77 /L% >\DeviceManager\Server\HiKeytool.
bat

2. AA 2 A==2—"T1 ([SSL configuration for Device Manager Server]) ##5&€ L £,

3. —r"HAA U A==2—"7T, 10 ([Import Certificate to Device Manager Server
TrustStore]) ZFEE L 7,

4. A VAR—= P T HHEO=AL VT AL EZRRELET,

5. A VR— T DREAFEOMII AN A ZEE L ET,

6. A VAR— T HAEMAFENERHL25E81E, FIHI~FIES 20V IKL £,

7. EEEHNTT D912, HA Command Suite Ffih DV — b 2 2 FifdE) L 9,
— &Y >

FZARART— (79 =)

Device Manager D% —E A DLE) (133 ~2—)
Device Manager D —E AD{E1E (133 ~X—)
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5.4.11 Device Manager Y—/\MD kS A R 7 —IZA ViR— k&
NT-FEERE DHEEE

ach

Device Manager — 30D k7 A N A N7 —IZA4 VR — ST REAEZ R T 51213,
HiKeytool Zffi fH L £,

AEAEOMERITIEICIE, FEEE— FEXOFEME— RS0 £, LEIZSCTHEWSITT

<TEE0N,
—E&EY Y
Device Manager #—/ D s 7 XA F 2 F 7 —{FHOSH (IEHEE—F) (101 *—)

GE:
Device Manager #—/30 T 2 h A b7 —H#OEM GElE— ) (103 <—)
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lrh-6=h:
5 08
> s N - ) |
O8IV 7 57— FDERTE
Z DETIE, HA Command Suite HLih T 2T LA DIRRERCEE 2 B4 5 72 DI LB/ 3R E
WZHOWTCREA L7,

= A
6.1 77— FDEXE
Device Manager T, HHXMNREDA N L —V VAT A TRAELZEEDEHRE, 77—
L T Device Manager GUI IZE R LET, 77— MIEA— L THEMTEET,

6.1.1 Device Manager TODEE &4
Device Manager Tl%, EHHRDOA ML —V v AT ADMEEL, ROGFETHRALET,
s R=Vr7 (F7#+N1H)

Device Manager 78, A h L — 3V A7 AOBIRIZ EHICER L, BEZHRm L
BT 7— b LTFRLET, 77— MUIREIM & EEOMENE EH T
ESURN

R—VU > 7 ORFEIX, Device Manager —/30 server.dispatcher.daemon.pollingP
eriod 7R/NT 4 TRETEET,
*AE

A=V 7 TIE, 82812, BIEOR—U » FHOBEE L~V L B AEE L~ 2
LIEBAICDHRT I— h2RHaLET, 20D, UTOEAICEENRETERNI LN
HYFEF,

- BRICBEER A L T DI TRAE L EE L psE ChEE
- A=V 7HROMICEAEL, [FELZES

70, A=V 7HBEORICHE U THEOREENEE LGS, 1 2OREFICELDL
NET,

EVk
- K=V 7L, Device Manager 78 A b L— 3 AT A7 B FE LRI 2 % 0 %
ETT—RELTERLET,

- AR—1U 7 TlE, Device Manager H—/3AME 1L 12384 L 75 )% Device Manager D 5
EEE bk L TV D56, MTELZ2LnHV ET

Device Manager THR/RTCEH7 7— ML, AL —V T AT ALK TERRY T, T
NOYR— FAEZRORITRLET,
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%+ 6-1 Device Manager TRRTE5H7 75— bk

EEXNR R=yvy 75— kO A—)LEH
A RL—TU VAT A iStorage V. — X Y Y
(RLil)
Y : PAR—F
—BEE) VY

Device Manager Y— 3D 7" /87 ¢ DT (177 ~—)

server.dispatcher.daemon.pollingPeriod (188 ~X—73)

6.1.2 SNMP k5 v JZ{E1—HY—%2EEIT LH-HDaT
(hdvmsnmpuser) OF= (SNMP v3)
SNMP | 7 v 725 2 — P —DFRZHET 2I21E, hdvmsnmpuser v REFATLET,
hdvmsnmpuser 2 ¥ N TIE, 2 —F—I{FHROBER, £H, HIkR, BIUOBRENRTEET,

a3y RO
A—HY—IEREFEHRT HES :

hdvmsnmpuser -u < Device Manager ?-=—%—ID > -p < Device Manager ?~~X

7— F> add --user name < SNMP ;7 v 73Z{52—3—4> --security level <
tF =2 U7 ¢ L~/L> [-—auth protocol <ifaF 7B b 2/L> --auth password < i
FIF’NA 7 — N> [-—encrypt_protocol <MFH1L7' 2 fF Z/L> ——encrypt_key </F%5

F—> 1]

A—F—ERELET 85 :
hdvmsnmpuser -u < Device Manager ?-=—%"—ID > -p < Device Manager ?~~X
7— N> modify --user name < SNMP A 7> 7Z(52—#"—4> [--security lev

el <tF=V7r s L~/L>] [--auth protocol 6 = =V [--auth_pas
sword < ifal-NA 7 — F> 1 [--encrypt protocol </MFH1L 72 F Z/L> ——encrypt

_key < A —> ]

A—Y—ERZHIRT HHA
hdvmsnmpuser -u < Device Manager ?-2—%—ID > -p < Device Manager ?~~.X
7— F> delete --user name < SNMP |} 7 v 7'Z(5=2—#—4%>
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A—Y—EREMFT S5

hdvmsnmpuser -u < Device Manager ?-%—%"—ID > -p < Device Manager ?~~X
7— F> get [--user name < SNMP / T TZE 2 — 5>

a2 FOEIRE

< HA Command Suite D1 >~ X | —/L 7 4 /L5 >\DeviceManager\Server\tools\hdvmsnm

puser.bat

7 ay

SNMP + 7 v 7o —¥ —4, ARV — K, BLOWES ¥ —IZEH TE 5 30FEKD
LBV TY,

A~z a~z 0~9 ZEEITF AR

WOFLFIFHHATE EEA,

N, /2> ] s %N

RIFL/NLFIEEB SN ET, XFHIOFEHEEIIRBIZEALFERE L 2N TL
Sy AN

-u < Device Manager D1 —+*—ID >, -p < Device Manager D/\VX 7— F>

Device Manager D —%#—ID B L OVXA U — RZHEELE T,

--user_name < SNMP F5 v 21— —£>
SNMP |7 v 7Zf5a—Y—HEHELET, HETE DRALTFEIL 32 LFTT,
a—Y—fERE OGS 25EG, 20T a U TIRELZ SNMP R 7 v 75— —
DIFHRAEB NI LES, ZOF TV a v 2EME L7 L X%, DeviceManager H— /N8 Gk
ENTVDLTRTDOSNMP k7 v 7ZfEa—F—DiFRaE it LET,

--security level < &Fz YT 71 LAN/L>
TxF2V T4 LV ERRELET, BETE HHEIZIRD LB TT,
authPriv GEAEL ST D)
authNoPriv (FEFET 223 S kiT L 72 v)

noAuthNoPriv (GRFEHEEF S LD L72VY)

--auth_protocol <FBFgEZOkFIa/L>
SREFRRICAE T2 7 e haL b LT, sHa £7-0%vps ZFEE L E7,
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ZOF T a g, --security level I authPriv £721% authNoPriv ERET DY
BIZHEELET,
--auth_password <Z@4F/ VX T— F>

PREFH D/ RA T — REHE L £, iStorage V o' U —ADLEE, 8 LFLLE 64 L5 LA
TTHELET,

ZDOF T alE, --security level |Z authPriv £721% authNoPriv Z 8% ET 5%
AICHEELE T,

--encrypt_protocol <BEBEE7araL>
WERHCHEAT 2Bk 7 bbb LT, aes £721k s 2HEL £,

ZOF T a X, --security level IZ authPriv A ET HDHEITHHEE L E T,

--encrypt_key <BEEF—>
W B S NI MA LT B2 O% —&4RE L E T, iStorage V ¥ U —XDHAIL, 8
CFLL b 64 SCFLUT CHRE L 9

ZDOF T a s, --security level IZ authPriv %;

IPLI

ET %A IHEELET,
x7, -—encrypt protocol %%ﬁﬁ'@‘é%/ﬁﬂi, %\f?ﬁﬁbi'@_o

%

6.1.3 75— hEZE A— )L BT H-ODEEIDO—

TI— IR RAELEGEIS, 22—V —ICHIWIZE A— IVl cEEd, BHITIAT
NMZarZ A4 LTV TY, A RL—UU AT ADBEESMADZ ENTXET,

T T — 2 E A= )LIBHT AT DI ERREEZRISRLET,

R1EFIE

1. SMTP ¥ — SOEREERE
EH 3% SMTP %— D% E FINAIZHE > T, Device Manager H— /3723 SMTP #—/3|Z
B CE L L OICRELET,

2. Zfeg2—VP—0ORE
Device Manager GUI ZfiH L C, EA— NV E2Z(ET 52— —Th o FERELE
7

3. T T7— NBHOT T 4 HE
Device Manager —/XD 7 1 /37 4|2, SMTP $— SDIFHCHEHTTO A —/LT R
Al EERELET,

4. SMTP BFE>x—HF =T H 7 FOXEL (SMTP BIEZEH T 2846
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Device Manager H—/NZ SMTP f8AEL—W—7 H 7 N ARG LET, A X2 Ml
RANNVAF = v 7 fEROEM TREFHOLE, FRRIIAETT,

5. 79— h@EmTo AL — OB AREvA R (IEE
VBEIR L CT v I L— b7 7 ANV EREL, EXA—LOHITNE S
* E

ELET,

5

* Device Manager 28 E A — /L& E(ETHD1%, 77— MEHEO 1 [F720) T3, BHEICKRKL
728, EA—VTHEINT, 77— MERBIOEFELDOE A—/L7 FLAA, Device
Manager D F L —2A w77 7 A )W SNV ET,

* E A—/L%& X9 DA Device Manager ¥ — /3D —E ARSI L7zE, —EANHEL
BHLTHEA—NMIEFESNETA, VF—EROHFEHKIC, GUI THALL THARNWT F—
FAZRVDERR L TS 72 &0,

*  Device Manager #—/SOEBEXRA b L — VL 2T KIxE LT, BREEDBEOMRAT &2 Ffi T 2
L, ARV—=UVRTLTT 77— MREEHAETLHZLNH Y £7, FAillZ Device Manager
P —/ 3D server.mail.enabled.storagesystem 7 B /37 X server.mail.enabled.fil
eserver 7 H/3T 4T false ZIHE L, E A—/ViBAMEREZ BN L T &2 B L
7,

—BEEY Y

Device Manager h— 3D 7' /37 ¢ OET (177 _—)

server.mail.enabled.storagesystem (181 ~X—13)

6.1.4 SMTP H—/\D&E
Device Manager H— /375 SMTP H— N IZEHE TE D L O ITRE L £,

SMTP #—/3C, Device Manager F—/ 234 740— k LT\ % SMTP RGEDFRRE S A R E
TL 72 &V, Device Manager H—/ 33478 — K 9°% SMTP 8REDFERE S =%, LOGIN,
PLAIN T,

*E

* SMTP — DGR B 5854, Device Manager $-—/3% LOGIN, PLAIN O J)IE
TE A—NV%EEELET, SMTP %—/3T LOGIN %7212 PLAIN € SN TV AR WSS
X, SMTP#GFEAHH LRWTE A—LE&%EELET,

* SMTP #—/3T SMTP FRAE DR E N N 72557, Device Manager ¥— /Ml T SMTP 58FED X
ExEAFNTLTWTY, Device Manager H—/NZ SMTP f8ilE & LRV CTE A —/L &2 %(E
Li‘a—c
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6.1.5 ZEI—H—DETE
Device Manager GUL Z il L C, EA— NV EZETH2—VF—T I MERELET,
EAXA—NVEZETLZ—P—DOFMEITRDO LB T, &2 —F—IZR LR
DE A—NANEEEINET,
BHRROY V=2 ST DY Y — AT A —TRE L THENTND Z &,
DY THY Y —RT)—TIZ%F 5 Device Manager O 12—/ & LT Modify D aX E
INTWNDHZ L,
22— —DTa T A INIZE A—LT RUARBEEINTNDHZ &,
2 —H—7 B k& HA Command Suite B IZ B L CWAIEEICHLETT, 4B
WA —NRTCa—H—T 7 FEEHL TWAIEAIE, ANBEY— S TE XA —/L 7T
RLUREBEEEL T I,
Device Manager GUI TO2—%—7 7 hOFEEIZHOWTIE, v==7 /L [HA
Command Suite +—V—ZXH A K ]| 2L T 7ZEW,

E

>k

Device Manager % — /32335595 E A —/L D F 2 — KX Unicode (UTF-8) T3, EA—/L%&%
{89 %2 —%—I%, Unicode (UTF-8) IZHIE L7 A=Y 7 Fafl LTI EEN,

6.1.6 75— FEHOTO/NT 4 ETE
77— h%E A—/LUTH#AT 5121%, Device Manager $—/ 30 server.properties 7 7 A
NDTasRT 12, SMTP r— ROIFHRLCIBHMITD A —/LT KL AR EERETHHLENH
=30 I

WRENBMEL2 T a/XT 1 ZIRDO EEBY T,

server.

server.

server.

server

server.

server.

server

server.

server.

server.

mail

mail.

mail.

.mail.

mail.

mail.

.mail.

.enabled.storagesystem
enabled.fileserver
from

smtp.host

smtp.port

smtp.auth

errorsTo

eventNotification.mail.to

mail

mail

.alert.type.storagesystem

.alert.status

121



BOE mIBIOT 7— FORE

—EEY Y
Device Manager — 3D 7 1237 ¢ DT (177 ~<—)
server.mail.enabled.storagesystem (181 ~X—73)
server.mail.from (181 ~X—1)
server.mail.smtp.host (181 ~X—73)
server.mail.smtp.port (182 ~X—3")
server.mail.smtp.auth (182 ~X—73”)
server.mail.errorsTo (182 ~X—7)
server.eventNotification.mail.to (183 ~—3”)
server.mail.alert.type.storagesystem (183 ~—”)

server.mail.alert.status (183 ~X—737)

6.1.7 SMTP ZEE1—%—7 hH > > k% Device Manager [Z&8%39
%)

SMTP ZREE A 4 5841, SMTP FHiF2—V —D 7 H 7 2 b % hdvmmodmailuser I
> RC Device Manager {2858k LE T, A XV MEHBIONNAT v Z7HEROE A—/L
WHIT SMTP FRGEL— Y —NREFHOLE, HREIAETT,
A TR
*  Device Manager h—/NC SMTP FRAEDFXE Z A ZN L TH, SMTP BiE — ¥ — &gk L T
RS, SMTP RRAEEMEH LR T, A—ANEEISNET,

* Device Manager P —RICRETE D SMTP Fib>2—H—1%, 1 27T, a~v> REETT
HIZNT, BRIESN TV D SMTP FBREL—F —DIFRITEFHT S ET,

* Device Manager #—/NTi% & L7z SMTP &Gl — W —DEHRITHIFR TX A,

AR
*  Administrator FE[R TD = 7 A
* Device Manager $—/ D server.mail.smtp.auth 7 7/3X7 4 OFRE
true ZFEE L TS EEWY,
© ROMEIWOHERE

- UY—ATN—7L L TAll Resources NH| Y % T 54, Device Manager D 1 —
JL& LT Admin 2338 E S 4L T 5 Device Manager D —H%— D 8 LUV A T —
.

- SMTP iR T 52— —ID BLUVIAT— R
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BIEFIE
1. ROa~r REFETLET,
< HA Command Suite D1 >~ X | —/ L 7 4 /L 57> \DeviceManager\Server\tools\hd

vmmodmailuser.bat -u < Device Manager ?-=—%"—ID > -p < Device Manager
DNZ DT — > < SMTP #7F=%——ID > [< SMTP #7AE/ A U — F>]

2. HA Command Suite ff, DY — R ZH @ L £,

—BEEY Y
Device Manager O — B A DELE] (133 ~—3)
Device Manager D4 —E A D& 1R (133 ~X—)
Device Manager H— 3D 7 0 /37 ¢ O (177 <X—)

server.mail.smtp.auth (182 ~X—12”)

618 72— rBHMTUITL—FDHRETARX

EAXA—IILONRFIX, 77V —hF77 A4/ (nail-alert-detection.txt) CEHE TXZE
T, TUT VL= T ANEEE LIS 1L, HA Command Suite B 5D ¥ — v 2 % il &)
LTLEEN,

FRIZETLTECIRE
* Administrator #fR ChDr 7 A

IO EINTWADET L — 774 (mail-alert-detection.txt) %, 7%
A NTT 4 X —THRELET,

< HA Command Suite D1 >~ X h—/ L7 4 /L 4> \DeviceManager\Server\config

F 7 4 )V @D mail-alert-detection.txt 7 7 A IV E IR LET,

Subject: [DVM] Alert MNotificatiaon — A=
=T
—_

The following alert ococourred.

: 5 [meszagelD]

G A—a—
(HAEEEFETED)

: Sladditicona s
ime: $loccurrenceTime )

This message was sent awntomatically by the Device Manager server.

mail-alert-detection.txt 7 7 A /WL, WRITRTHEBEZT_RTEIZTLOICLTLEZS
W, SR SRWEGA, T AN FORENETE A—AREEINET,

* Ty ANABIORT 7 A IVORMEIIETE LN TL 720,
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© UTHICA Y &=, 2ATHICEAT, 3ATHUBRMCAB L OMAT 537 A—5 — &4k
ELTLTEEN,

© A~y Z =T Tsubject: < X —DHE>] OFAT 1 HETHREL T EI 0,

s NIA=Z—L [s(<NWNIA—=2—5£>1] O THELTIZIN,
IRT A= B = IR F LN CFRER S E T,

* UTF-8 =y a—7 4 V7 TRtk L TL 2 &\,

© T ANYA XL 64AKB LINIZ2 D KO L TLZE WY,

© BATORESIFSATLTFERRNT 1024 /54 FLANIZZ2 5 L HIZ LT 72 &,

A E

mail-alert-detection.txt 7 7 A VERIET DRI, A A —F—~—2 (BOM) %5 L
RNTLIEE,

mail-alert-detection.txt 7 7 A /W2 BOM Bff&5E X TWnWb L&, KAICI8797-E DT — A v
T—UNHAEN, EA=VOREITRKLET,

mail-alert-detection.txt 7 7 A WIZHETE AT A—H —ZIROFXITRLET,

& 6-2 mail-alert-detection.txt 7 7 € JUIZIEETES/8T A —4—

NSA—5—% EitEA

messagelD 7Z7—hKID

alertType 77— N OFER]

source 77— hDOFAI
ABRL=U VAT LAOHFEL, A ML=V VAT LA

status 77— NOEEE

component BIENRE LTz AR —x b
ARV —=U VAT AOREE, 77— MPBELIZA L=V AT LD
fir

description 77— hDOFH

recommendedAction T T — ORI

additionalInfo Al S 155

occurrenceTime A ML=V AT AOEETE, Device Manager Y— /33T 7 — MEH & T
[Byis7]
FIEL o yyyy/mmidd hh:mm:ss
hh 13 24 e RR T

—EEY Y

Device Manager O —E ADFH) (133 ~=—7)
Device Manager O —E AD 1 (133 =—7)
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62 SNMP 3w JZ0T 774 ILICHAT B8
D TE
Device Manager Tl%, X h 7V —7 LOBKERTHALIZSNMP N7 v 7 2%EL, v/ 77

A W) L E7, Device Manager DEEXIHRD A N L—U VAT AET T, EEXIEG
SNOREEED SNMP kT 7 (SNMPvl, SNMPV3 [RE) b a2 77 A LCH I TE £,

Z{E LT SNMP T v 1%, ka7 7 A M hEnE7,
* A2 b7 E 2 syslog

* Device Manager N L'— A1 2/ 7 7 A /L (HDvMtracen.log)

* hL—RAua /77 A/ (trace.log)

T75—n /7574 (error.log) x

HEEE A, Error, Critical £721% Alert ®EE7-1FHAOEINFE T, SNMP 7 v 7D
B, customizedsnmptrap.properties 7 7 A /L customizedsnmptrap.c

ustomizelist 7 B/37 f|IZHRE L £,
SNMP b7 v 7DIFHRD 55, v 77 7 A /TITROFHRP L) S ET
© NI YTBRRESNEILETRTAYyE=VID (F LT 1 v 7 X KAID)
« XfE7C (agent)
* Enterprise ID (enterprise)
© N7 v TES (generic)
* [EA N7 v 7E S (specific)
—HEEY D

SNMP 7 v 7 %an 77 7 A MIHNTHTDORE (125 ~—)
Device Manager — 3D 7 1 /37 ¢ OEF (177 <X—7)

customizedsnmptrap.customizelist (200 ~—<)

6.21 SNMP 5y 7&BT 774 ILIZHNT - DEHRE
SNMP | 7 v 7% Device Manager CTZA5 L, 27 7 7 A )VICH T B 720121, IROBEN
VETT,
Device Manager T SNMP +J v 7% %{579 % 72 b D% ™
- EEY—/30D 162/udp 7R — k % Device Manager T2 5 L 91215

- Device Manager —/ (0 server.dispatcher.daemon.receiveTrap 7 B /37 4
\Z true ZXET D
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- SNMP v3 #fi 9 5 A 1%, hdvmsnmpuser 2> KT, SNMP 7 v 75 {52 —
"j_ U)mun I\FJ;_E&@?‘E%@%%J:U\E 'ﬂﬁ@ Hlﬂt‘ﬂ%ﬁé

* SNMP I 7 v 7% Device Manager |Zif &1 % 7= 6D DR %
- SNMPRH# Y 7 kU =7 C, b7 v T OBMKIR~Y > NEFEY — S OIE A B

T5
BlZIE, AL —UT AT LD SNMP b7 v T EZETH7DITIX, SNMP Agent
@%ﬁff?ﬁﬁ%gfﬂ—o

- SNMP v3 #9541, SNMP Agent T, SNMP k7 v 73%{g 2 — ¥ —Didi
T O gk IS IO %m@ XEET D

BEHY—NLRICHAEZRE L T IEEV, @BEFROBERI L O 5L O E
FEIZOWTIE, v==7 /L [SNMP Agent =—H H A K| 5L T 7EE0,

* SNMP r T v 7 mua /77 ANMIHITTHT-ODORE

- customizedsnmptrap.customizedSNMPTrapEnable 7 /X7 4 |Z true Z X

%)
- customizedsnmptrap.customizelist 7 R/XT 42077 7 A L~DHITNE %
RET D
WX ZORREIL, SNMP 7 v 7 %7 7 — K & LT Device Manager GUI IZF&K /R T 5%
/T,

SNMP v1 % 721% SNMP v2¢ C, Device Manager & A h L —Y v 27 AR OW(E % T 554,

FEORENTE T T 5 &, Device Manager — N T X TDAI2=7 4D SNMP +7 v~
gL Cu it LET,

SNMP v3 T, Device Manager & A s L — U AT A DiEE 2T 5846, SNMP 7 v 7%
1 — —TRE SNTZFRREEHRICE SN T, ¥ XTOSNMP 7 v 7 EZFL e/

HAOLET,

—BEEY D
Device Manager Y— 30D 7" 1287 ¢ DT (177 ~X—)
server.dispatcher.daemon.receiveTrap (189 ~X—73)
customizedsnmptrap.customizedSNMPTrapEnable (200 ~<—1)

customizedsnmptrap.customizelist (200 ~<—3)

6.3 Device Manager D4 N> MEBRZERAT 516
[CIHEIRERTE
Device Manager GUI TlX, —#Z R T XTOHELE (/X ) OFITHERE A — /L T2—
Pl BHTEET,

126



BOE mIBIOT 7— FORE

7277 L, RO HDVM Z A7 [T A —/LiBHINTHOILE R A,
e DT /—NVDEFE=F Y T A a— DT L — N
s DTV —NDFE=H VT A 2a—LVDOT 7 L — MR

Device Manager GUI O % A 7 {ERIRFIZ E A — )ViBHI & AN LT 6, IROSEIE~FATHER
INEFI S NET,

* Device Manager GUI D% A 7 ZAERT DFRICRE LT A —/LT RLA

* Device Manager 1 — 3@ server.properties 7 7 A /WIZ# 5 server.eventNotifica
tion.mail.to 7 HE/NNT AITRHE LT A—/NLT RL A

AR F&EEA—/LTHEMTHT-DIC1E, ROBRENPLETT, 77— r%2 E A—/L Tl
T DHTODOREET TIZ L TWAEEIE, 1~4 OFREITRETT,

R1EFIE

1. SMTP % — "D E
Device Manager —/37% SMTP $r— N TX 5 L O IR EL £,

2. Zfg2—¥—0RE (LR
nJAra—PF—0DEA—/LT FLAZEEL TIH< &, Device Manager GUI TH A
7 ENERT BDBRC A — LT RUARHEBMICA S NET,

3. AR NEMOT BT 4 RE
Device Manager F— /XD 7 1 /37 (|2, SMTP $— DIFHCHEHITLO A —/LT L
AR EEHELET,

4. SMTP FBAE2—H —DFE
PEREIFIZ SMTP FBRE%E 5 2 ¥551%, hdvmmodmailuser =+ > K C Device Manager
Y= NGO 22— =T W 7 MR ETHLERH D FT,

5. ANV NEMOT T L— Mg (IEE)

A=W =T A=V TEMTINEL, 7oL — b7 7 A NMCHRESRTOET, &
BUGLTT L= b7 7 AV EmEL TIEENY,

—BEY VY
SMTP H— "D E (120 ~—)
ZREA—YP—ORE (121 =)
Device Manager DA X2 NEFIDO 72O DT 037 4 OFEE (128 X—)
SMTP #iE—¥ — D% E (hdvmmodmailuser =~ > K) (128 ~X—7)
Device Manager DA X2 NMEHIT > 7 L — K OfFEtE (129 <X—)

server.eventNotification.mail.to (183 ~<—3°)
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6.3.1

Device Manager DA X2 @D =HD T O/T 1 DERTE

Device Manager (ZBH7 % A X2 FOFATHERN E A —/VCHAIIND L DT 57D
Device Manager ' —/30 server.properties 7 7 A /LDIRD 7 1 /37 4|2 SMTP $— 3D
TEROBHMTD A —NLT RL AR EZRELET,

®* server.mail.enabled.storagesystem
server.mail.from
server.mail.smtp.host
* server.mail.smtp.port
server.mail.smtp.auth

server.mail.errorsTo

server.eventNotification.mail.to

—EEY Y
server.mail.enabled.storagesystem (181 ~<X—73)
server.mail.from (181 ~X—37)
server.mail.smtp.host (181 ~X—73)
server.mail.smtp.port (182 ~X—3”)
server.mail.smtp.auth (182 ~X—1”)
server.mail.errorsTo (182 ~X—1)

server.eventNotification.mail.to (183 ~<X—17)

6.3.2 SMTP S —H5—DEKRE (hdvmmodmailuser A< > K)

A S MEARRREZ AT 256, SMTP ¥— NIH L &4 #ihFIC SMTP aRiE & 1 H
T 5%41%, hdvmmodmailuser 2+ 2 R C Device Manager — N ZREREH O —HF—7 7
VM ERETDLENRD Y FT,

hdvmmodmailuser 2~ RZHH L7- SMTP Réf2—H —DOERTEIL, 77— FBLO~L
AF 2o VFERODE A— L@ ERUTY, 77— FERIFI~NAF =2 VHERDE A —
JVIBHEI T SMTP #RiF2— Y —%2RE L5/, 22 TOREIIARETT,

hdvmmodmailuser < ROFEBREREZRITRL ET,
T
< HA Command Suite D1 2> X | —/L 7 4 /L 57> \DeviceManager\Server\tools\hdvmmod

mailuser.bat -u < Device Manager -~ —%"—ID > -p < Device Manager ?D/NX 7 — ]
> < SMTP i#aF=—%"—ID > [< SMTP ¥z~ X 7 — F>]

F g
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-u < Device Manager M1 —*%—ID >

YV —=AT7N—7%, L TAall Resources D&Y % T H i1, Device Manager D2 —/L & L
T Admin DREINTNH2—PF—ID ZFEE L T XV,

-p < Device Manager ®/¥X 7— >
u A7V a NHEE LTz < Device Manager -2 — 17— [D > T Device Manager (272 7 A
VTHEEDONRAT = REHEL T IEINY,

< SMTP ZZgFa—+—ID >
SMTP FBFEICME T2 2 —H—ID ZfE L T EE 0,

< SMTP ZZ5F/VX T— F>
SMTP —NZr 7 A 5L EDNAT— REHFELTIEEN,
AER
*  Device Manager #—/3C SMTP FRAEDFHE A AN L ThH, SMTP BFEL —H — & XKk L T
ROGEE, SMTP ERELZ I L2V T, A—AREEINET,

* Device Manager % — NI E T&E 5 SMTP Bk —H—I%, 1 D727 TF, a2~ REITT
HIZNT, RESN TV D SMTP Bk — ¥ —DERITEH SN E T,

* Device Manager % — /N Ti% € L 7= SMTP ZiE2— YV —DEHRITHIFR TX FH A,

728, hdvmmodmailuser 2 <2 R CTRE LTZNRBEZ AT H729121F, hdvmmodmailuse
ra~<vy R&EFEITL=H E, HA Command Suite 5DV — 1 A %ﬁt@ﬁ‘é%%ﬁx&) nF

RS

—BEEY Y
Device Manager D —E 2 DfLE) (133 *—7)
Device Manager D4 —E A D& R (133 ~X—)

6.3.3 Device Manager D4 N> MBI TV TL— FDRE

Z— W= A— L TBHTANEL, 7o L — 77 A MCEEINTWET, LEICS
CCToy7v— 7740V ZmREL, HEOBMAEZLEH X ET,

T T L= N7 7 A TR OGN S VT E T,

< HA Command Suite D1 >~ X f—/ L7 4 /L5 >\DeviceManager\Server\config\mail-t
askStatusNotification.txt

EVbk

TUT L= N7 ANVEFBIA A D= VRROREICR T HE I, IROGFTITEMN S TW DO
R EAE > T TEE NN,
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< HA Command Suite D1 > X ;—/L7 4 /L4 >\DeviceManager\Server\template\mail-tasks

tatusNotification.txt

TUT U= NMINT A= —FHRETDHIET, A FOFERE A — VITHOIARE T,
T 7L —bF 77 A4/ (mail-taskStatusNotification.txt) DFLIBHIZRIZ/R L E T,

Subject: [F{procustlame, short}] SltaskType! Lask ‘_j oy —
finlshed. {Task : §{task], Status : S{status))
BT

The following task has finished:

Tazk : % | task }

A e
LA EMEEETES)

Thizs message was sent automatically by the
S$i{productiame} .

T T L= T 7 AL, RISTRTREEZT XTI T I OITHREL T ZIN,
 ATHIZIE~y ¥ —, 2ATRIEZHTZEE L, 3ITAURBICALAZRRE L TS EE N,
© Ny F—T Tsubject: < X —ADHFF>] OFRT I DIEFHEL T ZE W,

o NIRA=H—T Ts(<NWNFX=—F>)] ORATHELTLEIN,
s TUTVL—RT77ANME, UTF-8 = a—F 4 V7 TRtk L TLE &0,
s TUTL— R 77 ANDYA XX, 64KB LINIZ/2 5 L 912 LT EEN,

s TUTL— T 7 ANDEAITORE I, SATLFERNT 1024 /N1 RPN D X9
IZLTL7Z&E,

A E
T L= T 7 ANERET DR, S FF—F—<—27 (BOM) Zft5 LT IEEN,

F LT L— b7 7 A M BOM M5 SN TVS L, KAICISTIT-E DT T —A vE—IRHA &
M, EA—LOEEICRKLET,

T L= MIRETEDNRT A= —%RITRLET,
F63 RRIBRTARYIMDING A—H—

NSIA—E—% BLL Ay H— arvFoy
task B A4 Y Y
taskType X A Y OFESE Y Y
status VAN = Y Y
description K AT DA - Y
user B AIVERHE D2—F—ID |- Y
scheduledTime B A7 DFEATER R - Y
completedTime R DEITRT B - Y
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1

fit

I

IRNT A= —% BT Ay H— aAvFoy
message TT—Ryk—V - Y
productName LA FR - Y
productName . short WA (B Y Y

(L#)

Y:HEETED,

- HEETE RN,
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FTE
H—E X Dj

L) S FLE

Z OETIX, HA Command Suite #L i OP —E 2 ZREEHIL7ZVEELEZD 5 FEZHONT

At L £

Device Manager DH—E X DFEE) & =1L

-
—
§ o

Z TlE, Device Manager DY —E R ZfLE) L7 V{51 L7720 T 5 FEICO N TR L E

Device Manager DEE 70t X
Device Manager OIEH TiL, HE 7 v X308 ETBME L TWD Z ENaife s 2 £9°,

Device Manager D L7 0 A2 ROEK IR LET,
R71 BEETOER

JOt+R4

H—ERA

33

DeviceManagerServer

DeviceManagerServer

Device Manager #—/

hcmdssvetl.exe

cjstartsv.exe

HBase 64 Storage Mgm
t SSO Service

TN A A D HA Command Suite J2EE
HF—E R

httpsd.exe

rotatelogs.exe

HBase 64 Storage Mgm
t Web Service

HA Command Suite 3£if Web ¥ —E &

o7 ab A FEEESHINTHWAZERHD F
—’91«0

httpsd.exe

rotatelogs.exe

HBase 64 Storage Mgm
t Web SSO Service

TN A A D HA Command Suite 238
Web H—E &

hcmdssvetl.exe

cjstartsv.exe

Device Manager Web S
ervice

Device Manager @ J2EE #—t' X

1c>dservice.exe>'<

HiRDB/EmbeddedEditio
n HDI1

HiRDB @ 7’ 11 & A $— 3D il ]

WICEHBEIL TWD Z ENFHETT, FEITOEIES, 7T AZ YV —A~OBGFKITI LA

WTLTEENY,

—BEEY Y

Device Manager O — E 2 DjEHEH) (133 ~—)
Device Manager D H—E ADE 11 (133 ~X—)
Device Manager D ¥ — B 2 DBEEIREDOWER (134 ~X—)
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7.1.2 Device Manager ®H—E X D2 E

Windows A == —F 721 hcmds64srv 2~ > R%&{fi - T, Device Manager D% — & & & L)
LET,

AR S

Administrator HE[JR TH 1 7' A

BEFIR

1.

ROBAEZFATLE T,

AL — NEENST 7Y r—3a o O—EE I Z &K~ L, [HA Device Manager] D[ Start
-HCS)1Z IR L £,

a<wv REETT5H5E

< HA Command Suite D1 > X h—/L 7 4 /L% >\Base64\bin\hcmds64srv /start

BAERR

ROF—EAN—FETRE SN, FY—ERAZEH LICHERPEEICERSNET,

HiRDB

HBase 64 Storage Mgmt SSO Service
HBase 64 Storage Mgmt Web Service
HBase 64 Storage Mgmt Web SSO Service
Device Manager Web Service

DeviceManagerServer

7.1.3 Device Manager D4 —E A DFLE

Windows A = = —F 7213 hemds64srv 2~ > R4 fii > T, Device Manager O — " 2 &£ |1
=

AR S

Administrator HE[R THO w1 7' A

BEFIR

1.

ROBAEZFATLE T,
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AL — NEENST 7Y r—3a o O—EH R %K< L, [HA Device Manager] D [Stop
-HCS]Z IR L £,

2wy KERTT 558

< HA Command Suite D1 >~ X | —/ L7 4 /L5 >\Base64\bin\hcmds64srv /stop

BAEBR

ROP—EAN—FETEILS N, FY—ERZTIE LIRS EEICERRINET,

HiRDB

HBase 64 Storage Mgmt SSO Service
HBase 64 Storage Mgmt Web Service
HBase 64 Storage Mgmt Web SSO Service
Device Manager Web Service

DeviceManagerServer

7.1.4 Device Manager DY —E X DIRENIKEEDHEEE

Windows A = = —F 721X hemds64srv < 2 R%&{# - T, % Device Manager O — B 2 D5
BRI A MR L £,

Ib==53

Administrator #EfR T w7 A >

BREFIE

1.

ROBMELFEITLE T,

AL — NEENOGT Y 7 —a o O—EliE %2 L, [HA Device Manager]?D
[Status - HCS]Z #4R L £,

avy REETT5E

< HA Command Suite D1 >~ X p—/L 7 4 /L5 >\Base64\bin\hcnds64srv /status
all

BAERR

FY—ERAOBRMRENBERICERENET,
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72 DSRAEEBT7IT)r—2 a3 [C&EINTWL
A HA Command Suite DY —E X

Z Z T, hemds64clustersrvstate 22 K% E LTV 5 HA Command Suite HL 5L D
P—E ROV THAL £,

Windows D7 T AKX BT, T—HX—=R &\ 77 v T THERREL, ROFIRT
YP—bRE—§ETAHTA U FERITA T T AL ET,

R72 BEY—INTHISRABET7T)5r—2 3 VIZBFEIN TS HA Command Suite G DH—
EX

HMamsd H—ERRRA H$—EX%

M 3

HA Command Suite 3 |HiRDB/ClusterService HD1 HiRDBClusterService HD1 -
W= R—R b

HBase 64 Storage Mgmt Web Service HBase64StgMgmtWebService -

HBase 64 Storage Mgmt Web SSO Servi | HBase64StgMgmtWebSSOService | -

ce

HBase 64 Storage Mgmt SSO Service HBase64StgMgmtSSOService -

Device Manager Device Manager Web Service DeviceManagerWebService64 -

DeviceManagerServer DeviceManagerServer -

(RLH)
LML
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FE8E

T —

5~ —

ADEE

Z DO TIX, HA Command Suite 81 DFT —H RXR—2 %o 77 7L, L4
D HETHOWTIHH L £,

—

81 T—

AR—RFBET HH]IZ

NPT o TFEETL, T AR—FEAVR—FMIOWT, BEEDEWERORIIRLE

7,
£81 NwHITyT-BEREIVRAR—bF - 4 UR— FDEL
HH Ny 7yFTELER IHARR—KEASVR—F
HA Command Suite 8 | #HI[B72 L, HllBR7e Lo
D N— g DR
FEHEBR PR NIEENEE LT L E | == %, BID0OS D 7 Bl
W2, BUROEARE A\ T D2 &, [IREITERRIBREIIBITTAZ &,
xR DHT—H * HA Command Suite >S5 —#% | « HA Command Suite f DT — Z _— =2
A * HA Command Suite il = > R —x > b
* HA Command Suite $:3f =1 > AR — DT —H_X—=2ZEGFENDH2—P—1IF
v DT —H =R i
~ T UGME c Ry T wTT~ey vl |« A VR—= D~ 08, A R — bt

2T, A VA R—=LENTW
% HA Command Suite H 5 O FikE
N—FLTnwprZt

s Ny T v~ T

D~ T, f VA PM=LENT
V% HA Command Suite $/5h D

N=VarBLRIEYa R

—HLTWbZ &

£? HA Command Suite B 5L 7231 2 A
=L ENTWNDHI &

s A UR—= MDA A =L
STV 5 HA Command Suite 5
N=Ta BRI EY g VR, =7 X
A—hERUD, FNLLETHDZ L

LI, SfEOFIRZHMA L £,

—

8.2 T—

BR—ZDINYHI T T

T AR A EERRE LT GE, B —A"ZEATE R RIBENNHY £7, &
FEORLEIMMAT, T —FN=ADNNy 77 v 7B TS ESW,
T—HN=RERY I T T HEEENL, NI T v T T 7 ANERMNT DT 4 L7 b
B TT, NI T T T 7 ANEMNT DT 4 L7 FUITIE, Ny 77 TRHITER S
NH—W7 7 A NDhHED TIROZEE K EPLETT,
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WEBEGRERE
(KN 2 7w 7552 & 70 5 HA Command Suite F/i5 D 7— 50— X 3 X DFRFI> +
4.6GB) x2

Device Manager Z /] L TWABREDOH AL, kOT 4 L7 M) OFREEZRLT, Ny
Ty FNIE R REE REL Y 97,

* Device Manager D7 —Z X—ZADIEMET + L7 RV
* HA Command Suite il = > R —F > b DF —Z _X—ZDMET 4 L7 h U X
£ HA Command Suite i 2 VAR — R b DT —F RX—ZADIEMTET + L7 FUIZIE, B
ASET A L7 MU EsysT L7 NUDBHY ET,
AER
T—=HR—=ZAD /7T v 7 TlL, Device Manager DV —E RDEIEZ D BEEFEIT L ET,
Ny 77w X, Device Manager (27 7 A LN TL &0,

*E

Ry 7T 7Y 7 v =7 THA Command Suite #5EAMEA T 2557 — X _X—ZBHED 7 7 A LT
TIEATLHE, VO BIERT 7 A Ve E THRENEAET L2 ERH Y £7,

Ny 7T w77 MY =T T Device Manager DA VA =T 4 L7 N EBEOHDTNNY I T v
L72W41%, HA Command Suite A DOFT _RTOY—E 2 &L LTE=HEIC, Ny 7T v 7 LT
<TZEW,

821 T—ARAR=—ZRDN\YIT7vT GEUVSRARIERDIEE)

EHY— DT T ASERDOGE, T—HX=R&N\y T v 7T 5FIEEHH L E
‘@—‘O

R1EFIE
1. Administrator ¥R D 2 —HF —CEHY—NiZa /A L LET,
2. hcmdsé6dbackups ¥ REFITLTT—FRX—RE v 77 v 7 LET,
< HA Command Suite D1 > X p—/L 7 4 /L5 >\Base64\bin\hcmds64backups /di
r <N 2T T T 7 A W DFERTE T 4/ KX > [auto
dir

FeHN=ZADNRY I T 9T T 7 A NERNT DR —INT 4 R DT 4 L7
R U 2 Ht SRl LE T

dir A7 a AHEET DT A L7 PV OTILE, 77 A VBROYT T4 L7
FUDZRNT L ERER LT &,
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auto
HA Command Suite 5 D4 — v R & BB E/E LT 5472 3 o TT,

hemds64backups 2% REEITTDH L, dir A7 v a B ELEAAY I T v
T 7 A NVDRIIET 4 L7 SV IT database E WO T 4 L7 NUBNMER S, T—X
NR—=ZAD/Ny 7T 777 AV backup.hdb &V 7 7 A )LE THRMENET,

*E

dir A7V a NHBE LN 2T v 77 7 A VOKMSET 4 L7 b VITIERR S 41D data
base IAADF 1 L7 kU IZiE, HA Command Suite FDOFRE T 7 A NVBNNy 7T v 7 Eh
F9, BHEHY— DREE|Z L > T HA Command Suite #F 2 H A VA b—/LT 5 Z &Il
TEHEEIE, Ny 727y T INIRET 7 AV TLURTORENE iR TE £,

*E

hemds64backups 2% 2 RICHEHT T, UTOWFNILD o~ REEITTHHE, hemds64b
ackups < Rl auto 7 v a VIFFRELRWTL 72 &,

* hcmds64dbtrans

* hcmds64srv /stop F 7213 hcmds64srv -stop
* hcmds64db

* hcmds64backups

hemds64backups 2~ 3 RiZ auto 472 a U EZFRTE L7V & &1, hemds64backups 2+ o/
REFETT LN, LTOa~vy REAIZFATL TS EE N, £, T X TOEENKT
%, hcemds64srv /start 2~ REZIL hemds64srv -start 2~ REZFE{TL T, HA
Command Suite 5O — 2 & EL#) L £,

1. < HA Command Suite D1 > X b —/L 7 4/ 4> \Base64\bin\hcmds64srv /stop

2. < HA Command Suite D1 >~ X | — L7 4 /-5 >\Base64\bin\hcmds64dbsrv /start

822 T—EAR=ZADNYITvT (VIR BHDIGFE)

BHEA— XD OS BT T AZKERRDBZEI, T—HF_X—=RA% Ny 7T v 7T 5FEZFHHL
i‘j—‘o

A TR
FE1T7% / — K (cluster.conf 7 7 A4 /L@ mode I online WHESNTWAHB~I V) TF —ZN—
ARENy 7T v LTLTEEN,

keSS

Administrator #E[R T v 7 A
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RIEFIE
1. koa~<> R&E5%{TL T, HA Command Suite DOV —bE A2 47574 2 LET,

< HA Command Suite D1 >~ X |k —/ L 7 4 /157> \Base64\ClusterSetup\hcmds64cl
ustersrvstate /soff /r < UV —XTL— 78>

soff

I TGARERT SV r—a D) ) —RATN—T 28GR S L7z HA Command

Suite WAL OV —EREF T T4 LT, 72— NAA—N"—ZMIETDHDDF
7Fary Ty, ZITHE, 77AXETEY—EROEFY (P—EBERADT =—
VA —R—DHANL) BV =R T N—T LIENE T,

VI —RATN—TLER/ELET,
2. hemdsé6dbackups 2 ¥ REEITLTCT —FRX—RE2 N\ 77 v 7 LET,

< HA Command Suite D1 >~ X f—/ L7 4 /L% >\Base64\bin\hcmds64backups /di
r <N T T L I DIEIE T L > Jauto

dir
T—=BR—=ADNR I T T T 7 A NEMNTDIET 4 AT EO7 3V Z %
KfRATHRELET,

dir A7 a VIHRET D7 A NVADTIZNE, 77 ANVEBIORY T 7 3 VN7
WZ L AR L TLEE,

auto
HA Command Suite LDV — b 2 2 BB EEBNZ LT 547> a9 > TH,

hcemds64backups A~ 2 REFITTH L, dir A7V a VB ELEAAY I T v
7 7 A VDRGNS T + L Z T database EWVVD) T F VA BER S L, T—HRXN—AD
N 7T T 7 AV backup.hdb EWVVD T 7 A VAL THEMIILET,

3. hcmds64srv /stop 2 K& 5T L C, HA Command Suite f 5D — b X &5 1E L
Ee

ZDdH L hemds6asrv /statusall I~ RZEITL T, Y—E2AREIEL TS D
L, FRFa~vr ROV —ra—RBR 0 THDHI xR LTIIEIN,

4, Woa<wr REFETLT, U Y—RZAFL—78 L HA Command Suite LD ¥ —t
R T4 LET,
< HA Command Suite D1 >~ X h—/ L7 4 /L% >\Base64\ClusterSetup\hcmds64cl
ustersrvstate /son /r < UV YV —X T L— 74>
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—EEY VY

son

JIGARERT TV r— g VICRESNT) Y — AT N—T 2 F T A 0L
T, 72— NA—=NR—HMNTDH-DDOA T a T,

VY —A T N—THEHRELET,
*E

hemds64backups 2= o RiZkelT T, LFOWT D a~<y REFEITT554E, hemds64b
ackups 2 Rl auto A7 ¥ a VIFFRELRWTL 72X,

* hcmds64dbtrans

* hcmds64srv /stop F 7213 hemds64sry -stop
* hcmds64db

* hcmds64backups

hemds64backups <2 FIZ auto A7 a U ZFEE LRV & ¥ 1, hemds64backups < 2/
RZFRITT 500, UFOa~vy FEEICET LTI ESV, e, TXTOMEENKT
#%, hcemdsédsrv /start 22 R&FE{TLC, HA Command Suite B i D4 — 1 A & il L
£

1. < HA Command Suite D1 2> X | — L7 4 /L% >\Base64\bin\hcmds64srv /stop

2. < HA Command Suite D1 > R ;— L7 4/ %>\Base64\bin\hcmds64dbsrv /start

Device Manager D% —E 2 D4E 1l (133 _X—)
Device Manager D ¥ — B 2 DEEIREDOFER (134 ~X—)
7 FALERT TV r— a3 VB S I TU D HA Command Suite 5D —E 2 (135 <X—2)

8.3

T—RAR—XDET

TN RTEENRAE LI GE, ROUIS U T, ROFETETTEET,

T =B R— R CREENE T HGE

hemds64backups I~ R TR 77 v 7 L TEBWET — 2 _XR—2 %2R LT, HxT
TET,

TR —=R %Ny 7T S LR OERY— L T — 2 X=X 2T HREROD
BHY— LT, ROTRTH—EHLTWNWD I ENFIHETT,

- A VABFM—=LEFRTWAH HA Command Suite BLLOFEEE, X—Ya o BLOY B
Vg
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- 4 HA Command Suite DA > A h— /L
- HA Command Suite 3£if =2 > R—F o kDA A h—)L 4G
- 4 HA Command Suite 5 DT — X X—ZA DA A h— /L4
- HA Command Suite #5522 > "R—R > h DT —H X—ZADA A h—/)L4¢
- YVUDIPT RLAERR M,
© T HAN—ZANR LTEGE
hemds64dbtrans 2 ¥ Y R T/ AR— L TEBWeTF—#_X—22HL T, HT
TET,

T N= Ry AR — b LIERROEHS— &, T —=F _—= 2 2G5 T DR RO
FEHY—NET, £ A =L EH TV % HA Command Suite 5 OFESH, N— g >
BIOUVEYa N —HLTWD I ENHEIHRTT,

hcmds64dbrepair v REETTH &, HEHY—NZA VA F—L S TWAH4E HA
Command Suite L5 DT — & N— 2 T5EHIHIFR S 41, =7 AKR—FLTRBWT—%
N—Z | ZEEHDY £,

831 T—AR—ZAFEBEHDT—FN—ADERT ISR
BDIEZE)
BHAY— 0T T RAZERLOLBEN, T—FX—=A %W T 5 FIRLHI L £,
AGER
* FIEOEPTHEMT 2 hemdsesdb a2~ > NI, EITRHC—RE7 7 A VEERLET, Ny
Ty T T ANDEMNET 4 L7 P DBIROFMEEZTWHZ LTS Z LR L TEauy,
* hemds64db AV REFATT 5 — P —ICEZIARMERNH 5,
CHIILTVB Ry T v T T 7 A N LR LN OERRRRD B,

* T — X X—ZADEILTIE, Device Manager DY — B A DIEIEZ S BfEA ST L £, Hoxh
I%, Device Manager ({27 7 Z A L2 TL 2 &0,

I21EFE
1. Administrator }E[R D = —HF —TEHYy—Ncu /1 LET,
2. hemds64db v REFETLTT—HRXR—2&ZE T LET,

< HA Command Suite D1 2> 2 h—/L 7 4 /L% >\Base64\bin\hcmds64db /restore
<Ny 2 T w7 74> Jtype < HIL T 5 HA Command Suite #/i7 D# FF> /auto
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restore

hemds64backups 2~ RCHSG LT —HZ RXR—ZADNNy 77 v 7774/ (bac
kup.hdb) ZHaxt SATHEELET,

type
ALL ZFRE L TL 72 &V,

auto
HA Command Suite #5h D — B 2 & HEIRIZEEN/EIET 547 v a T,

3. Device Manager —/3(® server.base.initialsynchro 7 B/37 4T true ZaXE L

*7,
4. HA Command Suite #F OV —E 22 EE L £,

5. Device Manager ¥ —/3® server.base.initialsynchro 7 B/ 7 1 % false [ZR L

£

6. Device Manager ® GUI TA ML —V VAT L&V 7Ly =2 LET,

7. Device Manager @ GUI C, Device Manager ® % A 7 OARFEZFEFE L £ 7,
SETLTWRY, £7ETT =l TWbHE A RhiUL, HEIDSLTE R %
BAERT 20, FATA Y 2a— NV EEHE LT EIN,

—EEY D
Device Manager O — E 2 DjEHEH) (133 ~X—)

832 T—HAR—AFREEGHKDT—EIRN—ADERX (V5 AZEX
NIHE)
IS — D 08 137 7 A S MIOE AT, T F _— R AW B FIERH LE T,
AFE

o FITHR/— R (cluster.conf 77 A /LD mode IZ online DHREINTWH~¥I YY) TF—
A= 2 I LT TEENY,

* FIEDOERPTHEMT D hemdseadd T~ 2 NIk, FETRIC—F7 7 A VEERRCLE S, Ny 7
T T T ANDIEET 4 V7 Y BROFF AR L TND 2 EEMR LT EEuy,

* hemds64db 2V Y REFATT H2— WP~ EZIALMER1H 5,
AL TNy 7T T T 7 ANV ERILGDEEFEND D,

o T —HX—ZADEILTIL, Device Manager DY —E RDEIEZ M) BEEFEIT L ET, ExHh
1%, Device Manager [IZ7 7 A L7RNTL 20,
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Db 53

Administrator #EfR CTH a7 A >

BREFIR

1.

WD a~ R&3 ST LT, HA Command Suite 5OV —E 224774 2 LET,

< HA Command Suite D1 >~ X f—/ L7 4 /1 57> \Base64\ClusterSetup\hcmds64cl
ustersrvstate /soff /r < UV YV —XZ/L—T7%>

soff

JIARERT ) r—ga D) V) — AT )—F 2GR X117 HA Command
Suite "L DOV —E 2% AT T4 N LT, Tz A —R_—E LT 570D A
TFarTY, 2T, VIAZETHI—EROHEFY (M—ERADT = —
INA—IR—DENL) &) =R T N—T LI ET,

VY —2A T N—THEHRELET,
hemds64db A~V REFETLTT —F_R—2 &t LE T,

< HA Command Suite D1 >R F—IL 7 4L 4>\Base64\bin\hcmds64db /restore
<Ny I T w77 7 A > Jrype < Hor TS HA Command Suite Hip D4 F>

restore

hemds64backups 2~ RCHE LT — X RXR—ADNy 7T v 7774V (bac
kup.hdb) X/ SATHRELE T, AT 4 A7 IRFLEBDOEZHEHL T
U,

type
ALL ZfEE L TL 72 &0,

FITHR / — FB XL OF#E%R 7 — R T, Device Manager H—/3(0 server.base.initial
synchro 7B /X7 (T true ZXELF T,

WDa~<wy REFEITLT, UV Y—RAZ /N —7%5 KX HA Command Suite 504 —
AR T4 AT LET,

< HA Command Suite D1 >~ X f—/ L7 4 /L4 >\Base64\ClusterSetup\hcmds64cl
ustersrvstate /son /r < VYV —X T L—T7F5>

son

JIARERT ) r—a VNIERESINTZY Y — AT N—T 4T 1412 L
T, 72— VA== FHNTH-0ODL T 3 TT,
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UY—=RTN—=TH%EHEELET,

5. FTR/ — RBLOFHER / — KT, Device Manager $—/30 server.base.initial
synchro 7B /37 ( % false [(ZRLFET,

6. Device Manager ® GUI TA ML —Y VAT A% 7Ly aLET,
7. Device Manager @ GUI T, Device Manager D% A7 OIRAEZ MR L £,

FETLTWRY, FREm T =l >TWNWA XA NHIUE, HREIZGNLUTH AT %
BAERRT 570y, FTARATF Y 2— L EEE LTI,

—EE) VY
T AREHT T r—3 g OB ST S HA Command Suite B0 H—E 2 (135 ~2—)

833 T—AN—RAWHEBEDT—EI~N—ZADET (FIVTRXFHER
DEHEE)
Y — NI 7 T AR DGEL, T—FN—2 %W 2 FIREZHH L ET,
AERE
F—H _X—ZADEIETIL, Device Manager DY — & 2 DIE &£ ) #E2 EIT L E4, HxhIL,
Device Manager (27 27 B A L7RNTL7E X0,

REFIE
1. Administrator #E[R0D = —H —TEHY—Nlcn /A o LET,
2. HA Command Suite 5OV —E R &AF I L ET,
3. hcmdsé6ddbrepair 2¥ Y REFETLTT —FX_X—R &M@ LET,

< HA Command Suite D1 > X f—/ L 7 4 /157> \Base64\bin\hcmds64dbrepair /t
rans < TZZ XPJ—p 774>

trans

hcmds64dbtrans 2 R CZJ AR— M LT12T —HZRXR—ADT —h AT 774
IVEHER XA THRELET,

4. Device Manager F—/3(0 server.base.initialsynchro 7" B#/37 (T true ZE L

*7,
5. HA Command Suite # OV —E X 2 i) L ¥ 9,

6. Device Manager #—/ (0 server.base.initialsynchro 7 H/X7 1 % false [ZJR L

i‘d—o

144



BRE T—HRN—ADEH

7. Device Manager ® GUI TA hbL—U T A7 L% 7Ly o LET,
8. Device Manager ® GUI C, Device Manager D % A7 OIRREA R L £,

TETLTWARY, £HE2 T =R TWAZ A7 B3bNE, LEIZLLTH AT &
HERRT 570, FTAF Y a— 52 EE LT EEN,

9. system 7 AV FD/NRAY— REIT —F_N—=2ADEICIC XL > TRENWIHUL S D
=%, VEISLTHRELET,
System 7 4 72 hDI/RAT— ROEF HIEIZSWTIE, ~==7 /v [HA Command
Suite L—HF—ZA G A K| 2L T 7ZE0,

—EEY Y
Device Manager OV —E ZADE#H) (133 ~=—7)
Device Manager D H—E ADE[E (133 ~2—)

834 T—AR—RABEROT—IR—ADET (VT XAIEHD
5E)
Y — /D OS 137 T AZMERDZEL, T—F =A% @ HFIEZHILET,
A GER
* EITHR/— K (cluster.conf 7 7 A /L® mode IZ online DX ESINTNDH v Y) TT —
BNR—=2EWIE LTS,

© F—H _X—ADEIETIE, Device Manager DY — B A DI 2 £ 9 #fEE2 FIT LT, EoHh
1%, Device Manager |27 7 A LZRWNTL 230,

Db 53

Administrator #EfR T w7 A >

IR1EFIE
1. ROz~ R%E&3FEIT LT, HA Command Suite DOV —E 25247 T A4 I LET,

< HA Command Suite D1 > X h—/ L7 4 /L% >\Base64\ClusterSetup\hcmds64cl
ustersrvstate /soff /r < UV —XTL— 78>

soff

JTARERT TV =g DU Y — AT )N— TGRS 72 HA Command

Suite #L OV —E A E AT T A NI LT, Tx— A —N"—ZMETEH7-0DF
Ta Ty, TITHE, ZJIARXMET L ROEFEY (F—ERADT = —
A —N—DHAN) &)V —A T N—T LIENET,
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VI —RATN—TLER/ELET,
2. hemds64dbrepair Av Y REFETLTT —F_X—R&HE L ET,

< HA Command Suite D1 > X f—/ L7 4 /L4 >\Base64\bin\hcmds64dbrepair /t
rans < EZ X — PN 774>

trans

hcmds64dbtrans 2 R CZJ AR— M LIZT —FRXR—ADT —hHA T 774
IV Rkt S A CTHRE L £79,

3. FEITR/— RBIOFHER / — T, Device Manager H—/30 server.base.initial
synchro 7’ B/X7 412 true ZiXEL ET,

4. HA Command Suite #5L DY — 2 251 L £5,

5. koa<wr R&EFEITLT, VY—AT)L—78 I ONHA Command Suite 85D —t
At T4 N LET,

< HA Command Suite D1 > X f—/ L 7 4 /1 57> \Base64\ClusterSetup\hcmds64cl
ustersrvstate /son /r < Y YV —XZL—T7%>

son

JTGARERT ) r—a VNICRESINTZ) VAT N—T AT A L
T, 72— NA—=NR—HMNTH-DDOA T a T,

V)= AT N—THERELET,

6. FEITHR/ — FBILOFHESR / — R T, Device Manager H—/30 server.base.initial
synchro 7’2 /37 ( % false (CR L FET,

7. Device Manager ® GUI TA hL—Y VAT L% 7Ly a2 LET,

8. Device Manager @ GUI C, Device Manager O % A 7 DIRFEZFEZR L £ 7,
SETLTWRY, =T —IZRoTWHZ AT RHIVUE, REISUTH AT &
BHERRT D0, FITAZ Va— N EEE L TLIEEN,

9. system 7 AWV FD/NRAT— REIT —F_X—=2ADEILIT L > TREN WL S D
72, HEILCTHRELET,
system 7 17 FO/RAT— ROEHEFIEIZOWTIE, ¥v==7 /L [HA Command
Suite =—HF—XH A K ] ML T 7ES 0,

—BREY VY
Device Manager D% —E 2 D1E 1 (133 _X—)
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7T ARERT ) r— 3 OB S TV D HA Command Suite fL 0 —1E 2 (135 X—)

84 T—EN—ADBT

HA Command Suite F 4 2 R Hi##H L T\ % &, HA Command Suite LD NR—2 3 7 v
TROEENBLRDFT T =7 FOWINCE > T, 5FETE Y bEtiEe~ v U N LEIC
HEENHVET, TOLIREE, v~V DANEZEED 1 DL LTT—EX—2 %
TT20ERHY £7,

HA Command Suite 55 ClX, hemdsé64dbtrans I~ o REFEH L TF —F X— 2% KI{TT
Z %9, hcmds64dbtrans I~ RiX, % HA Command Suite DT — & ~_— 2T &
NTNWBETXRTOEHRE, HA Command Suite il AR —x 0 PAEFLL CWH a2 —H —
B EBITTAa~ R TY,
hemds64dbtrans 22 REEHT A L, WRIORT LI 7%, HHPFOFEEY— LIRS
BIEO~ U NIH T — A R—RA BT TEET,

s BT T Y N T A LD ~DBAT

* HA Command Suite 5D A A b= VNI B~ U ~DBAT

* HA Command Suite #HDNR—2 5 URNBITIEONR—2 3 LD B LW U~

1T

841 T—AR—RERBRITTHEEDITEEE
BAT5E L B1700 HA Command Suite 5L D 2 —F—{FHRICHOWTOEEFHEARIRLE
—é‘o

A—H—ERIZCONVTOEEEIE
s BiTHRICa—Y—IFERN b D56, TO2—V—FRIIBIT O —F —(FRITE
Xz 5N FET, ZD7=8, 9 TIZ HA Command Suite B4 O —H —FE#R 13 H 5
TV ASOBATIITD RN T IE S0,

© o P ERNEERZ DN D20, EEROFHEY— STERE LTV - HA
Command Suite 5t % 1 BOEBY— NIZENT L L0 RBITIZITE EH A,

842 T—AR—RZEBITTIHEN

T = RX=2AEBATT D FIHOTNITIRD LB Y TT,

BAEFIR

1. BTk —ng, 7—¥X—=2%%1T79 %5 HA Command Suite /i %A A h—/L L
i‘@—o
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2. hemdséddbtrans A Y R TCBAT LY — " TTF =4 X=X %&2x 7 ZAR—FLET,

3. BT — I ORBATAEY — AT =W A T T 7 AN ERRIE L E T,

4. hcemds64dbtrans 2V Y RCBATHEY —ANTTF —F_X—2X% 4 VKR—FLET,
VBT, BFIEOFMZHHA LT,

8.4.3 174 HY—/ A\~ HA Command Suite DA X F—JL
BATHE Y — T, T—H RXR—2 %474 5 HA Command Suite 852 4 A h—L L TL 72
SV, BITHICA v A F—/L &R T2 HA Command Suite f 5L D F — &2 _X— 2 134T T
xFH A, BRI, KEZ HA Command Suite B AL 2RI A VA h—/L L TL IEX
W,
BT — T A A h—/LF % HA Command Suite LD X—2 3 1%, BIT00 HA
Command Suite ZH E R UAy, LA EIC L TLFE W, BITHRIZA VA =1 ENTW5
HA Command Suite #lFLDONRX—2 g R ERn 1 D THREIT T LD HWEES, BITIX T E

A,

844 BIIRY—NTT—EIR—RZIVRAKR—+T5 FEIVIFR
ZIERDEE)

BTEY— NI T RAZERDOGEL, BT —N"TT —Z_X—R %7 AFR—T5HF
NEZ IR LET,
HA Command Suite 8/ DT —H X—2 % T/ AR — hT 5 & XL, T—F_X—2DEH
T —BFCKEAN T 27200 T 4 L7 M) &, T AT 77 A NEENT DT o L7 FUMR
VETT, ZNENDOT 4 L7 FUIZIE, RISDRTT 4 V27 N OEFTA X EREORE
PHER L TL 7230,
o A4 UAFR—=LENTUVS HA Command Suite LS DKT — H X— ZADREMET 4 L 7
Y
* HA Command Suite 2212 U AR—F > DT —H RXR—Z2DEMTET 4 L7 b UMD sys
T4 L7 NUUTERWZEO
AFEE
¢ T HAR—AFT = HIA T T 7 ANE LTI AR— b ENET, T—HAT 77 A ILDIE
DT 4 AV FENRRELTWDEEGE, T—HX—ADxT 7 AKR— R, T—HAT 77
ANVOERIZKELET, ZORAIE, 7T—IA4 7774 0DRbVIZ, =7 ZAFR— MEFZ
INEINDT —F_X—AERE TEICTBITHRICELE L T ESW,
© T—HRX—ADTY AR— K TlX, Device Manager DH— B ADIE L& 9 BfE2 FITL &
T, T AR— hHL, Device Manager |27 7 E A L72WTL 7280,
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BREFIE

1.
2.

Administrator }EfR D 2 — W —TEHYp—Niza /4 o LET,
hemds64dbtrans 22 REFETLTT—H_XR—R %7 AKR—FLET,

< HA Command Suite D1 > X h—/L 7 # /L4 >\Base64\bin\hcmds64dbtrans /ex
port /workpath < fEFEH 7 4 /05> /file < T —U 4 77 74 /> /auto

workpath

F— B N 2 ER A — IR E T A O DIEERT 4 L7 Y %, #axf /R T
BELET, e— LT A RAZDOTF 4 L7 FUZIEELTLIEEN,

workpath 7Y a NIHEET D7 4 L7 PO TILL, Z7ANVEBROY 7T 1
L7 FUDBRNZ AR LTI IZEN,
file

HAESNDT = AT 77 A NVDAFRE Mt SATRELE T,

auto
HA Command Suite 85 D4 — v R & BB E/E LT 5472 3 »TT,
T—HAT 77 ANEBITHY — ik LE T,

T—=HAT T 7 ANEIERTE 2o T255, workpath 47 3 VTCHRELET 4 L
7 MVICHEMENTWDE 7 7 A NV ETRXCHEL TLEEN, Z0O& X, workpath 4
T arTHRELET AV NIBFOT 7 A WAERRIFETR L7an T 7230,

AE

hemds64dbtrans 2~ 2 RIZEET C, LT a~<wy REFEITTHE, hemdsé64dbtrans =2
<V RiZ auto A7V 3 VIHRE LRV TLZEW,

* hcmds64dbtrans

* hcmds64srv /stop ¥ 7213 hemds64srv -stop
* hcmds64db

* hcmds64backups

hemds64dbtrans 2~ 2 NlZ auto A7 > 3 U ZFRE L2V E 1%, hemds64dbtrans < 2
REFATTHHNS, LT Oa<wy REIREIZET LT EIW, £, T XTOEENKT
%, hemds6d4srv /start 22 RE7IE hemds64srv -start 2~ RE2FEITL T, HA
Command Suite f LD —E A& LE) L £ 7,

1. < HA Command Suite D1 > X f—/ L7 4 /L4 >\Base64\bin\hcmds64srv /stop

2. < HA Command Suite D+ > X ;—/b 7 4 /L% >\Base64\bin\hcmds64dbsrv /start
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845 BIIRAY—NTT—ER—RXZIVRAR—+F5 (V5R4E
BRDIEE)

BE— XD OS N7 T AZERDLGEIL, BITIE—/"NTT —F_X—R &2 TV AR— T
HFRNEZFHIAL £9,

HA Command Suite 8y DT — X RX—2R %7 AR — hT 5 & X|TE, T—F_X—2ADFEH
BN T D720 DT 4 Lo ") &, T—WA T 77 A NVERNT DT 4 L7 FUN
VETT, TNEFNDOT 4 L7 UL, RIRTT 4 L7 B OARHYTA XL REORE
PR L T2 E 0,
* A A F—/LEI TS HA Command Suite i DET — X X— X DML T 4 L
N
* HA Command Suite 3£ifi 2 LV AR—F v DT —F RX—Z2ADKEHMLT + L7 U D5 sys
T4 V7 FUBTZERW =D
AEE
e Ef7%/—F (cluster.conf 7 7 A /LD mode IZ online NREINTWH~I V) TF—
BAR—2% T ZAR—FLTLTEEN,
¢ TR RET —NAT T ANE LTI AR— N ENET, T—HAT 7 7 A NVDOFE
RAEDT 4 AV FENRRE L TWDEEE, T—HX—ADT I AKR— NI, T—hAT 77
ANVDOIERRIZKIR L £9, ZOHEE, T—WA T 7 7A1DORDVIZ, =7 AR— MEEZ
IEIN DT —F RX—AEWRE TFH CTRITHRICIRE L T E X,
* T—HR—=ADxTJ AKR— FTIL, Device Manager D — E A DIE &5 BfEE FAT L £
T, T AR— FHL, Device Manager |27 7 B A L72WTL 7280,

Ibi==353

Administrator #EfR T a7 A >

IR1EFIE
1. Oza~<r R&23FE{TL T, HA Command Suite 8, OV —C A% 47T 4 2 LFET,

< HA Command Suite D1 >~ X f—/ L7 4 /157> \Base64\ClusterSetup\hcmds64cl
ustersrvstate /soff /r < UV YV —X 2 /L—T7%>

soff

JIARERT ) r—a D) V) — AT )—F 2GR X117 HA Command
Suite WA D —EREFT T A NI LT, 7= A —N"—EMItT 572D A
TarTd, 2T, Z7I7AZET L —EROEFY (F—ERADT = —
A —N—DHAN) &) V=R T N—T LIFNET,
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VY —RATN—T L& ELET,
hcmds64dbtrans 22 REFETLTT—H_X—R %27 AKR— M LET,

< HA Command Suite D1 >R h—/ L7 4 /L4 >\Base64\bin\hcmds64dbtrans /ex
port /workpath < fE¥EEH 7 4 /05> [file < T —X4 7774 /1> /auto

workpath

S R — IR R B T b DR 7 A L7 %, KR T
LET, B—HINT 4 AT DT NEEFRELTLEIV, workpath 7 v 3
VNHRET DT HNEDTITNE, 77 ANVBEIOY T 740037002 & 2 fifgd
LTLIEENY,

file

HAEINDET —HA 777 A NVOLHEHSATHRELET,

auto
HA Command Suite #5h O —E 2 & HEIWIZEE/EIET 547 v a o TH,
T—=AAT T 7 ANERBITHRY — IR LET,

T—=HAT 77 ANEIERTE 2272556, workpath &7 v a V TIRE L= 7 /v
I ENTND T 7 AN ETRTIRE L TL7Z3V, ZDL X, workpath 47
Var THRELEZANVFLUTDOT7 7 A MERIZETE LW TL 7280,

hemds64srv 2~ 2 K& 94T L C, HA Command Suite #L 5L O —E R 251 L £,

Wha<w REETLT, VY —A2A7 1 —78 XN HA Command Suite 5L DY —
ARt T4 LET,

< HA Command Suite D1 > X | —/ L 7 4 /1 57> \Base64\ClusterSetup\hcmds64cl
ustersrvstate /son /r < Y YV —X T L—T7%>

son

JTGARERT TV r—a VIR ESNTZ ) Y= AT N—T o F T4 Z
T, 72— VI —NRN—FHN T D700 L T3 TH,

U =R T N—TZERELET,
I E

hemds64dbtrans 2+ RIZEIT T, LT a~<wr RE2FETT 584, hemds64dbtrans =
<V Rl auto 7 v a VFFRELRWTL IZ &0,

* hcmds64dbtrans
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* hcmds64srv /stop
* hcmds64db
* hcmds64backups

hemds64dbtrans 2v Y NZ auto 7 3 Y EAFRE LRV & 213, hemds64dbtrans Tv 2
RZRATT 500, UFOa~vy FEEICET LTI ZEV, e, T XTOMEENKT
%, hcmds64srv /start 2~ R&3(T LT, HA Command Suite 5 O — &2 % fi#f) L
EJ e

1. < HA Command Suite D1 2> X F —/L 7 4/ 4 >\Base64\bin\hcmds64srv /stop

2. < HA Command Suite D > X | —/L7 4 /- % >\Base64\bin\hcmds64dbsrv /start

—BEY Y
Device Manager O —E 2D 1E (133 ~X—)
7T AZERT TV r—3 g SOBRERETUY D HA Command Suite 5O % —E 2 (135 X—2)

846 BITRY—NTT—EIR—REAHKR—FFT D GEVFRE
BRDI5E)

BHLY— "NIET T RAZEROGES, BT —N"TT—4_X—2% A R — T2 FIA
BRI LET,
AR
TS RX—=ADA R— FTlX, Device Manager OH— B ZADE L2 0E ) #IEZFEITLET, 1V
A— hHiX, Device Manager (27 7 E A LR TL IS0,

IR{EFIE
1. Administrator }E[R D = —H —CTEHYy—NZa /1 LET,

2. BATROEBRY —TT a7 4127 7 4V MEUAEZRE L TWIEHEIE, HEIC
JISCT, BATHEY — DT 0T 4 7 7 A VOBREME RE LTI EE,

T—ERX—=2 %A R— L ThH, 0T 477 A FBITETT— T kR
FH A

3. hemds64dbtrans A< REZFETLTT—HX—RA%2 A A= LFET,

< HA Command Suite D1 >~ X ) —/ L 7 4 /L 57> \Base64\bin\hcmds64dbtrans /im
port /workpath < /E¥MH 7 4/L4> [/file < T —X+4 7774 /L>] /type {AL
L| < F— X N—X 32777 5 HA Command Suite Fli DFF>} /auto

workpath

T—=HAT 77 ANVEFERA LTS R —bT256
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T—=HAT T 7 ANERETDHIZDOOT 4 L7 MU %, M XATHEELET,
O—HNT 4 ATDT 4 L7 M) ERELTLEIN, T—hAT 774 NV%EMH
AT 556, file A7 a VORBEIIHLNHATT,

workpath 7 a VIZHEETDHT 4 L7 FUDTFIZE, 774 LVBLO0Y 75
L7 RUDRRNWZ AR L TLEE N,

T—=HAT 77 ANEFERALRNTA, VR— M54

BAT Dl LT — X RXR—RFREEMA LT 4 L7 U EREL TS
W, BEIELTET A L7 FUBITO 7 7 A MERITEER LW TL &, £77, £
ile A7V a NIBELZRWNWTLEIN,

file

BAT LY — N BERE LI T — 4 R—=ADT =N AT 7 74 V&, ikl N2 THE
ELET, workpath IZFHE LT 4 L7 M UICBIT N HHERE LIz T — X _X—
ZIERPENENTWDEE, O T a3 ZEETAHLETIH Y ¥ A,

type
ALL ZFEE L TL 72 &0,

auto

HA Command Suite B OH— 2 & HEICEENZILT 547> 3 > TF,

Device Manager #—/3(0 server.base.initialsynchro 7' H/3X7 (T true ZfHE L

£,

hemds64dbtrans 2+ 2 KT, 2—W—{E#H LI HA Command Suite 3 =2 > 78—
R PDYRY MU =BT LR, A AR — | L7z Device Manager D7 — %
N ADEHICADETY RV B Y —OF@E R 5 LRSS Y £,

FAT5:D HA Command Suite 850 — b 2 &2 EE L 9,

Device Manager #—/3(0 server.base.initialsynchro 7 H/X7 ¢ % false ([ZJR L

£
WROEAEIZIE, Device Manager ® GUI TA RL—Y VAT A%E U 7Ly o LET,

o THANR—RETIAR—KLT0L, A VKR—FTH5FETOMICA ML—TY
AT LD EER LT L X

BRAEERE LA RN =V 2T 05 7 yi2 LET,

o BATILERBATH TEEY—ZA A b—/L &7z HA Command Suite # 5 D
N— g UnNRpB L x
Device Manager (288 SN2 T _XRTCDA RN =PV AT LEY 7Ly a LE
7,

153



BRE T—HRN—ADEH

8. T—HR—=RENo 7T v LET,
BEENEALEEASIEA T, AV AR— R NEBZEDODT —HFRX—2 %2y 77 v 7 LTE
T taBEOLET,

—BEEY Y
Device Manager D — B 2O flE) (133 ~—)
T—HR=ADNNy T T (FET TAIEROLE) (137 <—)

847 BITEXEY—NTT—ER—REZAVEKR—+9D (V5REHE
BDI5E)
BV —/D 0S N7 T AAERDOGEIT, BITHEY—N"TT—F_X—=2% AV KR—+T2%
FIEZFHH L E£7,
AEE
e Ef7%/—F (cluster.conf 7 7 A /LD mode IZ online NREINTWH~I V) TF—
HAR—2A %A R —FLTLIEEN,
© FT—HR—=ADA iR— FTlE, Device Manager DO H— B RADE L2 1E ) BIEZFEIT L E T,
4 > R— hHIX, Device Manager (27 7 B A LW TL X0,

IR 3
*  Administrator }£[R Chm 71 >
s TunT 4T rANOEREMEOREL BATHEOFEITR — FEBEXOFRHER  — )
T HRX—=A% A R — L ThH, Ta/X7 4 77 A NVIBITH— N5 Sk E
Hho T, BITIUOEFRY—TTa T 4127 7 4V MEUSEZRE L T =
alE, LEICSUTREMEE RE LTI EEIN,

R1EFIE
1. ROz~ REFE{TL T, HA Command Suite DOV —E 25247 T A4 I LET,

< HA Command Suite D1 > X f—/L 7 4 /157> \Base64\ClusterSetup\hcmds64cl
ustersrvstate /soff /r < UV YV —XZ/L—T7%>

soff
I TGARERT SV r—a DY) ) — AT N—T 28k S L7z HA Command
Suite DOV —EREA T T A4 N LT, Tx— A —N"—%iTHm0DA
TarTYd, 2T, VI7AZET LY —EROEFY (F—ERADT = —
VA —N—DHAN) &)V —A T N—T LIFNET,
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VY —RATN—T L& ELET,
hcmds64dbtrans 2~ REFEITLTCT —Z_X—RA% A ViR— hLET,

< HA Command Suite D1 >R b —/L 7 4 /L% >\Base64\bin\hcmds64dbtrans /im
port /workpath < fE¥EEH 74 /05> [/file < T —H+4 7774 /L>] /type {AL
L| < 7 — X N—X 3777 5 HA Command Suite Fi5 DFF>1 /auto

workpath
T—HAT 77 ANVEERA LTS R— T 256 :

T—HA T T 7 ANEZRETAFDD 7+ VA5, A THRELET, 2 —
ANT A AT DT FNFEFE LTS, T—=IA T 77 A NVEHHT 55
£, file A7 a3 L OEEIIMAETT,

workpath 47 Y a VIZHEET D7 ANVEDTFIZIE, Z77ANVBLIOY T 74104
MWIRNT L E2ER LTI EEN,

T—=HAT 77 A NEFERLRNTA VR— M54

BAT I DERE LT — X RXR—RAFREEA LT 7 VX HRE L T EE W,
AL LT 7 A NVHUTOT7 7 A MERRITER LW TL &, £/, file 4
a IR ELRWTL EE,

file
BAT LY — " BHRIE LT T —F RX—=ADT — A T 7 74 V%, fxt/ N2 TH
ELFET, workpath \ZFEE L2 7 NV FIZBITIC) HlRE LleT —HF =
WO SN TWDEEA, 2047 v a v EZRETHILETIHY $HA,

type
ALL ZfEE L TL 72 &0,

auto

HA Command Suite 8/ 0V — 2 & HEICEEBNNZ LT 547 a9 > TH,

FITHR /) — RB X OEHER / — R C, Device Manager ' —/30 server.base.initial
synchro 7B /37 4T true ZfHE L E T,

hemds64dbtrans 2 2 KT, = — W —{FH LIS O HA Command Suite 358 =2 o AR —
X hDOVRY B —%EBAT L2220, A >R — K L7z Device Manager D7 —
R=2DFERIZEDETY AT N —OFREFWTL2H0ELZH D £,

WDa~xy REFTLT, VY —RAZN—7% LN HA Command Suite 504 — &
A F T4 N LET,
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< HA Command Suite D1 > X f—/ L 7 4 /157> \Base64\ClusterSetup\hcmds64cl
ustersrvstate /son /r < Y YV —X T L—T7%>

son

JIGARERT TV =g VIR ESNT ) AT N—T 2 F T A L
T, 72— VA —N—"HHhTH-DDOA4 T a3 TY,

VY= AT N—THERELET,

5. FATR/ — FB L UOFHER / — N T, Device Manager $—/30 server.base.initial
synchro 7' B/ 37 4 % false IR LET,

6. WODOELEIZIL, Device Manager ® GUI TA ML —V VAT L% 7Ly a2 LET,

© THREREZY AR P LD, AR T HETOMICA FL—Yv
AT LOMRREEE LT & X

R AELEHE LA N —U3 AT 05 ) 7y 2 LET,

o BATImERATHR CEILY — 2 A A h—/L & 72 HA Command Suite f/5% 0
W= g VNS L X

Device Manager (2B Gk SN2 T X TORA ML=V VAT L%EZV 7Ly a LET

7. ?\F&&_X%/§y77y7ol/\ij—o

—BE&EY Y
Device Manager O — E 2 DLE) (133 =—)

7 TALERT TV r— 3 RS TU D HA Command Suite F AL OH—E 2 (135 =2—)
T—HR=ADNy I T w7 (7T AXEROEE) (138 <X—)
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% 9 % Device Manager O 1 7

FOE

9.1

Device Manager DE&E O 4

ZDETIX, Device Manager DAL 1 7 A £ MU 2 72 O ERRRER, Bdin 7 Tl ©
XD EHRICOVTHEA L ET,

BEBEOJEZHRENT 5-OICHELRERTE
HA Command Suite 5 ClE, 1EBHICE X = U7 ¢ GHIENE, ¥R T L ofmEER I
BTG Z & A ECIHMIE IZFEAT 572012, Bl e 7l —F —DOEENE 2 fiik
TEET, BEAu 7 2RINT 5101, BREHREY 714/ (auditlog.conf) ZimET DM E
NHYFET, RERTET 7 A MIHOWTE, 19.12 EfR o VORERE Y 71 /LOfmE
(163 X—) | #ZHL T EEW,

o 7Y, ARV ba 7740 (T )V r—varalZ7ryrA0) IZHHENET,
A ML —VREHB L CERINTE 2R 7 2 RORITILET,
#£9-1 BEEOJTDIER &K

il B

StartStop N= R 2T ERFY 7 MU =T OEEBEKR T ERTER,
* OS DEE LT
c =Ry xzTarR—3xr b (w47 0E8) OEBEEKT

C ANL—=U VAT ALAEDY T N7, SVP EOY T FU =T, HA
Command Suite FL 5L D EEY & & T

Failure N R 2T FERIIY 7 N =T ORE EIRTER,
s N— U =T EE
V7 MU =THEE (XEV—TTF L)

LinkStatus HearM DU v 7 KRB E T ES,
c VT T ERIIL T
ExternalService 2k L— VR EH BN, LA — B R L OBER R AR TS,

* NTP $—/3%° DNS Y — 372 ¥ L 0i@fE
o WP — L DEE (SNMP)

Authentication Megs, BHEE /o3y Fao—V—0Bm IR 2 R A Tk £ 7=
IR L7 2 & BoRT A,

* Fibre Channel @ 7' 1

* B85 (Fibre Channel - Security Protocol 7k, iSCSI = 27+ L FR3E,
SSL H—,3/27 54 7 > FEREE)
o M F P ITy Roa—Y—3F

AccessControl Mg, BHHE, £13ny Fa—P—NY VY —2~DT 7t A2 AT
HEFIFRM U722 & 2RI R,

s MmO T R hE—L
c BHEELEITD Fa—PF—DT A ar fa—iL

ContentAccess HERT —F~DT Vv AERHE U E IR L T2 L 2RTHR,
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&5

B2L]

c RO T T ANA~DT T A

ConfigurationAccess

EEEDT A SNIOEMBEZ FAT L, BEPEFK T ET Lz
LRI HEE,

o IR OSIE I IXHH

s TAT L RNOBM, BIFRREDT AT NEEDTER
s X2 VT 4 DORE

 EE O SREOSREITES

Maintenance BT Z AT L, BRAEDSERA T E 3R LT 2 L 2R TR,
e N— R =T a s R—x s MERE - ITEE
e VT Ny T AR —R Y MERRFE IR

AnomalyEvent LEWEDOA——7p EORFEBBE L Z L 2R T 5,

* Xy NI—T NT T 47 DLEVEA—/—
* CPU AfiD L EVMEA—/—
o NEBIC—HHMREFE LA e 7o FRBERTBEST v T T I R

BEIBEORELE RTER,
s WHEAEHATHR—F~DSYN 7T v FIKEST ok aLEK
s KFEHAR—F~DT X (R—FRAFy L 72L)

RICE SEAR /1L, WihZLICRARY £,

Fo, BhAv 7 OHARNFIZHONWTIT 192 BEdn 7ofEs (164 ~—2) ] 2R L TL

7280,

911 BEEOJICHAThEIEEREER

Device Manager CiX, IROFERDOEEFRNERA R 7'M EET,

* StartStop

* Authentication

* ConfigurationAccess
* AccessControl

* ExternalService

TNENOEAFLITIE, HEE (Severity) NiXE SN TWET, HEEIZL ST, H)
TOIEER T 2T 4 NE ) T TEET,

Device Manager CES AL 12 7|

I ENHEEELEY 1R 92 EAr ZICHiSh b EESF

% (F375 StartStop D) (158 ~—) ) ~ [#£9-5 Ehn ZIZH) S oEAEFESR (fE
B3 ExternalService DIHE) (162 ~2—) | IZ;xLET, FDIEH® HA Command Suite il
TCHANSNAEE e 7oL, FH-AO~=a2T7 VA2 L T 7EE0,

£9-2 BEEOJICHAShIEESSR (FERIM StartStop DIHE)

R DERA EEER Severity |Avt—ID
V7 R =T O |SSO Yr— DRt E ALY 6 KAPMO00090-I
BT
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@R DA EEER Severity |Avyt—<ID
SSO H— DL E) P 3 KAPMO00091-E
SSO H— "Dk 6 KAPMO00092-1
£9-3 BEEOJICHASILIEESR (I Authentication DIFE)
EAlDEREA BEEER Severity |[Av+—ID
BEREEIIT L (v s A O 6 KAPMO01124-1
Ra—¥—OBRiE '] TA O NSRS — a7 A V) 6 KAPMO02450-1
a7 A ORI (22— —1ID FF AT — K |4 KAPM02291-W
IZRR O b DG E)
m)ﬁ% YORM (mysHOa—F—TrsA |4 KAPMO02291-W
v
m)ﬁ% YOR FHELRWa—Y—Tu s oA |4 KAPMO02291-W
NV
a7 A ORI (FERRZ2 L) 4 KAPMO01095-E
07 A ORI GRIERK) 4 KAPMO1125-E
07 A DRI (FMNEERGE Y — NFRRER) 4 KAPM02451-W
077y hORE) 6 KAPMO08009-1
=RV ENOPSE(§ 4 KAPMO1126-W
TAUCNORE) | T FOBEIR Yy GRREOEKIRIEZ T |4 KAPMO02292-W
= THhU Ly SOFREIREIN)
SNMP V3 7 v~ | = —BIE DKL) 6 KAIC52000-1
%\gﬁ#@;_ﬁﬁ — P —FRFED KB 3 KAIC52100-E
£9-4 BEENJICHAShZEEER (FEJIH ConfigurationAccess DIHFE)
HEAIDEREA EEEZR Severity |[Av+—2ID
— P — DR P — DGR 6 KAPMO07230-1
(GUD 2 D BRI 3 KAPMO7240-E
Z—P— Dk — 2 — " — D HIBRE 6 KAPMO07231-1
(GUD HL— 2 — D Bl RS 3 KAPMO7240-E
Bt —F — OHIBRA 6 KAPMO07231-1
B — I — DOHIBRKK 3 KAPMO07240-E
WNRATU—ROEE | EHFIZL DAY — NEHERRY) 6 KAPMO07232-1
E}gfiﬁ@ﬁﬁ) DA | X B8R T — NEE AL 3 KAPM07240-E
NRAT—=ROEHE |[HXAT— RKBRELWNEHET 5720 OFFE |3 KAPMO07239-E
(F=—¥— i |25 TR
HAH) B =P Y ONRAT— REFERD) (B |6 KAPMO07232-1
T 2 DA H)
0y A4 va—F—AHONRAT— RETRK (B3 KAPMO07240-E
L N DA )
TaT7rANDE | a7 A NVOEEK 6 KAPMO07233-1
x 7T 7 A NVOERRIL 3 KAPMO07240-E
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@R DA EEER Severity |Avyt—<ID
MHERR D ZEHE HERR D22 B 1k 2h 6 KAPM02280-I
HEFR D28 TEHHK 3 KAPMO07240-E
THUFOBRY | FThHYL Oa sy kRl 6 KAPMO07235-1
7
TV hOa v 7R 3 KAPMO07240-E
THU OOy | FThyr hDu sy 2R 6 KAPMO07236-1
7 fRER
’ TAUY hOa sy T RREERKIK 3 KAPMO07240-E
hcmds64unlockaccount 2~ NIZKAT D 6 KAPMO07236-1
VAN =RIR/8 4555
hemdsé64unlockaccount A< RIZ X A7 3 KAPMO07240-E
NEANDI=0V2/8 =T
PRGRE A H RGO ZE T R ) 6 KAPMO02452-1
FREE T D2 W SR 3 KAPMO02453-E
RA[ T =T DB | A7 —T OB 6 KAPMO07247-1
m FRA] 7 — T DB 3 KAPMO07248-E
(GUD)
SRA 7 L— 7 DHI —3ZRA] 7 —TF DOHIRREED 6 KAPM07249-1
i’iUD — A 7 — 7 DI E 3 KAPMO07248-E
EEGRT] 7 — T DY 6 KAPMO07249-1
EHER A 7 N— T DOHIBRISEL 3 KAPMO07248-E
BT I—T DM | FRA] T N— T DERE TR 6 KAPMO07250-1
IR
RER SR 7L — 7 DHERRZE B Sk 3 KAPMO07248-E
(GUD
— W — DB — P — DB 6 KAPMO07241-1
(GUD A DGR 3 KAPMO07242-E
Z—PF—FROFE | 2 — P —FHR O T H AL 6 KAPMO07243-1
d o— W — RO TR 3 KAPMO07244-E
(GUD)
a—PF—DHIK 2 —Y— DY 6 KAPMO07245-1
(GUD L — DR SRR 3 KAPMO07246-E
PRA 7 N—T DX | BRI — T DGR 6 KAPMO07251-1
s A T — T DGR 3 KAPMO07252-E
(GUY)
PRR 7 N—T DR | TR — T DEIBRKTD 6 KAPM07253-1
B SBR[ 7 — T DHI R 3 KAPMO07254-E
(GUD
AT N—T DM | RA T — T DEREF L) 6 KAPMO07255-1
R
RER SRRV — 7 DR 5 S 3 KAPMO07256-E
(GU1)
Fe B R—= 2D hemds64backups 2+ 2 R ¥ 720 hemds64db = |6 KAPMO05561-1
NPT v TEE |~V Rk 0727 v 7D
IZVANT v s
hcmds64backups 2+ 2 RE721F hemds64db 2 |3 KAPMO05562-E
< NIRRT v TR
hemds64db 2~ RIZK D ERY A M T O |6 KAPMO05563-1
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@R DA EEER Severity |Avyt—<ID
hemds64db 2% RIZEAEKRY 2 T ORI |3 KAPMO05564-E
hemds64db 2 2 RIZKHE U A T DR |6 KAPMO05565-1
hemds64db A¥ Y RIZR DY A M T ORI |3 KAPMO05566-E

T—HRX—=ADT | T —=FX—=ADTI AR— M) 6 KAPMO06543-1

ifi: tik’i T —HR—=ADET AR — MK 3 KAPMO06544-E
T =B R=2ADA R — M) 6 KAPMO06545-1
T =B R—=2ADA R — MIRK 3 KAPMO06546-E

TR R AR | T A = AR O VER AR 6 KAPMO06348-1

DIFRCE TSR X st 1 e 3 KAPMO6349-E
T 2 = AR O KRS 6 KAPMO06350-1
T H N ZFEIE O HI BRI 3 KAPMO06351-E

WIET — X DAH | hends64authmove 2< 2 RIZL BT —2H D |6 KAPMO05832-1

7) Eh
hemds64authmove 2 v RICK 27— H D |3 KAPMO05833-E
Fl
hemds64authmove 2+ RIZL DT —X A1 |6 KAPMO05834-1
&)
hemds64authmove 2w RIZE D7 —Z AJ1D |3 KAPMO05835-E
K

Device Manager V7 A i (IEFR) 6 KAIC51000-1

P RO L KAIC51200-1

KAIC51201-1
U xA R (dm - B 3 KAIC51400-E
VAR ARG (EFE) 6 KAIC51100-1
KAIC51300-1
KAIC51301-1
KAIC51302-1
L AR R3E(E (BLHIE) 3 KAIC51500-E
KAIC51700-E
KAIC51701-E

AT DM | 2 A7 BAEDRY) 6 KAIC15984-1

EEUD Z A7 BAEDKEL 3 KAIC15985-E

ARL—=UTAT | AR L =YV RAT DO BT 6 KAIC15986-1

AORIES A B L=V VAT ADORRZE FIZRIL 3 KAIC15987-E

(GUD)

BRSO (7 |V 7 =2 M (EWK) 6 KAIC53000-1

v¥F) U xA N (RER) 3 KAIC53200-E
VAR ARG (EFE) 6 KAIC53100-1
L ARY R3E(E (BLHE) 3 KAIC53300-E
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X1

INA T — K5

REIN TV RN —YP—DFE R LE L= &

DB ZIZONWTIE, ERu ZIcidkSnEtA,

Ex2
2t

o 7k SnEEA,
%95 BEENJICHAShIERTER (JEHA ExternalService DIFE)

kDT b

WCRAT — REBRELLEZEWCLBAT AT FOu v 7 OfEERIZHOWTI,

HERIDEREA EESR Severity |[XvE—2ID
NEFRFEY— 3L |LDAP 7 4 L7 kU H—o3 L OE(E KD 6 KAPM10116-1
DIEfF — : N
A LDAP 7 o L7 [ U — 3 & OiffE R 3 KAPM10117-E
RADIUS #— Nt O#fE ) 6 KAPM10118-1
RADIUS ¥— & D@50 8&7R L) 3 KAPM10119-E
Kerberos ¥— /% & OB{ERLL) 6 KAPM10120-I
Kerberos ¥— N & OB {ERM (&7 L) 3 KAPM10121-E
DNS $— Lt OEE ) 6 KAPM10122-1
DNS H— L oi@fE R O5&7R L) 3 KAPM10123-E
IERFRIEY— 3¢ |LDAPT 4 L7 U H—R_RLEDTLS x T =— |6 KAPM10124-1
DFFIE VA2
LDAPT 4 L7 PP —N_LEDTLS xIx2— |3 KAPM10125-E
g TR
LDAP T 4 L 7 b U P —_TOFERBRH2— |6 KAPM10126-1
W —DFRAEL )
LDAP 7 4 L7 F U B —R_TOFEHRMBEH— |3 KAPM10127-W
‘H- O)D‘LA HJ‘-E%H&
SERFRAEY—/3T |LDAP T 4 L7 b U Y —RTO2—HP — DRI | 6 KAPM10128-1
@l%ﬂ‘%wuﬁ yj
LDAP T 4 L7 FU P —NIZa—HF—NFIELR |4 KAPM10129-W
1/\
LDAP 7 4 L 7 b U P —R_TOa—HP—DRIFEL | 4 KAPM10130-W
il
RADIUS H— T2 —H — DI L) 6 KAPM10131-I
RADIUS "j‘“—/\’C@:L*—‘U‘ @nu DE%E& 4 KAPM10132-W
Kerberos ¥ —/ S CO 2 —H — D IR TH 6 KAPM10133-1
Kerberos ¥—/ STz —H — D FIFIHK 4 KAPM10134-W
SERFRAEY— 230y |LDAP T 4 L7 b U P —n B —HF —HFHROE |6 KAPM10135-1
o 1E RS FIZTRTD
LDAP 57 4 L 7 b U P —ba—P—FROHE |3 KAPMI10136-E
ISl
DNS Y —/373% SRV L =2 — KO BFSIZ %Th 6 KAPM10137-1
DNS P — 3735 SRV L zt— KO EEIZ A% 3 KAPM10138-E
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A=V FT %A MNOHIERICHONTIZ 93 BEEa 7ORX v —I8ICH TSNS Ay
T—UFTF A (166 2—2) ] ZBRLTLLEE N,

AvT—VIDICKIETHA v E—FTF A MIOWTIE, == 7/ [HA Command Suite
AvE—U] ZZBRLTLLEZEN,

912 BEEOJDRIRHE T 71 ILDwSE
HA Command Suite i DA 0 7 28T 5121%, BREHRE Y 7 A /L (auditlog.conf)
EIRETHMENH D F9, REFREY 71 /LD Log.Event.Category (ZEHUT A EA S
ROFREHRETDHI ET, EE T EZRETELLH1220 £9,
Bl n JORKRE T 7 A NVOE R Z B3 521X, HA Command Suite /5 DO — B 2 %
HEETLIVERDD £7°,
AR
EEa ZIIREBEICHNDEN2BENNHLDT, n 7 A XOEE, I LI-a 7 ok, RE7
FRERLTLIEEN,

auditlog.conf 7 7 A L DIINFE 2RI L ET,
< HA Command Suite D1 > X p—/L 7 4 /L 5> \Base64\conf\sec\auditlog.conf
auditlog.conf 7 7 A WICERET HHEH ZIRDFRITR L E T,

% 9-6 auditlog.conf 7 7 1 JUIZEkE T HIHE

RHE EEA

Log.Event.Category BT AEHZOMERZHRE LE T, BEIEET 5L, =~ (
) TREIY 9, 20gE, ML o~ OIEAR—RAEZE T T
OTHELTLLEE, EESNTWARWEE, BEREuZidiisnE
T, BETEHHERNCOWTIE, [#£9-2 BEhEn 7S nsER
G (FRB7S StartStop DIFE) (158 <—) | ~ [F£9-5 B0 /I
hEn2ERES (FiBl)Y ExternalService DHA) (162 X—) ] &M
LT &N, RXF, DX FIERENEHA, FHETE HFRHILI:
DLMERRE LG EE, BHInET,

TV ME FBERL

Log.Level ﬁ@ﬁ‘é%?ﬁ%%@Egg (Severity) %?EHKE l-/i‘é‘o ﬂ%fﬁ Lf:ﬁﬁb)lT@
HREELFOBETFERN, /X Ml 77 A B hSnET,

HA Command Suite 5 CH AT 3 EEFREB L OB FHOEEE
(Severity) 122\ T, 392 BEw ZIcHhSnsERSHS (FERIN
StartStop DI5E) (158 X—) | ~ 1K 9-5 Ehn 7ZH A S oA
T4 (FERAS ExternalService DIFE) (162 X—) | LT
W, EEESORERE L A X o ZOBEO I OWTIE, [#

97 EEEFRROBEEE L A X ha S OFBEONIE (164 X—) ] &5
LT 7ZEN,

fEETE DMMLISORE, £, BEUANO T iRE LIS AE,
T 7N MEBMRE S ET,

FRETE Bl : 0~7 (EEFE (Severity))
F7xV ME 6

WICEBRESGOERERE, X2 ha ZOEEORSZ R LET,
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9.2

®9-7 BEEEROEEFE LAY FOJTOEEORE

EEERODEER ARy FOTOES
0|=7—

1

ke A
T

2
3
4
5
6
7

WRIZ auditlog.conf 7 7 A VDBl Z R L E T,

# Specify an integer for Facility. (specifiable range: 1-23)
Log.Facility 1

# Specify the event category.

# You can specify any of the following:

# StartStop, Failure, LinkStatus, ExternalService,

# Authentication, AccessControl, ContentAccess,

# ConfigurationAccess, Maintenance, or AnomalyEvent.
Log.Event.Category Authentication,ConfigurationAccess

# Specify an integer for Severity. (specifiable range: 0-7)
Log.Level 6

ZOHIDA, nuthentication F£721% configurationAccess DEBREFERNH I INE T,
(=T —), T&E) BLO IMEH oEEn 7R hsnxd,

—EEY Y
Device Manager D — E 2 DLE) (133 =—)
Device Manager OV —E ADE [ (133 ~=—)

EREOJ DR
Windows D N2 kB ZIZROFARTH I S E T, £z, 41X hr70Y—AF
"HBase64 Event", X2 K ID [X"1" T,
L7OSSALE> (KTOEXID>]: <Xvt—E>
<A —=2F> OB ERNT 2R L7,
AE
<A =L, EATIS3 LFE TR RINET,

A v—=VEOH A
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<HE—EFF>, <H—HHFVES 3 2FE> < BE>, < Xvt—>1D>,< Hff - B>,
BHI>T171>, <BHBI>, <EZEZRDEF>, <EBEZRDEE>,

KEBZEZDEEH TS o FEEIEE>, </N— Ko FEFIER> , < BLBFIEE>,

L O4o— 3 2 #FE#H>, < FODN >, < TRIE#HFIEH >, < T—>1 > FEH>,
KYGIRFEETHIF>, < YTIX FEETH—FEE>, <Y IX FEEFEFIL>,

< UYOIX FEEFEA—FEE>, < —FEMEZFHF>, < OTRHIEHR>, < F T or— 3 2835

158>,

< PHEE> , <X vt—TFX >

£9-8 Avt—IUBMICHNIhBHER

EE* OES
i vl lcELFss) [EE
kR Y e a V&S M.1] FEE
G EREo7ORA -V 0EE
AvE—VID A vtE— 1D
HANCOWTIE, 19.11 BEAr I EansEAEFEL (158 X—V)] %
ZHLTLEEN,
HAF - e A =B Sz BT & R
lyyyy-mm-ddThh:mm:ss.s < 54 4> —2>] O THAOEINET,
=7 474 AUR—=R MR T BE R4
15T RA N4
ke SRl FHOFER
EEBEFEROR R HLEORE R

BAFRROMRY 7V =
I R

HRIE U, T MID, a2 RAID £FIPT RLX

i EYe vl

N R = T ORI

FE AT I N= R 2T O3 R—F h ORBIE R
0 — g kR 0= g ikBE R

FQDN SERMERT N A A 4

TLEALRIE R TTRACRRBIE

= —Vx MER

=Yz MEH

V7 xR MEEILEA b

V7 TANDEFETLDOHEA N

U7z A FEETR— MR
7!%"

U7z A bOFETDOR— hES

V7 xR MNEEREA

V7T A NDEFEHROFEA N

U7z A FEEER— R

=

U722 MDOFEHEOR— FES

—FEER AR T 7a 7T AN TERIEDEE

7 Fl B R [BasicLog) F721% [Detaillog]
TV =2 a VERIER | 70 ST ORI #R

TRIBEIE MhshEHA, TRMEKTT,

AyE—VTHFA L

ERES N UENR
FTRTERVILFE, TAX YR (») CEZHELZTHODINET, 5
WZHOWTIE, 193 B Z7ORXA v b—IIcH SN s A vy —UFF 2
N (166 =) ] ZZMMLTLIEEN,
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X
B HRIC L - TL, HAShRWEALHY £,
BEAEHER (012 THAESRS A v - VEHOH]

CELFSS,1.1,0,KAPM01124-1,2006-05-15T14:08:23.1+09:00, HBase-SS0O, management-h
ost,Authentication, Success,uid=system,,,,,,,,,,s,Basiclog,,,"The login was
successful. (session ID = <fws3>ID>)"

03 BEFEOIDAvE—VIHASAB A VvE—
OTXR B
B SOy — I I ENAA v E—U T F 2 M, BEEFEL T LI AR

VET, 22T BEFLRI LAy E—VTFRAMOBREFRIILES, AvE—TT
FAMOIAT] JCTHALERE, HASKRWI ERHY £7,

9.3.1 HA Command Suite £ @a>hR—R> FOUIE L LTHA
SN55E

WELLEEFZONRD, XFHITHESNET,

A vtE—UF %R NOFEMICHONWTIE, v == 7/ [HA Command Suite X vt — ] 2%
FBLTLFEEN, RICAYE—VUFXANORIEZRLET,

a7 A RO

"The login was successful. (session ID = <®&w>3>ID>)"

9.3.2 Device Manager 4—/\QONE L L THASIhBIEE

RERRA T, RS2 EOY— OB T 2 Y 7 = X NZBRF, BV AR ZA%E(EF
BOBENHAIINET, AvE—UF X OB EFONELHA L ET,

U7 xR MEEE (EWR)

<2A=Z—21D> FHMXAvEt—>
VAR ZAEERE (IEER)

<ZI=—21D> [KXT7—ARX>] [KUYIIX FEEFHIEI=—2 ID>]
Y7 oA FNSHBEFE IV AR A EEE (B

<2=Z—21ID> <IS—Xwt—2ID>
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& 9-9 Device Manager ¥ —/\1) V) TR FRERBFIXL ARV AEERKICHASh SIER

IHE RE

a=—2 1D VI ZARNZTEIZ—EBRID TY, VAR AEERIL, $Hedo0 7R
rD=—2 1D T3, SVPREOUIEOEE, Zd ID X SVP fAlOEA =
v EnET,

A v E— V72X NOFMRNAETYT, oW TIE, 194 BEEn 7oA vt—
DEICH I ENDFHMA vE—Y (168 2—) | BB LT ZE,

AT — B A V72 kEBRENERYICTHDIEHS, A=V T ORERTLTIT

T, HAOENB TN ERIRLET,
* COMPLETED : a{ERZh
* PROCESSING : ff{EH

* FATLED : FR{ELAR

U7z 2 MEERMG 2 =—
7 1D

U272 F EBENHRBITHL5E, V72X b EZOBRIECHT D
N—1U > 7 DR A5 NEA T D5 —E2 1D TY,

ZOIDIE, VI =X NZEEFOFEM A » & — 1T, GetRequestStatus (2
~ 2 K :Get, #—7% v b : RequestStatus) @ RequestStatus L A hD
BEELTHIDEND Ay E—VID EXHSELTWET, A v E—
IZOWTIE, 194 AR 7O yE—VHICH ) SNDFEMA v E—
(168 ~—) | ZZML TS,

7 —AvE—1ID

TT7—RXAvtE—YID TT, X vE—IIDOFEMIOWVWTIE, ~==2T /v
FHA Command Suite X v E—) 2L T E&0,

Wiz, V7 =X b (IEER), BXO, VAR ZEER (RER) ICHhsnd Ay
=V T XX FOBERLET,

U7 xR 2k (EER) Of]

"123456789 AddLUN<SA info='D700-75010421'><Path info=',,0,4,15,0, '><LDEV in
fo='D700-75010421-31,, '/><LDEV info='D700-75010421-34,,"'/></Path><Path info
=',,1,1,15,0,31"'/><Path info=',,16,6,15,0,31'/><Path info=',,0,4,15,1,35"'/>

</SA>"

VAR RAEER (RER) Of]

"123456789 KAIC01014-E"

9.3.3 Device Manager GUI QLI &L L THASWHI5E
Rl LA FRONER, CFFITH A SET,
A =T A NOFEMIZOWTIE, v == 7/l [HA Command Suite X v t&—] 2%

L TL7ZE, IR

5 A 7 B kEF DHF

The task operation

=V T F A FOFlERLET,

(registerTask) succeeded. (task name=< XX J7£>)
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94 BEEOJDAYyE—CHICHASNDHEFMA Y
t—
Device Manager —/ "3V 7 =X N EZ B L7256, iR 7 DOA v E—VHOA vyE—Y
THxRANMIGEMHA v =28 UTERIENENH I SV E T,
A Yy =Y OB EZRITRLET, [ JTHARERIL, HOShR2nZ by
£

LIV E—T Yy > (<A To32>] [K/NFA—H—>]
A v —UICH I ENAERERDOFRITR L ET,
£ 910 FHHA vE—UICHAH S BIER

HH RE

awy R U Y —2Zx L COEME GBIN, HIBR, £%, & L) 2R3 375 3
WF) T, HASNDXFHNOEWRIZONTIE, 1941 FEA v &—
WCH SN a~<2 K (168 2—2) ] ML TLEE W,

H— BENBREZRET HERTT, HhEnNs 7 —7 v FEZONEIZDONT
1, 1942 FEMIA v E—VICISn D2 —7 > b (168 X—2) ] 25
LTL7EE,

FFa v BERNARLZETETAERTT, 7 ardEEsn-L 2 haEn
i‘a‘o
HEOAT > a UPREESNSA, EIary () TRU->THIEN
jz‘é—o

RTRA—H— BAENE, XRY VY —RAERETAERTT, VZ/ZXRNTHEEINEL

R AhsnES, 27 THAISNET,

A SN DIFERICHOWTIHE Z &I TR L,

941 HMAvE—VICHAShDEaTY
A v E—icH &SNS avwry REROFIZRLET,
®9-11 HHlAvtE—CIcHAShBaTUR

H 3 F 5 EX4% B1F

Get Get Jijgs

042 HMAvE—CICHAShBE—45y b+
A v E—ICH I END X =Ty FONEERDOFRIFLET,
%912 HHMAVvE—UICHAIThEE—5y b

H H3F 5 ExX4% BRIERE

SrvI ServerInfo Device Manager ¥-— /3D # B i
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b3
RPUWZRWILFRHDENLZ b £7,
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HI0E R TNYa—T 1)

Yo vay X
7 10 =
— \ ~ — ~ N
cS OV a—Ta4 2D
Z OFETIL, Device Manager D 1E ] I3 A= U 7= R E O fF R R CIRSFIF I O B 5 1A I D0
Ta LET,

10.1 BEY—N\TRELEZ S TILADOXNAE
(Device Manager)
Device Manager (ZAC[K 35 b7 7V E LG E ORI G EEZRLET,

10.1.1 Device Manager ® GUI [2A45 A4 > TELLY

Device Manager @ GUL (21 7' A  CERWGS, 22— =T 7 honr v 7 2k L T<
TZENN,

CEPS
=P =T H T IRy 7 SN THHERBZEANRDY £,

L TT

User Management @ Admin #BZH > TLWVEW1—H—DIHFE :

User Management @ Admin HE[RZ o2 —H—I2, TH U bow v 7 2fifRt 5 L9
I L T ES 0,

User Management O Admin #EZF > TV 51— —DIHE :

User Management @ Admin HERRZ FFOIEND 22— =2 T H T hov v 7 Zfikrd 5
L 9KEET A D>, hemds64unlockaccount I <> RZET L TCHSBEDT T MO
72y 7 EREFREL TSI EN,

—EEY Y
TATY Ry s Ok (29 X—)
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10.1.2 HA Command Suite #:@ 1 > 7R— > k F =& Device
Manager —/\OHY—EX BN TS 40N
HA Command Suite 353 = > 7R — % > | & 7213 Device Manager — 3D — b 2 % L) T X
WS, TAZ My e =T OfERAETE L T IEIN,

ZH

FAI hy T —=TNRELTWEBENNHD £9°,

XL %

LYVARN)—ZMRELT, TAZ by 7 —7OMEKELEE L T EI0,

FAT Ny T —FOFEBOE T HFEICHOWTIE, Microsoft £ Web ¥4 F &2 &M L T<L
77X,

10.1.3 HEY—/\OEEF %S HA Command Suite D H—E X
D2 EN %I Device Manager H—/\[Z 7V X TEAHL

FH Y — O E) % HA Command Suite 85OV — 2 OE#EH%IZ, GUI 55 Device
Manager % —/ 327 7 B A TE 2046, Device Manager D7 — & _X—A~DOERE U b7 A
e Y FTAMBRELER LTS 7EEW,

ZH

Device Manager ~ L'— A1 7 7 7 A JL{Z KAIC03100-E 23 HH 711 STV 5354, Device
Manager % —/ 35T — H R—ZA~OEEHGALEEN X A L7 7 F LTWET,

X877 %

Device Manager D7 —# N—Z~D#HHE ) b T A8 E ) T A MREEZER L ET,

Device Manager $—/ 0 database.properties 7 7 A WMIH D, RO T /T 4 DIEEE
HLTIZEN,

* dbm.startingCheck.retryCount

* dbm.startingCheck.retryPeriod

—EEY Y
Device Manager — 3D 7 237 ¢ DT (177 ~X—)
dbm.startingCheck.retryCount (185 ~X—13)
dbm.startingCheck.retryPeriod (185 ~X—13)
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10.2 FZ JIEAERICEIADELGRTER

PEEERNZFE TERWHEEP, MEZEE TS RWEEIZE, RrERzHEL T, FEE
SR FICHAE LTS 7ES 0,

NS T AFAERNIL, FRRBED T OITIROERNLETT,
EIPED VAT DOIRIL
DFEA A RF
o [EEOIEY
o BEY— RNORA R EDR Y h T — 7 KRR
o EIRH— RRKR A N R YD 0S
o EENFLE L~V OERSFIER
- EEY— NORTE S
- KRR N ORSFHE#R
© JavaVM DAL v K&

IR TRIEN A LI25E, JRIKNZEZ 7o) 572912 Device Manager Web Service @ A
Ly RE T PRREITIR ) £7,

- GUI Z#&£#) L T Device Manager 27 A > 7 (> KU NRFIR IR
- Device Manager ~D 1 7' A 1%, Device Manager A A > 7 1 > KU RRR IR

b

m
T

&

* ARNL—UVRTLAE T

AN —T VAT ADEELRTRT A vE—U TN ESTY, BEENKICL > T,
AR =V VAT AESDETHENKLEIZ D F£97,

TRORA v E—VOEENREE LR, AN—UV AT AOX T GHEIZ 7
Ty AN) EHFETERIRRL T ZS0,

ANV —=U VAT LDE T T 7 A NDOERITIEIZOWTUR, [ AT LEHE DA K]
F 721% [HA Device Manager - Storage Navigator = —% A K] Z#ZMB L T 7Z 30,

- KAIC05601-E
- KAIC05607-E
- KAIC05610-E
- KAIC05934-E
- KAIC06400-E
- KAIC06450-E
- KAIC06500-E
- KAIC17014-E

172



B10E T INva—T 4

- KAIC17015-E
- KAIC63501-E

EFEDOA =LA T, BEEMGEDOOHWIZL T, ARNL—V VAT LADH
TNBIZR D ENH 0 F9,

10.2.1 EEY—/\ORFFEHROEEF (hcmdsb4getiogs a7 > K)
B — NORSFIEREZ ST 5121E, hemds64getlogs 2~ REFEITLET,

EHICET LTHECEE

* Administrator #EfR TD 1 7 A

av 2 FORERK
< HA Command Suite D1 > X f—/ L7 4 /-5 >\Base64\bin\hcmds64getlogs /dir <
T EF> [/ types < HA Command Suite #i5 D% 7> | < HA Command Suite #dp D%,

B> .11 [lare < 7= 1477714 /4>] [/logtypes < 2277 71 /LFERI> | < 7
T L IVFER> L]
AFEE

hemds64getlogs 2= Ni, 2 DLLEFRIERIZFEITLARAWVWTL 72 &0,

73>

dir
B LT RSTFIER AT D0 —h LT 4 A7 EOT 4 L7 B st/ R A THRE L
T34, HEUDOT ALY FUAERLTWAESIE, 4L 27 MU A2 LTS
VY,
FBETE LN ADRRKEIT 4L XA FTT, 2RI OB SCFE 2 R\ = ASCIT A
FTRHREX T a— FEHRETEET, BETEIRWFER T2 R LET,

\ /o pr2ma> | 8% s

4

7272 L, RAORYIYXTE LT, HitsE (), 2ay () BXOBRZ Uk (/) &2
HATEE9, RRAOREBIIINADOKY Y TFEEIBELRNTL &N,

NAPZZEAZRET D & &1E, ~AZ G (1) THATHEEL TS,

arc

B END T —IA T 7 7 ANVDOARTERELET, ZOF T a VE2EK LTEGA,
77 A VAT rHiCommand_log_64J 2720 97,
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T 7 A NN L DR R U2 B2 ASCI FIFRlBE L Fa— REFRETE £,
FRE CERWEIBR T A RIRLE T,

N/, 2> 8% s

logtypes

BEREOHBIZE ST, FEOO T 77 A NV I0EETE2WAIL, BUEMRO T
T7 7 A NOENERELET,

log: .jar 7 7A/V& .hdb.jar 7 7 A NIET BT AHAICEE LT,
db : .db.jar 7 7 A VT ERGT 55 EITHEE L LT,

csv : .csv.jar 7 7 A NETERSGTA2LAICEELET,

B O 2 ET 25681, EAXT TR > TLEEN,

ZOFT v arEEAR LIS, TTons 7 7 A VRS ET,

Zoawy REFETTLHE, AvE—Y KAPMO05318-1 £7-1Z KAPMO05319-E 28 &k
T, FTo, BRSFER (777 ANET—HRX—RT 7 A )V) BEEZ, dicr A7 a v
THRELET A LVZ NUDFIZ4>DT7—HA7 77 A/ (.jar, .hdb.jar, .db.jar B
i@.csv.jar) PERR SV E T,
EVE
A vt —3 KAPMO05318-1 ¥ 7213 KAPMO05319-E ) S WEE, dir A7 a3V THRET S
T4 L7 MU REERENRRVTZY, hemds6dgetlogs I~ RABRHPTET L TWET,
Air A7 arTHRETDT A V7 MR REEREEMHE LT2H L T, HE hendsb4getlog
s aA<v Yy REFTLTLLEEN,

10.2.2 Device Manager Web Service DA L v K4 > TG

Device Manager Web Service D A L K& 7 2 TfGT HI121L, dump EWILAEID T 7 A )L
ZVER L7=% &, Device Manager Web Service Z FEE) L £7,

BREFIR

1. < HA Command Suite D1 >~ X h—/ L7 4 /L5 >\Base64\uCPSB\CC\server\public
\ejb\DeviceManagerWebService (Z, dump &WIHLEID T 7 A /W EVEHRK L E T,

2. Windows ® [#—t 2] 4 RIICT7 782 LET,
3. Device Manager Web Service & {51 L £ 7,
4, [—vR] U1 FUib, Device Manager Web Service Bt L £ 97,

174



B10E M TN a—T 4

RERR
javacoreXxx.xxxx.txt 7 7 A VIR D T IV H ~H T E i E T,

< HA Command Suite D1 > X | —/ L7 4 /-5 >\Base64\uCPSB\CC\server\public\ejb\

DeviceManagerWebService
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8% A. Device Manager H—/ 0 7' O/
T A

Z ZCl¥, Device Manager % —/ XD 70X 4 7 7 A JUZOW Tt LE T,

A1

Device Manager Y—/\@O JO/NT 4 774 )L

Device Manager —/ XD 7 1 /3X7 ¢ 7 7 A JLIZIX, Device Manager DFERAEHRIZEI T 5 7' 1
NT LT 7ANRT —FR—=RCEHT LT T 4 77 AN ERHY £,

Device Manager —/XD 7' 0 /N7 4 7 7 A NV ERDRIZILET,
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FanRF4I7A1IL EREA
server.properties 7 7 A /L |Device Manager V— SO IERIZEBET DT 0w T 4 7 7 AL TT,
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BB D HLUNE, b oMt E b DB EIXET L
WTL SV, ENRETETH Device Manager — 3D 3 7 4 ——
VACERIENRE D BENRHY £,

database.properties 7 7 A
v

Device Manager D7 — X X—A|ZT 57 a7 4 77 A L TT,

wwa

=0 .
HHEROH 2 UM, b oRMEERE(LT 2 BETET LR
WTL &V, HENRETETH Device Manager — 3D /37 4 ——
VANZEHRREENN OB ENRH Y T,

logger.properties 7 7 A /b

Device Manager O 2 7' B4 2 70T 4 7 7 A L TT,

dispatcher.properties 7 7

A v

Device Manager D A L > NIZBHT 57 07 1 77 AL TY,

mime.properties 7 7 A /b

Device Manager ® MIME (Multipurpose Internet Mail Extensions) (ZE879"
LH70aRT 4T 7 A NTT,

client.properties 7 7 A /b

Device Manager @ GUIL IZT 5 7' 087 4 7 7 A LT,

server.properties 7 7 A /b

Device Manager D = U T 4129257 u/"7 4 7 7 A )L TT,

customizedsnmptrap.proper
ties 77 AV

Device Manager ® SNMP 7 v 7 ou ZH AT 75477
ANTT,

launchapp.properties 7 7

AV

Device Manager 2267 U F 357 SV r—a BT H S a N
TATTANTY,

AER

* A%, Device Manager — D7 08T 4 7 7 A VOREMITFFHICEF T H0ETH Y 8

Ao

EEELTDHE, Y—"OYESCREAGDORINERD ZERHLDOT, +HICERLTLE
IV, FEROTFHNZHBE 2 BFFERA 2 Va2 —F— 1, [EE2EELRNTLEEN,

s FIU 4 MEIZEHRA A RNV LFEBRICHRTE SN AE T,
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o EEXAVAPNAELEFT v T T L— KA A M=V LT2HE, Device Manager — /3D 7
BNT 4 7 7 A NVOBRTEMIL, A A b= /VETOMEA G E kI E T,

A.1.1 Device Manager Y—/\D JO/NT A DEHE

Device Manager ' —/ XD 7' a7 4 77 A VL, TXAPZT X —%FH L CTRELE
D

AR S

Administrator HE[R CTH w1 7' A

R1EFIE
1. HA Command Suite f LD — v A & 51 L £97,
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ELET,
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— BE) VD

Device Manager D% —E 2D EEH) (133 ~X—)
Device Manager D — E A D& (133 =—7)

A.1.2 Device Manager Y—/ M T O/NNT 4 T 74 LD EEH R E
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s ATHICE SRS W) 2HL55HE, TOTIXERITICNRY £,
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© TunRT 4 T ANVRNIZEI LT B RT 0 4 TEEOBREN SN TWDIHE, 77410
RBRICERE LT a XF  OENENC 0 3,

* ATRICHR S () D256, ROITIEMEATIC AR £

A.2 Device Manager —/\D#ERIERICET 5 T 0O
INT 4 (server.properties 7 7 A JL)
WA 95 7 2 /37 41X, server.properties 7 7 A WIZEHENTWVET,

< HA Command Suite D1 >~ X f—/L 7 /L 5> \DeviceManager\Server\config\server

.properties

A.2.1 server.http.host
BHEY— N (Device Manager %—/Y) OKRA ML EZITIP T RLAEZEELET,
IP7 RLAZBETLHAEDOANERITKRDO LY TT,

IPv4d DIFE :

x.x.x.x (x1%0~255)
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auftEO 16 E\ETHEEL LT, AP LEATE XS, BHTESPv6 7 FL2A
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TATCEHEEZRETINENDY £7°,

TITHINVE A AN VHFICHE LB — RXOKR A ML F72IXIP 7 KLUA (URL @
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A.2.2 server.http.port
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T 74V bt false
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© NLVATF vy I FER
E A—/LClAT 25 81E true ZHEL T IZE W, E A—/L Tl LARWIGEIL false
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T RX—=ZADOHEHFNEEEINDT2D, V7 by v 2 B E R TE £7,
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ICHH CE WG EIZE, =7 —n il N —REZRAENET T 74V T 4 L7
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logger.hbase.MaxFileSize (187 ~X—)

A.4.7 logger.hbase.MaxFileSize

HA Command Suite 3538 = > 7R— % > ’MZ X > T HDvMtracen.log, HDvMGuiTracen.log ¥
F UV HDVMGUiMessagen.log ICEZIAENLEME (ML —XR) BXURZF7—a 7 ORI~
REfRELET MIET77ANVDRY I T v T ERTEHTT),

187



f§% A. Device Manager #—/3D 7 0 /35 ¢

oA NEAO L EIIKB, AH A NEAO L EZIIMB, ¥, FO L EILGB &8
TELRWNEDY, FFE LY A XIS, NEMLTH D E RSN ET,

BHrEh7EIE, 4096~2147483647 (2GB i) T4,

F 74/~ : 5MB
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2R MRIE LR A=Y 2 L EERT ANV I 7T T KDALYy ROKR—Y
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A.5.5 server.dispatcher.daemon.receiveTrap

AA v FREOFy VT =2 UV —RATHI]ST2 SNMP k7 v 7% Device Manager T3
BIanEonzhRELET,
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