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REST APl TR 2R — FBI W, A— FEBFOBRELTICOWTHHALET,
* REST API TfEHF 5 AR —
RESTAPI 7 7 A4 7 b, BB —NEBLORA N —V VA7 AOBEIZHEHT LR —
NEF L ET.
*E

* RESTAPI AT AR — bFEE L., BHEHY—NTEWETDIENDOT 0T T ANEHT HHR—
FEEPHAE LW EE2ER LTI, BAaT25681F. EbohorR— NEFEE
HLTL7EEN,

* RESTAPI Tix, MERBEEZWNTHT-DICT7AT I —LORELZLEE L TWET,
Linux BREEIZBW T, iptables BL N firewalld ZfEH L TWA AL, RESTAPIIZLY
HEITETE SN FET A, nftables ZFEH L TWAEAIT, FEITTI 7 AT U+ —LORTY
EHETHMLENRDY 97,
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s WETOVI L EMELDO~YV ORI T 7 AT 7 —L I 3R

DAR— F M HIEET DR —

Wy,

MIBETED L9

EINTHDL5HEI1E. BE T

W77 AT T4 —NVOREELEELTLEE

Linux DA, U TFOR— FBBBRENTHDELERSH Y 9,
- 23450

- 23451

- 23452 (V—TF R 7 ORI T &
- 23453 (L—TF R 7 ORI T &

- 23454

Linux OD—f% 2 —4%—CRESTAPI Z A > A h— )L LT-EE. 77 AT U+ —/LVORTEE

root —H—NEhE L T 7EE W,

PRI L0 IREL TS IZEW,)
PRI K0 IREL TS IZEW,)

SR

—EE) V)
REST APl TfEH T 54—

k(9 —2)

REST APl TfERY 5K—

REST API Ci%. T 7 4/V b TIROKR— bEFEMEHL £7,

BfEx BiEE B
&2 R—+&EE |22V R— &S
REST API 7 | any/tcp B — N 123450/tcp REST APl 7 7 A4 7 > FH»H REST API #—
FA4 Tk NIZHTTPBEE T2 & XIS ET,
WERDOR— FEFIIEETEET,
23451/tcp REST API 7 7 A 7> k& REST API H—
NIZHTTPS #5235 & IS E
j—o
WERDOR— FEFIIEETEET,
B — N |any/tep B — N 23452/tcp REST API H— " OWNEHEEICEH S E
GBfEoE L[ |23453ep |7
L) WERDOR— FEFIIEETEET,
23455/tcp Linux DFEHIT, A R L—T 3 2T LAORERK
EEO@EMAEFRMT 5 & %, REST API #—
ANONERBEEICHEH S ET,
WERDOR— FEFIIEETEET,
23459/tcp A N =TV AT BORERREE O@ & ]
9% & &, REST API #— RONEREFIC
ERINET,
any/tcp A N —  |443/tcp REST APl #— /"L X L—T v AT AfD
AT I WECTHERAINET,
(GUM)
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BT BEE BL
627 R—FrES [TV R— &S
A K L—¥ | any/tep BHY—/3 |23454/tcp REST API " — 38 A f L—U U AT LD
VAT A REE DB A ZAET D L I INE
(GUM) RS
BEAEORN— FMEFIIEETEET,
—BE&EY Y

HTTPS BEIZEHT 2R — bEFZELEE TS5 (10 ~—2)
HTTP @E AT 2R — MESEZEET L (11 _—)

HTTP &5 & E2b9 2 (11 ~—2)
HTTP @5 2 A%+ % (12 X—2)
HTTP i#f53 L OHTTPS {5 I2EA T 54K — MNESORE LA MR RS (13 =2—)
REST AP — N4 2R — N ESEEET S (14 5—)

A ML=V VAT AOWREREOBMEZET HR— MESEEET L (153—)

AN —=U VAT LORERELOBEME 1L (94 ~X—)

1.6.2 HTTPS BEICERT S R—FBESEFLEEHT S

REST APl 7 7 A 7 ~ & REST APl %— [l HTTPS @513 2R — FE S 2L T

l./\ivéqo

Ib==S53

WRDO2—YP CTEHYy—Nza /L LTNHZE

* root =— (Linux ® root = —W TA A h—/L L7245

BEFIR

1. RESTAPI ¥ —bE x%&EIE L F1,

2. MOT77ANETHRAMTT 0 X THEXET,

Linux DBE :

< REST API D4 > X F—/L5> /oss/apache/conf/userextra/user-httpd-ssl

.conf

3. Listen BEL W vVirtualHost IZHESNTWVWAR— FEFEEFLE T,
FEETZ HMEIE,

1~65535 T,

Listen <ZE#EDF— FEFEE>
<VirtualHost default :<ZE#EDF— FES>>

4, T ANVEBHRELET,
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5. RESTAPI ¥ —v 2 Zi#HE) L £7,

— BEY >
REST APl ®H—t 2 0it#E) (30 =2—73)
REST APl ®H—bE ZDfE [ (31 ~—3)

1.6.3 HTTP BEIZERT 5 KR— FEBEBEEZLERT S

REST API 7 Z A 7> k & REST APl — 3] HTTP @G HT 5 R — MEEZEZEHE L
ij—‘o

AR &
ROA—HPFTEHSP—NZa /A L TWAHZ &

* root =— (Linux ® root = —HW TA A h—/L L7254

21EFE
1. RESTAPI ¥ —bE Z2&2{=1 L £9,
2. WMOT77ANETHRARMTT 0 X THEET,

Linux DB & :

< REST API D4 >R F—/LSE> /oss/apache/conf/userextra/user-httpd-por

t.conf
3. ListenlZHEESNTWAR—IESEZLEELET,
FEECTE AMHIX, 1~65535 T,

Listen <ZBHEDNFH— FEFEE>
4. 77 ANERIFELET,
5. REST APl O —t 2 ZiHE] L £,
—BEEY VY

REST API O —E ADfLH] (30 ~<—3)
REST API ®H—E ZADfE L (3] ~—3)

1.6.4 HTTP BIEZEMILIT S

REST API 7 A 7 k & REST APl Y — D@2 HTTPS 7217 23 55611,
HTTP (5 = b T £,

11
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AR &
WKDa2—YP CEHY—Nza /L LTNnHIE

* root =— (Linux ® root = —W TA A h—/L L7=85E

I21EFIE
1. RESTAPI ®O#%—bE X% L F9,
2. MOT77ANETHRAMTT 0 X THEXET,

Linux DEE :

< REST API D4 >R F—/LIE> /oss/apache/conf/userextra/user-httpd-por

t.conf

3. Listen{TODHCHEAIZ T#] ZAJJLTa Ay MTIZLET,

# Listen </p— FFE>

4. T ANERELET,
5. REST APl O¥—t R ZHE) L £7,
—BEEY VY

REST API % —E ZDE#E) (30 =—7)
REST API ®DH—E 2D (3] ~<—3)

1.6.5 HTTP @&EZAMILT S

REST API 7 Z A 7 k & REST APl Y — " Di@{E |2 HTTP 2 H 3 55613, HTTP #(5
EEMELET,

BIREH
WO2—F CTEHY—NZa /A L TWNDLIE

* root =— (Linux ® root =—W TA A h—/L L7=5E

R1EFIE
1. RESTAPI DY —bE 2 &=L E7,
2. DT 7ANETHAMTT 4 X TRREET,

12
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Linux D{BE :

< REST API D4 > X F—/LIE> /oss/apache/conf/userextra/user-httpd-por

t.conf

3. Listen{TOMEHD T4 #HIBRLFET,

Listen </— F&FE>
4. 77 ANVERIFLET,
5. RESTAPI OV —vE 2 ZHE) L7,
—BEEY VY

REST API % — b 2DjE#E) (30 ~<—)
REST API D% —E ZAD{E [ (31 ~=—3)

1.6.6 HTTP BIEHE LU HTTPS BIEICERYT 4 R— FESDEHE
ENHREICRY

HTTP {538 L O'HTTPS il {EI2fEH 32 R — FE 5O E &2 IR EICE T HIEIZ DOV T
FAL £,

A= " BBOREIMHEHT 7 7 AN EB> THRELEZD ., HIFRLIZY LEHAIC, kOF
IECHIERRBEIC R L £,

AR
WDO2—YP CTEHY—NZa /4 LTNHZE

* root =— (Linux ® root =—W TA A h—/L L7=85E

REFIE
1. RESTAPI D% —t R %&FILLET,
2. BUEDBET 7 A VONELZIBBES L5513, WOGHNICSH D7 7 A V2 B OHTC
ab—LET,
Linux DiFS :
< REST API D4 > X F—/L3>/oss/apache/conf/userextra

3. ROLGATNZHHHUIHIREDERE T 7 A L E2FIE2 OGEAHIcaE— L F 9,

Linux DBE :

< REST API D4 > X F—/L3E> /oss/apache/conf/userdefault

13
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4., MBS U TR— FESFOREELZRLVELET,
5. RESTAPI O¥—v RAZEHE L £7,
—BEEY Y

REST API O —E Z2DiEHE) (30 ~<2—3)
REST API OH—E ADfE I (31 ~=—3)

1.6.7 RESTAPIH—/N\IFHRITHR—+rESZLEET S
REST API — NP NECOBGIZMEHT DR — bBEZOEEFIEZHOWTHAL E9,

B —NNIZR DR — " BB EF AT HIENDO T T T AN, A =L ENTWAHES.
RESTAPI H—ROBELXZLEE L TAHR— FEENHAS LWL IITLET,

* 23452
* 23453

33
WKDO2—Y TEHY—Nzca /L TWNDHZ L

* root =— (Linux @ root = —H¥ TA A h—/L L7=HHE

BR1EFIE
1. RESTAPI DH—ERX&fEILET,
2. WN—FEF 23452 OREXZERTL561E, ROFIETEELET,
a. ROZ77ANETIANTT 4 X THEET,
Linux DA :
< REST API D4 >R F—/L3E> /data/usercnf/user-api-port.ini

b. -Dijetty.port ICIHEESNTWVWER— FNEFEEF LT 7 A NVERIFLET,

-Dijetty.port=<ZEEHDF— FFEE>
c. MDT77ANETHFANTT ¢ ZTHEXET,
Linux DA :

< REST API D4 > X F—/LIE> /oss/apache/conf/userextra/user-proxy-pa
th.conf

d. ProxyPass IZHESINTWVWAR— FEFEELEHE LT 7 A NVERGFLET,

14
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ProxyPass http://localhost: < ZEFHH#ED/K— F&EE> /restapi disablereus
e=on nocanon

3. R— hEF 23453 ORECZER T H5E81E. ROFMETEEL £,
a. WDT77ANETHRANTT 4 ZTHREET,
Linux D4 -
< REST API D4 > X F—/L3> /data/usercnf/user-api-port.ini

b. -DSTOP.PORT {ZFRE SN TWAR— ’EEFEZLEH L C T 7 A NVERFELET,

-DSTOP . PORT=< ZEFH#D/— FrEE>
4. RESTAPI OV —bE 2 & fE) L £,
—BEEY VY

REST API % —E 2DiEHE (30 ~<2—3)
REST API O —E Z2DEE (3] ~=—)

168 AFL—CURTLDEREEDENERET H7R— FES
ZEETD
A ML=V AT LOERER D@ ZZET DR — FEZOEHEIFTEIHOWTHPIL %
R
AE
BUEA ML — UV AT AORERER OB EZZET 21D L T DR — &SI,

—_———

setChangeNotificationPort I~ ROFEITHEIED ss1 port DA CHEER TE £97,

Linux DiBE :

< REST API D+ > X F—/LF> /bin/setChangeNotificationPort.sh -get port

BIiREH
WOL—YF CTEHYS—Nca /L LTSI &

* root =— (Linux ® root = —W TA A h—/L L7=HH

IR1EFIE
1. RESTAPI DY —bt 2 &=L E7,

2. setChangeNotificationPort I ¥ REFEITLTHAR— FNETEZEHRLET,

15
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Linux D58 :
< REST API D4 X h—/L%> /bin/setChangeNotificationPort.sh -set ss
1 port <EEH#DF— FEFEE>

VA= INS

set_ssl port

AR =V VAT LAOWREEDOBRNEZET IR NEFEHEELET, 5
T& AHfHIZ 1~65535 T,

3. RESTAPI OV —bt Z&LEL £,

4, BEHDOR—FEBFTA N L=V AT LAOMREEOBNEZZET LD, A+
L— U VAT AOEREEOBMEZHIBRL TOHOOEERERLE T,

—BE&EY Y
REST API D% — b 2 DiEH) (30 ~—3)
REST APl ®H—E 2Dk (31 ~<—3)
A ML=V VAT LORERELOBMEDO T2 TG+ 25 (96 ~—)
A M=V VAT LOWREE OB E KT 5 (100 ~—)
ARV =V VAT LORRAEREOBEMELHIFRT 5 (102 <—)

iH
1

1.7 SSL B{EDERTE
REST API @ SSL i#{g DX EIZ DWW TR L £97,

REST API 7 7 A 7 k7> & Configuration Manager REST APl — "~®i{5, BLW
Configuration Manager REST APl #— /25 A h L — U 2T A~OEEIZHOWTHEI L &
R

16
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&alﬁ —9 Configuration Manager
REST APIH—/3

REST APl
P34 F b

| wm

B LAN
{} =
.
Platform
REST APIH—i%

el

IStorage Wi —X

{FLAD
—p SSLIEHE

REST APl ¥ 54 7 > kM b Configuration Manager REST
APl H—/S~DE(E

REST API 7 7 A 7 k 7)»& Configuration Manager REST API — /3~ SSL {3 1213,
Configuration Manager REST API — 324 A h— )L STV D P — SGEIEREH S
£, 774N OV —FEHEFEIIE CEAGEIETT, L0 kEX2 VT4 2@mO570
(i, o B CEAREAE £ ITRRER OB A E A OFEAEZEH T2 L OICERE L TLE
S,

g &V — GEE 2 BRI 2121, REMEAERH 0 7 1 775 L (OpenSSL 72 &) 734 8L
T, OpenSSL #HH T 2541, &—2-3— (http://www.openssl.org/ ) 7»H AFL T,
A LA R—=LLTLIEEN,

E2bk

REST API 7 7 A 7 > k75 Configuration Manager REST API H—/3~® SSLIE(EIZT 7 4 /L kD
P FEAEEEHT D E, 7747 N a7 NI Lo TUE, BEN=T—IZRD5E5085 0
£, VIAT7 NI T AT T —%EMET DL OIHERT 22 N TEET,

74T N TRl T AT —2EMT D00 FEX, e T ASHEICE TR 9,
il 213 Python TIl&, Requests 7 1 TI7VEFEHLTWAEE, U7X MEITRRC verify=False
ZIRET D2 L T — GEHEORGELE 2 2 % v 7T £,
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A E

REST API 7 7 1 7> bk & Configuration Manager REST API H— /3] SSL i@f5121%, TLS /3—
Var13ERIFTLS X—Va v 12830 TEET,

fEH T % W55 5770 (Cipher Suite) [ZRD EFBY T,

* TLS AES 128 GCM SHA256 (0x13,0x01)

* TLS _AES 256 GCM SHA384 (0x13,0x02)

* TLS_CHACHA20 POLY1305 SHA256 (0x13,0x03)

* TLS ECDHE RSA WITH AES 256 GCM SHA384 (0xCO,0x30)
* TLS ECDHE RSA WITH AES 128 GCM SHA256 (0xCO,0x2F)
* TLS RSA WITH AES 256 GCM SHA384 (0x00, 0x9D)

* TLS RSA WITH AES_ 128 GCM SHA256 (0x00, 0x9C)

Configuration Manager REST APl H—/\h o R kL—T Y

T L~NDBEE

Configuration Manager REST API — /3 & Platform REST API #— N[l CH (2 SSL 13 23
MENET, A=YV AT L2888 T 5L, HEIRIZ SSLIBENAENIRY £, 7
AHIZ-DUNTiL, Configuration Manager REST API #—/3 & Platform REST API —/3f#{® SSL
HWEEOHHEZZRL T ZEN,

A K L— VAT A)>E Configuration Manager REST API H— S ~Di@FIZ DWW TR L &
D

Configuration Managar
REST APIH—%

i)

EE

A— LAN
= ﬁ—T =
GLIM

0

IStorage VU =X

(FL
— SSLAE
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A L=V R TFT LM B Configuration Manager REST API
-U__/ \/\0) 1|=|

Configuration Manager REST API #— 38 &2 h L— U3 AT AOWRKE L Ol Z 25T 5
EXITHFICSSLBEPFH SN ET, A ML —Y T 27 AD D Configuration Manager REST
API H— 3~ SSL ##{F1Z1%. Configuration Manager REST API #—/ N2 A > 2 h—/L X1
TWA— SGEENMER SN E T, 774/ hOS— SFEEILH B4 EHETT,
IV tExF2V T4 2EDL70IC, RAROEBELFHOGEHEFELETNT 5L ICELET L5
EHTEET,

—BEEY VY
Configuration Manager REST API #—~/ & Platform REST API #— /[ SSL i#{F#E (19 ~X—)

RESTAPI 7 A4 7 & RESTAPL — B TSSLBETH L HoFET S (ACBLMHELZMHTT S
) (20 X—)

RESTAPI 7 7 A 7> k& REST APl +— [ T SSLBET D L 9K ET D GRAERNIIT L= — NGk
BHEZFEHT25HE) (23 2—)

1.7.1 Configuration Manager REST API #—/\ & Platform REST
API H—/\[E D SSL B{E

Configuration Manager REST API #-—/37> Platform REST API #— /3~ SSL {5 ¥ 12>
WTEBA LR,

&JE S5LITLS1.3
FhlETss Configuration Marager

HEST AP —_— REST ARIH—/ %
DSAT
= SSLITLS1.3
i FRIETLS12)
—y §
EHRH— LAN
L} ? |
GUM
Platform .
REST APIH—% 'S
ﬁ_ %
iStorage V=X
(LY
— SSLAIE

Configuration Manager REST APl #—/ XX, RESTAPI 7 7 A4 7 > bInb2ITFfFIF720 7 =X
k% Platform REST API #— N ZEFE LET, 2D & &, Configuration Manager REST API
Y¥—/3 & Platform REST API - — S THIZ SSLsE A A S E T,

ANL—=U VAT AERGETDHE, HEIWIZ SSLBEDRADNZRY £97,
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—BEEY Y

Configuration Manager REST API #— /X & Platform REST API — [ C SSLl{E 42 L Ha%ET D (26
)

172 RESTAPI Y 547> k& REST API $+—/\[E T SSL #18
TAHLEOKRET S (BECERMHAZTZHERT H55)
REST API 7 7 A 7> b & REST APl —/ 3] T, HOEFEARENEZMLEH LT SSLiEET 5
FXOBETLFMEZHM L £,
AER
Y— NGEE R KOME L. RESTAPL Y —AIZr /A v LIc T R TCO—FRT 7 ERATEE

T, BEOLLZ—VFNRa /A4 T&WnWk ), 22— 7oy hOFEBIZITHDICERLTLE
W,

EVb

Linux D4, OpenSSL D7 7 A VN FNEF D/ A LIZR 2 DEFHIEMNE N TNDZ E0nH Y £
T, IROTFINATIL, openssl 77 A NVE L WNopenssl.cfg 7 7 A /D<K OpenSSL D4 2 X F—IL3E
>/pin IZHDBREZHEL THET,

WDa< R&EFEITT5HE., openssl.cfg DML ERER CTE F9,

< OpenSSL D+ > X F—/LIE> /bin/openssl version -a | grep OPENSSLDIR

BEFIR

. RO=a<r FEFTLT, WERY 7 A VEERLET,

Linux DBE :

< OpenSSL D4 > X F—/L3E> /bin/openssl genrsa -out <BELRT 71N> 2
048

AV INS

out

VERR T DB HED e -2 28 E LET, M XAZFE CAFRD 7 7 A LR
HOEE., TrAND EEEINET,

ek

WG 7 A VX, IROBFTIZ createdServer.key E W) 77 A VAL TIRIFLTRL Z &
EREIO LET,
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2.

3.

Linux OiF& :
< REST API D4 > X f—/L%>/oss/apache/conf/ssl.key/createdServer.key

ZDF 4 L7 FUIZIL, REST API 2L E L7- server.key 7 7 A VBMEMMENTWET, s
erver.key 77 A V& EEX LW TIE I,

WD a< REFITLT, iEHEBIZEONDIEREZ G TATI L, GEHERITHE
K7 7 ANVELER L ET,
Linux DB E :

< OpenSSL D4 > X Ff—/LFE> /bin/openssl req -config < OpenSSL D4 X
F—/LFE> /bin/openssl.cfg -sha256 -new -key <HELTZ 71 /> -out <
AFFERITEK 7 71 /L>

AV INS

key
FIE T TR LR 7 A VA ZHRE L £,

out

VERRT B EFERITERO S22 ZEE L ET, W% ZXICE UKD
T ANNSILIGE, 77ANNEEXINET,

ANT DM AERITTILET,

"A #REA

Country Name (W) 2 LFOEa— REEELET,

State or Province Name (W) #ERRA R ELET,

Locality Name (R IXETR A4 F 7o i3 2 FE L E T,

Organization Name (WZH) M EEELET,

Organization Unit Name (EE) MO 4 2EELET,

Common Name E;Z\ZE\) RESTAPI H—/ 3D IP 7 FURAETIIARA MaE AL E
Email Address (EE) A—AT FLREHRELET,

A challenge password %{i%ﬁ) FEAEEZ T D L XML DA T — RERELE
An optional company name (ER) Blofs Z2EELET,

RDOa<r REFATLT, BEBAMEREY 7 A VEIER L £7,

Linux D{BE :

< OpenSSL D4 > X F—JLIE> /bin/openssl x509 -req -sha256 -days <&
H#> -signkey <HBEBRIT 74> -in <FBHERTEK T 714/L> -out <H
CELZGHZEZ 71 /L>
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T g

days
HEZEAGEAEO AR 2 H e L £,

signkey
FME T THERR Lo EHE Y 7 A VA 2 HRE L £,

in

FME 2 THERR L7ZRETERITER D 7 7 A A R E L £7,

out

VR4 2 B B4 FFHEOH 1 22 E L ET, Mk S ZICFE C4AHO
TrANNGDLIHE., 7rANVNEEETEINET,

EVEk
HOEBAGEAEY 7 A V%, IROBFTIZ createdServer.crt EWVV) 7 7 A LA TIRIFL T
BLZErzB#DOLET,

Linux DH& :
< REST API D4 >R F—/L%> /oss/apache/conf/ssl.crt/createdServer.crt

DT 4 L7 bUIZIE, REST API & L7= server.crt 7 7 A VDB INTWVWET, s
erver.crt 77 A NVE EEX LW TLLEE N,

REST API D% — ¥ A& 421 L E 9,

user-httpsd-certificate.conf 7 7 A NV EMREL T, WER T 7 A LB LY —N
FEAETZ 7 AV (HEB4AERAEZ 7 A V) ZRELET,

user-httpsd-certificate.conf 7 7 A /L DAL HT

Linux DB E :

< REST API D4 > X F—/LFE> /oss/apache/conf/userextra/user-httpsd-ce

rtificate.conf

user-httpsd-certificate.conf 7 7 A /L (D SSLCertificateKeyFile 3 XN
SSLCertificateFile ICIRORNRKEZIBEL 7,

SSLCertificateKeyFile

FNE 1 TERR LT-REBHED 7 7 A VA EHRI A TRRELET, voRY v
VIR v arERELBRNTLIEE N,
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SSLCertificateFile

FhE 3 THERR L7V — NGEBE (H B 4REHE) O 7 7 A V4 &t/ S A T
ELET, VohU w2 ) o700y 7y arZRELRNTLIEEN,

user-httpsd-certificate.conf 7 7 A /L DOFEEH

Linux DiFE :

SSLCertificateKeyFile "/opt/NEC/ConfManager/oss/apache/conf/ssl.key
/createdServer.key"

SSLCertificateFile "/opt/NEC/ConfManager/oss/apache/conf/ssl.crt/cr
eatedServer.crt"

6. RESTAPI OV —bE 2 & E L £,

—EE) VY
REST API O —E ADfLH] (30 ~<—3)
REST API ®H—E ZDfE L (3] ~—3)

1.7.3 RESTAPI 254 7> k& REST API H—/\[E T SSL &1
TAHLIFET S RRAB/VFEITLE-Y—/\IRAZEZFEHY 5155)
REST API 7 7 A 7 & REST APl #— [T, FAERFEIT O — NGEAZE 2 LT
SSLiEfET 5 L HRkET HFIHEAHH L £,
AEE
P NGEAER L ORESIT, RESTAPI— NZr /A U LT R TO2—FNRT 7 EATEE

T, BEOHLA—FPRn /A TERVE) 2= 7y FOBBIZIZ FolcEE L TR
él/\O

o

Linux D354, OpenSSL D7 7 A W FNEF O /XA LIT BRI DGFTCEM SN TWD ZE083H 0 £
T, IRDOTFNETIL. openssl 7 7 A VI LW openssl.ctg 7 7 A V< OpenSSL D41 2 X F—/L3E
>/bin [ZH DEBEBEAE L TWET,

WDa~<y RediT79 5 L. openssl.cfg DML AR T 9,

< OpenSSL D4 > X F—/L3> /bin/openssl version -a | grep OPENSSLDIR

BREFIE

. WOa~<wy REFEITLT, WER 7 7> A VEERL £7,
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2.

Linux DIFE :
< OpenSSL D4 >R F—/L3E> /bin/openssl genrsa -out < HELZ71/L> 2
048

FFa v

out

TERLT D MR D H ) e S A ZIRE L £, HAE AR CAHRD T 7 A 1703

oG, T ANDBEEEINET,
ek

W7 7 A4 ViL., IROGPTIZ createdServer.key & WY
EBEIDLET,

Linux DHE :

< REST API D1 >R F—/L%> /oss/apache/conf/ssl

AT FANLTIREFLTEBLLZ L

.key/createdServer.key

DT 4 L7 FUIZiL, REST API 230 E L 7= server.key 7 7 A WDMEM I N TVNET, s

erver.key 7 7 A NVE EEX LW TLE I,

WD~y RaEFATLT, EAEICEDNN DG %)
K77 ANEVER LT,
Linux DHE -

< OpenSSL D4 > X F—/LFE> /bin/openss] req
F—/LFE> /bin/openssl.cfg -sha256 -new -ke
GFZRITERZ 714 /L>

F7a v

key
FIME 1 THERR Lo EmHR Y 7 A VA ZHRE L ET,

out

R TAN L, FENIERTE

-config < OpenSSL D1 X
y <HERZ 71> -out <

TERR T D REERATE SR DN e~ 2 2 daE L £, A RIZR CAHRO

Tr7ANNOLIEE, 774NN EEEXINET,
ANTDIERERIT T LET,

BH BTLL]

Country Name (W) 2 XFOEa— REEELET,

State or Province Name (WZH) HBERRA ZRELET,

Locality Name UEE) MRITA E-i3iks 2 fEE L ET,
Organization Name (WZH) w2 aE L £3,
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EH B7L)

Organization Unit Name (EE) MO ZEELET,

Common Name (WZH) RESTAPIL Y — "D IP 7 RUAEIIHRA MEATILE
‘j—o

Email Address EE) A—NAT FLRAERELET,

A challenge password (TE) FEEZET H & XK BEILRDNNAT— REEELE
‘j‘o

An optional company name (=R BloMfks 2HELET,

FME 2 TYERK U 7 RERA EH AT EOR 2 S8R RIS 6T L £ 97

BEER DOV — FEHEO R B, WHE . AT A4 T TxE3, /ERk L7 REST API
P NOFEHERITERZALEORERICEE L, EFEB34E=TET,

X.509 PEM XX OV — RGFEIAEZRITL TCHL L OMLERH Y £9, HIEHIEIZHONT
L, T 2F8RER D Web A4 Ra ETHER L T 723V, F7o, GEEDOEL T L
Y RN SIE L TWA Z & 2R L TLEE,

AE
s IR LOEFITRFLTEBWNTLLEE N,

o FRERFEATT LR FICITAEDHIRSH 0 £, BRSNS ANCHEFEITL TS
IMENDH Y FT,

AEEOA IR Z MR 5121F, ROa<w» FEFTLTIIZEW,

Linux OHA

< OpenSSL D4 >R F—/LZ> /bin/openssl x509 -in < H—/VGFBIZEZ 71 /L> -te

xt —-noout

Bk
AF L7V — NGEAEIL, IROBEFTIZ createdServer.crt & W) 7 7 A VA THRIZL THB
LZtaBEDLET,

Linux Di5& :
< REST API D4 > X f—/L3>/oss/apache/conf/ssl.crt/createdServer.crt

ZDF 4 L7 FUIZIL, REST API ELE L7- server.crt 7 7 A VMM ENTWET, s
erver.crt 77 A NVE EEXZ LW TLLEEN,

REST API D% — ¥V A& LET,

user-httpsd-certificate.conf 7 7 A /L& FRE L T, WEE T 7 A LB LY —
REAE T 7 AV ERELET,

user-httpsd-certificate.conf 7 7 A /L DAL HT
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6.

—BEEY Y

Linux D{BE :

< REST API D4 > X F—/LF> /oss/apache/conf/userextra/user-httpsd-ce

rtificate.conf

user-httpsd-certificate.conf 7 7 A /L®D SSLCertificateKeyFile 3 LN
SSLCertificateFile ICIROWEEHELET,

SSLCertificateKeyFile
FNE 1 TIERL L= D 7 7 A VA i SATIHRELE Y, v rARY v
IRV X I ayEEELRNTIZE N,

SSLCertificateFile

FhE 3 CTRRAERN O RITINT= Y — NGEAED 7 7 A VA4 Bkt XA THRE L £
T AR IRV I a v EIEELRNWTL TN,

user-httpsd-certificate.conf 7 7 A /L DFEEH]
Linux DIF#& :

SSILCertificateKeyFile "/opt/NEC/ConfManager/oss/apache/conf/ssl.key
/createdServer.key"

SSLCertificateFile "/opt/NEC/ConfManager/oss/apache/conf/ssl.crt/cr
eatedServer.crt"

REST API D% — ¥t R & iE#) LE7,

REST APl O —bE 2 Difd#) (30 ~—3)
REST APl ®H—bE ZDfE 1 (3] ~<—)

1.7.4 Configuration Manager REST API H-—/\ & Platform REST
APl —/ T SSLBIET DL IKET S
Configuration Manager REST API — /X & Platform REST API H—/S[i] T (2 SSL 13 5%
£,

Db 53

WROZ—HFCEHY—NZu s/ L TWNHIE

- root = —H (Linux ® root = —H TA A h—)L L7255
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R{EFIE

. ARNL—U VAT LEBEETDHAPI T, AL —U VAT AERELET,
A NL—=U VAT LERET H &, Configuration Manager REST API #—/3 & Platform
REST API #—/ \[H] D SSL #1523 H B A2 0 £7,

—EE) VY
ARNL—=V VAT LEBET D (58 —)

1.7.5 Configuration Manager REST APl H—/\E X FL—D T X

TLMEO SSLBIEICHERY HAEZEET 5 (BREEDEMNZ
259 25H5)

Conﬁguration Manager REST APl $—/ 33 2 h L — UV AT AORERRAE EO@HN =257 5
L X, RRERBEITOY— NGEAEZFIH L CSSLBfE T2 L IZRET S FIRZFHI L
EJEae

AN —V VAT ADOIERKBTE TIL. REST API — "DF — & R— 2 TR LTV D R b
L—U Y AT AOWEREIEREZBRELET, A L —U3 2T AOREEOMMZ R E L

T &, RESTAPL H— DT — X X— R ZRFF L TV DAERIG & e BT OdRRE IR S =
ENTEET,

HERRAER DBEFITIL, 77 4/ P TIIH CBEA O —FEAEMIA SN TVES, ¥ =
U7 4 2 LS D OICRAERNRIT LIe Y — NSEAFICAE R TE £,

AFEE
P RFERER L ORE#IE, RESTAPI Y — N2 /A v Lz _RTCO2—FRT /A TEE

T, BEOHL2A—FRu A o TERVE S 2= 7 v FOFBHIIT iR L TR
SV,

g

Linux O%5%5, OpenSSL D7 7 A WP FNAF D /SR LT R R DGFTITHEMNI N TNWDL Z &0 H D £
I, IROTFNETIL. openssl 7 7 A VI LW openssl.cfg 7 7 A V< OpenSSL D4 > X F—/L3E
>/bin [ZH LB AMEL TWET,

WDa<wy REFITTHE. openssl.cfg DL ER T £,

< OpenSSL D4 > X F—/L%> /bin/openssl version -a | grep OPENSSLDIR

Ib=S53

o RHIHRSM. BEFNETER E/ITEIS T2 7 7 A ik, —BRERAT o L7 MY BEKR
LIRfELTLIEEW, FIAES THEWET,

27



%5 12 REST APl DEREIHESE

P NEERE LT T ORGEROGEHELZAF L, 7 7 A V4 % cacert.pem [IZEH L
T, —~REBEERT 4 L7 BUICRFLTIZ SN,

*E

P— NFEIAE A BT LIZRRER NP RRRER OSA L, BHEOERELZ T I AT 4 X T
HAESHDHZET, 1 207 7 A WVICEEOGEAEZRESEE T, ZOFEHEZ 7 AV ¢
acert.pem & LC—RREHT 4 L7 FUVIZRFL T ESW,

BRIEFIR

1.

WDa~<wy REFITL T, WERT 7 A VEEKR L £7,

Linux DFE :
< OpenSSL D4 >R F—/L3E> /bin/openssl genrsa -out < HELZ71/L> 2
048

FFa v

out

ERLT D MBEEEDO M e AZRELE T, MEHED T 7 A4 VAT key.pem & L
TLESW, WO RRCR CAHO T 7 ANV EHL56. 77 ANAD EEEXS
ﬂ\iﬁ-o

WD a~< REFTLT, iEAEICEONLAEREXGEECTATI L, GERAEFRIT
K77 A NEAERR L ET,
Linux DBE :

< OpenSSL D4 > X f—/LE> /bin/openssl req -config < OpenSSL D4 X
~—/L%E> /bin/openssl.cfg -sha256 -new -key <#ELET 71 /> -out <
GFFZERITERZ 714 /L>

T a v

key
FNE 1 THERR L= g 7 A VA4 2 fRELET,

out

VERY 9 2 AEIAERITER O e 22 E L £, HHE XIZFE C4HO
T7ANNSDE. 77 ANVN EEZINET,

AT HERAERITR LET,

HE B7L)]
Country Name (WZH) 2 LFDOEa— RERELET,
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EH B7L)

State or Province Name (W) EFRAZEELET,

Locality Name (EE) MRITHA E -3 2 fHEE L E7,

Organization Name (WZR) M 2 FE L £,

Organization Unit Name (LE) kO 2R E L ET,

Common Name (W78) RESTAPL Y — "D IP 7 RLUAFEZIIRRA M B AN LE
\j’-‘o

Email Address UEE) A—NAT RLAEZRELET,

A challenge password (L) I EZWET D & XKL BEZ R DA T — REEELE
TO

An optional company name (EE) BloMfs zEELET,

FME 2 THERR U 7 RERTE AT 2R 2 RERE RIS 64 L E 9

AR ~OV— NFEHEO RS, @E. AT A4 T T FE9, /ERk L7 REST API
P — ROFEHERITEREAEEOFIRICEE L, BFELEZITET,

X.509 PEM B DYV — NFEHEEZEITLTH H HOMERH Y £9, HiFHIEIIONT
1. AT EER O Web A o ETHER LT Z3V, £, iEAEDOEL TV
Y ZALIEERRIS L TWA Z & 2R LT 7Z &0,

AR DB B 2 T T2 —NFEHE cert.pem &V 7 7 A L4 TR RE H
TALVZ FUICRAFL TS IEEN,

*E
® uunﬁﬁb)go)k i{%fb(%lf\/c< fpél/\

o RRERFATT DREAFEICITADWIRS H Y £, HRATNDSEICHEREITLTH S
IMENDHY £,

REAEDOADNMIRZ MBI 5121, ROa~» FE2FTL TSN,

Linux O34

< OpenSSL D4 X F—/LF> /bin/openssl x509 -in < H—/VGFBHZETZ 74 /L> -te

xt —-noout

REST API O — B A & 4% 1k L £,
—FREHT 4 L7 M VIRGFE SN TV AR OFEIE T 7 4 /b (cacert.pem)
WEHT 7 AV (key.pem), BLOHP— NGEHET 7 A /1 (cert.pem) ZIRDT 4 L
7 FNUICERELET,
Linux DIFE :

< REST API DA > X F—/LIE>/oss/gpid-broker/etc/ssl/extra
config.json 77 A NVONEFEEZHZ FT,

config.json 77 A MFKRDT 4 L7 FUICERESNLTWET, LEIZSTU Ty
IT Tl o TLIEEN,
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Linux DIFE :
< REST API DA >R F—/LF> /oss/gpid-broker/var

config.json 7 7 A /LD certificateUrl, intermediateCertificateUrl BINN
privateKeyUrl DITA EXH X F 7,

o P EEAET 7 A VORESL/NAX, T 74 P TIEHERO LI ICERINLTW
\ij‘o

"certificateUrl" : "< REST API D4 > X F—JL5>/oss/gpid-broker/etc
/ssl/default/cert.pem",

BRE G/ N A D default % extra (CEEHZ FJ, default AMIEFE L2 T

<TEE,

© RAEROFEAET 7 A VORES NI, T 74V B TIERO LI ITERENT
WET,
"intermediateCertificateUrl" : "< REST API D4 X F—/L#>/oss/qpi

d-broker/etc/ssl/default/cacert.pem",

B/ S A D default & extra ICEEHZ F9, default UISMIEZE LR2WT
<TEEW,

o BT 7 A NVOERENL AL, T 74NV P TIEHROLIIZERINTOET,

"privateKeyUrl" : "< REST API D4 X F—/L3>/oss/gpid-broker/etc/
ssl/default/key.pem",

B/ S A D default & extra ICEEHZ F9, default ISMIEZE LR T
TZEWY,

7. RESTAPI OV —bE 2 & fE L £,

— BE) VD
REST API ®H%—E 2 DiEHE) (30 ~=2—3)
REST API O —E ADfE I (3] ~=—3)

1.8 REST APl DY —EXDEFH L EF=LE
REST API O —E ZDiEH), {ZIEIZ OV CHBL £,

REST API ®#— 1t A|Zi%, ConfManagerWebServer, ConfManagerAPIServer, XN
ConfManagerMessageQueueServer N> R)) i"lﬂo

1.8.1 REST APl DY —E XD E)
REST API OH—E A DEEN HIEIZ DWW T L £,
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AR &
WKDa2—YP CEHY—Nza /L LTNnHIE

* root =— (Linux ® root = —W TA A h—/L L7=85E

REFIE
1. ROBIEZFATLET,
Linux DA :
KDa~ REFITLET,

< REST API D4 >R F—/L%>/start.sh

1.8.2 REST APl DY —E XDE1E
REST API O —t A DI JFiEIC O W TR L £97,

BIiRS
WDOa2—Y TCEHEHYy—NZa /4 LTNHZE

* root =— (Linux ® root =—W TA A h—/L L7=5E

EREFIE

. ROBEEXFETLET,
Linux DA -
KA~y REFETLET,

< REST API D4 >R F—/L3E> /stop.sh

1.8.3 REST API Y —EXDiFENIREEDIEER
REST API O — B X OBHERE DM T IEIZ DWW T L £77,

AIiRS
WRDO2—P TCTEHEHY—NZa /4 LTNWHIE

* root =— (Linux ® root = —HW TA A h—/L L7=HHE

BREFIR

1. ROBMEEZFATLET,
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Linux DHE :
WDa< REFEITLET,

< REST API D4 >R F—/L%> /status.sh

1.9 RESTAPIDO7 A4 VX =)L

REST APl DiEH 20 5854 RESTAPI H— %27 A A M—)LLET,
RESTAPI DT > A v A h—F %{#i~ T, RESTAPI ZHIfEL T F&Eu,
*E

WDH4E . RESTAPI 27 A A h—/L L% RAID Manager [ZHIFR &R0 THEY £4, A%
724854 1%, RAID Manager 27 > A Y A h—/L L TL &V,

o EBLY— NITHEFTIC RAID Manager 281 A F—/L STV GG

o BHEH—/30 OS 25 Linux T, REST API %A > A h—/)L L7z& &2 RAID Manager % A > A
=L LT2HA

Z DO%E . RAID Manager (3 /HORCM 7 4 L7 R UIZA A b—/L EATRREIZZR D £7,

1.9.1 root L—H4TRESTAPI %74 VA —)LF S (Linux D
mE)

uninstall.sh #FfTL T, RESTAPIZ 7 A VA h—L L ET,

I E

RESTAPI D7 > A A h—VEEIL, /tmp BE W /var/tmp T 4 V27 MU FOT s T LADOFETH
HIFRT 5 noexec A7 > a VERTEITLE LW TL 7ZE0,

noexec A 7Y g VERTEIRIUIX, mount 2~ R CHER CT&E £,

RESTAPL DT > A Y A h—AD5ET LIzh, REIIELTT 4 L7 MY TFOT 0T A0 %
IR 2 BE 2 Fehi L TS 72& 0,

B SHE
* COLUMNS BREEZEHMNHRTE SN TN &

COLUMNS BRI E SN TWDAIRETT VA VA M= NVEETTHE T oAV
A P IV IEFICHE T LARWATREM R H D £,

* REST API (Z[Al{l 71TV % RAID Manager 2 L T\ 57 1 7 F ADEIE

REST API |Z[A#fl & 41TV % RAID Manager 731 > A h—/L X L7225 Tk, RAID
Manager O 7 7 A VBMEH I TWSH &, RESTAPLZ7 A VA F— /L TEEHA,
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BREFIE

1.
2.

root T— W CEHY—Niza /A4 LET,

VBEZ U CRESTAPI OF — A R—ZAB L OBRERE T 7 A NVE v 7T v 7 LE
R
AR —=V VAT DI SNWIAEREREOBMEND, T oA VA M—ILXRD
REST API — _DIEFREZHIRT D720, A L=V AT ADOEREHIREL T,
N—hrT 4 L7 FVIZBEILET,
WDa~r REEITLET,
< REST API D4 >R F—/L%>/inst/uninstall.sh
FRENT-A v EB—II20t> THRIELE,
TUAVARN=NADRETTLHE, ROAvE—VURERRINET,
Configuration Manager REST API removal completed successfully.

— BE) VD

AN L—=U VAT AOEREHIERT S (64 ~X—)
REST APl DT — X RXR—AB I REERE T 7 AN E NN I T v 7 T5 (89 X—)
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F2F

2.1

REST API O @ik

ZOETIX, RESTAPI CD VU Y —RADIRENE, VIZ/ T A FE VAR ZADOEREL LU0
F T MTOWTIBH L X,

(=
EENRD) Y —RADIETE
REST API Tli. FHX%IGD ) YV — 2% URL DR THEELE7.
REST API Cif, #EQOFEME T LIZ KA A V&5 1T CWWET, URLDOIERIT R AL T LI
Hp0E9, RESTAPI CEHTA RAAL & HBET S URL O A RITTLET,
objects FA A >
REST API D#AES RO 2 DA TV =7 M DEEEZEFHT D KA AL T, &
W RTIER T URL 28 E L £,

LZaranr>://<iHIXFE>:<HK—FEE>/ConfigurationManager/</V\—2 32>/
objects/storages/< X A L—ZF/VA X ID >

views FA A >
REST APl — N ITEEF L TWA R R L—U 3 27 AORERIGERIC T A HEE £ 5%
HRAALTT, WIRTEATURL ZHELET,

<ZOoranL>://<iFEXFE>:<FH— FEFE>/ConfigurationManager/</V— 32>/

views

services KA A >

REST APl ' — T TH V- RAEZERT D KA AL TT, — R &L, #HED
F7 = 7 MK D —1EEESC. REST API ¥ — /X0 Y oM 5 ZE B 12 D\ T OFE{E
ZRELET, WIRTHATURLZBEELET,

LZaranr>://<HEXFE>:<HK—FEE>/ConfigurationManager/</V\—Z 32>/
<X FL—ZF/V1 X ID>/services

configuration KX A >
REST API ' —NZPHT 2R ELXERKT D FAA T, WITRTIEAT URL 25 7E
LET,

LZaranr>://<iHkX F,E>:<HK—FEE>/ConfigurationManager/configuratio
n
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ZO~=aT VT, IKFarar>:/ /<K FE>: <K—FEE>/
ConfigurationManager] Z“X\—A URL &FKitL £,

o 7'a ha il nttps Fldnttp EIRELET, BX =2 U T 4 DD, https ZfF
HAIsZta2BEIOLET,

o RA ML, BHY— DOIP T FLAEFIZLBIRIRO TXHRA N EZEEELE
7,

* KR— FFEEIZIZ, RESTAPI Y — L DOBEIHFHT IR — NEEFEHELET, T
T F I hDOR— FEEIL, SSLIEBE DA T 23451, FE SSLEBIE DA 1E 23450 T,

© N—U3 VZIZRESTAPI ONN—T 3 U & EELE T, BUERECTE 5fHIE vi TY,

* APML—UT AL AIDICIE, TBEFROA ML=V AT A0 Z & OFEEE+ 6
F7eDv ) TNVEFOEFF 121072 Z2FHELET,

ARL—=U VAT AOMEZ L OBEEMBAERICRLUET,

AML—VVRTL & &
iStorage V100, iStorage V300 934000

22 #2794 FIDDEEAE

FT7V 2l NIDIE, VY —RE—EIZ#T D720 ID T3, URL CHRFEDY V—R%
BETAHEAICHERLET,

F7 V=7 hID OREFIEIEZ, RO 2ODHERH Y £,
* GET#/FZ2EITL T, ETRENSAT V=2 D ZHET 5 (HELD),
© BHROBEMEZ 2~ TORWEXFINTAE T V=7 D 24T 5,

BEOBMEZ 2~ THORNWTAH TV =7 MID 24T 584, RFC3986 1IZHE-> T
RESTAPI 7 74 7> N ClRMEEZ = a2 — T2 ERH Y £, KEEoEr=r a—
KL7=bET, BEEEZay~TORWEXTFHEA 727 FID ELTHRELET, =
va— RRMERREN R L FERISRLET,

I>a— Faf I>a—F#
o (ERIER) 521
# (GBERLe) $23
s (FAEEH) 524
s (=t h) 525
& (T8 R) %26
(TAHRA BT 1) 427
( (R AFEIL) %28
) (#& v AL %29
* (TREYRY) $2A
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I>a— K@l

+ (Ef5)

(zr=)

(mm)

(EIzmy)

%3B

- (5%

%$3D

?  (BERIFT)

%3F

e (HAfiF )

%40

[ GO AR

%5B

1 (Kb A0

%5D

EE

o GETHEMETA T V=2 HID 2HET B4

REST APL #— NI a— RFLOEZIR L

F9, GET BECTHAE LizA 7Y =2 M ID ZB0O#EEDY 7 = A MHEHT 25581, 47
CxZ FIDETFTaA—RNLAWTHFOEFEHERA LTI E I,

s AT V= FEFBUTER LTZV BHEEEE L2V 3554,

INHRETHZ LaBOLET,

EFROTFRLFEEERVE

—BEEY VY
UIZTZARBIOLARLYADT 4 —<v k (45 ~2—3)

23 Y R—Fr3FTBHBHTTP AYY K

HTTP Tix, U YV —RICK L THEITTEDEEEZAY v FELTERLTWVET,
REST API TlX. WRIC/RT HTTP X Y v K& HR—FLTWET,

HTTP E L NEH
AYy R
GET ATV NOERERSGT D, i34 | FH
T FOY R NERST A,

POST F 77 b EHRIZERT 5, FEFRIH
7272 L. D APLIZRIEAEL CHEITE N E
‘a‘o
¢ AR L—U VAT ADOBEE
s ByTa DR

PUT F 7Tl POBHERIREEEET T D, FEIRH
7272 L. RO APLIZRIFALELCHEIT I N E
j—o
¢« ANL—TU T RT AEROLE

DELETE 7y NEHIERT D, FETRIY
7272 L. RO APLIZREILELCHEITEI N E
‘j—‘O
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HTTP SR JnEE A 5K
AYy R

o A KL —U VAT AEROYI
R AL

EVbk

HTTP * Y » F725 PUT @ APLIE, IRDAY v RTHIITTE LT,
* PATCH : A7 Y =7 hORMECIRRER EH 9 5 HfE
* POST: A7 V=2 MIHLTHRIEDT 7 ¥ a v aFT4 HHdE

REST API OALEE 520 ([RIHALER & FERIMIMER) (ZOW TR L 97,
o [FIHE OGS, WEOFEITHERN LV AR A E LTERY £77,
o FERMLEL DS, VY —RICHTHEEITZY a 78 LTS, MF A Z AT 72
ZLHEFRTHTIP AT —HX Aa—FK (202) L Hlcya TOERNPL AR AL LT
WY FET, BRIy a 7, 20k, FERBICFEITENE T, ¥ a 7T OBEIZKIK
L7-8BASIXHTTP A5 —& 22— K (500) 2K Y £9°,
EVEk
- FERBANEORIEDLEETH, U 7 =X h~v X T Response-Job-Status T

Completed ZIEETH L, Va7 OEITRETTDHIETHO TMNOL VAR ARIKD F
R

— BEEY Y
VI EA R~y (41 3—=2)

2 4 1— -ljsl:m..\ I:IIE

N Lr— AT AT T?‘é%&f@%%ﬁﬁ“é%ﬁ —L— ﬂ_mu n£E75>M gf‘g— ‘é—’\wco) REST
APl ZFEITT HRITIE, 22—V RBEED 7= DT Authorization ~ > X ZFRE L E 7,

REST API Cif, Ev v a v RXR—AD2—VHIEEITWET, RESTAPI 7 741 7 kiR
REST APl H—/ 327 7 B A L CEAEZBRIGT DRI, BT3By a v 2ARLE
“ﬁ‘ty757$W®J7IXFTi ARL— VAT AT 7 BATAEEDD—W

ID & RAT— RIZXBFREHAITOVETE, By g VAERKIZ, By arDiEHRAy
Authorization/\‘y& ICHEEL, Ty a v OFRICESWCEREEEZIT W E T,
*E

* RESTAPI O —H3REFIZIT, A L —U 3 AT ACBREE SN2 —FFEHRITA L —U R
DT ST AERRRGE Y — N E AR A — R TE B I N TV D 22—V EEH LT 7
éb\o
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HA Command Suite $5572 &, 10 DELFL D —H 0, (IO B T8 S LT AN ERGE Y —

Ak%$aﬁﬁwﬂfﬁﬁén1wénw%iIEMAH®J~#ME:m@mféiﬁ
/L/o

e A ML —TT AT AL HA Command Suite B 72 & 1EO R M3 [E] UANEELEEY— /N & AR
SRA[H— N ZHEGE L TV B35S, REST APL O 2 —HEREEIZIT. 1 E0 0 S THHAT 52—
IO —YEZFHIHER L T &, TOEE., ROFMZE -T2 —F L LT
él/\o

- AERERGE— Y BT 2 AL, T D —3 % HA Command Suite B 54 (2 8% L 720
TLTEEWY,

- AR A =Y R ERT 2551, Z OANTER R 7V — 7% HA Command Suite H 512
B LIRWTL T &,

A—HREEDENDIFIZDONT

REST API Zfi 4% & &1, TRLD LBV FIEHEZHENS T TIZI 0,
* AN UV AT AOES 2= ID LAY — RIZL DR
c By valrOERK  2—FID £ XRAU— RIZ X HFEGE
© LRLSOBME £y s I X DRE

REST API DiEHIZE OETBFEDOFALZ RIS R LE T,

Ak L= 25 L D §d

A L—25 A7 LS OE R
Fuia AR
AR o O B TIRAL AN - 2R AL TAREETLE
T, B QAT AR — 2 U EH A TR T,
EwalkE — @M ENIE Do T T ERELE T,

CFLED
tA—-tFIDEA 2D - FICE ZEBEE

BRETRE a2

A—HID E/NRT—FRIZ&K BEREE
Authorization ™~ Z(Z, RO CRFEEHREZFHELET,

Authorization: Basic <ZZFEIEEF>
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A
2—HFID ERXAT—KEany (i) TORWEXFS|% Base6d T a— R L7 X
FHNERELET, A=V RTLADY) YV —REEECE 52— T H T bOD
22— ID ERRAT—REFEH LTS ZE W,

REST API TlZ. =—HID & XAV — NIZIRD L FEHFHTXF S,

®HE XFH FERATELSXF
2 —4# 1D 1~63 XF WOXLFNMEHATEET,
R e

s KO¥AFTE
THESSe T - /=2 " { ]}~
SRAY— R 6 ~63 LT WROLFNERTEET,
o A REUT
¢ A= %R ¥ — AJIA[HEZ ASCI fE &
PMESSE T ()R, -/ <=>2@[\]1" " { ]}~

*E

INRAT—RKRY L —DRRETEDA RN L=V AT LAORE FHTE 2 XFHE XL OSCFATER
EENTWARY —IZHWET, ML T AT AEME A R FHI3TFHHOZ FL—T
AT EDA—F T A RO/NRAT— RRY o — T HHAEZSE L T ZE0,

22— ID 7® sample-user, /NA U — R sample-password DA D Authorization ~ v &
OB ZERIRLET,

Authorization: Basic c2FtcGx1LXVzZXI6c2FtcGx1LXBhcec3N3b3Jk

vy a Iz kBB
Authorization ~v Z1Z, RO Ty >a O h—7 U ZEELET,

Authorization: Session < ;Af—Z>>
kK=o v

=273 By v a U ERAERT D LIRS DEFEE#R T, ZoFREkis, V7
T FPRRAEE AL — YIS RITS NN E D D HELET,

Authorization ~~ > ¥ OFgEH :

Authorization : Session 550e8400-e29b-41d4-a716-446655440000
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25 vy a L EHE

RESTAPI CiX, By aryZALT, OV 72X NE2R—2 T4 7 ML b —#
OEELE L GRINLE 9, HlziE, 22—V RRECT I bR L THTIZ2 207
FAT NI LEFATLIEWGSIE, ZNENBOey v a U EARTOMLERH Y
F9, TNENOT 27T AT RESTAPL H— 1 ETE v ¥ a U ORBFHRITHE SO TR S
nET,

RESTAPI 7 74 7 > IS RESTAPL Yy — N7 VAL TA M b—Y VAT AOEEE
B A8, BPRICEy v a v EARLET, By a v BERTDHE 2 TA4T
M2ty arID & h—7 URRAMENET, UBOBRETII, £V 72 0
Authorization ™~ ¥ 2, ifEE#HRE LT h—27 U 2fRELET, RESTAPI 7 747 ko
DOBMEZR T T EEIE, By a VERHIBRL T, = ERICAERE Y Vg VLR
Wiz LT EEN,

Ty a NER

RESTAPI Dt v g if . o2—WFnt v a U AERD API #7452 L THEKREISNET,

| 2 —YREROEy v a v ERERTEET, HTE2EYy a0 BREIL 1 A B

L—U VAT YD 64y a v TY,

vy arEERTAL, VAT MIAIRDERPD L AR AL LTIRY £9°,

s vy arID
REST APl #— LT v a rZilBlT57200ID T, By a BNanEH
MR LIZY . £y v a U EBELEV T 2O LEY, Eyvar D, &y
varEAR L —Y DT, Administrator = —Y 7 )L—7 ()L A T —T)
BT —R"BRTE £,

- b=y
V7T A NORITIEPEED—Y THDHZ L AT A27-DDEHRTT, F—F v
arDYITZARNTHLINE Y DEHETDHOIHEHLET, F—27 . By =
VEER L= NRSRTE £,

tyarEFERALE APIDET
v aaMEHLTAPI #3179 5121, U 7 = A h® Authorization ~ v # |ZFRGEEH &

LCh—20%2HELET, L2 EBELZY 72X MNIFR—ktvy v aizksd
BEL L CHbivET, h—7 % +EE L7- Authorization ~ > Z OFFEB ZRIZR L £,

Authorization : Session 550e8400-e29b-41d4-a716-446655440000

vy varMERHEINTICERBARETH &, By v a VITHBIICHEEE SN ET
(ByyarvZALT TR, ByvarZALT 7 M TORBEREIZ. Ty a RN
ERENTHo, F20, By v a v Z2HELEY 72X POFEITHRHEENIEAIN T HR
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2.6

W U72 RT3, [FIEALBE O FRF B RS0, FERILEE D API D L AR AF LR IE, #&
WEFREIC T v FEnFER A, FRREETICFOEy v a v EFEHLZY 7 2 X RSEAT
INHE By varFA LT U PETORBREEIZYV Yy FanET, ByvarZAa
7D NETORRIET 74/ R T3008 (543) TTN, &y a AANKRICRM A EET
HZEHLTEET,

W OEOE Yy v a RNty a XA LT 7 ML THEINRNWEHIZTHIZ
I, By a ALY 722 FEEMICRIT LT E &0,

EVE

o aroffftic, vy varEERLEa—ToRBR (m—1Re) V=R T —T ) R
BEINEZEAT. By a AP TCHORECMENET, By a v a24ERLEzz—F DR
AT — RNEFENZBE, By a rMRESNDGZENHY £7,

vy a U DEE

—HOBMENK T LTy v a VEBRNPAEIZ R T2G51E, By v a VEBELET,
vy a it Ak L7 —% & Administrator = —% 7 L—7" (L b A 70— IZ)@
TH—YIEITRECTE £7,

—REY Y
tyvaro—EERET5 (66 ~—)
FEDEy v a v OEREIRGT S (68 X—)
tyvaraEmT s (69 ~—)

bty varEMETS (71 5—)

JOITRRAYS

RESTAPI THAR—=FT BV T T A RNy ZIZOWTHBHLET,

Ay S HERS BTLL] BETZSIE
Accept ey VARV ADAT 4 7 %A T x| */* (json)
ET D~y X4 TY, T 7 A ME : */* (3son)
Content-Type LB VI TZTANKRT 4 DAT 47 #A |application/json
TERBETDH~Nv X TT, 57 4/ MH : application/

VI ANKRT 4 #HET DA | json
|Z Content-Type ~ v ¥ Z i/ E TX
¥4, VT2 NRT 4 NN
B ELTCHLERINET,
778 ]{n‘i‘?% DY A REFRE | NEMNTHEELET,
T H~NY X TY, F 74 M e L
VI xR NKRT 4 #RET 256
{Z Content-Length ~ » % %} T
¥4, VIAT U N T bU

aig

Content-Length | 1%
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Status

Ay & BERS E5BA BETE5IE
T DRI Lo T, BEIRICAT
HanEd,
Authorization WA PGEEREEET D2 ~Nv X TT, |[KROELLNOATHEELE
N— g UNEROEUED APL B T, PRAEAFIEIE, APLIC Lo Tff
FOR PL—U v RF A0—FR | VAT TIIZS N,
BD API OEEIT, FEETLHHE| » =2—HID &R T—FIZLD
TbH FHEA, ot
REST APl i 9% & &%, Tl | Basic <ZHFEH>
D EBYBATFAEEMLN DT T | b= —+# D & 32
ZE, U— K% Base64 T a— K
e AR —U AT LD L7 FHNEREL TS
a—% D ENRXRT—RIZk B Wy ARL—U3ZFADY
S V—AEPMETE B2 —YT
sty ar o a—FID | FVYPOZ=HID L8R
LR T — RIC L B33 U—REFEHLTLEZEZN,
© RRLSAOEE Ly vavic| t EY YA VISR LR
K B Session < ,f—2 2>
Yy va VARERCEE L
f—2 U BBFELTLZE N,
TV ME 2L
Response-Max- | {L& FEFRHNERD API ZFAT9 54 | 0~1800 DIELL
Wait BIC, VAR AZRSTETOR | wipr - fb
KREG B ZEET 5~y 4T oV M 7L
4. REST API #r— 378 API &% |7 7 A/V ME 78
AT 2R S 5, F57E L7 Ref
BRRET D E L AR ANERY F
j—o
e KA B R 2Nl 9~ 5 BTl Lt
NET LIEEAE., TORETL
AR ADPED £9,
VAR R E5ZITELD £ TOREH
X, Ry hU—27 OIS REST
APl — DA E DB L%
F57-0, FBE LIc ik KD EFH
EBZLIENDY T, KR
LML, b0 EEE L
THEEL T ZE,
Response-Job- 5 R D API #1775 |ROELLMOBEXTHREL

Bl VARVAZIRLTIZLW
Ta T DOREEEET DB~y X T
9, HELIREICY 3 7 0ER
LIS £ T —#& T LIHF
T ARVADIKRY £9°,

j—o

<Tg TDRT—H >,

E el

< X3 DX T —KX>; Job-
State=< >’ ZDILHE>

F T F ME L

ERRUSN DO~y ZEESNIZGE, TO~y FITER SN ET,

Response-Max-Wait & Response-Job-Status [F/lA GO THETE£7, M2 HEE LY
B EHLODOFRMENHT SNTERR TUVAR L ARIERY £7°,

Response-Max-Wait & Response-Job-Status D &6 5 HFE L72WEGEIE, BTV AR

AR F9,
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—BEEY Y

VaTAT V= b @8 —)

27 LARIAAYH

REST API — 308K 4 L AR 2~y ZITOWTHBH L E T,

Ny S

BA T4

ﬁ!l‘:

Content-Type

VARV AT —HDAT 4T XA 7 %75 | application/json;charset=UTF-8
[./ \i ‘@—‘O

Content-Length

VARG AT —=Z DY A X%RmLES, |72l
VARV AT —Z DV A AR KE N
By IO~y FIFEAShTIZ, T4
EREILCEHET D 2 L aRT

[Trans fer-Encoding: chunked] RS UEAl

SNET,

Transfer-Encoding VAR AT —Z OEEERO a— R |72 L

A2 RLET,

P ZARRKRENL AR AT — 2 & yE|
L THEET 25812, Ichunked] 23IREA]
ShET,

WWW-Authenticate |HTTP AT —# X2 — R 401 BiREND | by a AR

Balc, AEAMETHDH L ERLE
j—o

Basic realm="Block storage"
s &g VAR

Session realm="Block storage"

28 HTTPRA57—&2Xa—F

REST API i, ALBERE R ZRT 72 DICIRICRTAEMER) 72 HTTP D A7 — X A a— K&z L

£

AT—H2R |BHA

a—F

200 Success
U7 2 A BHEENCAEINEZ 2R LET, HFRIMGEOY 7 =X N CORSRE RN
0HEDOHFAEL, TOART—H2a— KRR 7,

202 Accepted
FEFRMLEED Y 7 =X NOZ I NET LIl &2 R LET,

400 Bad request
VITZA RNy H JTEYNRGRA—F FRFIVIZRANRT ANRIETHD Z &R
L%,

401 Unauthorized
U7 = A fo~w |2 Authorization -~ > Z BMHEE S L TWRW, F 7213 Authorization ~
HIHRE SN ER CORFRC IR L Z L 2R LET,

403 Forbidden
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RART—RR
a—FK

BifA

BEZ FATT DI DI BERMERP 2N & 2R LET,

404

Not found
URL THELZY VY —ARB OB W, £72013 Y V— RIT%T 5 Read #ERR 202 &
R LET,

405

Method not allowed
URL THE LY Y —RAZ LT, FAENTWeWnWA Yy RERELZZ 2R LE
é—O

406

Not acceptable
Accept ~ FIZ, BAHR—FLTWRWAT 4 THA TR EINTZZ L 2R LET,

409

Conflict

URL THRE LY VY —RIZx LT, FJE LTRESCARRERIRE~OET A TR L= 2
LERLET,

Bl AERRE DY) V=R LFEIUCID DY Y —AZ{ERLL D & Lz,

411

Length Required
Content-Length ™~ ¥ A 45 ET DM E N HDH Z &L 2R LET,

412

Precondition failed

APl #EATT B0 DRMEE - L Wiz L a2 RLET,

415

Unsupported media type
Content-Type ~> Z 12, ¥ R—=F L TCWRWAT 4 TH A TEHETELIZZ EE2RLET,

417

Expectation Failed

Expect ™~ Z DR EIZFED 238 50>, Web ¥—/323 Bxpect ~» #IZHRHEGE L Tz &
ERLET,

500

Server error
REST APl — RN F 7 IFEMEF R DA R L —V V2T ATHE =S —A e L2 b %
~LET,

502

Proxy Error

REST API — 30 E DISENIRND, FTRIEARAER VAR A EZIE L2 L &R LE
—gﬁo

503

Service unavailable

REST API — NF 77 3 ERBED A N L — PV R F AR ED—REETY V=X &5
T NN EERLUET,

ZDAT—HAa— KPERIGHEIL, BEY 72X FEFETLTLEIN,

504

Gateway Timeout
REST API — s BIFRINICIGE N N L 2R LET,

AT —HAa—RKDH>H, APLEAOHARH 5 HDIZHONWTIE, £ APLO® Y v 3 Tl

HLET,

—BEE) VY

U R T A O IR AL (105 ~=X—)
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2.9

JOIRMBEUVLARCADITA—< v k
U Y — 2D, ZEBEORBMEOIRE. £7213Y YV — 2 DOFHREUSHE FI21X. JSON O
T —~v bfFEHLET,

POST AV v RTYU V—RZAERK, BIMLZY , PUT AY vy RTU V—REEH, wWELE
DT 258545, ISONEATY YV —2A0BEHEZIEE LET, GET A Y v RTU Y —ADEFHR%E
AT A5458. VAR AT ISON FERTIEY 9,

YA — h 5L Fa— FiL UTF-8 T,

O TR FDOBHK
* string MO BMEICZELFEIEE LTEGA L. ZOBMEOEITZEZR ) £7,
* string MPSD BRI F R EE L2 EE, TORBRMIFEEL TWnb o L i
INET,
© BEOMEIZIE, ROXTFRHEHATEET,
A-Za-z0-9, -.:@

% APl OFHICHHEH TE A XFENTEH I N TWAEGENRDH Y £3, FOHAIX, &
API DIRANZHE - TL 72 &0y,
FE
- avw, any, BB e Ete XTI ERE LA, A7 V27 FID 2AERT D &
W INGDREET L a— RTALENRHD T, ZNHLOREITFEDLRWE HEH
THZEEZBED LET, 2L EEZZ L a—RLARWEEA T V=7 MID 24
LT3 A . APLZFRITTABDO URL W ARIEE D =5 — L R AERH Y £,

- EONIHIINA T U ERET DA LI TEEEA,

e URLIINNY I AT aFldAT vy 2 lIBELRWVWTL EEN,
s IPT7T RLAZIRETHHEE, IPVAHET RLRAIIFHTE EH A,

LARADER

o API ODMIENFRIN L7834, VAR AL ISON ERTIEY 9,

o WMFRNELI LTSS, =T —DORNFIZL > TIFISON ER TIE/A < HTML JERX TL %
RABRELGENRH Y 7,
T 7T AP THTTP AT —H Aa— R&E I T —0H 21T 9 BEI1TIE, VAR A
~» & D Content-Type DL T = v 7 LTIV,
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210 J T YINFTA—4

GET AV v RTATZ V=2 FaBUST OB 7 2 RT A—=F ZfRET D T & TRIEDSR
M CEITRRE T AN Z ) VT TEET,

7 RT A= %, URL DRRBICKROEXTHEEL T,

P INSA—Z>S=L >
DTG A —FERETHEEIL. &G BETHORETFET, HEONTA—2EiEET 5
AW ERIZRLET,

PLINWNSGA—ZS=L > < /INSA—Z>=L{E> . ..

JZVIHRETE LRI A—=HIZONTIE, & APIOFBHZSRL T &V,

INT RA—=BIIRLFE/NLTFREBNENET, % API THRETE 537 A—X A HRE
L7mE . N R T A —=H IR EINL o2 D B L, AR /NT A—2721FTE
ITHRERN 7 4B ) T ENnET,

INT A=K DOFE N RFC3986 IZED L= TFRLTEEGLLAIL, =y a— KL= X%
FEE L TL 72 &V, RFC3986 IZES LIV TRILTAZIOWTIE, A7 Y =7 b ID OFFEH
EEZB LTSN,

INTA—=HDEIZIP T RUVAZRET %6, IPVASET FLAFMBHTE A,

—BEEY VY
F 77 b ID OFRENE (352—)

211 T—4H

REST API CIHRETE 5T — X ORI DWW T L £,
REST APl ¥ AR — 3257 —#B L %HET 5 ISON OF —Z a2 RIR L ET,

T—2E JSON O 7—4% | EitBA
it
boolean boolean true 721X false R T,
WJ . true
int number 32 By hOFF S E B AR TR,
B : 100
long number 64 £ N OFF BT EHE A KT,
B : 1048576
string string BB O TFH 2 HT 7,
Bl - "host group 1"
ISO8601strin |string ISO 8601 EHEE (YYYY-MM-DDThh:mm:ssZ) CH%% 23 4,
& BETE XA LY —IFUTC i T,
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At Kil JSON OF—4% |5
il
5] : "2015-03-20T09:27:352"
link string URL D/NA % R34,

link B}, U Y —A®D URL Z/r LE T, Bl iX, FERGLEDY 7 ==
FERITHEIC Y a 747 V=7 F~®D URL % link BRI CiR L9,

link BiZ, URL 671 haj, RA M, R— FESEZBERO T CFEY
12720 £9, link B & JEIZ URL 284 285813, 72 b2k, RA b
&, R— "EFEM->THEHALTLIEE N,

EitoT—2RLIAMZ, ISON TEXDKR DT —# B2 L £ 9,

*  object !

BHELEZam (o) TORWEFYZ { } CHEEATY, BIELEO~T 1
BoHo561%, a0~ TREY £,

* array &

BB Z o~ TR » =375 2 [T BT,

212 HA

iz =X

API #3171 5 & . API DAL 7, APl OALFEFER], EITHRERIS L TL AR AN D

£75
U7 = A FOBEREI) LTEHEDO L AR ZADOHIFERIZ DN TIRITR LE T,
APl DiLEF API DJLEEFE R RTERD st
= AT—H R
a—F
[ AL E GET (H—0OA7 V=7 hOEME) |200 A APLOL AEL AR v b— DO,
HEsm
GET (#0472 =7 FoOHELE) [200 PR F T s R
GET (Action 7> 7L — ) 200 Action 7 > 7L — hAT V=7 b
RELIS 200 % APLD L AAE L A X v b—P O
HEsh
RFAMILER |5~ 202 Va T AT b

V7T A NOABENREIELTZHmEIE, VARV A LTI —F 727 b Y £77,

—

213 T—

RATOTY bk

T=R2F TV NI, ATV FOV A NIRRT TODOF TV =7 M TT,

objects AL 2D GET TV R FZHIRT 5&:E
Fe B AT V=) hDAF—v R RICT LET,
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L F—5 8

data array FT 2 hDOY A B

views FAAL VD GETIRIETY R BRI 5586
P B AT a s DR BRI LE T

=43 T—5E BT

data array Uy —=2EHRDY A b
offset int T — & DG BR AL
count int IS LT — & O
totalCount int T — X DRk

B 100 DT —Z 125N T, SRS 101E0F — & 255 L2358 O f 2 IRIZR L
S

"data": [
{

b
1,
"offset": 50,

"count": 10,
"totalCount": 100

214 3 TxTox Vb

TaT AT V= NI RGO API ZRIT LT L S ICIRD Y a THEROA TV =7 b
‘(‘\-3—0

CalF TVl NORF—E I LET,

j=4x3 T—5E ieA
jobld long CarvoA 7Y es NID
self link Va7 OEWICT 7 AT 572D URL
userld string Va7 EREkT DL 70D APL 21T LT —H ID
status string VaTDAT—H A
ROMERY FF,

®* Initializing: U3 7\\Z)§%ﬂ/ﬂ§ﬁﬂﬁqu“ﬁ)5 ZEERT
* Running : CaTNEITHTHDL I L ERT

* Completed : Y a 7 NEITET LIZZ L &ART

state string ¥ a 7 DIRKE

ROMERY FF,

* Queued : VI T WBFa—A T INTIREETRT
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=43 T—5E HTL

* Started : ¥ a 7 MBI NTIREEERT

* Succeeded : ¥ 3 AR LI RAEE IR T

* Failed : ¥ a 7 NRE(L7-RREZ R

* Unknown : ¥ 3 7 OMREN AR Z & &R T

createdTime ISO8601string ¥ a TMERL S LT REZ

updatedTime ISO8601string | ¥ = 7 ODIRKEDS B S L7 g

completedTime ISO8601string ¥ a T BKET LI

request Request Object | U 7 =X hDFHERFFT 547 =7 b
affectedResources | link[] BER GO Y V—RZT 78 AT 572D URL

1 20 API TEE OV Y — A BET H581E. T X TOBERENS
DY Y —ZAOURL MR Y £9, Va 7R @EP TR LSBT,

MR T L2 2R TE7=) Y —AD URL 2Nk F

j—o

U Y —ZADHIREIEDR KD L7eHE ., BibRx4io UV — 2@ URL
WY FET, ZOURLICT Z7EAT AL 4045 —L720 . B
WCHIBR SN2 LR TX 9,

Va7 OEFEREFEET D API D L AR AT 4 affectedResources

NEENFET, ZOBRE. Va7 EBET DL 72~ 7- API O
VEXBDY V) —RZT7 7B RFTA7-H® URL HAED £,

error Error Object T —=DNRERFET 47V =2 b

EE

Va TOEROBKRERFEEERIOOR LET, KRR E B A7V a 7 OEHRIL, createdTime
OEWIBEIZHIBRSNET,

* iStorage V. /U — X : 3,000 4

215 T5—ATTx U bk
T —F TVl MI VTR NOMBIZRIA LT L XICIRT =T —FHROA TV =7 b
<7,
APl DIBERN RN T 5 &, VARV AT =X L LTI —F T V=7 MR FT, =T7—
F T2 FOAF—<ERITTLET,

R T—42E B
errorSource link =7 —NFA L72 URL
messageld* string AvE—T 1D
message string TT—A v E—VOAK
cause string =7 —DH[K
solution string T T — DXL
solutionType string T T — DXL D A
* RETRY : U T A TxAA[RER T T —
* SEE_ERROR DETAIL : =7 — X v —IDWNEITE DTzl
PR T —
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B T—2E EL
ZDRMEIZ RETRY DIRD S, RRLTZ) 72X &2 T4 L
TLIEEW,
VI T AMOHNRFIE, Va7l 47Vl O request DI THERR
TEET,

errorCode object APNL—=V VAT AOTT—a— K
A=V VAT ATE T =NRAELT, RKIRT T —a—F
BHDHLGENTETENEY £,
* RAID Manager @ SSB1 =— REB LU SSB2 22— |
* RAID Manager D5 —2— K
*RMIO=T7—a— N1 BIXUOZT7—a—F2
ARL—=VY AT LADTT —a—RE A=V T AT LD
SICERIZ R £,

detailCode string T T — DM E R

ROEATERINET,
<nnnnnZ>-<TYPE><TYPE =& D/ 7 7E >
* <nnnnnZ>
RESTAPI DA vE—Y ID #FH R LET,
- nnnnn
Ave—TOELES
-Z
A v — U OREE
I : Information
W : Warning
E : Error
* <TYPE>
T —DfER AR R LUET,
- 0: REST API y— Mo T —
- BRI ARV R T Al T —
* <TYPE ="t DM 1)/E>
TYPE DfEIZ L - T, WHBARRO L HIZR e £7,
- 0 DA
HAESNEE A,
- 2 DEE
RAID Manager D=7 —|Z 2\ T, IROFATH I S ET,
-<S8SBl =— F>-<SSB2 =x— |>
FERNZ DUV T, RAID Manager D~ == 7 /L& B L TL
7EEW,
- 3D5H
RAID Manager D=7 — 22— KRR ENET,
FEABIZ DWW TIL, RAID Manager D~ == 7 /L& ZH 1L T<
72E0,
- 4 DA
GUM TRAELLEZ T —IZoOW T ROBTH S NET,
< Fffa— pP>< T F—a— F>
FEHIZDOWTIX, ¥ == 7V [Storage Navigator X vt —3
A R] ZZRLTIIZEN,
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HEX B4 T messageID TRDZ ENRH D 97,

detailCode EMDH 162 RIZ/R L ET,

REST APl 4 —/_XTZ T —MNRE LSS (X vE— 1D : KART40231-E)
"detailCode": "40231E-0"

A P L=V VAT MUTE T =038 LT E (A v —2 ID : KART30000-E, SSB1 =1 —
R : 2EDA, SSB2 =— K : 00EE)

"detailCode": "30000E-2-2EDA-OQEE"

AR =V VAT AMUTZ T =R A LTSS (X v&—2 1D : KART30000-E. RAID
Manager O~ 7 —=— | : EX INVARG)

"detailCode": "30000E-3-EX INVARG"

A NL—V VAT AMITTE T —P3AE LA (A vE'— 1D : KART30007-E, & =2—
R : 30762, =5 —=— K :204092)

"detailCode": "30007E-4-30762-204092"

—EE) VY
U kT A FEOMIP AL (105 2X—)

216 VYO IR+AFT2xH b

VI T A RET V27 ME, VI A NDOERBREFTLH-D04 TV =7 b TT,
VI ZARNF TV 2l FOAF—<HRIZTTLET,

=43 T—2E Bl

requestUrl link FEFBILIRD API T 7 = A k L7 URL
URL D SLFFI78 2048 /31 M &2 2558, SUFHNTRT THME
SNFET,

requestMethod string FERILEED APIL TY 7 =X R L7 HTTP XV v N

requestBody string FERMILEED API T 72 A ML) 7= A MRT o
U7 T A NRT 4 OILFHIN 1024 51 D &R D856 LT
WP THASINET,

217 ActonF>JL—rAToxH b+

Action 7> 7 L— b A7 V= 7 M, Action & FATT BT 0ICUER Y 7 = A RRT 4 DO
72RICY, GET A Y » RTAction7 > 7L — A7 V=7 FERGLT, ETLEZW
Action IZAbETTF o7 L— MIEEREL, U7 T2 MRF 4 ITHEE L CEITLET,
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Action 7> L — AT V2V FOAF—<ZRIRLET,

R T—45E EREA
parameters object BEFITIRFIC NI I NT A — X

Action 7 > 7 L — MZIL, Action DFEITRHCFRENVLBERBENH LU OiEH N TV E
T, fEIZIE, ETCTHAZ LA R T null FRIEFODRRESNNTWET, 26 DEMEICELY
FBEL TSN,

WVEREMEDIT AR LT, BMEMEARELIZb DAY 7 =X FART 4 IZHEE L T Action &
FAITLET,
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E3E

3.1

REST APl THEDEE

ZOETIE, By va ryOARSLY a 7O RIS/ £, REST API TH@EOEAEIZ SV T
FAL £,

N S == VA=
N—T 3 VIEHREREFT S

REST APl D X— g U EHRAZTSE L £7°,

EITIER

Z D APl OFEITICHMEE o —UiTh ) £H A,

JOIRRAYS
Z O APLITERREI N7\ =8, Authorization ~ v Z DR EITRE T,

JOIRAESA Y

GET <AN—X URL >/configuration/version

JOIRMAYE—D

FICHFID
2L,

HITYINS A=A
2L,

R_RT 4

2L,
LARVAAyE—
RTa

{
"productName": "Configuration Manager REST API",
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3.2

"apiVersion": "1.59.0"
}
= i) B
productName string REST API D4 Fr
apiVersion string REST API D/X— 5

AT—RXO—K

ZOMEDY 7 A NMIKT D AT —H A3 — RIZHOWNWTIL, HTTP A7 —4% XA 32— RO

HEZRL T 7EE 0,

O— K41

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -X
GET https://192.0.2.100:23451/ConfigurationManager/configuration/version

—BEEY Y

HTITP A7 —H# A2 — K (43 X—)

A=Y RTLO—EEZMET S

REST API L E{ECEAA ML=V AT ADO—EZEBELET, AL —U3 AT LD

ARL—UF AR RAIDRVY TAESREOEREHERTXET,

RITIER

Z D APl ODFEITICHE o — UIdh b 1A,

JOITRRAYS

Z D APLITERREI N7\ =8, Authorization ~ > Z DR EITRE T,

JOITRAESAY

GET < AN—X URL >/vl/objects/storages

JOITRMAYtE—

FICHRID
2L,

o~

v
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HIT YIRS A—4
7L,

RT 4
A

LARUVARAyE—

RT«1
{
"data": [
{
"storageDeviceId" "934000123458",
"model" : "iStorage V100",
"serialNumber" : 123458,
"ctllIp" : "192.0.2.104",
"ctl2Ip" : "192.0.2.105",
"targetCtl" : "CTL1"
}
]
}
B i) B
storageDeviceld string AR VL—=VTF A AID
model string AN —=TU VAT AOET IV
serialNumber int APNL—=U VAT LDV TNVES
ctlllp string ARNL—U VAT LAOa PR—F 1 OIPT FLA
ARL—=U VAT AAITIP 7 KL AIZIPv4 BLO
IPv6 D TR E SN TV DAL, IPvd 7 KL AR
HAOShET,
ctl2Ip string ARNV—U VAT AOa bR—F2DIP 7 FLA
A ML=V AT AUITIP 7 RLARIZIPVE BED
IPv6 DIl T3 E SN TV DAL, IPvd 7 KL A
HAhxhET,
targetCtl string REST API 2MfExt G40y br—7
*CTLl: TV hE—F 1
*CTL2 : AV hE—T 2

AT—RRO—F

ZOEEDY 7 A MIKkT H AT —H A a— RiZ2W\WTlE, HTTP A7 —% A a— ROl

HEZHRL T 7EE 0,
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3.3

O— K45

curl -v -H "Accept:application/json" -X GET https://192.0.2.100:23451/Confi
gurationManager/vl/objects/storages

—PBEEY VY
HTTP A5 — X A 22— R (43 ~=—)

HEDA FL—U VXA TLDRHZRMFT S

ARNL—UFNRARAID THELEA L —U3 2T AZHOWT ., BB WA TE LT,

RITHERR

A b L=VEEE (ZHR)

JOIRMZAY

GET < AN—X URL >/vl/objects/storages/< X FL—FT/V1 X ID >

JOITRMAYE—D

AT KID

AN L=V VAT AOTEHRIUGTIUS L72 storagebeviceld DIEEEE L £,

-4 it BL

storageDeviceld string (MB) A FL—YF 814 21D
DTYNRSA—=4

RS A—4 i) T4 IR EH

detaillnfoType string (R WS T DG RO Z A 7

®* version
ARVL—=UVRATA arie—F 1, aryta—720vA7
ma— ROFEMRERZ BN L ET,

RT 4
2L,
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LARUVRAyE—

RTa

"storageDeviceId":
"model":
"serialNumber": 123456,
"ctllIp": "192.0.10.10",
"ctl2Ip": "192.0.10.11",
"dkcMicroVersion":
"communicationModes": [
{
"communicationMode":
}
]I

"934000123456",
"iStorage V100",

"93-05-21/01",

"lanConnectionMode"

"isSecure": true,
"targetCtl": "CTL1",
"usesSvp": false
}
R i) B BA
storageDeviceld string A N L—U T34 A ID
model string AR VL—=V VAT ADETIVE
serialNumber int ARNL—=U T RT LDV T NLVE S
usesSvp boolean WIZ false WERINET,
ctllIp string ARL—=UTV AT LD IR —F1DIPT KL A
ARL—=U T AT AMATIP 7 R L AIZ P4 38 XV PV6 Dl
FMREESNTWDEEIE, IPvd 7 RLABH D ENET,
ctl2Ip string ARL—=UVARATLADALY FR—F2DIPT KL A
ARL—=U VAT AMUTIP 7 KL AIZIPv4 38 L NP6 D
FIWRE SN TWDYEEIE, IPvd 7 RLABRH SN ET,
targetCtl string REST API 2MfExI G452 br—7
*CTLl: A hr—7 1
*CTL2: 2 fr—T 2
dkcMicroVersion string ARV—=U VAT LEADYA IR a— RON—V g
communicationModes object[] HEE— ROBLS
REST APl h—/3 b A h L — U AT AOBFEE— FIZOWNT
WOBHENPRRFINET,
* communicationMode (string)
WEE—F
- fcConnectionMode
- lanConnectionMode
isSecure boolean REST APl %h—/N& XA L —U T A7 A D SSL E{E DR E
* true : SSLB{EN AL

7 ) /NT A—X T detaillnfoType IZ version ZFRE L CHEITTHE A ML —T v
AT DDA 7 8 =~ FORAMEH LR SET,
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"storageDeviceId": "934000123456",
"model": "iStorage V100",

"serialNumber": 123456,

"ctllIp" : "192.0.10.10",

"ctl2Ip" : "192.0.10.11",
"dkcMicroVersion": "88-01-01/82",
"detailDkcMicroVersion": "88-01-01-60/82",
"ctllMicroVersion" : "88-01-01/81",
"ctl2MicroVersion"™ : "88-01-01/81",

"communicationModes": [

{

"communicationMode": "lanConnectionMode"
}
1,
"isSecure": true
}
=453 i) B
detailDkcMicro Version string AR =V AT AL 7B — RON—V g
ETVHAIERE G HET,
ctl1MicroVersion string arher—710GUM DO/NN—T 3
Ay hu—7 10 GUM ICIHEENHA L TW D5 ITIEG S
nNEHEA,
ctl2MicroVersion string I hE—720GUM DNR—T 3
Ay hr—7 20 GUM ICEENFEA L THLGEITIE S
nNEEA,

ART—RRXa—F

ZOERMEDY A M H AT —F A3 — FIZOWTIE, HTTP 27— % X3 — RO#H
HZZR L T<7EE0,

O — R4

curl -v -H "Accept:application/json" -H "Authorization:Session b74777a3-f9f
0-4ea8-bd8f-09847fac48d3" -X GET https://192.0.2.100:23451/ConfigurationMan
ager/vl/objects/storages/834000123456

—EE) VY
HTTP A5 —X& ZAa— K (43 ~2—3)

AMNL—OVRTLEEFET S
RESTAPI 26D A b L—EH Z BT 57212, REST API — N A ML —U AT A
DIEREBGELET, JBERDARL—UT AT ADIP 7 RLARR— FEE R EDE
WNEREINTZGE, AR L=V VAT AOEREHIBRL THOHEREKLET, 2D API
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TlE. Authorization ~y Z|\ZA ML —V VAT AT 7V BATHZDO2—HID & /3R
J—REBRELTLEEN, HBELE2—PERIZIA L —Y AT A0 #H E LTREST
API — 2SN ET,

EE

* RESTAPI F—NZHEE SN2 —FIERIT. A S L —T T 2T LAORERIE RO THS°, REST
APl — S NOEHRZ EHT 5 72O OIEHRIIFRFIZ, REST API — N2 Lo THRIH S E
7T

* RESTAPIH#— N[ZA ML=V VAT AZHGFE LIEb LI, B LI —F D/ 2T — %
REST API <° Storage Navigator 72 & CAH L7854, REST APL — NZHER I TV D A K
L—U VAT AOERICIIEFNEN KM INEFA, A ML —U VAT ADIEREELT
% AP1 T, BHEHZD/RATU— K% REST API r— NI H B & L T 72 &0,

RITHERR

RV T EHE SR idtra )T o BEHE SR RS

JOIR LAY

POST < AN—X URL > /vl/objects/storages

JOITRMAYE—D

IV LD

72 L,
JINVINTA—4
7L,
RT41
i
"ctllIp": "192.0.10.10",
"ctl2Ip": "192.0.10.11",
"serialNumber": 123456,
"model": "iStorage V100",
"changeNotificationSetting": {
"isNotifiable": true
}
}
RiE i) B EA
serialNumber int (WH) BT DAL=V AT AOYV Y TLES
model string (W) S H2A V=V VAT AOET N
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R

B2L]

ROEEIRELET,
* iStorage V100
* iStorage V300

targetCtl

string

(f£&) REST API 3% LT 2ar trn—7
ROMEEEELET,

s CTLl: 2> hr—F 1

*CTL2 : A hE—F 2

B LA, cTLl BxE SN ET,

ctlIp

string

A

IPvd E7-1XIPV6 DIP 7 RL A% ETxEd, A FL—
VAT AT b= 1 DOIP T RLA|ZIPv4 B X
VIPV6 DIl T RRE SN TV DAL IPvE 7 R L X %48
FELTLIEEN,

B LA, EAHBITRESNET,

targetctl JBYEIZ cTLl 248 L7284, 34K Lz
LA, ZoBMEYLTREL TIEEN,

ctl2Ip

string

FE) A ML=V 2T L50ay ha—J720IPT7 KL
A

IPv4 F721ZIPv6 DIP 7 RL AR EETXET, AL —
VAT AAITar br—F2DIP T FLARIZIPVE B &
VIPV6 D T RRE SN TWVAEAIL. IPvE 7 RL 2 %248
ELTLESN,

AW LT-5E, ENABBCRESINET,

targetCctl JBMEIZ cTL2 ZRE LB E X, ZOEMEE S
THETL T ZEW,

isSecure

boolean

({EE) REST APl H—/ L X h L— v AT AR SSL il
fEORE

* true : SSLBEZ AT D

B L7546, true NREINET,
WEDREEMRET D720, SSLIBEZACTIRER
IRFEITTEET,

changeNotificationSettin
g

object

UEE) A RV —U VAT A D ORERAE T OBM%E 253
DI HDBRE
changeNotificationSetting SR 2 I Lf’_%é\li\ isN
otifiable BMEEEME L7z & EDEMEL R LTI,
* (f£&) isNotifiable (boolean)
A ML =T VAT AND OREREEO@MEZET 5
ME DD
ZORBMIE, true ZIEETH I L EAEIHLELE T,
- true : XfET5
- false : ZIE LW
isNotifiable BMIZ true WIRE S NT-HE . NE O
FRAEFE DM T A MRS 5L =T =220 £7,
B S NT2E . isNotifiable BMEIC true DMEE I 1L
7o & 72 U TN DA S E A 9728 MRS TE @ A
T A MK LT- L & 1T isNotifiable B4 false
AT LTCTAPHIZEEK T LET,
BREEOBNEZETHROORENER LR
DIZRESNTWVDENEINIFE, ARL—V VAT AD
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R

i B2L]

HERRAE E oA O — B A2 AT 5 API & RAT L CHE
ALET, MREE D@L LT Configuration
Manager REST API — S8k STV, true &
BE LGB ORENZET LTINS LMW cE £,

LARUVARAYyHE—

RT 1
{
"storageDeviceId": "934000123456",
"model": "iStorage V100",
"serialNumber": 123456
}
= B X EA
storageDeviceld string BIELIZA R L=V VAT ADARL—UT N R
1D
model string Bk LIZA ML —V VAT ADTT LA
serialNumber int BELIZA RN L=V AT LDV Y T AES

AT—RRXa—Fk
COBEDY) VA NIKTTHAT—HX A a— ROEREZRIRLET, TOMD AT —
HAa— RIZOWTIX, HTTP A7 —X ZAa— ROFBHAZSR L T Z &0,

RART—H2 R ryt—o H:

a—FK

409 Conflict BELEZABML—UF AN ZID T, A b=V AT L BB
AVC“TO

412 Precondition Failed |BEkTE2A ML —U VAT ADRKEEBA D20, faESNT-

T varEFETTEERA,

O — R4

curl -v -H "Accept:application/json"™ -H "Content-Type:application/json" -u
rest-test:rest-api -X POST --data-binary @./InputParameters.json https://19
2.0.2.100:23451/ConfigurationManager/vl1/objects/storages

—BEEY Y

2R (37 )

HTTP A7 — & A a— K (43 ~<—73)

ARNL—=U VAT AO—EETET D (54 X—)
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35 APL—VLRATLOBEHREEET S

REST API H— NZEEEENTWA A N L—U 3 27 A2 —WEROFENLAN O FE# AL
HLET,

ZDAPLIE., MEOHBNZE L TIRO L HIZETLTL X,

A—HRBEEET 550

Authorization ™~ FIZEFH D2 —Y D EXAU—RZREL VI A FRT 472 L
T API 54T L TL 72 &\, Authorization ~» X (Zf5E LIz 2 —HEHN, AL —V
VAT LD —WERICKRSES, VIR MRT B ERREST DS Y 7 =R
MEFRIDOY 72 A R LTEITLTLSIEIN,

A—VEBRLUSN DOIEREEET H56

VI TANRT 4B ERELTCEITLET, HELEEREZINPEE I N, A b
L=V VAT LD —PRERITER S EE A,
U2 A NRT 41T targetctl BHEEZIRET 55 A (REST API BEMERSR ETH a0

ha—Z 2B ET 5554) . Authorization ~» Z (22 —H D L N2 — RAHEEL T
APl Z#FATT HMENH D £,

ER

© RIRT A LT 256 RESTAPL Y — %5 2 h L— Vv 27 AOM#EHIER LT
B RHREMDA N L—VVRAT AOREALE Lih & T, BER b L—Y V2T A0
WAL ET,

- APL—=UVRARTADIPT FLARKR— MESREEZLETHHE

* RESTAPI #—NIZA ML —V VAT AZHGK LT LI, B LIca—F DAY — %
REST API X° Storage Navigator 72 £ CA ¥ L7234, REST API — NICHEEKI TN D A K
L=V VAT ADERITITEREANRIDKMENEFA, O API T, BREZEO/NNAT— K%
REST API #— M2 H 8GR L TS IZE WY,

RITHER
ka7 EEE (B Ehdtra T BEE (B - RE)

JOIRLZA4Y

PUT < AN—X URL >/vl/objects/storages/< X ;FL—ZF/V1/ R ID >

ZDAPLIZPATCH AV v RTHEITTX £,
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JOIRMAYE—D

A7z H FID

A KL=V VAT LADOERIIEG CTHUS L7z storageDeviceld DIEZFEEL £7,

= i B
storageDeviceld string (WZH) A ML —IF 314 21D
DITVINFGA—5
72 Lo
RT«4
{
"targetCtl" : "CTL2"
}
B it BL)]
targetCtl string (&) REST API BffExt& 352 ba—7
WROMEEIEELET,
sCcrLl: 2 bhur—71
*CTL2: 2> fr—T 2
[e] N
LARVAAE—D
KT«
{
"storageDeviceId" : "934000123456",
"model" : "iStorage V100",
"serialNumber" : 123456
}
=4 i #REA
storageDeviceld string BRELEF LA RN L—UY AT ADA L —UF 34 2D
model string BFMELELIEA N L=V AT ADET VAL
serialNumber int ERELEFE LA N L= AT 5DV U T VES

Action 7> 7L — k
2L,
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3.6

AT—BRA—F
ZOBMEDY 7 TR NIKT B AT —HF Z3— NIZOWTIE, HTTP A7 — 4 A 21— ROt
HEZHR LTI EEN,

O — R4

curl -v -H "Accept:application/json"™ -H "Content-Type:application/json" -u
rest-test:rest-api -X PUT https://192.0.2.100:23451/ConfigurationManager/vl
/objects/storages/834000123456

—BEEY Y
HTTP A5 —# Za— R (43 ~<—73)
A ML=V V AT LO—EBERGT D (54 X—)
A N =TV RAT AORERRELOBME L BT 5 (100 ~—)

2 RL—S Y RTFLOERELIRT S
AR L=V VAT LDOEH % REST API -— 3/ S HIER L C. REST API O#REXT G20 5 B
HALET, ARL—U3ZFADIPT RLARR— MNEEREORENLEEINTDY, &
FL—=UY AT ARMESNIZVTIEHE, 2O API TA b L—U 3 2T ADOE#H% REST
API 4 — Bl L72H E T, AR L=V AT AMUOREZERH L TLEEN, A b
L— UV AT LD #H%Z REST APL H— ") B HIFRT D RIICA R L—Y v AT AMUOFKTE
EEHELTCLED &, force BIEZIEE L CHHEIMICHIFRT 2XLENRH Y £9°, 2D API
DOEIE N D Z R £97,

RITIER

X2 )T BHE R 3t xa ) T BEHE SR - WE)

JOITRRSA 2

DELETE < AN—X URL >/vl/objects/storages/<X FL—77V1 X ID>

JOIRMAYE—D

A7z KID
A ML=V AT ADOIERIG CTHUS L7 storagebeviceld DfEZFEE L 7,

B i B
storageDeviceld string (WZE) A PL—IF 314 21D
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HIT YIRS A—4
7L,

RT 4
A

LARUVARAyE—

KT«
{
"storageDeviceId" : "934000123456",
"model" : "iStorage V100",
"serialNumber" : 123456
}
B i) EL:
storageDeviceld string HIBRL7EA PL—U VAT ADA R L —UT /8 R
1D
model string BIRL7ZA P L—U Y AT ADET VA
serialNumber int HIBRLIZA ML=V AT 0DV TILEE

AT—RRXa—FK

ZOBED ) 7 A MIHTFT D AT —F A3 — RIZOWTIE, HTTP 27— 22— FO#
a2 LT Zan,

O — K45l

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session b74777a3-£f9f0-4ea8-bd8f-09847fac48d3" -X DELETE http
s://192.0.2.100:23451/ConfigurationManager/vl/objects/storages/834000123456

A ML= YR TLOEREEFNICAIRT 255

ZD APl #FEITT DRI GR LR DA N L=V VAT AORENEL SN A M L—Y
VAT ANESINTZY LIEGEA . force BHAIRETH I E TA ML —U U AT ADEH
ZRHACHIBR CE £ ¥, force BMEZIEET H2HE. BHY — 0O AR MAIZr—Tv
ARA R (localhost, 127.0.0.1 £721F::1) ZFHELTID API Z#FEITL T EIV, fo
rce BIEEZRET D25H D 23— Rl ZRITRLET,

{

"force": true

}
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R

i

B2L]

force

boolean

({FE) RESTAPI TR L TWA R KL — 3 XF LD
TEHZRmHEICHIRT 50 E 2 hafEE L £7,
* true : A ML —U U AT AOTEHR A REIFICEIRT S

s false: R ML —U U RF AOMEREBREIICHIRE L7
I/\

B LT%a . false PREINIZERAREINET,

*E

AN —T VAT AOIERERFBITHIBEL T, BREFE ORI L LTRSS 117z REST API
P —ROBFEWITA R L=V 2T AN BHIBRESNEE A, BHEOEREZHIRT 2120, BEAX
L—U VAT ARG LTHD, W@ EZEIERT D APl #FIT L TL 72 &0,

—EEY VY

HTTP A7 —& A2 — K (43 ~<—73)
ARNL—=U VAT AO—EETET D (54 X—)
AR L=V AT MO EE OB A HIRT S (102 2—)

\vgos —__EBEE A=

37 Ly a D—ELZEREBT S
REST API — N EOFER Rty v ar0o— &2 &5 L £, ZO#HIEIX. Administrator
a2—HPTN—7 (BN AT N—T) BT D= NEITTEET,

RITIER

Administrator == —% 7 )L —7

JOITRMSA Y

(EXVRA T N—T)

GET < AN—X URL >/vl/objects/storages/< X FL—F7V1 X ID > /sessions

JOIRMAYE—D

A7z H KID

7L,

HJITYIRT A=A
72 L,
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RT 4
2L,

LARUVARA Yy E—

RTa

"data": [
{
"sessionId": 8,
"userId":
"ipAddress":
"createdTime":

"sessionId": 6,
"userId":
"ipAddress":
"createdTime":

"sessionId": 5,
"userId":
"ipAddress":
"createdTime":

"lastAccessedTime":

"rest-user",

"192.0.2.100",
"2015-09-14T01:02:24z",
"lastAccessedTime":

"2015-09-14T01:02:24272"

"api-user",

"192.0.2.100",
"2015-09-14T00:59:58z2",
"lastAccessedTime":

"2015-09-14T00:59:582"

"admin-user",
"192.0.2.100",
"2015-09-14T00:59:537Z",

"2015-09-14T00:59:532"

R i

B8

sessionld int

vl aID

userld string

tyvarEARLza2—FID

ipAddress string

Yol g BERLIZRESTAPIZ 947 FDOIPT KL A

RESTAPI 7 A 7 "B RIOY— 3% #H LT REST API H—
NIZT7HEALTWDEEIF. 2747 MOIP T FL R ERRH
L7z — "D IP 7 KL A % L7- CF4 (REST API Y-— 3235%
{§ L7z X-Forwarded-For ~> Z OINE) B INFET,

createdTime ISO8601string

v g VR S LR

lastAccessedTime | ISO8601string

Yy va U RBICHE A Sz EEL

AT—RRXa—Fk

ZOBMED Y 7 A MIHT DHAT—H Aa— RIZOWTIE, HTTP A7 —& X a— RO

HEZHRL T EE N,
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3.8

O— K45

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session b74777a3-f9f0-4ea8-bd8f-09847fac48d3" -X GET https:/
/192.0.2.100:23451/ConfigurationManager/vl/objects/storages/836000123456/se
ssions/

—PBEEY VY
HTTP A5 — X A 2a— R (43 ~=—)

= N = yi=|
BTEDEY I VDBEREIEGT S
v aIDEZFEELT.RESTAPI V— R ETHR Ry v a v OIFREBSLET, U
7 = A K@ Authorization ~> Z|ZiE, BTy arD =7 U EHFELTIEIN,

RITHER
AR L—UERE (B

JOIRMZA4Y

GET < AN—X URL > /vl/objects/storages/< X ;L —F/V1 X ID > /sessions/<F 7
S ~ID>

JOIRRMAYE—D

IS RID
Yo va VAERMRFIZEUS LT: sessionid DfEEZFRE L 9,
B i) EL

sessionld int (wE) By 31D

HIT YIRS A—4H
72 L,

RT 4
2L,
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LARVAAYyE—D
RT 41

{
"token": "97cl3b80-8244-4b36-bc21-03026205fa64",

"sessionId": 9

=} i B

sessionld int vy arID

token string h—2

AT—BRI—FK
ZOBMEDY 7 A MIRT D AT —F A a— RIZOWTiE, HITP A7 —# 22— RO
HESRL T30,

O — K45l

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session b74777a3-f9f0-4ea8-bd8f-09847fac48d3" -X GET https:/
/192.0.2.100:23451/ConfigurationManager/vl/objects/storages/836000123456/se
ssions/9

—EE) VY
HTTP A5 — X A a2— R (43 ~=—7)
tyraro—EEIMETS (66 X—)

39 Ty a EERMTS
v ar AR LT, RESTAPI — _"Ttv g VEHA2ITOVET, 1 AL —I TR
TN K64y va L EERTEET, KBy a B EBZSE HTTP X
T—HAa— K (503) NV FET, ZOHEIF. LIZo LT EY 7o X FEELT
LTL7E&ENY,

RITIER

A N L—UEHE (ZR)

JOITRRSA Y

POST < N—X URL > /vl/objects/storages/< X ;L —ZF/V4 R ID>/sessions
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JOIRMAYE—D

75 FID
2L,

DITYINTGA—43
2L,

RT 4
tyvalHALT T NETORMERETIHAEDa— RHlZRIZRLET,

{
"aliveTime": 5

}

B i) EL:

aliveTime long UEE) Byvar A L7 NETORME ()

1~300 DIEZFEE L £4, *

B LT256. 300 NMEESNTZ L RARSNET,
authenticationTimeou | long EE) G TOZ A L7 7 NETORRE (7))

t SFFRFEY — N T2 —VRFEL TV AF AR ELET,

AP L—=U VAT AOHERIEDOHRTEICADOETCET L TS
AN

1~900 DIEAFRE L £7

B LA, 120 BEEESNE RSN ET,

X

s ERICEY T a L H A LT U NTHETORMIL, 20 00 6+5OBRENRH Y £,
v var O ERT KART40047-E C AP OFEITICRR LG E. By v a v &
AR L TAPIZFEATLTLLIEEN,

* TRLOSRMICHEL T D546, aliveTime BIEIZ 20 PR ZFEEL Ty v a VEARL
T2 LI APL #4735 & EEOAMRIIC L > T API OFEITIZRKT 5 Z &7
Y FJ, aliveTime BIEIZIZ 20 UL EZFEE L T Z &V,

- iStorage V 3/ U — X7)>2 REST APl % — /D5 E — R’ fcConnectionMode D455

LARVAAYyHE—
RT 4

{
"token": "b74777a3-f9f0-4ea8-bd8f-09847fac48d3",
"sessionId": 3
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Bt i BiEA
sessionld int Ty aID
by varEEHT 57200 ID T,
token string h—2o
%7;2Fﬁ%ﬁﬁﬁﬁiﬁn~ﬁfkélk%%%#étb@%
e,

AT—/RA—F
ZOBRMEDY 7 TR NIKT B AT —HF Z3— NIZOWTIE, HTTP A7 — 4 A 21— ROt
HEZHRL T EEN,

O — R4

curl -v -H "Accept:application/json"™ -H "Content-Type:application/json" -u
rest-test:rest-api -X POST https://192.0.2.100:23451/ConfigurationManager/v
1/objects/storages/836000123456/sessions/ —-d ""

—BEEY Y
2—PRREE (37 ~—2)
vy ra VEH (40 X—)
HTTP AT —4 Za— R (43 ~—)
tyvaro—EERGTS (66 X—)
U b7 A WBEOMAIAS (105 ~=X—)

310 By a ZHWET S

AR lpol-y v aBHEELET, U7 A F® Authorization ~ v Z(21%, k3 5
tyrardO =7 ERELTLIEEN,

EITIER

A N L—UVEBE (M)

JOTRMSA 2

DELETE < ~N—X URL >/vl/objects/storages/< X FL—F7/V4/ X ID > /sessions/<7F
FZx o F1D>
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JOIRMAYE—D

o 27 )
Yy va CERIFICES L2 sessionld OfEZFRE L ¥, Administrator = — 4
W=7 (BN I 7 N=T) RS D= FE, £y ¥ a RIS CRAE LT sess
ionId DEAFRETE £,

Rt # EL

sessionld int WE) vy a v ID
DITYING A—4

L,
KT«

{

"force": true

}

B | B B

force |boolean |IEFD2—V RN AR LIZ® YT g U HBAIRICIIET 20 E ) EHEEL £,
Z oJEMIE, Administrator —W 7 )L—7" (E)V bAoA VT N—T) IZBTDH2—
P NEETE £,

* true : EDO—F D& v a HHEEINICHKEIET S

* false: OB LIy v a U FEIT2ET 5

BWLT-5E. false WHRESNTZE AR ENE T,

LARUVARAyHE—

R_RT 4
L,

AT—HRXO—F
ZOBED Y 7 LA NMIRT H AT —H X a— RIZOWTIL, HITP A7 — 4 22— RO
HEBILTL S0,

O— K45

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session b74777a3-£9f0-4ea8-bd8f-09847fac48d3" -X DELETE --da
ta-binary @./InputParameters.json https://192.0.2.100:23451/ConfigurationMa
nager/vl/objects/storages/836000123456/sessions/1
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—BEEY Y
HTTP A5 —# Za— | (43 ~<—73)
Yo va VER (40 X—)
tyvaro—EEESETS (66 %—)

N ) =E= — BEE yi=|

311 PaTDNEHO—EZNHFIT S
Z—HFMNRESTAPI O EA LY a 7OEHRO—E2RELET, A ML —VFHE (v
AT LY ) —=2EH) ou— L ExfFoa—F NN —TIC BT A5 —TOEE, BEIh T
HTRTOY a TIZOWTEREZEIGETEE 7, ¥ a 7OERIIFIT L2 AP ONE % 1
ALV AML—=V VAT ATRALZMEORNZHEET AERE LCRHALZY LE
‘g—ﬁo

EITHER
ZD AP DEITICHNE R —Eh ) A, MBLERDA ML=V AT AZFEIENHE
Ha—YPTRITLET,

JOIR+ZAY

GET < AN—X URL >/vl/objects/storages/< X ;FL—F/V1 X ID>/jobs

JOITRMAYE—D

I HFID
2L,

DI JINS A—4
IV NRITA=HERELBRWEGES, 2—PRBR TV a 7THEROD I BV a 70
ANBEZRNF LD D25 100 E2EE L £97,

INTA—4 B pRYIZE i

startCreatedTime |1SO8601string | ((T:&) BUFT 2 ¥ a 7R AREL DGR % YYYY-MM-
DDThh:mm:ssZ FTEENCTHE L £,

BB SINTRZILE (FBERZ 2 ET) ITRASINIZY a TIEwE
IS LET,

endCreatedTime | ISO8601string | (fEE) Hf57 %Y a 7H& AR O E YYYY-MM-
DDThh:mm:ssZ U CHE L £7,

FRE SR KV ET FBERZEZ S L) ITRASNTZY a7
THH A BRS L £,

count int (L) WSV a 7ok 1~100 DIETHELE T,
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NS A—4 Eidl T1 LB EE

EEEsh- 8 E FIRE LTy a 7RBRERG LET,
AW LUT2A . 100 M FEESNET,

status string %@ﬁ)ﬁ%ﬁéyaf@%%(%m@kbf\ﬁ@@%%ﬁbi
* Initializing : L
FIRFIZ state ZFEET DA, state 1213 Queued ZFEE L E T,
®* Running : EATH
[FIRFIZ state ZfRET D6, state (213 Started ZHREL E T,
* Completed : FATET
[FIEFIZ state Z ¥R ET DHA . state |Z1E Succeeded, Failed.
Unknown @ ENEHRELET,
state string UEE) BUS7T 5T a 7OKEE (State) & LT, ROMEEEELE
7

* Queued : VI I NFa—A T EINTIREE
* Started : ¥ a 7 MBI NI IREE

* Succeeded : ¥ a 7 kTS L7 REE

* Failed: ¥ a 7MWK LI IREE

* Unknown : ¥ 3 7 OIRHENS AR B

il & LT, 2015/05/01 08:00:00 LA 2015/05/31 23:59:59 LLRT DY g ZIEWD 9 HIE &
TLELDOEY a TERARZOHF LN O 30 4 ERE L TEST 2858 2 KIC
%L‘iﬁ‘o

?startCreatedTime=2015-05-01T08:00:00Z&endCreatedTime=2015-05-31T23:59:5
9Z&count=30&state=Succeeded

RT 4
72 L,

LARUVARAYyE—

KT«
{
"data": [
{
"jJjobId": 2,
"self": "/ConfigurationManager/vl/objects/storages/934000123456/jo
bs/2",
"userId": "rest-test",
"status": "Completed",
"state": "Succeeded",
"createdTime": "2021-04-04T05:05:512",
"updatedTime": "2021-04-04T05:05:512",
"completedTime": "2021-04-04T05:05:51z",
"request": {
"requestUrl": "/ConfigurationManager/vl/objects/storages/9340001

23456/remote-storages/934000123457",
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"requestMethod": "DELETE",
"requestBody": "{\"isMutualDeletion\":false}"
}y
"affectedResources": [
"/ConfigurationManager/vl/objects/storages/934000123456/remote-s
torages/934000123457"
]
}l
{

"jobId": 1,
"self": "/ConfigurationManager/vl/objects/storages/934000123456/jo
bs/1",
"userId": "rest-test",
"status": "Completed",
"state": "Succeeded",
"createdTime": "2021-04-04T05:06:012",
"updatedTime": "2021-04-04T05:06:05Z",
"completedTime": "2021-04-04T05:06:052",
"request": {
"requestUrl": "/ConfigurationManager/vl/objects/storages/9340001
23456/remote-storages",
"requestMethod": "POST",
"requestBody": "{\"storageDeviceId\":\"934000123457\",\"restServ

erIp\":\"192.0.2.101\", \"restServerPort\":443,\"isMutualDiscovery\":fals
e}"

}I

"affectedResources": [

"/ConfigurationManager/vl/objects/storages/934000123456/remote-s

torages/934000123457"

]

}

B |# B
data |object[] | = —VRESTAPIOAERL7ZY a 7 OE#R (a7 47 =7 1)
1 IR T 100 tED Y a TR A TS L £,

ad ATVl FOAF—IZOoNWTE, Va Tl ATV FOFHESR LT
W,

AT—RARa—F
ZOBIED Y 7 A MIXT H AT —H A3 — RIZOW T, HTTP A7 —H 23— KR
HZSL TS,

a— K45l

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session b74777a3-f9f0-4ea8-bd8f-09847fac48d3" -X GET https:/
/192.0.2.100:23451/ConfigurationManager/vl/objects/storages/836000123456/jo0
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—BEEY Y

HTTP A5 — X 22— R (43 ~2—3)
VaTAT V=T R (48 8—)

312 BHEDNDL 3a JDFEREWMET S

a7 IDEZRELT, 2—FRIERPAPI OLBEA LY a TOHEREALEOXA I T
THRAELET, AL —VEFHE AT LY Y—REH) Or— L ERoa—F 7 L—7
BT H2—T DA, ha—FREALLZY a TITONTHY a TERPBG T £,
G L7 Hmns Y a 7oREEMER L7,

RITIER

ZD APl OFEITICHER o —/UIH D FHA, RRERDA L —U T AT ATRAENE
Ha—YPTRITLET,

JOIR+ZAY

GET < ~N—X URL >/vl/objects/storages/< X FL—2F7/V1L X ID > /j0bs/<F TS0

~ID>

JOITRMAYE—D

A7z KID

FERMAPIO LV AR ARXA v —VF 213 a 7 —ELEIS L2 jobId ZIEE L E

j—o

Rt

i

58

jobld

long

(W) Va7 o477 bID

HININSA—A
2L,
RT 4
AN
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LARUVRAyE—

RT«4
{
"JobId": 1,
"self": "/ConfigurationManager/vl/objects/storages/934000123456/jobs/1
"userId": "rest-test",
"status": "Completed",
"state": "Succeeded",
"createdTime": "2021-04-04T05:06:012",
"updatedTime": "2021-04-04T05:06:052",
"completedTime": "2021-04-04T05:06:052",
"request": {
"requestUrl": "/ConfigurationManager/vl/objects/storages/93400012345
6/remote-storages",
"requestMethod": "POST",
"requestBody": "{\"storageDeviceId\":\"934000123457\",\"restServerlp

\":\"192.0.2.101\",\"restServerPort\":443,\"isMutualDiscovery\":false}"
b
"affectedResources": [
"/ConfigurationManager/vl/objects/storages/934000123456/remote-stora
ges/934000123457"

]
}

VaTd ATVl FOAF—<IZONWTE, YaTrAF T Y= FOFHESRL TS

S,

AT—RRXa—FK

ZOEEDY V2 A NMIKTHAT—H A a— ROEKREZRISRLET, ZDIEND A
T—HAa— RK|IZOWTIL, HTTP AT —Z ZAa— FOFHEZSH L T 72 &0y,

S e I E L
a—F
404 Not Found CHRELEY 2 7 ID ISR T B IEH A

c FBELIZ-Y a7 IDICHEYTAY a 7T API BT — VP REA
L7 D TiEZeWwn

O — R4

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session b74777a3-f9f0-4ea8-bd8f-09847fac48d3" -X GET https:/
/192.0.2.100:23451/ConfigurationManager/vl/objects/storages/836000123456/7j0

bs/3

—BE) VY
HTTP A7 — X A2 — K (43 ~<—3)
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CaTAT V= b @8 =)
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4w X NL—UV AT AOERRR

hk4§
AML—UORTLDIEHEE

ZDETIE, RESTAPI CHEITTAHAA R L—V VAT ADY V— ZADOEBRRTRIZ OV T
LFET, HHRBEERIT. FFICIEDOA N L —V3 2T A L TEITTEET,

41 RESTAPIH—/I\DT—EIR—REm#HT5A
=
REST API % —/SDF —Z R— R Z T 2 HIEICIE, RO 2 DD HERH Y £7,
© APL—UV VAT LOWMRER @M AR LT — 2 ~N— 2D H
A ML=V VAT LAOWENERE SN L &L, A FL—Y v A7 A5 5 REST API

P NI E B S E S, wEH S H#E b L I1Z. RESTAPL — D7 —
HNR—APNHBINCHE T S ET,

KGDA ML=V VAT KIOWNWT, MEEEOBMEZETELI0EINE, A B
LU VAT AOEBEEROBAEDO - EERE L THEZRELTIZINn, A RL—Y
VAT DO B QML RSN TORWEEAIT, A ML —U 3 2T A ORERLE
HOBMCEBEKT D API #FEITL T 7230,

* APNUL—U VAT LAOHERIEREEHTH APL ZFH LT —Z X— 2O HH

A D=V VAT AOBKIERETH TS APL 2 FEIT T 5 L R ERDA P L—VY
AT A OAERIE R A B LT, RESTAPI — NI L TWAH A R L—U 3 A5 A
OHERIEREEFH T ET,

A E
s BREFEICEIDA ML=V VAT ADOREREREIMTHO%E . REST API r— 0D 5 — HF X —
RNHERRE R DIEFRN KM S IVEE A, EHRRKED AP1 ZFATT DRI, A RL—U T RT
LORERRIEREZEHFT D APIL ZEIT LTI EN,

s WREAEWOBMZZELTWThH, ROXL IR Y —2ADIREZEISGT 554, REST API
P —ROF —HZRXR—ZDFERN A R L — S AT AORFTOERE —FH LW E83H Y £
T [EWRBED API 2 EITT BRI, A N L —Y Y AT AOHERIER 2 F 59 5 AP % E47
LTL7Z&EW,

- RESCHARRE, VY —AOMEIRIIC X o TENEE§ 5 1E R
- T ORRER E. 22— T OEMEICED O T HEINICEE T D IEH

—EE) VY
A KL=V AT AORRIERE THT 5 (82 4—)
AP L—=UY AT AORERDOWMED —EEBET 5 (96 ~—)
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FEAE AL —UU AT ADERIRR

A KL=V AT AOERREE OB 280k T 5 (100 ~—)

42 RFL—UVRTLOBERIEHROEH

REST APl H— RN F—HZ RXR— 2[R L TWVWA A N —V 3 2T DO ESREZEH LT
0. BEHREZMEZR LD T 28IEIC O VTR L 7,

421 RFL—VVRTLDERBHROBIIREZIRET S

REST APl — S CIEFF L TV D A R L—T U AT AORERRIEH O FHNIREEZ B L £,
EfS U7z status JBMES® lastSucceededTime BIEDRE R SIERRIE RO EH BN LENE H
NEERTEET,

RITIER

Z D APl ODFETICHE o — UIhH b A,

JOITRAESA Y

GET < AN—X URL > /vl/views/refresh-statuses

JDOIRA NI yE—D

HI YIRS A—4

BECTED7 Y NRTA=FIZONTIL, HRRBETHEHT D7 ) RTF 2= DFiH
LT TEE,

RT«

2L,
LARVAAYyE—D
RT 4

{

"data" : [ {
"refreshStatus" : {
"storageDeviceId" : "934000010051",
"status" : "Succeeded",
"lastSucceededTime" : "2017-12-25T01:21:032",
"lastStartedTime" : "2017-12-25T01:18:002"
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}
b Ao

"refreshStatus" : {
"storageDeviceId" : "934000010057",
"status" : "Succeeded",
"lastSucceededTime" : "2017-12-25T01:24:48z7z",
"lastStartedTime" : "2017-12-25T01:22:322"
}
b1y
"offset" : O,
"count" : 2,
"totalCount" : 2
}
B B HL]
refreshStatus object WRIE RO T AT — & A EH

* storageDeviceld (string)
A L=V 781 Z 1D
* status (string)
RS T oD S ETIR g
- Queued : HERUIHMOEHLINF 2 — 1
7T SR RE
- Started: fERLIHHR O R ABL ) BAG S iz

N =
- Succeeded : #ARIHH O F LB LTI L
N

- Failed : MERRAEHR O BB ALER 3 S L 720k
B, F 7 IIAERE WO T S LB 2R
- PartiallyNotUpdated : A AR R 0D T T AL
BRS—EBICH L 72 R e %2
* lastSucceededTime (ISO8601string)
AR R D TR AL D3 5Bl L 7 i IR
* lastStartedTime (ISO8601string)
AT 0 0D T T AVERL 23 BR AR L 7 ik IR X3
* error (object)
T T —DIEFRERFFT 4TV =7 b

status BYEOMEN Failed X
PartiallyNotUpdated DFHICEE TE F

—3‘0

Y

EXl 7y 771 —RA LA BM—=LIZL > TREST APl OF — & RX— 2N YLiE S -
BlE. ARV =V AT AOEKIEREEHTHALERHLYET, AFNL—U T RT
LORERRITERZ FH T2 APL #FEIT L TL &0,

X2 A RNL—U VAT AOMRAEEO@EMEZE L2V, RESTAPI TR hL— v
AT BOMRELE LI ) L5 A < 27T, Ao SRS R LI 812 5
RENET,

JEX3 9 TIZ REST API H— NTHEER O BN FEITHDO A N L— 2 AT ATk

LT, ANL—U VAT LAORRIGERELEHTDHAPIZFETTHE, U7 A Ry EEd
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WA X L—UY AT LAOIERRER

SINFET, ZOHH . laststartedTime BYEDEIZA ML —Y 0 A7 AOWRE#RE B
B9 2 APL Z AT LI KV ANCR D L ERH D £,

TIANWEY—F—
refreshStatus @ storageDeviceld J& £

AT—HZRa—F
ZOBEDY 7 T A MIHTHAT —H Za— FIZOW T, HTTP 27 —% A 21— RO
HAEZR LTI ES,

O — R4

curl -v -H "Accept:application/json"™ -H "Authorization:Session b74777a3-f9f
0-4ea8-bd8f-09847fac48d3" -X GET https://192.0.2.100:23451/ConfigurationMan
ager/vl/views/refresh-statuses

—BEEY VY
HTTP A5 — X 22— R (43 ~2—3)

422 RARL—PLORTLOBHIBERZEHT S

MRERDA N L=V VAT DO 2 B LT, REST APL #"— NZfRFFL TV D

A h =TV AT LAOMHERAT A BT L E T

E2F

DX REEITIE, ZOAPIZFIHALTA ML= 3 AT AOBMRIEHRZ EH LT IEE0,
s VA 7ma—REEHLESEG G LUV RE G TE 2560750 £9)
* RESTAPI %27 v 77 L— RLEHA (RESTAPL h— "B EH N DD T, H LUERIE #

B TELHENHY £7)

RITIER

X2 T HHE SR £t ) T o FHE (SR - RE)

JOIR LAY

PUT < AN—X URL >/vl/views/actions/refresh/invoke

Z D APLIZPOST AV v RTHLFIETTE I,
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HAE AP L—UVRT AOERIRR

JOIRMAYE—D

DIT)ING A=A
72 L,

RT 4

"parameters": {

"storageDeviceId": "934000010051"
}
}
-4 B B
storageDeviceld string (WE) A ML —F 314 21D

KB LERAHAARNL—VL AT LADARNL—UF N, XD %
1 SFETFHEELET,

LARUVRAyE—

RTa

"refreshStatus" : {
"storageDeviceId" : "934000010051",
"status" : "Started",
"lastSucceededTime" : "2016-03-23T04:45:03z2",
"lastStartedTime" : "2016-03-23T07:21:072"

}

B it BL]

refreshStatus object HERAE D T A T — & A

* storageDeviceld (string)
ARL—=UTF A ZID

* status (string)
RERLAE B D FEHNIRAE
- Queued : HERUHRMOERLINF 2 — 1
7T SR EE
- Started:HERUIE MO TR BRMG STz

BN
- Succeeded : WEARIHHR O FHTALBE LT L
N

- Failed : MERUIH#R OO BBTALER 3 M L 720k
&
- PartiallyNotUpdated : FEp% 15 ] oD B HTAL
RS —ER R L 7ok pe ]
* lastSucceededTime (ISO8601string)
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Bt B EEA

AR R D TR DN 5B L 7 e i IRe )
* lastStartedTime (ISO8601string)

WE R OO TRTILIR DB AG U 72 I e %2
* error (object)

T —DERERFFT 54TV =7 b

status BMEN Failed 2
PartiallyNotUpdated DGFHICEETE £

—a_‘o

XL ANL—V VAT AOMRAETOEM % (G LT2 D, RESTAPI TA h L—
AT LOWEREEL LT LIzZ A 7T, fERIEROTHLBLN I L 7556103
RENET,

{EX2 4TI REST API H— N TRERRIG RO BN FATHDO A b L= T AT LK
LT, ARL—V VAT AOWKERETHT 5 APL 2 FETT5 L, U7z AR
SINFET, ZOHA laststartedTime BYEDEIZA M L —U U 2T AORERE H A H
B9 2 APLZFAT LIZRA L VAN R 2 L E03H Y 7,

Action T JL— Fk
2L,

ART—ARRXa—F

ZOBEDY 7 T A MIKTHAT —Z X3 — RIZHOWTIE, HTTP A7 —X A 2— RO
HEZR LTI ZE0,

O— K5

curl -v -H "Accept: application/json" -H "Content-Type:application/json" -H

"Authorization:Session b74777a3-£f9f0-4ea8-bd8£f-09847fac48d3" -X PUT --data
-binary @./InputParameters.json https://192.0.2.100:23451/ConfigurationMana
ger/vl/views/actions/refresh/invoke

—PBE) VY
HTTP AT — X A 2a— R (43 ~—3)
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{18 A. REST APl H—/\DBEEFEE—FDZE

2

A1

REST API OALELHE 1T, REST API H—/NE A b L— U AT A OB FIEICETE L E
T, ZZTIE, RESTAPL #—¢ X b L—U v AT AR OHE 51E %4725 % L. REST API
P —ROBEE— NEETT5HZ I8 - T, REST API OB % 7] L35 HFiklz oW
T LET,

REST APl H—/\DBEE—FDEE & (&

REST APl — /L 2 L —U VAT AROBEG HIEZEETHZ LIk » T, B E %
FFBaZENTEET, B TIEEALEET L8551, RESTAPI DEEE— FA2LHE T 50

ERHY 9, RESTAPI NV AR —F L TWAIEEE— RIZOWTiH L £,

RMTMH@E%%%%#%%S?i1&MAH%~NﬁE%éhfwéﬁﬁ%wﬂkxk
L — 3 27 A%, LAN TEF SN TWET, Z0OF 7 +/V N OB T EOE B

&— R % lanConnectionMode & FE(RNZE 47,

WVERPEREZ TR E L7 WIS, 7 7 A 3 —F ¥ xAVFE721FiSCSIIC K> TA R L—U U AT A
WCIEBERE Lo — 3006 AP #3473 25 FUCER LE T, 2D 5% In-Band /7

ﬁk@oi?‘Rmen%mBmmﬁﬁfiﬁﬁé lZ. REST APl — D@ — F%&
EERTHLENDY 77,
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RELHEF D APL ZFETL TS IZE,
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{
"parameters": {
"communicationModes": [
{
"communicationMode":"fcConnectionMode"
}
]
}
}
B i) El:
communicationModes object[] (W28) WfEE— RoORF

communicationMode {2, fcConnectionMode F721%
lanConnectionMode D EHL LN 1 DEHETE ET,
FwmET— FiakoBE2EE L ET,
* communicationMode (string)
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fcConnectionMode, lanConnectionMode @ &L

ERELET,
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2L,
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ZOBIED Y 7 =R MIHT B AT —F A3 — RIZOWTE, HITP 27— 4 23— RO
% BI LTS,

a— R4

curl -v -H "Accept: application/json" -H "Content-Type:application/json" -H
"Authorization:Session b74777a3-£9f0-4ea8-bd8£f-09847fac48d3" -X PUT --data
-binary @./InputParameters.json https://192.0.2.100:23451/ConfigurationMana

ger/v1/836000123456/services/communication-mode/actions/change/invoke
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Linux DB E :
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JOITRAESA Y

GET < ~N—X URL >/vl/objects/storages/< X FL—77V4 X ID > /change-notificat
ion-settings

JOIRRMAYE—D

Iz

2 ~ID

7L,

ST YN

FA—4

2L,

RTa

L,

LARVRAyE—

S =t

™~TA

OB 2RISR LET,

"data" : [ {

621"

}y

"receiverId"

14

"receiverIp"

"receiverPort"

"ctl" : "CTLL"
{

"receiverId"

623",

}y

"receiverIp"

"receiverPort"

"ctl" : "CTLL"
{

"receiverId"

622",

}y

"receiverIp"

"receiverPort"

"ctl" : "CTL2"
{

"receiverId"

624",

}

"receiverIp"
"receiverPort"
"ctl" : "CTL2"
]

"changeNotification-ffbac078-8cf0-483f-817d-184a5e812
"192.0.2.100",

23454,
"changeNotification-ffbac078-8cf0-483f-817d-184a5e812
"192.0.2.101",

23454,
"changeNotification-ffbac078-8cf0-483f-817d-184a5e812
"192.0.2.100",

23454,
"changeNotification-ffbac078-8cf0-483f-817d-184a5e812

Ti192.,0,2,101%,
23454,
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receiverld string WA E O @A MO A7V =7 F 1D

receiverlp string WA DOWMAFEDIP 7 R LA

receiverPort int W DAL DR — M5

ctl string WA OBALE RPN TWnWDHary he—7
*CcTLl: 2 hEr—7F 1
*CTL2: A hE—T 2

AT—BRI—FK
ZOWIED Y 7 TR MIXFT D AT —H A a— RIZHOWTE, HTTP A7 —# A — RO
HezRLTI7ZS,

a— R4

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session b74777a3-f9f0-4ea8-bd8f-09847fac48d3" -X GET https:/
/192.0.2.100:23451/ConfigurationManager/vl/objects/storages/834000123456/ch
ange-notification-settings

—EE) VY
HTTP AT — X A a— R (43 ~—3)

D3 RAFL—ULRTFLDEREEDEEDBEHL
R i )

AR =TV VAT WIS TV AERERE OB DOE®RE, B0t 7 =7 b
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98



& D. A L —U v AT AORERZE O

JOITRAESA Y

GET < ~N—X URL >/vl/objects/storages/< X FL—77V4 X ID > /change-notificat
ion-settings/<F 72z o FID>

JOIRMAYE—D

AT HRID

A NL—U VAT AORERRETE OB D —ETS THYS L7 receiverid DfEZ HHIE
LET,
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2L,

RT 4
L,
LARUVARAyE—

RT 1
H B &= RIR L ET,

{

"receiverId" : "changeNotification-ffbac078-8cf0-483f-817d-184a5e81262
l",
"receiverIp" : "192.0.2.100",
"receiverPort" : 23454,
"ctl" : "CTL1"
}
L o 558
receiverld string WP E O@A MO A7V =7 1D
receiverlp string HERRAEF OO IP 7 K LA
receiverPort int MR DM DR — NE
ctl string MERE L OBIMEFRPBEEINL TS a L ba—F
*CTLl: =2 hr—T 1
*CTL2: A fr—T2
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ZOBMEDY 7 TR NIKT B AT —HF Z3— NIZOWTIE, HTTP A7 — 4 A 21— ROt
HEZHR LTI EEN,

O — R4

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session b74777a3-f9f0-4ea8-bd8f-09847fac48d3" -X GET https:/
/192.0.2.100:23451/ConfigurationManager/vl/objects/storages/834000123456/ch
ange-notification-settings/changeNotification-ffbac078-8cf0-483f-817d-184a5
e812615

— EEY Y
HTTP AT — X A 2— R} (43 =—7)
A B L=V VAT AOWRETDOBMED—ELTET S (96 ~—)

D4 RFL—UIRTLODEBRERED @M ETZER
ERG)

Configuration Manager REST APl $r— /NZBREREHAD A L —U T 2T M, HERZEEOH
Bk L ET,
AE

e arvihu—F1flEar va—7 2MOREREEDBMLERDNENENNOLT =7 b
ID CT—EIT&EINET,

E2bk
T CITIBHED BRI SN TV A AT, Configuration Manager REST API — 3D IP 7 R L A0
N— FEFNEHE I & &I, A EFEREEL TIEIN,

RITHERR

X2 TEBHE SR idtxa )T o BEHE SR RS

JOIRLZAY

POST < N—X URL > /vl/objects/storages/< X ;L —77V4 X ID >/change-notifica
tion-settings
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JOIRMAYE—D

75 FID
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DITYINTGA—43
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KT«
AR
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RT 41
H OB = RIR L ET,

"receiverId" : "changeNotification-ffbac078-8cf0-483f-817d-184a5e81262
l " 0
"standbyReceiverId" : "changeNotification-ffbac078-8cf0-483f-817d-184a
5e812622",
"ctl" : "CTL1"
}
miE i EL
receiverld string WA OBASEEROA 7Y =7 - ID
standbyReceiverld string HERRAE FOWMGIFROAT V=27 FID (RAZ 34
A hr—Z1)
ctl string receiverId BYEDENRE L LD 2 M —F OfFH
ThHoONERLET,
*CTLl: 2 hE—7 1
*CTL2: 2 fr—T 2

ART—RRXa—F

ZOBEDY 7 T A MIKTHAT —F X3 — RIZHOWTIE, HTTP A7 —X A 21— RO
HEZZR LTI ZEN,

a— R4

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session b74777a3-£f9f0-4ea8-bd8f-09847fac48d3" -X POST --data
-binary @./InputParameters.json https://192.0.2.100:23451/ConfigurationMana
ger/vl/objects/storages/834000123456/change-notification-settings
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AR —U VAT DTG LT AR EE OB A HIBR L £,
*E

Ay hur—7 UOHRAEOBMEDTEHR L = v —F 2 DKL B I8 S5t O TE
. DY 7 =X P THIBRT 2 LERH D £,

RITHER
Tk a T EEE (B EEtRa )T HEE (B - RE)

JOTRRSA 2

DELETE < ~N—X URL >/v1l/objects/storages/< X ;L —77V4 X ID > /change-notifi
cation-settings/<F 7o FID>

JOTRMAYE—D
IS FID

A ML=V AT LOREREE ORI D — GRS TEE LT receivertd DIEAZFRE
LET,

B

receiverld

# SR

string

(WZH) HBRAEREORMEEROA 7V =7 1D

HITYINS A—4
A

RTq
A
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LARVAAYyE—D
RT 41

{
"receiverId": "changeNotification-ffbac078-8cf0-483f-817d-184a5e812616

}

R i) H7L)]
receiverld string HIBR L7 i@Endefif o472 =7 |~ ID

AT—HRa—F
ZOEEDY I A MIHTHAT —H A3 — RIZHOWTIE, HTTP A7 —F A a— KO
AL TS0,

a— K45

curl -v -H "Accept:application/json" -H "Content-Type:application/json" -H
"Authorization:Session b74777a3-£9f0-4ea8-bd8f-09847fac48d3" -X DELETE http
s://192.0.2.100:23451/ConfigurationManager/vl/objects/storages/834000123456
/change-notification-settings/changeNotification-ffbac078-8cf0-483f-817d-18
4a5e812615

— BEE) VD
HTTP A7 — & A3 — K (43 ~<—73)
AN =Y VAT LOMERAEROBMLO—E 2 ST 5 (96 ~—)
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f+#% E. Configuration Manager 0>/3—3" 3

{18% E. Configuration Manager ®/\—< 3
=

KRGO/~ 3 0 RESTAPID A=V g0 BIOA ML=V VAT AD~YA 7 02—
RDONR—= 2 VOFSIZOW T LET,

E.1 Configuration Manager /A\—< 3 UG

KR, DNR— g9 L RESTAPI ONN—V g 0 BLIORREE TR —  L7oHRELZ T
RTHEHTAHEDICKERA RN =V AT ADYA 7 aa— RONR—2 5 VOIS a Ik
DRIIRLET, B, THHO~A 7 2a— FRROFITRT IV HWHAA—T 3 D8
A+ REST APl O—ROMEEN A TX £H A,

RRES Configuration APL=PLRTFLADIA Y Aa—FON—2 3 Y
DIN—S 3> Manager REST API

DIR— 3 %
Configuration Manager |1.59.0 iStorage V 1) —X
11.0.5 93-07-27-XX
Configuration Manager |1.57.0 iStorageV & 1J—X
11.0.4 93-07-27-XX
Configuration Manager | 1.54.0 iStorage V 1) —X
11.0.3 93-07-25-XX
Configuration Manager | 1.40.0 iStorage V 1) —X
11.0.0 93-07-23-XX
Configuration Manager |1.36.0 iStorageV & 1) —X
10.9.2 93-06-81-XX
Configuration Manager |1.34.0 iStorageV & 1) —X
10.9.1 93-06-81-XX
Configuration Manager | 1.33.0 iStorageV 1) —X
10.9.0 93-06-42-XX
Configuration Manager |1.27.0 iStorageV 1) —X
10.7.0 93-06-21-XX

7E%1 RESTAPI DX—2 g U AR T HI21E N—2 3 UEREEE T 5 API #E{TL T
<TEEVY,

—BEEY Y

NV UERERRT S (53 <—)
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tex F. U b5 A NEDHEAHIAH

RESTAPI ZfHH L7-A2 27 U 7 MY F I A A RIEST S LT, BETREHEICTHONTHR
BHLET,

F1 US4 0EDHEAAH

RESTAPI ZEH LT A4 7 N7l 7 LxERTH25EIC, BRILZEBVIZT vl
FTEMETTEDLLY, VM IFTANBEEZEUNCHAAALTLEIN, ZOh LIZ, KERE
WCIEWS AT MERR T, 72947 b Tal I L0 E2Rild5 2 & 2BEM L ET,

VRS ADEHE

Xy NU =7 R — "~ 22 At DL HIRIK T, REST API OEITICRT H 2 &
NHYET, ZOXIREE, KLV 722X 42 FIATH0RAEFIETS Z LT,
LBk CX D AMREMERN H D £9°, U T4 THALTE 5= —0E 9 Mid, HTTP A
T—HAa— R BIOZT—FT V=7 e EO VAR ANGHETEET, VNTA
THRILNTE DT —DEMEHIAL £,

RO ENDDGEIZY b TATHIENTEET,
* HTTP A7 —# A =2— R{(Z 503 (Service unavailable) 731K 7%
s VaTvnRILIEEXIZ, =T —FT7 Y=V D solutionType |Z RETRY ViK%
* RESTAPI ZEMRIFH L TNWD L EIZUUTDL AR ANIKD
1. HTTP A7 —X# A =z— F73500 T, HTIML JB: D L AR ART 1 8k 5
ZOBGIE, 1 ~2 3k EE ET,

2. Bwia rAERIET A API LSO FEITHHZ HTTP 27— & A3 200 T, 2D 1L A&
R ART 4 BiIRD

D%, 1L.OBRPBBAELET,

ZDOHA  HTTP A7 —H# AH 500 THTML JE D L AR AN S 72 < 725 F T API
FEHIETLTLEE N,

s T —F TVl M BEDAYE—VIDRA RN L=V AT ADOT T —a— RN

%
Y hIAHET—AT V2 FONFTHELET, =T7—F47 V=2 NI KOk
TRATEET,

- APL UV 7 =R RRITHFD L AR A

- VaTdOERERIGT D APIDO L AR A
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IS—AITOzH AytE—2ID (RAFL—PVRFLOIS—a—F
SSB1 SSB2 errorCode

API Y 7 = A RNIEATHED L AR | KART00003-E
A KART00006-E
KART30003-E
KART30090-E
KART30095-E
KART30096-E
KART30097-E
KART40042-E
KART40049-E
KART40051-E
KART40052-E

Va TOBMETET 5 APL © L |KART30000-E  |2El11 2205
AR A

KART30008-E
KART30072-E

(L)
SN L

D954 T2 T0RT 5 LD

AREREIZTWS AT DR T 747 7077 AORGEE LET,
WOBLRTHEEL T 72 &0,

* U NIAFMEMBANTE FAT > N7 7T AREHET 5D,

© U IAT Y NT T T AR L T D ELTRERINICSE T D0,

RRRERE RN IFRE D TR o726, TREOBA T n 7 7 A2 REL T ZEW,
* JIAT VU RDAPIDOY T AEH, BEO, U F T AR ZHHEL T 230,

s APl OFRIFEITH A O LT, Z7I9A4AT L FDAPIOY NI ABEA R L TL 7 &
A

—BEEY Y
HTTP A7 —4# ZAz— | (43 _—)
TF—F TVl b (49 =)

T a T OERO-EERETS (73 5—)

) cS A ED I — F5

APLEATHFIC, U b T AR Z AL A IATe T2 D D a1 — RN HOWTHA L £,
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) S A 0EDI— FpI

API (function_xxx) DFATIZRKML7EHEIC, BHISNDHAT —F A a— R T7—F7
Vxl FOTZT—A vt —UNY FTAFMHITEHEETLENE I EHELET, 20V
7 Vva— KT, HTTP A7 — & A 22— R|Z 503 (Service unavailable) 3ik5 & & &, =T —
FT 2 FDOAE—=VIDTY b IA BT HEMEDE X, U NTAT 5 LD F0HE
LTWET, U NIAFMHICERLEEGAIZ FBE LY N7 4 LREECCHIE T APL & U
N4 LET,

retry error list = ["KART30095-E", "KART30096-E", "KART30003-E", "KART30090
-E", ...]
retry count =1

from requests.structures import CaselnsensitiveDict

while True:
url = block storage api.function xxx()
r = requests.post (url, headers=headers, auth=USER CREDENTIAL,
verify=False)
if r.status code == http.client.OK or r.status code == http.client.ACCE
PTED:
# Succeeded #
print ("Succeeded")

break
else:
# failed #
error code = CaselInsensitiveDict (r.json()) ["messageId"]
if r.status code == http.client.SERVICE UNAVAILABLE or error code i

n retry error list:
if retry count > MAX RETRY COUNT:
raise Exception ("Timeout Error! "
"Operation was not completed.")
print ("Retry API")
time.sleep (WAIT TIME)
retry count += 1
else:
raise requests.HTTPError (r)

# Succeeded #
APl DFEATITHRI L 723& OLFE T,

ZOa— REITIEH, AT —H 22— K3 200 (http.client.OK) & 202
(http.client. ACCEPTED) Dffi )i & E# L CW k7, AH %2 FUET HERICIE, API DALHE
FHE (FHLER & IERILER) 28 hE TERL TSN,

# failed #
APl DFATIZRR L7561, U T A 247 5 LB T,
AT —H A 32— K3 503 (http.client.SERVICE_UNAVAILABLE) CERIF T A v E—

U retry error list ICEFK LT A v E—V IDICEELELE. FBE LY b7 A LRI
¥ (MAX_RETRY COUNT) <°[FE (WAIT TIME) TAPI%#YU 74 LEd, U LT
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8 G. ZDOv==2 T LDBERER

T8 G. ZDI=aT7ILDSERER

IO a T LV ERERICYE S TOBEERE R LET,

G1 CMODY=a7ILTHORE

D=2 T AT, WAL EROLIICRTE L TVWET,

RE sk
JDK Java Development Kit
Storage Navigator WO ORFL T,
* HA Device Manager - Storage Navigator
VMware VMware ®
VMware ESXi VMware vSphere ® ESXi ™
iStorage V3 U — X OB % KRF 2 MERRWGAEDORLTT,
* iStorage V100
* iStorage V300

G2 CMDY=a7ILTHEALTULLEREE

IOV = T VAT D HEKGEERISR LT,

& &R EXAFR

ALU Administrative Logical Unit
ALUA Asymmetric Logical Unit Access
API Application programming interface
CHAP Challenge Handshake Authentication Protocol
DKC DisK Controller

CLPR Cache Logical Partition

CVS Custom Volume Size

DCR Dynamic Cache Residency

DP Dynamic Provisioning

FC Fibre Channel

FCoE Fibre Channel over Ethernet

GUM Gateway for Unified Management
HBA host bus adapter

DT Dynamic Tiering

HTML HyperText Markup Language
HTTP Hypertext Transfer Protocol

I/0 input/output
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kG ZO~=a2 T VDOBEEH
B&EE EXAFF
ID identifier
IOPH Input Output Per Hour
IP Internet Protocol
IPv4 Internet Protocol version 4
IPv6 Internet Protocol version 6
iSCSI Internet Small Computer System Interface
JSON JavaScript Object Notation
LDEV logical device
LU logical unit
LUN logical unit number
LUSE logical unit size expansion
MCU Main Control Unit
MLC Multiple Level Cell
(0N operating system
P-VOL primary volume
PEM Privacy Enhanced Mail
RAID Redundant Array of Independent Disks
RCU Remote Control Unit
REST Representational State Transfer
RFC Request for Comments
RI Read Intensive
SAS Serial Attached SCSI
SCM Storage Class Memory
SIM Service Information Message
SLC Single Level Cell
SLU Subsidiary Logical Unit
S-VOL secondary volume
SSD Solid-State Drive
SSID Storage System ID
SSL Secure Sockets Layer
TLS Transport Layer Security
URL Uniform Resource Locator
UUID Universally Unique Identifier
V-VOL virtual volume
WWN World Wide Name

G.3 KB (FO/ M k) BEDBEMEREEIZDNT
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A ) IE, FREIIKB (FEA R, IMIB (A E/SA R 1IGIB (FE/SA R,
ITiB (731 k), 1IPIB (\"E/NA |) EFAEZTLIEIN,

IKiB, 1MiB, 1GiB, ITiB, 1PiB %, Z# ¥4 1,024 /XA k. 1,024KiB, 1,024MiB,
1,024GiB. 1,024TiB T,
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