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ISCLI) 7L 2XA

GbE A>TV Tz FAAL vF (L3) 1, ¥HIHREEITORL THIEARW R AL v F o THERE & H
THIENTEET, 12720, —HOBEERMIEEZHERT 272 DIITRENLETT,
RKAL TN, TIZRR S BETHEOHDON ONOA T a U RAZINTWHET,

o THXAIR—ZDATLRIAfL A FZTxz—A (AOSCLIBLWISCLY) , m—HLaV—
NEIF Telnet, EX 27 v = /L (SSH) IZL DV E—FMEDT 7 A

. SNMP (Simple Network Management Protocol) % #4— L, NEC WebSAM NetvisorPro 72 & ®
Iy NU—JEHY 7 Ny =T IZXDT 7R

. TIIPER—2Af X Tz —A, Web 753 IHFTOT /&%

ISCLI Ti, AA v FHEHROWE, A v TFORERELEEIITTHIENTEET, F—IF 1
ET. AL v FICETEEROHAT 2R LY, RELRRTCEEITTHII N TEET,

RETIE, ISCLIWCE B AL v F~DT 7B ZAFEICHOWTHALET,

B EY =17/l

RAA » FOFREFFE, FEFBICOZTELTUL, UTOv=aT7 L HESH L TIEIN,

e NB40B-023GbE A > 7V V= hAA v F (L3) 2—HF—XHA R

e NB40B-023GLE A > 7V Vxr hAAf v F (L3) TFUlr—varHiAR

e NB406-023GHE A > 7V Vx> hAA vF (L3) v U757 L2 2AHA K (AOS)

e N8406-023GbE A > 7 U T = hAL vy F (L3) T IUYPFR—ZAA L FTz—2R
V757 L AHA R

. +
AA Y FADELR
AV RIAALE T 2= AL LT, LTFOHETT 78 ATHIENRTEET,
. YU TAR— MRETa—hrar Y — L
e Xy FNU—ZH T Telnet Bt
o Xy NU—J M T SSH Hifii

O—AJ)La >y — )L
2 wFtua—)ary — VR T DO, LN TY,

. YT N —T L (DB-9) GEMIL 22— —XHA F] 2BBLTLEEN, )
. BHAza Y= =Y Farta—F7kY) L VT-100 #ELO@EEY 7 o =T
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Kl =B NT A=

IRTA—H fi
A—1—k 9600
T—XEv b 8
RU T4 7L
A bhyFEY R 1
7 o — il 72 L

UTFOFETAA vyFicu—hiar ) —LaEkE L E7,

1. YUTAT—TACTEERAa Y —1E T TOAR— MR LET,
BRI Y — LV OEREANET,

Enter S5 —ZmIfF L C, BtAMT LE T,
NRAT—=REANLTAL v FIT 7 8ALET,

> w D

IP7 FLADEKRTE

Telnet F7-1L SSHESHEZ LV AL v FIZT 78 AT AEDIZIE. IPT RLAZRETHILERSH Y
F9, IP7 FUADOFREIZIZLL TOFERDH Y 97,

. TRV AY FR—=FIDHDOT 7B R
e DHCPH#—1RDOFIH —DHCP 7 54 7> " AROEE, SR PA LV MV H T2 —R
(f BT x2—A256) [ZDHCP 34— XNIZIP7 RLAZERLES, DHCP 27 147 k
DT 7 Vv MIBEHTT,
o  TFEIRE —DHCP b — RN E, vk VAV M Tx2—RA ({2 H T x2—A
256) IZIP7 RLAZRETLILERSHDET, bL, B AV MIMNLTZ7EA LN
BlE, X PA M= U2 (F—+rU=A4) bERETAHILERDHY 7,
. T TV TR—=ENEDT 7 A
e BOOTPH#—NOFH —A &7 =—RZ11E, T74/L KTiE, BOOTP H— N2 IP T R
VAZFERTHEIICHREINTVWET, Xy hT—2IZBOOTP h—"\3d 555, AA
v F D MAC 7 R 2% BOOTP #— 3 BOOTP B ET7 7 A MZBMLET, MACT KL
A% System Information A = 2 —THMT& £ 9 ( Information Commands] DE D
[System Information commands] ZZ/ L T 72&W), BOOTP b f1E 9% DHCP H—/3
ZHEALTWAES. MACT RL ZDHRFEITLEDH Y FH A,
o  FHEIRE —BOOTP H— NP2 WGE, A VX7 —RIZIPT RUVAZRET HLERD
D ET,

Telnet T D HEL
Telnet B5e1%. Xy N —Z IR LTZWRMN D AL v FICT Vv ATHZENTEET, YU T
R—br 2N LTHATESLA TV a v ERUA TV a U, a—V, A —F, 7 RI=A hL—
X CH[BETY, Telnet #1377 /L b THB T, R4 >O8kE P R—FLET,
IP NS A—ZERETHE, Telnet #HHFIZ LV ISCLICT 7 EATEET, ZAA vF &0 Telnet #if:
T H70E, WK TTelnet 70 /7 A% EfTL, Telnet 2~ NIZAAL v FDIPT KL A%
E]\/jﬁﬂ_‘o

‘telnet <GbE7 > 7V x> f X1 »F(L3) IP address> ‘

Pt T 2 L RA U — REANTHLIBERENE T, XRATU—FRTTZ7EBAL~NL (T RI=X hL
—H AR —F FEa—Y) BREVET, T T AN NRT— RIZOWTIL, RETHRID
[2—HDT 7 AKE] 2L T TEE0,
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SSH &5k

Ry T — 7 EEEITY E— T TelnetiZ L W A v FE2FRTEETN, BE/ERTIIH
ho SSHZ B FhaLThiuX, *y NV RBETHLRZEIIR T AV EITHIZENTEET,
SSH X, Xy hY— 2% BULCERTLIITRTOT—X 2R3 LEd, SSH #HHIT 57=2DI2iE,
EPAL v FOREET HUERS Y £9. SSH #3ET 2 HIEICSTIE, [ Configuration
Commands] DD [Secure Shell Server configuration] ZZ ML T 7ZEW,
AL v FIEF— R AERE— LTy ar LATH) 2N TEERA, LER-T, T4k
ZITo TV, Blos T4 7 v FBRERNCR A L TWnWbE, SSHISCP 7 947 > hMin /A
VTCEERA, £72. SSHISCP 7 74 7 v FRZDHETR A LTS &, F—AiTRigL
9,
PR — hENTWBD SSHEFBAbiE, REEHEEZLLFITRLET,
. P —INIR A NRRFE — SR DN TA T > N RSANAA v FHFAEL F7°,
. ¥ —AH — RSA
. ek :

e AES256-CBC

e AES192-CBC

e AES128-CBC

e 3DES-CBC
e 3DES
¢ ARCFOUR

I

o WL — v —H R U— FEGE, RADIUS
LAFDSSH 7 747 v R CEIfEFEN H Y 3,

e LinuxHSSH3.01 (7U—v=7)

. SecureCRT® 4.1.8 (VanDyke Technologies, Inc.)
. Linux A OpenSSH_3.9 (FC 3)

. Linux /1 SCP =~ K (FC 3)

e Windows ] PUTTY U U —*% 0.58 (Simon Tatham)

B

o

k=11
o

ERAYFAD SSH DAV TYAUME A—2320 1.5, 2.0 [2HDE N—2321.0~20D
SSH HSAT7UrEHR—FLET, FOMD/A—232 D SSH HSA T U MMEHER—RLTLVE
BASSH/N—U3Y 1L EIEN—230 25 FRTEE3I2. 54T IRz 7EERTEL
TLEELY,

T 7 )V b TlE, SSHY—ERIBEH T, IPXTA—=ZEFRELISCLIIZT Z7BALTHEMNZT S
ZEMTEET,

AA v F L SSHER AT H7-0I121%, ssha~r Rica—FT7h 7 M EAAL v FDOIPT R
LVAZIEEL T, MR TSSH 71 /7 A &FTLET,

>> # ssh <user>@<GbE-7> 7V =2 ;X7 »F(L3) IP address>

NAT—=REANTDH L ZERENET,

¥ :SSH ZIHRMNSHO TEITLIZEEIC BEAYE—UNHAZNEIEAHYFET, TAY
ThIZyes"EA AL TUREBESK T T,
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A—HFDT7 Y RIE

AL o FEH, 2T h o2 )T o 2B EIERED, AL v FIE, FRELL, KT T
ADA—BT 7 EAPRHABINTWET, xR AAL v TFEHE A7 2FITTHHLEIZS LT, CL
RLWeb 2> V— )LORE. WIEICT 7 EATALARNERYET, ULTO3IS>OT 7 AL ~UL

PRY: SR/ ¢ BN
o =YW — XA v TFOMFHERRXCAT —F AERORROHRITH Z LN TEEY, REOLHIX
TEEEA,

o AR —F — AL yFITH LT —RRETE LT ZENTEET, AMvyTFEIT—F Y
vy NTHE, ZOERIFMHRINET, X —FPToETIIAL v F OV &y NTiFkR
SINET,

o TRISARL—S — A v FOTRTORERTH ZEBRTEET,

AL y FRERE~DOT 7B AL, 2P/ L RRAT—NEFEHLTERLES, n—HLarV—),

Telnet, SSHRHTAA v FICEBFE LI5S, RAUV—REANT B LIERENET, £ T

— RCT 7 BAL_ARREDET, KT 7 RALSADT 7 4L hO2—FL /RAT — RERD

FKITRLET,

FRVIOBRER. TIHILEDINRT—REEEL, 2ybT—otF2) TR OBEIZIE
CTEHMICET G HILEHRLET,

F2 2a—FT I EAL~YL

=T HT b Bt

user AL FDAT—Z AER, BT —F 2T _XTEBTEETRN, A v T OHE
EEFTHILETEERA, 2=V T I MIT 74V N THHT, T 741
kX2 T — KT user C7,

Oper 2Ly FOTXTOELZEHTEET, R—FCAS v TFEYV Y FTEET,
T 7 F )V NTIE, ARL—=FT AT MIEHT, XAT—RNIHY FHA,
Admin TRIZAPL—FE, A v FDA=a— R, RETI~V FOTXTET 7

TATE, o, RAUY—FOEELTEET, TRI=ZAML—FTHUr MNI
F 74N NTHMT, F 74/ h32T— KT admin T1,

Eradmin UINADTHIURE IRRT—FEERIZTEHE KI—HFLARNILADT I REESN
IZTEET,

T RIZARNL—FRRAT—REATILTRIA L THE, AL T OEMEOT 7R EITH Z &
NTEET,

TARK)UTZALALT I

T 74N N T, 5L T 7B AR NE AL v FIX, 2V —/b, Telnet, SSHt v
arvEUVEELET, ZOMRENT idle timeout /X7 A — & THIFEIL, 1~60 0y OFPFH CRETE 7,
ZDONRTG A —=FEEFFHHFEICOVTE, [Configuration Commands| DF D [System
configuration] ZZH L T 72Xy,
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HFRE S VLS AR

WORIZ, KA FOLEFERS JORRSHEARNZ R LET,

WFEE TS VS
Gl < > AT ORI > TERZIRE L TS, ROz~ > RT3l et
LTLIZEN,

7oL ZIE, <~y Fo#n
ping <IP address>
EhoToE, ROXIICAALET,
ping 192.32.10.12
bold body text U4V RIL, TAaYy, 2—=PA U EF T 2—=AF TV b (RE, XTI
) ATV b
bold Courier text ASLAZRFNERLRVWa~vy R4 T vay, T7FA MY
%l : show ip arp =~ FE2#EHALET,

plain Courier awy RV AT A (a7 b, VAT A E—URE) i
text configure terminal
braces {} gV RIZIRET H/RT7 A—F T, BIRENEEH L O, BIRTHDT 107

T, RO~ FTEFFEINIF T 20T 7ZE 0,
7o & 2T
show portchannel {<1-12>|hash]information}
Lo TR, RO LD ICATLET,
show portchannel <1-12>
EYES
show portchannel hash
EY S
show portchannel information
brackets [ ] av U RIIEET A4 7 v a VIEHE, KEOa~ > RTREFREINIITT 20Tl
7ZE0,
o & ZATHESCA
show ip interface [<1-256>]
Lo TVIE, ROXDICANLET,
show ip interface
EJ e
show ip interface 1
italic text Ay FEXOERTY, 2V —FUERLIE, "M 7 TOREET,
Jo & ZATHESCA
show spanning-tree stp<1-32>
Lo T, 1-321F 1~32 OFIFANOEEZ K L £ 7,
vertical line | vy REXOXF—T— R BORIY, REILNEOTF D 12721 ER
LET, EEOa<r RTIEHIZANZN T IZE 0,
7o & ZATHESCN
show portchannel {<1-12>]hash]information}
ERoTVIE, EBEOa~<r RIZLTOWFhcin £9,
show portchannel <1-12>
show portchannel hash
show portchannel information
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ISCLI O~ >

ISCLI D=

[F &I

ISCLI %, AA v FIEH & HFHT — & O

WA TEET, £, TR

HOPDLLNNDAAS y FRELZFITTEET,

ARETI

I, ISCLI ==~ > RE— RIZOWTHB L.

MATEpa~y P, Ya— b0y FOUXMNERLET,

ISCLIND7 7 X

AAA v F NSRBI L7- & &12iE. AOSCLI T7— L £,

av REANNLTCAAL, v T EVEY PLET,

ISCLINDOFT _XThavy RE— Kbk

ISCLIWCAEE T B 72D

=2 b —FThihiI,

8 L CH

X, koD

| Main# boot/mode

iscli

P AOS CLIICEF T 54,

L%,

ISCLI Bk Da~<y RE AN LTAAL vy FEVua—FK (Ukvb)

|Switch(config)# boot cli-mode aos

REE LT 74/ MIRELIZEETH CLHUIHF SN ET,

3H 0 E£EA,

KE—

ISCLINZIE, #ERROERWIIELC

Global Configuration E— K : 21 v FOREEZLEE TELHE— RTT,
TR S E T, T7E—FRHD ET GEIC OV TIRDOEE SR LT

FEIUVr—RFLTHLEEI
TEEW)

Kavr FE—F
jﬁo

ROKIZ
#3 ISCLI i~ RE—F

WCHEHOa~ Kb

K

UFD3o0a~<wy RE—RBH Y £,
User EXECE— K : #Ii7 7 B XE— R T,

Priviledged EXEC — R : User EXEC E— F/)pH 7 7 B A4 5E— R T, Privileged EXEC /XA U
— FBREROHE, "AT—REANTHLERDHY £,

ISCLI =i~ FE— RZRLET,

CLI 7'— E— NI

TEE
AxX ke

HEERRA LT

EEHRO—ET

e, Ay

DET, TE—RFOa~vy FIEE—FTbHRATEE

o< RE—K/ /a7 bk

E— NEBICHEATHa~v K

User EXEC

Switch>

FT 4 hE—
ZDEFE—RNBLHDBIC

BEIHICADE— R TT,

R,

% exit £721% logout

Privileged EXEC

Switch#

User EXEC E— R2>H A %1213 : enable
User EXEC £— NIZK % 12iE : disable
ISCLI Z# T3 %121% : exit £721% logout

Global configuration

Switch(config)#

Privileged EXEC £ —
Privileged EXEC € — RIZK %

K26 A 510X : configure terminal
WZiE s end ok exit

Port configuration

Switch(config-if)#

Global Configuration — F7xH A 5121
interface gigabitethernet <port number>

Global Configuration & — F‘& E eyt
Privileged EXEC £— K(Z

1T exit
Zi% - end

VLAN configuration

Switch(config-vlan)#

Global Configuration € — l\ ﬁ)b)&é 1% : vlan <1-4095>
Global Configuration €— RIZERE 121X : exit

Privileged EXEC &— RIZR

52t - end

ISCLI O#f%E 13



#3 ISCLI a2~ RE— R

av U RE—K/Ta 7 b

T NEBICEAT S a~v

Interface IP
configuration

Switch(config-ip-
iP)#

Global Configuration £ — K2:5H A5 12i% : interface ip <1-256>
Global Configuration €— RIZRE2121% : exit
Privileged EXEC € — FIZK %1213 : end

RIP Configuration

Switch(config-
router-rip)#

Global Configuration £ — K235 A5121% : router rip
Global Configuration & — M Eé& X exit
Privileged EXEC & — RIZKE 5121% : end

OSPF Configuration

Switch(config-
router-ospf)#

Global Configuration € — K225 A% 121X : router ospf
Global Configuration €— RIZERE 221X : exit
Privileged EXEC £— FIZK 51213 : end

VRRP Configuration

Switch(config-vrrp)#

Global Configuration €— F72»H A% Z1d : router vrrp
Global Configuration € — FIZR 5213 : exIt
Privileged EXEC £ — RIZE 5121% : end

Route-map
Configuration

Switch(config-route-
map)#

Global Configuration £— F72:5 A%1Z1% : route-map <1-32>
Global Configuration €— RIZERE 221X : exit
Privileged EXEC *£— FIZK 51213 : end

FDP Configuration

Switch(config-fdp)#

Global Configuration & — l\f))b)&é X :ufd fdp <1-4>
Global Configuration €— RIZERE 121X : exit
Privileged EXEC & — ]\“b:)ﬁébdi : end

ga—nN\)Lav R

ARz ROFIZIL, ISCLIEE2EKZEL TCIFITTZI2LORHVET, T4~V T DR
AB, A BT 2 —ABB LT ES— N, RELARORGERETHERT L~y RTT, FFED=
< RDO~LVTE, a< 2 RiZo 31 Thelp EAALET,

WOFICTa—La<wy RERLET,

F4 Fo—)Law R

a<w2 R LER

? FeEDa~<y RIZBET 238, b LIFE L~V THIA
TEbavr FEUAMRRLET,

exit gy RE—RFEGEOPTL LV EIZEY £,

copy running-config startup-config HENREZAERT T v aXAEYICEEALET,

exit

AV RIAL A VBT 2= RAEKRT LT, o7 T7U b
LE9d,

ping

Xy NU— 7 REA TR O 2R LET, 74—

~y MIROLFBY TT,

ping <host name>|<IP address>

[<number of tries> [<msec delay>]]

e <IP address>: #EBEDOKRA M EZITIPT K
LR

e <number of tries>(# 7 =) : ETREEQ
~32)

o <msec delay>(#7v 3): FITHIN

traceroute

Xy FU—IRHDAT — a U EERICERT 50—

FERLES, 74—~y MIKRO LB TT,

traceroute <host name> | <IP address>

[<max-hops> [<msec delay>]]

e <IP address>: #—%y NAT— a3 DFEA
MAEIZIPT LA

e <max-hops>(4+7 =z ): b L—2FBEKMH
W (1~16 &)

o <msec delay>(#7v =) [BEF DM
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#4 yo—)La<w R

a<v > R SLEE

telnet AL v Fhb Tenet A LET, 74—~ v MIKOD
LB TY,

telnet <host name> | <IP address>

[<port number>]
BB LIz 10 a2~ FOEREEZFRLET,

show history

CLIla<Y FDiEHE

PUTFOEMIC LY 3~ REREPAOHBEICAT TEET,

v FDOEHER
FLCE— FOfMOa~ 2 FbXBITEIUL, LB OLFE AT LT TRFBETEET,
D=y NIERTEET, UFicflarsLET,
|Switch(config)# spanning-tree stp 1 bridge hello-time 2

R

Zoavwry REROLIICANTHZ L TEET,
| Switch(config)# sp stp 1 br h 2

Tab F¥—IZ & %4f5T

a7 Mlavwy RORIIOXFEZ AT LT, TabF—%2Hd &, ZOXFENBBRELa~ L R
FFva rvRERENET, ROXFEAITDE, SOITHBENREY 3,

Tab ¥ —Z L2 & XICANLFICABET Ha~ 2y RiR1lolnkng, Zoavy RRawy K5
A NFIREN, ANFEBIZRY £,
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Information Commands

(F LI

ISCLI TAA v F OBRIEREZMRCTEET, ZOFETIE, ISCLIZHEHLTAL v FIiEREETRT D
FEICOWTHBALET,

WwDFIZ L L b5 Information 2~ > Ra R LET,

#5 Information =< > K
o< R B
show sys-info VAT AERERRLET,
awy FE—FR: FC
show layer2 information LAY 2imERTLET,
avy FE—F: 3T
show layer3 information LAY 3EHmERRLET,
avw Y FE—F: §C
show rmon RMON f{&#Ha# K< LET,
av s FE—F: §C
show interface link FAR— MZOWTUUTFOFREERLET,
R— &S
A— FEEE (10 Mb/s, 100 Mb/s, 1000 Mb/s, any)
4T T @EE— N (half, full, any)
B2fF 7 v —Hilf# (no, yes. any)
Vo7 A7 —4 A (up, down)
av FE—F: §C
show interface information UTFOR— hAT—4 A FREFRLET,
o K—I1EE
A— kD VLAN % 7 O ffi A
A — K VLAN ID (PVID)
A— M
VLAN A X
awy FE—FR: FC
show geaport GEAR— h~ vy B VR EF R LET,
avy FE—F: 3T
show sfp SFP &V a— VOEREERLET,
avw Y FE—F: §C
show ufd UFD (Uplink Failure Detection) & & %R L £,
av s FE—F: §C
show information-dump Information TR TE DT RTCOAAL v FIEREF T LET
FERECSCTIK £2FEznbll) |
awy FE—F:FC
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System Information commands

W DFIZ System Information =2~ > KE/RLET,

#6 System Information =~ > K

ERa B
show snmp-server v3 SNMP V3 fEfiaFR L £7,
a<vy RE—F: 3T
show sys-info UTFDv AT MMEREFRFLET,
o AT AAW
o AAYTFTDETNA
o A v FOL4HIE BT
o IRHET— MIEH|
o IAFLEMTutyHDOMACT RLX&
° PALHZT2—ADIPT KL A
o N—RU=TN—VarBREE
o VI NUZTDNR=VarFEEEA AT
e  Configuration 7’7 v 7 4
o nlAuNF— (RELTHDIEE)

a<vy FE—F: 3T

show logging messages B A Ay —FRLET,
avy RE—F: T
show access user 2—FT B RAEREFR T LET,

o<y FE—FK : User EXEC Z &< 9T

SNMPvV3 Information commands
SNMP /X—2 5 3 (SNMPV3) 1%, U FZYR—1+T5ZLICL>TSNMPV2 7 L— AT — 27 &4
SET BPLE SNMP 7 L— AU — 27 T,
o HLWSNMP X vyt—Y 74—~y b
. AvbE—V08F2 T o
o T Uk RHIHE
. SNMP X7 A —4DV £T— NRE
SNMPV3 7 —F7 7 F % OFERIC DWW TiL, RFC2271~RFC2276 =& L T £ &0,
W DFIZ SNMPV3 Information =~ > RZ L £,
%7 SNMPv3 Information =~ > K

o< R B

show snmp-server v3 user 2—FtEF=2 T 4 ETI (USM) 2—H T —T L
WERTLET,
avwy RE—F: T

show snmp-server v3 view Ea—%, MBY¥ 7YY — w27, Ba—FA7D
HWAEFRRLET,
a<wy FE—F: 7T

show snmp-server v3 access Ea—_—27 7 ¥ AHERE R R LET,
a<vy RE—F: 4T

show snmp-server v3 group X2 VT4 ET N, a—VLh, TA—=TRRE, 7

N—T T A ERE RS LET,
<y RE—F:4C

show snmp-server v3 community a3 2=F 4T =TT AN REFRLET,
awy FE—F: 37T

show snmp-server v3 target-address 2 —2y T RLAT—=TNVEFRRLET,
a<vy FE—F: 3T

show snmp-server v3 target- =0 NG A—=BTF—TNEFRRLET,

parameters awy RE—F: 4T

show snmp-server v3 notify WRT—TNVERRLET,
IV FE—F: T

show snmp-server v3 4 SNMPV3 1 #Z FR L £,

awy FE—F: 37T
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SNMPv3 USM User Table information

WD a2 RTSNMPV3 =—H 7 —7 NV EFRr LET,
show snmp-server v3 user

avy FE—F: 9T

usmUser Table:

User Name Protocol

adminmd5 HMAC_MD5, DES PRIVACY
adminsha HMAC_SHA, DES PRIVACY
vliv2only NO AUTH, NO PRIVACY

SNMPV3 D —H_R—Z ¥ F 2V T 4 EF /L (USM) T, A b= OFE, 7T A NUR#ERED
X2V T AP —ERETVES, USM2—F T =7 MZFRan22—F ID ZFIH L EJ, USM
2—PF =TI T OERPH Y £,

o a—W4

o EX2UT a4, BEX VT 4 ETINE R DT

o FEEEYm ha, a—FREETHAINDL T e har iR,

. A A A=N =%

WDORIZ SNMPV3 =2 —HF—7 VOB ZRLET,

#8 SNMPv3 . —H% 7 —7 /LI H

THH B
User Name AA T OT 7 ERMERT H2—V4TT,
Protocol TIANRTa halEfio T, 22—V EE#ETI-OIERAEND T e b

anNERRLET, AL v FIETTANRNUICDNWTDES 7L 3 XL ETR
— FLTWET, BFIET /AL ITY XL E LT MD5 & HMAC-SHA & HR— kL
TWVWET,

SNMPvV3 View Table information

WDa<w RTCSNMPV3 B 2 —F — 7 L& F R LET,
show snmp-server v3 view

avy FE—F: 9T

View Name Subtree Mask Type

iso 1 included
viv2only 1 included
viv2only 1.3.6.1.6.3.15 excluded
viv2only 1.3.6.1.6.3.16 excluded
viv2only 1.3.6.1.6.3.18 excluded

TN—THIZT IV EATELMBY Y —%HlIRCTEET, ZZ2TIE, Ea—LABIMBY TV —%
G T R LET,

WDOFIZSNMPYV3 B = —FT — TV OEE 2R LET,
#9 SNMPV3 £ = —5— 7 /LIHH

THH At

View Name Ea—DO4RTEF TR LET,

Subtree MIBH 7Y —%0OIDA ) 7L LTHERLET, Ea—HPT7YVI—
X, MIBA7 V=2 hA VAR ATT,

Mask vy h~RA T EFRLET,

Type Va—H I, 7V —2GLnRAT 205 E R LET,
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SNMPv3 Access Table information
KDa< RTCSNMPV3 7 7 B AT — T L aFnR LET,
show snmp-server v3 access

avy FE—F: 9T

Group Name Model Level ReadV WriteV  NotifyV
viv2grp snmpvl noAuthNoPriv iso iso viv2only
admingrp usm authPriv iso iso iso

vacmAcess Table (View-based Access Control Model Access Table) T, Z /v —74, EX= U7 ¢
1&#. Read View, Write View, Notify View OXfIG~ v B 7 ENET, FA—T DT 7 &AM,
Read View, Write View, Notify View T#E ¥ £, Read View /X Read #FFF[ 75 MIBA 7 ¥ = 7
k. Write View | Write 27745 MIB 47 2= 2 k. Notify View (Xi@#Z 4 2 MIBA4 7Y =

7 R LET,

WDFEIZSNMPV3 T 7 B AT —7 VOIEBZRLET,
%10 SNMPv3 77t x5 —7/LIEH

HH it A

Group Name IN—TDLARIERTILET,

Model X2 VT4 ETNVEF AR LET, SNMPvL, SNMPv2, USM T,

Level T AR B AT DINEREERL XL 2V TF 2 RRFLET,
noAuthNoPriv, authNoPriv, auth-Priv Td,

ReadV AR bR Read 77 B AZHODLMB E2—%2FRLET,

WriteV AR )R Write 7 7 EAZRODDMIBEa2—%F R LET,

NotifyV Az F UM Notify 7 7 EAZRBDSD MIBE2—%FRrLET,

SNMPv3 Group information
WD a< RTCSNMPV3 ' V—7FF—T Va2 FRr LET,
show snmp-server v3 group

vy FE—F: T

Sec Model User Name Group Name
snmpvl vliv2only viv2grp
usm adminmd5 admingrp
usm adminsha admingrp

TN—T4 X2 VT 4 ETNVEZ—FZOXIEERTT,
WDFEIZ SNMPV3 7 L —7F — 7 )L OEB 2~ LE T,
#11 SNMPv3 7' v —7 5 —7 )LIAH

THH ]

Sec Model FHT X207 4 ETNVEERRFLET, USM, SNMPv1l, SNMPv2, SNMPV3 ®
W TT,

User Name 2—YPHEFRTRLET,

Group Name IN—T DT VAL TR LET,
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SNMPv3 Community Table information

WHDa<w FTSNMPV3 2 2 =7 4 T —T VAR RLET,
show snmp-server v3 community

avy FE—F: 9T

Index Name User Name Tag

trapl public viv2only vlv2trap

SNMP a2 2 =5 4 T—7 WIEREF R LET,
WDOFRIZSNMPV3 22 2 =7 4 T —T7/VOHEAZ R LET,
12 SNMPV3 2 = =5 7 —7/VIHH

THH a1

Index KT —TNVOIFIEEDA T v 7 AMaERTLET,

Name AIa=T 4 EFRTFLET,

User Name 2—PF X2 T 4 EFTF)N (USM) D2—H L EFKR LET,
ﬁ] I a=T 4 AT ERRLET,

SNMPv3 Target Address Table information

KDA< FTSNMPV3 Z =7 b7 RV AT =T e RRLET,
show snmp-server v3 target-address

vy FE—F: T

Name Transport Addr Port Taglist Params

trapl 47.81.25.66 162 vlv2trap vivZparam

SNMPV3 % —#4 v N7 RLATF—T WERE R R LET,
WDFEIZSNMPYV3 ¥ —4 w 7 L AT —T7 L DHEBZ2RLET,
713 SNMPv3 ¥ —%' > N7 KL A7 —7 )LIHE

THH B

Name 0= IEE TR, 2=—7 @A+ T, ASNMP ¥—%5"> k7 RL A=
VMY EBHEOBB A TR LET,

Transport Addr NI UAR—=RFT RLRAEFRRLET,

Port SNMP UDP A — N EHH#F R LET,

Taglist SNMP 2 vt —V%KETDHHZ—7 v b7 FLADBEPICHAWDL X JfEize R R L E
E

Params Rl NRTGRA—=ET—TNDOx M) ZFRLET, = bUIZIE, PR
R—=FT7 FLRICEETDHA v —VDERFICHERNT 5 SNMP /85 X —Z 3%
nET,
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SNMPv3 Target Parameters Table information
WD~ RTCSNMPV3 ¥ —45 y TG A =R T —T N EFRRLET,
show snmp-server v3 target-parameters

avy FE—F: 9T

Name MP Model User Name Sec Model Sec Level

vlv2param snmpv2c vilv2only snmpv1l noAuthNoPriv

WDFIZSNMPV3 ¥ —47 > hXT A —H T —T )VOEH R LET,
#14 SNMPV3 % —/4 v hXT XA —XF—7 )LIHH

THH A

Name T —HIERE TTN, 2=— 27 2Bl 7T, K¥—F v hR"FA—4xT Y &
BLEOHA T2 TR LET,

MP Model ARy b EHHATS SNMP A v &— Y OAEMBHIHNWD A v —VUEET L AR
mLET,

User Name Ay N EHAT 22— HERRLET,

Sec Model ATy MY EHAWTSNMP A v —CaART 2 ST 282V T 0 ET L
EFRRLET,

Sec Level AT MV EHWTSNMP A v —V%EKTHEEIHERATLIEX2V T O
NERRLET,

SNMPv3 Notify Table information

WD a< > FTSNMPV3 T —7 VA2 KR LET,
show snmp-server v3 notify

AT RE—F T

viv2trap viv2trap

WDFIZ SNMPV3 il 7T — 7V OIHE /R LET,
15 SNMPvV3 @7 — 7 /VIAH

Field G|

Name g — A VIHEE TTA, 2=—7 2B+ T, ASNMP #@#H= VU &BEOME] 7T
D

Tag SNMP # —%'w b7 RLAT—TNADxy M) OBRIZERT 22 /s FrLET, K

T MY EFTHEBFEILSNMP ¥ —% > b7 L AT —7 00z b ) RSN ET,
EORINEuDEG, = ) TSRS EREA,
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SNMPv3 dump

WD~ RTSNMPV3fE#RER T LET,
show snmp-server v3

avy FE—F: 9T

Engine ID = 80:00:07:50:03:00:0F:6A:F8:EF:00
usmUser Table:

User Name Protocol
admin NO AUTH, NO PRIVACY
adminmd5 HVAC_MD5, DES PRIVACY
adminsha HMAC_SHA, DES PRIVACY
viv2only NO AUTH, NO PRIVACY
vacmAccess Table:

Group Name Model Level ReadV WriteV NotifyV
admin usm noAuthNoPriv org org org

vivagrp snmpvl noAuthNoPriv org org vliv2only
admingrp usm authPriv org org org

vacmViewTreeFamily Table:

View Name Subtree Mask Type

org 1.3 included
vliv2only 1.3 included
viv2only 1.3.6.1.6.3.15 excluded
vliv2only 1.3.6.1.6.3.16 excluded
viv2only 1.3.6.1.6.3.18 excluded
vacmSecurityToGroup Table:

Sec Model User Name Group Name
snmpvl viv2only viv2grp

usm admin admin

usm adminsha admingrp

snmpCommunity Table:
Index Name User Name Tag

snmpNotify Table:
Name Tag

snmpTargetAddr Table:
Name Transport Addr Port Taglist Params

snmpTargetParams Table:
Name MP Model User Name Sec Model Sec Level
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System information
WD~y RTURT LMMEREERLET,
show sys-info

avy FE—F: 9T

System Information at 6:56:22 Thu Jan 11, 2006
Time zone: Asia/Tokyo

Blade Network Technologies 1Gb Intelligent L3 Switch
sysName:

sysLocation:

Rackld: NECO1lA 6X00125

RackName: Default _Rack_Name

EnclosureSerialNumber: NECO1lA 6X00125

EnclosureName: Default Chassis_Name

BayNumber: 1

Switch is up 0 days, 14 hours, 56 minutes and 22 seconds.
Last boot: 17:25:38 Mon Jan 8, 2006 (software reset)

MAC address: 00:10:00:01:00:01 IP (1f 1) address: 10.14.4.16
Revision:

Switch Serial No:

Spare Part No:

Software Version 1.0.0 (FLASH image2), active configuration.

VAT AMEBIZIIUTOLORH Y 9,

. AT AR

o AAYFDEFNLAL

e Rack D4R ENLE

o T — MRH

. MAC 7 KL &

. AA Yy FDIPT LA

. VI RNT 2T AR T 7 AN ENR—V g LV FE

. B Configuration 7' = »» 7 (active, backup. factory default)
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Show recent syslog messages
WDaA< RTCUART A yb—VhFRLET,
show logging messages

avy FE—F: 9T

Date Time Severity level Message

Jul 8 17:25:41 NOTICE system: link up on
Jul 8 17:25:41 NOTICE system: link up on
Jul 8 17:25:41 NOTICE system: link up on
Jul 8 17:25:41 NOTICE system: link up on
Jul 8 17:25:41 NOTICE system: link up on
Jul 8 17:25:41 NOTICE system: link up on
Jul 8 17:25:41 NOTICE system: link up on
Jul 8 17:25:41 NOTICE system: link up on
Jul 8 17:25:41 NOTICE system: link up on
Jul 8 17:25:41 NOTICE system: link up on
Jul 8 17:25:41 NOTICE system: link up on
Jul 8 17:25:41 NOTICE system: link up on
Jul 8 17:25:41 NOTICE system: link up on
Jul 8 17:25:41 NOTICE system: link up on
Jul 8 17:25:42 NOTICE system: link up on
Jul 8 17:25:42 NOTICE system: link up on
Jul 8 17:25:42 NOTICE system: link up on
Jul 8 17:25:42 NOTICE system: link up on
Jul 8 17:25:42 NOTICE system: link up on
Jul 8 17:25:42 NOTICE system: link up on

port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port

1
8
7
12
11
14
13
16
15
17
20
22
23
21
4
3
6
5
10
9

HAYE—=VICAMLILDOT 4 — v F, BERELARH Y £4, BEREL-VLTILITO 8 5> TR
ShET,

EMERG — v AT ABFIATE RN L &R LET,

ALERT — ELIZALET RETHLIZ L ERLET,

CRIT — fEfHIRETH D Z LB R LET,

ERR — =7 —REMNEMERRZRLET,

WARNING — #ERETHLZ L AT LET,

NOTICE — EEH TT 28, A MERRETH DL L 2R LET,
INFO — A v —Y 2R LET,

DEBUG — T\ 7 A vt —V%RLET,

System user information
WKDATY RCa—YPRT—Z AEREFERLET,
show access user

o< RE— F : User EXEC #f&< T

Usernames:
user - enabled
oper - disabled
admin - Always Enabled

Current User 1D table:
1: name techl , ena, cos user , password valid, online
2: name tech?2 , ena, COoS user , password valid, offline

WDORIZL—F AT —F ZADHEBAERLET,
#16 —HY A5 — X AIHH

THH 2

user 2P T IR L _RUDATF— X A F R LET,

oper FRV—HT I ALV DAT—F A TR LET,

admin T RIZARL—HT IV RALNNUVDRAT—H AEFRLET,
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#16 —H 25— RIAH

T H i ]

Current User JBESNTWAS User ID DAT—X ZA&FRLET,

ID Table

Layer 2 information

WORIZVA Y 2R~ RERLET, RO Ca~y REFEMICHALET,

#17T LA 2iFERa~v K

a2 R

]

show mac-address-table

FDB [f#a R LET,
awy RE—F: +C

show lacp information

LACP fE#H xR R LET,
I RE—F 4T

show qos transmit-queue
information

802.1p A £ F L ET,
A= RE—FR: T

show dotlx information

802.1x [F AR T LET,
avy FE—F: §C

show spanning-tree stp <1-128>
information

STP DA% /MO, LLFD STP 7Y » DIEH & i
BTEET,

o JIAFVT 4

o Hello Time

. Max Age

e  Forward Delay

e  Aging Time

UToR—MEA STPIEHRESRT 2L HTEE
kX

o KR—IFEFLTTIAFI T«

. =3 QN

o fRIE

aw FE—F: 7T

show spanning-tree mstp cist
information

LTOCISTT U v AR T LET,

o JIAFVT 4

. Hello Time

. Max Age

e  Forward Delay

LLIFOR— MNEA CISTHHERESRT 2L HTEE

EE

o KR—FIEZLTTIAFI T4
. oA b

o e

a2 RE—R: 4T

show portchannel information

N TN—T R LTS E, VT T N—TD
FR— P OREEHERTEET,
2wy FE-F:9~T

show vlan information

PLF O VLAN Rk iE#H A R LET,
e VLANES

e VLAN%

° AT —H R

o VLANDAHR— K AN

I RE—F: 3$C

show layer2 information

Layer2 information O3 < TOEREF R LET GEE
IZE o T 10K Exznll b)) o
Ty RE—F: T

Information Commands 25



FDB information commands

FDB (Forwarding Database) (213, & L= MACT FL AL =~ B 7 ENTR— b EZOXISE
WRH Y £,

:FDB X MAC PRLRAD IV K% 8K ETHR—FET,

#18 FDB iz~ N

show mac-address-table address <mac- 1O0OF =4 _XR—=2Ax k)% MACT FL AT
address> FRLET, BEOMACT FLAZ AT S L
SEREINET,

AHTDHMACT RLAD T —=< v b :

XXXXXXXXXX:XX (3] : 08:00:20:12:34:56)
HLLIE

XXXXXXXXXXXX (5] : 080020123456)

awl RE—R: §C

show mac-address-table port <port HBELER—FOEFDBY MU 2FRLE
number> 7

a<Y FE—F: 9T
show mac-address-table vlan <1-4095> WEL/ZVLANOEFDB = Y 2R/ LE

4, #PHIX 1~4095 CTT,
vy FE-F: 9T

show mac-address-table state e LIIRRBIZ AT 52 FDB = b U 23R
{forward| trunk]unknown} LET,

a<wyY RE—F: 9T
show mac-address-table FDBNOET Y R KR LET,

< FE—F: §CT

Show all FDB information
WD a~ RTFDBIE#REFRRLET,
show mac-address-table

vy FE—F: T

MAC address VLAN Port Trnk State
00:02:01:00:00:00 300 1 TRK
00:02:01:00:00:01 300 23 FWD
00:02:01:00:00:02 300 23 FWD
00:02:01:00:00:03 300 23 FWD
00:02:01:00:00:04 300 23 FWD
00:02:01:00:00:05 300 23 FWD
00:02:01:00:00:06 300 23 FWD
00:02:01:00:00:07 300 23 FWD
00:02:01:00:00:08 300 23 FWD
00:02:01:00:00:09 300 23 FWD
00:02:01:00:00:0a 300 23 FWD
00:02:01:00:00:0b 300 23 FWD
00:02:01:00:00:0c 300 23 FWD

TAT—T 47 (FWD)REEICH DT KL R, AA v TFREDOT RLREFEELIZZEZRLTH

9, 7% 7 (TRK)REBIZHLH5EITIE, Tk 7 4 — 1V RIZ v T v 7 IN—TREEFRLE

T, A— FOREARE (UNK) (2722 TWDHEHEE, MAC 7 RLRAZ AL vy FRELFELTELT,
ST RL AL LTETRTHET, 7 RLARKMREDE S, HAR— MIFREhERA,

Clearing entries from the FDB

ABT 427 MACT RL A% FDB M HHIRT % koW T, IConfiguration Commands) D #
@ [Static FDB configuration] #Z&#E L TL 72 &0y,
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Link Aggregation Control Protocol information
kD F 2 Link Aggregation Control Protocol information =~ > K&/~ L £,
#19 LACP ffi#fiz~ K

show interface gigabitethernet F87E L72A— k@ LACP aggregator t§# 4 &~ L £7,
<port number> lacp information A< FE—F: T
show lacp BUEREAL LTV 5 LACP a2 F R LE T,
a2 RE—F: 4T
show lacp information LACP ff#aF£ R LET,

awY FE—F: 9T

LACP dump
WD~ FTLACP ff#a £ LET,
show lacp information

vy FE—F T

>> LACP# dump
port lacp adminkey operkey selected prio attached trunk
aggr

1 off 1 1 n 32768 - -
2 off 2 2 n 32768 - -
3 off 3 3 n 32768 - -
4 off 4 4 n 32768 - -
5 off 5 5 n 32768 - -
6 off 6 6 n 32768 - -
7 off 7 7 n 32768 - -
8 off 8 8 n 32768 - -

4 LACP DR RIIZAA v FOFR— FOLLFOHEREEZ A THET,
° Tﬁ“‘ }‘é%

o AR— K@ LACP & — K(active, passive, off)

e R— o adminkey f&

e R— L operkey fii

o K—LtD, VU IT IV =gy I N—T ~OIEYE E

o R—=brTI7A4FV T 4 1H

o KA — MBI T 7Y F—4

e LACP b7 7 7 N—TF5
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802.1x information
WD~ RT802.IxEHAEFRLET,
show dotlx information

avy FE—F: 9T

System capability : Authenticator
System status : disabled
Protocol version : 1
Authenticator Backend
Port Auth Mode Auth Status PAE State Auth State
1 force-auth unauthorized iInitialize initialize
2 force-auth unauthorized initialize initialize
3 force-auth unauthorized initialize initialize
4 force-auth unauthorized initialize initialize
5 force-auth unauthorized iInitialize initialize
6 force-auth unauthorized initialize initialize
7 force-auth unauthorized iInitialize initialize
8 force-auth unauthorized initialize initialize
9 force-auth unauthorized initialize initialize
10 force-auth unauthorized initialize initialize
11 force-auth unauthorized iInitialize initialize
12 force-auth unauthorized initialize initialize
13 force-auth unauthorized iInitialize initialize
14 force-auth unauthorized initialize initialize
15 force-auth unauthorized initialize initialize
16 force-auth unauthorized initialize initialize
*17 force-auth unauthorized initialize initialize
*18 force-auth unauthorized initialize initialize
19 force-auth unauthorized initialize initialize
20 force-auth unauthorized initialize initialize
*21 force-auth unauthorized initialize initialize
22 force-auth unauthorized initialize initialize
*23 force-auth unauthorized initialize initialize
*24 force-auth unauthorized iInitialize initialize
* — Port down or disabled

W DFIZ IEEE 802.1X D/XF A—H ZRr LE T,
#20 802.1x /8T A —X

T A—H i ]
Port EHR— M EFRTLET,
Auth Mode R—=rOT7 7RI hr—LOFRFFE— FE2FRLET, ROVTIE
KRLET,
. force-unauth
e auto
e  force-auth
Auth Status A— b OFWFEIRAEZ R LE 3, authorized, unauthorized D W% 3K
~LET,
Authenticator PAE State  Authenticator Port Access Entity OIREZ KR L E T, IROWTNNE TR
LET,
. initialize
e  disconnected
e  connecting
e authentication
. authenticated
e  aborting
. held
e  forceAuth

Information Commands 28



#20 802.1x /8T A—X
28T X — X L]

Backend Auth State Ny 72y ROFBIEREEZFRRLET, ROWVWTINERRLET,
initialize

request

response

success

fail

timeout

idle

Spanning Tree information
W DI Spanning Tree Protocol (STP) information =~ > K&R L £ 7,
#21 STPfFfia~ N

show spanning-tree stp <1-128> ANRZU T =T N—T OFEREFRLET,
A=Y FE—F: T

show spanning-tree stp <1-128> STP bridge D@ AR L ET,

bridge awy RE—F: 4T

show spanning-tree stp <1-128> STPEHaR R LET,

information v RE—F: +C

show spanning-tree 2 STPIF#MER R LET,

awy FE—F: 9T

KDA~vY RTAR=L 7Y ) — il #RLET,
show spanning-tree

avy FE—F: 9T

Spanning Tree Group 1: On (STP/PVST+)

VLANs: 1
Current Root: Path-Cost Port Hello MaxAge FwdDel
8000 00:02:a5:d1:0f:ed 8 20 2 20 15
Parameters: Priority Hello MaxAge FwdDel Aging
32768 2 20 15 300
Port Priority Cost FastFwd State Designated Bridge Des Port
1 0 0 n FORWARDING *
2 0 0 n FORWARDING *
3 0 0 n FORWARDING *

AZA »F X IEEE 802.1D A/ %= 7Y ) —7 v fa/L (STP) #fiH L £9, RSTP/IMSTP 24>z L
L ZDANR= Y ) =T N—TFERIZOVWTIL,  Rapid Spanning Tree and Multiple Spanning
Tree information] OFiZBML T ZEW, STP OFL HHOM, LITFDO STP 7Y v PiE#HE S
MexEd,

e upfast (Uplink Fast) ®IREE

e HAL—FMACT KL 2R

° INA A b

o F—F

o Hello Time

. Max Age

o Forward Delay

. Aging Time

UTFOR— D STPIHERHBRTE £ T,

. R—=F LTI AT 4
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=0 QN
NS

A= T + U —F o JiREE

BETY v
BER—

WDFIZSTP R T A—H E R LET,

#22 STP /3T A—4

INT A—H

G

Current Root

ANR= I Y —=DN— 7 U vy PDIERTT, V= DT T4 AV T 1 (16 i),
MAC 7 R L AT,

Path-Cost N—b+T VN VETO/NRAIRANTT,

Port N— bR —= Mo TWDHR— FEETT, ZOMEN0DHAE, STPOL—FTY
vV ThDII L ERLET,

Priority TV T IAFTITAETT, TV PTITAF VT A BRADT Y v PR N—

(bridge) N7 U VIR ET,

Hello Hello Time [ T4 (7)), /L— F 7'V v 27 BPDU (Bridge Protocol Data Unit) % %18
FTHEBTY, = 7V o PLSNOT Y v P, = TV v UOEEHETLE
7

MaxAge Max Age [ T (F), STP X v bV —27 OFEEEZBBT 2 ETIC, 7V v VR
BPDU D15 & 1o KK T,

FwdDel Forward Delay fE T4 (#), UV A= 7UREENDL T —=2 7REE, L L FT7—=
VIWREND T AU —T 4 VREBICERBT OB, 7Y v UR— IR ELEDED
FEfC9,

Aging FDB ® Aging Time T4 (#),

Priority (port)

R—=FTT7A4FV T AETY, BER— FERETDIZODONRT A—2TY, EH
DTV TR—=h 2 1O0BT AL MIEHELTWDIGE, F— 744V T 4
NE/AIDBR— RN, B A FORER— MR £7,

Cost R—=FDORAIA METY, N2 X MIFER— NERETDHEZDDONRT X=X
TF, R IABEICRBIEE 2R MI/hSL< 20 9,

State R—rOBEDORREEZ R L £3, BLOCKING, LISTENING, LEARNING,
FORWARDING, DISABLED W4T,

Designated HAR—NIERESNT, BETY vy VOTTIAL AV T 4 (161), MACT KL &

bridge T3,

Designated port
I

AR— N EHR L CWDIRET Y v POR— FDOAR— K ID TT,
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Rapid Spanning Tree and Multiple Spanning Tree
iInformation

WDz~ KT RSTPIMSTP & Fm LE 1,

show spanning-tree

vy FE—F: T

Spanning Tree Group 1: On (RSTP)
VLANs: 1-3 4095

Current Root: Path-Cost Port Hello MaxAge FwdDel
8000 00:00:01:00:19:00 0] 0] 9 20 15
Parameters: Priority Hello MaxAge FwdDel Aging
32768 9 20 15 300
Port Prio Cost State Role Designated Bridge Des Port Type
1 0] 0 DSB
2 0] 0 DSB
3 0] 0 DSB
4 0] 0 DSB
5 0] 0 DSB
6 0] 0 DSB
7 0] 0 DSB
8 0 0 DSB
9 0] 0 DSB
10 0 0 DISC
11 0] 0 FWD DESG 8000-00:00:01:00:19:00 8017 P2P2,Edge
12 0 0 FWD DESG 8000-00:00:01:00:19:00 8018 P2P

AA w»F V7 MU =T IL, IEEE 802.1w Rapid Spanning Tree Protocol (RSTP) & IEEE 802.1s
Multiple Spanning Tree Protocol (MSTP) @ &6 &3 % L 5 IR ET& £9, RSTP/IMSTP %
BT DL, AR Y Y= =TI LT FO RSTP 7 U v UIERA SR TE £,
e upfast (Uplink Fast) ®{RAE

. HoL—FMACT FLX

. INA AR

° TJ‘S*‘ }‘

. Hello Time

. Max Age

. Forward Delay

. Aging Time

PIFOR— MEA RSTP ER LB TE 7,

« KL BELIIAAUT 4

. o Xk
. i
o H

. EETY v VB LOR— b

. Vo247

WDFEIZ RSTP £721Z MSTP E— R TD STP XTF A—F Z R LET,
#23 STP RT A —4

NTAF i

Current Root ANR= I Y —DN— b T Yy POBHRTT, L— kDT T4 AV T 1 (16
#E), MAC 7 KL 2T,

Path-Cost N—17 V) yPETO/NZIRTY,
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#23 STP /8T A —4

INT A—H

i

Port

= FR— NI 5TWVDHR— FEFTT, ZOMHEN 0 DA, STPD/L— |
TV U THhHEERLET,

Priority (bridge)

TV VT IAFT VT AETT, TV T ITAF VT 4 BN OT Y v VR
N— TV oDz £9,

Hello Hello Time i ¢9 (), /— F 7 U » 273 BPDU (Bridge Protocol Data Unit) %
EETOHMRTT, = 7V VSO T Y v, — T v POEE
ALES,

MaxAge Max Age fE T3 (F)), STP v NV —27 OFMELRHBT2ETIZ, 7V v
73 BPDU D3A5 Zf i KR T,

FwdDel Forward Delay i T3 (F), UV A= ZRENS T —= 7R RE, b L IET—
=V TREING T T =T 4 CZREBICER T LB 7 v UR— RS
O HEHTY,

Aging FDB o Aging Time T3 (),

Priority (port)

R=FTTAF VT AETY, HER— FERET HI2ODNRTA—=ZTT,
BHOT) v OR—1T &2 1207 AL MIBEHLTWAEHEA, F— T4
VT A BRANDR=FB, 7 A FOIRER— MRV 9,

Cost A= hDNRATA METY, HER— FNERET DD TA—=Z2TYT, K
— FANEHRIC AR DIFE R AT A MINESL R 0 FT,

State A— FOBUEDRIEZ R L E T, RSTP/MSTP E£— Tl
Discarding(DISC). Learning(LRN). Forwarding(FWD).
Disabled(DSB) »\ ") T,

Role AR T Y —IZB W TARKR— "R b DBIEO&EE|Z /R LE 7, Designated

(DESG). Root (ROOT). Alternate (ALTN), Backup (BKUP). Master (MAST),
Unknown (UNK)D W3y Td,

Designated bridge

BR— MR ENT, FBETY v POTIAF VT 4 (161) . MACT RL
A TY,

Designated port

AR— P EHEELTWAIRET ) vy POR— hDR— K ID TY,

Type

R— MR EINTWD I I DEAT L R— PRy PR—nE 5%
R~LET, U T XA 7T AUTO, P2P, SHARED O\ )T,
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Common Internal Spanning Tree information
WD 2= KT Common Internal Spanning Tree (CIST) {4 £ R L £7,

show spanning-tree mstp cist information

avy FE—F: 9T

Mstp Digest: O0xac36177¥50283cd4b83821d8ab26de62
Common Internal Spanning Tree:
VLANs: 1 3-4094

Current Root: Path-Cost Port MaxAge FwdDel
8000 00:03:42:fa:3b:80 11 1 20 15
CIST Regional Root: Path-Cost
8000 00:03:42:fa:3b:80 11
Parameters: Priority MaxAge FwdDel Hops

32768 20 15 20
Port Prio Cost State Role Designated Bridge Des Port

128 2000 FWD DESG 8000-00:03:42:fa:3b:80 8001
128 2000 FWD DESG 8000-00:03:42:fa:3b:80 8002
128 2000 DSB
128 2000 DSB
DSB
128 2000 DSB
128 2000 DSB
128 2000 DSB
128 2000 DSB
10 128 O DSB
11 128 2000 FWD DESG 8000-00:03:42:fa:3b:80
12 128 2000 DSB

O©CO~NOUODWNE
'_\
N
o6}
N
o
o
o

Hello Type

4 P2P,Edge

CIST DEL)/Eofth, LLTFD CIST 7V v IEHRAEBRTE £,

CIST b— K
CISTV—Yafni—h
TIAEVT ¢

Max Age

Forward Delay

Ry

LAFOR— NEA CISTIH#RLEZH T 7,

R—brDESZELETIAFTIT 4
=0 QNN

BN

P&

BEZTY vy ER—F

Hello Time

Vo84 TeR—NEAT
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WDOFIZCISTRT A—=H &R LET,
#24 CIST XT A —X4

NG A—H i

CIST Root CISTONAL— 7Y v VI D1EMERLET, ZO{TOMETCIST
N—bERLET,

CIST Regional Root AMSTP U —Varon— 7y VICT 2F#RERLET, Z0
TFOET)—YaFrnr—heRLET,

Priority (bridge) TV OTTAFVT4ETT, TV PTITAF VT 4 BERNDOT Y
Yy U= T vy VIR FT,

MaxAge Max Age fi T3 (F)), STP %~ U —7 OFHEEEZFHET L ETIZ, 7
Y v ) BPDU DG & o RKEEH T,

FwdDel Forward Delay fE T3 (f), U A=r7RiEND v—:‘/ﬁ‘bﬁ““\ HL
{FET—=VTREND 7+ T —T 4 V IREBICEBT O, 7Y v
A= B LADE DR T,

Hops WKRTY v VR y THERLET,

Priority (port) R=R T TAF VT AETT, HER— FERETDHDNRT X=X

TT, HEOT Y v VR— 2 1oDE T AL MR LTV LA,
A= T FZAFVT A B/ DOR— B, BT AL FOFRER— M

ESD

Cost R—hrax METT, FBER— FERETLHZDDONRIFIA—=FZTYT, &
HIZ2HIEE SRR TR MIASL<ARY FET,

State A= FNOBUHEDREL R LET, Discarding(DISC),
Learning(LRN). Forwarding(FWD), Disabled(DSB) ®\»
ThnTI,

Role ANR=Z U T Y =BV TAR— ML OBEOHRE 2R LET,

Designated (DESG)\ Root (ROOT), Alternate (ALTN), Backup
(BKUP), Master (MAST). Unknown (UNK) DWW 70T,

Designated Bridge HAR— MRSz, FBET Y v VDT T4 A Y T 1 (16 1), MAC
7 KL AT,

Designated Port AAR— b EEHLTCODEEZ ) v POFR— FDOFE— K ID T,

Hello Hello Time i ¢9 (), /— K7 U » 273 BPDU (Bridge Protocol Data

Unit) # 4T 5BR T, v— 7 U o PLSOT Y » PiF, — b
TV VOEEEALES,

Type e MBS T VWA ) L 2 DFA T L, K RBT w Ud— kY
IMERLET, Vo7 XA 7L AUTO, P2P, SHARED O ¢
<7,

Trunk group information
WDa~wy RThI v 7 n—T7FERERRLET,
show portchannel information

AT RE—F T

Trunk group 1, Enabled
port state:
17: STG 1 forwarding
18: STG 1 forwarding

NG IN—T oM TR E, N T TN —TDER— FOREEZBIRTE £T,

F RSV IL—TFONTRAIDR—,D RIS Y —FORIANETAT—T AT ZHE
TBE, FDOMDR—RETHT—FT AT IR ESNTET,
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VLAN information

W DFEIZ VLAN information =< > K& Rx L £,
725 VLAN fFif o~ K

show vlan VLAN O1E#HERRLET,
vy FE-F: 9T
show vlan information STP ~DEI W U TEED, VLANEHREZR R LET,

a2 RE—F: 4T

WD a2 FTVLAN [EF#RAEFRLET,

show vlan
a<vY RE—F:3C
VLAN Name Status Ports
1 Default VLAN ena 4 5
2 pcO3p ena 2
7 pcO7f ena 7
11 pcO4u ena 11
14 8600-14 ena 14
15 8600-15 ena 15
16 8600-16 ena 16
17 8600-17 ena 17
18 35k-1 ena 18
20 35k-3 ena 20
21 35k-4 ena 21
22 pc07z ena 22
24 redlan ena 24
300 ixiaTraffic ena 112 13 23
4000 bpsports ena 3-6 8-10
4095 Mgmt VLAN ena 19
FORBEHRITIT, T_NTOMRAEAVLAN, 77T 47V U 7REICH DT X TDOA LU NR—R3H Y
351;_‘0
VLAN [F#RICITLL T O L OB H Y 77,
e VLANES
e VLAN%

° AT —H A
° VLAN O 7R— K A N
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Layer 3 information

WORIZVA Y 3FERa~ FERLET,

#26 LAV 3lF@Ha~v N

a2 R

A

show ip route

AL v FICHRES NNV — M 2FRLUET,
o= FE— K : User EXEC Z &< §_C

show ip information

IP O—fiEHAER R LET,
a< FE— K : User EXEC < 9T

show ip arp

Address Resolution Protocol (ARP) f&# % R L £,
2= KE— K : User EXEC %< 33T

show ip ospf information

OSPF [# &R R LET,
o= FE— K : User EXEC &< 4T

show interface ip <1-256>
rip

RIP = — ¥R EEHREF T LET,
vy FE-F: 9T

show layer3 information

IPIEHREFRTLET, UTOBEHERRHY £57,

o IPALETz—AFR AL HT2—AFH, IPT FLA, ¥
TRy v A7 VLANE S, AT —4

o TFTIFNINI—bIUxAER: ANy F— b UxAFK
F.IPT RLA ANVART—HF A

e IP74xU—F 1/ : Enable, Inet, Imask

¢ R—RAT—HZ

avy RE—F: T

show ip igmp groups

IGMP {5 #i & £R L E T,
o= FE— K : User EXEC Z &< 4T

show ip vrrp information

VRRP AR R LET,
o= FE— K : User EXEC Z &< 4T

show layer3

Layer 3 information > HFIATE 5T R TOAL v FHEREZL T L
FT TS CTIK Eidznbll) .
gy RE—F: FT

Route information

WORIZHAR LA ¥ 3FHRa~ RERLET,

K27 LAV 3lEHRa~v N

o< R Bl

show ip route address <IP BELEIPT RLADL— FERFLET,
address> 2= KE— K : User EXEC %< 3T
show ip route gateway <IP BELEF—hY oA ETOL— hEFERLET,
address> awY RE— R : User EXEC # < 33C

show ip route type
{indirect|direct|local|broa
dcast|martian|multicast}

BELEAATDON— FeFR LET,
a< Y FE— K : User EXEC Z[#:< T

show ip route tag
{fixed|static|address|rip|o
spf|broadcast|multicast|mar

BELEZ 7ONL— NERTLET,
o=y FE— K : User EXEC Z &< 3T

tian}
show ip route interface <l- |[RELEZA LV ETx—ADL—E2ERLET,
256> v FE—F : User EXEC % Fr< 97T

show ip route

AL v FRITHRR SN2V — F2F R LET,
a<w Y FE— K : User EXEC Z &< 4T
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Show all IP Route information
WD a< RTVLAN E#A2ERLET,

show ip route

o<y RE—F : UserEXEC Z &< 4T

Mask

Status code: * - best
Destination

* 11.0.0.0

* 11.0.0.1

* 11.255.255.255
* 12.0.0.0

* 12.0.0.1

* 12.255.255.255
* 13.0.0.0

* 47.0.0.0

* 47.133.88.0

* 172.30.52.223
* 224.0.0.0

* 224.0.0.5

Gateway Type Tag Metr If
11.0.0.1 direct fixed 211
.255 11.0.0.1 local addr 211
.255 11.255.255.255 Dbroadcast broadcast 211
12.0.0.1 direct fixed 12
.255 12.0.0.1 local addr 12
.255 12.255.255.255 Dbroadcast broadcast 12
11.0.0.2 indirect ospf 2 211
47.133.88.1 indirect static 24
.0 47.133.88.46 direct fixed 24
.255 172.30.52.223 broadcast broadcast 2
0.0.0.0 martian martian
.255 0.0.0.0 multicast addr

WDOHRIZ Type RT7 A—F &R LET,
328 IP Routing Type information

HH B

indirect Gateway C/RENDHT FLADNL—F A TIREIND Z 2R LET,

direct AL TR S NI 58I > IBRRESND Z 2R LET,

local AL Y FDIPAVE T 2 —A~NDNL— K THEZLERLET,

broadcast Ja—RKF¥x¥ A M—FCTHDHILERLET,

martian TANEY T TRESNDAEICEENTWDL I EERLET, 205
Je~D 0y MRS NE T,

multicast “NVFXFY A= THDLZEERLET,

WDORIZTag N T A—HEZRLET,
729 IP Routing Tag information

HH B!

fixed A v FICEEER SN TV DEEICE L TV AR LET,
static AA O TICHRESNTLAZT A v I NV— b THDHZ LEZRLET,
addr ALY TFDIPALVH Tz—ADLDOIBLTCND I EERLET,
rip RIP CH¥E LT FLATHDHZ LA RLET,

ospf OSPF CH¥HE LT FLATHAHZ LA RLET,

broadcast Tu—RF¥F Yy AT FLATHAHZ LA RLET,

multicast N FXXY AN RLATHDLI EERLET,

martian TANE) T EINDIN—FIBL TS L ERLET,
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ARP information

Address Resolution Protocol (ARP)#RIZIE, = FUDIPY RLZAE MACT RL A, 7 RLR
DAT—HAT7Z5 7 /VLAN/F—F, BLO, x— bRIERZERH Y £,

WDOFIZARP <> RER LET,

#30 ARP 22w K

av R i

show ip arp find <IP address> FRELZIPT FLVAOARP = F U #FR L ET,
a< RF%E— K : User EXEC Z < 3T

show ip arp interface <port number> #HELEAR—FDARP = M) AERRFLET,
a< Y FE—F : User EXEC < 3T

show ip arp vlan <1-4095> FREL/ZVLAND ARP = U #F R LET,
a< FE— R : User EXEC #fr< 9T
show ip arp UTFO2ARP = M) ZFRLET,

e KU NIDIPTRKLALEMACT KL
o T RLVART—HRATTJ
e T RLAMET S VLAN LR—h
T RLAZSZR LA —F (FRENZIPT RLARIZ
T T 4w 7 BE T R— FRTIEZER)
o<y FE— K : User EXEC % &< §_C
show ip arp reply ARPT RLAVARERRLET, PT RLZ, IP~¥
227 MACT FL X%, VLAN 7 5 7 T,
a<wy FE—FK : User EXEC Z &< 9T

Show all ARP entry information
Wpa~ BT ARP AR LET,
show ip arp

o< FE— K : User EXEC < 9T

IP address Flags MAC address VLAN Port
192.168.2.4 00:50:8b:b2:32:cb 1 18
192.168.2.19 00:0e:7f:-25:89:b5 1 17
192.168.2.61 P 00:0f:6a:-ed:46:00 1

Flags 7 « —/V RiZ= > F VIZBET 2 BMEREZ T 7 0 —V K TT, 77 7B bR, 2o
x> hUIEIEE TY,

731 ARP % 7 ® Flags /X7 A —#

757 i)

P AA YT IPAUHE T 2 —AFITAER LK MY

R ML — b b

U KR ARP = h U, MACT RLAIZEE SN THEHA,

ARP address list information
show ip arp reply

o< FE— K : User EXEC &< 9T

IP address IP mask MAC address VLAN Flags

205.178.18.66 255.255.255.255 00:70:cf:03:20:04 4095
205.178.50.1 255.255.255.255 00:70:cf:03:20:04 1
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OSPF information
WDOFEIZOSPF 2~ RERLET,
#32 OSPF [Fifz~2 K

o< R A

show ip ospf general-information OSPF —fixff#a £ R LET,
vy FE—F : User EXEC # < §°C

show ip ospf area information [<0-2>] HELFE=VTA LTy 720 THEHREFRL
FT, RNTA—FEREETICETTDHE, TC

OV T OERERRLET,
oY FE— K : User EXEC Z < 4T

show ip ospf interface AVE T 2= AEREFRRLET,
vy FE—F : User EXEC # < 4 C

show ip ospf area-virtual-link FTRTCOBREFAMEARY > 7 1T 2 HEREFRL

information F9,
2wy RE—F : User EXEC #fR< 3T

show ip ospf neighbor TRTCOBRA N T DIEMERRLET,
o<y RE—F : User EXEC #[R< 3T

show ip ospf summary-range <0-2> FENSSAZ U TIZET DI~V L YD A MER
~LET,

a2 RE— K : User EXEC Z# < 4 C

show ip ospf summary-range-nssa <0-2> NSSATVT7IZETEY~UL YD R EFR

LET,

o=y RE—F : User EXEC #[R< 3T
show ip ospf routes OSPFIV—F 4 v I T —TNVERRFLET,

o<y FE—F : User EXEC #fR< 3T
show ip ospf information 4 OSPFff#azR - LET,

g RE— R : User EXEC Z i< 4 C

OSPF general information
WD =~ FTOSPF O— M MAR T LET,
show ip ospf general-information

o< FE—F : User EXEC < 9T

OSPF Version 2
Router ID: 10.10.10.1
Started at 1663 and the process uptime is 4626
Area Border Router: yes, AS Boundary Router: no
LS types supported are 6
External LSA count O
External LSA checksum sum 0xO0
Number of interfaces in this router is 2
Number of virtual links in this router is 1
16 new Isa received and 34 lIsa originated from this router
Total number of entries in the LSDB 10
Database checksum sum 0x0
Total neighbors are 1, of which
2 are >=INIT state,
2 are >=EXCH state,
2 are =FULL state
Number of areas is 2, of which 3-transit O-nssa
Area Id : 0.0.0.0
Authentication : none
Import ASExtern : yes
Number of times SPF ran : 8
Area Border Router count : 2
AS Boundary Router count : O
LSA count : 5
LSA Checksum sum : 0x2237B
Summary : no Summary
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OSPF interface information

WD~ RTOSPF DA 47 = —AfERER T LET,

show ip ospf interface

o< FE—F : User EXEC < 9T

Transit delay 1

Ip Address 10.10.12.1, Area 0.0.0.1, Admin Status UP
Router 1D 10.10.10.1, State DR, Priority 1
Designated Router (ID) 10.10.10.1,
Backup Designated Router (ID) 10.10.14.1,
Timer intervals, Hello 10, Dead 40, Wait 1663, Retransmit 5,

Ip Address 10.10.12.1
Ip Address 10.10.12.2

Neighbor count is 1 If Events 4, Authentication type none

OSPF Database information

K’ DFEIZ, OSPF Database information =~ > K& < L £,

#:33 OSPF Database information ==~ > K

HH

i

show ip ospf database
advertising-router <router ID>

NRITA—=REL LT, BAETHONV—FERELET, HHEL
Jov—% 1D (=& %1% 20.1.1.1) @, LSDB ND4 Link
State Advertisement (LSA) %/~ L £7,

2= FE— F : User EXEC # < 33T

show ip ospf database asbr-
summary [advertising-router
<router ID> |link-state-id

<A.B.C.D> | self]

ASBR DM LSAZ KR LET, RO XS IZa<wy Rifl
ALET,

a. show ip ospf database asbr-summary advertising-
router 20.1.1.1 #9795 &, 20.1.1.1 D
advertiseing router O LSA ZFKRx L E 7,

b. show ip ospf database asbr-summary link-state-id
10.1.1.1 #FE179 % & link state ID % 10.1.1.1 ®
EHLSAZRRLET,

c. show ip ospf database asbr-summary self % 32179
DL, RAL v FHEMT D ASBR AT LSA & #
R~LET,

d. F7valdgER L Ca~vy REFETTH L, T
TPD ASBRAERI LSA R R LET,

aw FE—F : User EXEC i< _C

show ip ospf database database-
summary

LSDB {22\ T, REATROEHREEZ R LET,
a. #TVUTDOKYATDLSA D
b. £#x= U7 ®LSA DK
C. 2V TTHALK, &LSA¥A 7D LSA DK
d 2=V 7 THELL, 2LSA XA 7D LSA Dk
a< )y FE— F : User EXEC # i< 4T

show ip ospf database external
[advertising-router <router I1D>
|link-state-id <A_B.C.D>|self]

AS-external (type 5) ® LSA #F R L £,
a2 FE— F : User EXEC Zfr< T

show ip ospf database network
[advertising-router <router I1D>
|link-state-id <A_B.C.D>|self]

network (type 2) ® LSA Z# /R L £,
a< v FE—F : User EXEC < 3T

show ip ospf database nssa
[advertising-router <router I1D>
| link-state-id <A_B.C.D>|self]

NSSA (type 7) ® LSA ZFE R LET,
2w FE— F: User EXEC # i< 9°XC

show ip ospf database router
[advertising-router <router I1D>
|link-state-id <A_B.C.D>|self]

route (type 1) ® LSA Z#F R L £,
a< v FE—F : User EXEC < 3T

show ip ospf database self

RKAAL v F TEMTHLELSAZFRLET,
a2 FE— K : User EXEC Z# &< 9T

show ip ospf database summary
[advertising-router <router I1D>
| linkstate-id <A_B.C.D>|self]

network summary (type 3) @ LSA #H R L E£7,
2wy FE—F : User EXEC % FR< 7T

show ip ospf database

TRTOLSAZHERLET,
o< FE—F : User EXEC Z &< 9T
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OSPF router codes information
WDz~ KT OSPF route 2~ LE7,
show ip ospf routes

o< FE—F : User EXEC < 9T

Codes: 1A - OSPF inter area,
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2

IA 10.10.0.0/16 via 200.1.1.2

IA 40.1.1.0/28 via 20.1.1.2

IA 80.1.1.0/24 via 200.1.1.2

IA 100.1.1.0/24 via 20.1.1.2

1A 140.1.1.0/27 via 20.1.1.2

IA 150.1.1.0/28 via 200.1.1.2
E2 172.18.1.1/32 via 30.1.1.2
E2 172.18.1.2/32 via 30.1.1.2
E2 172.18.1.3/32 via 30.1.1.2
E2 172.18.1.4/32 via 30.1.1.2
E2 172.18.1.5/32 via 30.1.1.2
E2 172.18.1.6/32 via 30.1.1.2
E2 172.18.1.7/32 via 30.1.1.2
E2 172.18.1.8/32 via 30.1.1.2
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Routing Information Protocol information

W’ DFEIZ, Routing Information Protocol (RIP) information =~ > K& 7R L £,

#34 RIP information =~ K
777 B
show ip rip routes RIP V— F&2FoR LET,
a2 FE—F : User EXEC #fR< 3T
show ip rip interface [<1-255>] RIPA VX7 x—AEREFRLET,
2= FE— F : User EXEC # < 33T
show interface ip [<1-255>] rip RIP=2—¥F#E4FERLET,
avy FE—F: 3T

RIP Routes information
WDz~ RTRIP route [z R 7 LET,
show ip rip routes

o< RE—F : User EXEC < 9T

3.0.0.0/8 via 30.1.1.11 metric 4

4.0.0.0/16 via 30.1.1.11 metric 16
10.0.0.0/8 via 30.1.1.2 metric 3
20.0.0.0/8 via 30.1.1.2 metric 2

TOFEICE, AN IR DOAL— EED, RIPTERELESFAFTI v I A— MR TRTEENT
WET, BHEERSGL— RO — I VRE LT AZ T 4 v 7 — MIGENERE A,

RIP user information
show interface ip [<1-255>] rip
AT RE—F T

RIP USER CONFIGURATION :

RIP on updat 30

RIP Interface 2 - 102.1.1.1, enabled

version 2, listen enabled, supply enabled, default none
poison disabled, trigg enabled, mcast enabled, metric 1
auth none,key none

RIP Interface 3 : 103.1.1.1, enabled

version 2, listen enabled, supply enabled, default none
poison disabled, trigg enabled, mcast enabled, metric 1
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IP information
WDa<w RTLA ¥ 3FEREFZRLET,

show layer3 information

avy FE—F: 9T

2

Interface information:
1: 47.80.23.243
Default gateway information: metric strict
1: 47.80.22.1, up

: 47.80.225.2, up

255.255.254.0 47.80.23.255,

vlan 1, up

UTFDA BT z—A T74N M7= T oA ERBERSNET,
. A UH T 2—AKE

. IP7 FL A

. P27

. IP7u—R¥x A7 RLA
° AT —H A

IGMP multicast group information
WDOFIZ. AL v FREB L IGMP Z A —FIC BT 2 Mo R RT3~y FERLET,

o< R

B

show ip igmp groups address <IP address>

BELEZIPT RLADIGMP /L F F v A k
IN—TuFRrLET,
a< RE— F : User EXEC Z < 4T

show ip

igmp groups vlan <1-4094>

F§7E L2 VLAN D4 IGMP ~ /L F % ¥ X k&
N—TRKRrLET,
o FE— K : User EXEC Z# &< 9T

show ip
number>

igmp groups interface <port

FBELEAR—FDRIGMP < L F ¥ X 7
N—ThRRLET,
a< RE— F : User EXEC Z &< 4T

show ip

igmp groups portchannel <1-40>

WELEL NI 7 T NV—TD4 IGMP < )L F
Fy A NI N—THHRRLET,
a< ) FE— F : User EXEC # i< 4T

show ip

igmp groups

BT XY A NI NA—F T L IERAYE
RLET,
o FE— K : User EXEC &< 97X C

IGMP multicast router port information

DRI,

IGMP A X —E 712XV FEH Lz~ LT F v 2 ML—Z BT HEROERICH NS 2
<~ RERLET,

#36 IGMP < /L F ¥ v 2 hL—Z{EHa~ 2 K

a<w R ]
show ip igmp mrouter vlan <1- 8 L7Z VLAN O 2~ L FF ¥ 2 NI A—T BT 5 1%
4094> WEFRLET,
o=y FE—F : User EXEC #[R< T
show ip igmp mrouter information ALy FRFBR LI Bw VT ¥ ¥ A N A—T DR E

FoRLET,
o< RE— R : User EXEC Z i< 4 C
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VRRP information

Virtual Router Redundancy Protocol (VRRP) (2L ¥, LAN NOL— X B TILEMENSE LN E T,
VRRP BBEE L TWAENL—T 4 VT T A RFFR UEEL—F IPT RL AL IDEZERELET,
TIAF VT AIZESNT, JEEL—F DO, 1 BB AXITEHIN, BTV —% IPT K
VADHIZEITWVE S, vRAZICEERRELZBE. Ny 77 vy 7OV —% D 1 BMEEL—
ZIPT RLADHIBZZTMHE, FF 74 v 7 2B LET,

show ip vrrp information

VRRP
1: vrid 2, 205.178.18.210,
2: vrid 1, 205.178.18.202,
3: vrid 3, 205.178.18.204, if

information:

f 1, renter, prio 100, master, server
f 1, renter, prio 100, backup
1, renter, prio 100, master, proxy

N —FEZFRELTVWDIFE, Zoavr FEEHALT, FREL—FDORAT— X AR TEE
T, VRRPIHFHRICIZLL T OEHRRH Y £,

AN — & Tl

EL—Z IDBLIPT LA

AU HT 2 —AKE

H—F vy AT —H X

o Owner: BRHEDH D~ AZ BN —F, IEV—FDIPT FLRALIPA L Z T 2—RA
R L& &, ZORENL—Z2 owner |Z72 0 £7,

e Renter : owner LIS DAL — &

prio (FZAF VT 4) i : ~AXRHIE, 7744V T 4 BEREBOFEBL—FZ RN~ AZIZRD

*7,

TITAET A AT —HA

e master: vVAXEBENL—FXTHLHI LERLET,

e backup : ABL—F NNy 7T v TE—RTHDHI L ERLET,

o init: AL —FNEEIFTTHDLI EERLET, BEWEK TR, 7744V T 123255

(IP7 RLARA—F) OLETRE ZITRITNERNY I T v S ITE R LET,
server : server IREEIIRAENL—H ZR L E T,

proxy : proxy JREEIFRAE T m X v —F 2R LET, EL—ZIZ70X T IPT FLRALRL
IP7 FLRZHEHLET, (BT eX o —2 2 T2 L, WREAA Y TFBELTIPT LA
I TE, REREARIP T FLADENR/NRICIZ O ET,
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802.1p information
WoDa~< 2 RT802.1p fEMAERRLET,
show qos transmit-queue information

avy FE—F: 9T

Current priority to COS queue information:
Priority COSq Weight

~N~Nooh~hWNEFO
PRPRPPRPOOOO

NNNNRRPRPPRE

Current port priority information:
Port Priority COSq Weight

1 0 0 1
2 0 0 1
3 0 0 1
4 0 0 1
23 0 0 1
24 0 0 1

R DFEIZ IEEE 802.1p priority to COS queue information (Z2OW TR L E T,
337 802.1p Priority to COS Queue information IH H

HH ]

Priority 802.1p ¥ A A VT 4 L VAR LET,

Cosq Class of Service (COS) queue # /1 L7,

Weight COSqueue DAYV a—Y I hERLET,

R DFRIZ IEEE 802.1p port priority information ([Z DWW TR L E T,
738 802.1p Port Priority information X5 H

HH B

Port A rFEHFERLET,

Priority 8021p FIA XV T 4 LV ERLET,
Cosq Class of Service (COS) queue #/R L 7,
Weight AV a—V T gxA NERLET,
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ACL information

WDFIZ, Access Control Lists and Groups DfF#H & FK~T 52~ RERLET,
#39 ACL information =~ > K

757

i

show access-control list <1-

762>

FRIE L7- ACL DT & Fors LE T
vy FE—F T

show access-control group <1-

762>

R L7~ ACL Group DI # A FR LE7,
avw FE—F: §C

show access-control

T_RTDOACLOEREERRLET,
awy FE—F: TC

WD =< KT Access Control List Df§ AR L E9,

show access-contro

vy FE—F T

Filter 1 profile
Ethernet
- VID
Actions
Filter 2 profile
Ethernet
- VID
Actions

Current ACL information:

1/0xfff

Set COS to O

1/0xFfFf
Permit

No ACL groups configured.

Access Control List (ACL) information {34 Access Control List OFXE/ T A —X ZFRLET, £/,

% ACL Group IZ& F#1DH ACLEZ R LET,
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RMON information
WD a~< RTCRMONE#HRZFRRLET,
show rmon

avy FE—F: 9T

RMON history information
W =< K RMON history information Z %R~ L £7,

show rmon history

avy RE—F T

RMON History group configuration:

Index 1FOID Interval Rbnum Gbnum
1 1.3.6.1.2.1.2.2.1.1.24 30 5 5
2 1.3.6.1.2.1.2.2.1.1.24 30 5 5
3 1.3.6.1.2.1.2.2.1.1.18 30 5 5
4 1.3.6.1.2.1.2.2.1.1.19 30 5 5
5 1.3.6.1.2.1.2.2.1.1.24 1800 5 5

W DFIZ RMON history information DI H %/~ L E 5,
7340 RMON history information T8 H

THH Bl

Index % history # R34 VT v I AREERRLET,

1IFOID MIBOID #&K <L £,

Interval FNTy bV T T LR E TR LET,

Rbnum BRNTy VEERRLET, T4 2 RET LT XAy hOHTT,
Gbnum G TN T T =R RRETDHR NNy M EFERLET,
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RMON alarm information
WDa~< RCRMON 7 7 — AR EFRELET,

show rmon alarm

avy RE—F T

RMON Alarm group configuration:

Interval Type rLimit fLimit rEvtldx TfTEvtldx last value

30 abs 10 0 1 0 0
900 abs 0 10 0 2 0
300 abs 10 20 0 0 0

1800 abs 10 0 1 0 0
1800 abs 10 0 1 0 0
1800 abs 10 0 1 0 56344540
1800 abs 10 0 1 0 0
1800 abs 10 0 1 0 0
1800 abs 10 0 1 0 0
1800 abs 10 0 1 0 0
1800 abs 10 0 1 0 0
oID

1.3.6.1.2.1.2.2.1.10.257

1.3.6.1.2.1.2.2.1.11.258

1.3.6.1.2.1.2.2.1.12.259

1.3.6.1.2.1.2.2.1.13.260

1.3.6.1.2.1.2.2.1.14.261

1.3.6.1.2.1.2.2.1.10.280

1.3.6.1.2.1.2.2.1.15.262

1.3.6.1.2.1.2.2.1.16.263

1.3.6.1.2.1.2.2.1.19.266

1.3.6.1.2.1.2.2.1.10.279

1.3.6.1.2.1.2.2.1.17.264

& DFIZ RMON alarm information @3 B 2R L £,
#41 RMON alarm information & H

THH A
Index BT T—EA VAR RAEWANT AT v I AR EERRLET,
Interval F—FEYVTYT LT, S EY ) SR LEVE S I SRR A R L ET,
Type BR LA E2Y 7Y 7L, LEWVEE R T D 5EEZERLET,
o abs: ffixiE, BIRLZEHOMEE, 7V v ZHROKEZIC L& \WME & EiEEK L
F9,
o delta: T/AFE, BIRLIEEHOKKT > INELZBRECENLR &, TOEELLE
UME & i L E T,
rLimit YY) T LR T — 2 O ) LEVMEAE TR LET,
fLimit BTy T LR T — DN T LEVEER R LET,
rEvtldx M EY LEWVEERAELZEZICNIHTD, L EVT T—2 AR M VT v 7 AR
LET,
TEvtldx SETFY LEWVEEZZEZLIZEZIC NI HT D, SRV T T—AA R " VT v I A%HER
LET,
Last value H&IZY )T LEafrLET,
(o] In) KT FT—hA T v 7 ADMBOID ZFm5R LET,
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RMON event information
WD < RKTRMON A Xy ME#REFRRLET,

show rmon event

avy RE—F T

15
100

Type
both
none

log
trap
both
both
both
both
both

RMON Event group configuration:

Last Sent Description

OD: OH: 1M:=20S Event_1

OD: OH: OM: 0S Event_2

OD: OH: OM: 0S Event_3

OD: OH: OM: 0S Event_4

OD: OH: OM: 0S Log and trap event for Link Down
OD: OH: OM: 0S Log and trap event for Link Up
OD: OH: OM: 0S Send log and trap for icmplnMsg
OD: OH: OM: 0S Send log and trap for icmplnEchos
OD: OH: OM: 0S Event_100

WDFEIZ RMON A X MEHROEAZ R LET,
#42 RMON A~ hEFHRIEH

THH 2

Index FARNY MV AZ AT AT v I AFEFERRILET,

Type KA R NOBBROZ A THERLET, None, log. trap. both DWF LT
7

Last Sent AL FNY T — L THBREBEDOA X MRFEAE LZREE CORBERMZR R L E
T, AA IRV T—= 3270 T73NFET,

Description AN FOFHERTILET,
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Link status information
WHa<wy RTY I IEREPERRLUET,
show interface link

avy FE—F: 9T

Port Phy-Type Speed Duplex Flow Ctrl Link
———m e —mmem —=TX-=——- RX--  —————-
1 GE 1000 any yes yes down
2 GE 1000 any yes yes down
3 GE 1000 full yes yes down
4 GE 1000 full yes yes down
5 GE 1000 any yes yes down
6 GE 1000 any yes yes down
7 GE 1000 any yes yes down
8 GE 1000 full yes yes up
9 GE 1000 full yes yes down
10 GE 1000 full yes yes down
11 GE 1000 any yes yes down
12 GE 1000 any yes yes down
13 GE 1000 any yes yes down
14 GE 1000 any yes yes down
15 GE 1000 any yes yes down
16 GE 1000 any yes yes down
17 GE 1000 full yes yes up
18 GE 1000 full yes yes up
19 GE 100 full yes yes up
20 GE 100 full yes yes down
21 GE 1000 full yes yes down
22 GE any any yes yes down
23 SFP 1000 full no no up
24 SFP 1000 full no no up

ZA v FDER—MIONWT, UTDOY v 7 27 —Z 2R EFRRLET,
o AKR—I1EH

e PHY#A~ (GE, SFP)

. A— M (10Mb/s, 100Mb/s, 1000Mb/s, any)

o & & T&EE—F (half, full, any)

o EXET o —Hlf#l (no, yes. any)

. Vo7 A7 —4% A (up. down)
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Port information
WDa<y RCTHR— MEHEERLET,
show interface information

avy FE—F: 9T

Port Tag Media RMON PVID NAME VLAN(S)
1 n Auto d 1 Downlinkl 1
2 n Auto d 1 Downlink2 1
3 n Auto d 1 Downlink3 1
4 n Auto d 1 Downlink4 1
5 n Auto d 1 Downlink5 1
6 n Auto d 1 Downlink6 1
7 n Auto d 1 Downlink?7 1
8 n Auto d 1 Downlink8 1
9 n Auto d 1 Downlink9 1

10 n Auto d 1 Downlink10 1
11 n Auto d 1 Downlinkl1l 1
12 n Auto d 1 Downlink12 1
13 n Auto d 1 Downlink13 1
14 n Auto d 1 Downlink14 1
15 n Auto d 1 Downlink15 1
16 n Auto d 1 Downlink16 1
17 n Auto d 1 Xconnectl 1
18 n Auto d 1 Xconnect2 1
19 n Auto d 4095 Mgmt 4095
20 n Auto d 1 Uplinkl 1
21 n Auto d 1 Uplink2 1
22 n Auto d 1 Uplink3 1
23 n Auto d 1 Uplink4 1
24 n Auto d 1 Uplink5 1

A= MERITIZLTO OB H Y £7,

° Tﬁ“‘ }‘é%

e A= hTVLAN Z 7 OHHALE (y £72ikn)
e  Media # 7 (Auto, Copper, Fiber)

*  RMON OAZEES) (e £72i% d)

. AA— K VLAN ID (PVID)

o F—14

. VLAN A /X
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Logical Port to GEA Port mapping
WD~ R CGEAR— MIETHHERER R LET,
show geaport

avy FE—F: 9T

Logical Port GEA Port(O-based) GEA Unit
1 1 0
2 2 0]
3 4 0]
4 7 0
5 8 0]
6 12 0]
7 13 0
8 14 0]
9 0 0]

10 3 0
11 5 0]
12 6 0
13 9 0
14 10 0]
15 11 0]
16 15 0
17 16 0]
18 17 0]
19 18 0
20 19 0]
21 23 0
22 22 0
23 21 0]
24 20 0

ZOFRFT, WHA—MEFL, HEHR— NRFEET D GEA =y NOMEEZRLET,

SFP information
WhDa< KT, SFPEY 22— /LORESZFRLET,
show sfp

avy FE—F: 9T

Port Device TX-Enable RX-Signal TX-Fault
SFP21 FI-SFP **** NOT Installed ****
SFP22 FI1-SFP **** NOT Installed ****
SFP23 FI-SFP enabled ok none
SFP24 FI-SFP enabled ok none
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Uplink Failure Detection information
W =~ K¢ UFD (Uplink Failure Detection) D& # % 3R~ L £,
show ufd

avy FE—F: 9T

Uplink Failure Detection 1: Enabled
LtM status: Down

Member STG STG State Link Status
port 24 down
1 DISABLED
10 DISABLED *
15 DISABLED *

* = STP turned off for this port.

LtD status: Auto Disabled

Member Link Status
port 1 disabled
port 2 disabled
port 3 disabled
port 4 disabled

Uplink Failure Detection 2: Disabled
Uplink Failure Detection 3: Disabled

Uplink Failure Detection 4: Disabled

UFD (Uplink Failure Detection) [E#IZIZEL T O H DA H VD 77,

. UFD 27 —# % (enabled ¥ 7= disabled)
o LtM AT —& A L X R — k

. LM AR — RDANR= TV — AT —H R
o LIDAT—HALRALINF—h

Information dump
RO RTAL v FERES T LET,
show information-dump
a<wY RE—F: 3T
FTRTOAA v FfFEHREL T LET REDSCTIK £zixzhllh) |
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Statistics commands

(F LI

=Y F RN —F T RI=ZA M —Favy RE— NTAA v FHRICET 2T — F 2 iR

TEET, RKETIT,
WORIHHT —Ha~ FeaRLET,
#43 WEtTr—Fa<w K

ISCLIZ &Y AL v FHdtT —F T ¥ 2 B OV TIHBI L E T,

a<w R

il

show layer3 counters

LAY 3G T —# 2FRKRLET,

awy RE—F: 3T

show snmp-server counters

SNMP #tat7— % # £ L £7,

a2 RE—F: 34T

show ntp counters

NTP #iatT —H# &R R LET,

awy FE—F: 9T

clear ntp

NTP #gtT—4 %227 V7 LET,

o= FE— K : User EXEC # &< §_C

show ufd counters

UFD $iat7T — X 2 #R LET,

awy RE—F: 3T

show counters

TRTCOAL v F T — 22X T LET,

a2 RE—F: 4T

Port Statistics

RORIZHR— MRGHT—F a3~ FERLET, BHROH T~ FIZOWTEHEMICHA L ET,

£A4 R — MET—F a2~ R

a<w R

il

show interface gigabitethernet
<port number> dotlx counters

802.1x D #iFtT — 2 HFK R LET,
a<wy RE—FR: 9T

show interface gigabitethernet
<port number> bridging-counters

A—=brDOT YV w7 (“dotl”) HiatT — X #FRLET,
awy RE—F:973C

show interface gigabitethernet
<port number> ethernet-counters

R—=FDA —HF v b (“dot3") T —F &FR LET,
a2 RE—R: 4T

show interface gigabitethernet
<port number> interface-counters

R—= DAL BT 2 — AT — 2 E2FRLET,
awy RE—F: 9C

show interface gigabitethernet
<port number> ip-counters

K= DA H—Fy 70 ha Gy —4 2 F£r L%
7
awy FE—F: 3T

show interface gigabitethernet
<port number> link-counters

F— b DY v I fET =S & RRLET,
I FE—FR: 3T

show interface gigabitethernet
<port number> rmon-counters

A— h®D RMON #i7—# #F R LET,
awY NE— R §C
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802.1x statistics

WwDa~<r R, $8E Lz — k ® 802.1x authenticator D#iEtT — & 2 FR LE T,

show interface gigabitethernet <port number> dotlx counters

avy RE— R §RT

Authenticator Statistics:
eapolFramesRx
eapolFramesTx
eapolStartFramesRx
eapolLogoffFramesRx
eapolRespldFramesRx
eapolRespFramesRx
eapolReqldFramesTx
eapolReqFramesTx
inval idEapolFramesRx
eapLengthErrorFramesRx
lastEapolFrameVersion
lastEapolFrameSource

L 1 1 e L A L I I I 1 A |
eNeoojeooNooNooNooNe]

Authenticator Diagnostics:
authEntersConnecting
authEapLogoffsWhileConnecting
authEntersAuthenticating
authSuccessesWhileAuthenticating
authTimeoutsWhileAuthenticating
authFailWhileAuthenticating
authReauthsWhileAuthenticating
authEapStartsWhileAuthenticating
authEapLogoffWhileAuthenticating
authReauthsWhileAuthenticated
authEapStartsWhileAuthenticated
authEapLogoffWhileAuthenticated
backendResponses
backendAccessChal lenges
backendOtherRequestsToSupplicant

backendAuthSuccesses
backendAuthFails

backendNonNakResponsesFromSupplicant

0:00:00:00:00:00

L 1 1 1 1 1 1 1 1 1 1 1 A A 1 I A 1|
eNeeoeojoooooooooolololoNe]

WDFIZ, FEELER— D 802.1x #HetF—#Z DHEH R LE T,

45 R— D 802.1x #ET —# HH

HH

B

Authenticator Diagnostics

authEntersConnecting

o> 27— K~ H 8 CONNECTING 25— MMER L=

authEapLogoffsWhileConnecting

EAPOL-Logoff A vE—T D552 X Y CONNECTING 7»
% DISCONNECTED %7 — hI#ER L7-#5

authEntersAuthenticating

BV J > k6 EAP-Response/ldentity A v — &%
{f§ L. CONNECTING 7>5 AUTHENTICATING A7 — h|Z
ER LTk

authSuccessesWhile
Authenticating

PV S N ORFTHEZI L, AUTHENTICATING 55
AUTHENTICATED A7 — MZER L7-#R%

authTimeoutsWhileAuthenticating

FRAETCH A LT U M&72 0 AUTHENTICATING 75
ABORTING 27— MIERE L=

authFailWhileAuthenticating

FRAEIL L. AUTHENTICATING 2>5 HELD A7 — M &
B LIk

authReauthsWhileAuthenticating

FFRZFE SR L, AUTHENTICATING 7>5 ABORTING %5
— MZER LR

authEapStartsWhileAuthenticating

B 7Y J v bvh EAPOL-Start A vt — V%23 L,
AUTHENTICATING 7>5 ABORTING 27— hMMIER L7-
b

authEapLogoffWhileAuthenticating

B 7V S hivh EAPOL-Logoff A v —T %% L.
AUTHENTICATING 7>5 ABORTING 25— MIER L7
ey
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#45 R— D 802.1x HitT — X HH

T H

i

authReauthsWhileAuthenticated

FIFRREZK L, AUTHENTICATED %5 CONNECTING 2
— MIEB L ik

authEapStartsWhileAuthenticated +7Y B b LY EAPOL-Start X v E—U%E L,

AUTENTICATED 7>5 CONNECTING 27 — MIZEH L7z
oS

authEapLogoffWhileAuthenticated H7Y J1 > b XY EAPOL-Logoff 2 v & —TU %5 L,

AUTHENTICATED 7%>5 DISCONNECTED A7 — MIEE
Lf:?f’*\i‘iit

backendResponses

FEEEY—NITHR WD Access-Request /347 v R k(R L7Z#8
éfeﬁ

backendAccessChallenges

FAFEY— 3 5 WD AccessChallenge /3% v k%[5 L
A

backendOtherRequestsToSupplicant  #7°U % MZ EAP-Request /X% v | (Identity,

Notification, Failure, Success * vt — LA & %(E L7-#
I

backendNonNakResponsesFrom
Supplicant

5910 EAP-Request (Ckf L. # 7 U 1> k7~ 5 EAP-NAK
U‘%@"t%:z)‘ébof:,’&;k

backendAuthSuccesses

FRAEY— 3735 Accept A v — U EZIE LR, 7
)77/ Fﬁ‘wqu‘H“_‘/\ nrunE—kﬂﬁ_u&%TT

backendAuthFails

urun 'b“‘_/\ﬁ 5% Reject;‘ /'E‘—“‘ %ﬁ’{ﬂ L/f_r@%( "7]_7(’”
v ]\ﬁ)uLthE"j“—‘/\ Tuzunﬁﬁﬂffﬁ")‘f_\_&%d\f

Bridging statistics

WDa~<y RT, BRUER—FDOT ) v P IR T — 2 2RI LET,

show interface gigabitethernet <port number> bridging-counters

avy RE—F T

Bridging statistics for port 1:

dotlPortinFrames: 63242584
dotlPortOutFrames: 63277826
dotlPortiInDiscards: 0]
dotlTpLearnedEntryDiscards: 0
dotlStpPortForwardTransitions: 0

WOFRIZ, BIRLER—1F07 ) v P 7T —2OERZRLET,
#46 R— 07V vV IHET — X HEH

THH i

dotlPortinFrames ZAE LI 7 b—2%k, AR— MNMIHIETHA 7 = — A T%(F
Lt7v—A®AW¢VFLi#

dotlPortOutFrames EELET7 =28, AR— NS T DA ¥ 7 = —ATEE

L7V —2 DRI NLUET,

dotlPortlInDiscards

TAV—T 4T T ATHEE (DEV 74 0F) 7)) Lz
ZE7 L—2hH

dotlTpLearnedEntryDiscards

FE L0, Lz Bbidn, FDBITHNT 5 A_— A8
W DBEIEEINT- FDB = Y O#%K,
:mw&y&wﬁﬁk%<@nilmsﬁﬁ%m’mﬂ’@o
TWbHZEHERLET (BT Xy NU—7 OMERBICEW R K
ELT“%%%)Q:@ﬁﬁ/ﬁ®mmké<f%\ﬁfi@m
LCWaiiud, RIENEE -2 LI & 7208, AL T
ZlERLET,

dotlStpPortForwardTransition
s

AR—= PN T == TIRENS T 3+ U —F 4 TIRRBISER LT
[E1E:
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Ethernet statistics

ROa~ RT, BRLERN— MO —HXRy MREIT -2 E2RTLET,

show interface gigabitethernet <port number> ethernet-counters

avy RE—F T

Ethernet statistics for port 1:
dot3StatsAlignmentErrors:
dot3StatsFCSErrors:
dot3StatsSingleCollisionFrames:

dot3StatsLateCollisions:
dot3StatsExcessiveCollisions:

dot3StatsFrameToolLongs:

dot3StatsMultipleCollisionFrames:

dot3StatsinternalMacTransmitErrors:

dot3StatsinternalMacReceiveErrors:

[cNeoNoNoNoNoNoNoNe]

MDOFNZ, BIRLTZAR— FDOA —H Ry MEFT—FDHAEZRLET,

FAT B— N OA —HF x>y MEHT — X HE

T H

i

dot3StatsAlignmentErrors

BELIEA LV H 72— ATZEFE L7 L—LAT, B&AN
8 DT/, 7V —LF = v —4 A (FCS)
DF = 7B Lo To7 L— LD,
KATx2V NOA VAR ATETH T ML, MAC
F—ERANRGwHEY 7 ar ba— (LLC) IZT7 T A A v~
PTG —AT—FRAERLIZEXITA V7 VA NER
3 I

ZELT —REL 2o E7 L— A, IEEE 802.3 L
A YVEHOBRMICHSE | LLCITRENZD T — AT —
B AN THRMMIZ A o FLET,

dot3StatsFCSErrors

WBELIEA LV E 72— ATRELLET7L—ALT, &N
8T, 7V —LF v — X (FCS) DF =
v INZB LR o727 L— LD,

KAT27 FOA VAR ATET AT ME, MAC
P—EZANLLCIZ TV —bF 2w VT — AT —H A%
RLIZEZIIA V7 VAV FENET,

ZET T —IRIEL 725 7-%fF 7 L — A%, IEEE 802.3 L
A VEHOHKICHSE | LLCIT RSN T — AT —
B AN THMAYIC A v P LET,

dot3StatsSingleCollisionFrames

—E DML TEREN R SNDA v H T = — ATk
BT L= 7 L— 1%k,

RKATV 27 NDAVAZ U ATHY Y M LT L—A4
1%, ifOutUcastPkts, ifOutMulticastPkts, %7213
ifOutBroadcastPkts DX 2 A L AZ L ATHL I T v
N LFEJ 23, dot3StatsMultipleCollisionFrame 47 ¥ =
I NORIGET DA VAR ATIEA T N LER A,

dot3StatsMultipleCollisionFrames

TEDEOBETRENEILEIND AV H T 2 — ATk
BICTh L7 L— 2%,

KA T2 DAV ABZ L ATHT Y M LT L—A
%, ifOutUcastPkts, ifOutMulticastPkts, F7=i%
ifOutBroadcastPkts DxtJET 5 A V AZ L ATH ATV
h L£97%, dot3StatsSingleCollisionFrames 47 ¥ =
7 FORIGETHA VAR ATIEAIT L FLER A,

dot3StatsLateCollisions

Ry MOFET 12 By MREE XV DIRIC, BiZEE R
H L 7= IR

512 £ hREEIZ 1OM B R /B3 27 AT 51.2usec
IS LET, KAT V=27 DALV AX U ATRTH
vy MIEENRD BV E2EH . oMzt
—ZOHIGET B HEEEXFET,

dot3StatsExcessiveCollisions

BEOEEDT- D, EEITRK L7 L—2%
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47 F— N OA —Y 3 v hMREtT — X EE

THH i
dot3StatsinternalMacTransmitErrors W MACH 7 LA VEEZT—DH, BEEFITRKL
-7 L— 28,

dot3StatsLateCollisions 47 ¥ = 7
dot3StatsExcessiveCollisions 47> =7 b, £721%
dot3StatsCarrierSenseErrors 7 Y =27 hTh v F &
NBRWA VAR ADHR I T N LET,

ZELIE T L—LAT, RRHIR 7 V—L2 VA XE B2 D
7 L—ALDH,

RKET P27 "DOA L RAZ L APRT T Mid, MAC
P — X3 LLC IZ frameTooLong A7 — X A& R L7z &
XA VA PENET,

ZHT TR L o 72ZfE7 L— A%, IEEE 802.3
AXEHOMMCESE | LLCICRENZZ T — AT —
B AN THMAYIC A v M LET,

WES MAC 7 LA Y ZET T =D, ZAFITRML
=7 L —28,

dot3StatsFrameTooLongs 47 =7 b,
dot3StatsAlignmentErrors &7 > =7 ., F721%
dot3StatsFCSErrors 47 Y =27 hThH U Y b ENZeWnA
VAR UADIRA T N LET,

dot3StatsFrameToolLongs

dot3StatslinternalMacReceiveErrors

Interface statistics
WDa<wy RTC, BIRLEKR—hDOA U H 72— AT —F 2 FRLET,
show interface gigabitethernet <port number> interface-counters

vy FE—F: 9T

Interface statistics for port 1:

ifHCIn Counters ifHCOut Counters
Octets: 51697080313 51721056808
UcastPkts: 65356399 65385714
BroadcastPkts: 0 6516
MulticastPkts: 0 0
Discards: 0 0
Errors: 0 21187

WDOEIC, BIRLEFR— DA ¥ 72— AT — 2 OHEAZ R LET,
F48 R— DA v X T = — AKEF — X IHE

THH Gsz)
Octets—I1fHCIN AVET2—ATZE LA T > hOKEk

UcastPkts—IfHCIn
BroadcastPkts—I1fHCIn
MulticastPkts—IfHCIn
Discards—I1fHCIn
Errors—1fHCIn
Octets—IfHCOut
UcastPkts—1THCOut

A=F Y AT FVATRE LAY v O
Ta—FR¥ ¥ AT RLATZE LAy bk

Y NT Xy ART RUATRIGE LI/ v Ok
RELEAT Yy b L, BEEINEAT Y RO
ZELIET Yy b0, =27 —ERole Ty bO¥K
AT 2= ANDRELIEAT T v F OB

I=F Yy XA NT RLRICEE Lo 3 v o

BroadcastPkts—1fHCOut

TH— ¥y AT FLRICEE LT v FOofEK

MulticastPkts—I1fHCOut

SAFEXALT FVRICKE LIS » b Ok

Discards—I1fHCOut

EEAT Y EDO L, BEESNI AT v PO

Errors—I1fHCOut

EEAT Y DB, T —DIZDIEETERN ST v FOHK
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Internet Protocol (IP) statistics

KDAT FC, BRLIER—hDA F =Ry bR b aiiGh Ty — 2 aRrLET,
show interface gigabitethernet <port number> ip-counters

avy RE—F T

GEA IP statistics for port 1:
ipInReceives s 0
ipInHeaderError: 0
ipInDiscards : 0

WOFIT, BIRLTeA— b IPHEEHT —ZDHAZRLET,
#49 HK— D IPHatT —~#IEH

TH H L

ipInReceives ABT 2= AINBRAGE LTIEANT =4 7T L0 (=7 —TZELLbOES
te)

iplnHeaderError IP~y H DT 4=/ RITRINTZIPT FLAR, KT 474 (RA v
F) CERETDAEDT RLATRPSLEDICEESNEANT =477 205k

ipInDiscards ZELIEIPT =277 L5055, BEISNIIPT =277 5O

Link statistics
Woa<y RT, BRLIEA— b OY VI HEIT—#2FRLET,
show interface gigabitethernet <port number> link-counters

avy RE—F T

Link statistics for port 1:
linkStateChange: 2

WDOFRIZ, BIRLEFR—FDY I KET—2DHEB 2R LET,
#50 R— DV v 7 #ET—#1ER

HH Wi

IinkStateChange V7 RREZEA b DR

Port RMON statistics
WDa<y RT, BRLIEAR— b DY I HEIT— 2 2FRLET,
show interface gigabitethernet <port number> rmon-counters
avy FE—F: 9T

RMON statistics for port 2:
etherStatsDropEvents: N
etherStatsOctets:
etherStatsPkts:
etherStatsBroadcastPkts:
etherStatsMulticastPkts:
etherStatsCRCAlignErrors:
etherStatsUndersizePkts:
etherStatsOversizePkts:
etherStatsFragments:
etherStatsJabbers:
etherStatsCollisions:
etherStatsPkts640ctets:
etherStatsPkts65to01270ctets:
etherStatsPkts128to2550ctets:
etherStatsPkts256to5110ctets:
etherStatsPkts640ctets:
etherStatsPkts1024t015180ctets:

[eNeololoolooooloololoNoNeNelh =

WORIZ, BRLIZA— IOV E—FE=4 V7 (RMON) fat7 —X Z R LET,
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#51 RMON #its— ¥ HH

WatT — L]

etherStatsDropEvents VAT AY Y —A LORIKIO T DICHEFRINIZZE Ty bO

etherStatsOctets Xy NT—=UTCZE LT —% (REXTFy NNOT—X %5
) OF 7Ty OB (71— 7y MIRL A, FCS
* 7Ty MEED)

etherStatsPkts ZELEAATYy b (RERAT7 Yy b, 7a— KXy XA M3 Ty

b, wATFRX ATy b EET) O

etherStatsBroadcastPkts

Tu—RX¥ X LT RLASETRIGE LI N v DS

etherStatsMulticastPkts

~“NVFX v A RNT RLRGETZIE L7237 v FOREK

etherStatsCRCAlignErrors

RE&EN64H42T v hinb 1518477 v FETT (7L—3 >
7Ey MRS M, FCS A2 T v b ETs) | FCS =7 —7n,
TIARA LM T =D 2537 v F OfEK

etherStatsUndersizePkts

BENGATIT v b (ZL—307Ey NI B, FCS 4
7Ty MIETe) REES, ZOMIZIER 2ZE 7 v bk
%

etherStatsOversizePkts

E&aN1518 4275 v h (ZL—3I 7By MIERL A, FCS
A7 Ty MIED) EBALR., TOMITERRZE 7y b
DOEK

etherStatsFragments

E&aneats7v b (ZLr—07y hEERSH, FCS A
U7y MeGty) RiliC, FCSTI—h, 774 Av bxF—
DN v ORI

etherStatsJabbers

FEN1518A 7T v b (ZL—I 7By F&ERSD, FCS
FFy Medit) Bz, FCSTI—in, TIA AL kT
— b BERE Y 5 P OB,

etherStatsCollisions

AA =Dy bET AL N TORMZEE O Gl el

etherStatsPkts64
Octets

EEN64AF 7Ty b (FL—307y FEBELB, FCS A
77y NeEte) LFOZE 7y b (REAT y b EETD)
DfE

etherStatsPkts65to127
Octets

&N 65~127477T v F (ZL—I 7ty FERIMR,
FCSA 77 v hagile) OZEry b (KRR Yy N &S
Tp) OFEK

etherStatsPkts128to255
Octets

R&EN128~255 47T v b (L= 7y MR,
FCSA 77 v haGT) ORENTry b (RERAT Y M EF
i) OfpEk

etherStatsPkts256to511
Octets

&R 256~511 47T vk (ZL—I 7ty hERRIM,
FCS AV T v ha&te) O 7y b (REATZy M &g
ip) OFEL

etherStatsPkts512t01023
Octets

FE&EMN512~1023 4277 v b (ZL—I U7y FERS D,
FCSA 77 v hNagle) OZEry b (REAT Y b EE
ie) DMK

etherStatsPkts1024t01518
Octets

R33N 1024~1518 4277 v b (7L —I 7By F&RL
N, FCS A7 T v bagite) OZE 7y b (RERT Y b E
i) O
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Layer 2 statistics
WORIZLA Y 28T —Fa~r FERLET, BEOHCa~y RICOWTEEMICHA L E 3,
#52 LAY 2HFT—Ha<w R

av R Gol!
show mac-address-table counters FDB #titT —# &R R LET,
2wy FE-F: 9T
show interface gigabitethernet LACP (Link Aggregation Control Protocol)D#tEtT — % %
<port number> lacp counters R LET,

2w/ RE—R: 3T

FDB statistics
W=~ T, FDB OFAICET AT —# 2R R LET,
show mac-address-table counters

avy RE—F T

FDB statistics:
current: 91 hiwat: 91

Wrr F UK, SBERFHT ) OBRKREZR Y. FDB OFMICET 2HT — 2 2 FRTE £,
WDOFIZFDB#HT — X DHEBA AR LET,
#53 FDB #tsl7 — ¥ H

THH i
current FDB ©#l>=> kU %
hiwat FDB Citdk L7 A= F UK

LACP statistics
W =< KT, LACP (Link Aggregation Control Protocol) D#is+7 — & #3FmR L £,
show interface gigabitethernet <port number> lacp counters

AT RE—F T

Valid LACPDUs received -
Valid Marker PDUs received -
Valid Marker Rsp PDUs received -
Unknown version/TLV type -
I1legal subtype received -
LACPDUs transmitted -
Marker PDUs transmitted -
Marker Rsp PDUs transmitted -

eNeNeoeooNeoloNe]
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Layer 3 statistics

WORIZFER R VA ¥ IWET —F a~ o FERLET, BiEOH T2~ v FITOWCEHEMIZHT

LET
K54 LAY 3HRHTF—sav K

o< R

il

show ip counters

Pty —# #FR L ET,
o< FE— K : User EXEC Z &< 4T

clear ip counters

IPHstT—2%27 VT LET, IPHT -2+ T
BT 20T, Zoa<wy ROFAICITEELETY,
a2 RE— K : User EXEC Z< 4 C

show ip route counters

N— MR T —F 2RI LET,
o= RE— K : User EXEC Z < 3T

show ip arp counters

ARP #iat7r — 2 2R LET,
g RE— R : User EXEC Z i< 4 C

show ip dns counters

DNS #iatT—# =€ L £7,
oY FE— K : User EXEC Z < 4T

show ip icmp counters

ICMP #tat 7T — ¥ %K R LET,
o= RE— K : User EXEC Z< 4 C

show ip tcp counters

TCP#F T — 4 &K R LET,
2= FE— K : User EXEC Z &< 4T

show ip udp counters

UDP #iatTr —# #FK R LET,
g RE— R : User EXEC Z i< 4 C

show ip igmp counters

IGMP it —# #F R LET,
oY FE— K : User EXEC Z < 4T

clear ip igmp [<1-4094>] counters

BN L72 VLAN O IGMP #dt7 — % 23T U 7 L%
7
o< R¥E— K : User EXEC # < 4_C

show ip ospf counters

OSPF#igtF —# A=a—%2F R LET,
a2 RE— K : User EXEC Z#< 4T

show ip vrrp counters

BRI —ZRERE I NG, LFORFRINTEET,
e ZZ{FHN (vrrpInAdvers)

o RE{ZiA (vrrpOutAdvers)

o ZAF L7-AMVEM L7=i@%n (virpBadAdvers)

o<y FE—F : User EXEC #FR< 73T

show ip rip counters

Routing information Protocol (RIP) #tits —# & 3s L
e
= FE—F : User EXEC Zfr< 3 C

show layer3 counters

LAY 3G T —F 2T _RTRRLET,
2w/ RE—R: 3T
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IP statistics

DA~ RCIPHET —# 2F£RLET,
show ip counters

o< FE—F : User EXEC < 9T

IP statistics:

ipInReceives: 36475 ipInHdrErrors: 0
ipInAddrErrors: 905

ipInUnknownProtos: 0O ipInDiscards: 0O
ipInDelivers: 4103 ipOutRequests: 30974

ipOutDiscards: 0O
ipDefaul tTTL: 255

WDOERIZIP#ET —Z DIEA R LET,
55 IP kgt — X E

HH i

ipInReceives AVET 2 —ANBZELIANT =477 L5088 (=7 —IREETZE LT
k)

ipInHdrErrors Frxv I Y LTI — R=VarFEAL—H TOMOT5—~v hxzT—,

HEYIREE, IPA 7Y a VOB TROD ST =R IP~y XNOT
T—DIZOREFELI-ANNT =5 7T L0

ipInAddrErrors IP~y XRNIEHET 4 =L RDIPT RLAN, RAA v FTZETIHNT R
VATRNPOTLTEDICRESNIEANT —4 75 23k, BT FL 2 () :
0.0.00) . R¥R—=rr7F2 (27T RAE) OT FLALEHET,
IP 7 —hT oA TR, 58T RLAR =BT RLATIEIRD 12720
WCEESNET—X 75 MeEGRhET,

ipInUnknownProtos ZABITEII LIZAS, 71 h 23S RAD AR — b LW W e BEIES Tz,
T =277 LOH

ipInDiscards SZELEIPT =27 7505, BEINZIPT =277 508, B7Ey
TV ERBLAEDE TV D L X THERESNIT—F 77 23 EENEH A,

ipInDelivers IP7'm 3L (ICMP % &de) ~OEUSICHIN LIEANT =2 77 LD

ipOutRequests HEE LI IPT—4 77 A0%EK, ipForwDatagrams TH VY h LizT7—4 7
JAFEENEEA,

ipOutDiscards BETDIPT =X 772056, BEIRENTZIPT =477 L0O¥, <7y b

NZD (RED) BEEEECEET 554, ipForwDatagrams TU W~ bk L7z
T2 7T b EENET,

ipDefaultTTL TTLEN R T AR —bb A Y7 ha L TRRENRWEE RAL v TF M
LR LIZT—H T T LD IP -~y XD Time-To-Live (TTL) 7 1 —/L RIZHA X
57 7+ /V M

Route statistics

KDALY R C— MEGHT— 2 2 FR LET,
show ip route counters

o< FE— K : User EXEC < 9T

Route statistics:
ipRoutesCur: 7 ipRoutesHighWater: 7
ipRoutesMax: 512

WORIINV— MNEFHT —F OEBERLET,
#56 /L— MNRFFT — X THHE

HA B

ipRoutesCur J— T —T VDLV — b ORRER

ipRoutesMax PR = b 50— b ORKIE

ipRoutesHi g_]hWater JV— T =T M Z AV E TR S T — b DRREL
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ARP statistics
DOz~ FTARPHGFT —# 2R R LET,
show ip arp counters

o< FE— K : User EXEC < 9T
ARP statistics:

arpEntriesCur: 2 arpEntriesHighWater:

WDFIZ ARP #igtT —# DB Z /R LET,
757 ARP it — % HE

HH B
arpEntriesCur ARP 7—7/LN®D ARP = + U O3k
arpEntriesHighWater ARP 7 — 7 )2 ZHLE TRdk S 7z ARP = bV D R

DNS statistics

WD~ RCDNS#HEHT —# 2R RLET,
show ip dns counters

o< RE—F : User EXEC # &< 9T

DNS statistics:
dnslnRequests: 0 dnsOutRequests: 0
dnsBadRequests: 0
RDFIZ DNS HEal 7 —# DA Z/RLET,

7:58 DNS %tits — #1HH

T H ]

dnslnRequests ZAEL/DNS U 7 =R s 37 v hO#Ek
dnsOutRequests EE L7 DNS V7 =X b3y b OfRE
dnsBadRequests BEFEL 7255 DNS V) 7/ = X b3 b DSk
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ICMP statistics

WD a~2 RTICMP fFtT — 4 2Fr L E7,

show ip icmp counters

o< FE—F : User EXEC < 9T

ICMP statistics:

icmplnMsgs: 245802 icmplnErrors: 1393
icmplnDestUnreachs: 41 icmpInTimeExcds: 0
icmplnParmProbs: 0 icmpInSrcQuenchs: 0
icmplnRedirects: 0 icmplnEchos: 18
icmplnEchoReps: 244350 icmpInTimestamps: 0
icmpInTimestampReps: 0 icmplnAddrMasks: 0
icmplnAddrMaskReps: 0 icmpOutMsgs: 253810
icmpOutErrors: 0 icmpOutDestUnreachs: 15
icmpOutTimeExcds: 0 icmpOutParmProbs: 0
icmpOutSrcQuenchs: 0 icmpOutRedirects: 0
icmpOutEchos: 253777 icmpOutEchoReps: 18
icmpOutTimestamps: 0 icmpOutTimestampReps: 0
icmpOutAddrMasks: 0 icmpOutAddrMaskReps: 0

WORIZICMP Hirftr —4 OHEBEEZ R LET,

759 ICMP #its —#1HH

T H

il

icmplnMsgs

AL v FRZE LT ICMP A vt — D%, icmpinErrors TH w7 k L7=
A=V TXCEENET,

icmpInErrors

AA v FTHAF LN, ICMP D=5 — (ICMP F = v 7 Y AT T —,
iength =7 —7 L) BdH DI ENHERINTZICMP X v =Y 0¥

icmplnDestUnreachs

ICMP Destination Unreachable * vt — Y D5%{Z%

icmpInTimeExcds

ICMP Time Exceeded A vt — Y D258

icmplnParmProbs

ICMP Parameter Problem % vt — Y D% /5%

icmpInSrcQuenchs

ICMP Source Quench (/v 7 7 2MFIEWIM T, T—HEEPFIE) A vtE—
DALE AL

icmplnRedirects

ICMP Redirect * vt — D55

icmplnEchos

ICMP Echo (request) A vt — D555k

icmpInEchoReps

ICMP Echo Reply * v —Y D55

icmpInTimestamps

ICMP Timestamp (request) * v = — Y D55k

icmpInTimestampReps

ICMP Timestamp reply A v & — 2 D225

icmplnAddrMasks

ICMP Address Mask Request A vt — D% (54

icmplnAddrMaskReps

ICMP Address Mask Reply x v ¥ — D% 2%

icmpOutMsgs AA  FREEEZRAT ICMP A v — 0%, icmpOutErrors TH 7 > k
LAy E—UHT_RTHEENET,

icmpOutErrors ICMP W TR ST DT=80, KAA v FHIEE LRD-TZICMP 4 vk
—Y 0¥

icmpOutDestUnreachs ICMP Destination Unreachable 2 » & — Y D455k

icmpOutTimeExcds ICMP Time Exceeded A v & — YD %E#K

icmpOutParmProbs ICMP Parameter Problem 2 » & — Y D454k

icmpOutSrcQuenchs ICMP Source Quench (/X 7 7 BMEFMAR T, T—FEFH1E) A vE—
DARES R

icmpOutRedirects ICMP Redirect X v & — YV DO%EK

icmpOutEchos ICMP Echo (request) # v & — Y D %EE

icmpOutEchoReps ICMP Echo Reply A v & — Y Di%(E%k

icmpOutTimestamps ICMP Timestamp (request) X v & — Y O i%(E%k

icmpOutTimestampReps ICMP Timestamp reply * vt — 3 O %{5%k

icmpOutAddrMasks ICMP Address Mask Request # v & — Y D%EK

icmpOutAddrMaskReps ICMP Address Mask Reply £ v t&— 2 DiEEH
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TCP statistics
RDOa~ RTTCPMET —# &R LET,
show ip tcp counters

o< FE—F : User EXEC < 9T

TCP statistics:

tcpRtoAlgorithm: 4  tcpRtoMin: 0
tcpRtoMax: 240000 tcpMaxConn: 2048
tcpActiveOpens: 252214  tcpPassiveOpens: 7
tcpAttemptFails: 528 tcpEstabResets: 4
tcplnSegs: 756401 tcpOutSegs: 756655
tcpRetransSegs: 0 tepInErrs: 0
tcpCurBuff: 0 tcpCurConn: 3
tcpOutRsts: 417

WORIZTCP T — X DHEBAEZRLET,

#60 TCP #ist7T — ¥ H

HH G

tcpRtoAlgorithm KISEA 2 T v FOFEEBEIAVD XA LT U ME

tcpRtoMin FEE A A L7 U b CHgeZaf/ME (2 Y FHEAT)

tcpRtoMax BEELA LT U FTAHEZRIRKE (2 U BH{L)

tcpMaxConn AA v TFPYR—FTXDHTCP IRy 2 a D LR
tcpActiveOpens TCP =% 7 ¥ 3 > C CLOSED %5 SYN-SENT 27 — MIEH L [El%k
tcpPassiveOpens TCP =1r 27 3 3 T LISTEN 7> 5 SYN-RCVD A7 — MIER L2

tcpAttemptFails

TCP =% 7 3 5 T SYN-SENT % 7-/% SYN-RCVD 7>5 CLOSED %5 —
MZER L7-E% & . SYN-RCVD 75 LISTEN 25— RMIER L7-[E1%K

tcpEstabResets TCP 22 x 7 ¥ 3 > C ESTABLISHED % 7213 CLOSE-WAIT % CLOSED
AT — NMIER LTk

tcplnSegs ZEEI AL FOREK

tcpOutSegs HEEEZ AV PO

tcpRetransSegs ke A v hoRkk

tcplnErrs TI7— (LLAETCPF =y I/ H LT —) BbDIZERIAL NOREK

tcpCurBuff TCP7u haNRZ v 7ILLDE—T b0 ATV ES TORE

tcpCurConn BAEBIV TS TCP & v ¥ 3 %k

tcpOutRsts RST 77 VA TWHIEE TCP Y A hD%k
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UDP statistics
WD~ RTUDP#MEHT —# 2R LET,
show ip udp counters

o< FE—F : User EXEC < 9T

UDP statistics:
udpInDatagrams: 54 udpOutDatagrams: 43
udplInErrors: 0 udpNoPorts: 1578077

WDOFKIZUDP #HiT — X OEBAE/RLET,
#61 UDP #iit7 — ¥ HH

HA L

udpInDatagrams AA v F TG L7 UDP 7 —4 7 7 L DORHKL

udpOutDatagrams AA v FBEETH UDP 7T —4 77 LDk

udpInErrors udpNoPorts LIS TRUE TE Mo Z G UDP T —4 7 7 L 0¥k
udpNoPorts FESEAR— NCT 7V r— a VM iipoToZiE UDP 7 — & 7' 7 L Ofik

IGMP Multicast Group statistics
MDA RT, IGMP =L F %% 2 7L —F ORI 5T — 2 28R LET,
show ip igmp counters

o< RE—F : User EXEC #< 9T

rxlgmpVal idPkts: 0 rxIgmplnvalidPkts: 0
rxlgmpGenQueries: 0 rxlgmpGrpSpecificQueries: 0
rxlgmpLeaves: 0 rxlgmpReports: 0
txlgmpReports: 0 txIgmpGrpSpecificQueries: 0
txlgmpLeaves: 0

INHDaw RT, IGMP =/ F %y 2 ML —F T 5T — 2 2 F R TE £7,
WDOFIZIGMP v L F X% 2 NS L—FHH T — 2 0EB 257 LET,
%62 IGMP v /L F ¥ ¥ 2 /)L — 73T — 2 A

HH ]

rxlgmpVal idPkts A3 IGMP 237~ b DA EK

rxlgmplnval idPkts BT - ORZERK

rxlgmpGenQueries General Membership Query /3% » b D4
rxlgmpGrpSpecificQueries $ED 7 /L—7 0 5%1(5 L Membership Query /<7 v k D%k
rxlgmpLeaves Leave V 7 = X O

rxlgmpReports Membership Report D#EZ(E 5

txlgmpReports Membership Report D#%(EE
txIgmpGrpSpecificQueries HiED 7 /L —7|23%(§ L7 Membership Query /X7 v ks O#%k
txlI g_;mpLeaves Leave # v & — T D#EER
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OSPF statistics

WDOFEIZ OSPF #iatT —# a~> RERLET,

#63 OSPF #igt7—# a2~ K

a2 R

G

show ip ospf counters

OSPF#igtTr — 4 & FK R LET,
a2 RE— K : User EXEC Z < 4 C

show ip ospf area <0-2> counters TVT AT v I ADMET —Z2FRr LET,

< FE— K : User EXEC Z &< 4T

show ip ospf interface <1-255> AVET 2= ADFRT —F 2FRLET,
counters 2wy RE—F : User EXEC #R< 93T

OSPF Global Statistics

WD a~ KT, OSPF it —#&2F R LET,

show ip ospf counters

o< RE—F : User EXEC < 9T

OSPF stats

Rx/Tx Stats:

Pkts

hello
database

Is requests
Is acks

Is updates

Nbr change stats:
hello
start
n2way
adjoint ok
negotiation done
exchange done
bad requests
bad sequence
loading done
nlway
rst_ad
down

Timers Kickoff
hello
retransmit
Isa lock
Isa ack
dbage
summary
ase export

Rx Tx
0] 0
23 518
4 12
3 1
7 7
9 7
Intf change Stats:
2 up 4
0 down 2
2 loop O
2 unloop O
2 wait timer 2
2 backup 0
0 nbr change 5
0
2
0
0
1
514
1028
0
0
0
0
0

WD F\Z OSPF Global Statistics Menu ®IEH Zr L £9°,
#64 OSPF Global Statistics 5 — % 18 H

HH G

Rx Tx stats:

Rx Pkts BOSPFT YT LA HT7x2—AN5%E LT OSPE /37 v F O
Tx Pkts 2 OSPFT YT & A HT7x—RA LG L OSPF /7 v b O#EK
Rx Hello BOSPFT YT LAV HT7=2—ANB3(E L7 Hello /37 v b D%k
Tx Hello BOSPF= T &AL Z T x2—AITEE LT Hello 737 v kD

Rx Database

£ O0SPF Y7 L&A v ¥ 7 x—AN %5 L7 Databese Description /~
Ty N ORE

Tx Database

2 O0SPF =Y 7 & A 47 x—R|Z{F L7z Databese Description /37
v O

Statistics commands 68




#:64 OSPF Global Statistics 5 — # I8 H

T H

]

Rx Is Requests

2 0SPF=Y 7 & A ¥ 7 x—A0BH%[E LT Link State Request /34
v b Ok

Tx Is Requests

2 OSPF =V 7 LA ¥ 7 x—R|Z%[F L7 Link State Request /3%
~ DIk

Rx Is Acks £ 0SPFY 7 &A% 7 x2—AN %[5 LT Link State
Acknowledgement /<7 v k D#%K
Tx Is Acks 2 OSPF U 7T &A v H 7 x—RAZi%[E L7z Link State

Acknowledgement /<%~ k D#E

Rx Is Updates

A2 OSPF= U7 LA HT7x—ANDA(E LT Link State Update </
v O

Tx ls Updates

R OSPF =V 7 L&A ¥ 7 x—R|Z%[F L7 Link State Update /37
~ DIk

Nbr change stats:

hello

£ 0SPF= U 7T & A&7 =—AD neighbor 7> 5515 L 7= Hello 7347
v ORI

Start

ROSPF VT LAV ET7x2—AEHEL T, ZTOAT— MC(ThHbLH
Hellolnterval O EEFIREIEC Hello /¥4 » k% %159 %) neighbor D #a%k

n2way

AL—% LA neighbor O /L— & [ TRIT M OEE 23 L TV 558
%

adjoint ok

D2OSPF=VU 7 LA %7 x—R%@L T, adjacency %> neighbor &
E DS IMER ST

negotiation done

2OSPF- YT LA F7x2—A%iE LT, Master/Slave ™ B % it
Dk, sequence number % 22k L 74K fE D, neighbor D%k

exchange done

2 OSPF= Y7 &A% 7x—RA%iE L C, Database Description /%
v b DT RTD sequence % 415 L7IREE(T 72 B, adjacency D 1%
DIRRE)D ., neighbor D%k

bad requests

2OSPFY T LA 7x2—RA%HLC, database |[ZIFFEL 72V,
link state advertisement % 515 L 7= Link State Request D&%k

bad sequence

%15 L 7= Database Description /37 > KT, IROWT DG4 L2

7w b OkEK

a) RIE7¢2 DD sequence number

b) RIEZz init bit 23 v b TV 5

c) Database Description /X% v FDEHE DA T a7 4 —V K EIT
Rigp AT av

loading done

Z2OSPFTY T LA F7x2—2%M LT, RGN TRZAE LI link
state update D%k

nlway BOSPFZ YT LA FT72—AZEL T, ELEHE AR neighbor 7>
5515 L7z Hello /X% > b D%k

rst ad ROSPF=VUT LA &7 x—A%@EL T, Neighbor adjacency 7% Y
Ty h Ik

down

ROSPF=V 7T &A% 7 —A%i8 LT, Neighbor 3% 7> L7z
”

Intf Change Stats:

up £ OSPF= U7 Cup LicA V¥ 7 =— 2Dk

down 2 0SPF= VU 7 Cdown L72A %7 = —ADRE

loop BOSPFEY T LA FT7x2—A%B LT, THvTFENTHXY U —
RSN A VB T = — A DR

unloop DOSPF Y 7T ¥y FINlRy NU—JIlEENT A 27 =

— A DE

wait timer

Wait Timer A&7z (20SPF= U T & A VX7 2—RA%&ELT,
N7 v7) REN—FERHTHANMLELRDTU = A MK O
B ERT) B

backup

BOSPF= )T LA L BZ T 2— AT E v FENT-XY hT—7 LD
v 7T v THREN—Z OREL

nbr change

2OSPFUT7ZELT, A4 7 =—AHEMT SRR mo
neighbor 2328 {k L 7= 4k

Timers Kickoff:

hello ROSPF=V T LAV X T 2—AT, na—XAv)REE (~Nm—s37r
> FOREE FUH) Lisiik
retransmit B2OSPFT YT LA FT7=2—AT, HIRES A <2008 L7
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#:64 OSPF Global Statistics 5 — # I8 H

HH L]

Isa lock ZOSPFY T LA ¥ T72—AT, VU Z7REBA(LSA) R v 7 XA
~ A8 L7k

Isa ack LZOSPE Y7 LA HT7x2—AT, LSAACk % A ~ 2Bl L 7= i3k

dbage 7 — & _— % = —(Dbage) )N B L 7= i85k

summary P~ U Z A~ PAE) LRk

ase export

HEY AT L ¥ AR — MNASE) Y A < 2MAE) L7z ik

VRRP statistics

Virtual Router Redundancy Protocol (VRRP)IZ L Y, LAN NDOL— X B TILEENESNET,
VRRP 3BH L CW A EN—T 4 7T AL ZEF UL —Z IPT RL AL IDESEZRHET,
TIAF VT AIESNT, FEAL—FON, 1 BNV AXICER I, ETLRELV—ZIPT
VADHIZETVE S, vAZICEERRELZGE. Ny 7T v T OB —2 D 1 aRMEELV—

Z AP T R L ADHIiH &2 kX

N7 4y BB LET,

AN —2 R ETHE, VRRPICEHT AU TOTr b avkkitEs £ R TEET,

o Z{ZiWEN(vrrpInAdvers)
. EAE 1850 (vrrpOutAdvers)

o LA, ML i@ (vrrpBadAdvers)

DA~ FC, VRRP#EH T — 2 2 FRKRm LET,

show ip vrrp counters

o< FE— K : User EXEC &< 9T

VRRP statistics:
vrrplnAdvers:
vrrpOutAdvers:
vrrpBadVersion:
vrrpBadAddress:
vrrpBadPassword:

0 vrrpBadAdvers: 0
0

0 vrrpBadVrid: 0
0 vrrpBadData: 0
0 vrrpBadlnterval: 0

WDOERIZVRRP it T —# OHEZ R LET,

7:65 VRRP #iat7 — X HE

HH B

vrrplnAdvers %15 L7 VRRP advertisement D#a%k

vrrpOutAdvers %{8 L 7= VRRP advertisement D%k

vrrpBadVersion RIE/R = 3 UFERH - 72 VRRP advertisement D%
vrrpBadAddress RIEZRT KL A3 - 7= VRRP advertisement D%k
vrrpBadPassword RIE7R /8 AT — K& Ff- 7= VRRP advertisement D%k
vrrpBadAdvers FE3E L 7~ VRRP advertisement O %k

vrrpBadVrid ANIE7¢ virtual router ID 73 & - 7= VRRP advertisement D& $k
vrrpBadData RIET— 4 3% - 7= VRRP advertisement D%k

vrrpBadlnterval

RIE72 interval © VRRP advertisement M %k
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RIP statistics
WwDa< KT, RIPHET—2 2R RrLET,

show

o< RE— K : User EXEC # < 33T

ip rip counters

RIP ALL STATS INFORMATION:
RIP packets received = 12

RIP packets sent = 75

RIP request received = 0

RIP response received = 12

RIP request sent = 3
RIP response sent = 72
RIP route timeout = 0

RIP bad size packet received = 0
RIP bad version received = 0

RIP bad zeros received =

0

RIP bad src port received = 0

RIP bad src IP received =

0]

RIP packets from self received = 0

D F1Z Routing Information Protocol (RIP) #t#t5—# OHEH Z R L £7,
366 RIP fiFt7 — 2 HH

HH

i

RIP

packets received

ZIE LI RIP 237 v O

RIP

packets sent

EELERIP ATy O

RIP

request received

RIP request % 55 L 72/ 3L

RIP

response received

RIP response #5215 L7-#%&

RIP

request sent

RIP request Z i:{5 L 724K

RIP

response sent

RIP response % 415 L7-#%K

RIP

route timeout

RIP /L— I C timeout L 7=#%k

RIP

bad size packet received

SR LI RIP 37 D TRIERY A XD v bk

RIP

bad version received

ZfE LIZRIP /X7y P CRIERAN—=T 9 D87 v Mg

RIP

bad zeros received

RIP X4 » FCRERYE (RIPVI DEBE, KMEH 7 4 —1 R
TEr IRV ry ) Oy Makk

RIP

bad source port received

ZIE L= RIP X7y b CTEEFTEA— FEENARIER/T b

RIP

bad source IP received

ZIE LI RIP ANy R CEEILIP T RUARRH LR AT v b

K

“
&
&

RIP

packets from self received

(|3

EIE LIZ RIP 2SS & HE TAE L7 RIP /37 v b OfdEk
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GEA Layer 3 statistics
WD Layer 3GEA#GHT —4 a2~ FERLET,
#67 Layer 3 GEA ity —# o~ K

a<w R Y
show ip gea bucket <IP address> GEAMGT — 4 2K RLET,
awy RE—FR: +C
show ip gea TRTO GEARET —F 2 FR LET,

2wy RE—-F: 9T

GEA Layer 3 statistics
WDa< FT, GEARGIT —# 2R R LET,
show ip gea

o< FE— K : User EXEC < 9T

GEA L3 statistics:
Max L3 table size : 2048
Number of L3 entries used : 0
Max LPM table size - 256
Number of LPM entries used -0
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Management Processor statistics
WDORIZ, MPIZEAOHET—F a2~ FERLET, BHOHEITa~vy RIZOWTEMICEHRIIL

£7

68 MP [HA T -2 a~< K

o< R

i

show mp packet

Ry NOMEFT =X BRI LET,
ey RE—F: AT

show mp tcp-block

f# Ff tf o TCP control block (TCB) 4 X T#R L £7,
a2 RE—F: 34T

show mp udp-block

i 19 @ UDP control block (TCB) 4 X THRRLET,
a<wY FE—F: 9T

show mp cpu

AL, 4, 64RO CPUMAEREZFRLET,
vy RE—F: 3T

Packet statistics

MDA~ RTAT Y MRahT — 2 2R RLET,

show mp packet

avy FE—F: 9T

Packet counts:
allocs: 36692
mediums:
jumbos:
smalls:
failures:

[eNoNoNe]

frees: 36692
mediums hi-watermark: 3
jumbos hi-watermark: 0
smalls hi-watermark: 2

WORNNT Y MREtT — 2 OHEBEZRLET,
769 MP specific packet #iit 5 — % T H

THH ]

allocs TCPIIP 70 ha )L AKX v 72 L0y Xy 7 7 T BE ) YT Hh
7o 30 > - ORI

frees TCPIIP 72 ha VR E v 72XV 7y "Ny 77 F— Vgl S iz 7
v My 7 7 O

mediums TCPNP 7' ha VA H v 72X Ry bRy 7 77— )b 128-1536byte

DA ZXTEHIDHETHATVD T v O

mediums hi-watermark

TCPNP 7’2 ha VA K v 72X D3y hXy 7 77— 128-1536byte
DY A X TENY YK THRIZ Ny b OFRRE

Jjumbos

TCPNIP 7' ha /v A Z v 2RV Ry b3y 7 77—/ )b 1536byte LA
LOFAXTHDBTHA TN D23 v - OREKL

Jjumbos hi-watermark

TCPIIP 70 ha VAR v 72XV /Nry Xy 7 7 7 —uh b 1536byte BA
LoV A XTEY Y THENT Ty F ORI

smalls

TCP/IP 7'a ha Vv RAZ v 72XV Ry My 7 77— 128 LLF O
A R TEID B THATWDLNT  hOfRE

smalls hi-watermark

TCP/IIP 7' ha VAR v 72X 0y by 77 T —)uh b 128 LR O
A XTEID Y THNTZ Ty NOFRKRE

failures

TCPNP 7’2 ha Vv AH v ZIZE DRy bRy 7 7 F— A bE) Y Tlok
LT 7y b okl
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TCP statistics

KOz~ FCTCP#MET —# &R LET,
show mp tcp-block
avy RE—F: 3T

All TCP allocated control blocks:
10ad41e8: 0.0.0.0 0 <=> 0.0.0.0 80 listen
10ad5790: 47.81.27.5 1171 <=> 47.80.23.243 23 established

WwDFIZ, EEOFITRT TCP control block (TCB) #6375 —# EBA AR~ LEd,
#70 TCP #tit7 —#HH

HH weatT— 2 15

AE Y 10ad41e8/10ad5790
S IP T KL A 0.0.0.0/47.81.27.5
%6078 — 0/1171

YV —Z |P 0.0.0.0/47.80.23.243
V—RAR—k 80/23

N listen/established

UDP statistics

WHDa< RTUDP#MiT —# &R - LET,
show mp udp-block
avy RE—F: 3T

All UDP allocated control blocks:
161: listen

WDFIZ, AHITsr79 UDP control block (UCB) #&

T —40mEAERLET,
#71 UDP ¥ — ¥ H

HH HatT — 2 Bl
ik A= 161
AR listen

CPU statistics

WDz~ FTCPUBMAERDOHE T —# 2R R LET,
show mp cpu
a<wy RE—F: T

[CPU utilization:
cpuUtillSecond:
cpuUtil4Seconds:

| cpuUti 164Seconds:

8%
9%
8%

WDOFRIEHAR— O CPURIH#EHT —ZDHEAZ R LET,
#72 CPUFIH#stT —#HHA
EHH

cpuUtillSecond
cpuUtil4Seconds
cpuUtil64Seconds

B

MP CPU @ 1 PO, N—t L N TRLET,
MP CPU @ 4 B O, N—tE L N TRLET,
MP CPU @ 64 IO, /—t L hTRLET,
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ACL statistics

WD =< KT Access Control List (ACL)D#EHTF —# #F R L £,
show access-control counters

avy FE—F: 9T

Hits for ACL 1: 26057515
Hits for ACL 2: 26057497

SNMP statistics

WD a~<> RTSNMP #igT —# 2FRLET,
show snmp-server counters

AT FE—F T

SNMP statistics:
snmpInPkts: 54  snmplnBadVersions: 0
snmpInBadC" tyNames: 0 snmpInBadC"tyUses: 0
snmpInASNParseErrs: 0 snmpEnableAuthTraps: 0
snmpOutPkts: 54  snmplnBadTypes: 0
snmpInTooBigs: 0 snmp InNoSuchNames: 0
snmpInBadValues: 0 snmplnReadOnlys: 0
snmpInGenErrs: 0 snmpInTotalRegVars: 105
snmpInTotalSetVars: 0 snmpInGetRequests: 2
snmp InGetNexts: 52 snmpInSetRequests: 0
snmp InGetResponses: 0 snmpInTraps: 0
snmpOutTooBigs: 0 snmpOutNoSuchNames: 2
snmpOutBadValues: 0 snmpOutReadOnlys: 0
snmpOutGenErrs: 0 snmpOutGetRequests: 0
snmpOutGetNexts: 0 snmpOutSetRequests: 0
snmpOutGetResponses: 54 snmpOutTraps: 0
snmpSi lentDrops: 0 snmpProxyDrops: 0

ROFEIZ SNMP #izt T —# DEHE 2R LET,

#73 SNMP #iil7— 2 HH

HH Wi

snmp InPkts A5 L7z SNMP A v & — Vi

snmplnBadVersions SNMP 7wt b a7 ¢ 7 TRIEL, RYAF— SNMP R— =

U THo72 SNMP A v E—T DOk
snmpInBadC* tyNames SNMP 7’'m hax= 7 47 4 TZEL, RAOSNMP 2 =2=7 ¢
ZDMER Sz SNMP A » & — Uik
snmpInBadC" tyUses SNMP 7’1 RV 7 47 4 TREL, Ayt —VIHBESINE

SNMP =2 2 = =7 ¢ TR STV SNMP 4L % 3K L 72 SNMP
A vt — DR

snmp InASNParseErrs ZAELESNMP A v =YD 9 b, XTI -0k

snmpEnableAuthTraps AA v TFPERUTRREE N7 v T2 G/ Bhed 247 V=7 b

snmpOutPkts %15 L72 SNMP # v & — 0%k

snmp InBadTypes ASN.1 HE SUHHTIC R L 72 SNMP £ v — Y D%k

snmplInTooBigs ZAEL7ZSNMP 7' b a7 —X 2=y MPDU)T, =7 —AT—%
A7 4 =)V ROfERRE§E S PDU D%

snmp InNoSuchNames SNMP 7’1 harx= 7 47 4 TREL, =T —AT—F AT 4 —)b

K OfEA noSuchName ©¢H 25 SNMP 7' & f a5 —X o=y
(PDU) D%k

snmpInBadValues SNMP 7 hax=r 7474 CTEEL, ZF—AT—F AT 4 —/)L
R OfEAs badValue T#%H % SNMP 71 k2 L5—4% == | (PDU) ®

snmplnReadOnlys SNMP 7't b3z 747 4 TRIEFEL, 2T —AT—F A7 4 —)b
R OfE 7 read-only T % SNMP 712 ks L7 —Z 2= | (PDU) D
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#73 SNMP #tits —#TEH

T H

i

snmpInGenErrs

SNMP 7'm ha =747 4 CRfEL, ZT—RAT—H AT 4 —)b
R OfEAS genErr T % SNMP 7 L5 —Z 2=y | (PDU) D4
”

snmpInTotalReqVars

H4h7: SNMP Get-Request 33 L O} Get-Next 7’12 h 2 /L5 —F 2=
k (PDU) #%fZ L, SNMP 7u k2L > T 4T 4 DRI L=
MIB A7 2 =7 s O#E

snmpInTotalSetVars

H%h7: SNMP Set-Request 7’12 h 2/L5—% 2=y k (PDU) #3515
L. SNMP 72 hav= 7 4 7 A BETITRI LIZMB ATV =7
h DRI

snmplnGetRequests

SNMP 7'& h )L T ¢ T 4 I35 F AP, ALER L 7= SNMP Get-
Request 711 b /L5 —F = | (PDU) O3k

snmpInGetNexts

SNMP 7’1 h 2V T 4 7 4 BT, AL L7 SNMP Get-Next
7'r bapry—Fa=y b (PDU) Ok

snmplnSetRequests

SNMP 7’1 h V=7 7 4 BT T, LB L 72 SNMP Set-
Request 712 b /L5 —X = |k (PDU) D%k

snmp InGetResponses

SNMP 7’1 /v 7 4 T 4 BT AT LR L 72 SNMP Get-
Response 711 k =L F—X = | (PDU) D%

snmpInTraps

SNMP 7'& ha )V 7 4T 4 3T, LB L7 SNMP k5 >
7o hanyF—Fa=y |k (PDU) OiEK

snmpOutTooBigs SNMP 71 R a /LR L, =T —AT—F A7 1 —)L ROERKE
9&E5SNMP a2 b5 —4%=2=y bk (PDU) D%k

snmpOutNoSuchNames SNMP 7'm ka7 4T A BEKL, TT—AT—H AT 4 —)b
R O fEi73 noSuchName @ SNMP 7'&2 k = /L5—4% == k (PDU) ®

snmpOutBadValues SNMP a2 harx=r 74 T A BAER L, ZF—AT—F AT 4 —)L
K OfE7’ badvalue TH 2% SNMP 7’12 h 2/L7 —X ==+ | (PDU) O

snmpOutReadOnlys ARAE

snmpOutGenErrs SNMP 7’1 h a7 4 T A BERL, =T —AT—H AT 4 —)b
KO3 genErr Té 5 SNMP 7' a2 h 25— = k (PDU) O
%

snmpOutGetRequests SNMP 71 kL= 7 ¢ 7 ¢ 34K L 7= SNMP Get-Request 7' k
a)LF7—X 2= k (PDU) D%k

snmpOutGetNexts SNMP 7’'a b a7 47 4 3ER L2 SNMP Get-Next 7’1 k=
NT—4F = | (PDU) D

snmpOutSetRequests SNMP 71 h 2L 7 ¢ 7 4 84 L 72 SNMP Set-Request 7= |k
a7 —X=2=v b (PDU) D%

snmpOutGetResponses SNMP 7'm ka7 ¢ 7 1 B3ER L7- SNMP Get-Response 7' =
haLF—F 2=y I (PDV) D%k

snmpOutTraps SNMP 72 hax=r 7 4 7 4 BAEK LI SNMP R Z v 7 7'm b oL

F—4a=y b (PDU) D%

snmpSilentDrops

SNMP =7 ¢ 7 1 IZHif5 L 7= GetRequest-PDU, GetNextRequest-
PDU, GetBulkRequest-PDU, SetRequest-PDU, LT
InformRequest-PDU T, Response-PDU DJEE DY A AN KEFTED
e OIS NI

snmpProxyDrops

SNMP =7 1 7 1 IZ[ilfF L 7= GetRequest-PDU, GetNextRequest-
PDU, GetBulkRequest-PDU, SetRequest-PDU, & LT
InformRequest-PDU T, # A AT U MSVT, TrF o Z—4 > b
DAy —VEEDRRM LT T2 DFEFE S Tzt

Statistics commands 76



NTP statistics
WhDa~< RCNTP#HET —F 2R R LET,
show ntp counters

avy FE—F: 9T

NTP statistics:
Primary Server:

Requests Sent: 17
Responses Received: 17
Updates: 1

Secondary Server:

Requests Sent: 0
Responses Received: 0
Updates: 0

Last update based on response from primary server.
Last update time: 18:04:16 Tue Mar 13, 2006
Current system time: 18:55:49 Tue Mar 13, 2006

AL v FIENTP N—T 3 3% LT, WERGEHE NTP h— LRI ESEET, NTP ZHZ02T
L&, N ZEMRICERLT, Xy FU—7 LOMOEE LRSS0, FlERy 2u S &g
BL7-0TEET,

WDOFRIZNTP#HHT — X DHEBAEZRLET,

#74 NTP ¥t — ¥ H
IHH i

Primary Server Requests Sent : FF[FEHI D 7ZDIZ AL v FNT T4~ U NTP H—(C
EELAENTP U 7 =2 Ok
Responses Received : 77 1 < U NTP — 305 %(5 L7z NTP &%
DFREL
Updates : 77 A < U NTP #— 02555 L7z NTP ISEICEESN T,
AA v F L & TR L 7Bk

Secondary Server Requests Sent : FFE[FEHI D= DI AL » F B3 H &V NTP H—(C
EELAENTP U 7 =2 Ok
Responses Received : £ > & U NTP — 05 32{5 L7z NTP G
DieER
Updates : £ & Y NTP h— 3B 53245 L7z NTP SIS N T,
AA T HFL) % T L7213k

Last update based on TIASY, A UFVDOEL LD NTP Y — S THREICTH L)%
response from primary R~

server

Last update time NTP H— 30 B R BICHHT L7z & & DRl

Current system time HAE DI
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Uplink Failure Detection statistics
WHa<v RTUFD#ET — 4 2R R LET,
show ufd counters

avy FE—F: 9T

Uplink Failure Detection statistics:

FDP number: 1

Number of times
Number of times
Number of times
FDP number: 2

Number of times
Number of times
Number of times
FDP number: 3

Number of times
Number of times
Number of times
FDP number: 4

Number of times
Number of times
Number of times

LtM
LtM
LtD

LtM
LtM
LtD

LtM
LtM
LtD

LtM
LtM
LtD

link failure: 1
link in Blocking State: 0O
got auto disabled: 1

link failure: 1
link in Blocking State: O
got auto disabled: 1

link failure: 1
link in Blocking State: O
got auto disabled: 1

link failure: 1
link in Blocking State: O
got auto disabled: 1

WDOFIZUFD T — 2 OERZ R LET,

#75 UFD #&t7 — % HHH

THH Gkes]

Number of times LtM link failure LtM 7 —7"TU > 7 s 2k U 7= [B1%

Number of times LtM link in LtM )V —F TCANR= 7Y Y —D7 1w v JkEE
Blocking State R LBk

Number of times LtD got auto LM Z V=70 ) > 7 iz L0 . LD 7 v—7" 78

disabled

H B B 72 o Tz [

Statistics dump
WDa~y RCHstT — 45247 LET,
show counters

2L v FOERET — 2 A2 X FThHavwr FTT FREDSCTL40K F-13FnLE) o
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Configuration Commands

(F LI

BEA~ NET FI=AMb—Zu A TORFATEET, EERNFIIRERATY
(NVRAM) [ZRFFCX E 7,
WORICEARN R~ RERLET, BEOE Ta~y FICOWTEEMCHA L1,

K76 Mk~ N

o~ K A

show running-config BIEOREERERLET,
a- RFE— R : User EXEC Zfr< 3T

copy running-config {ftp|tftp} BIEDOHRE L FTPITFTP — 2Ny 7 7 v 7 LET,
a<y FE—F: User EXEC i< 4T

copy {ftp|tftp} running-config FTP/TFTP Y — bR EEE L LE T,
a2 FE—F : User EXEC #fR< 3T

EHENBEDHEZE ERF

ISCLI CRREa~y REMEHLTCAL v FDONRTA—FEETTLH L BEERNFIT WZHEMMZ2 Y
F9, L, 7T v v a AEVICHRITFELRVWE . RIZ x4/%w7#%bt&% Wﬁwﬁimb
HEnhxv,

X EDRTF

AL v FaV Yy NLEEESICRELTONRZ Y n— RT2120%, BEFRNRE 7T v a2 A€V
BRIFETOIHENRH D £,

EE ZFRRERELLGVE VRATLERICYO—RLIzEECRYHESNES,

REFRET DT, o T Makoa<wy RE A LET,

|Switch# copy running-config startup-config

REEFONEERGFTDH L, active 7 v 7 IZHBHESNET,

WEID T AT K Y v— FTETT MM EIEIRT 2 FIEIZ OV TIL,  [Boot Options] OFED
[Selecting a configuration block] ZZM L T 72& 0y,
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System configuration

VAT AREaAv RIZLY, 2—PE—

FLT7 RI=RA P L —ZRHEE— RD/XATU— K Web =

U= NVEHRREIR EDAL v FIEENRT A —F ERETEET,
WORIZV AT AREa~vy ReErLET,

K17 VAT LFEEaA~v R

a2 K

i

system date <yyyy> <mm> <dd>

VAT LAMERELET,
2+ FE— [ : Global configuration

system time <hh>:<mm>:<ss>

247 1y ) T —~ v NCUVAT AR ERTE LET,
o< F%E— K : Global configuration

system timezone

2 v FRREENTNDFA LY —VERELET, A1 A5
V= w4 W— ROME (KR, FH, Hilk) Z8RLET,
=< F¥E— F : Global configuration

system daylight

VAT Ay DEREERNCLET, AT DH L, B
— IR A DT, YRATFAZ oy 7 EIMELET,
2= F¥E— [ : Global configuration

system idle <1-60>

CLityvarvd7 A4 RV T HA LT T ~%E 1~60 4y DO#iBH
THRELET, 774V MISHTT,
ZOREIFTY TIVR— N E Telnet Ol HIHEL £,
=< F¥E— F : Global configuration

[no] system notice <1-1024
characters multi-line> <’-
“ to end>

“Enter password:"~7' v > 7 N OEFNICERT D, a A VD
HEEXEHELET, 1024 TFETHRETEET,
2= F¥E— I : Global configuration

[no] banner <1-80 characters>

BOXFETORIA N —%HRELET, A vFIlusA
LTk EIIa A N REREINET,
=< F¥E— F : Global configuration

[no] hostname <string>

AR RIAL A BT == ATDRA N DETETR)
iz LET,
2+ FE— [ : Global configuration

[no] system bootp

BOOTP Ofi iz A%/ Hhiz LE 9, A%DE4A. BOOTP H
—NIZIPRT A= EHERLET, BOOTP h— b HRAG L
FIPT RLAFA LV E 72— A LIZED S TOHNET, FET
AUHET2—RALITRELTZT FLAL Y, BOOTP H— N5
BfFL7ZIPT RUABEBREINET, 774/ MIAZTT,
2+ FE— [ : Global configuration

[no] system dhcp

DHCP Off &A%/ e LE+, A2D%HA. DHCP —
NIZIPARTA—=F5ERLET, DHCP H— b HfG L7z IP
T RLVAFYRXPAV M E T z2—A (S FTx2—RA
256) IZHIV ¥ CToHhET, FETA ¥ 7 = —X 256 ITRE
L7 RLALD, DHCP H— 0B H G L= IP 7 R L AME
ENET, TN FTITEDTT,

2+ FE— [ : Global configuration

[no] enable <string>

Privilege EXEC E— RIZA D & ZZHER SN DH/SAY — K&K
ELET., 774/ MilZ disabled T,
o< F¥E— F : Global configuration

show system

BEDY AT IR T A—H2FRLET,
oy FE— K : User EXEC # &< 9T
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System host log configuration

ORIV A TFEEaA~Y ReRLET,

RT8 A JHREaA~L K

o< R

il

[no]l logging
address>

host <1-2> address <IP

v ARTRAMERTHE VAR ERA D
IP7 RLAZBELET, =& 2iF, 100.10.1.1
2= F<E— K : Global configuration

logging host

<1-2> severity <1-7>

FoRTDHHEFLIIE AR SR A NOEKE
LAV ERELET, 7740 MET T, 3T
DEREL~LOu 72 ERLET,
2+ RE— R : Global configuration

logging host

<1-2> facility <1-7>

FRTDHFE—FRIIE VAT ERANDT 7
V74 L VERELET, 7740 MEI0OT
T

o< RE— K : Global configuration

[no] logging

console

ABRT A =YD — L ~DEMEEHR)
SEINTLET, BREITSUT, 2y — ik
LT, A v F R AT Ay —VICHE
SINBZNEIICLET, 7740 MIFRTT,
2= R<E— K : Global configuration

[no] logging

log {<feature>}

VAT Ay —UEAERTEHHEEDOY X M
KR LET, FrEOHEROAR, /MR, T XTD
BReCTr An OB,/ Mg TEET, U
TOKENH Y £9°,

cfg

cli

console

dotlx

ip

management

ntp

ospf

rmon

spanning-tree-group

ssh

system

ufd

vlan

vIrp

web

=2+ FE— R : Global configuration

show logging

BEO A V#ERRALET,
awly RE—F: F_C
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Secure Shell Server configuration
Fy hU—27 LD Telnet b7 7 4 v 713 LEETEHY /A, LTFTOa<w RIZED,

Ed SSH 7

FAT Y ML HSSHT 7 v 2A%&4TH ZEMTEET, SSHEMHAT LT — XXX THB{LEh

j:\j—o

SSHZRETE20DEF, YU TAR—FE Tenet RADOH TS, TITUPFR—ZAA X T z2—2A
(BBI) TAA v FICT /AT AEAITITFIHCTE T8 A,

SE:SSH QEMICOWWTIX, T7 U —2 a0 HARI1ESBL TS,

WDOFRIZSSHEEa~ Y FERLET,

#79 SSH#E=~

o< R

i

ssh interval <0-24>

RSA ¥ — "% —D HEVEKBEREZEEL£9, Ka~vr RCTHEELE
IR T RSA YV —_"F—& HEVER LET, 01235 &, RSA P — 3%
—OHBAERIZEN /2D 9, AL v F IO FT—ERKDOEITOR

HOEY—TH Y Y TONZEMPARET S &, F—DERIFAK I

7,

o< F¥E— K : Global configuration

ssh scp-password

X272t — (SCP) HHEADT FI=A ML —¥ 2T — REHEEL
94, ZTOSCP7 KI=AFL—FD2—H¥ 4L scpadmin T, &
W, SCPAEMHL T, ~vuhbvrr~Tr A VEREEICaE—L
FT, ALy F T, SCPICLY, X a7 FrxNERANVDAL Y
FREHREL D m— R, TyFa—RNLET,

< FE— K : Global configuration

ssh generate-host-key

RSAKRA FF—% FHTERLET, A v FIleFaT oL
(SSH) ZHIAAL TS &, ZOXF—Z2 HEIICAER LET, 727
L, EX2 07 4 LOBENLX—2 BB IMLERSHIEHAE, 2
D~y MY FHTERTE T, a~vr FEELICAICRY
£,

< F¥E— K : Global configuration

ssh generate-server-key

RSAH—N"F—ZFHTEMLET, A v FICEF2T =L
(SSH) ZMAAATND &, ZOX—Z2HBMICAEKRLET, E¥a
V74 LOBRNOX—2HEZMWMZ ILEND LGS, Z0a<v R
IR FECERTEET, a~vy FIZEBICEDNCRY £3,
2= F¥E— I : Global configuration

ssh port <TCP port
number>

SSH Y —R"HK— FEFERELET,
< F¥E— K : Global configuration

ssh scp-enable

SCP % ? apply/save #H 0 L £,
2= FE— F : Global configuration

no ssh scp-enable

SCP #H ® apply/save Z R LE9, T 7 4L MIERTT,
av > R¥E— K : Global configuration

ssh enable

SSHY—NZHFLET,
2= F¥E— I : Global configuration

no ssh enable

SSH #—_"Z M LET, 77 +/V MIEZTT,
2= F%E— F : Global configuration

show ssh

BAED SSH Y —RFEEZERLET,
o<y FE— K : User EXEC &< §_C
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RADIUS server configuration

3E:RADIUS OEHIICDWTIE, TP —2 a3 HAR 128 BL TS,

WDFIZ RADIUS — R Ea~> RERLET,
#%80 RADIUS — \FRiFEa~ K
a< K B

[no] radius-server primary-host
<IP address> key <1-32
characters>

754 <Y RADIUS J— "D IPT7 KL AL AA vF-
RADIUS #— M —2 Ly MERELET,
o< FE— I : Global configuration

[no] radius-server secondary-
host <IP address> key <1-32

v HZ Y RADIUS H— D IPT KL R L, ZA vF-
RADIUS — o HAT—7 Ly FEFRELET,

characters> =2+ FE— F : Global configuration
radius-server port <UDP port fE/4 % UDP &R— F OF =%, 1500~3000 O Hi[H TERIE
number> LEF, 774/ M 1645 CTT,

a< > FE— F : Global configuration

radius-server retransmit <1-3>

RADIUS BBGED Y T A & E LET, #HiT1~3, 7
74V NI 3TT,
o< F&— K : Global configuration

radius-server timeout <1-10>

RADIUS FERED # A A7 7 MR R E L £,
108, F7 4V MEI3IWTT,
a< > FE— R : Global configuration

FHIE 1~

[no] radius-server telnet-
backdoor

Telnet/SSH/ HTTP/HTTPS @ RADIUS X 7 K7 %2 8%h,/
B LET, T 740 MIESH T, EXaT Ny KT
BEDOHE. REREEXAMNILITEERT A,

o< FE— K : Global configuration

[no] radius-server secure-
backdoor

X TR T— &M LT, Telnet/SSH/ HTTP/HTTPS
D RADIUS Nv 7 KT 212,/ iz LEd, 77 zwv l\
TS T, Ny 7 RTBEHOHE, REEEZAMC
XFEHA,

o< F¥E— I : Global configuration

radius-server enable

RADIUS #— "z A2 LE T,
=< FE— K : Global configuration

no radius-server enable

RADIUS ¥ — Z N LET. T 7 4/L MI#EZTT,
=2+ FE— F : Global configuration

show radius-server

BLRADIUS — "D RF A —2 2 FR LET,
a<w Y FE— R : User EXEC Z &< 3T

E%:RADMS MNET. a>Y—ILELLIE Telnet/SSHHTTP/HTTPS 2/ L TR I 5154
RADIUS B2REICKYRT AT BBENHYET , AV V—ILD IV IRTIXEICEHD=H . /A
w9IR7 (telnet-backdoor) M z¥217/3wIK7 (secure-backdoor) DN TH.
noradius E7RFIZ AR —E/RRT—RIZ&YiEHK T HEBTEET,

Telnet /Ny IR 7NEDHBE . /3vYIKRF7ELT noradius ZA LT RADIUS Fxyio%E/\
AIRAL, PREZRIL—EIRRT—RFTRAYFIZAT AV TEET , Thld. RADIUS H—/\

FIABICHEITARETT,
XTI\ VIRTHREDDEE

LI\WHRF7ELT noradius AL T RADIUS FxvH% /N

AIRAL, PREZRL—B/RRT—F TRAYFICAT A TEET, Ff2L. RADIUS H—/°\

AFATERMGEDARITARETY
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TACACS+server configuration

TACACS+ (Terminal Access Controller Access Control System) (%, VE— k7 7 A ¥ — \p3a—H
DT A NAY = RERBRAEY—NED | FEELIZY AT LADT 7B AR RENE 5 & iR T
X HWFE7 1 2L TF, TACACS+7' 1 h=/L& RADIUS 7't b /LD J5h3, TACACS K55~ 1 bk
AL XV EF 2T TF, TACACSHT RFC 1492 [ZEFK SN TWET,

TACACS+7'1 h =L D J5 5 RADIUS K W Z5EMESEWV T, TACACS+iX TCP Z W CTuvE 373,
RADIUS X UDP Z i L TW5 72 T9, £/, RADIUS (TFBFEE MRt 5% 12—V T e 7 7 A1
JMZE EHFETH, TACACSHI 2 >OEMEZSBEL TWET,

TACACS+(Z1Z, RADIUS & LEGEFET NA AL LCUTORERH D 7,

o TCPR—XDIH, MIFBIZFNT7 7 4 v 7 OV EY AA[EETT,

o PRV V7R MOSRRT— NG EIFRRY 2Ty NS bE R — R LET,
o PREL. MERRfIE., THULT 4T EYIVEEL THAR— N LET,

WDRIZ TACACS+Y— "R Ea~y RERLET,

#81 TACACS+H— \gEa~ K

o< R B
[no] tacacs-server primary-host <IP 774 <Y TACACS+#— "D IP7 L& AA
address> key <1-32 characters> v F-TACACS+H — R[HOEH—7 by FEREL
£7,
2= FE— F : Global configuration
[no] tacacs-server secondary-host A H Y TACACS+H— "D IPT KL AL, 7\4’
<IP address> key <1-32 characters> v F-TACACS+H—NHOLH T —7 Ly b ERE
£7,

< F¥E— K : Global configuration
tacacs-server port <TCP port number> 4% TCPR— hDO&F S %, 1~65000 O#ilH TH¥
FELET, 774/ ML 49 T,
2= FE— F : Global configuration
tacacs-server retransmit <1-3> TACACSH+iRFED Y b T A FARE L E T, #PAIL 1
~3, T 74/ ME3TT,
2= F¥E— I : Global configuration
tacacs-server timeout <4-15> TACACS+BFED Z A 27 U M ZRE LET, #
PHIZ 4~15F, 7 74/ NI SR TT,
=2+ FE— F : Global configuration
[no] tacacs-server telnet-backdoor Telnet/SSH/HTTP/HTTPS ¢ TACACS+/3v 7 KT %
G/ N LET, T 74N MIESHTT, EFa
TRy RT BAEDHOGE, REEEZAMMIITTE

EFHA,
o< F¥E— K : Global configuration
[no] tacacs-server secure-backdoor X2 T NAT— REHEA LT,

Telnet/SSH/HTTP/HTTPS @ TACACS+/\y 7 R 7 %
ﬁ?)J/ﬁx)J LET, 740 MIEGHTE, v
K7 BEOEE, REEEZADUITEEE A,
2= F¥E— I : Global configuration
[no] tacacs-server privilege-mapping TACACS+BAEL /L~ B T HH%/ Mo LE
I T 7 A4/ MIEEZTT,
o< FE— K : Global configuration

[no] tacacs-server user-mapping <O0- TACACSHERFEL VB RAL v F D2 —HF LU
15> {user]operj]admin} <~ B 7 LET, TACACS+REFEL /L (0~15)
12, ®HT % —H L~UL (user, oper, admin) Z A
HILET,
2= F¥E— I : Global configuration
tacacs-server enable TACACS+H—ZHMLET,
o< F¥E— K : Global configuration
no tacacs-server enable TACACS+ T — R"Z 8N LET, 77 4/ MIEES)
<7,
av > RE— K : Global configuration
show tacacs-server B TACACSHRED/NT A —Z 2 Fr LET,

o<y FE—FK : User EXEC Z &< 9T
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EE :TACACS+MNEX T, arV—ILHLLIE Telnet/SSHHTTP/HTTPS 2/ L Tk 3515
A& . TACACS+ERFEICKYRT AT ERELNHYET, AV V—ILD/I\VIRTIXEIZEH D=
. 73R 7 (telnet-backdoor) MEF 1773w IR 7 (secure-backdoor) AAEEZN TH.
notacacs E7RIZAM—A/XAT—RICKYIEHKT A ELTEET,

Telnet /N VIR 7HRBEYMDIZE . /v IR F7ELT notacacs # A AL T TACACS+F I vi%E
INAIRRL, PREZAR—R/INRAT—RTCRAYFIZAT A TEET, Zhik, TACACS+H—
INF|FHFICHEITAIRETT,

XA T N\VIRTHREPDEE. /\vIKEF7ELT notacacs # A LT TACACS+FIvi%
INAINRL, PREZAR—HR/ISRAT—RTCRAYFIZCAT A TEET, 1=2L. TACACS+H—
NAFEATELEVDOAETAHETT,

NTP server configuration

PIFoa<y Rizky, AL v FORFEE NTP b — R TEEd, T 74V FTIE, 2047
a UL TY,

WORIZNTP P —"EEa~ L FERLET,
7282 NTP — FiEa~ 2 R

av R ol
[no] ntp primary-server <IP TF7A4<UNTPH—RDIPT RLAZHELET,
address> 1 : 100.10.1.1
=< FE— F : Global configuration
[no] ntp secondary-server EHHZY NTPH—DIPT RLUAEZFRELET,
<IP address> %1 : 100.10.1.1
2= F¥E— I : Global configuration
ntp interval <1-44640> AA v F Uy 7% NTP H— & BRI S & 5 MR 4 55 BT (1

~44640) THEELEJ, 7 74/ ME 1440 53T,
=< F¥E— F : Global configuration

ntp enable NTP FI—E 22 A LET,
2+ FE— [ : Global configuration

no ntp enable NTP Ry —E 22 LET, 774/ MIEZHTT,
2= F¥E— [ : Global configuration

show ntp BUED NTP —E AR ELFRLET,

vy NE—F: §C
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System SNMP configuration

ZA v FY T Rz TIESNMP R—AD Xy N T —2 EEES R~ LET, *v hT—7EFHO

SNMP EF VTG, BEAT—Yay (74T /=) B, BEHESR (=—Y= ) 15
x5 MIB (Management Information Base) &9 1flOEKIZT /A LEYd, X hT—
7 TSNMP X hU—JBERAT— a L EFITL TV DA, LLT O SNMP MIBIZ L0 A A

v FEEHTEET,
e  MIB Il (RFC 1213)

. Ethernet MIB (RFC 1643)
e  Bridge MIB (RFC 1493)

SNMP =— = M, UDPAR—F 161 TSNMP A vt —T% U R LTW5, FHLE
HEET D4 SNMP £ »E—12id, R, WE‘J“%¢$EZ‘7‘/

7 7Rt ATYT, =—Vxr MZ
=7 FDYVANERHY FT,

BEDY 7k

. ZBHETEX D SNMP N5 A—FIZIZLLFDONRTG A—EZ R0 £9°,

. AT L4
. VAT ME
o VAT LhaLE T

. SNMP > 27 LF8GE b 7 v THEREOFI A

. Read 2 I ==7 14
. Write =2 =2 =5 1 4

DRIV AT LASNMP REa~Y RERLET, B

#83 VAT ALASNMPEREa~ K

Bica~y RIZOWTEEMNICHA LE T,

a<w R

B

[no] hostname <1-64
characters>

VAT LADL4RTERELET, KK 64LTFTTT,
a<y FE— K : Global conflgurauon

[no] snmp-server location <1-

64 characters>

VAT LERELTCWDOIEFTARELET, KK 64LFT
R

< FE— K : Global configuration

[no] snmp-server contact <1-
64 characters>

VAT LAY R NOAFIERELET., &K 64 LFTT,
2= FE— F : Global configuration

snmp-server read-community
<1-32 characters>

SNMP Read 2 X 2 =7 A L &R ELET, SNMP BAA v F
[Z'get' 7 7 ¥ AT 20 HIET 2 A N Y 7 TF, KR 32X
¥, T 7 4/V M public T,

< FE— K : Global configuration

snmp-server write-community
<1-32 characters>

SNMP Write 2 =2 =7 4 4 %X ELE T, SNMP R AA v F
IZ'set’ T 7B A, ‘get’ T /B AT ADEHIETAA RN 7T
T, K 32T, T 7 AV MM private T,

o< R¥E— K : Global configuration

snmp-server timeout <1-30>

SNMP 25— h=3 v DZA LT U MEARE L £, #HIT
1~30%r. T 74/ MEL55 T,

o< F¥E— K : Global configuration

[no] snmp-server
authentication-trap enable

VAT LREE N T THREOER AR W LES, T
v MY T,
2= FE— F : Global configuration

[no]l snmp-server link-trap
<1-24> enable

SNMP V> 77 w7 b I Voo Zur b7y 7DEEE
BN LES, 774N MIADTT,
2= F¥E— I : Global configuration

[no] snmp-server ufd-trap

Uplink Failure Detection (UFD) + 7 v 7 O{E 24 %0 482
LET, 774V MNIEHTT,
2= FE— F : Global configuration

show snmp-server

BUED SNMP #EZ £ R LET,
<y RE—R: T
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SNMPv3 configuration

SNMP /X—25 >3 (SNMPV3) 1Z, U TV HR—rFT5Z LIZE>TSNMPV2 7 L— AT — 7 &4
52T APEE SNMP 7 L — AU — 27 T4,

e HLWSNMP A vt —Y 74—~y b

. AvE—TOEXa VT 4

o T Uk AHIHE

. SNMP XF A —X DV £— hiRE

SNMPV3 7 — X% 5 27 F v DFEHIZ ST, RFC2271~RFC2275 # & L TL E &0,
WDOFIZSNMPV3 R Ea~ Y RERLET,

#84 SNMPV3f¥ €~ K

o< R

g&x

i

snmp-server user <1-16> Z2—FD2—PFEX2 YT 4 ET /L (USM) = FU ZBRELE
T, #WPAIEL 1~16 TT., I~y FIZFBMOA 7> a VR0
T9, FEAI User Security Model configuration Ofi % 28 L T
<72,
=< F¥E— F : Global configuration

snmp-server view <1-128> MIB v = —Z&ELET, fHIT1~128 T3, a~vr RiZiLEB
MOFT > a U RHLETT, ML SNMPV3 View configuration
DEIZEZRLTIEI N,
o< F¥E— F : Global configuration

snmp-server access <1-32> TR AMEERELE T, ®@IT1~32 T, avr NTiTE
MOFT > a VPLETT, FHMIL View-based Access Control
Model configuration D&z S L T 72E 0,
2+ FE— [ : Global configuration

snmp-server group <1-16> SNMP NV —T7 % BRELET, FNV—I2kD, 2—¥FF%,
TIRAIN—T2 L, SNMP EBLA TV MZT 7 BAT
DIDIZMERT 7B Ay B 7 LET, ®HIL1~16
TY, 2w RITBMOA T > a RUNETYT, 3T
SNMPv3 Group configuration D&%z 2B L T 72 &0,
2+ FE— [ : Global configuration

snmp-server community <1-16> AI2=T 4TI NT MV ERELET, 332747
—7ME, ala=T 4 AERELET, {@HE1~16 TY,
g~y RICIKBMOA T v 2 VB BETE, 35T SNMPv3
Community Table configuration D iz &R LT 7Z& 0,
=< F¥E— F : Global configuration

snmp-server target-address WO ET L AL 2= X2 VT 4 LV ERELE
<1-16> To FZUVAR—PZ U FRA U bEbWNET, FFIT 1~
16 TF, a<y NIZIFEMNOAT > a UBAMETY, FEME
SNMPv3 Target Address Table configuration D i & &M L T <
720,
o< F¥E— K : Global configuration

snmp-server target-parameters SNMP T A—XEZFELET, A ve—V0UHET L, &F
<1-16> 2T 4ETN, EF2 VT4 b, a—PA TR SILE
T, #PHIE 1~16 TF, vy RITIZBIMOA T v a R0
T9, #EflIX SNMPv3 Target Parameters Table configuration
DEIZEZRLTIEI N,
o< F%E— K : Global configuration

snmp-server notify <1-16> WA T v I AERELET, FEDA XY MOREZR LI
DNWTYATLAEE=H L, ZOA NV b, KFCESNTHE
WAV E—VERMERLET, #@HIE1~16 T, 3w R
BIMOAT > a o BRBETT, §HMIL SNMPv3 Notify Table
configuration DEiZZRL T Z&E W,
o< F¥E— K : Global configuration

snmp-server version SNMP N—T g 1, WA= a3 2 TOT 7B RAEGR,/ 15
{viv2v3|v3only} WZLET, 7740 bTIEALR (viv2v3d) T,

=< FE— F : Global configuration
show snmp-server v3 BIED SNMPV3 i EAFKR LET,

gy FE—F: 3T
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SNMPv3 User Security Model configuration

PFoa<y RiE, 2—VFOUSM > h) ZERLET, ROKIZUSMBREa~Y RERLET,

#85 USM @ Ea~ K

o< R

il

snmp-server user <1-16>
name <1-32 characters>

2—HPOAFERRKI2 LT TRELET, A v FOT 7 EAIZ
WERa T A 4 TY,
2= F<E— K : Global configuration

snmp-server user <1-16>
authentication-protocol
{md5]sha]none}

FRAET B ha b RAT—RERELET,
WEEZ’ 1 k=i, HMAC-MD5-96, HMAC-SHA-96, none DU
THMNTT, usm 1,2 LIS DF 7 v ML none T,

[authentication-password AT N AY ZLZFFELESRE, AT — RERETHLIN

<password>] HBVET, HELRVWE, T2 v E—URFERINET, Z
Da<r RIcky, BIFHARAY — RE#E, BHTEET,
o< RE— K : Global configuration

snmp-server user <1-16> TIANRTT O N aANDEALTETTANUNAT— RERE L

privacy-protocol {des|none} 7,

[privacy-password TIANRY T haVEA =T PARENDOEHIET S

<password>] DOTY, A7V =ik des (CBC-DES %l 5{k~7 1 k=2 1)

F7ziZnone TV, des ZELHEG. #iE7w b=y

(MD5 %7213 HMAC-SHA-96) Z#IRL T\ 5 Z & & L T<

I, WEET e b Ttnone #®RLTWEE, =57 —RA vy

T—URFRINET,

TITANYRRAT — RIERE, EHETEET,

2+ R<E— R : Global configuration

USM =t —H# = MU ZHIBRLE T,

2= R<E— K : Global configuration

USM2—HF x> R ZFRLET,

a<wy RE—F: 97T

no snmp-server user <1-16>

show snmp-server v3 user

SNMPv3 View configuration
WDFEIZSNMPV3 B = —FEa~y RERLET,
786 SNMPv3 b o —fE=a~< > K

o< R

i ]

snmp-server view <1-128>
name <1-32 characters>

Vo —DARIZRK 32 LFTRELET,
o< FE— K : Global configuration

snmp-server view <1-128>
tree <1-64 characters>

OID %K 64 LF T E LET. mask LlAGHOET, Az
MDYV =& ELET,

fi:1.3.6.1.2.1.1.1.0

a< > F¥E— F : Global configuration

snmp-server view <1-128>
mask <1-32 characters>

By MR & RAFTRELET, tree LHMAGDLET, A
YRV —EEELET,
o< F&— K : Global configuration

snmp-server view <1-128>
type {included]excluded}

tree & mask CHEE LY U —% ., name T/ E L7/ MIB B = —
WELDBRAT ENEHRELET,
a< > FE— R : Global configuration

no snmp-server view <1-128>

Ea—Dx=y b ZHIBRLET,
2= F¥E— F : Global configuration

show snmp-server v3 view

BEOE 2—DREEFRLET,
a<wy FE—F: 3T
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SNMPv3 View-based Access Control Model configuration

Ea—N—A7 7 ZAHBEETNVCTT 7 BAMERELET, ROKRIZE 2 —X—R7T 7 ¥ Ak
Ea~y RepsLET,

F87 Y a—_—AT7 /v AHIEREa~ R

g R B
snmp-server access <1-32> I N—T 4 & FEE L £, SNMPV3 Group configuration Ti% i
name <1-32 characters> T5H, IN—TT NI DT N—THTT,

o< F%E— K : Global configuration
snmp-server access <1-32> AT 2EXF2 VTt ETVERELET,
security {usm]snmpvl]snmpv2} =< F%E— I : Global configuration
snmp-server access <1-32> T AMEOEFI NI X 2 VT 4 LV EBRELET,
level {noAuthNoPriv]authNo- NOAUthNoOPriv o5&, AN T T4 NNV T e harx
Priv]authPriv} BHEAETIC SNMP 2 v — UM EE SN ET, authNoPriv

T, BEEEH Y ETNT T AT ha e ERETICRE
SNET, authPriv Tk, RIEEITWT T4 N T han
ZHEAL CEEEINET,

=< FE— F : Global configuration

snmp-server access <1-32> Read 7 7 ¥ XA [T %, MIB & = —4 & &K 32 LF TIHE
read-view <1-32 characters> LET, AR HELRWA, FHELTHARRE 2 —NFEL
BROEA. T EATROLNER A,
< F%E— F : Global configuration

snmp-server access <1-32> Write 7 7 £ A Z#F AT 5, MIB &= —4 &K 32 UF TIRE
write-view <1-32 characters> LE7, ARIZEELRVD, BELTHEDRE 22— FEL
WA, T7BRAERDLNERE A,
2+ FE— [ : Global configuration

snmp-server access <1-32> WWETFAT A, MIBE2—4%RK 32 CFTHELET,
notify-view <1-32 2= FE— F : Global configuration
characters>

no snmp-server access <1-32> ta—_X—X77kRHIET FU ZHIBRLET,
=< F¥E— F : Global configuration

show snmp-server v3 access BEDOEL 2—N—27 7 v AR ELZ TR LET,
2wy RE—F: 5T

SNMPv3 Group configuration
WDOFEIZ SNMPV3 Vv —T 5k Ea~y RErLET,
#88 SNMPV3 /' /L —7REa~ > K

a< K i
snmp-server group <1-16> X2 VT A ETVERELET,
security {usm]snmpvl]snmpv2} =< FE— I : Global configuration
snmp-server group <1-16> 2L EEELET, USMUser Security Model) = kU IZ3%
user-name <1-32 characters> E LT —Y4 T,
2= F¥E— [ : Global configuration
snmp-server group <1-16> TN—T %K 32 LFTHRELET,

group-name <1-32 characters> =< F%— I : Global configuration

no snmp-server group <1-16> vacmSecurityToGroup =» b U ZHIBRLE T,
=< F¥E— F : Global configuration

show snmp-server v3 group BrED vacmSecurityToGroup €& H#rLET,
avy RE—F: 7T
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SNMPv3 Community Table configuration

LFoavws Ftalia=747—7Axr M) ZRELET, RELZTY UL, SNMP =¥
YDA 2=F 4T —T N R NMIBHENET,
WOFRIZSNMPV3 2 2 =T 4 T—T I EA~YY RemLET,

#89 SNMPV3 2 2= 4 T —7 VR Ea~v K

a<w R a1
snmp-server community <1-16> T=TNMI A== T v 7 AMEERELET, K32
index <1-32 characters> LFETY,

o< F¥E— K : Global configuration

snmp-server community <1-16> SNMP 2 2 =7 A5 K32 LFTHRELET,

name <1-32 characters>

2+ FE— [ : Global configuration

snmp-server community <1-16> 2—PFHERELET, USM= U P UICRE L2 —PF4T

user-name <1-32 characters>

ER

2= F¥E— [ : Global configuration

snmp-server community <1-16> 2 7% f8E LET, SNMPv3 Target Address Table

tag <1-255 characters>

configuration CiET S, #—5 v b7 FLAF—T7 L= b
VD27 AEELET, ZOXJ T, azr R ARy
T TV r—aRSNMP b7 vy 7REET L M T AR
—h U FRAV FEFEELET,

2= F¥E— I : Global configuration

no snmp-server community
<1-16>

A3 a2=T 4TI b)Y EHIBRLET,
o< F%E— F : Global configuration

show snmp-server v3 community BfEDaI=a=74T7—TAREERRTLET,

v FE—F: §C

SNMPv3 Target Address Table configuration

SNMP + T v 7% %ET 5587 FLAOZ Y b &R ELET,
WDFIZSNMPVI X — 4y N T VAT —T AR Ea~Y RERLET,

#90 SNMPV3 & —%5'> N7 7 ¥ RAT =T AREAY L N

a<w R

]

snmp-server target-

address <1-16> address
<transport IP address>
name <1-32 characters>

<transport IP address>iZi%, SNMP h7 v 7% %EET5IPT KL A
%, name |[ZiE2=— 7 R AR E L E T,
a< RE— R : Global configuration

snmp-server target-
address <1-16> name <1-32
characters> address
<transport IP address>

<transport IP address>(Zi%, SNMP F 7 v 7% (ET5IPT7 FL X
Z. name |[ZiF=— 27 R FERELE T, Eioa~vr NER
LTd,

=2+ FE— F : Global configuration

snmp-server target-
address <1-16> port
<transport address port>

SNMP 7 v FPERERHCERTH 7V AR— 7 RLAR— &
RELET,
o< F¥E— I : Global configuration

snmp-server target-
address <1-16> taglist
<1-255 characters>

Z—07y N7 FLAORPIHER T 52 7 A MERELET, &
K 255 LFCTY,
=2+ FE— F : Global configuration

snmp-server target-
address <1-16>
parameters-name <1-32
characters>

NTG A =4 %FRE LET, SNMPv3 Target Parameters Table
configuration TRXET D, ¥ —7 > hXTF A —H T N Y DT R
— X4/ TT,

o< F¥E— I : Global configuration

no snmp-server target-
address <1-16>

B—ly NT RLATF—=T7 Lz b ZHIBRLET,
o< FE— K : Global configuration

show snmp-server v3
target-address
_

BEDODH =7 T RLAT—TNVOREERRLET,
2wy FE—F: 9T
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SNMPv3 Target Parameters Table configuration

H—=2F s hRTGA=H T MY EFRELT, SNMP = P DH—4 sy hoXT A—H T —T )UK
LET, 2OT7—7MF, AvE—VOERIHERT T A—2BHD 9, T A—FF, 2
v —UHHEES L (SNMPv3, SNMPv2c, SNMPvl) . E¥%=2UF5 &5/ (USM7ZRY) | &%
=2 U7 4 L~y (noAuthnoPriv, authNoPriv., authPriv) 72 & T,
WDFEIZSNMPY3 Z—47 hRT A —HFT—T LR Ea~ RERLET,

#91 SNMPV3 % —%> v hXTG XA —aF—TF ) Ea~ L R

a<w R

i

snmp-server target-
parameters <1-16> name <1-32
characters>

NRIA=B/EZRELET, 2= W VIIEETTR, 2=—7
TR F AR ELET,
2+ FE— [ : Global configuration

snmp-server target-
parameters <1-16> message
{snmpv1|snmpv2c]|snmpv3}

SNMP £ v &=V DA 2 A v b —PVRHET L ik
ELET,
o< F%E— F : Global configuration

snmp-server target-
parameters <1-16> security
{usm]snmpvl]snmpv2}

SNMP A v &=V DERIHMERT 2% 2V 7 4 £T7 V&G
ELET,
=< FE— F : Global configuration

snmp-server target-
parameters <1-16> user-name
<1-32 characters>

A MY EFHALTSNMP A v b=V % LT 5, USM =
MUICHRE L2 —FAEIEELET,
2= F¥E— [ : Global configuration

snmp-server target-
parameters <1-16> level
{noAuthNo-
Priv]authNoPriv]authPriv}

Az b EHVZ SNMP A vt — ORI EHT 5%
2T 4 L-ULZRELET, noAuthNoPriv o4, &6E
MWL T TA R T hariz AT SNMP A v E—Un
EIEENET, authNoPriv Tk, SBiEEHV T8 T T4 N
v7m bV EFERAETICEE I ET, authPriv T, 7
AEEITWT T4 NV T e harzFERA L CEEIRET,

2= F¥E— [ : Global configuration

no snmp-server target-
parameters <1-16>

targetParamsTable = U #HIBR L £,
o< F%E— K : Global configuration

show snmp-server v3 target-
parameters

B7ED targetParamsTable &% R L £,
2w FE—F: §C

SNMPv3 Notify Table configuration

WHTIEH, VAT L2EE=F LTEHEDA R MRFERH DTN, ZDA Ry MRS ESN
TAytE—U%AERL, Ty 7 EBEHLET,

WDFEIZ SNMPV3 @7 — 7 NFEa~y RERLET,

792 SNMPV3 BT —7 L Ea~ 2 R

==V N A e

snmp-server notify <1-16> o—W/WIEETTR, 2=—7 BT 2% ELET,
name <1-32 characters> 2+ F¥E— K : Global configuration

snmp-server notify <1-16> ¥ 7% f&EL %7, SNMPv3 Target Address Table configuration T#%
tag <1-255 characters> ETB, A=y hT RLRZ NI DX Z ) A MERELET,
< FE— K : Global configuration

no snmp-server notify <1- @H7T—7 L= b EHIBRLET,
16> 2= FE— F : Global configuration

show snmp-server v3 BIEOBRT — T NVREEF R LET,
notify avy RE—F: T
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System Access configuration

WORIZVAT LT VR AREa~Y RERLET,

F93 VAT AT JRAFEATLNR

o< R

il

[no] access http enable

TGO PER—ZAL AT 2 —A~DHTTP (v =7) 77 &A%
B TN LET, T AN MIEHTT,
2= KE— K : Global configuration

access http port <TCP port
number>

HTTP 7 7t ADKR— " EBEZRELET, T 74/ MI80T
7

=2+ FE— R : Global configuration

[no] access snmp {read-
only|read-write}

SNMP 7 7 & Al 5% & LE T (read-only, read-write, %
/)

2= R<E— K : Global configuration

[no] access telnet enable

Telnet —"EH%h/WHZ L ET, 7740 MIFRTT,
o< RE— K : Global configuration

access telnet port <TCP
port number>

Telnet DAR— FFESERELE T, 774/ ML 23 T,
2+ FE— R : Global configuration

access tftp-port <TFTP port
number>

TFTP OFR— FEFZERELE T, 7T 74/ X 69 T,
2+ RE— R : Global configuration

show access

HEDYV AT LT VARG A= Frm LET,
o= FE— K : User EXEC Zi< 4T

Management Network configuration
WDFEIZ Management Newtork 2 & 2~ FEZ/RLET, IKI0DFKy NT—7 R ETEET,

#94 Management Newtork 5% E 2~ > N

o< R

i

access management-network <IP

address> <IP mask>

Telnet, SNMP, 77 UHFR—ZA L Z T 2 —AZLDH A
AyFT I RABARE Ry NT—7 ZFELET, IPT
FL2DHEMHIZ, Ry FU—27 <A77 RLRZX > Tk
EVFET, IPT RLRAETRAIT FL A% Py MR
THRELET,

=2+ FE— F : Global configuration

no access management-network <IP & x v FT—7 ZHIBRL £,

address> <IP mask>

2+ R<&— R : Global configuration

show access management-network BIEDEBRLR Y NT =7 RIA—FERRLET,

2 FE— K : User EXEC Z i< 37T
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User Access Control configuration
RORIZA—FT 7 v AHIHRE=~ > 2R LET,
%95 o—H7 /¥ AR ET v K

a<w R it B
access user eject <user AL o FIET 7 AL TS —F 24T 27 P LET,
name> a< > RE— K : Global configuration

access user user-
password <1-128
characters>

Z—H (Uuser) RAV— REHRELET (RK128XF), A vF A
T AEREFFHT —F ESRTEE TN, REELETDHZLIET
TEHA,

2+ FE— F : Global configuration

access user operator-
password <1-128
characters>

F_L—% (oper) SAU—REZRELET (K128 XF), A<
—HIAAL v T OTRCOWEEEE L ET, A v FIEHEREHFT—
ZOTRCELBRTE, F—FELBFAAM vy TFL2EZ2YV Yy hCTEFE
RS

< FE— K : Global configuration

access user
administrator-password
<1-128 characters>

7 RI=AFb—% (@dmin) {AU— R ELET (Fk 128 X
F) o TRIZAPL—FF, AA v FOA=a— HHl, BEaI~7
FOFTRTILT 7 EATE, 2—FRRAT—=F T RI=AFL—ZR
AT = ROEEHITI ZENTEET,

2= F¥E— I : Global configuration

show access user

BHEDAL—Y AT —Z 22 FoR LET,
a<w KE—F: User EXEC Z# k< 9T

User ID configuration

ROFNZA—HFIDEEAT~YY FeRLET,
s

#£96 22—V IDREaI~VLF

o< R

]

access user <1-10> level

P—ERADI T AEREL T2 —FOMHERL~IVEIEE L E

{user]operator|administrator} EE

o< FE— K : Global configuration
access user <1-10> name <1-8 2P EHRERKE LT THRELET,
characters> 2+ K¥E— I : Global configuration

access user <1-10> password 2 — PR — RERK 128 LFTHRELET,

o< FE— I : Global configuration

access user <1-10> enable

2—FIDEEMNTLET,
o< FE— K : Global configuration

no access user <1-10> enable 2—H D ZMIICLET,

=2+ FE— F : Global configuration

no access user <1-10>

2—HF ID ZHIBRLET,
o< RE— K : Global configuration

show access user

BEOL—YP AT —F A EF R LET,
o= FE— K : User EXEC Z &< 4T
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HTTPS Access configuration
WORIZHTTPS 77 B AR E A~ RERLET,
#*97 HTTPS 7/t AFZEa~ > N

a<v > R At
[no] access https HTTPSICE D BBI 7 7t A (v=7 727 tR) 4%/ EBHicLEd,
enable 7 7 4/ M disabled T3,

2= F¥E— I : Global configuration
access https port <TCP HTTPS DA — MNEFERELET, 7 74/ ML 443 TT,

port number> 2= FE— F : Global configuration

access https generate- X —RHARFICAE 5 SSL ~DHEREE E A MERR L £ 97, HTTPS %1%

certificate COHTHECLIcE &, T 740 MEREMER SN ET, 72& 21T
TORFET ¢ —/L FICHEH LoV Z E D HREME 2 B I/ T &
£7,
o [EH Q23XF) [ JIP

o R4 [ I: Tokyo

o M4 (=& %) [ ]: Fuchu

o M4 (& xiEstt4) [ 1 NEC

o B4 (=& ZITEM [ 11 SIGMABLADE

o k4 (lzIF=—V4) [ 1 Taro

e T KRLR (FEXIFEA—LT RLR) [ ] info@nec.com
FEIIEOERICITN 30 Bhnh £, Dk, A v FNSSLT=—Y
=V NEBEEILET,

=< F¥E— F : Global configuration

access https save- FEAEE 7 T v v a A VITRIEL, 2747 b OED Web 7 7 U
certificate WCEEAEOHEREFTF AT LET,

2= F¥E— I : Global configuration
show access BEDOSSL Y 27T 7 R AFEER R LET,

o FE—F : User EXEC Z# &< 9T
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Port configuration

R—FREI~V REHEHALT, lHxDAAL v FR— MIBETOIREEZITI ZENTEET,

FER—F19 (X ARCAVN B T—RAEATT,

WDORICAR— FREASY R LTS, BicD
#98 A— MRIE

OfFficta~y RIZOWTEEIZHA L £,

Ea~wr R

o< R

i

interface gigabitethernet
<port number>

BIRLER— DA F T 2 —AR— bR EET— FICEB L E
7
av > RE— K : Global configuration

dotlp <0-7>

AR—=r D 8021p 7 I7AF VT 4 LV EHELET,
a< ¥ F¥E— F : Interface port

pvid <1-4095>

VLAN % 772 L7 L— ADEREIEH T 57 7 4 /L b VLAN &
BERELET, R—F 19N DOR—FDF 74/ MI 1T
7

7E : VLANAQ9S (I~ RV AV M VX T 2 — A TT

o< RE— K : Interface port

name <1-64 characters>

A= FOAMEZRELET (FK6430F) o —HBONE i
i, WFHT— 2T, A— FEEORICERSNET,
a< v FE— K : Interface port

[no] rmon

°~Fm)%—b%*&)Vﬁ%ﬁ%/%%mbiﬁo?7¢
MI#EZ T, RMON ZEHT 2546, A LET,
o< RE— K : Interface port

[no] tagging

ARKR—FDVLAN & 7 2 H6% /N LET, 7740 ML
T,
a< ¥ F¥E— F : Interface port

[no] tag-pvid

VLAN % 7 Ok & %)/ #hic LE T, #2295 &, VLAN
Z 7O VLAN ID BRAR— FD PVID & —E§ 554, /7y
F235 VLAN # 7 &Rl LE9, T 7 4V MIAZTY,
o< RE— K : Interface port

copper 7R— k@ media % copper IZ3E L £7
AREHIZAR— bk 21~24 OHFIFATEET,
o< F¥E— K : Interface port

fiber AR— k> media % fiber IZFEE L £,
AEE IR — bk 21~24 OHFIHTE EF,
2= FE—F ! Interface port

auto-mode A—F D media Z BENIHEL LT,

AREEIIAR— F 21~24 OAFATE T,
o< FE— K : Interface port

[no] broadcast-threshold <O-
262143>

BHMOT7 o — REy 2 b3y MIAREMICHRL £7,
FHMONZTH L, T_RTHTr— RXv R h3Fry hEEH
LET,

< FE— K : Interface port

[no] multicast-threshold <O-
262143>

BHALOS VT X v A M7y MIERREMICHIRL £,
ZhnoNCT DL, TRTDOVALFFv A Ty FEXRHLE
R

o< FE— K : Interface port

[no] dest-lookup-threshold
<0-262143>

MHAMORM =%y X M3y NIRRT EEICHIR L E 7,
Ao T D &, TRTORML=F v X b7 v b EEN
LET,

o< RE— K : Interface port

no shutdown

—MEBRZLET,
::lv‘/ F<E— I : Interface port

shutdown

— hEEhZLET, A— hOREEZLEE LRWNT, A—Fh
—H?TEI’J N D HIEICHOW T, KEiD [Temporarily
disabling a port] &ML T 7230,
2= F¥E— F : Interface port

show interface
gigabitethernet <port number>
I

BEDOR— I RTF A= 2K RLET,
gy RE—F 3T
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Temporarily disabling a port

R— hOBREEZLZFETIT, R— b —FICERDICT 2123, e 7 Makoawr FE2ALL
jﬁﬂﬁo

|Switch# interface gigabitethernet <port number> shutdown

AR CH— O —RHRIEETRE L ¥ T 0T, RIELTT S BETHY FtA, H— MREE
AvFaelu—F¥D &750)"“”* WCRD £97,

Port link configuration

HT@37VF%Q%LT\ﬁ“%UVﬁ@ﬁ*%N§%“5%ﬂﬁbiTo

Vo7 avy RERORIIRLET, Aavr R R—hrV o 70HE, £ H ¥ _H, 7n
—HE, rIv T — g EF— FREDR— %A7% 5% RETXET,

WDOFRIZ) VI REa~ RERLET,

#99 VI UREITLR
av R A B
speed {10]100]1000]auto} VO EEERELEY, T_XTOL T a VBT _RTOR—FT
HHEVWHIRTEHY FHA, LTORRERSH Y 77,
o 10 : 10Mb/s
. 100 : 100Mb/s
. 1000 : 1000Mb/s
e auto: HEMEH (F7 A1)
o AR— bk 1~1813 1000Mb/s IZFEE SN TEB VAT T EH A,
2= F¥E— F : Interface port
duplex {full]half]any} BEE—RFERELET, TXTCOF T a BT RTOR— T
HEHEWVWIRTIEDHY A, UUTOBRERH O 3,
o full: &£
. half : - &
e any: HEEH (F7+4 1)
H o AR— bk 1~16 T any, A— b 17,18 X ful ICFEINTE YW AH

TEEHA,

a< ¥ FE— F : Interface port
flowcontrol To—flifllERE LES, UFOBRRERH Y 9,
{receive|send|both} o receive : {57 v —fil{H)

e send: XfE 7 o —HilfH
e both: ZEFLEEWHHFO7 v —ifiliE (F7+1 1)
2= F¥E— F : Interface port

no flowcontrol 7 a—#lf% none [ E LE T,
a< ¥ FE— F : Interface port
[no] auto R—bOA— b RIvz—va 269/ B LET, T740

MIARTT,
o< RE— K : Interface port

show interface BEOKR—MRFTA—FERRLET,
gigabitethernet <port a<wy FE—FR: 4T
number>
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ACL Port configuration

WD FRIZ AR — b D Access Control List DFRE=2~> RERLET,
#100 ACL Porti% =2~ K

o< R Bl

[no] access-control list F57E L7- ACL &R — MTBME-ITHIBR L ET,
<1-762> a< 2 FE— K : Interface port

[no] access-control group  f5i& L7z ACL Group Z AR — hMZiBME 2 IFHIR L =5,
<1-762> 2= F¥E— F : Interface port

show interface BUED ACL /ST A —REFRLET,
gigabitethernet [<port awy RE—F:3C

number>] access-control

Layer 2 configuration
RORIZLA Y 2REA 7Y FERLET, BEEOHITa~ 2y FIZOWTREMICHM L £ T
#101 LA V2fkEa~v N

o< R Bikd
vlan <1-4095> VLAN R EE— FIZEB LET,
o< RE— K : Global configuration
[no] spanning-tree Fast Uplink Convergence = %8,/ #hc L9, 7 7 4/v M3
uplinkfast ZhTT,

W AT HE, STGL28 LN DT XTHOSTGDT Y v 7F
A A VT 4% 655002 L, R— | 17,18,20~24 D/XA A N %

3000 #E M SHFE T,

o< RE— K : Global configuration
spanning-tree uplinkfast Uplink Fast D AT —3 2 VB L— ~ &, /7y b/ ROBNL T
max-update-rate <10-200> ELET,

#iPHIZ 10~200, 7 7 4/ Ml 40 T,
a < R¥E— K : Global configuration

show layer2 BIEOLA Y 21T XA =2 TR LET,
a<wy RE—R: 9T

802.1x configuration

AHEREITA 2 1w~ F % |EEE 802.1x Authenticator & L TERE L. &RN— h_"—2D 7 7 & Al 22k
LEJ, ROFIZ802.IxZRE T~ KE/RLET,

#102 LAY 2R Ea~ R

av K A

dotlx enable 802X # /ML ET,
2+ R<E— R : Global configuration

no dotlx enable 802.IX XM LET, 7 7 4/ NI T,
2= R<E— K : Global configuration

show dotilx BIED 802.1x D/XT A —H EFRRLET,

a<w FE—F: 7T
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802.1x Global configuration
LEY . AL v FOTRTOR= NIRRT 587 A— 2 2RETE F

802.1x Global Configuration

T, RMDFIZ 802.1x Global iR E=a~ > REZRrL %7,
%103 802.1x Global HFEF=a~ >
=2V AN B

dotlx mode {[force-
unauthorized]auto]force-
authorized]}

BR— b OT I RAGIHO X A T EFEELET,

e  force-unauth : " — MIMEEMCTRIESNE A,

e auto: RADIUS H— N2 K W BFEE N D F T, A— MIFEGE
SNFEHA,

e force-auth : " —
/775\.#732}1&’9“0

7 7 % /v b X force-auth T,

a < RE— R : Global configuration

{4: ununftén @—’\’CO) 77/{

dotlx quiet-time <0-65535>

milEl o 7 7 v K TRGAERINE. EAP-Request/identity 7 L — A%
V7V (PTAT ) TEETLETIT, AT o
r— 2 BREH G 5 IR E A B B TRRE biﬁ“ T 7 AV M
60 T,

2= R<&— | : Global configuration

dotlx transmit-interval
<1-65535>

EAP-Request/ldentity 7 L — LA Z % (ET 5 £ TIlC, A—k T
A= NB, BTV s (ZTAT ) hHOD EAP-
Response/ldentity 7 L — A & H & bW 5 R &2 I HAL TR E L
9, T 74NV MI30MTT,

o< R&— K : Global configuration

dotlx supplicant-timeout
<1-65535>

BWRmmaﬂ&yh%%ﬁ#~ﬂmﬁ%%¢5ifK\ﬁ~k
VT4 —H YT Y 1 Ry D EAP-Response /X7 > b &1
HaEDLEARMEZDEMTHRELET, T 740 ME30OBTY,
o< R<&— K : Global configuration

dotlx server-timeout <1-
65535>

PREX A LT U N EESTHETIZ, A—8yT 4 r—4#N
mmws%—ﬂm%@vzf/z%%%Abﬁéﬁm%bﬁuf
RELET, 7740 MI30HTT,

Y7V AN (2 FA4T > ) © EAP-Response A>T %
RADIUS Access-Request /37 b OREERI@IL. radius-server
timeout 2~ ROBETHREV ET (T 74V MI3IBTY) o
=2+ FE— R : Global configuration

dotlx max-request <1-10>

A —t% T 4 r—4F 7 EAP-Request N7 v bRV TV b (7
FAT VR ICHRETOIRRABERELET, 774/ M
27T,

2= R<&— K : Global configuration

dotlx re-authentication-
interval <1-604800>

EMRR PRGN & SIS, FT VD b (2 T4T 1)
ERRGET A FETICA—k T /r T2 BRH A D DR AR
HBALTHRELET, 774/ ME 36007 TY,

a2 RE— R : Global configuration

[no] dotlx re-authenticate

HRFEAT — X A A v EE3A 7ICHRELET, T 740 Mk
F7TY,
=2+ FE— R : Global configuration

default dotlx

7 —r3)L 802.AX /NT A—H & T 7 4 /b Ml
2+ R¥&— R : Global configuration

Uty FLET,

show dotlx

HAED 7 0 —r3L 802X /NT A—H R R LET,
a2 RE—R: 9T
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802.1x Port configuration

802.1x Port Configuration IZ XV, AA v FOEE LA —FDNRITA =L ERETEET, Fn—
7L 802AX N T A= LV EBRINET,

#104 802.1x Port ®E =~ K

o< R

)

i

dotlx mode {[force-
unauthorized]auto]force-
authorized]}

BR— b OT I RAGIHO X A T EFEELET,

e  force-unauth : " — MIMEEMCTRIESNE A,

e auto: RADIUS H— N2 K W BFEE N D F T, A— MIFEGE
ShFEEA,

e force-auth : 7R"— FHFICRRFES L, T_XTORT 7 ¢
/775\.:‘]:Téhi“9“o

7 7 % /v b X force-auth T,

a2 R¥E— R : Interface port

dotlx quiet-time <0-65535>

milEl o 7 7 v K TRGAERINE. EAP-Request/identity 7 L — A%
V7V (PTAT ) TEETLETIT, AT o
r— 2 BREH G 5 IR E A B B TRRE bi“g“ T 7 AV M
60 T,

2= F%E— R : Interface port

dotlx transmit-interval
<1-65535>

EAP-Request/ldentity 7 L — A X FRET 5L TlZ, A—k v T
A= NB, BTV s (ZTAT ) hHOD EAP-
Response/ldentity 7 L — A & H & bW 5 R &2 I HAL TR E L
EFT, T 7 AN MEIOBTT,

2+ F¥E— F ! Interface port

dotlx supplicant-timeout
<1-65535>

BWRmmaﬂ&yh%%ﬁ#~ﬂmﬁ%%¢5ifK\ﬁ~k
VT4 —H YT Y 1 Ry D EAP-Response /X7 > b &1
HaEDLEARMEZDEMTHRELET, T 740 ME30OBTY,
2= F%E— R : Interface port

dotlx server-timeout <1-
65535>

BAEFA LT U NEESETHETIC, A=k T4 r—&NR
RADIUS #—/\inbH D L AR R &R A bow 2 Rl 2 B T
RELET, 7740 MI30HTT,

2= F%E— R : Interface port

dotlx max-request <1-10>

A=t T 4 r—% 5 EAP-Request N7 v hEYF T U N (U
TAT VN CHEETARREBEZRELET, 7740 M
27T,

< FE— K : Interface port

dotlx re-authentication-
interval <1-604800>

ER R HZBIEN AR e e &L, Y7V~ (24T M)
%ﬁ:wuuﬂi‘a—éif 7]‘ 12/7"(0‘ yﬁ"fé‘f%/\b@éﬁ#Fﬁ%I“/
BN CRRELE T, 774/ MMI 3600 T,

2= F¥E— F ! Interface port

[no] dotlx re-authenticate

BFEAT — 4 A& A ETTA TICRELET, 774V M
*+ 7T,
2= F%E— K : Interface port

default dotlx

77—V 802AX NT A—H ET 74N MEZ Yy P LET,
2= F%E— F ! Interface port

show dotlx

BED 7 v —rUL 802X /NT A—F 2 F R LET,
2wy RE—-F: 9T
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Rapid Spanning Tree Protocol/Multiple Spanning Tree
Protocol configuration

AA > FIX, |EEE 802.1w Rapid Spanning Tree Protocol (RSTP) & IEEE 802.1s Multiple Spanning
Tree Protocol (MSTP) 7R — k LE£9, MSTP Tid. £M® VLAN %, £ PNMEO M Ra P 2H
T5, PBOAN= V) =T N—F vy BT TEET,

WRI2DANR=Z T ) =T N—T oA, v FITRETEET,

SEMSTP 24 UICT5EVLAN 1 IEFRNRZUH Y= IL—T 1 55 CIST ICREILET,
MSTP 24 2I29%&, RINZUTV—FIL—TF 1IZRYET,

R DT Multiple Spanning Tree ¥ Ea~ > R&ERLET,
7105 Multiple Spanning Tree X =2~ K

oz~ F ]

[no] spanning-tree mstp MSTP UV — a v O4RIERELET, 12O MSTP YV —Va VN

name <1-32 characters> OFTRTCOERIX, MLV —Ya v AE2FRTILERDHY £,
o< F¥E— I : Global configuration

spanning-tree mstp MSTP U —2a DU EYa v LUbaRELET, 150 MSTP

version <0-65535> U= a VHOTRTOEBIT, ALY EYa LR HEHT5

VERH Y F7, #HiPAIL0~65535 TY, 7 7 4+/L MEL1TY,
a< > FE— R : Global configuration

spanning-tree mstp Ny PBRRET D ETICERT 27 Y v UKy TORKE &R E

maximum-hop <4-60> LEd, #iHIZ4~60Ky 7, 7740 ME204K v 7T,
o< F¥E— K : Global configuration

spanning-tree mode STPE— T, ROWTNNERRLET,

{mst]rstp|pvst} e  Rapid Spanning Tree mode (rstp)

e  Multiple Spanning Tree mode (mstp)

e  Per VLAN Spanning Tree (pvst)

77 4V hMd pvst T,

o< F¥E— I : Global configuration
show spanning-tree mstp BIfED RSTPIMSTP st E & R LE T,
mrst awy FE—F: 3C

pe§

e IEEE 802.1WwRSTP [Z12® STG(2FY 1 R/IRZUFTIY—AVRAVRERL) 1T TE
ELET . ZD1=®. 1stpE—FREERTBHE, TIAILLD VLAN 1 ZEH, TXTDH
VLAN [Z2DWWT 1 DM RSTP AV RAVA(STG 1 DT I74IE) DHHYR—ILET,

o BHORNZUTV)—AVRIVANBEDZE . 'mstp'E—F%:EIRL T, IEEE 802.1s
MSTP TIEESNTWAELSIZ, EH®D VLAN ZEHD RN T V) —A D RE XA T
BY3E512LET,

e |IEEE 802.1s MSTP [&. IEEE 802.1w RSTP % AL T rapid convergence ZHHR—kLE
ﬁ_o

o KRAYFD PVST+TIL, rapid convergence &R Y R—r T,
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LT OBRIEYR—LTOERA,
o PVSTH(TI#ILER/IR=25 U —EE) I Cisco Rapid PVST+EHRIERTEEE A
e MSTP/RSTP(E—RIX'mstp'&'rstp' D EHBSA) [X Cisco Rapid PVST+E£RIERTEE

A,

UTOERZEYR—FLTLET,

o PVSTH(TIAIIMRINZ=UHW)—E&TE) I Cisco PVST+E£RIEATEET .
e MSTP/RSTP(E—RI&'mstp") (& Cisco MST/RSTP L £ RFHERTEET,

Common Internal Spanning Tree configuration

CISTIZ, HEHEMSTP YV — gy, HADANR=ZU IV ) —A VAR AR ETTHT A AL HI
PR L Ed, A= VY — T —7 0 &R TT,

WORIZCIST a~vy FOREIHEHRTa~vr FarLET,

#106 CISTRE=a~v R

o~ K i

spanning-tree mstp VLAN % CISTIZBEMUE Y, 11712150 VLAN # AH L, Enter Z#f
cist-add-vlan <1-4095> LCVLAN &8I L E7,
2= F¥E— I : Global configuration

default spanning-tree FTRTCOCISTRTG A= 5T 74N MLV EY FLET,

mstp cist 2= FE— F : Global configuration
show spanning-tree mstp /D CISTREZFRKRLET,
cist v RE—F: $C

CIST bridge configuration

CIST7 YU wIRGA—H T, AL v TFNRMSTPE—RFDOL XDORFEHEINET, CIST/NF A —F|T

STP/PVST+DEMEIZEE L £H A,

WDOFEIZCIST 7Y v POREaA~Y RERLET,

#107 CISTZ7 ) v VFEa~v K

a<w R

i

spanning-tree mstp cist-
bridge priority <0-65535>

CISTOTZ Vo VT IAF VT4 2RELET, 7w V7 T4
FIVT 4 BERNDOT Y RN — TV o0 ET, I
0~65535, 5 7 4/ % 32768 T,

ZDa= FIZRSTPICITEM SN ER A, RSTP 2MT 2545
. [Bridge Spanning Tree configuration] #ZM L T &
W,

2+ FE— [ : Global configuration

spanning-tree mstp cist-
bridge maximum-age <6-40>

CIST ® Max Age fEZ#%E L £F, MSTP * v MU —727 OFF#§EE
AT A ETIZ, 7V vV BPDU O 1E 2 f[F ok KEFE T
T, #PAIL6~40F, T 74 ML 20FTT,

ZDavy NEIRSTPICITEMA SNEEA, RSTP ZEHT 25
4. [Bridge Spanning Tree configuration] Z&MB L T 72 &
VY,

2+ FE— [ : Global configuration

spanning-tree mstp cist-
bridge forward-delay <4-30>

CIST @ Forward Delay fEZ R E L 7, VA=V 7 RENS T
—= REE, b LT = SRENDL T T —F 4 IR

f& _%@Téﬁ% 7V v UR— MR A DR DR T, #iPH

134~30%, 774/ MI15HTT,

ZOavy RIERSTPICITEMA ShER A, RSTP 2T 2%

4. [Bridge Spanning Tree configuration] #ZM 1L T 72 &

AR

2= F¥E— I : Global configuration
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#107 CISTZ7 ) v VUV Ea~v K

a< K i

show spanning-tree mstp cist BUEOCIST7 Y v UBREEZF T LET,
av Y RE—F: 7T
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CIST port configuration

CISTHR—FIRFGA—=ZIZLV, AN— FENTMSTEMEZEF TXEJ, CISTXT A—HZ|T
STP/PVST+DEMEIZEE L £H A

UTDR=FRTRA=ZNHYET,

R—=bTT7A4FVT 4
N NV s 7 N
A— hove —REH
Voo a7
Ty

F S H T

BAR— FRRE

WOFRIZCISTHA— MREIFEHTHa~v FERLET,
#108 CIST A — b2~ K

o< R

]

spanning-tree mstp cist
interface-priority <0-240>

CISTOR— T IAF VT4 ZRELET, HER— %
WETDHIDHDNRTA=FTT, HEOT Y vy VR —bx 1
DOET AL MR L TV DS, R— 7744V T+
DEANDOR—= KB, B A2 bORER— MR 9, #
FAIX 0~240, A7 v 71X 16 (0, 16, 32, ..) . T 74V
M 128 T9,

o< RE— K : Interface port

spanning-tree mstp cist path-
cost <0-200000000>

CISTOR— 22X MEZRELET, FHER— &R
ETDHIDDONRTA—=ZTT, K— "BEHIZZDIFE /A
A MINEL RV ES, T 744 M 20000 TT,

a< v FE— K : Interface port

spanning-tree mstp cist hello
<1-10>

CISTAH— @ Hello Time fE&ZRELET, V—Fr7 U v
7% BPDU (Bridge Protocol Data Unit) % 24{5 3 % R <9,
N—=RT7 Vo PPSAOT Y v DiE, =T ) v VOMEEME
ALET, @IX1~108, 77440 NI 2T,

a< ¥ F¥E— F : Interface port

spanning-tree mstp cist link-
type {auto]p2p|shared}

R— MR T D) I OFAATERELET,

e auto: VI AATEBRHLBEBTRELET,

e  p2p:AR— k% Point-to-Point protocol FHIZERE L %
T

e shared: AT 47 GEFEIFINT) IT#T DL LD
WAR—MERELET,

77 4V M auto T,

o< FE— K : Interface port

[no] spanning-tree mstp cist
edge

AR—hroexzyVR—FELTHED B LET, =v v

R=NMIV I Ty 7T LR NT 7 4y 7 OEREA B

WMLET, =R — b2y UR— & LTHRLET
BEb) . R—F 1~16 DF 7 4L MIADTT,

a< ¥ FE— F : Interface port

spanning-tree mstp cist enable

R—=rDOCISTEHMIZLET, T 74/ K TiHHR— b
17,18,20~24 NHETT,
o< RE— K : Interface port

no spanning-tree mstp cist
enable

AR— bt D CIST ZEEhiz LET,
2= F¥E— F : Interface port

show interface gigabitethernet
<port number> spanning-tree
mstp cist

BED CISTAR— "X EEFRLET,
awy FE—F: 3T
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Spanning Tree configuration

AA »FIX, IEEE 802.1D A/X= 7> Y —7u k2L (STP) & Cisco PVST+7' 1 k =)L &% K — |k
LET, A=Y =T —T% 127 TR TEXET (STG 128 1FA A v FEHAICTHIIN
TWET) , AR TV —FF 740 FTEHTT,

ERSTP AU DBE.STPHIL—T 1 DAERT HENTEET,

WORIIZANR= 7Y ) —FEa~ RERLET,

K109 AN=2 T Y —FEAV R

oz~ F i
spanning-tree stp <1-128> vlan <1- VLAN # A=V 7Y ) =7 A —7 LBt £4, /<
4094> FA—Z L LTVLANID 255 ELET,

2= F¥E— [ : Global configuration
no spanning-tree stp <1-128> vlan VLAN & A= 7 ) — 7 —T7 OB & iRk L &
<1-4094> EE

=< FE— F : Global configuration
no spanning-tree stp <1-128> vlan AR T =T =T B F_TO VLAN Z IR L

all £7,
2= F¥E— I : Global configuration
spanning-tree stp <1-128> enable ARz 7y )= harEEHCLET,
< F%E— K : Global configuration
no spanning-tree stp <1-128> AR= 7YY =7 a haLa BN LET,
enable =2 F¥E— K : Global configuration
default spanning-tree stp <1-128> AR TS Y —A VAR R % T 7 )V FREICRE L
£7,
2= F¥E— I : Global configuration
show spanning-tree stp <1-128> BAEDANR= 7Y ) —TFa haA T A—FEFRL
£7,

vy NE—F: §C
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Bridge Spanning Tree configuration
BANZ TN = N—F AR TV ) =T Y DR A= B ERETEET, UTFDOSTP 7
Uy PRTA—E R0 T,
« TUUTTIAFYT 4
. Hello Time
. Max Age
. Forward Delay
WORNCT Y v PAR= YY) —RiEa~y RERLET,

#110 7V o VANR= TV ) —HREaT~ R

a< K I
spanning-tree stp <1-128> bridge 7V v V7 IA4 AV T4 ERELET, TV v VT T A
priority <0-65535> VT 4 BN DOT Y v VR— T DIl 9, #i

FHI% 0~65535, 7 7 4 /L hiL 32768 T,
RSTP/MSTP : #il/fli% 0~61440, A7 v 7% 4096 (0.
4096, 8192, ..) . 7 7 A4/v NE 32768 T,
o< F&— K : Global configuration
spanning-tree stp <1-128> bridge 7 VU vY®HelloTimeflizixELET, L—hT U v IR
hello-time <1-10> BPDU (Bridge Protocol Data Unit) & 2453 2 IR <9, /v
—hTV o PPUSNDOT Y o IE, A— TV VOEEE
ALET, @I 1~108, 774V MI2BTT,
2= R<E— K : Global configuration
spanning-tree stp <1-128> bridge 7 VU vyY® MaxAgefEZRELET, STPRy FU—27 D
maximum-age <6-40> & AT 2 £ Tlc, 7Y v P8 BPDU O35 %152
RIREEIC, #uPAIX 6~40F, 774V NI 20T
R
2+ R<E— R : Global configuration
spanning-tree stp <1-128> bridge 7V v ® Forward Delay fEZs%ELET, Y A= 70k
forward-delay <4-30> BnbI7—=U 7B b LIET—= 7 RENG 7
U—7 4 Y REBICEBT LB, 7Y v UR— ML
OE DT, AL 4~30F, T 740 MI1I5HT

EE

2+ R<E— R : Global configuration
show spanning-tree stp <1-128> BEDT Y v STPRT A—F TR LET,
bridge awy RE—F: 9T

STP 7V v VNI A—=R %2R ETHHE. UTFOFGEHMET HULERDHY £,
. 2*(fwd-1) > mxage

. 2*(hello+1) < mxage

Z ZC. fwd X Forward Delay, mxage i< Max Age. hello % Hello Time T,
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Spanning Tree port configuration

STP/IPVST+DT 7 /L hTlid, #v U Z7HR—F (1~16) 347, A ¥ —V 7K —F (17,
18) L7 vV R—F (20~24) 134 CT9, RSTPIMSTP ®F 7 x /L F blEERIZ, £ U v
JHR—hF (1~16) ¥4 7, A &=V 7K —F (17, 18) &7 v 7V 7K —F (20~24) i34
YT, L AUV I R—=MIZ v UR— b E LTS TV ET,

ZAR=Z TV Y —R—= "G 2 —Z 2L Hx DR— MZHOWT STPENWERXZLZE T ET, UTD
STPAR— T A= WbV £7,

. K= TIF7A4FVT 4

. Nl A e B G

WDOFRILANR= TV ) —R— R Ea~r RERLET,

F111 A=V ) —R—FREI~F

Zvvk B

spanning-tree stp <1-128> A= NTTAFV T4 2RELET, HER— FNERET D00

priority <0-255> RIA=HTT, FHEDOTY v VR— b e 1o0® 7 A Mk
LT 7/;7;“ W= LT TAF VT 4 RN DR—RB, £ 7 A
FOER— MR ET,

FAPH I O~255\ 77 A4V hME 128 TT,
RSTP/MSTP : #ilfi%X 0~240, A7 > 1% 16 (0. 16, 32, ..) .
77 4V M 128 TY,
2= F¥E— F ! Interface port
spanning-tree stp <1-128> RN— b R2aA MEEZRELET, fEERN—FEZRET DD
path-cost <0-200000000> TA=LTT, A= "PEBICRDIFENRAIR MINEL 2D F
R
#iPHIL 0~65535 T4, R— K 19 LIS DOR—F DT 7 /v ME 4T
T, OWCRE LA, A—brTvz—var LY v 7 HET
T 74N ha A MEFHEL, 100Mb/s K— hDOHA 19, ¥ v b
RN—hOBFA 4172 F7,
RSTP/MSTP : #iPHi% 0~200000000, &— bk 19 LIS DK —FDF
7 4 /v hE 20000 T3, 01 _E&ﬁébf_ﬁu F—hxravz—3
VLIV EETT 740 Fa X MEEHRE L, 100Mb/s R— kD
#4 200000, ¥HE > hAH— M)i;;é.\ 20000 (2720 7,
2= F¥E— F ! Interface port
spanning-tree stp <1-128> A= MR T2V v VDX A THHFRELET,
link {auto]p2p]|shared} o auto: VA TEKRH LE@JT"“*L&?
e p2p: AR— k% Point-to-Point protocol FHIZEEE L £ 7,
e shared: AT 47 (EFIEFINT) T L EIICAR—F
ERELET,
Zoawry FREAINLDE, RSTP A D L &2 TY,
a< 2 F¥E— F ! Interface port
[no] spanning-tree stp <l- AF—rZzzZyUR—RrLLTHH TENCLET, =y OF—h
128> edge (=) ‘/77/7°T5&|:JH#’ ST Ty 7 OEEREBRGLET, B
—NR— Pz UR—FE LT LET (BEL) , A—F1
~16 DT 7 AN MIANTT,
Zoawr FREAINLDOE, RSTPRA O L &2 TY,
2= F¥E— F ! Interface port
[no] spanning-tree stp <1- K— h® Fast Forwarding %),/ 0 LEd, 774 /b M
128> fastforward ZhTd,
o< F¥E— F ! Interface port
spanning-tree stp <1-128> R—=brDSTPEEMZLET, 774/ hTIEAR— |k 17,18,20~

enable 28 B3HERTT,

::lv‘/ F<E— I : Interface port
no spanning-tree stp <1- "— hD STP 2R L ET,
128> enable =< FE— F ! Interface port
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#112 FDBi @& =2~ K

Fowarding Database configuration
WDORICFDBRET~ Y RERLET,

B

a2 R

mac-address-table aging
<0-65535>

FDB & Aging Time # g% & L %9, 7 74 /L M#lZ 300 T,
=< F¥E— [ : Global configuration

show mac-address-table

HEDFDB #F R LET,

2w RE—F: T

Static FDB configuration

WDFRIZAZT 47 FDBHREaA~ L RERLET,

#113 A4 T 4 vV FDBREa~ K

o< R

B

mac-address-table static
<MAC address> <VLAN> <port>

RAET 4y M) & FDBIZIEBMLET,
2+ FE— [ : Global configuration

no mac-address-table static
[<MAC address>|]<VLAN>]

2AB2T 4y F) & FDB M GAIRL ET,
2= F¥E— I : Global configuration

no mac-address-table static

UTFOEIHREINIAXT 27 FDB F Y % FDB» 5

all [mac <MAC address>]|vlan HELET,
<VLAN>]port <port>] e MACT RL A
[ VLAN
e F—F
e Al

2= F¥E— F : Global configuration

Trunk configuration

NI TN—FIZE, AL v FRMD T U I AFERT A AMED N T o 7 B E1TO 2 &M

TEET, M7 LITHAEIERTAZR— DI N—TDZ LT, ZROLOEBELHEALTLD

DRERR—IBERINET, WKI2O ST I TN—T AL v FITHBRTEETHN, LLTFTD

IR S 0 F97,

o ER—NMILOD NG I TN —TILDORBTH N TEXET,

o BRKE6HODFE—IBFEUL NI I I/N—FITRBTHZENTEET,

o 1 LFTUIHNOFR—MITRT, HE, 7a—if#l, A—rxIvz—Ta  ORELXF—IZT
LMBENH Y ET,

o DT NAZNSD T 7 HHIT Cisco® EtherChannel®fLARICHEIL L TWAMENRH Y £,

o TTUANITIE, A—M1ITEAF—F18%, FNT7 27 N—7 1 (portchannel 1) 24K LTV
F9, 2L, 774 MT, A— b 17, 1813EZTT,

FAR—RSUOEGRTAHEICOVTIE 7TV r—2av HMR IESBL TS,

WORIIZ T I I N—TREa~ FEnRLET,

#1114 NI TN—THEaIT LR

awy R i ]

portchannel <1-12> port <port R—br& T 7 7N—FITBMLET,
number> 2+ F¥E— R : Global configuration

no portchannel <1-12> port <port R—bt& NT2 7 TN—TmbHEIRLET,
number> 2= R<E— K : Global configuration

N TN—T R LET,
o< R&— K : Global configuration
N vy IN—TH W LET,
=2+ FE— F : Global configuration
NI IN—THREEHIRLET,
2+ R<&— R : Global configuration

portchannel <1-12> enable

no portchannel <1-12> enable

no portchannel <1-12>
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F114 b T N—THREaAC R

av R i

show portchannel <1-12> BIEDO N T I TN—TRG A= EFRRLET,
awy RE— R $C

Layer 2 IP Trunk Hash configuration
Trunk Hash /X7 A —Z[IAL v FIZ/ 0 — JUCHRESNE T, U TFTOMBEDEDOFHNL 1Dk
WU, RTA—ZEEHNTHZENTEET,
e SMAC (#EJt MAC D #)
e DMAC (585t MAC D7)
e SIP(EETIP D7)
e DIP (385 IP D7)
e SIP+DIP (GEEJL IP & 515E IP)
e  SMAC + DMAC (i:fZt MAC & %55t MAC)
WDOZFRIZIP Trunk Hash R E 2~ FERLET,

%115 IP Trunk Hash &% E o~ N

a2 R ]
portchannel hash source-mac- P{E T8 MAC Z 4 L7 Trunk Hash 2 A%,/ 5512 L %
address +,

o< R&— K : Global configuration
portchannel hash destination-mac- 5% MAC %M L 7= Trunk Hash % A4,/ 42 L %

address +,

2+ R<E— R : Global configuration
portchannel hash source-ip- KAE T IP Z i L7= Trunk Hash #6%)/&5hic L&
address +.,

o< R&— K : Global configuration
portchannel hash destination-ip- i P Z{#Jl L7- Trunk Hash % %), #2ic LE7,
address o< FE— K : Global configuration
portchannel hash source- EAEIC IP L5858 IP 2/ L7z Trunk Hash % B %),/ ##%)
destination-ip i LET,

2+ R<¥&— R : Global configuration
portchannel hash source- P{EIC MAC & 5658 MAC %] L 7= Trunk Hash % A %)
destination-mac SN L ET,

o< R&— K : Global configuration
show portchannel hash BIED Trunk Hash i €2 F 1R LET,
2wy RE—-F: 9T
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Link Aggregation Control Protocol configuration

WDOFKIZLACP R Ea~Y RERLET,
#116 LACP R o~ K

a2 R

G

lacp system-priority <1-65535>

2L FDTFTAF VT 1 E(1~65535) 2R E L £,
ERNSWIRTFZAF T 41 T@m< RV ET, 77+
JV M 32768 T,

2+ RE— R : Global configuration

lacp timeout {short|long}

UE— D= KFH LACP 7 —# 2 b9+ 5 £ T
DEA LT Y MaZHFELET, short 3F) & L<IX
long (90F) ZEIRLEJ, 774/ hitlong TI,

¥ : LACPDU DWLFLZHI T H7-h, XA L7 U MEx
long (245 Z L &HEE L £9, XA v F D CPUFIHERN
90 LA L 100% D £ £ DG, LACP DIRbVIZAZ T ¢
v NI OBMEBERLTIES N,

o< RE— K : Global configuration

show lacp

BUED LACP B EHF R LET,
2wy RE—-F: 9T

LACP Port configuration
WDFEIZLACP Port €2~ RE/RLET,
#117 LACP Portix &=~ K

a2 R

G

lacp mode {off]active]|passive}

AR—FDLACP E— REHRELET,

o off: KIR—hFDLACP A 7IZLET, AFR—+%
EHLC, A¥ 7427 VT U7 2FHTHRETX
F9, T 74/ MFoff TF,

e active : LACP 4 1C L, AR— % active iZ L
F 9. active ®7R— h TLACPDU #%HH L E T,

e passive : LACP 42 L, A& — k% passive |Z
LE7, passive D7 — b TiX LACPDU Z ik L &
A, active DR — b225H D LACPDU IZJRE L
R

o< FE— K : Interface port

lacp priority <1-65535>

R—=bDTITAFV T A EEFRELET, EHHR/NZWF
NTITAFVT 0 1x@EmL< 20 ET, T 7 4/v ML 32768
<7,

o< FE— K : Interface port

lacp key <1-65535>

ARAR— K ® admin key #7%E L £9, admin key & oper
key (BhEIRAEA A TAER) 23[R ULA— R T, LACP bk
G ITN—T R LET,

2= F%E— K : Interface port

show interface gigabitethernet
<port number> lacp

AR—FDOHIED LACP & EAXF R LET,
2wy FE—F: 3T
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VLAN configuration

AEioa~<2 KT, VLANT b U E=z— FO#EK, VLAN D A7 —4% ZADZEH . VLAN OHIER, VLAN
DR—FA U ROEFIREETNET,

77 4V b Tid, VLAN1,4095 LISk @ VLAN (32 T3, RAA » F 13K 1,000 O VLAN % H 78—
FLEJ, VLAN 4095 (Z~ R A Y " BT = — AT,

SEVLAN IZDWTIEI 7T —2ar MR 128 BL TS,

WDOFRIZVLAN R E 2~ RERLET,
#118 VLANRE =2~ K

av R B

vlan <1-4095> VLAN #EE— NIZBB LET,
2= F¥E— I : Global configuration

name <1-32 characters> VLAN (24 R &fHF 20, AR LET, 77 4/L b VLAN 4
XN DL T,
2= FE—F : VLAN configuration

stg <0-128> VLAN % 2= 7 ) =7 —F12H 0 4 TES,

ANR= T Y — T —FIZDON T,
STP/PVST+D4 . <1-128>
RSTP O#6, <1>D
MSTP O34, <0-32> (0 i% CIST)

ZHEELET,

a< > FE—F : VLAN configuration
member <port number> AR— 1% VLAN A > NZEIIL £,

2= F¥E—F : VLAN configuration
no member <port number> A— k% VLAN 2 U BHIER L £,

2= F%E—F : VLAN configuration
enable AVLAN ZH2NZ L £,

2= FE—F : VLAN configuration
no enable A VLAN Z 8802 L ET 25, MR HITHIRL £ A,

a< > F¥E—F : VLAN configuration
no vlan <1-4095> A VLAN ZHIBR L E7,

2= F¥E— | : Global configuration
show vlan <1-4095> BIED VLAN R EZFRLET,

a<wy FE—F: 7T

EE . EOR—FEDHKEL 1 DD VLAN IZETRENHYET . VLAN Mo HIBRESH., ED
VLAN D AUNTHILKIESHE, BEIMIZT 74U VLAN 1 [23BIIENET , VLAN 1 LS D
ED VLAN DAV N\THEELIEDE VLAN L S DHEIRIZTEZ B A, -, 7R—FD VLAN &
THATDBE . EHD VLAN [TNA S EFTEZEA,
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Layer 3 configuration
WDORICERLVAVYIREAI~YY RERLET, #BHEOHITa~ L FIZOWTEEMIZHIA L E7,
#119 LAV 3RETI~V LN

a2 R i
interface ip <1-256> PAVET2—AF—FIZAY ET,
2+ FE— F : Global configuration
route-map <1-32> IP Route Map & — RIZA Y £7,
2= F¥E— K : Global configuration
router rip Router RIP £ — RIZ AV £7,
a< > R¥E— K : Global configuration
router ospf Router OSPF &— RICA D £,
2= FE— F : Global configuration
router vrrp VRRP &— RIZAD £,
< FE— K : Global configuration
ip router-id <IP address> N—Z IDERELET,
2= F¥E— K : Global configuration
show layer3 BIEDIPREEZFRTLET,

avy RE—F: 3T

IP interface configuration

RKAA FITITIRK 256 DIP A X T = — AR TEET, FIPA X T2— ATy NT—7
FEO WP HT Ry MZAAS v TFERLET, IP AU F T =—AF TV 3 ET 7 40 N TEHEHTT,
WKORIZIP A L H T 2 —AFEI~ L FERLET,
K120 IPA  HX T =2—AREA~V K
awy R . ]
interface ip <1-256> IPAYH T z2—AF—RICAY £7,
a< > RE— K : Global configuration
ip address <IP address> <IP netmask> AAvFA L ZT7x—ADIPT RLALTRT %,
Ry b 10 ERTTHRELET,
o< FE— K ! Interface IP configuration
vlan <1-4094> AET2—ZADVLANEFESEZRELE T, KA X
72— AL 1ODVLANIZBTZ LR TEETA,
EDOVLAN bEEDIP A V4 7 = —RAEFFOZ &N

TEET,
a< v F¥E—F : Interface IP configuration
[no] relay AA BT 2—ATO BOOTP relay =A%),/ #E4hC

LET, 774V MNIFHTT,
2= FE— F : Interface IP configuration

enable KIPAUE T 2= AN LET,
o< RE— K : Interface IP configuration
no enable KIPAVH T 2= AT LET,
2= F¥E—F : Interface IP configuration
no interface ip <1-256> IPAZ7x—A%HERLET,
< F¥E— K : Global configuration
show interface ip <1-256> BEDA VA T = — ARTEEFRLET,

a<vy FE—F: 3T

EAVATI—RLIZIPFRLRFEANTSHE.BOOTP REEZEFTHLIBEREINET . F
oo AVBTI—R 256 [ERR DAV AT —RATT,
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Default Gateway configuration

AA v FIFTF—= b2 A 4 DETHIR—PFLET, 774V FTIE Y= bV =AFTAA v FITH
ESNTHERAL, RELLEWS— V=TGR T, <F—hVzAf A RAFA>LLTavwy
NIZ1, 2. 3, 4% ASJLET,

WORIZT 7HNVEIPTF— b AR EA~YY RERLET,
#£121 77 A4/ NP — N oA BGEIV R

a< K B
ip gateway <1-4> address <IP TIANVNIPY =R A DIPT FLRA%, Ry k 10#%K
address> FETRHRELET,

2= FE— F : Global configuration
ip gateway <1-4> interval <0O- ALy FINOET 7 ANV M= T = A1Z ping LT~V AF =
60> v LET, KA TV a TN ATF =y VHRERELE

3. H#PHIZ0~60F. T4 ME 2R T,
< F¥E— K : Global configuration
ip gateway <1-4> retry <1-120> ~WAFxzvZ0V bIAEEKEZHRELET, #PHIT 1~120
B, 774V MI8EITT,
2= FE— F : Global configuration

[no] ip gateway <1-4> arp- ARP ~VATF = 7 B H Wiz LET,
health-check =2 FE— K : Global configuration
ip gateway <1-4> enable TF=b U xAZFMMILT, HATEDLLIITLET,
2= F¥E— K : Global configuration
no ip gateway <1-4> enable TF—=brU A ZHNTLET,
o< F¥E— K : Global configuration
no ip gateway <1-4> Tt A BRENOHIBRLET,
2= FE— F : Global configuration
show ip gateway <1-4> BIEDT— M 2 AREELFRTLET,

o< FE— R : User EXEC Z &< 4T

FE TR A FRRD AV AT —RETY,

IP Static Route configuration
WDORIZAZT 4w I V— bREA~L RERLET,
K122 AL T 4 v I —bREI~VLR

aw R B
ip route <IP subnet> <IP ABT 4y 7= bEBIMLET, 58 IPT RLA, Faky
netmask> <IP nexthop> <IP TXxYy RT RVA = AT RLRAEADLET, 7
interface (1-256)> FLAE Ry b HERETANLET,

2= FE— F : Global configuration
no ip route <IP subnet> <IP ART 4 v N— b EHIBRLET, BRI 50— kDT
netmask> RFL 2%, Ry MERTETHEELET,

2= F¥E— I : Global configuration
show ip route static BED IPREEZRRLET,

a2 FE—F : User EXEC k< 9T
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Address Resolution Protocol configuration

ARP X, £ v Z—X v hUAYPIAEET S TCP/IIP 712 ha )L T, IPT7 RLANLSLHYET KL R
ERRLET, o—HNL Ry hT—=I DO~ WY RLAEZBELET, /2. IPT RLRAEWY
Y RLADONRT 2 Xy v a2 AEVIRFLET, FOIPEETH, 20 Ea—FL—FDIP
T RUANARP % v 2 lZHDMHRET, BEDIPT RLARH-T2HE. *eT2%WET R

VAT y FEEELET,
WDFIZARP R Ea~y RERLET,
#123 ARPHEa~ K

a2 R

G

ip arp rearp <2-120>

i ARP W[ Z /3y BAGL CRRE L £ 77, #ifAIEL 2~1204CTY, 77
/LM% 10 43T,
=2+ FE— R : Global configuration

show ip arp

BIfED ARP X EXFK T LET,
o< RE— R : User EXEC Z i< 4 C

Static ARP configuration

W DF|Z Static ARP X ETI~ > RERLET,

#124 Static ARPREa~ 2 R

a<w R

il

ip arp <IP address> <MAC
address> <VLAN number>
<port number>

ARP = M &AL v F AEVITEMLET,
2+ RE— R : Global configuration

no ip arp <IP address>

ARP = MU &AL v F AE U NLHIBRLET,
o< RE— K : Global configuration

no ip arp all

TRTOARP =V M EZAAL v TF AT Y NLHIBRLET,
=2+ FE— R : Global configuration

IP Forwarding configuration

WORIZT 7ANVMIP 73T —T 4 TR EI~ RERLET,
FI25 P74V —TFT 4 TREa~VF

2~ B ]
[no] ip routing direct- TR— K%y A hOBEREEHEIEHCLET, 77
broadcasts

v MEEER)TT,
< F¥E— K : Global configuration

ip routing

IP Forwarding &4 12 L ¥,
2+ FE— F : Global configuration

no ip routing

IP Forwarding #4712 LEd, 77 4/V MIA 7T,
av > R¥E— K : Global configuration

show ip routing

BFED IP Forwarding s €& &~ L E T,
a<w FE—F: User EXEC Z[< 9T
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Network Filter configuration
W DFIT Network Filter 5% E 2~ FEZRLET,
#:126 Network Filter &=~ F

a<y K B
ip match-address <1-256> <IP KT 4 NEOBMBIPT LA LY T Xy h~AV2RELFE
address> <IP netmask> +,

2= FE— F : Global configuration
ip match-address <1-256> Network Filter & E &2 HZHIZ L £,
enable 2= F¥E— I : Global configuration
no ip match-address <1-256> Network Filter #% & & #5512 L £,
enable < F¥E— K : Global configuration
no ip match-address <1-256> Network Filter 3% & 2 I L £,

2+ FE— F : Global configuration
show ip match-address [<1- HI/ED Network Filter $ € % F5 L £77,
256>] a< L FE— ] : User EXEC # < 37T
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Route Map configuration

N—T 4 T=y T TN—T 4 U 7IEREZHIE, ZHETEZET, Map Number (1~32) 2LV EEE

FW—T 4 v T~y T ERELET,

W DFIZ Route Map X E2~ > RERLET,

#:127 Route Map ik Ea~ v K

o< R

i

route-map <1-32>

Route Map configuration & — KIZ A Y £7°,
av > R¥E— K : Global configuration

[no] access-list <1-8>

Access List #E LET, a2~ NIZEMOF 7> 2 R
VT, FEMIX. IP Access List configuration O i 2R L
TLEEW,

a< ¥ F¥E—F : Route Map

[no] metric <1-16777214>

—H LA — b DA RN v I EFEELET,
o< FE— K : Route Map

[no] metric-type {1]2}

OSPF A b w7 D& A T HEFY B TET,

o Typel: WA MU w2 LANHANY v 7 OWKEHN
T, AN — REFRELET,

o  Type2:4MBA MY v T THEL— FEFELE
7

e no:OSPF AR w7 ZHIBRLET,

a< ¥ F%E—F : Route Map

precedence <1-255>

Jo— b=y TOEBENEN 2% E LE T, EH3/ NS WM
NENLEE < 22V E£3, 7740 ME10 TT,
o< FE— K : Route Map

enable Route Map # Bz LET,
a< ¥ F%E—F : Route Map
no enable Route Map # 5512 L £,

2= F¥E—F : Route Map

no route-map <1-32>

Route Map ZHIFr L £,
2+ FE— F : Global configuration

show route-map [<1-32>]

BED route S EE R LET,
Tl RE— R 4T
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IP Access List configuration

Route Map Number (1~32) & Access List Number (1~8) T, #&7& L7z\\ IP Access List #f57& L
F9, IROFIZIP Access ListREa~ > RERLET,

#2128 IPAccess List iR E=2~ > N

o< R

Wi

[no] access-list <1-8> match-
address <1-256>

Network Filter Number % #57¢& L £,
a< > FE—F : Route Map

[no] access-list <1-8> metric
<1-16777214>

AS-External(ASE) LSA D 2 NV v 7 xR E L ET,
o< F¥E— F : Route Map

access-list <1-8> action
{permit]deny}

access list 7 7 > = > C permit & L < X deny %% E L £
7,
=< F¥E— F : Route Map

access-list <1-8> enable

access list # G L £ 7,
o< FE— K : Route Map

no access-list <1-8> enable

access list # ®2hiz LE 9,
a< Y F%E—F : Route Map

no access-list <1-8>

access list ZHIFR L £ 7,
o< F¥E—F : Route Map

show route-map <1-32> access-
list <1-8>

BIED access list R EEF R LET,
a<vy RE—F: T
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Routing Information Protocol configuration

RIP =< KX Routing Information Protocol /35 A —Z R EIHEM LES, 2047y a 3577
F/V ETIEA 7 TT,

WOFRIZRIPHREZ~ Y RERLET,
#129 RIPFHE=a~ > K

o< R

i

router rip

RIP configuration &— F{Z AV £,
o< R¥E— K : Global configuration

timers update <1-120>

RIPF—7 VT v 75— FOEEMBEZ BN CRE L E
¥, T 74N MII0BHTT,
=< FE— F : Router RIP

enable RIP %27 a— WA LET,
< F%E— K : Router RIP
no enable RIP%Z 7 a— ) ZAT7 LET, T 744 MEIA 7T,

a< > F¥E— K : Router RIP

show ip rip

BEORIPREEF R LET,
I KE—F: User EXEC Z#fr< 9T

RIP Interface configuration

RIP =~ > K& Routing Information Protocol ®/37 X —X# B EICHEHLE T, o4 7 a ids >
AV TEATTY,

ERIPV2 DIL—T AT TINAREFRASNTNSIES . RIPVL D/85A—2IEHRELLELNTK
Visr={ AN

WROFEIZRIP Interface ¥ a2~ K2R LET,

%130 RIP Interface ¥ € 2~ K

o< R

Wi

ip rip version {1]2]|both}

KA E T2 —ATHEATLRP A=V a U ERELET,
7 7 4V b version 2 T,
a< RE—F : Interface IP

[no] ip rip supply BN LICHE, A vy FiEthor—2icv— b7 0 v 71
WERMBELES, T 74 b TIRADTT,
a<» FE— K : Interface IP

[no] ip rip listen BN LTZBE, DOV —Z b DN—T 4 o T IER %z 2H
LET, F740 MIERTT
a< v FE—F : Interface IP

[no] ip rip poison BT DE, KA wFIERA XY N—=R L L HiIcAT
Uy MARIFA R E2FERLET, BHOHAE, A7V v bR
FAXDHEMUET, 774V MIEZHTT,
a< FE— K : Interface IP

[no] ip rip split-horizon ATV bARTA R EF/ WHLET, 7740 M
HHNTT,
a< v FE—F : Interface IP

[no] ip rip triggered Triggered Update % %),/ #2hic L £, Triggered Update
EHGEICOR S Db S E T, A0854.
Update A vt — & EBINICHE T 2RI > Tnvie< T
., EbiCUpdate # v & —VEHRELET, T 740 MIA
HTd,
o< FE—F : Interface IP

[no] ip rip multicast-updates N—F 4 7 EHO Update Di%ZEIC, v AF X+ X b

(224.0.0.9) OEAEER /W LET, T 74 NIA
2T,

a< RE—F : Interface IP
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%130 RIP Interface X €=~ K

o< R

i ]

[no] ip rip default-action
{both]listen]supply}

oON—F L DRIPT 74 /L hb— NOZIHELEHRELE
T, listen 295 &, oL —2ZNEDRIPF 7 L hb— k
EZIFANETN, BEESNTWDLT 74NV MF—bv oA
IVTI7A4F VT 4 #ELS LET, supply lZT5 &, AL—
A TRETDT 74N hb— hEMOL—ZIZEELET,
both A X, Wi (listen & supply) %E17L %9, none ®
LA, ZUELELEEA, T 74/ hid none TY,
a< FE— K : Interface IP

ip rip metric <1-15>

N—brDA Y v 7 (FEdEE COMXER #%ELET,
F 74NV MI1LTT,
a< FE— K : Interface IP

[no] ip rip authentication
type password

WREZ A THERELET, T 744 MMdno TY,
a< Yy FE— K : Interface IP

[no] ip rip authentication key
<password>

PREF—D/RAT— RERELET,
a<y FE— K : Interface IP

ip rip enable

ARPAVE T 2—AEHMILET,
a< FE— K : Interface IP

no ip rip enable

AKRIPAVHE Tz —AEWMHLET, T 74V MIEGHT
R

a< RE—F : Interface IP

show interface ip <1-256> rip

BEDO RIPREZ TR LET,
o< FE— R : User EXEC Z &< 9T

RIP Router Redistribution configuration
R D#IZ RIP Route Redistibute 3% & =~ > RK&R L ET,

#131 RIP Route Redistribute g% & 2~ K

a< K i

redistribute IR L7z V—T 1 7~ v 7% RIP route redistribution YV A k
{fixed|static|ospf|eospf} <1- IZIBAN L £9, route redistribution O~ v 7R —FHT 5

32> redistribution 7 2 =1L /L— k73 redistribute &AL ET,

a< > F¥E— K : Router RIP

no redistribute
{fixed|static|ospf|eospf} <1-
32>

JL— k= > 7% RIP route redistribution U A 2> 5 EIR L £
R
a< FE— F : Router RIP

[no] redistribute
{fixed|static|ospf|eospf}
export {metric <1-15>}%}

AKZ7a baror—ra, AN v 7 E2BFEL T AR—
MLET, EIOREZHIFRL, V—hDx=T AKR— hzH
=T 5121, noE AN LET,

a< > FE— K : Router RIP

show ip rip redistribute

BFE D RIP Redistribut 3% E % &R LE T,
aw KE—F: User EXEC k< 9T
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Open Shortest Path First configuration

W DT Open Shortest Path First (OSPF) %€ =2~ R&Z/RLET,

#132 OSPE&E=a~ R

a2 R

Wi

router ospf

Router OSPF configuration <€ — RIZA YD F£7°,
2= FE— F : Router OSPF

area <0-2>

OSPF U 7 &#FELEY, a~r NZBMOA T 3
NETY, FEMlIL. OSPF Area Index configuration % 2R
LTL7IZE0,

2+ F¥E— F : Router OSPF

area-range <1-16>

N— MERIZHRTELET, a~vy NATBMoA 7Y 3 U
VEETY, FEHIE. OSPF Summary Range configuration % 2
LT EE,

a< > RE— F : Router OSPF

area-virtual-link <1-3>

BV 7 EBRELET, =¥ RTBNOA T > 3 U
VBT, 2EfliE. OSPF Virtual Link configuration % 28 L
TLEEW,

a< > RE— F : Router OSPF

message-digest-key <1-255>
md5-key <key string>

MD5 FBAEF— DL FH 2 E 0 ¥ CTEF,
< FE— F : Router OSPF

host <1-128>

OSPFARA hb— hEFRELET, 128 FTORA Mb— &
WETEET, KA —NME, XY FT—T T A XD IP
7 RLRAZESERFR Y b T —2Z#@M LT, OSPFNTH—
0— RKRF U T EFITTHOIHEMAT 0T, F

7=, =Y THR—%/L— MNABR)YD AR A L ABR 7 = A LA
—REARRICLET, a~<r RGBT > a U BAnE
T9, #EAIE. OSPF Host Entry configuration % 28 L C<

7ZE0,

a< v F¥E— K : Router OSPF

Isdb-1imit <0-2000>

LSDB ® LfR&#HELET, 7 74/ ML 0O TY,
< FE— K : Router OSPF

[no] default-information <1-
16777214> {1]2}

TIANIM—bEDAN) I BEEAN) v I DXL T HE
ELET, T 74 M— bR RNEAIE N0 2R ELET,
< FE— K : Router OSPF

enable OSPF #HNZLET,
a< > F¥E— F : Router OSPF
no enable OSPF #Mshic LET, 7 7 4/ MIEHTT,

o< F¥E— F : Router OSPF

show ip ospf

OSPF DBIEDREX TR LET,
a<y FE—F : User EXEC LA+ =T
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OSPF Area Index configuration
WRDFEIZ OSPF Area Index #E =2~ FZRLET,
%133 OSPF Area IndexfX €2~ K

a2 K

i

area <0-2> area-id <A.B.C.D>

OSPF=U7DO=Y 7 ID#EELET,
< FE— K : Router OSPF

area <0-2> type
{transit|stub|nssa}

TUTOXATEBELET, &2, RV 7 R

T 5854, transit iZLE T,

o transit: L—7  V ZIEERTZ Y TV~ U IEHE 2R
TEET, AXTINSSALUHO=Y TIZhTF Ty b=
V7 ERRSNET,

o stub: ML —T 4 U TIEREEAR LRV Y T T,
WH, AZ T )T 1) TICE TSRS E
S

e NSSA: RZT7x U TIZHBOT Y 7 TTN, Hiesia
MENTHET, 72&21E, NSSAWNBIAET HL—
ME, BEO N T Yy b T Ry I AR—r YT
IIERESEDH Z A TE E9, Autonomous System (AS)
SR DAL — k& NSSA WIZEIATRE T 23, fthod
T U TR S E R A,

7 7 /v M transit T97,

o< RE— K : Router OSPF

area <0-2> stub-metric <1-
65535>

AZTEZYTDAN) v/ EERELET, TOAZTY
TRETZELE2L— MITRTEREESNTA M) v Vi
NERINET,

ARV 97T, T 74V ML— FERIRTE2DDT T A
FIVTF4BREEToNET, T 740 MILTT,

< FE— K : Router OSPF

[no] area <0-2>
authentication-type
{password|md5}

AL EEZ RO L D ITHEELET,

e no:ERFHIMNEHY FHA,

e password : HffiSA T — REZFIELET. 2D, @&
AESNIN—T 4 VT TRAALDPBIMTE T A,

e MD5: MD5 R BRBRENMEE 2 L ZITHEHA L ET,

77 4V MMEno TY,

o< RE— K : Router OSPF

area <0-2> spf-interval <1-
255>

SPF(shortest path first) OFHE 24T 5 FfREZHELET, 77
vV ME 10 TT,
a< > RE— K : Router OSPF

area <0-2> enable

OSPF = U 7 24N LET,
a2+ F¥E— F : Router OSPF

no area <0-2> enable

OSPF = 7 Z N LET, 7 74/ MIEYHTT,
a< > RE— F : Router OSPF

no area <0-2>

OSPF =V 7 % HIBR L £ 7,
a< v F¥E— K : Router OSPF

show ip ospf area <0-2>

OSPF = U 7 OBIEDOREEZR R LET,
a< FE—F : User EXEC LI 9T

Configuration Commands 120



OSPF Summary Range configuration

R DFIZ OSPF Summary Range i 2~ > R&E/RLET,

#134 OSPF Summary Range (¥ €2~ > R

a<2 K . B
area-range <1-16> address <IP N— MERFEFHADON—Z P 7 RLRAEY TRy hv A7 25
address> <IP netmask> ELET,

o< F¥E— F : Router OSPF

area-range <1-16> area <0-2>

TUVTAVT v I AERELET, T 74/ ME0OTT,
a2+ F¥E— F : Router OSPF

[no] area-range <1-16> hide

OSPF /L— MEKITAL— M R0 AERWERE L
£9, T 74/ MEno T,
a2+ F¥E— F : Router OSPF

area-range <1-16> enable

OSPF v — MEKZH I L ET,
< F¥E— K : Router OSPF

no area-range <1-16> enable

OSPF L— MEKIZINC LET, T 7 4/L M3 <d,
a< v F¥E— K : Router OSPF

no area-range <1-16>

OSPF v — MERIZHIBR L 7,
o< F¥E— F : Router OSPF

show ip ospf area-range <1-16>

OSPF L — MEMDOBIEOREZ TR LET,
o<y FE— K : User EXEC LI#h 3T

OSPF Interface configuration

DI OSPF Interface #E 2~ FE R LET,

%135 OSPF Interface i & =~ > K

==V N i
ip ospf area <0-2> A7 2= A TS 22V TA T v 7 AEBRELE
R

o< RE— K : Interface IP

ip ospf priority <0-255>

OSPF A v ¥ 7 2 —RIZHVYBTHTTA AV T A l%EHE
LEd, (FIA44VT 4 DFmid 255 Th/hME 1T, =
DEN 0 DA, T DA K 7 = — ATl Designated
Router(DR),”Backup Designated Router(BDR) & L Tfli fi ¢&
BNZEERLET) o T4 MELTT,

o< RE— K : Interface IP

ip ospf cost <1-65535>

BIRL7282 (BREREIANY I T v 7)) IZa A MEREL
F, IRANMNIALUF T 2 — AOKIEIC KB LEST, >
FO, TR RPN IWVEETIRIEIZAL 20 £, T 741
MI1TT,

a< RE—F : Interface IP

ip ospf hello-interval <1-
65535>

A H 7 x—AD hello N7 > MORIRRE R HEA CTHELE
T 774/ ML 10 TT,
a< FE— K : Interface IP

ip ospf dead-interval <1-
65535>

hello 737> RDNVANRG A —HEBELET, V—FNHF
U LI EESTHE TORR (BEN) T, T4
Jb ME 40 B TY,

a< RE—F : Interface IP

ip ospf transit-delay <1-3600>

Transit Delay Z P HEA CHRELET, 7 74/ MI1LBT
KRS
a< FE— K : Interface IP

ip ospf retransmit-interval
<1-3600>

FEEHREDEMCHRELET, T 740 MNESHTT,
a< > RE— K : Interface IP

[no] ip ospf key <key string>

AEX — %2R ELET,
a< RE—F : Interface IP

[no] ip ospf message-digest-
key <1-255>

AVH T2 —RAZMDE F—%EV Y TET, 74/ M
no ¢,
a< FE— K : Interface IP

ip ospf enable

OSPF A V¥ 7 = — A5 AN LET,
a< > RE— K : Interface IP
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%135 OSPF Interface i% & =~ > K

awy R i
no ip ospf enable OSPF A v 4 72— A& LET, T 7 40 MIEHT
R

a< FE— K : Interface IP

no ip ospf

OSPF A v %7 =—A&HIBRLET,
a< Y RE— K : Interface IP

show interface ip <1-256> ospf

OSPF A v #Z 7 2 —ADBIEORTEEFRLET,
a<vy RE—F: 3T

OSPF Virtual Link configuration

W DFEIZ OSPF Virtual Link &2~ RERLET,

%136 OSPF Virtual Link ix &=~ > K

e AN ]
area-virtual-link <1-3> area RABY > 7 % T2 ) TA LTy I AeRELET, 7
<0-2>

74V MEI0TY,
a2+ FE— K : Router OSPF

area-virtual-link <1-3> hello-
interval <1-65535>

hello 77 v N OIRZBEA CRELET, T 74/ ME 10
T,
2= F¥E— K : Router OSPF

area-virtual-link <1-3> dead-
interval <1-65535>

hello /X7 RO~V ANG A= ERELET, V—FBH
T LI ERESTHETORRM (BWHEA) T, 74
U MME 60T,

a2 FE— K : Router OSPF

area-virtual-link <1-3>
transit-delay <1-3600>

Transit Delay Z P HEA CRELET, 7 74/ ML 1T
7
2= F¥E— K : Router OSPF

area-virtual-link <1-3>
retransmit-interval <1-3600>

FEERREREMTRELET, T 74/ MEERTT,
o< F¥E— K : Router OSPF

area-virtual-link <1-3>
neighbor-router <IP address>

BAARY > 7 D neighbor D/V—# ID #RELET, T 7 4/V
1% 0.0.0.0 T9,
o< RE— K : Router OSPF

[no] area-virtual-link <1-3>
key <key string>

BB T DRAT— R (|RK8XF) #XRELET, 7
T F IV MEINRAY— L TY,
o< F¥E— F : Router OSPF

[no] area-virtual-link <1-3>
message-digest-key <1-255>

FARAEY 712 MD5 ¥ —%H D ¥ TEF, T 74/ I no
<7,
a2+ F¥E— K : Router OSPF

area-virtual-link <1-3> enable

OSPFRAY v 7 Z /M LET,
< FE— K : Router OSPF

no area-virtual-link <1-3>
enable

OSPFRARY v 7 ZMSN LET, 7 7 4/L MIESHTT,
2 F¥E— K : Router OSPF

no area-virtual-link <1-3>

OSPF A8 Y > 7 ZHIBR L £,
o< F¥E— K : Router OSPF

show ip ospf area-virtual-link
<1-3>

OSPFAHY v 7 OBEOREZ TR LET,
o< FE— K : User EXEC LI#h 3T

OSPF Host Entry configuration

WDFEIZ OSPF Host Entry s € 2~ > R&ERLET,

#:137 OSPF Host Entry & =2~ K

<R i
host <1-128> address <IP RARZ M) DR=ZADIPT RLAEZFELET, #i,
address> 100.10.1.1

a< v F¥E— K : Router OSPF

host <1-128> area <0-2>

OSPFRA RBMEAT A TA VT v I AZRELET,
T 74NV MI0OTY,
a< v F¥E— F : Router OSPF
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7137 OSPF Host Entry &=~ R

o< R

i ]

host <1-128> cost <1-65535>

RARNDNRAIANEFELET, 774V MEL1TT,
a2+ F¥E— F : Router OSPF

host <1-128> enable

OSPFHA by MY ZHMMILET,
a2 FE— K : Router OSPF

no host <1-128> enable

OSPFARA b= Y EMHICLET, 77 4/L MIEZT
7,
a2 FE— K : Router OSPF

no host <1-128>

OSPFARA b= b U ZHIBRLET,
a< 2 F¥E— F : Router OSPF

show ip ospf host <1-128>

OSPFARA b=y b OBRIEORELFRLET,
o FE— K : User EXEC LA T

OSPF Route Redistribution configuration

Wk DF1Z OSPF Route Redistribution 3% &

a<wy RERLET,

%138 OSPF Route Redistribution X E 2~ K

a2 R

Wi

redistribute
{fixed|static|rip} <1-32>

IR L7V —T ¢ > 7'~ v 7 % rmap list \ZiEN Liﬂ“o N0}
F 7Y a 3v— = 7 % route redistribution list (23BN L
7,

a< v F¥E— K : Router OSPF

no redistribute
{fixed|static|rip} <1-32>

route redistribution list 7> 5/ — b~ v 7 &2 HIER L £ 9, rmap
list22H— vy TEHIBRLET,
a< > F¥E— F : Router OSPF

[no] redistribute
{fixed|static|rip} export
metric<1-16777214> metric-
type{1]2}

AR 7 AN I XA TTRESINZL D% external
OSPF AS - external LSA £ L CTAY 2 hz2/Ltd)— &2z s
AKR—HMLET,

a2+ FE— F : Router OSPF

show ip ospf redistribute

OSPF route map DHEDRTE# R R L ET,
a< FE— F : User EXEC LIAF4 T

OSPF MD5 Key configuration

R DFIZ OSPF MD5 Key X E 2~ RERLET,

72139 OSPF MD5 Key &ZE 2~ K

o< R

Wi

message-digest-key <1-255>
md5-key <key string>

AKOSPF 7y NOFBFEF— (16 XFET) #HELET,
a< Yy F¥E— K : Router OSPF

no message-digest-key <1-255>

ZKOSPF/Q#V k uuuﬂiﬂ? é"ﬁl |¢bi¢9‘—
< FE— F : Router OSPF

show ip ospf message-digest-
key <1-255>

OSPF MD5 OHEDHRTE TR L ET,
a< KE— K : User EXEC LAt 4 T
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IGMP configuration

IGMP AX—Y' 7 %1TH &, ~IVFXXYANNT T4 v I B ERTDHER—NMNIFETNT 7490 %
EDZENTEET, TN TCOR—MIEHENDZDEFIELET, OV — KA RR< /L FF ¥
ARNRTI T4 I EZELII>ELTWARE, AL v FNFEE L, 2O — RS TWAR

—NMNZEF NI T4 w7 R ET,

IGMP snooping configuration

WDOFRIZIGMP AX—bB v FREa~y ReRrLET,

#140 IGMP AX—VEV J#FEa~v L R

o< R

Wi

ip igmp snoop timeout <1-255>

IGMP 75 A b D KIGE R (MRT) 2% & L £,

IGMP 75 A b OB OPE ST 587 2 —#
D 1-oTY, FPHIL1~2558. 574/ MI10#
<7,

2+ FE— F : Global configuration

ip igmp snoop mrouter-timeout <1-

600>

IGMP Mrouter @ H1 i 2 Mrouter 7— 7 /W AZGEE
LET, AA vFiE, mrto EIZ Mrouter 225 7 —
UEZELRNE, T—TANnbILFFx A hL—
2 &HIBR L E9, #®iPHIE 1~600F, 774V Mk
255 B9,

2+ FE— F : Global configuration

ip igmp snoop query-interval <1-600>

IGMP L —4 @7 = Y [ilE 2 BOE L E 7, #EPHIT 1~
600 fb. 7 7 4V MEIX 125 B TT,
2= F¥E— I : Global configuration

ip igmp snoop robust <2-10> IGMP B S h R AL ERELET, Ty bon
A MBREVGE, COEERELET, 7740
rMZ2<T9,
2= FE— F : Global configuration

[no] ip igmp snoop aggregate IGMP Membership Report aggregation % H %),/ #%)

WCLET, 774V MIAHTT,
2= F¥E— I : Global configuration

ip igmp snoop source-ip <IP address>

IGMP Group Specific Query % Proxy & L CH 3D
V—ZIP7 RLAEBZELET,
< FE— K : Global configuration

ip igmp snoop vlan <1-4094>

VLAN % IGMP A X —t > 71BN L £7,
2= FE— F : Global configuration

no ip igmp snoop vlan <1-4094>

VLAN % IGMP Z X —E > 7 LHIR L £,
a< > RE— K : Global configuration

no ip igmp snoop vlan all

F_TDVLAN Z IGMP 22—t 7B EIR L E
RS
< FE— K : Global configuration

[no] ip igmp snoop vlan <1-4094>
fast-leave

Fast Leave £ %h,/ #5)IZ LE ¥, &RA 3 Leave
AvE—UERE L, PIEDORMEMNRRZ S,
Fast Leave (2L Y IGMP R— KU A hinbHAR— &
ELICHIBRTE ET, 774/ MIER T,
2= F¥E— I : Global configuration

ip igmp snoop enable

IGMP A X —t' v 7 & NI LET,
< FE— K : Global configuration

no ip igmp snoop enable

IGMP A X — ¥ v 7% MM LET, 774/ MIE
ZhTd,
a< > R¥E— K : Global configuration

show ip igmp snoop

HEDIGMP AX—E L I RF A —=F 2 FRLUET,
a<wy FE—FK : User EXEC Z &< 9T
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IGMP static multicast router configuration
WROFIZIGMP A X2 T 4 v 7w N FHFx A M —FREa~vy FErLET,

JE:VLAN [CRATAYIRILF XY RAML—FEERTET HE. TD VLAN TIERILFFv R L—
AEZBESTEIO0RANEYILYET,

F141 IGMP A X T 4 v V<NV FF ¥ A ML—HFEa~w R

o< R

]

ip igmp mrouter <port number>
<1-4094> <1-2>

ABT A4y IV NFFy A =B BT DR — 1/
VLAN X7 Z&IR L, v LT F ¥ X ML—H D IGMP /N—
ar@AERIE2EEELET,

o< FE— K : Global configuration

no ip igmp mrouter <port
number> <1-4094> <1-2>

BIRLTZAR— B VLANRT NHRAZT v 7wV TFFy X
FL—FEHIBRLET,
a < F¥E— K : Global configuration

show ip EIgmp mrouter

BIEDIGMP A X T 4 v 7 < NVFF v A ML—H T X —X
EFRRELET,
o= FE— K : User EXEC Z&< 4T

IGMP filtering configuration

WDFEIZIGMP 7 4 VEZ ) v P3RkEa~y RaRrLET,

#142 IGMP 7 4 V&2 ) U TR Ea~ K

o< R

Wi

ip igmp filtering

IGMP 7 4 VB Y U T EHM L ET,
< FE— K : Global configuration

no ip igmp Ffiltering

IGMP 7 4 VX2 U T HMNILET, T 7 40 MIEHT
7
a< > R¥E— K : Global configuration

show ip igmp Filtering

BEDIGMP 7 4 NVEZ Y U TRG A—F 2 FmR LET,
o<y FE—FK : User EXEC Z &< 9T

IGMP filter definition

WORIZIGMP 7 4 VW E EFea~y RerLET,

7143 IGMP 7 4 WV ZEFa~ L R

a~v K

]

ip igmp profile <1-16> range <IP
multicast address> <IP multicast
address>

TANEDIPYNLT XY ARNT FLAOFMEHRT L F
b FPHOSEE & b A BT TAT L ET,
2= F<E— | : Global configuration

ip igmp profile <1-16> action
{allow|deny}

HBELEZIPAFXY AT RLAD<LFFv A kb
T4y EHELIESLET,
=2+ FE— R : Global configuration

ip igmp profile <1-16> enable

IGMP 7 4 V2 % BN LET,
2+ RE— R : Global configuration

no ip igmp profile <1-16> enable

IGMP 7 4 V& 2N LE T, 77 40 MEIESH T,
2= R<E— K : Global configuration

no ip igmp profile <1-16>

TANZDNT A= ZEREEIRLET,
o< RE— K : Global configuration

show ip igmp profile <1-16>

HAED IGMP 7 4 V2 ZFaRx LE T,
o= RE— K : User EXEC Z &< T
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IGMP filtering port configuration
WDORIZIGMP 7 4 V& Y T R— bR Ea~v Ly RERLET,
#144 IGMP 7 4 V2 U R — FREAS

av R i

[no] ip igmp Ffiltering R—=FDIGMP 7 4 NE V) o TEHR,/ WM LET, T 740k
3T,
2= F%E— K : Interface port

ip igmp profile <1-16> IGMP 7 4 V4 %R — MZBIM L E7,

2= FE— F : Interface port
no ip igmp profile <1-16> IGMP 7 4 V& Z R — R b HIBRL £,
o< FE— K : Interface port
show interface KR—FDIEED IGMP 7 4 NV E T A—F 2 FR LET,
gigabitethernet <port Iy RE—R:$C
number> igmp—fi Itering_)

Domain Name System configuration

DNS#EEa~Y R, B—HNFy hT—ITTIA4 <V LI Z YD DNS V— DEH, AA
v TFh—ERATHATET 74N b RAAL L AOBREIEHRT5a~2 RT3, ping. traceroute,
titp 7~ RTHRRA MR T A =2 EHHAT 2856, DNSRTA—Z 2RETDHLERDH Y ET,

WDOFRIZDNS REa~ RERLET,
#145 DNSiE=2~> K

a2 R ]
[no]l ip dns primary-server <IP 774U DNSH—_"DIPT FL A%, Fv k10 #ERT
address> TRELET,

o< RE— K : Global configuration
[no] ip dns secondary-server <IP t&h4 % UDNSH—_DIPT FLAZHELET, 77
address> A~ U DNS —"RlgET 5L, RboTZoth &Y
= BERSNET, Py F1I0ERFLTAILET,
2+ RE— R : Global configuration
[no] ip dns domain-name <string> XA vFTHEMATLITT7HNVERALSALERELET,
%1 : mycompany .com
o< RE— K : Global configuration
show ip dns BIED DNS REAFRLET,
2w RE—F : User EXEC A fR< §°_C

Bootstrap Protocol Relay configuration

Bootpstrap Protocol (BOOTP) Relay (2 X ¥, 7R A M3 DHCP h— " LR EFHREATTDH 2 N
FREL D F£9, RAAL v FIERELZIPT KL A%ZFF> 2 50 DHCP/BOOTP V— N2, 7T A
TYEPEDIPT RUADEREEWMET H I ENTEET,

BOOTP Relay X7 7 4/ h T 7 T,
WDOFRIZBOOTP R E2~ L FERLET,
#146 DNS B E =2~ I

o~ K i ]
[no] ip bootp-relay T4~V HF Y DBOOTP Y — "D IPT KL A%
{serverl|server2} <IP address> RELET,
=+ R¥E— R : Global configuration
ip bootp-relay enable BOOTP Relay % 7 m—/ LA I LET,
2~ KE— K : Global configuration
no ip bootp-relay enable BOOTP Relay # 7' m— )LIZAZIZLET, T 740 M
E2h T,
2~ KE— K : Global configuration
show ip bootp-relay BIED BOOTP Relay s E & Fr LET,
o~ RE— K : User EXEC Z < 4T
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Virtual Router Redundancy Protocol configuration

Virtual Router Redundancy Protocol (VRRP)IZ L V. LAN NO/L—Z B CILEMENE LN ET,
VRRP NBEE L TN EN—T 4 VT TNA AER CREL—Z IP T KL A, IDEFEFLET,
TIAF VT AIZESNT, JIEL—F DO, 1 AR AX L LGRS, G5 58EL—2 IP
7 RLAOHIEITWVE T, v AXICEENRE LGS, Ny 27 v TORBL—Z O 1 EMAE
N—FIPT FLADOHIEZZTME., T 70 v 7 2B LET,

57 4/ hTiX., VRRP I T, VRRP OFEMNZ DWW TIL, N8406-023 GhE 7> 7 V=2 f X
o wHAL3) T U r— g 2 F"High Availability" DA BRI L TL 72 &0,

WDOFRIZFEARN 72 VRRP R Ea~ > RERLET,
#147 VRRPRE =2~ K

av R i
router vrrp Router VRRP configuration € — RIZAY £,
2+ F¥E— F : Router VRRP
enable VRRP % 7't — /S )UZHIMZ LE T,
a< Y RE— K : Router VRRP
no enable VRRP % 7' 0 — /)W ZHENZ LET, 7 7 4V NIRRT
7
a< F¥E— K : Router VRRP
show ip vrrp VRRP OBEDEREEF R LET,

o< FE— K : User EXEC L4 T

VRRP Virtual Router configuration

AN —F R ELET, FHEAL—ZT, KEAL—FZIDEIPT RLAIZEVERLET, HAWLT
EMEEEHRT D VRRP V—T 4 I T3 ZEVERT 5121, 4% VRRP 7 /31 A TR URAEL— & |
SFEV, BUEEL—ZIDEIPT RLAZEHTS LR ELET,

RBN—ZXT 7 v N TEHTT,
W DF|Z Virtual Router g% € 2~ > RaE/RLET,
148 VRRP &2~ K

o< R i
virtual-router <1-255> BN —F2 IDEZRELET, FROIPT RLAE &Ml
virtual-router-id <1-255> HLT, RAAL v TFORBN—FZRELET, HAEILILE

M2 R D VRRP V—F I F A R BT 5121,
% VRRP 7 /3 A 2% [6 URAEL—% . ©DF Y [ U4V —
ZIDEIPT FLAZKATLLICHKETHLENRDY F
R
AR — % 1D 1% 1~255 OfEZ R EFHETT, T 7 4V M
1T9,
RN —FDIP A v Z 7 =—ANEBT 5 VLAN IS, —ED
AN —H ID ZRET HMERDH Y ET,
2 F¥E— F : Router VRRP
virtual-router <1-255> address AL —¥DIPT7 KL A% Ky MEERTHRELET,
<IP address> RN —2ID &£ E BIZEA LT, 2T 5% VRRP 7 /34 A
TR UEEL—Z 2R ELET,
a< > RE—F : Router VRRP
virtual-router <1-255> AL FDIPAHTx2—A (1~255) #RELET, IPA
interface <1-255> VHE T 2 — AN RO IP Address E[RIU IP 7 KL ADGA,
KAA v FIHMAEL—Z @ Towner] & R EHE$, owner
12255 (i) OFFN2e 7 T7AF VT 4 2 Fb, HlZvAH
N— 2 ORENEZTRE E T, Nk Owner Preemption 73 4
HTH~vAX LR T,
T 74N MILTT,
2 F¥E— F : Router VRRP
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#148 VRRP i Ea~ L K

a< K it
virtual-router <1-255> KFAEY — RO T FTAF VT 4 HEHRELE T, 1~254 OfF:
priority <1-254> BOEZZRETEET, 774/ ME100 TT,

VAL N—FEH T 0w ARE, TIA AV T Al FRE
W—TF A ST TNRA AN ARG LI EF, TIA4 4V T
AERFR UEE. PA X 72— AT RLAR—FBRKE VT
NWNAAWT AL L2 ET, KIABLV—2DIPT FLX (=
FLOIP Address) N IPA VX7 = —ATHEAIN TS HD
ERUEA, AMAEAL—Z DT 744V T 4 IZHERIC 255
(E) ICRESNET,

TIAFVT 4 v T X T EERT DL BIEREBICST
TTIAF VT A BEERTHZENTEET,

a< 2 F¥E— F : Router VRRP

virtual-router <1-255> timers VRRP ¥ A X @ OMREEHE L E9, 1~255FOHiFH T

advertise <1-255> ETEET, 774V MT1ITT,

a< Y F¥E—F : Router VRRP
[no] virtual-router <1-255> preemption Z H 4,/ M LET, AT D & AL
preemption — &5 backup £ — R C, BUEDSAZ LV T I A4 F VT 4

EWEG . REEAL— 2R 22 0 ET, bLIDAA
vFNowner IPA X7 x2—ADT KL AL, RKAENL—%
@ IP Address 23[R L) D4, preemption 232 T 6 H I~
AR LIV ET, T 74N MIARTT,

o< F¥E— F : Router VRRP

virtual-router <1-255> enable RN —F /ML ET,
o< F¥E— F : Router VRRP

no virtual-router <1-255> AN —F M LET, T 7 4V NI T,
enable 2+ F¥E— F : Router VRRP
no virtual-router <1-255> BN —2 ZHIBR L E T,
a< > RE— F : Router VRRP
show ip vrrp virtual-router RN —Z DBIEORELFR T LET,
<1-255> a< FE—F : User EXEC LIS =T
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VRRP Virtual Router Priority Tracking configuration

VT ASFEN— X ERHFIER T A7 I A F VT 4 2 ERTHZENTEET, MT oI IEMER
A% L84, VRRP Tracking TEFR S NIZMEIZIS U TEBEAL—Z DT T4 4V T 4 LUV L
joo

N7 XU ITBEMOEE, BENNV—FZ DT TAF YT 4 LV EBICEE LET, S a D
peemption NENDGE . LNV —FPRBRIEDOYAZ LV T TA XV T4 BNELIed L, vAH
MEFR %52 ik E £,

W12 Virtual Router Priority Tracking % E =~ FZ R LET,

7149 Virtual Router Priority Tracking ¥ € 2~ > N

a< K L]
Um]viﬁmahrmﬂer<L25&’ BHhoOEE ., KAAL vF LD~ A X E— RORIEL—ZHIC
track virtual-routers LT, FIALA VT AR LR £, BEDZ TA T b

ST DT T 4y 7 EFECAAL T TRELT, WV
—F A VT L RRONT U ADNRE A ESWDH I ENTX
F9, T 74V MIEGTY,

2= F¥E— F : Router VRRP

[no] virtual-router <1-255> O, KAL v FTT I T4 TIRIP AV H T x— R

track interfaces G LT, AL —Z DT FA AV T 4 B ERY £, [
CVLANICT 7T 4 TR—= B30 £ 1oH5EA, IP
AVHT2—RIT I T 47 THDERRENET, ZhiC
X0, PRSIV — e b E < FHORBN—F 2~ A X
LLTEHET 2 ZENAEETT, T 7 4/ MIERHTY,
o< RE— K : Router VRRP

[no] virtual-router <1-255> BRDOEA. FCVLAN DT 77 ¢ 7 7R — I T T
track ports AN — S DT TAF VT A B ERYEF, VL, b
T4 I EREBELTWDIEE, R—NIT 7T 47 LR
ShEF, Zucky, FIAATRERFR— b Ekb % FoHR
N —RE~AB L LTRINTHZENARETT, T 7 4/b
MI ST,
o< RE— K : Router VRRP

show ip vrrp virtual-router AE N — % O priority tracking DEEDRE T LET,
<1-255> track a< FE— K : User EXEC L4 9-_T
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VRRP Virtual Router Group configuration

Aavwr NI, 2V —2% 1 OOfmBEe RV —2 & LTERLET,
W DFEIZ Virtual Router Group g% E=a~ > R&E/RLET,

7150 Virtual Router Group &/E =2~ K

o< R

Wi

group virtual-router-id <1-
255>

AL —# ID 23R E L ET, ALV —% ID L 1~255 Dff%
BEFRETT, L —FDIP A L X T =—ANET 5
VLAN f#i2, —EORMENL—Z ID ZRETIHILERH Y £
T, 74N RMI1TT,

o< F¥E— F : Router VRRP

group interface <1-255>

AL vFDIPA VI T 2— AR ELET, T 74V MI1L
<7,
a< v F¥E— F : Router VRRP

group priority <1-254>

AN —F TN—T DT A F VT A lERELET, 1~
254 DIEBOEEZRETEET, 7 74/~ 100 T,
YA N—ZBRET R AR, TTAF YT 4 ER—FRE
V=T 4 VT TR AN AZ LR VET, T4V T
AMERFCHE, IPA U H T 2—AT FLAR—FBRE VT
NAANSAZ L) ET, AL —ZDIPT FLANIP
AE T 2= ATHERAINTHD HO LR UHE, AL
— 2 DT TAF YT A IXBBRIC 255 (km) ICREINE
7

TIAFTIVT 4 b T ovx T EGERT S L BIERIEIZST
TTIAFVTAMHEELT L ENTEET,

2= FE— K : Router VRRP

group advertisement <1-255>

VRRP ¥ A Z @A OMRZ % E L E T, 1~255 B OfifH Tk
ETEFET, 774NV MELTT,
< FE— K : Router VRRP

[no] group preemption

preemption Z %),/ # LEd, AT DL, AL
— &) backup E— R C, BUEDO~AX IOV T T4 AV T 438
WG S . AREL—Z R AL LR ET, BLIDALS
vFnNowner (IPA VX7 x2—ADT KLA L, fRAEL—F
@ IP Address 236 U) D54, preemption 2385 T H FIZ~
2B LIV ET, T 74N NMIAHTT,

2= FE— F : Router VRRP

group enable

EN—F T N—T /M LET,
o< R¥E— K : Router VRRP

no group enable

RN —2 T N—T % WH L ET, T 740 MIEHT
7,
2 F¥E— F : Router VRRP

no group

N — 5 T v—F ZHIR L £,
o< F¥E— K : Router VRRP

show ip vrrp group

N —5 T N—T OBEDOHREEFRLET,
o< FE— K : User EXEC LI#h 3T
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VRRP Virtual Router Group Priority Tracking configuration
R D3R IZ Virtual Router Group Priority Tracking f% €2~ > F&ER LET,
7151 Virtual Router Group Priority Tracking & 2~ > R

EE VAN B

[no] group track interfaces ENOBE . KAAL v FTCTITATRIPA R T = — A
N Ty RMEAENVL—Z DT T A4 F VT 4 BN ERY £3, [
CVLANIZT 7T 4 7THR—= b B30 b 1255558, IP
AVET2—RIT 7T 4T THDHERRENET, ZHhiC
Xv FIARERLV— M ERLE LTIV — 2 2~ R L
ELGEHT A Z EMAMRETY, 7 7 40 MIEHTT,
o< RE— K : Router VRRP

[no] group track ports BRDOEA. W CVLAN DT 77 ¢ 77— I T T
KEEN—F DT FTAF VT 4D ERVET, V7L, b
T4y EBRELTWDIEHS, R—NMIT 7747 LR
ShEF, 2z kv, FIATRERFR— bk b S FoHR
N —RE~AB L LTRINTHZ ENARETT, T 7 4/b
ME ST,
o< RE— K : Router VRRP

show ip vrrp group track {ABL— & @ priority tracking DIRAEDFREE FR LET,
a< ¥ FE— R : User EXEC LISt 4 T

3% :Virtual Router Group Tracking BN #IDI5E . Tracking 773> (& group A 73> d
HBNTY, BRI OREIL—RNEFZESINT: Tracking [FEHRSNET,

VRRP Interface configuration

Kawy FiE, FEL—ZTHERATHIPA X 72— ADVRRPERINT A —ZE2RELET, A
VE T 2 —AFTIL, BAENRNTA—FERETHIPA L F T2 —AERBELET,

W DFIZ VRRP Interface & a~ > RaRrLET,
#2152 VRRP Interface %€ 2~ K

o< R B
interface <1-255> WFEY A T HFETELE T, none GBFEZ2L) & LI
authentication {password|none} password (/$=x7— R#@IE) ZIEELET. 57+ M
none T,
a< > FE— K : Router VRRP
interface <1-255> password S LFEETOELNRAT— REZELET, AT — FHiE%
{<password>|none} R LA, DA B T 2 — AL EET 54 VRRP /%

o M, ZORRAT—REFERALET,
o< F¥E— F : Router VRRP

no interface <1-255> KIPALUE T 2— AR E LGB T A—2 %7 VT LE
T, IPA U E 72— 2ZHAFITHIRENERE A,
a2+ F¥E— F : Router VRRP

show ip vrrp interface <1-255> |pofo %7 —2AOBEORIENTA—FE2FRLET,
a3 FE—F : User EXEC LiSb4_ T
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VRRP Tracking configuration

TIAFVT A V-V EEFETHEOICHHAT D, £XT7 A =4O A F (EAMT) 2#ELE
T, NI uF U TEEREB LSS, (RIEBLV—ZD TS5 F VT 4 LoULRnL £,

WRDFEIZ VRRP Tracking fXE=a~ > R&RLET,

#153 VRRP Tracking ¥ € 2~ K

o< R

Wi

tracking-priority-increment
virtual-routers <0-254>

RKAA »F T A E— FORAEN—ZEITIE U TN S &
HTITAF VT 4 DfE (0~254) #HELET, 741 b
132 T,

o< F¥E— F : Router VRRP

tracking-priority-increment
interfaces <0-254>

RAAL FTT I T 4 TREDIP A X7 =2 — 2T T T
WS 7I7A4 4V 7 4D (0~254) ZFELET, T
74V ML 2 TT,

< F%E— K : Router VRRP

tracking-priority-increment
ports <0-254>

A /L—5 D VLAN TT 7 7 4 TIREEDO R — MKIZIS T
MEEDTT7A4 A4V T 4 DfE (0~254) Z2FELET, 77
F/V hE 2 T,

o< RE— K : Router VRRP

show ip vrrp tracking-
priority-increment

Tracking TN 2 BIEDOEE R R LET,
o< FE— K : User EXEC LA 4T

EARA T aAVIE TR T DT SAF ) TAEEMSEDEDHEERRLET AL T3
[¥ VRRP Virtual Router Priority Tracking ZBZZLI=FE D&, VRRP Y XZIL—EDEHIC

REREShFES

Quality of Service configuration

Quality of Service (QoS)z~ > R&EMHTHZ L2k, ZIFE L=/ > D IEEE 802.1p 77 A A
V7 AEEZRETEET, ZHUTEY, FT 70y 7 OMEITSCTELL, BRD5774 4V T

AL VB RET L ENTEET,

QoS 802.1p configuration

AREREIL, /37 v D VLAN ~v ZiZdH 5 IEEE 802.1p By MIHESWT, IPXry b7 4 L4
YU ERBELET, 8021p By ME. Ty MEEOTIA AV T 4 ERLET, MNTTA A
TAEY NNy IR, RWTIAF VT 4 Oy N XY RICERRINET,

WORIZB02IpRET~YY FERLET,

7154 802.1pRHEI~ L R

o< R

Wi

qos transmit-queue mapping
<priority (0-7)> <queue (0-1)>

802.1p 77 A A4V 7 1 iZ, Class of Service queue (COSq) %
B Y TEY, 8021p I AV T 4 (0-7) &, +FT T«
v 7 B9 5 COSq (0-1) # AN LET

a< > RE— K : Global configuration

qos transmit-queue weight-cos
<queue (0-1)> <weight (0-15)>

fBE L COSqDER (VA b)) ZRELET, ¥a2—F
7 (0-1) &, v=A K (0-15) ZASLET,
< F¥E— K : Global configuration

show qos transmit-queue

802.1p DEHUED /T A —F ZFR LET,
a<vy RE—F: 3T

show qos transmit-queue
information

802.1p DEIED /T A—H L KZR— 1D 802.1p 7T A A4V
TA LNV ERRILET,
< RE—F:4C
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Access Control configuration

Az~ KT Access Control List (ACL) & ACL Group Z{E L ET, ACLIZIP 7 4 L Z U 7=

QoS HfE TR L7,

3 :ACL Tl&. ACL number ELT 1~762 #EXEMBETY . 1zZL. FAILAUV YT THRETES
FHGEIET 5% MAC FRLR, /1 —H R Y244 T VLAN ID %) (3B EHIZK>TELYE
I, EMIFT T —avHAED Quality of Service M ACL MIEEZS L TEEY,

Access Control List configuration

RKa<wr FIFEACLO T A NZ Y L T N—NEEELET, ROFIZEAR ACLBREI~YY RE

~LET,
#155 ACLEREa~>2 R

o< R

i ]

[no] access-control list <ACL
number> egress-port <port
number>

egress port THiET % ACL 25X E L £,

egress port ACL i% Layer2 D7 m— K&y 2 b, <w/LFF v
A MOy MZFeyF LERA, E2, s8kH— b2 b
T TV DERTy MZb~vwyF LERA,

< FE— K : Global configuration

access-control list <ACL
number> action
{permit]deny]set-priority <0-
7>}

ACLIZV T Liery hDT 4 VET 7y a BB ELE
9, permit (pass), deny (drop). & L <iF 37 v hZ 802.1p
TIAFVT 4 R ELET,

2= F¥E— I : Global configuration

[no] access-control list <ACL
number> statistics

ACL DRl T — 2 DIEEH D,/ WM LET, 7741k
L TT,
=2+ FE— F : Global configuration

default access-control list
<ACL number>

ACLD/IRTG A =BT 74 ) MUy FLET,
av > R¥E— K : Global configuration

show access-control list <ACL
number>

ACL DBIEDNRT A —H 2 FKR L ET,
a<vy FE—FK:§C

ACL Ethernet Filter configuration

Az~ FIXACLIZ Ethernet T~ v F I HLEMHEZER L E T, IROEIZ Ethernet Filter 3% & 2~ >

NERLET,

7156 Ethernet Filter i€ =2~ > K

R G

[no] access-control list <ACL ACLIZIHEILMACT RL AL AT ZHRELET,
number> ethernet source-mac- i

address <MAC address> [<MAC
mask>]

00:60:cf:40:56:00 ff:ff:ff:ff:ff:fc
< FE— K : Global configuration

[no] access-control list <ACL
number> ethernet destination-
mac-address <MAC address>
[<MAC mask>]

ACLIZZEEMAC T RLRAE~AT HRELET,
fil:

00:60:cf:40:56:00 ff.ff:ff:ff:ff.fc

2= FE— F : Global configuration

[no] access-control list <ACL
number> ethernet vlan <1-4095>
[<mask>]

ACLIZVLANF S &~ R 7 ZRELET,
< FE— K : Global configuration

[no] access-control list <ACL
number> ethernet ethernet-type
{arp|iplipv6|mpls]
rarp]any | OXXXXX}

ACL |Z Ethernet type Z 5% E L £ 7,
2= FE— F : Global configuration

[no] access-control list <ACL
number> ethernet priority <0-
7>

ACL |Z Ethernet 77 A4 AV 7 (&% ELET,
o< F¥E— K : Global configuration

default access-control list
<ACL number> ethernet

ACL @ Ethermnet /X7 A —%# %7 7 4/ MUty FLET,
2= FE— F : Global configuration
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%156 Ethernet Filter i €2~ K

av R

i ]

show access-control list <ACL
number> ethernet

ACL OBUED Ethernet XT7 A —X F R L E 7,
vy RE— R 4T

ACL IP Version 4 Filter configuration

ARa<2 RIZACLIZIPvA T v FIELEMEZTERLET, IROFEIZ IP version 4 Filter i€ 2~ >

FaRLET,
#157 IPV4 Filter ®E 2~ K

a2 R

Wi

[no] access-control list <ACL

number> ipv4 source-ip-address

<IP address> [<IP mask>]

ACLICAETEIP 7 RLAZRELET,
< FE— K : Global configuration

[no] access-control list <ACL
number> ipv4 destination-ip-
address <IP address> [<IP
mask>]

ACLIZFEZEIP T RLAZRELET,
2= F¥E— F : Global configuration

[no] access-control list <ACL
number> ipv4 protocol <0-255>

ACLIZIP 7o ha vk ELEd, RELLEA, HELL
Ju hanNEFEGEFFONT T4y IBERT ANV F Ty F L
F9, vz halo—HEL IR LET,
Number Name

1 icmp
2 igmp
6 tcp
17 udp
89 ospf
112 vrep

2= F¥E— K : Global configuration

[no] access-control list <ACL
number> ipv4 type-of-service
<0-255>

ACL IZ Type of Service (ToS) A #%E L E7 . ToS OFEAM
3. RFC 1340, 1349 # S L T 7230y,
a< > R¥E— K : Global configuration

default access-control list
<ACL number> ipv4

ACLD IPVANRT A =2 % T 74V MZU Y FLET,
2= F¥E— I : Global configuration

show access-control list <ACL
number> ipv4

ACL DBIED IPv4 XT A —F e Fm LET,
a<wy FE—F: 37T
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ACL TCP/UDP Filter configuration

AKa<> RIZACLIZ TCP/UDP Tv v F EEALMEER L ET, ROFEIZ TCP/UDP Filter 3% & =

v RERLET,
7158 IPv4 Filter sX & 2~ > K

o< R

Wi

[no] access-control list <ACL
number> tcp-udp source-port
<1-65535> [<port mask>]

ACLIZEFIEAR— MNEFERELE T, RELHE, TCP
HLLIZUDP O, RELIZEEITAR— MEEEFSONT 7 ¢
VIMRTZ 4 VE Ty F LET, V)b /) R — O
ELLTFIORLET,

Number Name
20 ftp-data
21 ftp

22 ssh

23 telnet
25 smtp
37 time

42 name
43 whois
53 domain
69 tftp

70 gopher
79 finger
80 http

a< > R¥E— K : Global configuration

[no] access-control list <ACL
number> tcp-udp destination-
port <1-65535> [<port mask>]

ACLIZZEeR— FEBERELE T, RELEHA. TCP b
LLIZUDP D, HHE LSRR — b EEERO N T 74 v
MARZ 4 NE Ty F LET,

a< > F¥E— K : Global configuration

[no] access-control list <ACL
number> tcp-udp flags <value
(0x0-0x3F)> [<mask>]

ACL |Z TCP/UDP flag i #%E L £7,
< FE— K : Global configuration

default access-control list
<ACL number> tcp-udp

ACL ® TCP/UDP /T A —X%FT 75V MZUt&y hLZE
KRS
a< > RE— K : Global configuration

show access-control list <ACL
number> tcp-udp

ACL OBIED TCPIUDP 7 4 NV H Vv T RT A =X KR L
7,
awy FE—F: 7T

ACL Packet Format configuration

W DOFEIZ Packet Format 2 E =2~ > RERLET,

%159 Packet FormatgkE=a~ > K

o< R

Wi

[no] access-control list <ACL
number> packet-format ethernet
{ethernet-type2|snap|lic}

ACL |Z Ethernet format Z#&%E L £J, 7 7 4/L MEno T
R

< FE— K : Global configuration

[no] access-control list <ACL
number> packet-format tagged

ACL |Z tagging format # 3% & L £9, 7 7 4/L ~Eno TT,
< FE— K : Global configuration

default access-control list
<ACL number> packet-format

ACL @ Packet Format /XT A —% %7 7 4 /L MZ U+t > hL
AN

2= F¥E— I : Global configuration

show access-control list <ACL
number> packet-format

ACL DEIED Packet Format /85 A —# ZF R LET,
awy FE—F:3TXT
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ACL Metering configuration

R DFIZ ACL Metering X E =~ RERLET,

#160 ACL Meteringi¥ €=~ K

o< R

i ]

access-control list <ACL
number> meter committed-rate
<64-1000000>

23y bl— & kbis DB TRELET, 64 D TRE
TOMLERDHY I, T 74N ML64TT,
2= F¥E— | : Global configuration

access-control list <ACL
number> meter maximum-burst-
size <32-4096>

e RK/N—2 M A X% Kbls DHEALTHRELET, KOWTR
MOMAERE L £, 32,64, 128, 256, 512, 1024, 2048, 4096
F 7 x L M 32 T,

a< > RE— F : Global configuration

[no] access-control list <ACL
number> meter enable

ACL metering A %) 5 LE9d, T 7 4L MIEST
RS
2= F¥E— I : Global configuration

access-control list <ACL
number> meter action

{drop|pass}

out-of-profile ® ~ 7 7 4 » 712\ T, drop & L < I% pass &
RELET,
2+ FE— F : Global configuration

default access-control list
<ACL number> meter

ACL Metering /X7 A —% %7 7 /L Mz Uty hLET,
av > RE— K : Global configuration

show access-control list <ACL
number> meter

BIED ACL Metering /X7 A —X #F /R LE7,
awy FE—F:7C

ACL Re-mark configuration

BELZACLTIP~yHOT—%% ) ~—27 T&E3, ACL Metering |2 X V431 535 In-Profile,
Out-of-Profile I35\ T, BARHEE YV ~—2 352N TEET,

WDOFEIZACL Re-mark &2~ RERr LET,

%161 ACL Re-mark & E=a~ 2 N

a2 R

wiA

[no] access-control list <ACL
number> re-mark

ACL |Z DSCP Re-marking #H1 0 4 CE3, =~ NZIdiE
MOF T > a U NBETT, D% In-Profile, Out-of-
Profile DHiZZ ML T 7Z& W,

2= FE— F : Global configuration

default access-control list
<ACL number> re-mark

ACLRe-mark X7 A =X %77V M MZVty FLET,
2= F¥E— F : Global configuration

show access-control list <ACL
number> re-mark

HAED ACL re-mark /X7 A —X 2K xLET,
awy FE—F: T

ACL Re-mark In-Profile configuration

W DFIZ ACL Re-mark In-Profile iZ &~ RaRr LET,

%162 ACL Re-mark In-Profile 5% F =2~ K

av R

i ]

[no] access-control list <ACL
number> re-mark in-profile
dscp <0-63>

In-Profile /X% > @ DSCP fiiic, fiE L7=ff (0-63) Z&E
LET,
2= F¥E— I : Global configuration

default access-control list
<ACL number> re-mark

ACLRe-mark /X7 A =2 %774/ MZU kY FLET,
< F¥E— K : Global configuration

show access-control list <ACL
number> re-mark

HAED ACL re-mark /X7 A —X 2K xLET,
v RE—F: T
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ACL Re-mark Update User Priority configuration
WD F\Z Update User Priority ¥ 2~ > RERLET,

#163 Update User Priority s € 2~ N

o< R

i ]

[no] access-control list <ACL
number> re-mark in-profile
dotlp <0-7>

802.1p & &% E L £,
o< R¥E— K : Global configuration

[no] access-control list <ACL
number> re-mark in-profile
use-tos-precedence

ToS 7T A4 4V T 41&%. In-Profile /<~ kD 802.1p 77 A
FVTF Al B T T 0B EGR/ M LET, A
ST D &, 802.1p HOFREIC ToSEAHEALET, 774
Jb MR T,

a< > R¥E— K : Global configuration

default access-control list
<ACL number> re-mark

ACLRe-mark /37 A—Z %774/ MZU kY FLET,
2= F¥E— I : Global configuration

show access-control list <ACL
number> re-mark

HAED ACL re-mark /X7 A —X 2K LET,
a<wy FE—F: 7T

ACL Re-mark Out-of-Profile configuration
WD FIZ ACL Re-mark Out-of-Profile ¥ €2~ F&RrLET,
#164 ACL Re-mark Out-of-Profile it &=~ K

a2 R

wiA

[no] access-control list <ACL
number> re-mark out-profile
dscp <0-63>

Out-of-Profile #X# > k@ DSCP EIZ, & L7-1H (0-63) %
BELET,
2+ FE— F : Global configuration

default access-control list
<ACL number> re-mark

ACL Re-mark X7 A—4 %774/ Mz Uty hLET,
av > RE— K : Global configuration

show access-control list <ACL
number> re-mark

BIED ACL re-mark /X7 A — X #F/R LE T,
a<vy FE—FK:§C

ACL Group configuration

Az Rix, B0 ACL % 150 ACL Group IZF & £, ACL Group Z{E% L.
IZ ACL Group #HID 4 THZ LN TEET,

B DOR—

WDRIZ ACL Group X E =2~ RERLET,

72165 ACL Group it Ea~ > K

a2 R

wiA

access-control group <ACL
group number> list <ACL
number>

FRE L7= ACL % ACL Group (2B L £,
< FE— K : Global configuration

no access-control group <ACL
group number> list <ACL
number>

FRIE L7z ACL % ACL Group 7S HIBE L %3,
o< F¥E— K : Global configuration

show access-control group <ACL
group number>
—

BFED ACL group /X7 A —X 2R R LET,
awy FE—F: 7T
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Remote Monitoring configuration
RMONIZXY, A v TFZ2WH NI 74 v 770 —%F=FTHZENTEET, RMONMIBIZD
WTIX RFC 1757 ICRB ST ET,
WDOFRIZRMON RE a2~ RERLET,
#166 RMON i&E=a~v > K
o< K i

show rmon BIEDO RMON R EE R R LET,
avy FE— R 9T

RMON history configuration
A A v FiX history FV—T7% 5 >F TCHHR— M LET,
W DFIZ RMON history =~ > &R LET,
167 RMON history =2~ K

g R i
rmon history <1-65535> interface-oid AV HFT2—AMIBAT Y= M+ (FOID)%
<1-127 characters> BRELET, 2 xiE, 1.36.1.21.2211xD L5

W2, B X T 2 —Z20ID ZRETIHIHLERD Y
FF, K127 LF T,
=2+ FE— F : Global configuration
rmon history <1-65535> requested- VI ATy MIERELET, #ili 1~
buckets <1-65535> 65535, 7 7 #/V M 30 TY,
o BREFFAAT  MRIE 50 T,
o< F¥E— I : Global configuration

rmon history <1-65535> polling- FATy MZOWTT =&Y 7Y v 7T 5 R
interval <1-3600> ZEELET, #iPAIL 1~3600 B, T 7 4L b
1800 5T,

o+ RE— K : Global configuration
[no] rmon history <1-65535> owner <1-  history A > 5 v 7 A&HEHTHAERIEZ=CT 4T

127 characters> 4 ERTTXAMEATILET, HK 127 XFT
7
o< FE— K : Global configuration

no rmon history <1-65535> B L7 history 7 V—7%HIBR L7,
=2+ FE— F : Global configuration

show rmon history BIFEPD RMON history /37 A — % Z##KR LET,

av RE—R: T

RMON event configuration
WDFIZRMON A N> ha<r RaRLET,

#168 RMON A~ ko< K
a< K A
rmon event <1-65535> AR NEFAT LT A MEASLET, &K 127 XFT
description <1-127 characters> 7,
a< > RE— K : Global configuration
[no] rmon event <1-65535> type A FEARICEMT I TERELET, n /A

{log|trap|both} FOBE. BT =T MTATI L, YABRTERA MIEEL
ET, FTvTARUEOHAE SNMP Ty FERELE
7
a< > R¥E— K : Global configuration
[no] rmon event <1-65535> AR ATy I AEEMTHNELFT T 4T 1 &m
owner <1-127 characters> TTXAMEADLET, K127 XFTT,
2= F¥E— I : Global configuration
no rmon event <1-65535> ARV Ty I AFHIRLET,

< FE— K : Global configuration
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#168 RMON A X ko< K

o< R

i

show rmon event

BIED RMON A X h T A —H 2 FR LET,
a<vy RE—R: 3T

RMON alarm configuration

75 —LRMON ZL—7FTMIBA 7Y/ DO EVE, L FVHEEZEHRTEES, MBA 7V
JRELT, Ao vE, = B EHOWThrERRELET, 77 —20 L EWVEEZEY -
TFLEEIWCNITTEDARVIA VT I RE, BT T—2 AT v AeHIGIEILERH Y 7,

WDFEIZRMON 7 I —ha<wy RaRrLET,

%169 RMON 7 7 —ALa< 2 K

a2 R

i

rmon alarm <1-65535> oid <1-
127 characters>

7T —AMBAT Vs MNEMTERELET, KK 127 LT
<7,

=< F¥E— F : Global configuration

rmon alarm <1-65535>
interval <1-65535>

F— s EF LTV LT U, NV ED /N FD LWL B B
W% AE L ¥, @I 1~65535 ), 77 /1 bi% 1800 /b T
I,

2= F¥E— [ : Global configuration

rmon alarm <1-65535>
sample {abs|delta}

BR L= a 7Y 7L LEWEE T 5 HiEE2RE
LET,

abs : #actiE, SR L72ABOMEE, o7 ) v THROEREZIC
LEVME & B LT,

delta : 7V 2 fH, BHR L7 B O MY 7 WAl %2 BAEOfED
Hol&, TOEEZ LEWEEHKRLET,

77 4/V M abs T,

o< F¥E— K : Global configuration

rmon alarm <1-65535> alarm-
type {rising]falling]either}

T T —bHAT %, rising GLLY) | faling (GZFY) .| either
(L EVEIFNETY) 2O ELET, 7 74/ b either T
R

2= F¥E— [ : Global configuration

rmon alarm <1-65535> rising-
limit <-2147483647 to
2147483647>

Yo FY T UTRE T =2 O B LEVWERRELET, H
T NERAR L EVELL LT, Tk o7 ) TREOERAR L
SWVELV/INSWFAE, AV b ERENRET, T 740 M
0T,

2+ FE— [ : Global configuration

rmon alarm <1-65535>
falling-limit <-2147483647
to 2147483647>

YTV T LRI DN T LEWEERELET, B
P TNERAR L EVERL T T, &7 ) o TREOERAR L
FUVMEL Y KEWGE, AV MRERSNET, 7740 ME
07C9d,

=< F¥E— F : Global configuration

rmon alarm <1-65535> rising-
crossing-index <0-65535>

VED LEWVEEALELLEZIZN I TTDHLED T T =LA
VM UT v A ELET, #PHIE0~65535, 77 4Lk
10 T9,

2= F¥E— [ : Global configuration

rmon alarm <1-65535>
falling-crossing-index <0-
65535>

SMTFD LEVEERZ LZEZIC NI TTDHNLFY T T—LAN
UM UT v REFRELET, #HPHIE0~65535, 7 7 4Lk
1X0C9,

=< F¥E— F : Global configuration

[nol rmon alarm <1-65535>
owner <1-127 characters>

TI—b AT v I RAEERTDONELFZ= T 4 T4 %R TT
FANEANLET, B&K 127 XFTT,
2= F¥E— [ : Global configuration

no rmon alarm <1-65535>

TI—bA T v AEHIBRLET,
< F%E— F : Global configuration

show rmon alarm

BAED RMON 7 T — LT A —F #FR LET,
v RE—F: §C
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Port mirroring

R=r 7=V 7% R—=r2E=FT5-0ERALET, AT HE, —7 v " R— KT
EZELTWDE Ry U= Xy "R ZEHLS T, E=FR—MNIELNRET, xy NT—7 T
FAVEE=ZR— MCEGETIIE, Xy NI —27 O L FIFICE L CEEMAREREINETX F7,
R—=hrIT7—=V 7T 74V FTIEER T,

EAR—ISS—YUTEERTAHEICOVTE. 7TV r—av MR 12 SRBL TS,

WDORIZR—FI TV ITREa~y KR LET,
#£170 F— I 7=V IFEa~v R

av K Ej]
[no] port-mirroring R—=bI 7=V 7268/ BN LET, 7740 IS T
enable 7
o< F&— K : Global configuration
show port-mirroring IT7—AKR—heE=FKR— NOBEORTELR T LET,

2wy FE—F: 94T

Port-based port mirroring
WROFINZHR— FR—=AKR = I T =V ITREa~ FERLET,

#£171 H—bIF7—V  J@EI<LE

o< R i

port-mirroring monitor-port <port IT—R—=FrL T T4y DHMERELET,
number> mirroring-port <port number> e JL—ADY—AKR—FINRIT—FK—hE&—FK
{in]out|both} L. X 7—U 7 ®OJKm3 ingress /> both

(ingress & egress D7) DA, TDT7 L—
LI T —A— MIEEESNET,
o Tl —LA0F5EMEAR— AT —K— k&
L. I 7=V 7 DOHAN egress 7> both D3
AL EOTL—HMTE=FHR— MIREEESNE
7
a< > R¥E— K : Global configuration
no port-mirroring monitor-port <port = J—F—FZHIEBLET,
number> mirroring-port <port number> =<2 KF%—F : Global configuration
no port-mirroring monitor-port <port =% —F&HIELET,
number> < FE— K : Global configuration
show port-mirroring BAEDI 5=V v VREERFRLET,
2w RE—F: §C
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Uplink Failure Detection configuration

Uplink Failure Detection (UFD) (%, %> NV —2 T X T HZF—I T DFy NU—7 75—V K b
FUAEYR— b TDHLOTT, UTFDa<wr Ra2HA LT, LtM & LtD @ Failure Detection Pair
(FDP) 248 L £ 9, FDPIZ4 X7 ETHETDHZ ENTEET, UFD BAZIT FDP 2Rk L 7=
G, UM THEREEZ BT S L LD OFR— b2 HEIIZESICLET, LM 7V —7F TE=X 4 5 E
WEEIZIE, A—bF U 7 RBEBOX T o ~DRAT, Xﬂw/ﬁ/) —7'm VPR ERO L R MR
BOTayXr T~OBITRHY £,

WOFRIZUFD HEa~Y RERLET,
#172 UFD &R Ea~ > K

a< R ]

ufd enable Uplink Failure Detection %3¢ EA4 2 LE T,
2+ FE— R : Global configuration

no ufd enable Uplink Failure Detection 5 EA7IZLET, 77 4/L MMIAT
T
2= R<E— K : Global configuration

ufd fdp <fdp number> f87E L 7= FDP %% @ FDP configuration € — RIZ AV E77,
o< RE— K : Global configuration

show ufd BIFED Uplink Failure Detection DF¥E /8T A —X KR LET,

2wy RE—-F: 9T

Failure Detection Pair configuration

DUTFoa<y K& LT, Linkto Monitor (LtM) & Link to Disable (LtD) 7572 % FDP 2% & L £,
LtM THE 2 i+ 2 & LD OF— & BB LE T,

WDOFEIZFDP R EaT~Y RERLET,
#173 FDP k&2~ K

av K Bt
enable ARFDP AN LET,
a< > RE— R : FDP configuration
no enable A FDP RN LET, T 74 /L MIERTT,

o< FE— K : FDP configuration

Link to Monitor configuration

WOFIZLM a2~ RERLET, LiMIZ, Ty 7V 7R —F (R—F20~24) 1272000, T v
TV I R—= RGN SRE, LT N —TH LLIELACP b T v 7 Z—7 DNz E
DNHETHZ ENTEET,

#174 LtiM 22~ R

av R ]
Itm port <port number> A—Fra LMITBILET, 77U 7R — | (20~24) DK
AIRETT,
=2+ F<E— R : FDP configuration
no Itm port <port number> A—F& LM OB HIBRL ET,
a< > FE— R : FDP configuration
Itm portchannel <1-12> NI TN—T % LIMIZEBINLET, Ty 7V 7R —h (20

~24) P CHERR LT T v T —T D BERE R RETY,
a2+ FE— K : FDPconfiguration

no Itm portchannel <1-12> Ny TN—T % LM BHIRLET,
=2+ F<E— R : FDP configuration
Itm adminkey <1-65535> LACP NZ v 7 JN—""% LIMIZIBMLET, LACP NF 7 7

N—TITHE LTS adminkey Z4REL £ T, 7 7Y 7R
— | (20~24) 721 CHE L72 LACP h 5 v 2 Z Vv — T DHRET

BTT,
:z-?‘/ K<E— F : FDPconfiguration
no Itm adminkey <1-65535> LACP kT2 Z—7% LM 2 S IR L £,

a2 RE— R : FDP configuration
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Link to Disable configuration

WDOFEIZ LD a2 FERLET, LD X, 7 V7R —F (R—k 1~16) DEEOMHEE L.
LY R— "R LT T 7 P A—7H LLIZLACP RS2 T —F b7 ) F

‘g_o
175 LD 2a~v > K
av R B!
Itd port <port number> A—hZLDIZEMLET, ¥V VIR — b (1~16) DAHHEER

BTT,
o< F&— K : FDP configuration

no Itd port <port number> F—hr%Z LD A —TOHIBRLET,
a< > RE— R : FDP configuration

Itd portchannel <1-12> NIV T N—T% LWDIZBIMLET, ¥U U7 R—h (1~16)
P THK L N T o7 T—T ORFBREGETT,
2= F¥E— F : FDP configuration

no Itd portchannel <1-12> Ny T N—T% LD HHIRLET,
o< F&— K : FDP configuration

Itd adminkey <1-65535> LACP b7 > 7 7 N—T% LIDIZBIILET, LACP T 7 JL—
TITRE LTV A adminkey 5 ELE T, vV 7R —k (1~
16) 7217 THERR L7= LACP F T v 7 NV —F DHFEETRETT,
2= F¥E— K : FDP configuration

no Itd adminkey <1-65535> LACP kT2 7 7 —7% LD »HHIBRLET,
o< F&— K : FDP configuration
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Configuration Dump

Zo 77Ty T MIBIED AL v FREXHABEICRRTL26DTY, o7 7n /I Aamd
L1k, Fu P MIROEHITATLET,

|Switch(config)# show running-config

T 74 MEDLER LR ENRNPERINET, BEHFRERVASR, WEL, A2V T 77
ANELTHMDAL v FOREICHHERATEET, AZ VTN T 7ANV00, A vyTFDavwr K7
AT MIREI~YY RER_X—ZA ML THREZLERETEET, £72. BEOREHRIT
FTP/TFTP IZ X W fRfF, B — RTEET,

Saving the active switch configuration

copy running-config {tftp|ftp}a~> N&EHEHATI L. AL v FORERHEN, BELE
TFTRPIFTP =D 7 7 A VIZT v T r— FENET, 7y 7r— FEHET LT3, e 7 T
WDEITANLET,

|Switch(config)# copy running-config {tftp|ftp}

FEHATFAIIEF R YD A= E DR NRITTIA—IYRESNET, Fr P a—>
MBHELRT T4 (Microsoft Notepad 7 &) TIX 77/ ILERLNFE R A,

ETFTP H—N\DARL—F AT VAT LD SUnOS™H Solaris™DIFE . FEET7MILIF.
copy running-config tftp v FEERTTHREIICHFEL. ERAARETHRITNIEEY
FHAGHED/SA—ZYLaVTHREL. EOTTUS—2a0THAVIISNENESICLES) . 85
EIF7AILDORBINEBRT—2EBESHBRDOYFET,

Restoring the active switch configuration

copy {tftp|ftp} running-config =~ N&fHT I L BIEORENLIEESNIZHRET 7
ANDavy FEBEEBDY ET, 77 A NVORNFILAA v FRIEOHER & H 0RO &6 5 b ]
HETT,

Ao — RERBET DI, 7ar 7 MO L HIICA LET,

|Switch(config)# copy {tftp|ftp} running-config

¥ : R yF I, active. backup. factory @ 3 D® Configuration 7 Ovo&HHR—kLEF, T—
MEICERAT 2R I7MILERTET HHEIZDULTIL, IBoot Options I EMD [ Selecting a
configuration block |Z 5B L TZALY,
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Operations Commands

AL v FREOHER . —HHARLEFEIC, AL —Y gy vpa~wy REFHELET, B—F
IR, ABENCT 270D a~vr RTY, T RI=A b —Fuar A rhtd—Zuy

A URDOHBMMATE £,

RORIZAN L —varavy FeRLET, BHROH Ta~y FZOWTHEICHM L E S,

#£176 2L —v g ravr R

a~v K

i

password

INAT— REEETEET, HREFEHT 508 ART— RE AT
LUERDHY ET,
awy FE—F T

clear logging

TARTOYART Ay —VEHEELET,
ZA Kb —Zul A UEEORFITARETT,
2+ RE— F : Privileged EXEC

B, Aave FET R

ntp send

NTP H— NMINTP U 72X FERBELET, 2B, Aa<w FI7 FI
ZA RV —Zal A UREORIATHRETT,
2 F¥E— K : Privileged EXEC

Operations-level port options

R— M E—RRICER) I LET, RORICAXV—va b vpavy RERLET,

RL77 IR — 3 v LAULR—

fa<o K

a~v K

i

[no] interface
gigabitethernet <port
number> rmon

R—FrDVUE—FE=% VU7 (RMON) 2 E%),/ Wi L £,
RMON % M4 %54, RMON Z2ENCT 5 0ENH Y £7,
a2 RE—R: 9T

no interface
gigabitethernet <port
number> shutdown

A= FE =N LE T, Ay TFE2YVr—FKT5L LD
B{EE— NIZEY £7,

¥ . o< RiE, E-keying mismatch error CHEHIZ 72 o 7R —
AN LEH A,

vl RE—F: F_C

interface gigabitethernet
<port number> shutdown

R— b BN LES, A vy TF2Ue—F 5L, 2O
}EE— NIZRY 7,
A FE—F: T

show interface
gigabitethernet <port
number> operation

A= NOBEDR T %

2wy FE—F: 9T

ALET,
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Operations-level port 802.1x optioins
Ao~y RIZ—REICR— b 802.1x il L 9,
#:178 Operations-level port 802.1x 2~ > K

EE VAN L]
interface gigabitethernet AR— D 802.1x 7 7 B AHD /T A — & ZHOEL LET, &
<port number> dotlx init — FOBREIS L TRO L S IC8EL £,
e force-unauth : A — MIKRFIEREIZLT, N TFT7 v %
Tuay 7 LET,

auto : AN— M IRFRFEIREEIZ L C. FBFFEZBIMA L £,
force-auth : AN — M ZFWFERIEIC L £ 77, FBALOMLEITH D

FH A,
avy RE—KR: 3T
interface gigabitethernet R— MR SN TV s (V74T 0 ) ORRIEELT
<port number> dotlx re- WET, A— ko 802.1x E— F7% auto & & DAEITARETT,
authenticate gy RE—F: 3T

Operations-level VRRP options
Operations-level VRRP options Z R ORI R LET,
#179 Operations-level VRRP =~ K

o< R A

router vrrp backup <1-255> RKAAL v F LD AZFBN—B %Ny 7T v TE—RIILE

T BH. BEAL v TFRBEEEREIR L &I, v A Z2 %

LELWAA v FICRTOIMEALET, Zoa~vy REETT

L&, BEOSAZPHIEEBZEEL, T4 4V T 4 L% —

RFAOIZ 0 ORfR) ICL T, HILWEARBMG LET, Hiic/2isE

e UTFOFr—ATiX, Ravr FTRyv s 7 v 7E—RNIZEh

TR L — 2 3~ 2 2 Hli A BT L £,

o RAALyFWFEENL—FEFALTVD (FEL—FDIP T
RVALERAL v FDIPA X T 2—ADT R ANHE
(DN

o AKAAVFOEBL—FZDTIAF YT 4 3E<
preemption 3 EZNIZ /> TV 5,

o v AZIEIEZ T AR — F BMIITAELE L 220,

2wy RE—-F: 9T
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Boot Options

(F LI

T— b AT varavr NI, TRI=A M —¥a /A VEOARRHETEET

T— AT ar CUTOMREEETTEET,

. AL v FERIZVB—RTHEZIHEHTHIALN TV 7 MU =T A4 A=V DER

. AA wFEREIZY B— KT 25 L XI5 Configuration 7 & v 7 DI

. FTPITFTPIZEVH LWY T M2 T A A=V AL v FIIFZ Ty a—R, Ty7ra—FK
T— b+ AT aravr RIZOWTELFIZHRBALET,

Updating the switch software image

AA TV TR 2T A A=V LF, A v FTEMETZEITAREZ— RO Z LT, AL vFITiX
BEONR=2a DA A—URNTFTOA VA R—=LENTWHWET, L=V g 0N T —23
W Ty — R TEET,

VT RT2TAA—T BT v 77 b— RT512F, LTFOLENRLETT,

o HLWARA—TEFX Y FU—2 LD FTPITFTP — 2 — R4 5,

. FTP/ITFTP — b AL v FITH LINA A—TVE X r— T35,

. AL v FERICVEY hTAEXICAEYIZO—RTAY T NI 2T A A= LT, LA

A=V EIRINT 5,

Downloading new software to the switch

ALy FiE, 77—~V 7 bvx7T (boot) &, V7 MU T A A—TU%2OFET (imagel &
image2) MM TEET, LW 7 MU =T &2X U r— KT 53545, imagel, image2, boot ® 9
b, BT HA A-VEEELET,

L ZIE TITATAA—URBEIE imagel IZr— RENTWARBIE, HILWA A=Y T b
7B ELL image2 e — R 2 LI E3, 2F0, LELRGIE, LW T MU= T %
B L T, (imagel IZAMINTWND) DT VT4 T A A=V %) r— R TEET,
LW T N 2T EAAL v TWZH T ra—RT50%, LFOLORLETT,

e Xy hU—Z EOFTPAFTP ¥ —NiCr— RT B A—VFERET— Y7 ho=T

o  FTPITFTP #— DA A MG EFIZIPT FL&

o WMIEIJSUT, FTP Y —ROa—H¥4 N"RAU—FK

e HLWYT MU= TARXA=VERIET— T 7 A LDOLH]

i RAMBEBET HHE . DNS NIA—FEERETILENHYFET . Configuration
Commands JDEMIDomain name system configuration | ZS L TS0,

EROFKMAEMRRE S TOIUL, UTFOFIETHLWY 7 b =T 2 A vy FIF 7 m— NTEE
‘g—o

1. Privileged EXEC €E— FT, ROXHICTATILET,

|Switch# copy tftp {imagel]image2|boot-image}

H LI

|Switch# copy ftp {imagel]image2|boot-image}

2. BEXWZAAAL VF VT NI =T OLHIEASLET,

Enter name of switch software image to be replaced
["imagel'/"image2'/"boot'"]: <image>

3. FTPITFTP 4 —DFEA MPIPT KL AEZ AN LET,
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|Address or name of remote host: <server name or IP address> ‘

4, FLWI T T =2T 77 AINVDLETE Y — AT LET,
| Source file name: <filename>

ZAIOFRIE TFTP $— MR B2 0 £F, 2720, 77 A AOEFNL, @, TFTP 7 1 L
N O T,

5. FTP¥—rR0fsE, 2— 452 AILET, TFTP — D4, <Enter>% AL 7,
|Enter username for FTP server or hit return for TFTP server: <userlD>

6. FTPHV—NnDfE, NAT—REASTLET,
|Enter passsword for username on FTP server: <password> \

7. VAT ANDL YT A MNNEEERT DL IERINET,
ko [Selecting a software image to run) (26> T, RIZEITTDHY 7 hv T4 A—VEER
LETS,

8. Xyru—FK4 (imagel b L<IiXimage2) &, KEIZ— hEEZa—RFTH5Y 7 hy=T A A—
CINBIe DA KRBT — MEICR— R T DA A=V EEFETDIDMHERA v E—UNRNERENE
ﬁ—o

image2 currently contains Software Version 1.0.0

that was downloaded at 15:46:36 Wed Apr 23, 2006.

New download will replace image2 with file "1.1.0 _0S.img"
from TFTP server 192.168.2.4.

Confirm download operation [y/n]: vy

Invoking TFTP over port 69...

Starting download. ..

File appears valid

Download in

Pr OO S - o o o o o e
Image download complete (1333953 hytes)

Writing to flash..._.This takes about 90 seconds. Please wait

Write complete (1333953 bytes), now verifying FLASH...

Verification of new image2 in FLASH successful.

image2 now contains Software Version 1.1.0

Switch is currently set to boot software imagel.

Do you want to change that to the new image2? [y/n] y

Next boot will use new software image2.

Selecting a software image to run
WDV T— R Tar—RKT5Y7 =T A A= (imagel £7-1% image2) %R L FJ,

1.  Global Configuration €— K C, RO L IIZATLET,
| switch(config)# boot image {imagel]image2} |

2. WOV T—RFTARA v FIfEbEL WA A=V DL4FTIEAILET, KUY hTr—RT54
A—VRVAT BNLRIL S, FIRBIREAT S KO BRI NET,
Currently set to use switch software "imagel™ on next reset.

Specify new image to use on next reset ["imagel'/"image2']:
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Uploading a software image from the switch
VIZRMNT 2T ARA—THBAAL v F DL TEIP Y —NZ7 v 7 — RNTEET,

1. Privileged EXEC £— R T, RO XS IZANLET,
|Switch# copy {imagel]image2|boot-image} tftp

HL<IE
| Switch# copy {imagel]image2|boot-image} ftp |

2. VAT LADPOYMBERIEREROONES, FHUADA AV AN LET,

Enter name of switch software image to be uploaded
["imagel™ | image2" | "boot™]: <image>

3. FTP/TFTP Y — "OAHINIP T KLV AZ AN LET,
|Address or name of remote host: <server name or IP address> \

4. FTPMFTP #—"ROHPTA A=V % T v 70— RRT57 7 A VOA4RTIZE AT LET,
|Destination file name: <filename>

5 FTP¥—nRoHsE, =2—4 52 AJLET, TFTP 3 — D45, <Enter>% AL E7,
|Enter username for FTP server or hit return for TFTP server: <userlD>

6. FTPH—RDHH, NAV—=FREANLET,
|Enter passsword for username on FTP server: <password> ‘

7. ANLTEEABEHERTLILIBRINET, 77/ VE7 vy e — FLTRITXY'E AL
£,

image2 currently contains Software Version 1.1.0

Upload will transfer image2 (1889411 bytes) to file "test"

on TFTP server 192.1.1.1.

Confirm upload operation [y/n]: y

Selecting a configuration block

AL FICHEEREITo72548, VEy PLTHHEEINRVE S, RELRTFIUERY THA,
1F =2~ F(copy running-config startup-config)ZE17+ 2% &, #H LW EN active 7' 1
v 7D IHFREIX backup 7 v v 7 iICa b — & ET,

F7-, factory 7 v 7 b HV ET, TIITIE, AA v FRERHIC TS TRE LT 7 4V FEEEN R
FFENTWET, BEICE-sTE, 774NV MIETOREE LW ERHY ET, & 2L, B A
HZUORELIAAL v TFE2RPOX Yy NI =V BREICE L, FilflRICHRET 2562 EICHERTT,
PIFOFIEZEY, REIDOY &> FFIZAA v FIZe— K95 configuration 7' v v 7 ZETE £ T,
1.  Global Configuration €— KT, RO XA LET,

|Switch(config)# boot configuration-block {active]backup]factory} ‘

2. kDY E¥vy MEZE— K9 % configuration 7' 1 v 7 O&4RTEZ AT LET,

Currently set to use active configuration block on next reset.
Specify new block to use ["active'/"backup'/"factory']:
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Resetting the switch

ALy FEYEY LT, Y7 MU= T A A= 757 A /& configuration 7 0w 7 2258325 Z &2
TEET

2L v FHEVEY NTBHE, ARV ) —7 0 Fa )L CRENEMERINET, Xy NT—2 D
rRBE I Lo TiE, 2 OMFIZEERI N300 £,

AL v FEVEY FTHI2E, TR 7 MIRO XA LET,

| >> Switch# reload

V7T A NeMRT DL OB REINET,
Bl7— R A7V a v &BFRd 51213, ROXITAHLET,

|>> Switch# show boot

Accessing the AOS CLI
CLI # AOS CLIWCEE T AI2iE, ISCLINDHBIRODa~wy REANL, AMvTFEIn—RLET,

|>> Switch(config)# boot cli-mode aos

KAL v FOF TN DAY RTA A V57 x—A1F A0S CLI TF, ISCLICEET 5 ic
Roawr FeEANL, 24y F&2V ey FLET,

Main# boot/mode iscli

WDa<wy REFNZ LSS, a4 VIFICCLIE— RERIRT AN TXE,

boot cli-mode prompt
TV R — I BEER LT RI =X M L—Z D& prompt 2~ > REFER/ AT HZ &
MWTEET, prompt REDOEE, B 7 Ay Lica—F N CLI T— RERINTEET, 1D

a4y Lla—%E, X TCO2—FR’a s/ 7y b T5FET, BRSNZCLUE— RFOREHTE
‘ij‘o
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Maintenance Commands

(F LI

TRy ZHIEHT D a~> R T, A4 v FORREICE L CEEREFERE X7 Lz, FDB, ARP
TN EDOT N E I UT LY TEET, TRI=A M —Ful A4 U HFOAFHTEET,

HUTIEROPITIE, STORAERFIZT T v a ATV ICEZRAENDINTAAL v F AT —H AT —

Ao ET,

. AA v FT RIZARV—ENAAS v F R VBRI L, RN=v 724+ 7va BRI 5L,
ALY TFNT Ty a AFVIZAT—ZAEREF T L, FO%Y T—FLET,

. AA v FT RIZARL—FN, VU TR— MR LZEET, AMvyFEVEy hT5%
—OfAE (Ctr1-Shift-6) # AJ) L7z,

. VT — BB N— R =T -3V 7 b= THEZ AL v F 0B L=,

LLFO®EIT, ZEMARNAE L a~y RIZOWTHE L £,

System maintenance

VAT ARSFavy Rt T2 AR EHAOavy R T, VAT AT ANy ZIHEHLET,

WORIZV AT MMSFa~wy RerRLET,

#£180 VAT AMESFavw Y R

o~ K ]

debug debug-flags

TIZANYR—= IR T Ny JIERT 277 7%y FLET,

o= RE— K : User EXEC Z k< 3 C

Fowarding Database maintenance

FDB f#fE=~ > FiZ. FDB DNE DR, FDB2>5D MAC 7 KL 2D HIE:, FDB 2D 7 U 773

IR LEST, MACT RL X%,
DIZHESL B E T,

WDOFRIZFDB #EfEa~> NE/RLET,

#181 FDB #iffa~> K

WNry N7+ T =T 4V TREREICET HMEEZEEIED D

o< R

Wi

show mac-address-table
address <MAC address>

T—HR—=2AT L M) EZDMACT KL ATRRLET, 3
BEDOMACT FLRAZANTDHLIERENET, KDEBLH
MOT F—<v NCTANLTLITEE,

o XXXXXX:xX:xx:xx format (for example: 08:00:20:12:34:56)
o XXXXXXxxxxxx format (for example: 080020123456).
av RE—F:3C

show mac-address-table port
<port number>

HBELER—FDOFDBT Y U 24+ _TFERLET,
<y RE—F:94C

show mac-address-table vlan
<1-4095>

FBELZVLANOFDB > Y ¢ _RCERLET,
a<wy FE—F:3TXC

show mac-address-table

FDB DO _XCHOx=> M) ZRRLET,
a<wy FE—F: T

clear mac-address-table

FDB k% AA v FAE Y MHIHELET,
a< RE— K : User EXEC Z &< 4T
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Debugging options
FRyZawr FiE, =2y 77 i frT s a~vr FTT, UTFOERE2RTx £,
o  EWEISTmE ¥ (MP)R L —A LAY b
. Uty FRAERFINYy 772U TIZ P L—ZF 54X b

AL FPMAEPOEATY Yy b5 L, BEHToEy Y (MP) D L —A NNy 77BN AF w7 |k
L—2Ry 77 TIRFSNET,

WDORIZTF NNy Favy RERLET,
#182 TRy vav KR

avy K i
debug mp-trace BTy =2y 77 2R RLET, RO XD e~y FERPRE
nET,

MP trace buffer at 13:28:15 Fri May 25, 2002; mask: 0x2ffdf748
Ny B ORI Ny T 7 IERPERSINET,
o<y FE— K : User EXEC &< 9T

debug mp-snap EHTuy YRS v 7 (Ei3FEHR) FL—ANYyT772RKRLET, 20O
Ny Z7ZiE, Uy MEAERIZ L —2 LIEERR A> THET,
a2 RE— K : User EXEC Z < 3T

clear flash-config 77 v = Configuration 7 v v 27 24 _XTHIBRLE T, AL vFERICY 7—
MLz &, THT 740 hMEEICEY £,
a2y RE— K : User EXEC #fi< °_C

ARP cache maintenance
WDEIT ARP RESFa~< > RERLET,
#183 ARP f£5F commands

=S AN ]

show ip arp find <IP address> WELEZIPT FLAOARP = MU 2R LET,
a<Y FE— K : User EXEC # < 9C

show ip arp interface <port number> {8ELZA—FDARP Y MY ZRLET,
aw FE—F: User EXEC Z# k< 9T

show ip arp vlan <1-4095> FRE L7 VLAN® ARP = b U &R LET,
a<Y FE— R : User EXEC # R T
show ip arp reply AL v FHPARP V7 A MIRETHIPT KLAD

YA MERLET,
a<wy FE—FK : User EXEC Z &< 9T

show ip arp ARP = MU ZF ~TRLET,
a< Y FE—F : User EXEC < 3T
clear ip arp-cache ARP U X Kz AL v F AEY INHIHELET,

o<y FE— K : User EXEC &< 9T

FERAYFICRERBEIA TS E ARP IR D, EEEOVTAHADIATURIZGELETI VR
JDFRIZDULTIL, Nnformation Commands IDEDIARP information | ZSBLTZELY,
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IGMP Snooping maintenance

WDFIZIGMP A X —E L FgsFa~y RenRLET,

#184 IGMP A X — VL Jfsfa~<w o R

g R G
show ip Igmp groups address <IP BELET FLADIGMP vV F ¥ v A s L—T7%
address> ALET,

o<y FE—FK : User EXEC Z &< 9T

show ip igmp groups vlan <1-4094>

EL7VLAND IGMP v L F ¥ ¥ 2 N7 L —7%
RLET,
o<y FE— K : User EXEC % &< §_C

show ip igmp groups interface <port
number>

BELER—FDIGMP v L F X ¥ A N7 —T %R
LT,
o<y FE— K : User EXEC Z &< 9T

show ip igmp groups

FTRTOIGMP v /LFF ¥ A N L—T %R LET,
a<w FE—F: User EXEC Z#fr< 9_C

clear ip igmp shoop

IGMP ¥V F %% A T —H &2 AAf v F AE U INDHIH
ELET,
o<y FE— K : User EXEC # &< 9 C

IGMP Mrouter maintenance

WDFRIZIGMP v L FF ¥ A M —X{E5Fa~ 2 RERLET,

7185 IGMP v /LT ¥ ¥ X hL—Hfp5Fa~v s K

ax R i
show ip igmp groups vlan <1-4094> fEE L7 VLAN @ IGMP ~ L F ¥ ¥ 2 7 )L—T7 %R
LET,

o< FE— R : User EXEC Z &< 9T

show ip igmp mrouter

TRTOIGMP vV FF ¥ A M—XERLET,
a<wy FE— R : User EXEC Z &< 4T

clear ip igmp mrouter

IGMP vV F % v A N —XFT—ZE2A( v FAEY
MHHEELET,
a<w FE—F: User EXEC Zfr< 9T

Technical support dump

show tech-support

vy FE—F T

A A »F D, Information, Statistics. Configuration DT X TOIERE ¥ 7+ HZ LN TEET,
RE T a<y REFATTIHANCEEY 7 by =T TTF— X WMV IADRTEEITOE. F¥7TF ¥ L

eTF =2 a7 7 A VTR YAL Z ENTEET,

TFTP/FTP technical support dump put

A=< K¢ technical support dump % TFTP/FTP % — NIZIRIFT 5 2 E N TE T,
TFTP H— R TH U T IERERET HI2E, 7rr 7 MIRO L IICATLET,

| Switch# copy tech-support tftp

H LI

FTP T v 7R RET 5121, a7 MIRO XS ICASH LET,

| Switch# copy tech-support ftp

EITT2EH—DIPT RVAWKRA NG, =Ty NE T T 7 A NEDATI B REINET,
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Uuencode flash dump
show flash-dump-uuencode
AT FE—F T
Zoavwy REHEHT S E, Fo7ERN uuencode 7 4 —~ v hORENET, ZTOT4—~v b
e, FUTERET7 7 ANRLTFINE LTI IADRDONES TR £,

H TN RE T 7 A MRV AR TR, Ao~y RERITT IR, By varT—F2W0iA
Lo, V—V AT —3arTClBEY 7 M7 2RELET, INTHEERARLS L2 LI1THV E
Hh, Ra<r FeEANT5L, $233001T0OT7 — 4 NEEHICE RSN, 774 MIa—SnFE
ﬁ—o

Kavy ReATIUE, Z EREMBEITHHRABIET, HRAEHSNTZD, 7T v va A
EUDNDLHEHEINDIZ LITHY A,

U RPEBIIICHEIND ZEIEH Y EH A, BRROX L THERE T T v a AEVICEEA
L=k, ¥ 7 E FHTHE LRTNIER Y FHA, ¥ 7HEEOEEICONTIE, %R0
[Clearing dump information] &ML T 72X,

HUFIERIZT 78 AT AI21F, a7 MIROEHIICAH LET,

| Switch# show flash-dump-uuencode

Z U TIERPEEICR RSN, BREIUSCTEEY 7 MU =T7 ZRELT 7 A VIV AT Z LT
XS 57/7nﬁfi73> ETHDHE, DL IITFERENET,

No FLASH dump available.

TFTP/FTP system dump put
VAT AH T TFTPIFTP — N7y b (fRfF) $25a~2 RTT,

¥ TFTPIFTP H—/ DA RL—T 127 L AT LhY SunOS H Solaris DIFE . copy
flash-dump tftp (F1=I& ftp) 77 ILH, copy Flash-dump tftp(copy Flash-
dump ftp) 72 (IATURETRICARSN, ERAAFMETEINEGRYERA (RED/—
Sy aVvTHREL. EDOT7 TV r—2a0 THAYIEINENESILET)  BEIT7IILORE
NREVTT—RLBEERDYET,

TFTP CTX v FHERAERGFET AL, a7 MIRD X HICAHLET,

| Switch# copy flash-dump tftp

HL<IE
FTP TH v IERERAFT AL, Yu 7 MO XS A LET,

| Switch# copy flash-dump ftp

FITTHEY—RDIPT RLANKRA NG, =Ty "N T T 7 ANVEDA T ERINET,

Clearing dump information
ZeTERET T vy a A Y PHWET IR, TrY T MIRO L S ICANLET,

| Switch# clear flash-dump

AL TFNTTvartE)OX U THEBEHEEL, WOA yE—VEFRLET,

| FLASH dump region cleared.

TTIZHESIN TV DLHEITIE, ROA =28 £7°,

|FLASH dump region is already clear.

Maintenance Commands 153



Panic command

ZDavwr RERETDLE, AA v TFRAT—HRERE T T v a2 AT VIZELIZFZ 7L, BHE)
Iy 77—k~ LET,

R 7 E24TH120%, a7 MIRO L HITAN LET,

>> Switch# debug panic
A FLASH dump already exists.
Confirm replacing existing dump and reboot [y/n]:

WELAL T L TCavy ReiR LET,

| Dump and reboot [y/n]: y

—HDORA yE—UNERINET,

Starting system dump...done.

Reboot at 11:54:08 Wednesday October 30, 2006...

Rebooted because of console PANIC command.

Booting complete

Unscheduled system dumps

TT7 9V aRrRRY~NDUAT LAE T TTEILRNSTZbDORHDHE, A vy Fllu st Lize &
WCIRD A v E—DNFRENET,

Note: A system dump exists in FLASH. The dump was saved
at 13:43:22 Wednesday October 30, 2006.
Use show flash-dump uuencode to
extract the dump for analysis and clear flash-dump to
clear the FLASH region. The region must be cleared
before another dump can be saved.
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