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2.2 FHIEIBHR

WIMIRE CIIMA ISR M A SEEIC30E LE T, FANCREE A ¥ LT 720,
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AT ¥ MIAREEDORA ML OAFRR P FTETRINIT Y TR/ A,
DNS S HFANCE G L TH LERH Y 7,
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IP7 KL= AEEROIP T FL A, Fildz M4 (FQDN)HIET 2 IP 7 R L2 T,

Red Hat Enterprise Linux
W = — H — (cotomi) D

INAT— R

BHEFICERE SN TWARAY — RIEBICRMNO R — T v 7 H
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U—RFaROTEBLERNDH Y £,

Keycloak % PR L —#
— (keycloak) D /X X U —
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cotomi Appliance Server (C7 7t A5 7 T4 72 MIH— 3Dk A -4 (FQDN)E L Bififik T& 5 %8
M0 EF. FHITAA 4 (FQDN)% DNS 1288k L THNTL &0,

DNS #FIH TE RWEAITIZ T —_"ZFHTL2ETOI T4 72 hO® hosts (2 —/ D7 A k4 (FQDN)
EREET D7 E . KA M OAFIFRD ATEEIRRIBIZ L TRV T &,

2.4 SSLY—)\GIREE

AEEIC SSL H— M FZRLET DLBERH D120, SMBOBIER R £ SSL H— FEEDFEIT &K
SO LA ITFANCHEEH L T IZEW,
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3.1 FCE

FEOBREZANET,

: iLOMAVE—Frar Y= EZFHALT, VE—b0OREEHT DAL [ILO6 = —W
—AHA R ZBRLTYVE—bary V—AE2FERTEAE5ICLTLIEEN,
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3.2 Red Hat Enterprise Linux®:s&iE

3.2.1 oAt RAEHER

Red Hat Enterprise Linux ® 5 A & > 2 RET 20N H Y F17,
EEPEEST LMY Ty TEiEE 20 ET,

YTy RED HAT ENTERPRISE LINUX 8.6 (OOTPA
Red Hat ety b 7v7 ( )
Bjp AT
122 SAFL
SAt 2 AR m Subscription Manager
SLECRICHE COSRTLRBESEINT
LWEEA,
L3

BIQ BEOET(F

42 AFRL)) 2B RUET, 742 AZMEHEN &, Red Hat Enterprise Linux @7 A &
AGENFRINET, BHATERNELHR LT M BV ARNCABELET Ty /Ry s A%R
RLUES, ET) 2270y LCREZEAL, 1ty b7 v 7 WEIZREY £7,

0% [REDFET) &2V yr3dlns A VHiEs Ry E7,

3.2.2 FEI1—Y—D)\XTJ— REE

REEE 21T Red Hat Enterprise Linux O#J#—H —NBEFEINTEY, RAT— R L ILTEE|ICRA S
NTWHAL = T v T HA RICEHLTEY £,
P —YF—CH A A LET,



arg A % R 77—y a rEEE L, passwd 2< 2 RCH# 22—V —D 2T — RELEF L F
—a’_‘o

$ passwd

BIED /A T — F(current password) & H LWV A T — RO ANMEEN D DT, fHERICHE> T/SAY— K
ERELET,

3.23 v hI—UE

® RANRADEIE

k) 7Y r— 3 )35 hostnamectl 2< 2 R CHAA M4 (FQDN)Z R E L £7-,

$ sudo hostnamect| set—hostname <X ~£& (FOON)>

Bik] 77V r—varvk—HBTL, BET ) r—rarsidihl 9,
hostnamectl =2~ RTHRA MABNER SN L&A LET,

$ hostnamect!| status —-static

(RESNETFX FEHERSHET)

® IP7RLADE

Red Hat Enterprise Linux ® K¥ =2 X b2 L, XY NIV =0 A FXT7x2—RZIPT FLAEZRE
LET, 2y hNT—0 R T 4 v 7E2FBLTEEOWH R Yy U= A 27 2= AN ILEMEZH
BRI Ry N — D A B2 T 2 — AEAERT D Z & B AMRETT,

https://access. redhat. com/documentation/ja—

jp/red_hat_enterprise_linux/8/html/configuring and_managing networking

<>

& B TR

$ nmcli connection show
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® ensl5fOIZIPT RLA, T74 /0 rF— kT =A, DNS ¥ —3 HBEWERZ%ET 255

$ sudo nmcli connection modify ens15f0 ¥
ipv4. method manual ¥

ipv4. addresses 192.0.2.1/24 ¥

ipvd4. gateway 192.0.2.254 ¥

ipvd.dns 192.0.2.200 ¥

connection. autoconnect yes

3.2.4 BFRIRHAEETE
Red Hat Enterprise Linux X NTP 7’1 k 2/ £ 2 FEZIEHN S LT E T,

NTP 7’1 k 2/uiz L 2L 25 H 3 285513, Chrony O E TV E T,

Z£#M1% Red Hat Enterprise Linux ® F¥ =2 A > F 2R LT &0,

https://access.redhat.com/documentation/ja-

ip/red hat enterprise linux/8/html/configuring basic system settings/configuring-time-

synchronization configuring-basic-system-settings

B> NTP H—/N ntp.example.com &[R4 2%
® Chrony DREZ 7 ANEEFHLET (=T 4 XL vi A THHEVERA),

$ sudo vi /etc/chrony. conf

pool 2.rhel.pool.ntp.org iburst
DATEHIBR L, LTONEEZ BN UREFELET,

server ntp.example.com iburst

® chronyd —E R &[G, HiMLL 9,

$ sudo systemct!| enable ——now chronyd

o [FHMREZMEL =T,

$ chronyc tracking

... (B&)

System time © 0.000006523 seconds slow of NTP time
... (B&)
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3.2.5 Red Hat HRAY—R—ZFILA\DEER

AREEZIE TLinux —E Aty b BEREENTEY, Red Hat I A ¥~ —R— & LB ATHET
R

FIEIX NEC 7R — hAR—Z /LT 7Y ID 3140001276 % #5% L, [[RHEL] Red Hat 7 A % ~—iK—
% /V(IH Red Hat Network) FIHFIE] 2S5 7Z30,

326 J7AILRAFTLEN

TTIAT AP —"—21F 0SS DT 1 A7 GEI(0S 7' — MELH SSD R — R) & 1XBIIC SSD 4 A 23
TSN TR F—FZfERkE LCHRIZEHATEET,
FHTAESITUTO R¥ a2y FESBR L, RAID O, 757 A LV AT LAORE LT T IEEWN,

®  RAID D4
NEC %R — hAR—ZLinb a7 27 ID 3170102819 %445 L [Express5800/R120j-2M = ——
AHA K| 125 [Smart Storage Administrator = —%#—X 4 K] 2B LTI ZI,

® Ty ANLYAT AOEE
Red Hat Enterprise Linux ® K% = 2> b &S LT ZE 0,

https://access.redhat.com/documentation/ja-

jp/red _hat_enterprise linux/8/html/managing _file systems/index
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. ===
3.3 cotomiVJ NI I 7 DEETE
Z Z ¥ TT RedHat Enterprise Linux ® % > b7 — 27 BRENTET L TWD 72D, ZHLIFRITEBIRA D SSH

24T BROT T UFNLH—NICHHE LREXZEDET,

cotomi ¥ 7 b U = 71X loptinec/im 74 L7 RUIZA VA R =L ENTWET,
FHIGANS SSH THit L, A v A M= AT 4 L7 PUDFIELTND Z L AR LTI,

$ Is =1d Jopt/nec/|Im

AEIX, NEC Generative Al Framework v1.3.1 234#{ X172 cotomi Appliance Server % %41 & LT\ &
T, LFDa~> RTTAGHIZ 1.31 NEREND Z L EMHER LT &,

$ sudo podman images ngf _api_onpre
REPOSITORY TAG IMAGE 1D CREATED SIZE
localhost/ngf_api_onpre 1.3.1 d38267053941 4 weeks ago 1.57 GB

3.3.1 GPUDER%ES®

IFD2oma~y R&FEITL, cotomi ¥ 7 b7 =728 GPU 2T 2%l 217> T &0,

$ sudo nvidia-ctk system create-device-nodes ¥
—control-devices ¥
—load-kernel-modules

$ sudo nvidia-ctk cdi generate ——output=/etc/cdi/nvidia. yaml
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3.3.2 SSLY—/\GIBREZEDELE

HEfl L THU = SSL — NGEBH#E 7 7 A JL(certificate.crt) L B S~ 7 A /L (private.key) % P —
W@ Jopt/nec/llm/certs 7 4 L7 K UIZHIE LT 72 & (scp R sftp ZFIH L T 2 &),
KT 7 ANADBRBRDLGEE, DBEOFIECTHETHAZRZL T I,

BEIR ARG SSH THit L, BELZY 7 A WV OMEREZZLFT L £,

$ sudo chown 0:0 /opt/nec/|Im/certs/certificate.crt
$ sudo chmod 440 /opt/nec/|Im/certs/certificate.crt
$ sudo chown 0:0 /opt/nec/|Im/certs/private. key
$ sudo chmod 440 /opt/nec/|Im/certs/private. key

; SSL AEHEORIT 2 RIERICEKIEE T, B OBAEHEZERT 25813 REETUTO
a<r NICKVIEKRT 22 &L AAETY, B MARHITT O T, 35l openssl 2~ RO~v==7
NEE THERLTZ SV,

() A CEAEAEE 2R 3653 H)DIER A

$ mkdir “/certs

$ cd “/certs

$ openss| genrsa -out private. key 2048

$ openss| req —new —key private. key —out server.csr —passin pass: —subj “/CN=cotomi”
$ echo “subjectAltName = DNS: 7/AX A&~ > /tmp/san. txt

$ openss| x509 -req -days 3653 —signkey private.key —in server.csr ¥

-out certificate.crt —extfile /tmp/san. txt

IR FEIZITEREBDRR & FON) ZIBELTLESW, ALY FTALY FYIZEEBRE T 74
JU(certificate. crt) &HZEHE T 7 A JL (private. key) NMER S hE T,

3.3.3 J\SA—H—0DHTF

3.3.3.1 GPUMH D% &
cotomi Appliance Server |21 GPU D R/ 2HOET AR H Y £9°, HMATRFZIL GPU 28 1 fEDIRTE
DBET 7 AN ET2>TNDHTZ0H, GPU M 2 [HOBEITITEESMLE T,
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BN TWD GPU izl Foa~ > RCHRLET,

$ sudo nvidia-smi -L

[GPU 0:] THAZE 247720 /1 &N7=541% GPU OEEx 1 E T,
[GPU 0:] THESH1TE TGPU 1] THAE 2470 24T SN -83413% GPU D% 2 ff <,

GPU DOfii¥7s 2 DG AT T D 2 ROEHE 247> T ZEN,
1EDLGEITRD 1333237 A —F—DFH ] [THEATITEIN,

(1) /etc/systemd/system/lim.service 7 7 A LD

$ sudo vi /etc/systemd/system/|Im. service

(=7 4 ZiZvi DA THENETA)
ExecStartPre=/usr/bin/nvidia-modprobe -c @
DITIZUTFD LT [ - 1) ZBMLTREFELET,

ExecStartPre=/usr/bin/nvidia-modprobe -c @ -c 1

(2) /lopt/nec/lim/.env 7 7 A LD FEHr

$ sudo vi /opt/nec/lIm/.env

(=74 213 vi DA THRNEEA)

TENSOR_PARALLEL_SIZE=1
DT 1) ZUTOXHIC 2] ITEELET,
TENSOR_PARALLEL_SIZE=2

3.3.32 RT A =X —DHH
lopt/nec/lim/.env 7 7 A MIZEZRIIN TS FTRRONT A =X —D%SIT2EH LET,
(=7 ¢ ZiZvi DA THENEEA)

$ sudo vi /opt/nec/lIm/.env

> KRN
RIEEDRA N4 (FQRDN)ZFEE L £,
(51
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HOST=cotomi. example. com

> IP7FLX
AREBOIPT RLAZEELET,
(1)

IP=10.8.1. 11

>  SSL Y — N\GEHE, WEHO T 7 A L4
SSL Y — NGEHED 7 7 A V4D certificate.crt TIXRWEA, T72id, WMEEY 7 A LD 7 7 A
VAN private.key TIZRWIEEIL, TOT7 7 A NAEIREL T EIVY,
T 7 A VA certificate.crt & private.key DA XA T ARE T,
()

NGINX_CERTIFICATE=. /certs/<SSL H—/\ZIBRZD 7 7 1 JLE>
NGINX_KEY=. /certs/<#bZB T 71 ILD T 71 IL&>

>  ElasticSearch FHE 2 —F —D/RAT— |
#efiE LTI\ 7= ElasticSearch HHH 22— —D AT —REHFEELE T,
(%)

ELASTIC_PASSWORD=oupun—LX

>  Kibana 73 ElasticSearch (2%t 3 2D /XA T —
#Efifi LTI\ 7= Kibana 73 ElasticSearch (2826t 9 DO /NA T — REFEE L £,
(51

KIBANA_PASSWORD=oupun-LX

3.3.3.3 Proxy— XDURLE
Proxy BiE FICARZEE 2 ET 25 G615, L TOREZITWVET, Proxy BB TIZRWIGELIMNBIZT 7 &
AEATORVEGE . TORETRETT,

$ sudo vi /etc/sysconfig/lIm

(=7 4 213 vi DA THHENERA)

#HTTP_PROXY=<http://proxy. examp|e. com:8080>
#HTTPS_PROXY=<http://proxy. examp|le. com: 8080>
#NO_PROXY=127.0.0. 1, localhost, ui, api, ui-manage, es01, basaran, vl Im

16



ok ricax b7y haiie THTTP_PROXY], THTTPS_PROXY |, INO_PROXY | MO1TDAT
FHOWZHIFRL 2 A N7 U MR L ET, THTTP_PROXY=] ®#%IZ HTTP M ® Proxy #—/3d
URL %, THTTPS_PROXY=] D2 HTTPS F® Proxy #—/3® URL Z$5& L £7,

i)

HTTP_PROXY=http://proxy. example. com: 8080
HTTPS_PROXY=http://proxy. example. com:8080
NO_PROXY=127.0.0. 1, localhost, ui, api, ui—manage, esO1, basaran, vl Im

3.3.4 KeycloakEEE. FJHIEIRI’HD> ;. Keycloako S+ 77>
NESTE. PostgreSQLEIRE /(XD — RDETE

o —FFHIRY —EXDIEEE)

PostgreSQL & Keycloak HELE D/XA Y — REET T 5728, —AYIZ cotomi Y 7 b7 =7 @ LLM #
—ERAZHBELET,

$ sudo systemct!| start |lm

® Keycloak EI2#E (keycloak). #HAEIR7H D> b(cotomiadmin)D/\X DT — RZEE,

Keycloak 751 77> NE%TE

BHIGARNS T 7 P TUTFO URLIZT 78 A LET,
https://<H A N4 (FQDN)>/keycloak/admin

Keycloak & ## O = —HF —4 1% keycloak T,
LTFOa—F—%, #I AV —FTrs(rLET,
»  Username: keycloak
»  Password: keycloak
1) ERA==2—(=)»5 lUsers] #7 Vv 7L, 2—YP——FEE2FRLET,
(2) =—H——EOF )5 Keycloak EHH 22—V —Th 2 lkeycloak] #7 U v 7 LET,
(3) #RSINTHEED [Credentials) ¥ 7% 2V > 27 L, [ResetPassword| "% %27V v 7 LET,
(4) BRENILAAT o ZICEFEROF LAY —R2 AN LET,
(5) [Temporary] ®AA v Fix [Off] IZLET,
(6) [Save] RNZ %M LiERNH DD T [Resetpassword] RE &L T/RAT — RETEZHEE
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LET,

BT, WY B 7 k(cotomiadmin) DN AT — REZZEE L £,

7 EMA==a—(E)DLEHicH2 Fay7Z ) A ko Realm 28 Imaster) % LLMService| LI4+
272> TV 541X Realm % [LLMService] 281V B Z £7,

8) A==a—o lUsers] 27V v7 L, 2—HP——EEERLET,

9) Z—H——EOhNSPHEHT Y FThD lcotomiadminl 227V v 27 LET,

(10) /RS4RI D [Credentials)] # 7% 7 Y > 7 L, IResetPassword) "% %7 Y v 7 LET,

(11) BRENTFA T a JIETHEOHF LI AT— R A LET,

(12) [Temporary] O A A v Fix TOff] IZLET,

(13) [Save] ¥ %4 L RN H 5D DT Reset password| R & > & L T/RA T — REF & &
LET,

#BEWNT, Keycloak 27 A4 7 v FREZITWVET,

(14) EA ==2—(=)D LEICH S Fu vy 7 XY 2 hd Realm 23 master] % [LLMService] L5+
12722 CW 5413 Realm % [LLMService] (28] B x £7,

(15) A==2—0» IClients)] 27 Vw27 L, 7747y b —EERRLET,

(16) 7 74T v N —EOHRh s —kEEEHE A O [generalclienty) 27V v 27 LET,

(17) Frani-EmE O [Settings] # 7% 2 U v 7 L., [Access Settings| 124 % [Valid redirect URIs |
(2 Thttps://<7s A 4 (FQDN)>/api/auth/callback/keycloak] # &% € L £7,

(18) [Save] A% %4 LT [Valid redirect URIs] W & fkE L £,

(19) &6l2, 7747 v F—RHOWLEHEEE MO Tadmin-client] 227 U v 7 LE T,

(20) FARSNT-HiFE D [Settings] # 7% 2 U > 2 L. TAccess Settings| (Z& % [Valid redirect URIs
\Z Thttps:// <75 A k4 (FQDN)>/admin/api/auth/callback/keycloak] # &€ L F7,

(21) [Save] A% %4H 1L T [Valid redirect URIs] ZF & L £,

® PostgreSQL BIE&ED/(XTJ— REZE

(1) PostgreSQL = > 7 FicHEHm L £,

$ sudo podman exec —it postgres bash

(2) PostgreSQL |ZEFRE 2 — W —THeft L £ 7,

# psql -h localhost -U postgres

(B) UFDLIICAN LEBEE2—F—D 2T — FEEHLET,
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¥ THEILWRRT — R)] OFDICERBZEONRT — REBEL T I

postgres=tt ALTER ROLE postgres with PASSWORD ' (#L (WYX T— K) ;
postgres=# exit

(4) PostgreSQL =T b HHET,

# exit

o H—EXDEL

—WFAICEE L TW e —E R 2SIk LET,

$ sudo systemct!| stop IlIm

o J\SA—LH—DFEH

lopt/nec/lim/.env 7 7 A JLICEFZ SN TV 5 PostgreSQL HHH 2 —HF —D /AT — & HEH L £,
(=7 4 ZiFvi A THMOERA)

$ sudo vi /opt/nec/|Im/.env

> PostgreSQL EFHH 2 —HF—D /XA T— K
MO FNETAEHE L7z PostgreSQL EHEF = — Y —D /XA T — REHEEL LT,
(1)

PG_PASSWORD=postgres

3.3.5 H—EXDICE) - #2T7 EBENCENERTE

cotomi Y7 b =7 D LLM —E R &Pt L £,

$ sudo systemct!| start |lIm

BEELTWD Z 2R LET,

$ sudo systemct| status |Im

... (B&)

Active: active (running) since ...

... (B&)
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P—bEREER, Frvy POBENMIZ DXL IICRIETIC HRBREFMZELET, TNETEF vy

MIET =257, LIELGL o ThLMAZMmL TIIZE0,

P —ERAEEILTHIHEAITIUTOa~wy REFITLET,

$ sudo systemct!| stop |Im

OS EEFHIZ HBIC — B A 28 L2 WGB3 — E 20 ME 2T W E T,

$ sudo systemct!| enable |Im

3.3.6 APIH BasiciRit I =51 77> NETR

cotomi Y 7 N = 7 O—%HEE A AW AP ICEET 7 B 2+ 584813, APIIZ%E L T basic
ML, 77 BAFRERZ T4 T2 bONEHIRL £,

M KEONRICB T D7 T4 T e, APLICT 78 AT EH5Web 7 7 r—y g oRoavwr Rof oz

WA S T =R ERD TR T AR LEY, REEEHEE IS 2 CERHSERE ST A T v b LR

R0 ET,

ZOFNRFY— A EEE) L72REETHEM L T ZE0y,
o FVUTRIBUSAThEMIET B/ (XD — FDEER

“client” LWIHLRFIDYZ TA T v h&EFDI/NAT— REBET 5 H

$ sudo -i

# cd /opt/nec/|Im/nginx

# htpasswd -c¢ . htpasswd client

New password: </XXTJ— K& AH>

Re-type new password: < 5—E/AXT—FZE A
Adding password for user client

# Is -la /opt/nec/lIm/nginx/

total 12

drwxr—xr—x. 2 root root 41 Nov 21 06:28
drwxr—xr—x. 21 root root 4096 Nov 21 05:58 ..
-rw-r—r——. 1 root root 45 Nov 21 06:27 . htpasswd
-rw-r—r——. 1 root root 1963 Nov 21 06:07 nginx. conf
1 oexit

& FREINTNWDISAT> hDI\RXD—REE
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“client’ LWIHLRFIDT T4 T KON AT— REZEET 5]

$ sudo -i

# cd /opt/nec/ | Im/nginx

# htpasswd . htpasswd client

New password: </SRTJ— K% A

Re-type new password: <& 5 —E/NRXRT— K% A7
Updating password for user client

# Is -la /opt/nec/lIm/nginx/

total 12

drwxr—xr—x. 2 root root 41 Nov 21 06:28
drwxr—xr—x. 21 root root 4096 Nov 21 05:58 ..
-rw-r——r——. 1 root root 45 Nov 21 06:27 . htpasswd
-rw-r—r——. 1 root root 1963 Nov 21 06:07 nginx. conf
# exit

& IFERINTLBISA T > hOHIBR

“‘client’” LWHAHTD T T AT 2 b aHIERT 54

$ sudo -i

# cd /opt/nec/|Im/nginx

# htpasswd -D . htpasswd client

Deleting password for user client

# Is -la /opt/nec/lIm/nginx/

total 12

drwxr—xr—x. 2 root root 41 Nov 21 06:28
drwxr=xr—x. 21 root root 4096 Nov 21 05:58 .
-rw-r—r—. 1 root root 45 Nov 21 06:27 . htpasswd
-rw-r—r—. 1 root root 1963 Nov 21 06:07 nginx. conf
# exit

e TEER

APl T 7R ZAEFFT D7 TA TV bDBIRT 7 A MIHEFEIS N TV DR L ET,

$ sudo cat /opt/nec/|Im/nginx/. htpasswd
client:$apr1$uMNRRYL j$bRQ1FJsGmvDxAydFaBpUI1

B INTND<T TAT 2 ME><RAT—R>TAPIIZT 7 BRATE 0 R LET,
“client” L WHAZHIDT T4 T v b CHERT D5

$ourl -k =i ~U<KHOSATUREIURRT—FK> ¥
https://<7KX +4£ (FQDN) >/apiauth/api/v1/chat ¥
-H “Content-Type: application/json” ¥
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-d ' {“user_id”: “api_client”, “messages”:

[{"role”: “user”, “content”: “Hello”}1, “model”:"neclIm”}
HTTP/1.1 200 OK
Server: nginx/1.25.2
Date: ...

3.3.7 OJVEE Kibana BIESBSRA1—Y—DIER

o7& M Kibana OEHEH—V—Z2ERKT 255X ZOFIEEZERK L T30,
ZOFIETY— X2 RE LRIETER L T EEW,

Kibana HEIL7 7 U ¥ 5 hitps://< N A A 4 (FQDN)>/kibana T7 7 A T& 7,

> Username : elastic

>  Password : ElasticSearch &HE 1 —% —D /2T — RHIOFIEIZ L W EEFEHD HD)

o [EZAI-—Y DK

1. [Select your space] T[r 7/ EH]ZRINL £,
°°

Select your space

You can change your space at anytime.

= -

Default OJ&E

This is your default space! OJERAAR—X

2. A==z=—(=)>[Management] > [Stack Management] > [Users] & iftZ, [Create user] % &R L
—a—o
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() Home

Recently viewed ~

OJER FvZak—k

Alerts
f
Findings
Timelines
Cases Search Observability Security Analytics
Explore ences with a Consolidate your logs, metrics, Prevent, collect, detect, and respond Explore, visualize, and analyze your
Intelligence and tools. application traces, and system to threats for unified protection data using a pawerful suite of
availability with purpose-built Uls. across your infrastructure. analytical tools and applications.

Manage
{3 Management ~
Dev Tools
Integrations idding integrations Try managed Elastic
Fleet Deploy, scale, and upgrade your

= your data, use one of our many ingest options. Collect o8y stack faster with Elastic Cloud. We'll
Osquery srvice, or upload a file. If you're not ready to use your cawll] sa8 help you quickly move your data.

Stack Monitoring sample data set. ™

Move to Elastic Cloud

| Stack Management |
B Try sample data 4 Upload a file

@ Add integrations

3. BEHEAHz—V—O=—¥—FH, /AU — K, Privileges ® Roles |2/ llog_manage| ##%E L
T [Createuser] #7 U v 7 LET,
% log_manage| Role [FARM HATRFIZH LN EHEFR SN TOET

(=] Stack Management  Users  Create

@ Management Create user

Ingest @
Ingest Pipelines Profile Username
Pravide personal details. 2 |og-manage
Data ©
Index Management Full name

Index Lifecycle Policies

Snapshot and Restore

Rollup Jabs Email address
Transforms
Remote Clusters
Migrate Password Password
Protect your data with a strong password i ®

Alerts and Insights ©

Paseword must be al least & characters

Rulas
Confirm password

Cases
Connectors ] @
Reparting
Machine Learning Privileges Roles
T T Assign roles to manage access and permissions. log manage X o~

Leamn what privileges individual roles grant. 2

Security @
Users

Create user Cancel
Roles
APl keys
Kibana

EEA1-—Y-0D/{IRT—REE
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ERRE A OB EH A2 — =D 2R T — R2LET L5461, UTFOFIEZFEML TIEEW,
1. A ==—(=)>[Management] > [Stack Management] > [Users] &4, xfGa—HF —%2BR L E

() Home

Recently viewed ~
OUER SvEafi—R

Alerts
Findings
Timelines

Cases

3earch

ences with a
and tools.

Observability

Explore
Intelligence

Manage

% Management ~

Dev Tools
Integrations idding integrations
Fleet
Osquery

Stack Monitoring pmple data set.

| Stack Management |
By Trysampledata  ch Upload a file

@ Add integrations

Consolidate your logs, metrics,
application traces, and system
availability with purpose-built Uls.

your data, use one of our many ingest options. Collect
srvice, or upload a file. If you're not ready to use your

Prevent, collect, detect, and respond
to threats for unified protection
across your infrastructure.

1 sess

sne|ll sam

Security

Analytics

Explore, visualize, and analyze your
data using a powerful suite of
analytical tools and applications.

Try managed Elastic

Deploy, scale, and upgrade your
stack faster with Elastic Cloud. We'll
help you guickly meve your data.

- Move to Elastic Cloud

(LAFTIE test0l = —H—Z% G4 & L TWET)

Stack Management

Users

Snapshot and Restore
Rollup Jobs Users
Transforms

Remote Clusters.

Migrate Q search.

Alerts and Insights @

User Name Full Name
Rules

— apm_system

Connectors beats_system

Reporting

Machine Learning elastic

Maintenance Windows

enterprise_search enterprise_search

Sec

kibana
Roles
API keys kibana_system
Kibana @ log-manage
Data Views logstash_system
Files

remote_monitoring_user

Saved Objects
Tags

test01
Search Sessions

Spaces
Rows per page: 20
Advanced Settings
Stack @
License Management

Upgrade Assistant

Create user

@ ) show reserved users

Email Address Roles Status
apm_system
beats_system

N _ enterpr ol n
enterpri h-app-search-owner
kibana_system
Deprecated
kibana_system
log_manage

test01@example.com

logstash_system

remote_monitoring_collector
remote_monitoring_agent

read_log_dashboard

2. [Change password] %#3&R L E7,
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elastic

Snapshot and Restore
Rollup Jobs
Transforms

Remote Clusters

Saved Objects
Tags

Search Sessions
Spaces

Advanced Settings

Stack ©
License Management

Upgrade Assistant

= o StackManagement ~ Users  test01

test01

test01@example.com

Change password
The user will not be able to log in using their previous password.

Deactivate user
Prevent the user from accessing Elastic.

Delete user

Migrate

Profile Username
Alerts and Insights @ Provide personal details. =
Rules. User name cannot be changed after account creation
Cases

Full name
Connectors
. testol
Reporting
Machine Learning Email address
Maintenance Windows
testO1@example.com

Security © »

Privileges Roles
Users P

Assign roles to manage access and permissions read_log_dashboard X 3%
Roles

o . .
APl keys Learn what privileges individual roles grant. [
Kibana &
conel

Data Views
Files

Deactivate user

Delete user

3. HLWwWR2RTU— R %

RIE L

[Change password] %7 V v 27 L ¥,

MMM EEEE—SSS——————_ ey

User

L test0l

Mew password

B eeanes

Confirm password

B serees

Change password

Password must be at least 6 characters.

Cancel

k4

(z] Change password

3.3.8 #ABHREFRAI—Y—. /\RDJ— RDKE

BFEA T v 7 ZAERREREIT AN Z IR TR 24Nl 2 B, EHLOHIRT 22 LT
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& OHRE T, HNIEHRO B, L OHIRITIEET L7 P U LTITWE T3, 22 TIEdAT
4 L7 PN 2T D—Y =4 NRAV—FERELET,

ZOFIRFTY—ERAZEF LIRETIHEML TZSW, 7220, &Y —E 2 &R LTS,

lopt/nec/im/wsgidav.yaml 7 7 A MIZERSN TNE 22— —L DA T — REFHF L ET,

$ sudo cd /opt/nec/lIm
$ sudo vi wsgidav. yaml
(..BIDEY L avITER)
simple_dc:
# Access control per share
# These routes must match the provider mapping
# NOTE: Provider routes without a matching entry here, are inaccessible
user_mapping:
"x': # default (used for all shares that are not explicitly listed)
" |Im_user’ : —TIHI I —FH |Imuser’ EEHE
password: '9PW8cQdD’ T TZ#JL h/XRT—F:’ 9PW8cQdD’ F#ZEE
# Optional: passed to downstream middleware as environ[“wsgidav. auth. roles”]
roles: ["editor’]
"/pub’ : true # Pass true to allow anonymous access

RICUTOa~y RT, 2= PR/ ENRRAT = RERE LT 7 A VEH LT A A= VIR LE
j_o

$ sudo podman cp wsgidav. yaml ngf_tool:/root/vectorIndexer/conf/wsgidav. yaml
$ sudo podman commit ngf_tool ngf_tool-2

LN TFAA—URBESNLTNA Z L &R L., BUEBEIEL TV 5 ngf_tool © IMAGE ID % Eifs
LET,

$ sudo podman images

REPOSITORY TAG IMAGE ID CREATED SIZE

localhost/mylogstash latest 046fa73cb0d2 4 weeks ago 966 MB

localhost/ngf_tool-2 latest 23367634e850 2 minutes ago 10.6 GB <FH LWL \a>TF A A—
localhost/ngf_tool 1.3.1 211fb49de3ff 3 weeks ago 10.6 GB —IR7EZ{E L TLV3 ngf_tool
docker. elastic. co/kibana/kibana 8.8.1 33e5d657f95¢ 10 months ago 935 MB

docker. elastic. co/elasticsearch/elasticsearch 8.8.1 8552a239¢eele 10 months ago 1.34 GB
docker. elastic. co/logstash/logstash 7.6.0 799d4bde3bdd 4 years ago 830 MB

LE BT 1211f049de3ff) 2HAEENE L TV 5 ngf_tool @ IMAGE ID T,

WDa<wy RCH—ER&EEILELaTFTEFEIELET,

$ sudo systemct! stop IIm

26



BEBEL TV 5 ngf_tool ® 27 ) A A—T% IMAGE ID %4~ CHIBRL £,

$ sudo podman rmi <IRTEEIEL TV ngf_tool M > FF4 A—% IMAGE 1D>

(Bl) LATIEETHITToT, #EIC IMAGE ID ZE & #i 2 THEITL T ESNY,

$ sudo podman rmi 211fb49de3ff

BEFELTCWDEar T A A—=UMRHIREN, HiLWar T A—UNFETLHZ L 2EERLET,

$ sudo podman images

REPOSITORY TAG IMAGE ID CREATED SIZE

localhost/mylogstash latest 046fa73cb0d2 4 weeks ago 966 MB

localhost/ngf_tool-2 latest 23367634e850 2 minutes ago 10.6 GB

docker. elastic. co/kibana/kibana 8.8.1 33e5d657f95¢ 10 months ago 935 MB

docker. elastic. co/elasticsearch/elasticsearch 8.8.1 8552a239eele 10 months ago 1.34 GB
docker. elastic. co/logstash/logstash 7.6.0 799d4bde3bdd 4 years ago 830 MB

HLWar T A A=) x—2LET,

$ sudo podman tag ngf_tool-2:latest ngf_tool:1.3.1

LI T T A A—URBEFEEINTWNWDLZ L 2R LET,

$ sudo podman images

REPOSITORY TAG IMAGE ID CREATED SIZE

localhost/mylogstash latest 046fa73cb0d2 4 weeks ago 966 MB

localhost/ngf_tool-2 latest 23367634e850 2 minutes ago 10.6 GB

localhost/ngf_tool 1.3.1 23367634e850 3 weeks ago 10.6 GB <L W \a>TF A A —
docker. elastic. co/kibana/kibana 8.8.1 33e5d657f95¢ 10 months ago 935 MB

docker. elastic. co/elasticsearch/elasticsearch 8.8.1 8552a239eele 10 months ago 1.34 GB
docker. elastic. co/logstash/logstash 7.6.0 799d4bde3bdd 4 years ago 830 MB

WDa~<y RCTH—EAOHEHZITWVET,

$ sudo systemct! start |lm

3.3.9 OJEEETEENM

INEC Generative Al Framework 4> 7L 2 2 u 7EHEREEBMTA N 2R L, v VEHREEIT-
TLEE&EW,

3.3.10 FEMED 7 KL X

LU CTHIRE I3 T T
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RHEEHICIZLLTFO7 RLATT VA TXET,

o E P
https://<7s 2 k4 (FQDN)>/admin
THY Yy NERREILY — FRIEZIT) Z LN TEET,
WIHEE Y B ¥ b (cotomiadmin)X°, FHUIER T 2EHET WU R TT 7 BATEET,
FEAHIX TNEC Generative Al Framework & EREf = —F— X4 A K] #ZBIEI0,
®  Keycloak % P A
https://<7s A | 4 (FQDN)>/keycloak/admin
FIRET AT NEEHT D ID T X —OWRER R TE £,
Keycloak & # = —1—(keycloak) T7 7 &2 CT& £7,
® 1 /EH Kibana M
https://<7s % k42 (FQDN)>/kibana
I IRR, TANE B o Tr VEEAIT) ZENTEET,
ElasticSearch H## = — ' — FHIMER LIcBIEHEA2——TT7 7 A TEET,
FEAHIX TNEC Generative Al Framework v 7B <+ —F—XT A K] #ZBIEI0,
e M
https://<7k 2 k4 (FQDN)>/
Fry bRaA—A R TEREIT) ZENTEET,
BBUCET 2 M2 —Y =T m v b BHET W P TT 7 EATEET,
F£HIL TNEC Generative Al Framework —fikHif = —#—X A K| 2B I7ZS0,

®  RBRA LT v AERY —/LD URL
https://<7s 2 |4 (FQDN)>/indexer/
WREBA T w7 AERERRIE, THENEREZBRE ] THRIRT DL A Bk, EHROHIBRT S 2
ENTEDHRETT,
FEMIT TNEC Generative Al Framework WMZZA » 7 v 7 AERAKHE = — P — WA | 2B
Sy,

® APIIZHOWT

APl (2B 2 2£#M1% TNEC Generative Al Framework APl UV 77 Lo X @ [ 7 UV Z2&MR<
7230,
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4 FOAth

4.1 ESMPRO/ServerAgentService-f > X b—JL

ESMPRO/ServerAgentService (Linux R)IZEELER T2V 7 v =7 T,
AEEEICA A =T D5EITIE, 7T5MB A EDZEE FEPMLETT,

Starter Pack 12k S 71TV 5 TESMPRO/ServerAgentService A > A b L—3/ 3 >4 A K(Linux #%)l %
ZH LT, ESMPRO/ServerAgentService %1 A h—/L L TL 72X,

ESMPRO/ServerAgentService (Linux fil))23 A > A b —/L STV DR T D121, RO~ REFELT
LTLEEN,

$ sudo rpm —gqa | grep Esmpro—Provider

WD & 512, Esmpro-Provider /X» 75—V RRRINTHE A VA M= NAVFELTHLZ L EERLET,

Esmpro-Provider-"/8N—< 3 ViR

4.2 SSLY—)GEBREDEFHICDULT

SSL Y — GEAEZTH T 2541, V—E A&~y L2dRkEET  13.3.2 SSL Y —/ GiEBAZ e
B AEHL., VY—EREBBLTIEE N,
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