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Agentless Management Service (AMS)

iLO 7 Express5800 iStorage NS Agentless Management
Service AMS iLO NIC VNIC iLO VNIC
iLO

0os ( ) iLO ( )
Standard Program Package AMS

Starter Pack Version S8.10-014.01 AMS 4.20.0.0

Standard Program Package AMS
AMS OK
v iLO Web (
)
AMS
v 0S (ON)

0. TPM Visibility
Trusted Platform Module TPM

<ilo_username=> <ilo_password> iLO ( )

(1) POST <F9> System Utilities

(2) System Configuration > BIOS/Platform Configuration (RBSU) > Server Security
> Trusted Platform Module Options > Advanced Trusted Platform Module Options

3 Visible
TPM Visibility : Visible
(4) <F10=> <F12>



1.

amscli

1)
® \Windows OS

"¥Program Files¥OEM¥AMS¥Service¥”

# amscli appaccount create -u <ilo_username=> -p <ilo_password=>

® Linux OS

# amscli appaccount create -u <ilo_username=> -p <ilo_password=>

® VVMware ESXi / ESX OS

ESXi / ESX Shell

# /opt/amsdv/bin/amsdCli appaccount create -u <ilo_username= -p <ilo_password>

)]
® Windows OS Linux OS VMware ESXi / ESX OS

Account created Successfully.

Application account successfully created in iLO and stored in TPM.
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iLO Web (

AMS

(4) AMS

iLO NIC (VNIC) AMS iLO
o AMS OK
NEC C
NEC Corporation
NEC iLO 7
Sysia—P
) A
B
oK |
AMS OK
AMS OK
iLO
AMS
oS
iLO
iLO - iLO
AMS
® \Windows OS

Windows - - "Agentless Management Service"

® Linux OS

# systemctl restart smad

# systemctl restart amsd



® VMware ESXi / ESX OS

# /etc/init.d/amsdv restart



iLO NIC (VNIC)
iLO NIC (VNIC) iLO7

Application account successfully created in iLO and stored in TPM.
However, AMS service could not communicate with iLO using the generated Application account.

Therefore, AMS service will temporarily use the supplied iLO credentials.
iLO creadetials may need to be supplied again when the application and system restarts.

iLO
iLO iLO
0S iLO AMS

(1) iLO Web AMS
(2) 0S

® \Windows OS
# amscli appaccount delete

® Linux OS

# amscli appaccount delete

® VMware ESXi / ESX OS

# /opt/amsdv/bin/amsdCli appaccount delete

3

AppToken creation failed.

Therefore, AMS service will temporarily use the supplied iLO credentials.
iLO creadetials need to be supplied again when the application and system restarts.

iLO iLO
AMS oS iLO
AMS



(1) iLO Web AMS
(2) 0s

® \Windows OS
# amscli appaccount delete

® Linux OS

# amscli appaccount delete

® VMware ESXi / ESX OS

# /opt/amsdv/bin/amsdCli appaccount delete

3)

TPM Visible Hidden

¢)) Visible
(2) Visible O}

® \Windows OS
# amscli set -u <ilo_username=> -p <ilo_password>

® Linux OS

# amscli set -u <ilo_username=> -p <ilo_password>

® VMware ESXi/ ESX OS

# /opt/amsdv/bin/amsdCli set -u <ilo_username> -p <ilo_password=>

RBSU : TPM 2.0 Operation Clear

AMS
(1) iLO Web AMS
&)



6. BMC Configuration Utility : Set to factory defaults
AMS

(1) 0S

® \Windows OS
# amscli appaccount delete

® Linux OS

# amscli appaccount delete

® VMware ESXi/ ESX OS

# /opt/amsdv/bin/amsdCli appaccount delete

(2) 0S

7. OS

0S 0S
(ON)

(1) iLO Web AMS
(2) 0S

® \Windows OS
# amscli appaccount delete

® Linux OS

# amscli appaccount delete

® VMware ESXi / ESX OS

# /opt/amsdv/bin/amsdCli appaccount delete

(2) 0S



