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 │∂╘⌐ 

iLO─  
iLO │⁸Express ⌐♪כⱲכ◙Ᵽ─ⱴכ◘ כⱣכ◘♩כ⸗ꜞ╢™≡╣↕ ⱪ꜡☿♇◘כ≢

∆⁹iLO ╩כⱣכ◘╠⅛♩כ⸗ꜞ⁸│≢ ⅔╟┘ ≢⅝╕∆⁹iLO ⱴⱠכ☺ⱷfi♩│⁸◘כ

Ᵽכ⸗ꜞ╩כ♩⅛╠ ⁸ ⁸ ⁸⅔╟┘ ∆╢ ─ ╩ ∆╢ ⁹∆≢ꜟכ♠⌂

iLO Standard │⁸ ◖☻♩⅔╟┘ꜝ▬☿fi☻⌂⇔≢ Express ⌐Ᵽכ◘ ↕╣≡™╕

∆⁹ 

כⱣכ◘ ─ ╩ ⌐ ↕∑╢ ⌐│ꜝ▬☿fi☻⅜ ≢∆⁹ 

iLO─ ⌂  
Å ◘כⱣכ─  - iLO כⱣכ◘│ ─ ╩ ⇔≡ ⱨ□fi╩ ⇔⁸ ⌂◘

─כⱣכ ╩ ™╕∆⁹↕╠⌐▬fi☻♩כꜟ↕╣√ⱨ□כⱶ►▼▪≤♁ⱨ♩►▼▪─Ᵽכ

☺ꜛfi⁸ ⌐ ↕╣√ ⱨ□fi⁸ⱷ⸗ꜞ⁸Ⱡ♇♩꞉⁸◒כⱪ꜡☿♇◘⁸כ ꜚ♬♇

╙☻♃כ♥☻─≤⌂☻▬Ᵽ♦⁸☺כ꜠♩☻⁸♩ ⇔╕∆⁹ 

Å Agentless management - iLOⱨ□כⱶ►▼▪─RESTful API╛SNMP╩ ⇔⁸ⱱ☻♩OS

─ⱷ⸗ꜞ╛ⱪ꜡☿♇◘כ♁ꜞ─כ☻╩ ╦∏⌐ ≢⅝╕∆⁹∆═≡─ ⌂ ◘Ⱪ◦☻

♥ⱶ─ ⌐ ⅎ≡⁸ iLO│⁸ⱱ☻♩OS⅜▬fi☻♩כꜟ↕╣≡™⌂™ ≢╙⁸

ESMPRO/ServerManager─╟℮⌂ ♁ⱨ♩►▼▪⌐ SNMP ╩ ≢⅝╕∆⁹ 

Å ▬fi♥◓꜠כ♥♇♪ⱴⱠכ☺ⱷfi♩꜡◓ IML ≢כⱣכ◘ -  ⇔√▬ⱬfi♩╩ ⇔≡

™╕∆⁹SNMP ⁸Email▪ꜝכ⸗ꜞ┘╟⅔⁸♩כ♩ Syslog≢─ ╩ ∆╢↓≤⅜≢

⅝╕∆⁹ 

Å Active Health System(AHS)꜡◓ - AHS꜡◓│ Express◘כⱣ─Ɫכ♪►▼▪ ╩ ∆

╢ ⌐ ≤⌂╢ ⌂ (◦ꜞ▪ꜟ ⁸ ⁸ⱨ□כⱶ►▼▪/BIOS )⁸

iLO ▬ⱬfi♩꜡◓(IEL)⁸IML⁸ ꜡◓⌂≥╩ ╗Ᵽ▬♫ꜞהכⱨ□▬ꜟ≢∆⁹◘ⱳכ♩╩

∆╢ │⁸AHS ꜡◓ⱨ□▬ꜟ╩ NEC ⌐ ⁸╕√│ ⅜ ∆╢↓≤⅜№╡╕∆⁹ 

Å iLO  - iLO ╩ ∆╢≤⁸ ♁ⱨ♩►▼▪╩ ∑∏⌐ ⌐ כ◘─

Ᵽכ╩ ⅔╟┘ ∆╢↓≤⅜≢⅝╕∆⁹ 

Å ꜞ⸗כ♩◖fi♁כꜟ IRC ◒כⱠ♇♩꞉─≥כⱣכ◘ -  fi◖♩כ⸗ꜞ⁸┌╣№⅜

⁸╡╟⌐ꜟכ♁ ≥↓⅛╠≢╙ ⁸ ≡⇔☻☿◒▪⌐כⱣכ◘⌐ ╕√│ ≢

⅝╕∆⁹ 

Å ⱷ♦▫▪ - ꜞ⸗כ♩⅛╠ ⌂ ⱷ♦▫▪♦Ᵽ▬☻╩◘כⱣכ⌐ⱴ►fi♩≢⅝╕∆⁹ 

Å  - ꜞ⸗כ♩⅛╠ ⌐ ─כⱣכ◘ ╩ ≢⅝╕∆⁹ 

Å ♦ⱪ꜡▬ⱷfi♩≤ⱪ꜡ⱦ☺ꜛ♬fi◓ - iLO Advanced╩ ∆╣┌⁸ כⱣכ◘⌂ ⌐

⇔≡─ ⁸ⱨ□כⱶ►▼▪▪♇ⱪ♦⁸♩כ ╛ꜝ▬☿fi☻ ⅜≢⅝╢╒⅛⁸

⌐כⱣכ◘√╣↕ ⅜כⱣכ◘⁸≡⇔ ⅛○ⱨꜝ▬fi⅛⌐⅛⅛╦╠∏⁸ꜞ⸗כ♩

≢⅝╕∆⁹ 

Å ≤ ─כⱣכ◘ -  ╩ ⇔⁸◘ⱳכ◘╢™≡╣↕♩כⱣכ─

╩ ⇔╕∆⁹ 
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Å ꜚכ◙כ▪◌►fi♩ - ꜡כ◘ꜞ♩◒꜠▫♦│√╕ꜟ◌כⱦ☻─ꜚכ◙כ▪◌►fi♩╩ ⇔

≡⁸iLO ⌐꜡◓▬fi≢⅝╕∆⁹ 

Å Kerberos◘ⱳכ♩ - Kerberos ╩ ≢⅝╕∆⁹꜡◓▬fi ⌐[Zero Sign In]Ⱳ♃fi⅜

↕╣╕∆⁹ 

Å iLO ▬fi♃כⱨ▼▬☻◖fi♩꜡כꜟ - ☿◐ꜙꜞ♥▫╩ ∆╢√╘⌐⁸ ⇔√ iLO ▬fi♃

☻כ▼ⱨכ ╩ ╕√│ ⌐≢⅝╕∆⁹ 

Å ⱨ□כⱶ►▼▪  - ◖fiⱳכⱠfi♩╩ iLOꜞⱳ☺♩ꜞ┼─ ⁸ꜞⱳ☺♩ꜞ⅛╠─▬fi☻

ꜟכ♩ ⁸▬fi☻♩כꜙ◐ꜟכ─ ⁸ ⌂≥⅜≢⅝╕∆⁹ 

Å iLO◘כⱦ☻ⱳכ♩ - ◘ⱳכ♩↕╣≡™╢ USB Ethernet▪♄ⱪ♃כ╩ ⇔≡⁸iLO◘כⱦ

☻ⱳכ♩⌐◒ꜝ▬▪fi♩╩ ⌐כⱣכ◘⁸⇔ ▪◒☿☻⇔╕∆⁹╕√⁸USB ╩כ◐

⇔≡⁸Active Health System ꜡◓╩♄►fi꜡⁹∆╕⅝≢╙≥↓╢∆♪כ 

Å IPMI - iLOⱨ□כⱶ►▼▪│⁸IPMIⱣכ☺ꜛfi 2.0 ⌐ כⱣכ◘√⇔ ╩ ⇔╕

∆⁹ 

Å iLO RESTful API⅔╟┘ RESTful▬fi♃כⱨ▼כ♠☻כꜟ iLOrest  - iLO 5│⁸Redfish 

API ─ iLO RESTful API╩◘ⱳ⁹∆╕™≡⇔♩כ 

Å iLO Backup & Restore - ⌐Ᵽ♇◒▪♇ⱪ⇔√iLO ╩ ⌐╟╢ⱴ◙כⱲכ♪

⌂≥⌐ꜞ☻♩▪≢⅝╕∆⁹ 

Å Intelligent System Tuning1 - Intelligent System Tuning◘כⱣכ◘⁸│כⱣכ─Ɽⱨ◊כⱴfi

☻╩ ↕∑╢™ↄ≈⅛─ ⅛╠ ↕╣≡™╕∆⁹Jitter Smoothing(CPU )│⁸

◒꜡♇◒ ─ ⅜ ⌂ↄ ⇔√ ╩ ≢⅝╢◒꜡♇◒ ╩ ⇔≡

↕╢↓≤≢⁸ ╟╡ ™ ─ ╛┌╠≈⅝╩ ⇔╕∆⁹↕╠⌐Core 

Boosting(◖▪Ⱪכ☻♩ ╩♪כ⸗( ∆╢↓≤≢⁸◒꜡♇◒ ─ ╩ ⇔⁸

─ ╩♩♇ⱪכꜟ☻ ↕∑╕∆⁹Workload Matching(꞉כ꜡◒כ♪ )│⁸

꞉כ꜡◒כ♪ ─ ╩ ⇔√ⱪ꜡ⱨ□▬ꜟ╩ כⱣכ◘⁸⇔ ╩☻כ♁ꜞ

⌐ ⇔⁸♦ⱨ◊ꜟ♩ ╟╡╙ ─Ɽⱨ◊כⱴfi☻╩ ↕∑╕∆⁹ 

Å Performance Monitoring2 - Innovation Engine ─◘ⱳכ◘≡∫╟⌐♩כⱣכ≢◘ⱳכ♩↕╣

√☿fi◘כ⅛╠ ⇔√Ɽⱨ◊כⱴfi☻♦כ♃╩ ⇔╕∆⁹ ⌐♃כ♦√⇔ ≠™≡▪

╩♩כꜝ ≢⅝╕∆⁹ 

Å ּי NIC3 - ⱱ☻♩○Ɑ꜠כ♥▫fi◓◦☻♥ⱶ⅛╠iLO ⌐ ⌐▪◒☿☻⇔╕∆⁹ 

Å ⱨ□כⱶ►▼▪─ ≤ꜞ◌Ᵽꜞ4 - ⌂ⱨ□כⱶ►▼▪⌐│♦☺♃ꜟ ⅜↕╣≡⅔╡⁸

ⱨ□כⱶ►▼▪▪♇ⱪ♦כ♩ ⌐ⱨ□כⱶ►▼▪⅜ ↨╪↕╣√╙─⅛≥℮⅛╩ ⇔╕∆⁹

╙⇔ ⌂ⱨ□כⱶ►▼▪╩ ⇔√ ⌐│⁸▪♇ⱪ♦כ♩ ╩ ∑∏ ↕∑╕∆⁹

ꜟכꜙ☺◔☻ ╖╕√│○fi♦ⱴfi♪≢ⱨ□כⱶ►▼▪─ ☻◐ꜗfi╩ ⇔≡⁸ ⅜

↕╣√≤⅝⌐ ∆╢ꜞ◌Ᵽꜞ ╩ ⇔╕∆5⁹ 

Å ↨ ᶉḲ᷀ḘḲ - ─ ⌐ iLO ⱨ□כⱶ►▼▪╩ ⇔╕∆⁹ⱨ□כⱶ►▼▪⅜

⌂ ⁸ iLO ⱨ□כⱶ►▼▪│ ⌐ⱨꜝ♇◦ꜙ↕╣╕∆ iLO Standard ꜝ▬☿fi☻ ⁹ 

                                                
1 iLO 5 Firmware Version 1.40 Feb 05 2019  
2 iLO 5 Firmware Version 1.40 Feb 05 2019  
3 iLO 5 Firmware Version 1.40 Feb 05 2019  
4 iLO 5 Firmware Version 2.10 Oct 30 2019  
5 iLO 5 Firmware Version 2.10 Oct 30 2019  
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─כⱣכ◘ ⌐⁸◦☻♥ⱶ ROM ╩ ⇔╕∆⁹ ⌂◦☻♥ⱶ ROM ⅜ ↕╣⌂™

│כⱣ כ◘⁸≥ ≢⅝╕∑╪⁹ꜞ◌Ᵽꜞ○ⱪ◦ꜛfi6⌐│⁸▪◒♥▫Ⱪ⅔╟┘ ROM ─

☻꞉♇Ⱨfi◓╛⁸ⱨ□כⱶ►▼▪─ ☻◐ꜗfi≤ꜞ◌Ᵽꜞ▪◒◦ꜛfi─ ⌂≥⅜№╡╕

ꜟכꜙ☺◔☻⁹∆ ╖─ⱨ□כⱶ►▼▪ ☻◐ꜗfi≤ ꜞ◌Ᵽꜞ╩ ℮⌐│⁸ iLO 

Advanced ꜝ▬☿fi☻⅜ ≢∆⁹ 

Å ꞉כ꜡◒כ♪Ɽⱨ◊כⱴfi☻▪♪Ᵽ▬◙כ◘√╣↕ - 7כⱣכ꞉כ꜡◒כ♪ ╩ ⇔

╕∆⁹ ⌐♃כ♦ ≠⅝⁸ ─Ɽⱨ◊כⱴfi☻♅ꜙכ♬fi◓ ╩ ⇔√╡⁸

⇔√╡≢⅝╕∆⁹ 

Å ☿◐ꜙꜞ♥▫♄♇◦ꜙⱲ8♪כ - ⌂☿◐ꜙꜞ♥▫ ╩☻♃כ♥☻─ ⇔√╡⁸

⌂ꜞ☻◒⅜№╢⅛≥℮⅛ ╩ ⇔√╡⇔╕∆⁹ꜞ☻◒⅜ ↕╣√╠⁸ ≤◦☻

♥ⱶ☿◐ꜙꜞ♥▫╩ ↕∑╢ ⌐≈™≡─▪♪Ᵽ▬☻╩ ╢↓≤⅜≢⅝╕∆⁹ 

Å ☿◐ꜙꜞ♥▫  - ↔ ─ ⌐ ∫√☿◐ꜙꜞ♥▫ ╩ ⇔╕∆⁹iLO │⁸

♦ⱨ◊ꜟ♩ ─☿◐ꜙꜞ♥▫ ╛⁸ ☿◐ꜙꜞ♥▫⁸FIPS⁸CNSA9 ⌂≥─╟╡ ™

☿◐ꜙꜞ♥▫ ╩◘ⱳ⁹∆╕⇔♩כ 

ꜞ◌Ᵽꜞ○ⱪ◦ꜛfi10⌐│⁸▪◒♥▫Ⱪ⅔╟┘ ROM ─☻꞉♇Ⱨfi◓╛⁸ⱨ□כⱶ►▼▪

─ ☻◐ꜗfi≤ꜞ◌Ᵽꜞ▪◒◦ꜛfi─ ꜟכꜙ☺◔☻⁹∆╕╡№⅜≤⌂ ╖─ⱨ□כⱶ

►▼▪ ☻◐ꜗfi≤ ꜞ◌Ᵽꜞ╩ ℮⌐│⁸iLO Advanced ꜝ▬☿fi☻⅜ ≢∆⁹ 

 

 IPMI ⌐│ IPMI ⌐⅔↑╢Ɽ☻꞉כ♪Ɫ♇◦ꜙ╩ ↕╣╢ (CVE-2013-4786)

⅜ ╕╣≡™╕∆⁹ 

 

 

IPMI ─ │⁸RMCP+ Authenticated Key-Exchange Protocol (RAKP) ╩◘ⱳכ♩⇔≡

™╢√╘⁸Ɽ☻꞉כ♪Ɫ♇◦ꜙ╩ ↕╣╢⁸⅔╟┘○ⱨꜝ▬fiⱤ☻꞉כ♪ ╩

↕╣╢ ⅜ ⇔╕∆⁹ 

↓─ ⌐ ∆╢ │№╡╕∑╪⁹IPMI2.0 ─ ⱪ꜡☿☻│⁸◒ꜝ▬▪

fi♩ ⌐ ⅜כⱣכ◘≡↑⅜ ╩ꜙ◦♇SHA1⁸MD5Ɫ─♪כⱤ☻꞉─כ◙כꜚ√╣↕

◒ꜝ▬▪fi♩⌐ ╢─╩ ⇔≡™╕∆⁹BMC│⁸ כfi♩─Ɽ☻꞉►◌כ◙כꜚ√╣↕

♪Ɫ♇◦ꜙ╩ ⇔╕∆⅜⁸↓─Ɽ☻꞉כ♪Ɫ♇◦ꜙ│⁸○ⱨꜝ▬fiⱤ☻꞉כ♪ ≢

∆↓≤⅜≢⅝╕∆⁹↓─ │⁸IPMI2.0 ─ ⌂ ≢IPMI2.0 ⅛╠ ∑∏↓─

╩ ∆╢↓≤│≢⅝╕∑╪⁹∕─√╘↓─ꜞ☻◒╩ ↕∑╢√╘ ╩ ℮↓≤╩

⇔╕∆⁹ 

Å IPMI╩ ⇔⌂™ ⁸IPMI over LAN ╩ ⇔≡ↄ∞↕™⁹iLO Web▬fi♃כⱨ▼

╩[ IPMI/DCMI over LAN]≢☺כⱭ[Access Settings]-[Security]─☻כ ∆╢↓≤

⅜≢⅝╕∆⁹♦ⱨ◊ꜟ♩│ ≢∆⁹ 

Å ─ iLOⱨ□כⱶ►▼▪╩ ⇔≡ↄ∞↕™⁹ 

                                                
6 iLO 5 Firmware Version 2.10 Oct 30 2019  
7 iLO 5 Firmware Version 1.40 Feb 05 2019  
8 iLO 5 Firmware Version 1.40 Feb 05 2019  
9 iLO 5 Firmware Version 2.10 Oct 30 2019  
10 iLO 5 Firmware Version 2.10 Oct 30 2019  
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Å ◦☻♥ⱶ⁸Ⱡ♇♩꞉כ◒ ─Ɽ☻꞉כ♪ ⌐⅔™≡ ⌂ ╩≤∫≡ↄ∞↕™⁹

⌂Ɽ☻꞉כ♪╩ ⇔≡ↄ∞↕™⁹ 

Å IPMI╩ ∆╢ ⁸iLO ▬fi♃כⱨ▼כ☻┼─▪◒☿☻╩ ⇔⁸ ─ⱴⱠכ

☺ⱷfi♩ LAN/VLAN⁸▪◒☿☻ ꜞ☻♩(ACL)╕√│ VPN╩ ⇔≡ↄ∞↕™⁹ 

 

: 

 ̧ ─כⱣכ◘ │⁸iLO─ꜞ☿♇♩╩ ⇔⌂™╟℮⌐⇔≡ↄ∞↕™⁹

Web▬fi♃כⱨ▼כ☻─[Information]-[Overview]Ɑכ☺─ UUID⁸UUID

─ ⌐⅔™≡⁸ ⌂ ⅜ ↕╣╢ ⅜№╡╕∆⁹ 

 ̧ ⌐ iLOⱨ□כⱶ►▼▪ 1.40 Feb 05, 2019 ⅜ ↕╣≡™╢

⁸Web▬fi♃כⱨ▼כ☻┼꜡◓▬fi⇔√ ⌐ ─ iLO☿◐ꜙꜞ♥▫

( ⱴ⁸(◒כ ┘[Information]-[Security Dashboard]─☻♥כ♃☻⅜ꜞ☻

◒ ≤⇔≡ ↕╣╕∆⁹⅔ ─☿◐ꜙꜞ♥▫ⱳꜞ◦כ⌐ ∂≡☿◐

ꜙꜞ♥▫ ╩⅔ ™⇔╕∆⁹ ─ ⌐ ⇔≡│⁸₈☿◐ꜙꜞ♥

▫♄♇◦ꜙⱲכ♪ ₉╩ ⇔≡ↄ∞↕™⁹ 

 ̧ iLO─ SNTP─ ⅜ ╦╣≡™⌂™ ⁸iLO─ꜞ☿♇♩╩ ℮≤ iLO─

([Information]-[Overview]-[Status]-[iLO Date/Time]⁸[Information]-

[iLO Event Log]-[Last Update])⅜∏╣≡⇔╕℮ ⅜№╡╕∆⁹Web▬fi

≢☻כ▼ⱨכ♃ SNTP ╩⇔≡ ↄ↓≤╩ ⇔╕∆⁹ 

 ̧ ⱨ□▬Ᵽכ♅ꜗⱠꜟ▪♄ⱪ♃כ⅜ ↕╣≡™╢ ⌐ iLOⱨ□כⱶ

►▼▪ 1.40 Feb 05, 2019⅜ ↕╣≡⁸iLO Web▬fi♃כⱨ▼כ☻─

⌐ ⅜ ↕╣≡™╢ ⁸[System Information]-[Network]≢

↕╣╢ⱨ□▬Ᵽכ♅ꜗⱠꜟ▪♄ⱪ♃כ─ⱳכ♥☻─♩כ♃☻⌐ò♄►fiò≢│

⌂ↄò ┼ò⅜ ↕╣╢ ⅜№╡╕∆⁹↓╣│ FC◌כ♪─ⱳכ♩─

⅜ò♄►fiò ≢№╢↓≤╩ ⇔╕∆⁹ 

 ̧ iLO─ ꜝ▬☿fi☻⅜▬fi☻♩כꜟ↕╣≡™╢ ⌐ iLOⱨ□כⱶ►

▼▪ 1.40 Feb 05, 2019 ⅜ ↕╣≡™╢ ⁸iLO Web▬fi♃כⱨ▼

►♄╠⅛[Downgrade Policy]-[Update Service]-[Access Settings]─☻כ

fi◓꜠כ♪ⱳꜞ◦כ─ ⅜ ≤⌂╡╕∆⁹ ⌐[Permanently 

disallow downgrades]╩ ∆╢≤⁸iLO⌐ ⇔≡ ⌂ ⅜ ╦╣╕

∆⁹ ⌐♄►fi◓꜠כ♪╩ ∆╢╟℮⌐ ⇔√ │⁸iLO▬fi♃כⱨ

╛☻כ▼ ─↓╠⅛▫♥ꜞ▫♥כꜚ ─ ╩ ℮↓≤⅜≢⅝⌂ↄ⌂

╡╕∆⁹iLO╩ ─♦ⱨ◊ꜟ♩ ⌐ ⇔≡╙⁸↓─ │ꜞ☿♇♩↕

╣╕∑╪⁹ ⌐[Permanently disallow downgrades]╩ ⇔⌂™≢ↄ∞

↕™⁹ 

 

ROMⱬכ☻─ ▫♥ꜞ▫♥כꜚ BMC ▫♥ꜞ▫♥כꜚ  
◦☻♥ⱶꜚכ♥▫ꜞ♥▫ ─ BMC ╩▫♥ꜞ▫♥כꜚ ⇔≡⁸Ⱡ♇♩꞉כ◒Ɽꜝⱷ⁸כ♃כ

ꜟⱣכ꜡◓ (BMC ⁸BMC ☻כ▼ⱨכ♃⁸BMC Web▬fi▫♥ꜞ▫♥כꜚ ─ /

⁸◦ꜞ▪ꜟ CLI ─ BMC⁸BMC ⌐▫♥ꜞ▫♥כꜚ ╦╢ ◌▪כ◙כꜚ┘╟⅔⁸(

►fi♩╩ ≢⅝╕∆⁹ 

BMC ⁸│▫♥ꜞ▫♥כꜚ ─ iLO☿♇♩▪♇ⱪ─√╘⌐↔ ™√∞ↄ╙─≢⁸ ⌂

iLO ⅜כⱣכ◘│▫♥ꜞ▫♥כꜚ─╠╣↓⁹╪∑╕╡№│≢─╙─╘√─ ∆╢≤⅝⌐

╩ꜟכ♁fi◖♩כ⸗ꜞ⁸⅝≢ ╠⅛♩כ⸗ꜞ≡⇔ ≢⅝╕∆⁹ 
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⅜כ◙כꜚ ROM ⱬכ☻─ ╩fi▬◓꜡⌐⅝≥╢∆☻☿◒▪⌐▫♥ꜞ▫♥כꜚ ≤∆╢╟℮ 

iLO ╩ ⌐כ◙כꜚ─≡═∆│√╕⁹∆╕⅝≢⅜≥↓╢∆ ╩▫♥ꜞ▫♥כꜚ≡⇔ ⌐∆╢

↓≤⅜≢⅝╕∆⁹↓╣╠─ │⁸iLO▪◒☿☻○ⱪ◦ꜛfi≢ ≢⅝╕∆⁹BMC ▫♥כꜚ

ꜞ♥▫╩ ⌐∆╢≤⁸iLO ☿◐ꜙꜞ♥▫╩ ⌐∆╢╟℮◦☻♥ⱶⱷfi♥♫fi☻☻▬♇♅⅜

↕╣⌂™⅛⅞╡⁸ⱱ☻♩⅛╠─ ╩ ⇔╕∆⁹ ⌐≈™≡│⁸ ─ⱷfi♥♫fi

☻●▬♪╩ ↄ∞↕™⁹ 

 

iLO▪◒☿☻─  

iLO RESTful API 
iLO⌐│⁸Redfish 1.0 ≢№╢ iLO RESTful API⅜ ╕╣≡™╕∆⁹iLO RESTful API│⁸◘כ

Ᵽכ ╠⅛ꜟכ♠ ∆╢↓≤≢⁸iLO ─כⱣכ◘≢ ⁸▬fiⱬfi♩ꜞ⁸⅔╟┘ ╩

≢⅝╢ ▬fi♃כⱨ▼⁹∆≢☻כRESTful ▬fi♃כⱨ▼כ♠☻כꜟ iLOrest ⌂≥─

REST/Redfish◒ꜝ▬▪fi♩│⁸HTTPS ╩ iLO Web◘כⱣכ⌐ ⇔≡ JSON ♃כ♦─

╩GET⅔╟┘ PATCH╩ ™⁸UEFI BIOS ⌂≥─◘ⱳכ♩↕╣╢ iLO≤◘כⱣכ─ ╩

⇔╕∆⁹ 

◘ⱳכ♩↕╣≡™╢ HTTPS ─ ≤⇔≡│⁸GET⁸PUT⁸POST⁸PATCH⁸⅔╟┘ DELETE

⌂≥⅜№╡╕∆⁹ 

iLO Standardꜝ▬☿fi☻≢ ⌐⌂╢ iLO─∆═≡─ ⌐│⁸RESTful▬fi♃כⱨ▼כ♠☻כ

ꜟ╩ ⇔≡▪◒☿☻≢⅝╕∆⁹iLO Scale-Out⁸iLO Essentials⁸iLO Advancedꜝ▬☿fi☻⌐

╟∫≡ ⌐⌂╢ ⌐▪◒☿☻∆╢⌐│⁸ꜝ▬☿fi☻╩▬fi☻♩כꜟ∆╢ ⅜№╡╕∆⁹

⇔ↄ│⁸₈iLOꜝ▬☿fi☻₉╩ ⇔≡ↄ∞↕™⁹ 

RESTful ▬fi♃כⱨ▼כ♠☻כꜟ 
RESTful▬fi♃כⱨ▼▬☻♠כꜟ iLOrest כⱣכ◘⁸│ ♃☻◒╩ ∆╢√╘─☻◒ꜞ

ⱪ♩♠⁹∆≢ꜟכ iLO RESTful API╩ ⇔√ ─ ↕╣√◖ⱴfi♪╩ ⇔╕∆⁹ 

 

≢♩כ⸗ꜞ⁸│ꜟכ♠─↓ ∆╢√╘⌐◖fiⱧꜙכ♃כ⌐▬fi☻♩⁸╙≥↓╢∆ꜟכWindows

╕√│ Linux○Ɑ꜠כ♥▫fi◓◦☻♥ⱶ╩ ≥↓╢∆ꜟכ♩☻fi▬⌐ꜟ◌כ꜡⌐כⱣכ◘√⇔

╙≢⅝╕∆⁹ RESTful ▬fi♃כⱨ▼⁸│ꜟכ♠☻כ ╩ ∆╢√╘⌐⁸▬fi♃ꜝ◒

♥▫Ⱪ⸗⁸♪כ☻◒ꜞⱪ♩ ╩♪כ⸗☻כ⁸ⱨ□▬ꜟⱬ♪כ⸗ ⇔╕∆⁹ 

iLO☻◒ꜞⱪ♥▫fi◓≤◖ⱴfi♪ꜝ▬fi 
iLO ◖ⱴfi♪ꜝ▬fi♠כꜟ╩ ⇔≡⁸ ╩כⱣכ◘─ ⇔√╡⁸♦ⱪ꜡▬ⱷfi♩ⱪ꜡☿☻

⌐ ╩ ╖ ╩Ⱪ◦☻♥ⱶ◘╛כⱣכ◘⁸╡∞╪ ∆╢↓≤⅜≢⅝╕∆⁹ 

iLO ☻◒ꜞⱪ♥▫fi◓/◖ⱴfi♪ꜝ▬fi●▬♪⌐│⁸◖ⱴfi♪ꜝ▬fi▬fi♃כⱨ▼כ☻╕√│☻◒

ꜞⱪ♥▫fi◓▬fi♃כⱨ▼כ☻╩ ∂≡ iLO ╩ ∆╢√╘⌐ ≢⅝╢ ⌐ꜟכ♠┘╟⅔

∆╢ ⅜ ↕╣≡™╕∆⁹ 
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 iLO☿♇♩▪♇ⱪ 

iLO╩☿♇♩▪♇ⱪ∆╢√╘─  
iLOⱴⱠכ☺ⱷfi♩ⱪ꜡☿♇◘כ╩☿♇♩▪♇ⱪ∆╢ ⌐⁸Ⱡ♇♩꞉כ◒≤☿◐ꜙꜞ♥▫─

╩ ╘╢ ⅜№╡╕∆⁹ ─ ⌐ ⇔≡™ↄ≤⁸iLO─ ⅜ ╠⅛⌐⌂╡╕

∆⁹ 

 

1. iLO│≥─╟℮⌐Ⱡ♇♩꞉כ◒⌐ ⇔╕∆⅛  

2. Ⱡ♇♩꞉כ◒ⱳכ♩ ≢ NIC♅כⱵfi◓╩ ≢⅝╕∆⅛  

3. iLO│≥─╟℮⌐ IP▪♪꜠☻╩ ⇔╕∆⅛  

4. ⌂▪◒☿☻☿◐ꜙꜞ♥▫≤⁸ ≥♩fi►◌▪כ◙כꜚ⌂ │ ≢∆⅛  

5. iLO─ ╩ꜟכ♠⌂℮╟─≤│⌐ ⇔╕∆⅛  

 

iLO─Ⱡ♇♩꞉כ◒ ─  

⁸iLO│ Ⱡ♇♩꞉כ◒╕√│ Ⱡ♇♩꞉כ◒ ─ ╩ ⇔≡Ⱡ♇♩꞉כ◒

⌐ ↕╣╕∆⁹ 

Ⱡ♇♩꞉כ◒ 

↓─ ≢│⁸ ⇔√Ⱡ♇♩꞉כ◒⌐ iLOⱳכ♩╩ ⇔╕∆⁹ Ⱡ♇♩꞉כ◒⅜ ⇔≡

™╢√╘⁸ ⅜ ⇔⁸≥─◖fiⱧꜙכ♃כ╩Ⱡ♇♩꞉כ◒⌐ ∆╢⅛╩ ⌐ ≢⅝

╢─≢⁸☿◐ꜙꜞ♥▫⅜ ↕╣╕∆⁹╕√⁸ Ⱡ♇♩꞉כ◒ ─Ɫכ♪►▼▪⌐ ⅜

⇔√ ─┼כⱣכ◘⁸│⌐ ⅜ ↕╣╕∆⁹↓─ ≢│⁸ Ⱡ♇♩꞉כ◒⅛╠

iLO⌐▪◒☿☻∆╢↓≤│≢⅝╕∑╪⁹ ─ Ⱡ♇♩꞉⁸│◒כiLO─ Ⱡ♇♩꞉כ◒

≢∆⁹ 

 

 1 Ⱡ♇♩꞉כ◒  

 

 
 

Ⱡ♇♩꞉כ◒ 

↓─ ≢│⁸NIC≤ iLOⱳכ♩─ ⅜ Ⱡ♇♩꞉כ◒⌐ ↕╣≡™╕∆⁹iLO≢│⁸↓

─♃▬ⱪ─ ╩ Ⱡ♇♩꞉כ◒ⱳכ♩ ≤ ┘╕∆⁹↓─ ⌐╟╡⁸Ⱡ♇♩꞉כ◒ ─

≥↓⅛╠≢╙ iLO⌐▪◒☿☻≢⅝╢√╘⁸iLO╩◘ⱳכ♩∆╢√╘⌐ ⌂Ⱡ♇♩꞉כ◒Ɫכ♪

►▼▪≤▬fiⱨꜝ☻♩ꜝ◒♅ꜗ─ ⅜ ↕╣╕∆⁹ 

↓─ ⌐│™ↄ≈⅛─ ⅜№╡╕∆⁹ 

Å Ⱡ♇♩꞉כ◒ ≢│⁸♩ꜝⱨ▫♇◒⌐╟∫≡ iLOⱤⱨ◊כⱴfi☻⅜ ∆╢ ⅜№

╡╕∆⁹ 

Express◘כⱣ 

 
 

Ⱡ♇♩꞉כ◒ 

  

Ⱡ♇♩꞉כ◒ 

 

◒ꜝ▬▪fi♩ 

 

◒ꜝ▬▪fi♩ 
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Å ◘כⱣכ─Ⱪכ♩ ⅔╟┘ OS─ NIC♪ꜝ▬Ᵽכ꜡─כ♪/▪fi꜡כ♪ ⌐⁸Ⱡ♇♩꞉כ◒⅛

╠ iLO⌐▪◒☿☻≢⅝⌂™ 2₩8 ⅜№╡╕∆⁹ 

 

 2 Ⱡ♇♩꞉כ◒  

 
 
 

iLO Ⱡ♇♩꞉כ◒ⱳכ♩ ─NIC♅כⱵfi◓ 

OS─ NIC♅כⱵfi◓│⁸◘כⱣכNIC─Ɽⱨ◊כⱴfi☻≤ ╩ ↕∑╢√╘⌐ ≢⅝

╢ ⌐כⱵfi◓─ⱷfiⱣכ♅⁹∆≢ iLO ─ Ⱡ♇♩꞉כ◒ⱳכ♩╩ ╗↓≤│≢⅝╕∆⅜⁸

iLO─ │ Ⱡ♇♩꞉כ◒ⱳכ♩≤⇔≡ ⇔√ⱳ⁹∆╕™⌂↓⅔≢╖─♩כ ∫≡⁸iLO

─ ≤⇔≡│⁸OS─ NIC ♅כⱵfi◓ ⌐╟╢ │ ↑╢↓≤│≢⅝╕∑╪⁹╕√⁸

│∆═≡ iLO─ Ⱡ♇♩꞉כ◒ⱳכ♩≢ ╦╣╢ ⅜№╡╕∆⁹ 

NIC♅כⱵfi◓─  

iLO⅜ Ⱡ♇♩꞉כ◒ⱳכ♩╩ ∆╢╟℮⌐ ↕╣≡™╢ ⌐ NIC♅כⱵfi◓⸗כ♪╩

∆╢≤⁸iLO─Ⱡ♇♩꞉כ◒ │⁸ ─ ≢Ⱪ꜡♇◒↕╣╕∆⁹ 

Ǔ ⇔√ NIC♅כⱵfi◓⸗⁸│≡∫╟⌐♪כiLO⅜ ↕╣≡™╢☻▬♇♅⌐╟∫≡⁸

iLO⅜ ∆╢╟℮⌐ ─כⱣכ◘╢™≡╣↕ NIC/ⱳכ♩⅛╠─♩ꜝⱨ▫♇◒⅜

↕╣╕∆⁹ 

Ǔ ⇔√ NIC♅כⱵfi◓⸗⁸│≡∫╟⌐♪כiLO╩ ≤∆╢∆═≡─♩ꜝⱨ▫♇◒

⅜⁸iLO⅜ ∆╢╟℮⌐ ↕╣≡™╢ NIC/ⱳכ♩ ─ NIC/ⱳכ♩⌐ ↕╣╕

∆⁹ 

Ǔ iLO≤◘כⱣכ│ ∂☻▬♇♅ⱳכ♩ ≢ ∆╢√╘⁸ ⇔√ NIC♅כⱵfi◓⸗

⅜♅♇▬☻⁸│≡∫╟⌐♪כ ∂☻▬♇♅ⱳכ♩ ─ 2≈─ ⌂╢ MAC▪♪꜠☻╩

⇔≡♩ꜝⱨ▫♇◒⌐ ⅎ╠╣╢╟℮⌐∆╢ ⅜№╡╕∆⁹LACP 802.3ad ─

─ ≢│⁸ ∂ꜞfi◒ ─ ─ MAC▪♪꜠☻⅜ ↕╣╕∑╪⁹ 

NIC♅כⱵfi◓⸗כ♪ 

NIC♅כⱵfi◓╩ ╩כⱣכ◘⌐℮╟╢∆ ∆╢ │⁸ ─●▬♪ꜝ▬fi⌐ ∫≡ↄ∞↕

™⁹ 

Ⱡ♇♩꞉כ◒ⱨ◊כꜟ♩♩꜠ꜝfi☻ 

≢כ♃ⱪ♄▪כꜞ⁸ⱪꜝ▬ⱴ│כⱣכ◘ ─ⱶכ♅⁹∆╕⇔ ─ NIC ☿◌fi♄ꜞכ▪♄ⱪ

כ♃ ╩◒♇▫ⱨꜝ♩כⱣכ◘⁸│ ∑∏⁸ ♩ꜝⱨ▫♇◒╩ ≢♪כ⸗─↓⁹∆╕⇔

│⁸iLO Ⱡ♇♩꞉כ◒ⱳכ♩⅜ ⇔ↄ ⇔╕∆⁹ 

iLO⅜ ⱪꜝ▬ⱴꜞכ▪♄ⱪ♃כ≤⇔≡ ∆╢ NIC/ⱳכ♩╩ ⇔╕∆⁹ 

 ◓Ᵽꜝfi◦fi ♪כ꜡

│כⱣכ◘ ─▪♄ⱪ♃כ╩ ⇔╕∆⅜⁸1 ▪♄ⱪ♃כ─╖╩ ≢♪כ⸗─↓⁹∆╕⇔

│⁸iLO Ⱡ♇♩꞉כ◒ⱳכ♩⅜ ⇔ↄ ⇔╕∆⁹ 

iLO⅜ ⱪꜝ▬ⱴꜞכ▪♄ⱪ♃כ≤⇔≡ ∆╢ NIC/ⱳכ♩╩ ⇔╕∆⁹ 

Express◘כⱣ 

Server NIC/iLO Ⱡ♇♩꞉כ◒ⱳכ♩ ◒ꜝ▬▪fi♩ 

 

Hub/Switch 
 
/  

Ⱡ♇♩꞉כ◒ 

 

◒ꜝ▬▪fi♩ 
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 ◓Ᵽꜝfi◦fi ♪כ꜡ ♩☻◦▪ ♅♇▬☻

─כ♃ⱪ♄▪כꜞ♄fi◌☿≥כ♃ⱪ♄▪כꜞ⁸ⱪꜝ▬ⱴ│≢♪כ⸗─↓ │№╡╕∑╪⁹∆═

≡─▪♄ⱪ♃כ♦⁸│כ♃─ ≢ ⇔™≤ ⅜♪כ⸗─↓⁹∆╕╣↕⌂ iLO Ⱡ♇♩꞉כ

◒ⱳכ♩ ≢ ╙ ≤⌂╢─│⁸iLO ↑─♩ꜝⱨ▫♇◒╩◘כⱣכNIC/ⱳכ♩─ 1≈─╖

⇔⅛ ⌐◓Ᵽꜝfi◦fi♪כ꜡♩☻◦▪♅♇▬☻⁹∆≢╘√™⌂⅝≢ ∆╢ ╩ ∆╢⌐

│⁸☻▬♇♅ⱬfi♄כ─ⱴ♬ꜙ▪ꜟ╩ ⇔≡ↄ∞↕™⁹ 
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iLO─IP▪♪꜠☻  

iLO ⅜Ⱡ♇♩꞉כ◒⌐ ↕╣≡⅛╠ iLO ┼─▪◒☿☻╩ ⌐∆╢⌐│⁸ ⱪ꜡☿☻╕√│

ⱪ꜡☿☻╩ ⇔≡ iLOⱴⱠכ☺ⱷfi♩ⱪ꜡☿♇◘כ⅜ IP▪♪꜠☻≤◘ⱩⱠ♇♩ⱴ☻◒╩

∆╢ ⅜№╡╕∆⁹ 

Å IP ▪♪꜠☻│⁸♦ⱨ◊ꜟ♩≢ ↕╣╕∆⁹iLO │⁸DNS ╕√│ DHCP ╠⅛כⱣכ◘

IP▪♪꜠☻≤◘ⱩⱠ♇♩ⱴ☻◒╩ ⇔╕∆⁹↓─ ⅜ ╙ ≢∆⁹ 

DHCP╩ ∆╢  

Å iLO ⱳ⁸│♩כDHCP ⌐כⱣכ◘ ↕╣≡™╢Ⱡ♇♩꞉כ◒⌐ ↕╣╢ ⅜№╡

╕∆⁹ ⌐ ╩ ╣╢ ⌐⁸iLO ⅜Ⱡ♇♩꞉כ◒⌐ ↕╣≡™╢ ⅜№╡╕∆⁹ 

iLO │⁸ ⅜ ↕╣√ ⌐ DHCP ╩ ⇔╕∆⁹ iLO ⅜ ⌐ ⇔√≤⅝⌐

DHCP ⌐ ⇔⌂™≤⁸90 ≢ ⅜ ↕╣╕∆⁹ 

Å DHCP◘כⱣ⁸│כDNS≤WINS ╩ ∆╢╟℮⌐ ∆╢ ⅜№╡╕∆⁹ 

Å IP▪♪꜠☻│⁸Ⱡ♇♩꞉כ◒≢ DNS╕√│ DHCP◘כⱣכ╩ ≢⅝⌂™ ⌐

↕╣╕∆⁹ IP▪♪꜠☻│⁸◦☻♥ⱶꜚכ♥▫ꜞ♥▫ ─ BMC ╩▫♥ꜞ▫♥כꜚ

⇔≡ ≢⅝╕∆⁹ 

IP▪♪꜠☻─ ╩ ∆╢ │⁸iLO☿♇♩▪♇ⱪⱪ꜡☿☻╩ ∆╢ ⌐ IP▪♪

꜠☻⅜ ≢∆⁹ 

iLO─▪◒☿☻☿◐ꜙꜞ♥▫ 

─ ≢ iLO┼─▪◒☿☻╩ ≢⅝╕∆⁹ 

Å ꜡כ◌ꜟ▪◌►fi♩ - iLO⌐│⁸ 12─▪◌►fi♩╩ ≢⅝╕∆⁹↓╣│⁸ ╛

─╟℮⌂ ⌐ ╩♩fi►◌▪ꜟ◌כ꜡⁹∆≢ ⇔√꜡◓▬fi☿◐ꜙꜞ♥

▫│⁸iLO─▪◒☿☻ כ◙כꜚ≥ ⌐╟∫≡ ↕╣╕∆⁹ 

Å ♦▫꜠◒♩ꜞ◘כⱦ☻ - iLO ⌐ 6 ╩ⱪכꜟ◓ꜞ♩◒꜠▫♦─≈ ≢⅝╕∆⁹♦▫꜠◒

♩ꜞ╩ ⇔≡⁸iLO ─▪◒☿☻╩ ⇔╕∆⁹↓─ ⌐╟╡⁸ כ◙כꜚ─ ⅜

⌐⌂╡⁸◄fi♃כⱪꜝ▬☼ ─ iLO ♦Ᵽ▬☻─ ⌐ ╦∑≡ ⌐ ≢⅝╕∆⁹♦▫꜠

╩☻ⱦכ◘ꜞ♩◒ ∆╢ ─ │⁸ ⌂ↄ≤╙ 1 ꜟ◌כ꜡─≈ ▪◌►fi♩≢─

▪◒☿☻╩ ⌐∆╢↓≤╩ ⇔≡ↄ∞↕™⁹♦▫꜠◒♩ꜞ│⁸iLO ♦Ᵽ▬☻≤ꜚכ◙כ

─ ≢⅝⁸ ⌂Ɽ☻꞉כ♪ⱳꜞ◦כ╩ ≢⅝╕∆⁹ 

 

iLO☿◐ꜙꜞ♥▫─  

iLO─ꜚכ◙כ▪◌►fi♩ 

♦▫꜠◒♩ꜞ─ ≤   

iLO─  ꜟכ♠

iLO │⁸ ≤ ⌐↕╕↨╕⌂▬fi♃כⱨ▼כ☻╩◘ⱳ⁸│≢♪▬●─↓⁹∆╕™≡⇔♩כ

─▬fi♃כⱨ▼כ☻⌐≈™≡ ⇔╕∆⁹ 

Å iLO ─ Web ▬fi♃כⱨ▼⁸│☻כWeb Ⱪꜝ►◙כ╩ ⇔≡Ⱡ♇♩꞉כ◒ ─ iLO⌐

≢⅝╢ ⌐ ⇔╕∆⁹╕√⁸iLO ⱴⱠכ☺ⱷfi♩ⱪ꜡☿♇◘כ─ ╩ ∆╢ ╙⁸

↓─ ╩ ≢⅝╕∆⁹ 
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Å ◦☻♥ⱶ ⅜ DHCP⁸DNS⁸╕√│WINS╩ ⇔⌂™ │⁸◦☻♥ⱶꜚכ♥▫ꜞ♥▫

─ BMC ╩▫♥ꜞ▫♥כꜚ ⇔≡ iLO─Web▬fi♃כⱨ▼כ☻┼─▪◒☿☻⌐

⌂ ─Ⱡ♇♩꞉כ◒ ╩ ™╕∆⁹ 

↓─●▬♪≢│ ⇔╕∑╪⅜⁸∕─ ⌐ ─ ○ⱪ◦ꜛfi⅜№╡╕∆⁹ 

Å iLO RESTful API - ◘כⱣכ ╠⅛ꜟכ♠ ∆╢↓≤≢⁸iLO ≢◘ⱳכ♩ Ᵽכ◘

─כ ⁸▬fiⱬfi♩ꜞ⁸⅔╟┘ ╩ ≢⅝╢ ▬fi♃כⱨ▼⁹∆≢☻כ 

Å ☻◒ꜞⱪ♥▫fi◓ה◖ⱴfi♪ꜝ▬fi - ☻◒ꜞⱪ♥▫fi◓ה◖ⱴfi♪ꜝ▬fi╩ ∆╢≤⁸

─ iLO ⱴⱠכ☺ⱷfi♩ⱪ꜡☿♇◘כ─ ⌂☿♇♩▪♇ⱪ╩ ℮↓≤⅜≢⅝╕∆⁹Ⱡ♇♩

꞉כ◒ ≢─ ⁸ ─ ─ ⁸ ╖─ⱱ☻♩⅛╠─ ⌂≥↕╕↨╕⌂

⅜ ≢∆⁹ 

─ ╩ ≢⅝╕∆⁹ 

Ǔ SMASH CLP - SSH╕√│ ◦ꜞ▪ꜟⱳכ♩⅛╠◖ⱴfi♪ꜝ▬fi⌐▪◒☿☻≢⅝╢≤

⅝⌐ ≢⅝╢◖ⱴfi♪ꜝ▬fiⱪ꜡♩◖ꜟ≢∆⁹ ⇔ↄ│⁸help ◖ⱴfi♪╩ ⇔≡ↄ

∞↕™⁹ 

 

BMC ╩▫♥ꜞ▫♥כꜚ ⇔√ iLO─☿♇♩▪♇ⱪ 

iLO─Web▬fi♃כⱨ▼כ☻╩ ⇔√ iLO─☿♇♩▪♇ⱪ 

☿♇♩▪♇ⱪ  
iLO │⁸♦ⱨ◊ꜟ♩ ─╕╕≢╙⁸╒≤╪≥─ ╩ ≢⅝╕∆⁹√∞⇔ iLO ≢│⁸ ─

─√╘⌐ ⌂◌☻♃ⱶ ⅜ ≢∆⁹↓─ ≢│⁸ ─ iLO ☿♇♩▪♇ⱪ ⌐

≈™≡ ⇔╕∆⁹ 

1. iLO╩Ⱡ♇♩꞉כ◒⌐ ⇔╕∆⁹ 

2. IP▪♪꜠☻╩ ⇔⌂™ │⁸BMC ╩▫♥ꜞ▫♥כꜚ ⇔≡ IP▪♪꜠☻

╩ ⇔╕∆⁹ 

♩fi►◌▪ꜟ◌כ꜡ .3 ╩ ∆╢ │⁸BMC ╩▫♥ꜞ▫♥כꜚ כ◙כꜚ≡⇔

▪◌►fi♩╩ ⇔╕∆⁹ 

4. iLO 5⌐♃▬ⱶ♂כfi╩ ⇔╕∆⁹iLO 5≢ ⇔™ ╩ ∆╢√╘⌐♃▬ⱶ♂כfi─

⅜ ⌐⌂╡╕∆⁹ 

5. ○ⱪ◦ꜛfi iLOꜝ▬☿fi☻╩▬fi☻♩⁹∆╕⇔ꜟכ 

6. ⌂ ⁸iLO♪ꜝ▬Ᵽכ╩▬fi☻♩⁹∆╕⇔ꜟכ 

 

iLO♪ꜝ▬Ᵽכ 

iLO─♃▬ⱶ♂כfi╩  
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iLO╩Ⱡ♇♩꞉כ◒┼  
Ⱡ♇♩꞉כ◒╕√│ ─ Ⱡ♇♩꞉כ◒╩ ⇔≡ iLO╩Ⱡ♇♩꞉כ◒⌐ ⇔╕∆⁹ 

Å Ⱡ♇♩꞉⁸│≢◒כ ⇔√Ⱡ♇♩꞉כ◒⌐ iLOⱳכ♩╩ ⇔╕∆⁹  1╩

⇔≡ↄ∞↕™⁹ 

Å Ⱡ♇♩꞉כ◘⁸│≢◒כⱣכNIC ≤ iLO Ⱡ♇♩꞉כ◒ⱳכ♩─ ╩Ⱡ♇♩꞉כ◒

⌐ ⇔╕∆⁹  2╩ ⇔≡ↄ∞↕™⁹ 

 

iLO─Ⱡ♇♩꞉כ◒ ─  

BMC ╩▫♥ꜞ▫♥כꜚ ⇔√iLO─☿♇♩▪♇ⱪ 
╘≡ iLO╩☿♇♩▪♇ⱪ∆╢ ≤⁸DHCP⁸DNS⁸╕√│WINS ╩ ⇔⌂™ ⌐ iLO

─Ⱡ♇♩꞉כ◒Ɽꜝⱷכ♃כ╩ ∆╢ │⁸◦☻♥ⱶꜚכ♥▫ꜞ♥▫ ─ BMC ♥כꜚ

▫ꜞ♥▫╩ ∆╢↓≤╩⅔∆∆╘⇔╕∆⁹BMC ╩▫♥ꜞ▫♥כꜚ ⇔≡ iLO Web▬fi

⌐╘√╢∆☻☿◒▪┼☻כ▼ⱨכ♃ ⌂ ─ ╩ ∫√ ⌐⁸iLO Web▬fi♃כⱨ▼

 ↄ∞↕™⁹≡⇔☻☿◒▪┼☻כ

BMC ╩▫♥ꜞ▫♥כꜚ ⇔√ IP▪♪꜠☻─  
↓─ │⁸ IP ▪♪꜠☻╩ ∆╢ ⌐─╖ ≢∆⁹ IP ▪♪꜠☻╩ ∆╢

│⁸DHCP ◘כⱣכ⌐╟∫≡ iLO─ IP▪♪꜠☻⅜ ⌐ ╡ ≡╠╣╕∆⁹ 

▬fi☻♩כꜟ╩ ⌐∆╢√╘⌐⁸iLO ≢│ DNS ╕√│ DHCP ╩ ∆╢↓≤╩⅔∆∆╘⇔╕

∆⁹ 

 

 

╩כⱣכ◘ .1 ∆╢⅛╕√│ ╩ ╣╕∆⁹ 

─כⱣכ◘ .2 POST ≢ F9◐כ╩ ⇔≡⁸◦☻♥ⱶꜚכ♥▫ꜞ♥▫╩ ⇔╕∆⁹ 

3. [◦☻♥ⱶ ] ≢ ⅝╕√│ ⅝─ ┘╟⅔כ◐ Enter ╩כ◐ ⇔≡[◦☻♥ⱶ

]Ÿ[BMC ⌐[ⱪ◦ꜛfi○◒כⱠ♇♩꞉]Ÿ[▫♥ꜞ▫♥כꜚ ⇔╕∆⁹ 

4. DHCP╩ ⌐⇔╕∆⁹ 

a. [DHCP ]≢[○ⱨ]╩ ⇔╕∆⁹ 

5. IP ▪♪꜠☻⁸◘ⱩⱠ♇♩ⱴ☻◒⁸⅔╟┘◕כ♩►▼▬─ IP▪♪꜠☻╩ ⇔╕∆⁹ 

a. [IP▪♪꜠☻]╩ ⇔╕∆⁹  

b. [◘ⱩⱠ♇♩ⱴ☻◒] ╩ ⇔╕∆⁹ 

c. [◕כ♩►▼▬ IP▪♪꜠☻]╩ ⇔╕∆⁹ 

6. F10 ◐כ╩ ⇔≡⁸ ╩ ⇔╕∆⁹ 

BMC ⁸≡∫╟⌐▫♥ꜞ▫♥כꜚ ─ ╩∆═≡ ∆╢⅛ ∆╢ⱷ♇☿כ

☺⅜ ↕╣╕∆⁹ 

7. Y ◐כ╩ ⇔≡ ╩ ⇔⁸ ⇔╕∆⁹ 

BMC ⁸╠⅛▫♥ꜞ▫♥כꜚ ╩ ∆╢√╘⌐ iLO╩ꜞ☿♇♩∆╢ ⅜№╢↓≤⅜

↕╣╕∆⁹ 
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:  ≢│ iLO─ ≤™℮ ≢ iLO─ꜞ☿♇♩≤™℮ ╩ ∆╢↓≤⅜№╡

╕∆⁹ 

 

8. Enter ◐כ╩ ⇔╕∆⁹ 

iLO ⅜ꜞ☿♇♩↕╣⁸iLO ☿♇◦ꜛfi⅜ ⌐ ⇔╕∆⁹  30 ≢ ∆╢↓≤⅜≢

⅝╕∆⁹ 

9. ─ ⱪ꜡☿☻╩ ⇔╕∆⁹ 

a. iLO ꜞ⸗כ♩◖fi♁כꜟ╩ ⇔╕∆⁹ 

BMC ⁸│▫♥ꜞ▫♥כꜚ ─☿♇◦ꜛfi⅛╠ ™√╕╕⌐⌂∫≡™╕∆⁹ 

b. ESC ◐כ╩ ⇔≡⁸[◦☻♥ⱶ ]Ɑכ☺⌐ ⇔╕∆⁹ 

c. ESC ◐כ╩ ⇔≡⁸◦☻♥ⱶꜚכ♥▫ꜞ♥▫╩ ⇔⁸ ─ ⱪ꜡☿☻╩ ⇔╕

∆⁹ 

BMC ╩▫♥ꜞ▫♥כꜚ ─♩fi►◌▪כ◙כꜚꜟ◌כ꜡√⇔

 

─♩fi►◌▪כ◙כꜚ  
╩כⱣכ◘ .1 ∆╢⅛╕√│ ╩ ╣╕∆⁹ 

≢ POST ─כⱣכ◘ .2 F9 ◐כ╩ ⇔≡⁸◦☻♥ⱶꜚכ♥▫ꜞ♥▫╩ ⇔╕∆⁹ 

3. [◦☻♥ⱶꜚכ♥▫ꜞ♥▫] ≢⁸[◦☻♥ⱶ ]Ÿ[BMC כ◙כꜚ]Ÿ[▫♥ꜞ▫♥כꜚ

]Ÿ[ꜚכ◙כ─ ]─ ⌐ ⇔⁸[Enter] ◐כ╩ ⇔╕∆⁹ 

4. ─ ─™∏╣⅛╩ ⇔⁸[Enter] ◐כ╩ ⇔╕∆⁹ 

Å [ꜚכ◙כ▪◌►fi♩ ] 

Å [ꜞ⸗כ♩◖fi♁כꜟ▪◒☿☻] 

Å [ ⅔╟┘ꜞ☿♇♩] 

Å [ ⱷ♦▫▪] 

Å [ ─ ] 

Å [ⱱ☻♩ BIOS] 

Å [ⱱ☻♩ NIC] 

Å [ⱱ☻♩☻♩꜠כ☺] 

5. ○ⱪ◦ꜛfi≢⁸ ─ ─™∏╣⅛╩ ⇔⁸[Enter] ◐כ╩╙℮ ⇔╕∆⁹ 

Å [│™] ♦ⱨ◊ꜟ♩ ─כ◙כꜚ─↓ -  ╩ ⌐⇔╕∆⁹ 

Å [™™ⅎ] - ↓─ꜚכ◙כ─ ╩ ⌐⇔╕∆⁹ 

6. ─○ⱪ◦ꜛfi⅛╠ ⇔⁸[Enter] ◐כ╩ ⇔╕∆⁹ 

Å [ כ◙כꜚ™⇔ ] 

Å [꜡◓▬fi ] 

Å [Ɽ☻꞉כ♪]≤ [Ɽ☻꞉כ♪─ ] 

─כ◙כꜚ™⇔ .7 ○ⱪ◦ꜛfi─ ╩ ⇔⁸[Enter] ◐כ╩ ⇔╕∆⁹ 
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8. ⌂ ╩♩fi►◌▪כ◙כꜚ─ ⇔⁸F10 ◐כ╩ ⇔╕∆⁹ 

9. ⱷ▬fiⱷ♬ꜙכ⅜ ↕╣╢╕≢⁸Esc ◐כ╩ ⇔╕∆⁹ 

10. ⱷ▬fiⱷ♬ꜙכ≢ [ ⇔≡ ╩ ]╩ ⇔⁸Enter ◐כ╩ ⇔╕∆⁹ 

11. ─ ╩ ╘╢ⱷ♇☿כ☺⅜ ↕╣√╠⁸Enter ◐כ╩ ╩▫♥ꜞ▫♥כꜚ≡⇔

⇔⁸ ⱪ꜡☿☻╩ ⇔╕∆⁹ 

 

iLOꜚכ◙כ  

 fi♩○ⱪ◦ꜛfi►◌▪כ◙כꜚ

─♩fi►◌▪כ◙כꜚ ╕√│  

1. ○ⱪ◦ꜛfi ╢∆☻☿◒▪♩כ⸗ꜞ⌐כⱣכ◘ ⁸iLO ꜞ⸗כ♩◖fi♁כꜟ☿♇◦ꜛfi╩

⇔╕∆⁹ 

╩כⱣכ◘ .2 ∆╢⅛╕√│ ╩ ╣╕∆⁹ 

≢ POST ─כⱣכ◘ .3 F9 ◐כ╩ ⇔≡⁸◦☻♥ⱶꜚכ♥▫ꜞ♥▫╩ ⇔╕∆⁹ 

4. [◦☻♥ⱶꜚכ♥▫ꜞ♥▫] ≢⁸[◦☻♥ⱶ ]Ÿ[BMC כ◙כꜚ]Ÿ[▫♥ꜞ▫♥כꜚ

]Ÿ[ꜚכ◙כ─ / ]╩ ⇔⁸[Enter] ◐כ╩ ⇔╕∆⁹ 

5. ╕√│ כ◙כꜚ╢∆ ─ [Action] ⱷ♬ꜙכ╩ ⇔⁸Enter ◐כ╩ ⇔╕∆⁹ 

6. ─™∏╣⅛╩ ⇔⁸Enter ◐כ╩ ⇔╕∆⁹ 

Å [ ⌂⇔] - ⱷ▬fiⱷ♬ꜙכ⌐ ╡╕∆⁹ 

Å [ ╩כ◙כꜚ─↓ - [ ⇔╕∆⁹ 

Å [ ╩כ◙כꜚ - [ ⇔╕∆⁹ 

7.  6 ≢─ ⌐ ∂≡⁸ ─™∏╣⅛─ ╩ ™╕∆⁹ 

Å [ ⌂⇔]╩ ⇔√ ⁸∕╣ ─ │ №╡╕∑╪⁹ 

Å [ ]╩ ⇔√ │⁸↓─Ɑכ☺≢ ╩ ∆╢≤⅝⌐ כ◙כꜚ╢∆ ⌐ⱴ

⅜◒כ ↑╠╣╕∆⁹ 

Å [ ]╩ ⇔√ │⁸꜡◓▬fi ⁸Ɽ☻꞉כ◙כꜚ│√╕⁸♪כ─▪◒☿☻ ╩

⇔╕∆⁹ 

8. ⌂ ╩♩fi►◌▪כ◙כꜚ─ ⇔⁸F10 ◐כ╩ ⇔╕∆⁹ 

9. ⱷ▬fiⱷ♬ꜙכ⅜ ↕╣╢╕≢⁸Esc ◐כ╩ ⇔╕∆⁹ 

10. ⱷ▬fiⱷ♬ꜙכ≢ [ ⇔≡ ╩ ]╩ ⇔⁸Enter ◐כ╩ ⇔╕∆⁹ 

11. ─ ╩ ╘╢ⱷ♇☿כ☺⅜ ↕╣√╠⁸Enter ◐כ╩ ╩▫♥ꜞ▫♥כꜚ≡⇔

⇔⁸ ⱪ꜡☿☻╩ ⇔╕∆⁹ 

 

iLOꜚכ◙כ   

 fi♩○ⱪ◦ꜛfi►◌▪כ◙כꜚ

Ɽ☻꞉כ♪⌐ ∆╢●▬♪ꜝ▬fi 



26  

iLO─Web▬fi♃כⱨ▼כ☻╩ ⇔√iLO─☿♇♩▪♇ⱪ 
Web Ⱪꜝ►◙כ╩ ⇔≡Ⱡ♇♩꞉כ◒ ─ iLO ⌐ ≢⅝╢ ⁸iLO Web▬fi♃כⱨ▼כ☻

╩ ⇔≡ iLO ╩ ≢⅝╕∆⁹╕√⁸iLO ⱴⱠכ☺ⱷfi♩ⱪ꜡☿♇◘כ─ ╩ ∆╢

╙⁸↓─ ╩ ≢⅝╕∆⁹ 

◘ⱳכ♩↕╣≡™╢Ⱪꜝ►◙כ╩ ⇔≡⁸♦ⱨ◊ꜟ♩─ DNS ⁸ꜚכ◙כ ⁸⅔╟┘Ɽ☻꞉

╩♪כ ⅔ fi♩⅛╠ iLO ⌐▪◒☿☻⇔╕∆⁹DNS▪▬ꜝ◒◒כⱠ♇♩꞉─♩כ⸗ꜞ⁸≡⇔

╟┘♦ⱨ◊ꜟ♩─ꜚכ◙כ▪◌►fi♩ ⌐≈™≡│⁸₈iLO⌐ ╘≡꜡◓▬fi∆╢ ₉

╩ ⇔≡ↄ∞↕™⁹ 

iLO⌐ ╘≡꜡◓▬fi∆╢  
iLO ⱨ□כⱶ►▼▪│⁸♦ⱨ◊ꜟ♩─ꜚכ◙כ ⁸Ɽ☻꞉⁸♪כ⅔╟┘ DNS ⅜ ⌐ ↕

╣≡™╕∆⁹♦ⱨ◊ꜟ♩─ꜚכ◙כ │⁸iLOⱴⱠכ☺ⱷfi♩ⱪ꜡☿♇◘כ╩ Ᵽכ◘╢∆

⌐כ ╡ ↑╠╣≡™╢◦ꜞ▪ꜟꜝⱬꜟⱪꜟ♃Ⱪ⌐ ↕╣≡™╕∆⁹↓╣╠─ ╩

⇔⁸Web Ⱪꜝ►◙כ╩ ⇔≡⁸Ⱡ♇♩꞉כ◒◒ꜝ▬▪fi♩⅛╠ꜞ⸗כ♩≢ iLO⌐▪◒☿☻⇔

≡ↄ∞↕™⁹ 

♦ⱨ◊ꜟ♩─ │ ─≤⅔╡≢∆⁹ 

Å ꜚכ◙כ  - Administrator 

Å Ɽ☻꞉כ♪ - ⌐ ╪∞  8 ⌐╟╢  

Å DNS  - BMCXXXXXXXXXXXX 12 ─ X│⁸◘כⱣכ─◦ꜞ▪ꜟ  

⇔ↄ⌂™ꜚכ◙כ ╛Ɽ☻꞉כ♪╩ ⇔√╡⁸꜡◓▬fi⌐ ⇔√╡∆╢≤⁸iLO │☿◐ꜙ

ꜞ♥▫ ╩ ⇔╕∆⁹꜡◓▬fi☿◐ꜙꜞ♥▫⌐≈™≡ ⇔ↄ│⁸₈꜡◓▬fi☿◐ꜙꜞ♥▫₉

╩ ⇔≡ↄ∞↕™⁹ 

  

: Ⱡ♇♩꞉כ◒╩ ⇔≡ ≢⅝╢ ⌐⅔™≡⁸∕─ Ɽ☻꞉כ♪╩ ─╕╕

⇔╕∆≤⁸ ─№╢ ⌐╟╢ ▪◒☿☻╩ ∆ꜞ☻◒⅜ ⇔╕∆⁹ ▪◒☿☻

⌐╟╡ ⅜ ∫ ╠╣╕∆≤⁸ ⅎ™─╖⌂╠∏⁸ ╛ ╩ ⇔≡◦☻♥ⱶ⌐

╩ ∂↕∑√╡⁸Ⱳ♇♩Ⱡ♇♩⌐╟╢◘▬Ᵽכ ─ ⌐ ↕╣√╡∆╢ ⅜№╡

╕∆⁹ 

 ─ Ɽ☻꞉⁸│♪כ№ↄ╕≢╙ ⌐⅔↑╢ ─√╘⌐ ↑╠╣≡™╕

∆⁹ ⌐ ∏Ɽ☻꞉כ♪ ╩ ∫≡ↄ∞↕™⁹╙⇔ Ɽ☻꞉כ♪─╕╕ ⇔≡

▪◒☿☻─ ⅜ ⇔√ ⁸ │ ─ ╩ ℮↓≤⅜≢⅝╕∑╪⁹ 

 ⌂⅔⁸Ɽ☻꞉כ♪ ╩ ∫≡╙⁸ ─ ™╙─ ─ ⌂™╙─ ╛ ⌐ ⅎ╠╣╢

╙─ Γ123456789Δ, ΓabcdefgΔ, ΓpasswordΔ, ΓAdministratorΔ ⌂≥ ≢│ ▪◒☿☻

─ ⅜ ≢∆⁹ ─ ™Ɽ☻꞉כ♪ 8 ≢ / / ─╙─╩

⌐ ⅝╕∆╟℮⅔ ™ ⇔╕∆⁹ 

⌐≈™≡│⁸₈iLO─ꜚכ◙כ▪◌►fi♩₉╩ ⇔≡ↄ∞↕™⁹ 

 iLO ╩ ─♦ⱨ◊ꜟ♩ ⌐ꜞ☿♇♩⇔√ │⁸ꜞ☿♇♩ ⌐♦ⱨ◊ꜟ♩─ iLO ▪◌

►fi♩ ╩ ⇔≡꜡◓▬fi⇔╕∆⁹ 
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iLOꜝ▬☿fi☻ ─  
iLO Standard │⁸ ◖☻♩╕√│ꜝ▬☿fi☻⌂⇔≢ Express ⌐Ᵽכ◘ ↕╣≡™╕

∆⁹↕╠⌐ ╩ ↕∑╢ ⌐│ꜝ▬☿fi☻⅜ ≢∆⁹ 

iLOꜝ▬☿fi☻ ╩ ∆╢⌐│⁸iLOꜝ▬☿fi☻╩▬fi☻♩⁹∆╕⇔ꜟכ 

 

iLOꜝ▬☿fi☻ 

iLO♪ꜝ▬Ᵽכ 
iLO ─♪ꜝ▬Ᵽכ≤⇔≡ iLO 5♅ꜗⱠꜟ▬fi♃כⱨ▼כ☻♪ꜝ▬Ᵽכ⅜ ↕╣≡™╕∆⁹iLO

│⁸ ─○Ɑ꜠כ♥▫fi◓◦☻♥ⱶ╩ ∆╢ ⇔√ⱴ▬◒꜡ⱪ꜡☿♇◘כ▪─↓⁹∆≢כ

│≥fi◓◦☻♥ⱶ▫♥כ꜠⁸ⱱ☻♩─○Ɑ│≢כꜗ♅◒♥◐ ⌂ↄ⁸iLO ─╒≤╪≥─ ╩

≢⅝╕∆⁹iLO 5 ♅ꜗⱠꜟ▬fi♃כⱨ▼כ☻♪ꜝ▬Ᵽ⁸│כAgentless Management Service

⌂≥─♁ⱨ♩►▼▪╛○fiꜝ▬fiROMⱨꜝ♇◦ꜙ◖fiⱳכⱠfi♩≤ iLO─ ╩ ⌐⇔╕∆⁹ 

EXPRESSBUILDER ⅔╟┘ StarterPack ╩ ⇔≡▬fi☻♩כꜟ╩ ℮≤ ⌐ ↕╣╕∆⁹

⌐≈™≡│⁸ OS─▬fi☻♩꜠כ◦ꜛfi●▬♪╩↔ ↄ∞↕™⁹ 

iLO♃▬ⱶ♂כfi  
iLO─♃▬ⱶ♂כfi╩ ⇔╕∆⁹Configure iLO Settings ╩ ≢כ◙כꜚ√∫ iLO─Web▬

fi♃כⱨ▼כ☻⌐꜡◓▬fi⇔≡ↄ∞↕™⁹iLO Ⱡ♇♩꞉כ◒ⱳכ♩╩ ⇔≡™╢ ⁸

[iLO Dedicated Network Port]ќ[SNTP]Ɑכ☺╩ ™≡ↄ∞↕™⁹iLO Ⱡ♇♩꞉כ◒ⱳכ♩

╩ ⇔≡™╢ │⁸[iLO Shared Network Port] ќ[SNTP]Ɑכ☺╩ ™≡ↄ∞↕™⁹ 

 

SNTP◘כⱣכ╩⅔ ™≢ iLO─ ╩ SNTP◘כⱣכ≤ ↕∑╢ │⁸SNTP◘כⱣכ─

╩ ∫≡ↄ∞↕™⁹ 

 

SNTP ─≥כⱣכ◘ ╩⅔ ™⌐⌂╠⌂™ │⁸[Use DHCPv4 Supplied Time 

Settings]≤ [Use DHCPv6 Supplied Time Settings]╩ [ ]⌐⁸ [Primary Time Server]≤

[Secondary Time Server]╩ ⌐⇔≡ↄ∞↕™⁹╕√⁸ ─Ɑכ☺─ ╩ ⇔⁸[Time 

Zone]─ ╩ ∫≡ↄ∞↕™⁹ 

 

[Time Zone]│⁸ [Use DHCPv4 Supplied Time Settings]≤ [Use DHCPv6 Supplied Time 

Settings]≤⅜[ ]⌂ ⌐─╖ ≢∆⁹ 

 

 iLO ⅜ ⇔™ ╩ ∆╢√╘⌐⁸SNTP ─≥כⱣכ◘ ╩ ╦⌂™ ≢╙♃

▬ⱶ♂כfi─ ⅜ ⌐⌂╡╕∆⁹ 
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(iLO 5 Firmware Version 1.30 May 31 2018 ─ ) 

1. iLO Web ▬fi♃כⱨ▼כ☻─[iLO Dedicated Network Port]ќ[SNTP]Ɑ⁸≡™⅔⌐☺כ[Use 

DHCPv4 Supplied Time Settings]≤[Use DHCPv6 Supplied Time Settings]╩[ ]⌐⇔≡

ↄ∞↕™⁹ 

2. BIOS/ⱪꜝ♇♩ⱨ◊כⱶ (RBSU)≢[Time Format]⌐[Local Time]╩ ⇔≡™╢ ⁸

[Local Time]⌐ ∆╢♃▬ⱶ♂כfi╩[Time Zone]⌐ ⇔≡ↄ∞↕™⁹ 

─ ⁸[Asia/Tokyo(GMT+09:00:00:00)]/[Osaka, Sapporo, Tokyo, Seoul, Yakutsk 

(GMT+09:00:00:00)] 11)╩ ⇔⁸[Apply]╩◒ꜞ♇◒⇔≡ↄ∞↕™⁹ 

BIOS/ⱪꜝ♇♩ⱨ◊כⱶ (RBSU)≢[Time Format]⌐[Coordinated Universal Time (UTC)]

╩ ⇔≡™╢ ⁸[Time Zone]⌐ BIOS/ⱪꜝ♇♩ⱨ◊כⱶ (RBSU)≢ ↕╣≡™╢

[Time Zone]≤ ∂ ⌐⇔≡ↄ∞↕™⁹ 

RBSU─[Time Zone] ⅜òUTC+09:00, Osaka, Sapporo, Tokyo, Seoul, Yakutskò─ ⁸iLO─

[Time Zone] ⌐│[Asia/Tokyo(GMT+09:00:00:00)]/[Osaka, Sapporo, Tokyo, Seoul, Yakutsk 

(GMT+09:00:00:00)] 12)╩ ⇔⁸[Apply]╩◒ꜞ♇◒⇔≡ↄ∞↕™⁹ 

3. [Reset iLO]╩◒ꜞ♇◒⇔≡⁸iLO╩ ⇔╕∆⁹ 

  

                                                
11 iLO 5 Firmware Version 2.10 Oct 30 2019  
12 iLO 5 Firmware Version 2.10 Oct 30 2019  
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BIOS/ⱪꜝ♇♩ⱨ◊כⱶ (RBSU)≢ [Time Format]⌐ [Coordinated Universal Time 

(UTC)]╩ ⇔≡™╢  
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(iLO 5 Firmware Version 1.20 Feb 02 2018 ─ ) 

BIOS/ⱪꜝ♇♩ⱨ◊כⱶ (RBSU)≢[Time Format]⌐[Local Time]╩ ⇔≡™╢ ⁸

[Time Zone]⌐[Unspecified Time Zone (GMT)]╩ ⇔≡ↄ∞↕™⁹ 

 BIOS/ⱪꜝ♇♩ⱨ◊כⱶ (RBSU) 

 

iLO Web▬fi♃כⱨ▼כ☻ 
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(iLO 5 Firmware Version 1.20 Feb 02 2018 ─ ) 

BIOS/ⱪꜝ♇♩ⱨ◊כⱶ (RBSU)≢[Time Format]⌐[Coordinated Universal Time (UTC)]

╩ ⇔≡™╢ ⁸[Time Zone]⌐BIOS/ⱪꜝ♇♩ⱨ◊כⱶ (RBSU)≢ ⇔√╙─≤

∂♃▬ⱶ♂כfi╩ ⇔≡ↄ∞↕™⁹ 

BIOS/ⱪꜝ♇♩ⱨ◊כⱶ (RBSU) 

 

iLO Web▬fi♃כⱨ▼כ☻ 

 

⁸[Apply]╩ ⇔⁸ ↑≡[Reset]╩ ⇔≡ↄ∞↕™⁹iLO ─ ⅜ ↕╣╕∆⁹

iLO ⅜ ⇔⁸Web ▬fi♃כⱨ▼כ☻⌐▪◒☿☻≢⅝╢╟℮⌐⌂╢╕≢⇔┌╠ↄ⅔ ∟ↄ∞↕

™⁹ 
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SNTP─  

iLO Web▬fi♃כⱨ▼כ☻─  
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 iLO Web▬fi♃כⱨ▼כ☻─  

iLO─Web▬fi♃כⱨ▼כ☻ 
iLO Web▬fi♃כⱨ▼כ☻╩ ⇔≡ iLO╩  ⁸SMASHꜟכ♁fi◖♩כ⸗ꜞ⁸√╕⁹∆╕⅝≢

CLP⁸╕√│ iLO RESTful API╩ ∆╢↓≤╙≢⅝╕∆⁹ 

Ⱪꜝ►◙כ─◘ⱳכ♩ 

iLO Web▬fi♃כⱨ▼⁸│≢☻כ ─ ╩ √∆Ⱪꜝ►◙כ⅜ ≢∆⁹ 

Å JavaScript - iLO─Web▬fi♃כⱨ▼⁸│☻כ◒ꜝ▬▪fi♩ JavaScript╩ ⌐ ⇔╕

∆⁹ 

Å Cookies - ─ ⅜ ⌐ ∆╢√╘⌐⁸Cookie╩ ⌐∆╢ ⅜№╡╕∆⁹ 

Å ⱳ♇ⱪ▪♇ⱪ►▫fi♪► - ─ ⅜ ⌐ ∆╢√╘⌐⁸ⱳ♇ⱪ▪♇ⱪ►▫fi♪►╩

⌐∆╢ ⅜№╡╕∆⁹ⱳ♇ⱪ▪♇ⱪⱩ꜡♇◒⅜ ⌐⌂∫≡™╢↓≤╩ ⇔≡ↄ∞

↕™⁹ 

Å TLS - iLO─Web▬fi♃כⱨ▼⁸│⌐╢∆☻☿◒▪⌐☻כⱩꜝ►◙כ≢ TLS 1.0 ╩

⌐∆╢ ⅜№╡╕∆⁹ 

iLO 5⅜◘ⱳכ♩∆╢Ⱪꜝ►◙⁸│כ ─Ⱪꜝ►◙כ─ ⌐⌂╡╕∆⁹ 

Å Microsoft Edge 

Å Mozilla Firefox 

Å Google Chrome mobile and desktop 

 

: Microsoft Edge 42Ⱪꜝ►◙כ ⌐☿◐ꜙꜞ♥▫ כꜝ◄─ ⅜ ↕╣

╢ ⁸" "╩◒ꜞ♇◒⇔⁸"↓─ Web Ɑכ☺─ ╩ ↑╢"╩◒ꜞ♇◒⇔≡ↄ∞

↕™⁹ ╖≢⌂™ ─ ⱳ♇ⱪ▪♇ⱪ╩ ↕∑⌂ↄ∆╢⌐│⁸ ╖

╩▬fi☻♩כꜟ⇔≡ↄ∞↕™⁹ 

iLO Web▬fi♃כⱨ▼כ☻┼─꜡◓▬fi 
1. https://<iLO ⱱ☻♩ ╕√│ IP ▪♪꜠☻> ╩ ⇔╕∆⁹ 

iLO─Web▬fi♃כⱨ▼כ☻─▪◒☿☻⌐│ HTTPS╩ ∆╢ ⅜№╡╕∆ HTTPS│

SSL ☿♇◦ꜛfi≢ ↕╣╢ HTTP≢∆ ⁹ 

iLO ꜡◓▬fiⱭכ☺⅜ ⅝╕∆⁹ ꜡◓▬fi☿◐ꜙꜞ♥▫Ᵽ♫כ⅜ ↕╣≡™╢ ⁸Ᵽ♫

│♩☻◐♥כ NOTICE☿◒◦ꜛfi⌐ ↕╣╕∆⁹ 

2. ─™∏╣⅛╩ ⇔╕∆⁹ 

Å ꜡◓▬fiⱭכ◙כꜚꜟ◌כ꜡│√╕ꜞ♩◒꜠▫♦⁸≢☺כ▪◌►fi♩ ≤Ɽ☻꞉כ♪╩

⇔≡⁸[Log In]╩◒ꜞ♇◒⇔╕∆⁹ 

Å [Zero Sign In]Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

iLO ⅜ Kerberos Ⱡ♇♩꞉כ◒ ⌐ ↕╣≡™╢ │⁸[Log In]Ⱳ♃fi─ ⌐

[Zero Sign In]Ⱳ♃fi⅜ ↕╣╕∆⁹[Zero Sign In]Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸ꜚכ◙

כ ≤Ɽ☻꞉כ♪╩ ⇔⌂ↄ≡╙⁸iLO⌐꜡◓▬fi≢⅝╕∆⁹ 
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꜡◓▬fi─☿◐ꜙꜞ♥▫≤꜡◓▬fi─ ⌐≈™≡ ⇔ↄ│⁸₈꜡◓▬fi☿◐ꜙꜞ♥▫₉⅔╟┘

₈꜡◓▬fi≤ iLO▪◒☿☻─ ₉╩ ⇔≡ↄ∞↕™⁹ 

꜡◓▬fi─ 1 ─ ⌐ ⇔≡⁸iLO ⱨ□כⱶ►▼▪│꜡◓▬fi─ ╩ ⇔╕∆⁹꜡◓▬fi

─ ⌐≈™≡ ⇔ↄ│⁸₈iLO▪◒☿☻─ ₉╩ ⇔≡ↄ∞↕™⁹ 

Ⱪꜝ►◙כ▬fi☻♃fi☻≤iLO─ ≢─Cookie─  

iLO⌐▪◒☿☻⇔⁸꜡◓▬fi∆╢≤⁸1≈─☿♇◦ꜛfi Cookie⅜⁸Ⱪꜝ►◙כ─▪♪꜠☻Ᵽכ≢

∂ iLO URL╩ ™≡™╢∆═≡─Ⱪꜝ►◙כ►▫fi♪►≢ ↕╣╕∆⁹↓─ ⁸ ™≡™

╢∆═≡─Ⱪꜝ►◙כ►▫fi♪►⅜ 1 ╩fiꜛ◦♇☿כ◙כꜚ─≈ ⇔╕∆⁹1 ≈─►▫fi♪►

≢꜡◓▪►♩∆╢≤⁸ ™≡™╢∆═≡─►▫fi♪►≢ꜚכ◙כ☿♇◦ꜛfi⅜ ⇔╕∆⁹ ⇔

™►▫fi♪►≢ fi∆╢≤⁸▬◓꜡≡⇔≥כ◙כꜚ─ ─►▫fi♪► ─☿♇◦ꜛfi⅜ ⅝ ⅎ

╠╣╕∆⁹ 

↓╣│⁸Ⱪꜝ►◙כ─ ⌂ ≢∆⁹iLO│⁸ ◒ꜝ▬▪fi♩ ─ ∂Ⱪꜝ►◙כ ─ 2

≈─ ⌂╢Ⱪꜝ►◙כ►▫fi♪►⅛╠  ⁹╪∑╕⇔♩כfi∆╢↓≤╩◘ⱳ▬◓꜡⅜כ◙כꜚ─

▬fi☻♃fi☻ 
iLO─Web▬fi♃כⱨ▼כ☻⅜ ─Ⱪꜝ►◙כ►▫fi♪►╕√│♃Ⱪ Ⱬꜟⱪⱨ□▬ꜟ⌂≥ ╩

ↄ ⁸↓─►▫fi♪►│⁸iLO┼─ ∂ ≤☿♇◦ꜛfi Cookie╩ ⇔╕∆⁹ 

iLO─Web▬fi♃כⱨ▼כ☻⌐꜡◓▬fi⇔≡™╢≤⅝⌐⁸ ≢ ⇔™Ⱪꜝ►◙כ►▫fi♪►╩

ↄ≤⁸ ─Ⱪꜝ►◙כ►▫fi♪►─ ▬fi☻♃fi☻⅜ ⅝╕∆⁹▪♪꜠☻Ᵽכ─♪ⱷ▬fi

⅜ ─Ⱪꜝ►◙כ☿♇◦ꜛfi≤ ∆╢ ⁸ ⇔™▬fi☻♃fi☻│ ─Ⱪꜝ►◙כ►▫fi♪►

≤☿♇◦ꜛfi Cookie╩ ⇔╕∆⁹ 

Cookie─  
꜡◓▬fi ⌐⁸꜡◓▬fiⱭ⁸│☺כ►▫fi♪►╩ iLO ⱨ□כⱶ►▼▪─ ⌂☿♇◦ꜛfi⌐ꜞfi

◒↕∑╢Ⱪꜝ►◙כ☿♇◦ꜛfi Cookie ╩ ⇔╕∆⁹ⱨ□כⱶ►▼▪│⁸Ⱪꜝ►◙כ꜡◓▬fi

╩⁸[Information]ќ[Session List]Ɑכ☺─[Current Session]☿◒◦ꜛfi⌐ ↕╣╢ ─☿♇

◦ꜛfi≤⇔≡ ⇔╕∆⁹ 

√≤ⅎ┌⁸User1 ⅜꜡◓▬fi∆╢≤⁸Web ⁸│כⱣכ◘ ─ ▪▬◖fi╩◒ꜞ♇◒⇔√ ⌐

User1 ≢꜡◓▬fi⇔≡™╢↓≤╩ ⇔⁸ ♫ⱦ◕כ◦ꜛfiⱭ▬fi─ ╩ ⇔⁸ ─►▫fi

♪►⌐Ɑכ♦☺כ♃╩ ∆ ⱨ꜠כⱶⱦꜙכ╩ ⇔╕∆⁹User1 ⅜ ꜞfi◒╩◒ꜞ♇◒∆╢

≤⁸Ɑכ♦☺כ♃⅜▪♇ⱪ♦⁹∆╕╣↕♩כ 

User1 ⅜꜡◓▬fi⇔≡™╢≤⅝⌐⁸User2 ⅜ ∂◒ꜝ▬▪fi♩≢Ⱪꜝ►◙כ►▫fi♪►╩ ™≡

꜡◓▬fi∆╢≤⁸ ─ User1☿♇◦ꜛfi≢ ↕╣√ Cookie│⁸2 ─꜡◓▬fi⌐╟∫≡

⅝↕╣╕∆⁹User2 ⅜ ╢№≢♩fi►◌▪כ◙כꜚ╢⌂ ⁸ ⌂╢ ─ⱨ꜠כⱶ⅜ ↕╣⁸

⇔™☿♇◦ꜛfi⅜ ↕╣╕∆⁹2 ─☿♇◦ꜛfi│⁸[Information]ќ[Session List]Ɑכ☺

─[Current Session]☿◒◦ꜛfi⌐⁸User2≤⇔≡ ↕╣╕∆⁹ 

2 ─꜡◓▬fi⌐╟∫≡⁸User1─꜡◓▬fi ⌐ ↕╣√ Cookie⅜ ⅝↕╣⁸ ⁸

─☿♇◦ꜛfi⅜ Ⱪꜝ►◙כ⅛╠ ╡ ↕╣≡™╕∆⁹↓─ │⁸User1 ─Ⱪꜝ►◙⁸⅜כ

[Logout]Ⱳ♃fi╩◒ꜞ♇◒∑∏⌐ ∂╠╣√ ≤ ∂≢∆⁹ Ⱪꜝ►◙כ⅛╠ ╡ ↕╣√ 

User1─☿♇◦ꜛfi│⁸♃▬ⱶ▪►♩⇔√≤⅝⌐ ↕╣╕∆⁹ 

Ⱪꜝ►◙כ─Ɑכ☺ ⅜ ⌐ ↕╣⌂™ ╡⁸ │ⱶכ꜠ⱨ─כ◙כꜚ─ ↕╣⌂

™─≢⁸User1 │⁸Ⱪꜝ►◙כ►▫fi♪►╩ ⇔≡ ╩ ↑╢↓≤⅜≢⅝╕∆⁹√∞⇔⁸Ⱪ

⌐←∆⁸│כ◙►ꜝ ≢⅝⌂™ ≢╙⁸∆≢⌐ User2 ─☿♇◦ꜛfi Cookie ╩ ⇔≡

⇔≡™╕∆⁹ 
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User1 ♪כ⸗─↓⅜ User2 ⅜꜡◓▬fi⇔≡☿♇◦ꜛfi Cookie ╩ꜞ☿♇♩⇔√√╘⌐ User1 ≤

User2⅜ ∂ⱪ꜡☿☻╩ ≢ ╩ ↑╢ ⁸ ─ ⌐⌂╢↓≤⅜№╡╕∆⁹ 

Å User1─☿♇◦ꜛfi│⁸User2⌐ ╡ ≡╠╣≡™╢ ╩ ⇔≡ ⌐ ⇔╕∆⁹ 

Å User1 ⅜ ⇔≡╙ User2 ─☿♇◦ꜛfi│ ↕╣╕∑╪⅜⁸User1 ─☿♇◦ꜛfi│♃▬ⱶ

▪►♩⌐⌂╢ ⅜№╡╕∆⁹ 

Å ≥∟╠⅛─►▫fi♪►⅜꜡◓▪►♩∆╢≤⁸ ─☿♇◦ꜛfi⅜ ⇔╕∆⁹꜡◓▪►♩⇔

⌂⅛∫√╒℮─►▫fi♪►≢─∕─ ─ │√╕♩►▪ⱶ▬♃⁸│כ◙כꜚ⁸≡∫╟⌐

♃▬ⱶ▪►♩⅜ ⇔√⅛─╟℮⌐⁸꜡◓▬fiⱭכ☺⌐ ↕╣╢↓≤⅜№╡╕∆⁹ 

Å 2 ─☿♇◦ꜛfi User2 ⅛╠[Logout]╩◒ꜞ♇◒∆╢≤⁸ ─ ⱷ♇☿כ☺⅜ ↕

╣╕∆⁹ 

Logging out: unknown page to display before redirecting the user to the login page. 

Å User2 ⅜⁸꜡◓▪►♩⇔√ ⌐ User3 ≤⇔≡꜡◓▬fi⇔⌂⅔∆≤⁸User1 │⁸User3 ─☿♇

◦ꜛfi╩ ⇔╕∆⁹ 

Å User1⅜꜡◓▬fi⇔≡™╢≤⅝⌐ User2⅜꜡◓▬fi∆╢ ⁸User1│⁸URL╩ ⇔≡▬

fi♦♇◒☻Ɑכ☺⌐ ∆╢↓≤⅜≢⅝╕∆⁹↓╣⌐╟╡⁸User1 │⁸꜡◓▬fi∑∏⌐ iLO

⌐▪◒☿☻⇔≡™╢⅛─╟℮⌂ ⌐⌂╡╕∆⁹ 

↓╣╠─ │⁸ ►▫fi♪►⅜ ™≡™╢ ╡ ↕╣╕∆⁹∆═≡─ │⁸ ─☿♇

◦ꜛfi Cookie☿♇♩╩ ⇔≡⁸ ⌐כ◙כꜚ∂ ↕∑╠╣╕∆⁹ 

─☿♇◦ꜛfiCookie─  
꜡◓▬fi ⌐ URL♫ⱦ◕כ◦ꜛfiⱣכ⌐ ─╟℮⌐ ∆╢≤⁸Ⱪꜝ►◙כ⌐ ─☿♇◦ꜛfi 

Cookie⅜ ↕╣╕∆⁹ 

javascript:alert(document.cookie) 

↕╣╢ ─ⱨ▫כꜟ♪⌐☿♇◦ꜛfi ID⅜ ↕╣╕∆⁹ ⌂╢Ⱪꜝ►◙כ►▫fi♪►≢☿

♇◦ꜛfi ID⅜ ∂≢№╢ ⁸↓╣╠─►▫fi♪►│ ∂ iLO☿♇◦ꜛfi╩ ⇔≡™╕∆⁹ 

F5◐כ╩ ∆⅛⁸[ ]Ÿ[ ─ ⌐ ]─ ⌐ ∆╢⅛⁸[ ─ ]Ⱳ♃fi╩◒ꜞ♇◒

∆╢↓≤⌐╟∫≡⁸Ⱪꜝ►◙כ─ ╩ ─כ◙כꜚ⁸≡⇔ ─ ID╩ ∆╢↓≤⅜≢⅝╕

∆⁹ 

Cookie⌐ ∆╢ ╩ ∆╢√╘─ⱬ☻♩ⱪꜝ◒♥▫☻ 

Å Ⱪꜝ►◙כ─▪▬◖fi╕√│◦ꜛכ♩◌♇♩╩♄Ⱪꜟ◒ꜞ♇◒⇔≡⁸꜡◓▬fi↔≤⌐ ⇔™

Ⱪꜝ►◙כ╩ ⇔╕∆⁹ 

Å Ⱪꜝ►◙כ►▫fi♪►╩ ∂╢ ⌐⁸◘▬fi▪►♩Ⱳ♃fi╩◒ꜞ♇◒⇔≡ iLO ☿♇◦ꜛfi╩

∂╕∆⁹ 

 

Web▬fi♃כⱨ▼כ☻ 

iLO─Web▬fi♃כⱨ▼⁸│☻כ ─ ⱪכꜟ◓╩ ⇔≡⅔╡⁸ ⌂♫ⱦ◕כ◦ꜛfi≤꞉

╩כ꜡ⱨ◒כ ⇔╕∆⁹▬fi♃כⱨ▼כ☻─ │⁸↓─Ɑכ☺─ ⌐№╢♫ⱦ◕כ◦ꜛfi

Ɑ▬fi⌐ ↕╣╕∆⁹ 
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 ̧ iLO 5 Firmware Version 1.40 Feb 05 2019  

 

 

 ̧ iLO 5 Firmware Version 1.43 May 23 2019  

 
 

 

 ̧ iLO 5 Firmware Version 2.10 Oct 30 2019  
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iLO─Web▬fi♃כⱨ▼כ☻╩ ∆╢ ⁸ ─ ⌐ ⇔≡ↄ∞↕™⁹ 

Å ⱷ♬ꜙכ╩◒ꜞ♇◒⇔≡ ↕╣√Ɑ⁸│⌐☺כ♃Ⱪⱷ♬ꜙ⁹∆╕╡№⅜כ♃Ⱪⱷ♬ꜙכ

╩◒ꜞ♇◒⇔≡⁸ ∆╢ iLO Web▬fi♃כⱨ▼כ☻Ɑכ☺╩ ⇔╕∆⁹ 

Å ╕√⁸iLO─∆═≡─Ɑכ☺⌐≈™≡ ─ ⅜ ↕╣≡⅔╡⁸iLO─ⱫꜟⱪⱭכ☺

⅛╠ ≢⅝╕∆⁹Ɑכ☺ ─Ⱬꜟⱪ⌐▪◒☿☻∆╢⌐│⁸∕─Ɑכ☺─ ⌐№╢ 

₈?₉▪▬◖fi╩◒ꜞ♇◒⇔╕∆⁹ 

iLO ─  

iLO─Web▬fi♃כⱨ▼כ☻⌐꜡◓▬fi∆╢≤⁸Ⱪꜝ►◙כ►▫fi♪►─ ⌐№╢ ╩

─ iLOⱭכ☺⅛╠ ≢⅝╕∆⁹ 

 

Å Power▪▬◖fi - ⌐▪◒☿☻∆╢⌐│⁸↓─ⱷ♬ꜙכ╩ ⇔╕∆⁹ 

Å UID▪▬◖fi - UIDꜝfiⱪ╩○fi/○ⱨ⌐∆╢⌐│⁸↓─Ⱳ♃fi╩ ⇔╕∆⁹ 

Å ▪▬◖fi - ↓─ⱷ♬ꜙכ╩ ⇔≡⁸ ╩ ∆╢⅛⁸[Administration]ќ

[Language]Ɑכ☺⌐ ⇔╕∆⁹↓─Ɑ⁸│≢☺כ Ɽ♇◒─▬fi☻♩⁸≥ꜟכ ─

╩ ℮↓≤⅜≢⅝╕∆⁹↓─○ⱪ◦ꜛfi│⁸ Ɽ♇◒⅜▬fi☻♩כꜟ↕╣≡™

╢ ─╖ ≢⅝╕∆⁹ 

Å iLO☿◐ꜙꜞ♥▫ - ☿◐ꜙꜞ♥▫♄♇◦ꜙⱲכ♪Ɑכ☺─ ⌂ ╩ ⇔╕∆⁹

↕╣╢ │⁸[OK]⁸[Ignored]⁸⅔╟┘[Risk]≢∆⁹◒ꜞ♇◒∆╢≤⁸[Security Dashboard]

Ɑכ☺⌐ ⇔╕∆⁹ 
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Å Ⱬꜟ☻▪▬◖fi - ◘כⱣכ─ⱨ□fi⁸ ☿fi◘⁸כ⅔╟┘ ─ ◘Ⱪ◦☻♥ⱶ─

⌂Ⱬꜟ☻☻♥כ♃☻╩ ∆╢⌐│⁸↓─▪▬◖fi╩ ⇔╕∆⁹▪▬◖fi│Ⱬꜟ☻

≡∫╟⌐☻♃כ♥☻ ⇔╕∆⁹▪▬◖fi╩◒ꜞ♇◒∆╢≤⁸ ◖fiⱳכⱠfi♩─☻

⅜☻♃כ♥ ↕╣╕∆⁹AMS ─◖fiⱳכⱠfi♩≢│⁸◖fiⱳכⱠfi♩╩ ∆╢

≤⁸◖fiⱳכⱠfi♩─☻♥כ♃☻⌐ ∆╢ ⅜ ↕╣╕∆⁹ 

Å ꜚכ◙כ▪▬◖fi -↓─▪▬◖fi╩◒ꜞ♇◒∆╢≤⁸ ─ ╩ ≢⅝╕∆⁹ 

Ǔ ─Web▬fi♃כⱨ▼כ☻☿♇◦ꜛfi⅛╠꜡◓▪►♩∆╢⌐│⁸ꜚכ◙כ▪▬◖fi

╩◒ꜞ♇◒⇔⁸[Logout]╩ ⇔╕∆⁹ 

Ǔ ▪◒♥▫Ⱪ⌂☿♇◦ꜛfi╩ fi╩◒ꜞ♇◒⇔⁸[Sessions]◖▬▪כ◙כꜚ⁸│⌐╢∆

╩ ⇔╕∆⁹ 

Ǔ ꜚכ◙כ▪◌►fi♩╩ ╕√│ fi╩◒ꜞ♇◒⇔⁸◖▬▪כ◙כꜚ⁸│⌐╢∆

[Settings]╩ ⇔╕∆⁹ 

Å Ⱬꜟⱪ▪▬◖fi -↓─▪▬◖fi╩◒ꜞ♇◒∆╢≤⁸ ─Ɑכ☺─○fiꜝ▬fiⱫꜟⱪ⅜

↕╣╕∆⁹ 

Å ▪▬◖fi - Ⱪꜝ►◙כ►▫fi♪►⅜ ↕∆⅞≡ⱨꜟⱭכ☺╩ ≢⅝⌂™ ⌐

↕╣╢↓≤⅜№╡╕∆⁹ 

iLO♫ⱦ◕כ◦ꜛfiⱭ▬fi 

iLO⌐│⁸ Ɑכ☺⅛╠▪◒☿☻ ≢ ⌂♫ⱦ◕כ◦ꜛfiⱭ▬fi⅜№╡╕∆⁹ 

Å ♫ⱦ◕כ◦ꜛfiⱭ▬fi─ ≤ ╩ ╡ ⅎ╢⌐│⁸iLO Web▬fi♃כⱨ▼כ☻─

⌐№╢▪▬◖fi╩◒ꜞ♇◒⇔╕∆⁹ 

 

Å ♫ⱦ◕כ◦ꜛfiⱭ▬fi╩ ⌐∆╢⌐│⁸X▪▬◖fi╩◒ꜞ♇◒⇔╕∆⁹ 

Å ♫ⱦ◕כ◦ꜛfiⱭ▬fi⌐│⁸ꜞ⸗כ♩◖fi♁כꜟ─◘ⱶⱠ▬ꜟ⅜ ◖♩כ⸗ꜞ⁹∆╕╣↕

fi♁כꜟ╩ ∆╢⌐│⁸◘ⱶⱠ▬ꜟ╩◒ꜞ♇◒⇔⁸ⱷ♬ꜙכ⅛╠◖fi♁כꜟ○ⱪ◦ꜛfi╩

⇔╕∆⁹ 

Å ⸗♬♃כ ─כⱣכ◘⅝ │⁸♫ⱦ◕כ◦ꜛfiⱭ▬fi─ꜞ⸗כ♩◖fi♁כꜟ─◘ⱶⱠ▬ꜟ

╩כ♃♬⸗╢™≡∫⌂⌐♪כ⸗ⱪכꜞ☻⁸⇔◒♇ꜞ◒╩ ∆╢√╘⌐[Wake-Up Monitor]

╩ ⇔╕∆⁹ 

꜡◓▬fiⱭכ☺⅛╠─ ─  

⁸ Ɽ♇◒⅜ iLO ⌐▬fi☻♩כꜟ↕╣≡™╢ │⁸iLO ☿♇◦ꜛfi ─ ╩ ∆╢

√╘⌐⁸꜡◓▬fi ≢ ⱷ♬ꜙכ⅜ ≢⅝╕∆⁹↓─ │⁸ ─Web▬fi♃כⱨ▼כ

☻╩ ∆╢√╘⌐⁸Ⱪꜝ►◙כ─ Cookie⌐ ↕╣╕∆⁹ 

 

Ɽ♇◒⅜▬fi☻♩⁹╢™≡╣↕ꜟכ 
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1. iLO─꜡◓▬fiⱭכ☺⌐ ⇔╕∆⁹ 

2. ⱷ♬ꜙכ⅛╠ ╩ ⇔╕∆⁹ 
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 iLO─ ≤꜡◓─  

iLO─ ─  
[Information]Ÿ[Overview]Ɑכ☺⌐ ⇔╕∆⁹ 

iLO Overview Ɑכ◘⁸│☺כⱣכ≤ iLO ◘Ⱪ◦☻♥ⱶ⌐ ∆╢ ╩ ⇔⁸ ⌐ ↕╣

╢ ┼ꜞfi◒⇔╕∆⁹ 

 ̧ iLO 5 Firmware Version 1.40 Feb 05 2019  

 

 ̧ iLO 5 Firmware Version 1.43 May 23 2019  

 

  
















































































































































































































































































































































































































































































































































































































































































































































































































