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Amazon VPC & DVPNiIZs:

[UNIVERGE WA>U —X| Z{FERAULT.
Amazon VPC (Amazon Virtual Private Cloud) &
IPsec-VPNTiEit 9 DRDEEH/ZBITUET,

Amazon VPCZEFIBAI B EICEKLD. Amazon AWS (Amazon Web Service) _EIC
BT SANR— bRy ND—DO%BERI B ENTIETI,

XANR—ZDFRELE. ETHHTEEZERL THDIIH
N9 UBIERMEZRIET DEDTIEFHDEE A

X 2tt(d. Amazon VPCH—EX (CEHEL THRE UM BEE(CX U T,
—tIDOEFEZEDRVWEDEUFET,

XAmazon VPCH —EXZZHIAICIABRE. wIAY — XD R &R
FAARMCRI D TTERZIT D TLIES L,

| &&&n
® Amazon VPCIZiti&E R}
http://aws.amazon.com/jp/vpc/

® Example: Generic Customer Gateway Using Border Gateway Protocol
http://docs.aws.amazon.com/AmazonVPC/latest/NetworkAdminGuide/GenericConfig.html
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(Virtual Private Gateway)
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[WA2610-AP] DZE/ S A —FHEER (AWSHI)

=AIC. AWSDNYREZ A>T b2V —)L (AWS Management Console) ZfER LU T.
VPCEIE T DIZHODINSA—SFZEIS T DRENSHDET,
RARTAT ROV —)LOERAEIC DUV TIEFAMazontt (CHBLVEDE S ZELY,

| ¥R AD ROV —)LDIBETRERR

NAIAD NIV, SElEHYT D [WA2610-AP] DIEikaEixL.
VPC(TIEHt T DIEHICHBELRDERIE/SA—FZBELET,

1. TAWS Management Console] @ [VPCRX—>] ZHEE T,
2.“VPC T+« — RORMIR" NI > 2 U CTERRZRIGLE T,

3.“TSANR—bOBIRY bE X/ \— RO T FPVPNF IR ZFDVPC' S F U A%
BERUET,

4. "NAII—T— DT AIP"(C TWA2610-AP] MOWANI1 >S5 T 1T —X (/159D
IP7RLRAZADLEFT . (BFEIPVRLATHDINENSDDFEFT)

5.)L—5« > DOFEXE" T &I (BG P?J“IAZ\E)”%T:L%}R L CVPCO/ERZ LE T,
(R (CE MDD ET ., [VPCHIEEIC/ERR NI L] EFRRSNET)
6. ;’x“id)/ﬂ'j >0O— R"TC. YERSNTZEVPNIEGDRE I 7 1I)L 20> 00— RUFE
9, N5 —(F"Generic’l[CUFE T,

6. CAHI>O—RUEEREIT7-1ILICIE. "vpn-wa2610.txt" &tz Lic&EUET,
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[WA2610-AP] (C/\SA—H%&TFE (WAL —Xf 1/5)

| £SO O—-RUET71)L(vpn-wa2610.txt) (CREL ),
WA2610-APZsELE I,

I #1: Internet Key Exchange Configuration

1
| koK okoskookok ok ook ok ok ok ok ok ok ok ok ok

|
|
|
|
|
|
[ sk ok ok sk ok ok ok ok ok ok ok ok ok ok ok ok |
|
|
|
|
|
|

I #2: IPSec Configuration
|
I skosk ok ok ok ok ok ok ok ok ok ok ok ok ok ok p—
I koot ok ok ok ok ok ok ok ok ok ok ok ok ok ok
|

: #3: Tunnel Interface Configuration

J7 1)L (CEEEs SN/
[IPSec Tunnel #1]

ZIPsecO > <JLAIC

BRELTLIZE0N,

1 >k 3k 3k oskoskoskokook ko ok ok ok 5k 5k ok Kk

| >k 3k 3k skoskoskokook sk ok ok ok 5k 5k ok Kk

#4: Border Gateway Protocol (BGP) Configuration:

>k 3k 3k 3koskoskoskook sk ok ok ok 5k 5k k Kk

>k 3k 3k 3koskoskoskook sk ok ok ok 5k 5k ok Kk #4: BGPO)/\OEX—Q

3k 3k 3k 3koskoskoskook kook ok ok 5k 5k k kK

-------------------------------------------------------------- J7 A IVgRICREENT
| P et ey Bchange Coniouraton | [IPSec Tunnel #2|

' ZIPsecl > FILAIC
sRIELTSIEEL,

|
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|

|
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[WA2610-AP] (C/I\SA—-F%

| [IPSec Tunnel #1] M/\SA—5%
WA2610-APMDIPsecO b )LAICGGRELE T .
WA2610-APODO~®(C. #1:IKED/\SA—=FDDO~OZKELFT,

WA2610-AP1> T«

ike proposal ikeprop1

encryption-algorithm aes128-cbc
authentication-algorithm hmac-shal

lifetime 28800
dh-group 1024-bit
!
ike policy ikepoll
mode main

dpd-keepalive enable ph1 10 3

proposal ikeprop1
pre-shared-key plain XXXX
!
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#1: Internet Key Exchange Configuration

Configure the IKE SA as follows

- Authentication Method
- Pre-Shared Key

- Encryption Algorithm
- Lifetime

- Authentication Algorithm : sha1l

- Phase 1 Negotiation Mode : main
- Perfect Forward Secrecy : Diffie-Hellman Group 2

: Pre-Shared Key
: XXXX

: aes-128-cbc
: 28800 seconds
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[WA2610-AP] (C/\SA—HZFEE (WAS U Xl 3/5)

| WA2610-APODO~@(C, #2:IPsecD/\SA—FDO~DZEHELET

WA2610-AP> T« #2: IPsec)\S A —%4
#2: IPSec Configuration

mterface IPsecO
mtu 1436
ip address unnumbered

Configure the IPSec SA as follows:

ipsec proposal ipsecpropl
protocol esp enc-algo aes128-cbc auth-algo hmac-shal-96 @
lifetime 3600 ®

@ - Clear Don't Fragment Bit : enabled

I
I
ip forced-fragment ® : - Protocol . esp
ip tcp adjust-mss 1387 @ 1 @ - Authentication Algorithm : hmac-sha1-96
ipsec map ipsecprofl I @ - Encryption Algorithm : aes-128-cbc
no shutdown I ® - Lifetime : 3600 seconds
! : @ - Mode : tunnel
ike policy ikepoll | ® - Perfect Forward Secrecy : Diffie-Hellman Group 2
mode main I
dpd-keepalive enable ph1 10 3 ® | 3 - DPD Interval 10
proposal ikepropl | @ - DPD Retries : 3
I
I I @ - TCP MSS Adjustment : 1387 bytes
I
I
I

|
ipsec policy ipsecpoll
rekey enable always
pfs enable 1024-bit ®
proposal ipsecpropl

|psec profile ipsecprofl

mode tunnel @
ipsec policy ipsecpoll

ike policy ikepoll

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
pre-shared-key plain XXXX |
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
peer XX. XX.XX.XX |
|
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[WA2610-AP] (C/I\SA—H %5
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| WA2610-APDO~@IC, #3:355EDT KL AZEDD~@EBELET

WA2610-AP1> T«

!
interface Loopback0.0

ip address AA.AA.AA.AA/AA

no shutdown

|

interface IPsecO
mtu 1436
ip address unnumbered
ip tcp adjust-mss 1387
ipsec map ipsecprofl
no shutdown

|

ip route BB.BB.BB.BB/BB IPsec0 @

|
ipsec profile ipsecprofl
mode tunnel
ipsec policy ipsecpoll
ike policy ikepoll
peer XX XX XX. XX
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#3: DT ML AE

#3: Tunnel Interface Configuration

Outside IP Addresses:
- Customer Gateway
@ - Virtual Private Gateway
Inside IP Addresses
@ - Customer Gateway
3 - Virtual Private Gateway

2 - Tunnel interface MTU

|

|

|

|

|

|

|

|
 22.22.2Z.2Z I
 OXOCXXXXX |
|

|

|

|

|

|

|

|

: AA.LAA.AA.AA/AA
: BB.BB.BB.BB/BB

: 1436 bytes
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[WA2610-AP] (C/\SA—HZFEE (WASU—Xfi] 5/5)

| WA2610-APD@O~@(C. #4:BGPD/{SA—HDDO~@EZELET

— o o o o — o o o e e e o o = =

#4: BGPD/ (S A —%

WA2610-AP> T«

#4: Border Gateway Protocol (BGP) Configuration:

I
I
I
I
I
I
I
BGP Configuration Options: :
I
I
I
I
I
I

router bgp MMMM ® |
neighbor CC.CC.CC.CC remote-as NNNN 2,® |
neighbor CC.CC.CC.CC timers 10 30 @,@® ' @ - customer Gateway ASN - MMMM
neighbor CC.CC.CC.CC update-source Loopback0.0 @ : @ - Virtual Private Gateway ASN . NNNN
address-family ipv4 unicast | @ - Neighbor IP Address : CC.CC.CC.CC
network 192.168.1.0/24 I @ - Neighbor Hold Time : 30
I
I

|
network-monitor monitorl

event ip unreach-host CC.CC.CC.CC interface IPsecO @
action 10 ipsec-sa-clear ipsecprofl

Bl E RS,
[IPSec Tunnel #2] M)\ A—SF %=
WA2610-APDIPsecl > R)LAICRTEULUZE T,
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[WA2610-AP] D%

EH (1/2)

HFOE(E. 125 —FRY NMERIT DEHDRTE. AWSE (SRR D EE A
BSFOEME. "vpn-wa2610.txt"(CRI> TEREL TS ZEELN,

E ppp profile XXXX
. authentication username XXXX
: authentication password plain XXXX
|
. interface GigaEthernet1.0
ip address 192.168.1.200/24
ip dhcp-server binding default
:  no shutdown
=
¢ interface Loopback0.0
- ip address AA.AA.AA.AA/AA
i no shutdown
= |
: interface Loopback1.0
. ip address DD.DD.DD.DD/DD
. no shutdown
|
: interface SerialO
ip address ipcp
ppp profile XXXX
ip napt enable
ip napt reserve esp
ip napt reserve udp 500
mobile id XX X XXXX
mobile number XXXX
auto-connect
= no shutdown
!
: interface IPsecO
: mtu 1436
ip address unnumbered
ip forced-fragment
ip tcp adjust-mss 1387
ipsec map ipsecprofl
no shutdown
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interface IPsecl

1 2/4

mtu 1436
ip address unnumbered
ip forced-fragment
ip tcp adjust-mss 1387
ipsec map ipsecprof2
no shutdown
|
ip route BB.BB.BB.BB/BB IPsecO
ip route EE.EE.EE.EE/EE IPsecl
ip route default Serial0
|
router bgp MMMM
neighbor CC.CC.CC.CC remote-as NNNN
neighbor CC.CC.CC.CC timers 10 30
neighbor CC.CC.CC.CC update-source Loopback0.0
neighbor FF.FF.FF.FF remote-as NNNN
neighbor FF.FF.FF.FF timers 10 30
neighbor FF.FF.FF.FF update-source Loopback1.0
address-family ipv4 unicast
network 192.168.1.0/24
|
network-monitor monitorl
event ip unreach-host CC.CC.CC.CC interface IPsecO
action 10 ipsec-sa-clear ipsecprofl
|
network-monitor monitor2
event ip unreach-host FF.FF.FF.FF interface IPsecl
action 10 ipsec-sa-clear ipsecprof2
|
monitor-group monitorl enable
monitor-group monitor2 enable
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[WA2610-AP] DEEHI (2/2)

3 3/41 4/4

: broxy—dns ip enable

ipsec policy ipsecpol2
ike policy ikepol2
peer YY.YY.YY.YY

: proxy-dns server default SerialO ipcp . : ipsec proposal ipsecpropl .
. : : protocol esp enc-algo aes128-cbc auth-algo hmac-shal-96
: ike proposal ikeprop1 : :  lifetime 3600 :
encryption-algorithm aes128-cbhc : = :
authentication-algorithm hmac-shal : : ipsec proposal ipsecprop?2 :
:  lifetime 28800 : ¢ protocol esp enc-algo aes128-cbc auth-algo hmac-shal-96 :
- dh-group 1024-bit : . lifetime 3600 .
= | H | .
: ike proposal ikeprop2 : = ipsec policy ipsecpoll :
encryption-algorithm aes128-cbhc : : rekey enable always :
authentication-algorithm hmac-shal : : pfs enable 1024-bit :
= lifetime 28800 . : proposal ipsecpropl :
: dh-group 1024-bit : i :
= : = ipsec policy ipsecpol2 :
: ike policy ikepoll : : rekey enable always :
mode main : : pfs enable 1024-bit :
dpd-keepalive enable ph1l 10 3 : . proposal ipsecprop2 :
proposal ikeprop1 : ! :
: pre-shared-key plain XXXX : : ipsec profile ipsecprofl :
i ! : : mode tunnel :
: ike policy ikepol2 : : ipsec policy ipsecpoll :
: mode main : :  ike policy ikepoll :
dpd-keepalive enable ph1l 10 3 : : peer XX XX XX. XX :
proposal ikeprop2 : = :
: pre-shared-key plain XXXX : : ipsec profile ipsecprof2 :
a = mode tunnel :
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ERIE(E. BIIAFXR TERDFET,

AWSHIDIRR (CXF U TpingZeEITLU. IERICIGEZREIT DL ZERUET,
Il:‘%b\‘ﬂa\}\(/ \i%l/:I_\\

AT OIRREMEER OV > R Z2FI A U CRIBEFRDIFEZ1TD TS IZE L)Y,

m WAS U—-XDREERIV> R

- show ipsec sa
IPsec SAMIER(CHEYIU CWBSC EZHER I DIV RTY,
SAMRETL L TLVRWLEE (S
IPsec/IKE/\S XA =S DEXTE(CER D (FFMOMERR L TS TZE0,

- show ip bgp summary
BGPE )7 & DBHERMZN ER (CHEIIL CTWBC EZHRIT DI IV RTY,
IPsec SANIEE (CHEYZ U TWLWBICERHST .
BGPE 77H\ YL LRV MEE (L (EstablishedA4t)
BGPOEETE (CER D (FMOHMMEE L T TZE0N,
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