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o Pl: 1 SPRiET — & OLRFFHARI (AT © BF)
P2: 10 S3RLHET — & OLRFFARI AT © )
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BEROMREAGEHT/-0I2, 2GBU LOEARET D Z L 2mHRELET,
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DEEREEZVEL LET,
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FORESNE Ko T, 8

B b7 L T U XLRHANA 72 E . — 5D /RT A= —IZE NI EIN TV ALLAERH
@if FANC, FRERPIER L TV AR ZHR L TS,
& 2-4 SSLY—N—FIAFICREHT B/ 4—5—
IRT A= —% L] T4 ME
¥—ARTDO/NRAT—FK %gjuv*—ﬂ%%%ﬁ%W&é%~xb7vw%xv—ﬁ 2L
= M —DR4 3§L P N—FFHEEZ NI S N —DFERALT | tomcat

FeRlZ2 BRI N2 ORY | 77 40 ME&E 2 O E £
LT LaBEIOLET,

OB EALT L TY XA

SSL — R —ZFREOHE O BT LT Y X LTI,
HOBAAZZFAT2%HE6E. BFIET 740 B
EOEETHEDY A, FETTRRAREDFEML TA.
1 nfa_ssl keytool (68 X—3) ] &ML T,

RSA

B 28OV A X

SSL Y — R —ZFHREOHFDO Y 1 X T,

HOBAENELRMT 2562 L. @FIET 740k
EOE £ THBH Y £ A, FEMRRMEOTML [A.
1 nfa_ssl keytool (68 X—7)] ZHH LT &V,

2048

BHTATY XL

HOBAGEHFICEL 2T D L TS 7Y X4
T,

WEILT 74V MEOE ETHEDH Y 8 A, fRETHE
REDOFEAIT TA1 nfa ssl keytool (68 ~<—)| %%
LT ZEN,

N RRRRERICREHEAZRITLTH 5 9 i?;'?/n\ FEATHAH

SHA256withRSA

Rz j: T%é%/\#%@iﬁ'o uqé"f“fﬂ . R a2 Fe
WEDELTEEN,
H B4R EOHEIMIR | A CBAGEHELFMT 58I ET 5. EHEDOH (3650 H (19 10 42)

IR T, ERRe R DR ERELET,
/\E’Jfaiumﬁ)gj LHE%E%%?‘T LTHH 256, @H. A
)‘jjﬂ;ﬁBE utuu X Dﬂ%&) %2}%571 @1%47%@{%@4
HMLEITHY i‘li‘/w/

& 2-5 SSL —/\—FIEAEZ M A4 (Distinguished Name) [ZB83 %/35 A —4 —

NSIA—E—3 8 15l
H—/3—@ FQDN |NFA ¥ —/\—DFEEfEA N A A 4 (FQDN) ¢3, SSL #— |nfa.nec.com
/N—FEAE O Common Name [ZAHY L E 97,
NFA LT 7 EAFTHETDO Web 7T UH—TZD RAAL 4
Z URLICHELTT 7B AT 5720, £2TO Web 77 7 H—
DR FEER LRI CHLILERH D 77,
B4 WL EZ T LIER T 2O ES T3, SSL — 3—FEH] | IT Operation
£ Organizational Unit [ZfHY4 L E 5, Division
HH A AT LT 5804 T, SSL #—/ 3 —3FE#3E | NEC Corporation
@ Organizational Name [ZFH4 L £ 7,
HE., EE O ERRESCHMA TR EE L 7,
X HTAf 4 Lz TR LEM 3 Sk 0 J& 3 2 i XKETA o4 BT, Minato-ku

SSL H—/N—FEHAE D Locality \ZFH % LE T,
Bl 21X, HAUEHEX O%A1E Minato-ku EHRE L 77,
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Fo2E AL A=

KRSA—B—% |88 Bl
HIIE T 4 B A AT L 2k 08 3 2 EE IR O 4 BT, Tokyo
SSL H— " —GEBE D State |ZFHYS L E 7,
Bz 1%, FHAHE DAL Tokyo EHRE L £,
Ea—F Wz ia LIERT @B T 5ED=2— 4T3, SSL |JP

W — X —FEED Country IZFHY L E T,
HARDE AL, @H, JP LIEELET,

IMS OV iR—3 Y FRIABFICHELG/INTA—2—
IMS 22 AR—x% hEFIHT 2 2 & T E5EE L7- NFA OFEAEH . NFA & NetvisorPro
EOETEH B AIEEIZ 72 77,

IMS 22 A R—3% 2 &R+ B5EEIC,

#£2-6 IMS A AKR—R Y FOFARKICREL/NRT A —52—

RENFETHRIELRDHNT A= =&l LET,

VEWEERESNCT AMNE I AU TO X HITHEELE T,
* ftrue:

TN A A OBEEAENILET,
e false:

NS T DENEER N LET,

NIA—E—% BTLL T4 ME
ims.application- IMS 2 AR =R M3, BT 5 NFA 2551 572 DI | RiEFR
instance-id 721D AR T CTHRELET,
(manager id) ARKXTG A—H =T, IMS a2 R—F2 MUDOKRET 741 /v
(ims-conf.ini) DX EE & —H I LHLERH Y £,
ims.msgqueue.host |IMS 2 VKR —FR> h&EA VA =L T 5% — =D IPv4 7 K |127.0.0.1
(ims ip address) VAEHELET.
IMS AV R—=H b &I TAL VAT KA A =L LT
WBBAIE, VT AZ VAT LD T u—F 1 T IP AHEEL
\i j—o
ims.msgqueue.port  |IMS =2 >R — %> kD Message Queue & Dif{E CHIAT 5 |28110
(port number) FEAR—IEFERELE 7,
ims.webserver.base- |IMS = AR —x o F AT S5 Web =12V — 12T 7 & 2 | hitp://localhost
url 5729 ® URL € L £ 7,
(ims web url) ARG A—H— %, 7T —ABLONFAflINST 7R
A[REZ2 URL Z48ET D LN H Y £,
ims.sso.enabled IMS VR —R FDWeb a2V —)LEDT 7 VYA A | false

222 AR F—ILEDREFHEREITS

NFA A VA F— 1T 5% —N—DEEN, £ A b= LVEHZEZ L TWOD 0 R L E

‘g‘o

BT HDIE, kD3 KTT,
o« A—FNNT A= Z —OEIFEF AT LTV D

© T A AT DESEFERITTS
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2 AL A=

s T 4 AZ DO MEEIZ o0
1. =N /3T A —2% — kernel.shmmax DEZSA > A b —/VEF 2 T2 L TUN 2 70> % ffERR
LET,

# cat /proc/sys/kernel/shmmax
68719476736

FRSNTAETASA FHRALTY, LFEOBITIZ 64GB & 720 | ZAHIIARETT,

t L. 32MB (33554432) 72 & O/ S IR F R SN2 H AR, (K 256MB LA (HELEHE
2GB LI b)) DEIZET L TLE &, H—FNWRT A —F—DEFEET, 0OS D~ ==
TNEZRO ETERL T EEN,

2. A VA N—=IVERDT 4 R BEREN T EMERLET,
a. NFADRMELETLT 4 AV REEHAELET,

F 4RI REOFHBEFEOZEMT, 11332 T AZHHEORFES Y HiE (11
A=) | AL TSN,

b. £ VA RN—IEDTFT 4 27 DX REZHEALET,
F YA REREOWRIL, df 2~ FEFEH L TCHRLZENTEET,
# df -h

Filesystem Size Used Avail Use% ¥ Mg
/dev/mapper/vg nfa-1lv_root

22T 1.8T 19T 9% /
tmpfs 16G 0 16G 0% /dev/shm
/dev/sdal 485M 32M 429M 7% /boot

FoRSINT~ Ty MLEND, ZZEAE (Avail) DEZfHER L T 230,

ZOBITIX, Joptmec/nfa iZA A M—F DGE, A A N —/VHEIZIE 19TB D%
SERBEVNDH T,

BERENEDVRWIEAIE, A VA M—IVEEETETEN, T4 A7 ZHEERLTLEX

N
o

3. A VARG BT 4 AT D VO MEN T E R L1,

a. A VAR =IAT 4 TICNEFEINTWD fio A~ RaH—_"—DEE DA
BlE L Ed,

fio AV Y RIZA VA R— VAT 4 THOLLTF DO/R AT EE L TVWET,
* /NFA/tools/fio
b. fio 2~ K&EMHWT, random write DPEREZHIE L F 7,
DLFDX I fioa~y REEFTLET,
# fio —-filename=<$HEHNRD T+ XTI D/VX$>/fio -direct=1

-rw=randwrite -bs=8k -size=20G -numjobs=5 -group reporting
-name=randomwrite
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Fo2E AL A=

<YHESSZ DT v X 27 DoNZ%>ZI1E, NFA A VA h—L T 58I, T—%F 4
L7 N ELTHRETED RAEZRELET,

Fieoa< RTHEH, fBERRRIZfioT 4 V7 FUZIERR L, DT 4LV 27 FUKN
W2, SKBDO 7 2y YA ACT—HAEEXALZ LT, 74 A7 O 0 MHEEEAIE
Li‘é—o

c. fio ARV RIZEDT 4 A7 O VO HREORIERRLEMEL £,
g~ ROFETH, HANBEOLLT O Z a2 B £,
o write: 2HBIAE HITD IOPS fE, BIXBW EH(A/L—7 > 1)
* lat (usec): MDIREDITD, avg DE(LV A T > ¥ —FH)HE)
IRl 2R L £,

randomwrite: (g=0) : rw=randwrite, bs=(R) 4096B-4096B, (W)
4096B-4096B,
(T) 4096B-4096B, ioengine=psync, iodepth=1

fio-3.15

Starting 5 processes
Jobs: 1 (f=1): [w(l), (4)]1[99.9%] [w=23.5MiB/s] [w=6009 IOPS][eta OOm:
07s]

randomwrite: (groupid=0, Jjobs=5): err= 0: pid=14996: Tue Jan 21
18:14:55 2020
write: IOPS=2669, BW=10.4MiB/s (10.9MB/s) (100GiB/9819695msec)
clat (usec): min=38, max=16726k, avg=1867.65, stdev=30805.21
lat (usec): min=38, max=16726k, avg=1867.85, stdev=30805.21
clat percentiles (usec):

(LLTFER)
NFA IZBWTIX, ATD2 DO EENR, St L TCWAEU ETHD Z & it L £,

* IOPS (Input Output Per Second): 1900

« A)L—7"v 15 MiB/s
EVk
FTRTOZI AR=FZ—=D7 1 —L—FDEFD 6,000,000 71 —/73L25 K577 0 —
T — 4 % NFA T 55615, ATICRTT 4 A2 VO ERB AR T 2R H Y £7,
« IOPS (Input Output Per Second): 2,335 UL E

e A/L—7v 1:18.2 Mib/s LL E

PERETIE DTE T4, fio A~ ROMERL LT fio 7 4 L7 M UITHIBRL TS 72& 0,

23 A VA M—I)LNEBZERITT S

A VAP=NAT 4 TIIREINTWAAL VA =T —%FEITLNFAZ A LV A =)L L FE
‘aﬁo
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. AV A= RAT A TDISOA A=V %~ FLET,

IITIE A VAN AATF A TOYT L MNARA Y N /media & LTI LET, Rl
DFFTIZ~ T v b LTESEEIE. MEHRAEZ T TEEN,

2. A VA P=T =B LET,
A A R=NEDOSIZEDET, UFDa~vr FaFTLET,
* Red Hat Enterprise Linux 9 (x86_64)

# /media/NFA/Linux/nfa-install-rhel9

* Red Hat Enterprise Linux 8 (x86_64)

# /media/NFA/Linux/nfa-install-rhel8
Bk

A VA M= —OEENIE, BFTHIELIZWEAIE, ctritc ZANTH LT, HIET5Z
LRTEET,

AEE
A A R=VED OS IZRE L T a vy REETLIEESIT. A A F—/LAA A JEh
TAHEDHEBELTLLEZEN,

3. AVAR=NT ALY FUDNRREAITHT 0 T ERRFRRINDHDT, NRA%E AT
L/jz‘éﬁo

Input installation path [default: /opt/nec/nfa]
>

LITEDOEIZIET 74V MERERENET, T 740 MEOOEE L2WEEIE,
H ASE U Enter F— 2 L 97,

4. T—=HT 4 VL7 NVDNREANTHTa T IRERINDHDT, RAEZAT)LE
B

Input data installation path [default: /opt/nec/nfa]
>

LITEDOAIZIET 74V MERERENET, T 740 MENOEE L2WEEIE,
H ASE I Enter T—Z2 L F£ 97,

5. ANLTenA&fEEE L, A A b= zBlla L £,

AVARN=NT AV N ET—=ET 4 L7 NUDORREZANTHE, AT LT/RAR
FoRENET, AN LEARARITHENRRITE, v # AL Enter F—Z L, A
AN ZBG LET, nEANTHE, RRAZANTHT a7 RRFERRS
N, A VAN NVEEBEETHENTEET,
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————— Confirmation -—---------—-—--—--—-—-
Installation path : /opt/nec/nfa
Data Installation path : /opt/nec/nfa

Is it OK to install? (y/n): y

AEE
BHAGT%1E. ctrl+c 72 & TULELZ 1l LA T 72 &0,

RDA v —UNFREINNE, A A F—VRHITET TT,

Installing controller ... done
Installing collector ... done

A VA= NRBEOBP T T —RNRAELIZLGEIE, =7 —A v —URRRINET, =
T—=Avk—UNRERINELEIE Bl A A =T —FTROT T — LR (77 ~—
D) BBHL, HLEToTIIEEN,

24 SSLY—N\—iIAZZ£ET S

NFA [ZIZ HTTPS T7 7B A L¥$, Z® HTTPS #{E 2. SSL H— N—ZFAE 4 Y L
*9,

SSL H— R—FEEIX, RO 2FEENH D £,
- HOBAGEHE
o AMRFRERIZBITLTH b HFEAE

F72. NFA TiX. Javakeytool 72 & & T, il TYERL L7FEIZF 2 L TR+ 2 2 &
HTEET,

ZNENDOGE O FIAZHH L £,

« 1241 HOBAGHELZERTD 22 3—)]

o 1242 AWBRREERNFEITT HiEHELZET D (24 X—) ]
« 243 TERLICGEAELZMHEM TS (26 ~—) )

AFE
HAR— N T BFEAEOEAIL, Java keytool TH 2 DA L [FAEED, X.509 EADOFEHETT, ZD

WAIZ < OREFER AR — F LTOLBATT N, ZRATFEORER LY AR —F L TWVLHnE
DM BDOTHERNIMER L T ES VY,

241 BCERUHASZERKI S

NFA T % SSL $h—~—GEMF & LT, HOBAGEAEL RS 5 FIRLH L £,
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SSL H— X —GEREIZ BT 2 BBl BT 5 nfa ssl keytool v REMEA L
F9, FEMIE. TA.1 nfa ssl keytool (68 X—3) ] Z#ZHL T I,

VER L7-3EBAEIX, NFAICT 7B R4 5FT_XTHO Web 77 U —I1TlMAMG, £ A —/LL
\ijﬂo

I ROa~> F2FIT LT, #ORT (RBREE IFABHSE) 2B L, 8K D E %
TERCL £

# <84/ >X F—J)LT7T 17 L2 FU%>/controller/bin/nfa ssl keytool genkeypair

B LAFEA KN T HF— A N T O/RAY — RROFEHEOFANA BT 5 EHR A2 AT
LCW&ET,

s [IRNCIXT 740 MERE RSN TWET, [H A7 Enter ¥ —% 4L, 7
74V MEDMER SILET,

Enter keystore password:

Re-enter new password:

What is your server domain name? (FQDN)
[nfa.nec.com] :

What is the name of your organizational unit?

[Unknown] : IT Operation Division

What is the name of your organization?
[Unknown] : NEC Corporation

What is the name of your City or Locality?
[Unknown]: Minato-ku

What is the name of your State or Province?
[Unknown] : Tokyo

What is the two-letter country code for this unit?
[Unknown]: JP

Is CN=nfa.nec.com, OU=IT Operation Division, O=NEC Corporation,
L=Minato-ku, ST=Tokyo, C=JP correct?
[No] : yes
EVE
* nfa_ssl_keytool A~ FiE, WS O DGHEWD ZENTEET, FOTLTY XA
YA X, AHHIRREEEH LIZ2WEAEIE. TA1 nfa ssl keytool (68 ~—7) ] & &
L. A7V a gz iEEL TEE,
fEDT VTV X L% ECDSA, #EDH A X% 256bit (IZFRET D%t O FEITHI:

# cd /opt/nec/nfa/controller/bin
# ./nfa ssl keytool genkeypair -keyalg EC -keysize 256

s BONELZEEL L THEMEMT HITIL, nfa_ssl keytool delete I+ REEITLTH
o E nfa ssl keytool genkeypair o RE5ELT LET,

o< FOFFEMIE, TA.1 nfa ssl keytool (68 ~—)] LML T EIWY,

ERR S NTZREAEIL., B B4 SNTREEIZR D £97,

2. ROAa~ 2 FEFATL, Web 77 UH =24 VAR — T DD OFEHELZ 7 7 A /LI
HLET,
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# <84/ >XF—J)LT7T 7 L2 F!%>/controller/bin/nfa ssl keytool exportcert
<filename>

<filename>\ZIIMEE D7 7 A NV EFRETEE T, Web 77 U — | CHlHEIZFED]

BAVKR— T DT, T 7 A NVOIBRT I ccer ZHET D2 2R HELL 97,

avy ROFEITICRIT 5 &, HELE 7 7 A M A T U 5t T OFEH EN H
hEanE4,

nfa ssl_keytool exportcert 2 ¥ R THLZFEHET 7 A /LiX, NFA LT 7 B AF
HFTRXTOWeb 77 UHF—ITHAAL, A AR—FLTLZEW, Web 77 U —IZFEHE
ZA VA= bFHZ LT, NFA D Web V— =T T ET 7 ¢ v v JHER 8T
THZENTEET,

Web 77 U —IZREAE & A R — M5 5EE, 1313 Web 77 7 —{Z SSL Hr—/3—
FEEZ A AR — TS W0R—2) ] ZBRLTIIEEN,

242 NI EEEIEAFRITT HIBAEZEKT S
NFA Tl 9% SSL h— "—FEE L LT, AMRRERICBEA T2 ELZBITLTH
59 FIEZFHALET,

SSL H— N—ZEAEZBE 9 D EafElL, R 2 nfa ssl keytool I < FafEH L
F9, P, TA.1 nfa ssl keytool (68 X—3)] #ZHL T 7ZEW,

PR — b T BEEHEOEAIL, Java keytool TH 2 DA & RIS D, X.509 FEXDOFEHET
T, ZOEXIFZL OFBFERN TR — N L TWAEATT R, ZHHTEDRIER N AR —
FLTWEMNE I D, BDOTDHEANIHER L T IEI W,

RO AT RERITLT, #ORT (KB L IEAREE) 2B L, I SN EZ
TERC L 9

# <37/ >X ,F—J)LT 7 L2 F!%>/controller/bin/nfa_ssl keytool genkeypair

HLEFEFEZKMNT DX — R b T ONRRT — RROFEF & OGN 4 2B D 2 AT
LTWn&E T,

s [1HIZIFT 74V MERFRENTWET, H ASHET Enter F—% 5L, 7
7 v MEBMER SN E T,

Enter keystore password:

Re-enter new password:

What is your server domain name? (FQDN)
[nfa.nec.com] :

What is the name of your organizational unit?

[Unknown] : IT Operation Division

What is the name of your organization?
[Unknown] : NEC Corporation

What is the name of your City or Locality?
[Unknown] : Minato-ku

What is the name of your State or Province?
[Unknown] : Tokyo
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What is the two-letter country code for this unit?
[Unknown]: JP
Is CN=nfa.nec.com, OU=IT Operation Division, O=NEC Corporation,
L=Minato-ku, ST=Tokyo, C=JP correct?
[No]: vyes

EVE
* nfa ssl keytool I ~¥ Y NiX, WS ONDFIEERDZ ENTEEST, HOT LT XA

YA R, AR EEEE LI-WEEAIE. A1 nfa ssl keytool (68 ~<—37)] &M
L, 7V a UBIEBERELTIEIN,

#DT LAY X L% ECDSA, $EOY A X% 256bit (ICFXET 256 DIATHI:
# cd /opt/nec/nfa/controller/bin

# ./nfa ssl keytool genkeypair -keyalg EC -keysize 256

s HONEEZET L CHEERT DI, nfa ssl keytool delete a<wy REFETLTH
OEE nfa ssl keytool genkeypair I~¥ RZFEITLET,

g~ ROFEMIZ. TA.1 nfa ssl keytool (68 ~—) ] #HMML T ZEW,

RO awr REFEITL, REHRICEMNT 272D OFEHEEA R (CSR) & 7 7 A VITH
SILET,

# <34/ >X F—J)LT 17 L2 F!%>/controller/bin/nfa ssl keytool
certreq -dns <FQDN> <filename>

FBELE7 7AW, CSRONENRTFA MTHIIENET,
. FEFEEA K (CSR) Z3GERICH L E4,

nfa ssl keytool certreq 2~ RTH /L7 CSR 7 7 ANVONEF %, RaERICHEH
L/‘i‘é‘o

PRERIE, CSR ONEZTIT, GEHFICEA L, IRiE L ET, BLFEHAEHEFEOIRIEIC
61\ utunE)%’ J:OT i;& H i 75)6%/\75}3@ @ \i—@—o

. RRERD BB FHAFEAEN WS £ REEROL— FREHEZ A AR — R L
ifro

o= FFEWITEIL, NFA $— A= B2 7 7 A L2 LTRIFL, DA~ RTA K — |
TEET

# <84/ >X F—J)L7T 7 L2 FU%>/controller/bin/nfa ssl keytool

importcert -alias <alias> <filename>
<alias>\ZIHMEEDOARIZIEETE £, /b— FMEREROA R L 00 0T WA RTZ
'JJ:El/HE_’L/VC< f;éb\o
FARESIC Ko Tk, v— FEEEOMICHMZERED A VAR — M BRBEIZ R D580 6
VET, AR — FT2EAFOFFEMIL. WFERICBHVWEDEIZE N,
L= FEEECHRIGE E A A AR — b LIRS, BAEAHOBE S OIEAEL A R —
FLET,
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HE DOFEAED A AR — MIbH, nfa ssl_keytool importcert 2~ NZEH L E
T, WOLE I, -alias A7 v a VTR ERTICEITLET,

# <37/ >X F—J)LT 17 L2 F!%>/controller/bin/nfa ssl keytool

importcert <filename>
FEATHFIZ Failed to establish chain from reply EW I A v E—UNRERINTZ
Bt AEEOT = — U N TE RN ST EER L TWET, BIERO/L— Nk
TFRPFERAEN A VAR — RSN TORWAEENERH Y £, FRERIS, A AR — IR
VEZRFEIAEAZ WA DT &0,

NFA H— — | OFEHEOHEfFIX, ZI TR T TY,
fEH 3 2RRGFERIC L - TiE, Web 7 7 U —lZHI&, FRREROFEHELZ A VA F—LT 5

73

243

EDEREDLE L RDGERH Y £, FME, BEEROFRICE-> T Eauy,

b THER L =FEBAE AT 5

NFA T3 % SSL %r— _R—GEBE L LU C, M TrER L2 EZ A L CHEH T2 FIA
ZaiA L £,

HAMNZ PKCS2 B D F—A T 2 L, F— A P THNICAR 8 L GEHELZER L Tk
WTLFFEWY, T ¥HLEF—ARNTOT 7 A /11E, NFA — 13— FIZEE L TBWT
<TZEW,

ek

Java KeyStore JKS) EAXDF—A N T 2T b TxET, IKSERADOXF—R N7 AT
5%@51\ f(ﬁl’i‘j‘égﬁfﬁﬂ7 7411/0)?(%%“@\ nfa.tomcat.https.keystoreType @ﬁﬁﬁl JKS %*‘ﬁﬁiﬂ
LTLIEENY,

1.

RDOTFANT 7 ANZREET,
<$F—Z T4 L2 F1s>/controller/conf/tomcat.properties

T 7 A IVPFE LB WEAITHRERLET, 774D a—F 7% UTF-8
WL TL &N,

2. LU FOWN%E % tomcat.properties 7 7 A /LIZFCHE L E 7,
nfa.tomcat.https.keyAlias = ZFSFELIT FDFIE
nfa.tomcat.https.keyPass = #D/VXT—F
nfa.tomcat.https.keystoreFile = F—X ;AP 771 /LD#H /7YX
nfa.tomcat.https.keystorePass = F—XX A FZD/VIT— K
nfa.tomcat.https.keystoreType = PKCS12

AGEE

s /3T A — X — noms.tomcat.https.keystoreFile DFEHEIZ 1T B 1EEFIH
- T DN RTEAANRN—ZAREENDLILGAETH, YN T =T =g L(O)RH TV
=T —a (")YTHRAEZMINETH D EH A,

26



Fo2E A LA M=

 tomcat.properties 7 7 A LI, AEOF— A NT EEH T IR EELE L TZHA.
nfa ssl keytool A~¥ Y NIIMH TR £7, DO VIZ, Javakeytool 2~ K72 &%
EEMH L TEHRL TSN,

Javakeytool =< > RiZ, NFA % — \—FE{ZH A VX b= LI TWVET,

<SR ;=T s LY FUs>/controller/jre/bin/keytool

HOBAGERFEOL G2 E1E. S T U =5 LB OFERE (cer) Z I L. Web 7 T ¥
Pz A= LTLEE,

25 HEMNFAYTLIEER— FESZTHERET D

NFA Tlix, ZM5 & oidfE . B L OGN OBEE DO, WO o@fEHR— M aFI AL
S

NFA H— "—NT, OB ERHT2BER— FEFNEHEL TWRWI & 2R
7,

F T . NFA PFIHT2@BER— MEF—EZ2HALET, FIHTHHR— FESR R,
B L TW=5E1E. NFA SR 2 KR — FEE0, thofl i8R H 3 5 R — F%v@w?
NN EER L TLIEEN,

251 ®HEMNFATER—FESD—
HEAFAT LR = FEBEOT 7 4/ MEIZOW TR L £,

NFA 234058 & i m\kiUW%f@LF WCBWTHHAT AR — hE5%E., [32-7NFA 2
P 2@ER— bS5 GMB@E) 27 <—) ), [ 2-8 NFA BZFIHT 2 8ER— b
Fem—E (NERE@EE) 28 2—) ) ITTRLET,

% 2-7 NFA BRFIRT HEEFR— FHEE—E S EEE)

Ex R"—+rE | FOora | FE Jiibv 3
5 y[”
HTTPS #EHR— k 443 TCP IN |HTTPS #B{EH— hTY,
sFlow /X7 v FZ{EHR— k 6343 UDP IN |[sFlow /X7 v MZ{EHR— K TY,
NetFlow. IPFIX /37 > F&Z{3 | 9995 UDP IN |NetFlow /¥4 > b, IPFIX %7 v F DFZAE
H— b H— b T,
0365 EHREHHBER— b 443 TCP OUT |Microsoft 365 (Office 365)I2xt3 57 7 U

r—vaYEREBEENTLH2OD

lendpoints.office.com] & DiEEHAR— KT

‘a—o

EVFbk
Tax Y —"—%FH L THETS
ZEMHEETTS,
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A ¥ R—+rFE | OO | AR ik
5 y[ 2
ZEAMIZ. [2.7.2 Microsoft 365 E3% 5T
HomfEcra oY —_—%2FH3
5 (33— R LTIEIN,
% 2-8 NFA B’ FIFT HEER— FES—E (REEE)
AT R—rE | OO | AR ik
5 o
71— —4% DB g R— 27100 TCP IN |7a—T—2EFHHAT —FX—2~DEFE
k R— kT,
VAT NETE DB EBEFR— 27110 TCP IN |V AT AEHHT —F X—=2A~DHFER—
P b
A X NEFL DB BIER— 27120 TCP IN A MNEEAT— X _X—Z2A~D@FHR—
b SR
o2 ko — 7 —HlfEEE 27200 TCP IN |22 he—F—7 ot RE#H~DBER—
j?o"—‘ }\ }\"C‘\—éﬁo
gLy F—nsY— Rl 27210 UDP IN |2 &Z—FatA0u /¥ —EA~DiH
fFAR— 1 fER—FT9,
N A = }° = 1R
252 HEHEANFIAT HIBRER—FEBEZERET S

NFA R4 2R — bR S 2L ET 5 FIRZHH L £,

R 2 AR— FE OB &L BEE L TW5E13, NFA BRI 2 R — M &S, o
LR DR = FESONWTNNZEETDLLERD Y £,

NFA BT 24 R — bESOLEEFIEIX, A FO#E) T,

1.
2.

root T—H¥—Ta /A LET,

EHELIEWHR— FEFICRHTIREZ 7ANVELEEL, EES L TRELET,

WET 7 A NMZONWTIE, [FE2-9BER— FFEZDORET 74 /L LR THEB GMNE@EE)
(28 =) ], [FE2-10 BER— FNFEFORET 74 /L EXREHEB (NFEE) (29 <X—
D) EZBLTLLEEN, YHORET 7 A VBGFELRWERIEL. 77 A VEHTH
WCAERE L TL 7280,

® 29 BER—FBSOREDT 7 1)L ERERB(GHERESR)
RET 7 ANB<R% T —F 7 7 L2 F V%>R TS TOET,

A& HREIEE
HTTPS #13 « RETZF AN

controller/conf/tomcat.properties

« fREIEA

nfa.tomcat.https.port = 443

sFlow /37 v %A s WEZ 7 AN
collector/conf/collector.conf

« FREIEA
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A

REEE

sflow.port = 6343

NetFlow /347 > b,
IPFIX /%47 v b 525

s REZ 7 AN
collector/conf/collector.conf
o fEERK

netflow.port = 9995

% 2-10 BIER— FEBORET 7 1)L L R/EHRB (RIBEE)
WRETZ 7 ANMI<U% T =571 L2 F V>R TN STV ET,

RERE

« REZ 7 AL
collector/conf/flowdb.conf
- fEERX

flowdb.port = 27100

U

s XET 7 ANV

collector/conf/flowdb-extra.conf

« fREIEA

port = 27100

U

s WMET 7 AN
controller/conf/controller.properties
« fREEA

systemdb.port = 27110

s RET AN
controller/conf/systemdb-extra.conf
« HEEEA

port = 27110

A X MNMEH DB #EF

s REZ 7 AN
controller/conf/event.properties
- fREEA

eventdb.port = 27120

« REZ 7 AL
controller/conf/eventdb-extra.conf
- fiERX

port = 27120

= b m— T — il

&

s REZ 7 AN
controller/conf/controller.properties
« fEEp

message.server.port = 27200
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i
ﬁb‘
%!l'

EIER

« REZ7 AL
collector/conf/collector.conf

- ek

controller.port = 27200

ol X —arHP—E |« REZT 7 A

AI@E collector/conf/nfalog.conf
- fEER
Port = 27210
P - —
AFE

s 1 DDOHEBIZOWT2DULEDOREZ 7 A AR HINTNWBER— NI, T XTCORE
TrANERFICREL, RIUEEZHRELTLLEE, EETIRET 71 LB THR—k
TemNBied L, EWICEELEEA,

o NI RA—H—DRBIZARBERAR=ANEGEINTWDIEE, KEDAR—AHLEHT/NT
A=A —fEEHWT B, BERLZEY OLBENTLET A,
RIET 7 ANVDIRIFERNS, N T A= —RRBICARERAR—=ANREGENLTWRNT & 2k
WL TLIZE,

3. MBS LUT, 7747 U= VORELX RELET,

FRZAMBBERADOR— FE X, 7747 V4=l EoTT7ry 7 ENTWHEEMN
LT, R— FEFEFEOBRIZIE., 77 AT U4 —I/LORENBEIINE 90, HERL
TLIEE,
=
R— FBEOLEENKIT. NFA OV — b R EEIRFIC KBS VE T,

SLe s
26 T7AT 94— ILDEEEEET S
NFA OFHT2EER—FB, 7747 U= I LoTT7 Ry 7 SN0 E o, 774
TOUA—IVDOREEETLET,

NFA —N"—ETH =7 LTHIHT2BER— FDOT 7 4 /b MEIX, [F 2-11 NFA 255
T 5iE(E AR — FES T OMNBEE) 31 ~—) ], & 2-12NFA BFIH T 2 @ER— M &
B (NEEE) 31 ~—) | ®Y TY, £/, NFA AN ~OE THEHAT R —
DT 7 v MEIE, 13 2-13 NFA D> BN ~D3E0ER— &S 7 7 40 ME—%E (31
N=V) ] DY T,

INEDOR—FEENDN T AT U —LIZLoTTuy 7 &Nt s,. 7747 T 4+—)L
DETEEETLET,
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% 2-11 NFADFAT 2 EER— BS—F SHE8EE)

B R—+&E| 7B bta | AR A&

5 y|%
HTTPS i@f5 A — 443 TCP IN |HTTPS WA — T,
sFlow /37 R (RN — 6343 UDP IN  |sFlow /37 v FEZ{EHR— KT,
NetFlow, IPFIX /37 v h3Z15 | 9995 UDP IN |NetFlow /<4 + b, IPFIX /37 v FDZ(E
A b H— kT
0365 &2 LA HIBE R — b 443 TCP OUT |Microsoft 365 (Office 365)(Z%3 25 7 7 U

F—vaYEREHBERT 57200
l'endpoints.office.com| & DEFHA— T
‘?—‘O

EVEk
XY —N"—2FH L TEET S
ZENHEETT,

FEANIZ. 12.7.2 Microsoft 365 T2 7
Ao crafo—_—2HH7
5 (33 <—=)] ZZRLTIESN,

% 212 NFABFIET HEER— FEE—F (RREE)

A ¥ r—rE | 7O ko | FE A&

=) L
7n—7—% DBl AR — 27100 TCP IN | 78— —=2ERT —F =2 ~DF
b H— b T
VAT LEH DB g R — 27110 TCP IN |VAT LAEHAT —Z X—ZA~Di@F R —
k kT,
A X NEH DB EER— 27120 TCP IN | Ay NEHHT—Z X—Z2A~DHEER—
P SR
oy b a— 7 —HilfEEE 27200 TCP IN |=2v he—F5—7 ot 2f#Hl~DmER—
A=k SR
= R A = R A ST | 27210 UDP IN |27 &—Takwz20ou /% —ERA~DH

EAR— 1 ER—FTY,

% 2-13 NFA DS EBADEER—FEE T I+ ME—E

A ¥ R—+rES | 7R FaL | AR A&

SNMP Get 161 UDP OUT |NFA #— =57 AR —H —~0D SNMP @13
THAT DR — F RS TT,
ZOR—FEEIL, Web =2V — L EOBFRET, =
JAR—H—HLICEETEET,

SNMP Trap 162 UDP OUT |NFA == ANBO xR v U — 7 BB~
D SNMP | 7 v 7 EE CHEAT 250K — NES
b’C\\—a’_‘O
ZOR—FEEIT. Web 2o YV — )L FORETER
TEET,

ZZTE, 77 AT U4 —/VIZ firewalld X° iptables Z X L CW 2545 O ERI 27 L %

RS
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MOT7 7 AT T =N T T 2TRFy NT—I R EOT7 747 74 —IZB LT,
ZRE DO~ =2 T VAL T EEN,

252 ®MAMAT2BEHR— MEZZLETD 28 ~—2) ] OFELLICLVFATS
R— I ESEZEELTOWLEEIE, REFITORN— FESEEETHAEFELTIEIY,

o firewalld ZF|H L TWAEHAIX, ROXHICa~vr REFEITLET,

# firewall-cmd --permanent --add-port=443/tcp
# firewall-cmd —--permanent —--add-port=6343/udp
# firewall-cmd —--permanent —--add-port=9995/udp
# firewall-cmd --reload

firewalld DFEAIL OS DIRMHET 2~ =2 TV E SR L T 7Z X0,
« iptables ZF]H L T\ A AL, /etc/sysconfig/iptables Z e L7,

LITMmERD 7 7 A O —FITY, EHGEOFHEMIOVTIE, 0S D4 5~
:l77/1/€_)7;;%ﬁﬁ L/T< fiéb\o

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -3 ACCEPT
—-A INPUT -m state —-state NEW -m tcp -p tcp —-dport 443 -7 ACCEPT
-A INPUT -p udp -m udp —--dport 6343 - ACCEPT

—A INPUT -p udp -m udp --dport 9995 - ACCEPT

—-A INPUT -3j REJECT --reject-with icmp-host-prohibited

—-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

TR ANGBR L2 T,
77 A NVOFREZIT. REEANTT D720 iptables —E 2 ZFHEI L T 72 &0,

27 HERBOEMEBEZITO

NFA OEMEBREEIZ 6 2 BIMMOREIZ DV THA L £,

271 WebH—/n"—O5DOBEEEIKREE
NFA @ Web %— "—ZB3 5 0 7 2 EHMIICBEEEIFRT 272D O EIZ OV T L £
7,

NFA O Web =tV — )LIZxf T 57 720 7B LN Web — —HFOEER 7L, LT
DF 4 L7 MVICERBEESNET,

<$A R =)L T 1 LY FUS>/controller/tomcat/logs/
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o2 AL A=

ZDOT 4 L7 FUNOLUTFOr ZIZoOWCIHHEIClRn—T—Ya VBXOHIRIZ S E
i, BEIZSEU T, cron 2 EZHA L Thve 72 BBEIICHIBRT 5 X 9 IcgE LT 72
W,

* localhost access log.yyyy-mm-dd.txt

* catalina.yyyy-mm-dd.log

yyyy-mm-dd 1%, NFA —S—D At &2 R L £ 7, 21X, localhost access 10g.2016-0
4-01.txt I, 2016/4/1 O Web 2> Y — VKT 27 72 AR T 7 7 A LTT,

L=
55 7E 151

IR, 30 AL B Lice 77 7 A V& BHRK 1 FFICF = v 27 LTHIERT % cron 3%
EDHITT,

OF 1 * x /usr/bin/find /opt/nec/nfa/controller/tomcat/logs/

-type f -regex '~.*\.[0-9]+-[0-9]+-[0-9]1+\.\ (txt\|log\)S$"'
-mtime +30 -exec /bin/rm -f {} \;

cron DX EICET DML, OS DIt T 2 ~=o2T7 L ESR L T 7E &0,

2.7.2 Microsoft 365 EERFHADBEETCIOX O —/N\—%FIA
ERA

Microsoft 365 (Office 365) DiE(E #ikp T 27 7V r—y a VERBRNEZ HEIEH T 5729
DEFEIZENT, X o —"—ZHHT 572D DR EICHOW T L ET,

TV =y a VEROBBEHEIL, v A7 1Y 7 FAMER L TS REST API 2 £
LT, v 27y 7 sOYA L [lendpoints.office.com| (27 7 EALET,

NFA S~ A 2707 OV A F~DEEICENT, T u X o —"—2HHT 5 LHZ 1 H
H8E1E. LFOREEZITWVET,
1. root 2—H# —TNFA h—"—iZm 71 LET,
2. BJE T 7 A v (controller.properties) & B & £ 97,
<8F—HXF 4 L2 F1Js>/controller/conf/controller.properties
BIE T 7 A NVDFE LR WG EIE, FTBICER L T E S0,
N
controller.properties |Z, NFA 23FI 3 2BEFR— MESORELELELIMS 2 R—F b D
B E CHIEHT DRET 7 A /LT,

3. XE 7 7 A /v (controller.properties) (2, 7' R ¥ L —N—%FHT 5720 D/RT A —H—
IR L, BRELET,

faEiE A
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https.proxy.host = <proxy server name>
https.proxy.port = <port number>
https.proxy.user = <username>

https.proxy.password = <password>
<proxy server name>:
FIATSFax o — =D N AL 4 ZEELET,
<port number>:
FIAT 27 mx o —N—DR— MESEIEELET,
<username>:
TuFxFRECHAT 2 =22 ELE T, T e X IRREERTTORWGA T
BRERETT,
<password>:
T X BEECHMT oAV = REefRELET, T X U BEEa TR WEaIE
RIERETT,
B2k
71 % VBRI, Basic 87E & Digest ZRAEIC KIS LTV ET,

R EB:

https.proxy.host = proxysrv.nec.com
https.proxy.port = 8080

Y- AEER, RENED NFAICRKBES L ET,

2.8

IMS 3V R— 2 FRIRD-ODEEZTITD

IMS 22 R—3%> MR L, #%? NFA, F£7-1%. NFA & NetvisorPro & O#AEH 29
HHEAIATIREICDOWTHA L F97,

E

>k

IMS 2> AR—3 hEFHTHA. LT3 DOFEEZITWVET,

IMS 2V R—%F 2 DY NT v

IMS 2> R—F2 hDA A F—)LCNFA 5 O 2[4 5720 IMS 2 7R —
IR NOEREEITVET,

FEAMIX. [WebSAM Network Management Web =22 Y —)L A X — KT w7 HA R =5
LTL7EEN,

IMS T U IR—FR > k& OPERERIE
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o2 A LA =L

IMS 2 AR —x 2 b LT D7D NFA I OFREZITWVE T,

o VTNV AUF L DIZDDRRTE
IMS 2 R—=R2 FD Web 22 Y —inb, YT NAY A F T, NFA D Web =2
V=T 7B ATE DL IITT D72 DFRGE %2 NFA I TITWVWE T,

NFA | T17 9 8% B, LA FDFIE T 7 A /v (controller.properties) # HH T 5 Z & TITWE T,

RIET 7 A

<§TF—X T4 LY F1Js>/controller/conf/controller.properties
EVEk
* WET 7 A /L (controller.properties) 23F(E L Z2 WG E T, BIBUS/ERR L TS 2S00,

E
s BXIE T 7 A /L (controller.properties) D HHNA L, NFA O — A EEIFFIZ KM SV E T,

AFTEE
NI RA—=H—DRBIZARBERANR=ZANGENTNWDIHEE. RED A=A EHT/RNT A—H —
¥ 5720, BERLZEY OMENMTZ 5 A,

WIE 7 7 A IV (controller.properties) DIRIFHIIC, /NT A —F —RKEBIZARERAR—ANEZEN TN
RN EZRER LTS IZEN,

IMS 3 ViR—F > b & DERRE
77 7 A /v (controller.properties) DL F D /8T A — 2 —5fRE L, FEX L TRELET,

ims.application-instance-id = <manager id>

ims.msgqueue.host = <ims ip address>
ims.msgqueue.port = <port number>
<manager id>

IMS =t U AR—3% > "S558 9 5 NFA Z3ks4 5700 ID #45E L £,

ART A =B —X, IMS 2R —F MUOFKE T 7 A /v (ims-conf.ini) DFXEAE & —E
SHLIMERH Y FT,

<ims ip address>
IMS 22> He R h 2 2R LT B H— D TPy T K L 2 S48 L
IMS AV R—=R b& 7 FAZVATHIA VA=V LTWDLEEIE, 7T AZ TR
TLADTu—T 4T IPEEELET,

<port number>

IMS =2 > /R —% > b ® Message Queue & D ilfg THIH T2 BER— FEFEZEELE
ER
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o2 AL A=

2.9

KRG A= =L, T 74NV NOBER— NEFEEE LI-HAIC, BEESKLEIZRD
\i‘ﬁ—o

=1 =g

A% TE 51

ims.application-instance-id = nfall
ims.msgqueue.host 192.168.1.200
ims.msgqueue.port 28110

SUTNYA T U DI=HDKRTE
FXTE 7 7 A /v (controller.properties) DLA T D/NT A —X —&fREL, EEXLTRELET,

ims.webserver.base-url = <ims web url>
ims.sso.enabled = <true| false>

<ims web url>

IMS 22 U AR—% 2 FMREAET 2 Web 20— LIZT 7B A4 57286 URL #IFE L £
9,

AGEE

KRG A= —1F, 77UV —HEBIONFA /NS T 7 & RAA[EE7: URL 28 ET 5 LN H
nE7,

<true|false>
VTN A F L DEEE RN DINEIDEUTOLIITHEL £,
o true: YNNI A UFA U OEEEANTLET,
o false: VI NY A A OEEEZEIC LT,
Z TR, Ttrue) ZFEELET,
AR E:

ims.webserver.base-url = http://ims.nec.com
ims.sso.enabled = true

—EXZRE;T D

A LA N ANIERIZETTHE, NFA DYV —ERZEETAHZ N TEXET,

NFA OHY—¥E A%, EEAZ U7 | (nfa_ctlsh) 2 HEEITT D0, OS #HEEIT52 LT
EEfT 5 ENTEET,

T, EERZ Y T R EET LT R EEENT S HEARBA L £,
1. root =—H% —"TNFA V—"—za /A1 LE7,
2. WOa< REFETLT, —EvRAEEEL FI,
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$ <$4/>XF—J)LT 1 L2 FU%>/controller/bin/nfa ctl.sh start

3. DA<y REFETLT, T—F o 7B ARENIERE L TWVWAZ L 2R LET,

# <37/ >X F—J)LT 7 L2 F!%>/controller/bin/nfa ctl.sh status

EFICEB L TWD & name (pid process id) is running 73, 7B ERXTEIC
TRINET,

systemdb (pid 12340) is running...
eventdb (pid 12341) is running...
controller (pid 12342) is running...
web server (pid 12343) is running...
flowdb (pid 12344) is running...
logserver (pid 12345) is running...
collector (pid 12346) is running...

4, WD a~< REFETLT, Web M —_"—DFLZ TR — MW TWAZ & 2R L E
9,
# ss —an | grep 443
443 X, Web —_X—DF 7 3 )L h O BLZ T AR — &5 TT,
Web Hr— R—NEFICEEI L TWD & IRD X 912,443 FR— A LISTEN JREEIC 72 5
TWET,
LISTEN 0 100 :::443 838w

EFICEBTCE oA, B2 h—ERE#EFFFOT T — L3k (78 X—V) ] &M
L. LT &,
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g 3=
AR F=ILEDIRERTE

NFA DA > A b= VARIZERBRETER E D TR OV TR L £,

EP/Y

3.1 Web 22 Y — VAT D7D DYEIHZAT D oo 39
32 Web T2 Y = JUITT 7 B AT D oo 40
33 fREFTD 7 030D ERR A ZE T T2 oo, 42
3.4 70— OREFFHART 2 ZE T T2 oo, 43
3.5 BT = F DIEBH TR TE ZFT D oottt 43
3.6 TJ AR—H —DIFERIIFOTZD DFLTEZAT D coeveeeeeeeeeeeeie s 46
3.7 TA B ARBEIREET D oot 47
3.8 T AR = — DI R T T D oot 48
3.9 S B IBIITT D e 50
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HIE A AP ERDOBRERE

31 Weba 2 V—IILZERTH-HDERZITD

Web 7 F 7 —735 NFA @ Web 2> Y — V2 FEAT 572D OUEfEEEICHOW T L
7,

Web =2 Y — L2 T 7 ® AT 5HHNZ, Web 7 7 U —AlOREEELZITOVET, ZNbDIE
HEIIFRAD 1 B TATHONERH Y 97,

3.1.1 NFAHY—/N\—¢BEZZREIT S
Web =2 >V — L& ET 5~ 0 & NFA — _R— D% 2 — & S H £,
Web =22 Y — /)L EDOEFE| & NFA — N—ORZIN A —E7- L R EORZNT N TND
ORI GENDD £7°,
E I BHIARTIC, Web =22 Y — L ZH#ET B~ v DG 2 . NFA — _"—c—FT 5 L9
ICERELTLZE W,
Bk
NTP r—E 27 FZ2FA L., WKL OTNR2nEIIC L TEL 2 E2BED LET,

312 Web 759 —DEX1 T+ EBEZHERT S
NFA ® Web 22> Y — /L EEHATHDICHE R, Web 7 7 U —DEX =T 4 FHEIZD
WTEE LE T,

Web 222 Y —)VIZT 78 AT 5729I21X, Web 77 7% —T, JavaScript & Cookie 23 HZhiZ
IR TWDHMLENRH Y 9,

PAR— L TWD Web 77 U —X, #IHIELE T JavaScript & Cookie [TAZNZ/e->TEY |
FER 2R ER AT ENTEET, REEZETE L TWAEAILNFA ZEHT 5D
WY 7RG ENE I DER L TL 720,

F7-. Windows Server C[t¥a U T BIEDBAE]E 20 2L TWAEAIEL [Windows
Server CORE (40 X—) | ORENLA LR T,

Google Chrome D&% EHEER
Google Chrome D% E Hi[f CHERB ZITWVWE T, [HHBREIUTIZH D, (T340 —¢x
FalT418 7 a rTCHERZITO ZENTEET, FEMARREFIEICOWTIX, Google
Chrome O~V 7% ZH L T 7Z30,

s [FTIAN—=EEFXF2UTa1EI VY

JavaScript D FEITNFFAI STV D Z &, Cookie ZIRFT HREICIR > TWNDH T L& HE
RBLET,

39



HIE A AP EROBRERE

Windows Server TN E

[EFa)T4RIEDER]Z THD ICLTWAERIE, A v X —Fy T TV arZA47T
0 OFET, EHEEATA ] 12 labout:blank] ZBANL TL 720,

3.1.3 Web 7595 —|Z SSL Y—/\—3IBAEA A ViRh—rT 5
NFA (27 7 B AT B 72D 72 SSL r— N—FFEEZ . Web 7 7 ¥ —I2A »AHR—F L
ij—o

fEH4 2 SSL — —3FAEICH CBLA RN 2 B/IR LI-BE ., iEHELZ Web 77 0¥ —(C
A VHR—=FTBHZET, NFAILZEBIZT 7 BARATAHZ ENTEET,

E2F
nuuﬁﬁ \—uﬁ'ﬂi;&%\éﬁf LT%) % 9%6\‘(% nqu% J:OT i Web 73 '7‘5_ :iuiﬁﬁ@ﬂ/"— ]‘

FEAEZ A VR— T2 FBRDBHLGEN DY £T, TOHAEIE. AL S OFFRIZUE-
TLIEENY,

* Microsoft Edge 35 & O" Google Chrome O35 1%, LT DO FIAZ EE L £,

1. TA.1 nfa ssl keytool (68 ~—7)| @ exportcert 2~¥ > RT, A AR — MNA[EEZR
AERAE (cer 7 7 A V) BAERK L £77,

2. nfa ssl keytool exportcert CIERRL7ZREMIE T 7 A /L%, Web 7 7 7% — 3 )
BT o~y ETH TNV Y v 7 LET,

3. FRENFEA TS AT 0T, REAEDA VAR M—LIRE %2 ) v LET,
EEREDA VR— b9 F— FIRERSNET, [RAIRZ V&2 v 7 LET,
4. [REFAEZ I RTRDR h?l:ﬁEE‘d‘é]%i&E?ﬂ L. [BEIRZ> %227 v7 LET,

5. fEIER T OBRS A T r 7T, e S — MEFTEKR | 23R L, [OK]
mE )y LET,

6. [RNIRZ 27 w7 LET,
1. [ETIRE 27 w7 LET,
8. HOBEADIED, X2 U T 4 BEENRFTRINETN, [RWARZ %227 w7 L

£
ELCAUR— FERELEL D XA 7 0 7 BER ST, FEVIEO A K — b5
T

32 Weba2 V—JLIZT7 7 €RT S

Web 75 77— NFA @ Web =2 > YV — )LIC#4e 9 A FIEICOWTHB L £ 4,
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FIE A A M NBEOREHRE

HRNZ 3.1 Web 2 Y — LV ZEHT 5720 DOHERAITH (39 X—) ) ITFEHEHD, Web 7

T —OREXIT> TBLERHY 7,

Web 22— /UZT 7B AT 52010, LFOFINEEZFEITLET,

1. Web 77 U —TLUF® URL #f5E L, Web 2> Y —LDu /A »ljm%iLd) LET,
https://<NFA H—/3—@D N A A 4 (FQDN)>/nfa/

RA M4 (FQDN) 1%, SSL Y — N—GEEDOERFHC AT L2 AR —E L TV D LB
NV ET, —HLTWRWEGEE, RIEREAEL L TEERERINET,

EVE
Web 22>V — /U2 T 7 & AT 5 72DIZIL, URL IZH5E L 7= NFA $— 3—D K A A 4 (FQDN)
IZxt LT, ARIRIRDAIRER R CHHALENRH D 77,

2. a—H =4 NRRAU—=REZASL, Webar V=74 LET,
W= —H —41% Tadmin), FIH/ XA T — KX lpassword] T,
Web 2 Y=~ 7 A URENTHE, 2= =T LICTRE LY v 2R — NHl%
FoRLET,
AEE
© Web 2>y —~omZ Ay BLO, BECHETLIEEFHEZUNIRLET,
- MlEe 7 A RIS, BT, admin 2 —F—D/RRA T — RELHE LT EEI0,

SRAD = ROET, FEA Lo EHMEAREIR & 200 b 3R S5 A RER T/ %
TO

- AT — N AT S ERIN LA, Uda—F oo s 2 RIEL Y X
A= —Tou s A 10 RTERIRY ET,

- NFA O EEHROBIEGEMN, £, HIkRZ2 &%, HEO Web =2 Y — L CRIFFIZITH Z
LiIFTEEEA,

- Web oY —Zu 74 LTo5 30 MM bEEL2 - 725E1F, BT T U b
L. WOBNEOZ A I 7 Tal A UEEICERLET,
722 L, Xy vadR— REiE, =7 AR—F =78 EHE, X2 b —E\EICBWT, H
FREREIC, 140, 597, 150 DWT N EIREL TWAEE1E. Bgicon 77 v Mifrh
nNEFA,

e IMS IV HR—FRL DO Web 2> Y —N DI TN AL A BEEENCLTHAEED

HEEFHEZUTIORLET,

- IMS 2R —F3 > MIBWT, NFA LR~ D2 —F—%2HEGE L TEBLERHY £7°,
Fl—4DOa2—P— 2t LTDI, o TV A o F o DENCEELE T,

- g A URFZEBWN T, NFA @O Web 2 Y — )LIZkT 5 URL ZHEELTWVWTH, IMS =2
A= D WebarY—rous A HENERINET, 27 A UBEST5E, B
BIAYIZ,. NFA O Web =2 > Y — )LEEIZER L F 1,
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FIE A AN NBOREHRE

- IMS VA= FREIEL TWAIREE T, NFA © Web 2 Y —LIZT 7B A TE RN
BANHY ET, ZOEAIE. LLTFT®O URL #3E LT, NFA ® Web =1 Y —/LIZ%kd %
a4 VlEEERRIL, 274 L TLTEEN,

https://<NFA #—/3—@ K A A 4 (FQDN)>/nfa/login

33 REIHI7O0—HOLERZEET S

FFT o 70 —HBO LREZEET L HIETOWTHALET,

NFA TliX, T 74/ bOEMEEL LT, =7 AR—F — HENRFEZ & 12 BA7 1,000 7 20— %
PREFL £77,

ZOfEIZ, A VAP ABORTEICLIVERE T ET,
AFE
Ta—8oEREEZKELTDHE . NFA b — "=k 20BN LET, ToT, BT 5
T AR—BZ—DERR T O —DZEH., v~ v ARy JEOREIC L > T, EFEMICEAR &
720 NFA DNIEFIZEMEL 2eWGERH D £,

FEEEOBERBICT 1 B EEA SERIET, LTO X 5 2B8E T, EFICEET 52 L2 T
AL TEENY,

o T AR—H—EFHEMEIZT, &7 AR—F —D[REJERZCEADEEL TN

2:0
o Xy vaR—RNlH, =7 AR—F—EEIZC 7 —T —ZRNBRTEDH I &,

1. BREGEEMIH 2 £ L £ T,
[PRATLER]>BRERE]| 27V v 7 LET,

2. [ZA=FT—=2DLBBNOATH L, RFFT 270 —FT =2 O EIRBEZBRELE T,
71— o> ERMEE 1,000~10,000 OFEFH THE LE T, =7 AR—F —DHEE S
ELESG. LTOMEZBRICLTIZEN,
18~104

b7 10,000 7 12—
1M1 E5~20 &

EA7 6,000 7 & —
216~308

A7 3,000 7 = —
M1 ELLE

PRARIFHELE U E /A
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HIE A AP ERDOBRERE

Bk

e UTOREZT 7 ANERETHZLIZLY EREAEFEIT AL TEET, 774N
FIELRRWESIE, FHRICER L T 7Z& W, 2B, [VYATLEEH] >[BRERTE] »0E
HLIZHAE, AREZT 7 ANVORNRFITI EEEINET,

o T ANDOMRERKIT, BREEANCTHTOICNFA P—E R ZHRERE) L T 7ZE0,
e <8F—AZF s LY FUSs>/controller/conf/flowdb.properties

¢« UTD6 DR ETHESNTWAIEEL, T XTHRUEICEE LET,

flowdb.table.record.limit.1l = 1000
flowdb.table.record.limit.2 = 1000
flowdb.table.record.limit.3 = 1000
flowdb.table.record.limit.4 = 1000
flowdb.table.record.limit.5 = 1000
flowdb.table.record.limit.6 = 1000

34 J0—DOFRFHRZEET D

7= — ¥ ORI A LT 5 HECOWTHE LET,

NFA Tid, 11331 7v—7 =% ORI & FLDLEIZHONT (10 =) | IZHEWT,
Ta—T—=H T = AN REFT D HIE RO 5TV ET,

CORFHIM AL E T 5 FNAICOWTHA L £,
ek

7 u =57 v —ORFEHIF O EREZ /NS < LTHBEBRICT — 2 BHIBRE D £ TS, Eomrh
540 HRRE ORI ZE L E T,

1. BRETEREM 2R LET,
[YRATLEE>RRERE| 27V v 7 LET,

2. [7A—T—8 OREFHE|DOS AT L, RFFT 27 v —7 — % ORFWIH 2 3%0E
LET,

BETHHRFEYEITI ELDIERFICEVWHIRZRETH2LELZH D T3, Hl 21X 98
ET—ROREFAMIZ 36 R 2 F87E L7255 13, [10 2BET—42 11X 36 K UL E O
MEaRETHVLENDY 7,

— = | —
35 A—T—3ONEBENREEITD
NFA BEAE LIe T N TO T r—7 =5 & LRFIORIE THETH T 572D OBEICONT
AL ET,

NFA Tid, 7 v —80 EREOREICHEV, BEEOD VW T o —F —2 % 1 DIZHEMN LT
T AN AR L TWVET,
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FIE A A M NBOREHRE

RBREEATH 2L TUENLIAR EOMTEITINO 7 n—F =2 kn—7—& L L TN
MATHZEnTEET, SR Licr—7 — XX iGNk y U= 751Uy
7L LTHERT L ENTEET,

AREER, =7 —ZBUTOLIICHISNET,

s METALVZ FIDTIIETI AR—H—DT 4 L7 N Z{EL, 15 mEICHEIH T
LET,

s ISHOMICRAELZBE e —Du—57—H%% CSV 7 7 AV~ 10 T/ 7 7 A )V ThHE|
LCRtdk L, bzip2 ZHHWT 1 DICE EOTEMLET,

« B—7—XZ{X, DNS oo N 5 EL, BEO, 58P T RLRAITHT D FAA
VHRONFA BN 2T 7 r—a Vi EOERIIEENTOER A,

« B—F—X |1, NFA ® Web 21>V —/LTIHFERLTVWARL, £70—DTCP 77 7
DIFHRNZENTNET,

H—7 =2 OB L DT 4 A7 AR LTOFEREHWTREG D 2175 2 &
MTEET, KRELXITOANS., +0RT A AV EEREND D Z L HMER L TIIZIN,

c 1 I AR—Z—DOFT 4 A7 HHEE: [Bytes] =F x 215 x C x D x 24 x 60
- RFYEBTI AR—F—D 1 o7 e —(T7r—1—1})
- Cr—T — X DEMR

[0.06] Z#fEELTCREAELET,

D: = —7 — % ORFFHIE O A4

5l
7 v—L— FH 300,000 /3 DT AR—H — 5 H50O0—T — X & | FERREFT
D86
300,000 x 215 x 0.06 x 365 x 24 x 60 x 5 = 9.25 TBytes
AGEE

0 —7 =2 2T D72 01iE, BLFORGET 7 A /MZBWT, —IFitiki 7T —# N—2A~D
FEXIABLEZANIL THBIRERH Y £7,
s RET 7 A
<§T—Z T4 LY FUs>/collector/conf/collector.conf
¢« WENT A—H—:
rawdb.switch = 1

)

FXIE 7 7 A )V (collector.conf) T rawdb. switch DFFENRWIGAIL, 1) ZHEE LI2HE L FH
CEME(—IFRLs T — Z R—=A~OEZIALBGR) L2 0 £7,
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. root T—H —TNFA r—_—|lca /A LET,
. NFA OH¥— vt 2% LET,

# <s/ 2R F—)LT 7 L0 FU$>/controller/bin/nfa ctl.sh stop
. BIE T 7 A )V (collector.conf) & [ & F 9,

<§TF—ZF s L2 F1Y%>/collector/conf/collector.conf

RIETZ 7 A WL LW AR, FBlc/ER L T2 &0,
EVbk

collector.conf iX, 7 2 —EHOZEHOBER— NEEFORELE R ETHIEHTIREY 7
A NVTT,

. EZ 7 A )V (collector.conf) IZ, B—F —F DI INIEHT /3T A—& —ZBFL L,
RIFLET,

fRErA
rawdata.auto-export.output-directory = <Output Directory>
rawdata.auto-export.retention-days = <Days>
Output_Directory:
R—7 =2 M TLHT7 47 P DONRAEZRELET,
ART A =B —=DEEIN TR, F7203, REMEAXRNEREGAIE, =—TFT —%
DHEBHINIAITONEE A
AEE

RINTG A—=H—|ZI1E, NFA D <84/ X ,—ITr Lo FUs> BLWY <¢7—FFr Lo F
Ye> R FONRAIHBELRNTLIES N,

Days:
MO Llcn =7 =2 ORFHIF O B EfEE L £
BV

FXIE 7 7 A IV (collector.conf) IZAR/NT A —H —ZFFE L T2 WEHEIX, LFD/NT A —
2 —%fRE LT GE L RROEIEL 20 £7,

rawdata.auto-export.retention-days = 1095

. NFA OV —v 2 &2 EHE L £,

<34/ X F—J)LT 1 L2 FU%>/controller/bin/nfa ctl.sh start

- AEEER, 0—TFT —F OB T DRENAE D NFA IS ET,
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36 TIVARANR—F—DIFEHBMFD-HOREZIT
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(config)# collect timestamp sys-uptime last
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IR OHLET,

3. [OKIRA v &2 U v s L, 74T —iREERMLET,

V4 Yy FORFANENENLET,

s YART TZ 7 RREAT DY 4V =y NOBH
SIMTR OB DI EL L ET,
M7 77T 7 7EREA T DT 4V v FOEH
SNSRI BROE B OAFFOEERICKT 2EEOERICE L ET,

433 TINBI S TDRTRER—LA2T B

WA T 5 7 RREATDT 4V xy MIBWT IBEMEOSKEZ RTINS T 7 DO
MRAZED L 2L T, VI 7HIRFRTHIENTE LT, Z 2 TIE, ZOEIETFIEIZS
WTREH L E T,

REEIL., BIKOERBETIRE L7 T 7o MO, FICHEEE2EE LT,
7T 7 EBYERFOR L ET, BERWOFEMZ K L CHID S HERE L TV E WA T A,
YEZATWE T,

1. TOEEKREZFRT DN T 7(L oo L7 X — LS 2RI L £7,

2. LU UL I A —DEEDI—YNVE T v 7 & Fay 7 TBEIL, B ZFHE L E
9,
FRLEE & SICHET 2581 TOBEEITWET,
s LUTURBLIA—DELEDHI—INERT v T& KTy 7 TEEIL., NG %2 JH%E
L‘i‘é‘o
s LU VURLIA—DIREVTERT v &Ny 7L, WREHE K2 BE) S8 F
va—o
e LUTURLIAZ—DIREZY THE Y v UTCHBIIREE 2R L. B L < BEbE
¥ RI7 v 7&Ky THRELET,
EVE
o BB EDOMERIENT., Lo YR L2 Z—DEAD I — Y ANIERRIZRY T, L
BV HZ—NT, FIv7&FNuy 7OBRETCRRIECHEEEZITY &, B, I—
VIVREFRENET,
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4T AAEME

o R E MR, BIZRMAO= Y T2 FZ v 7 LT, REEEfEST 2 2 &
HTEET,

MO T 7 OFRERE LI TIERFI R ShET, £o, —RICFErRT 5815
B, BILUOZDNELIZOWT HIEE L7H#PHIC KT 5| TR L E T,

434 IP7 FLAKRTERRA FEARRICE#RT S

TV RRA U bOfFHRE TP T FLATERRTLV 4V xy MIBWT, ZR§25xy FAR
AL IDIPT RLRAERA NGIZEB LERTHIENTEET, 22 TIE, TOHRET
NEIZ DWW CREEA L F 9,

T RRA L FERTIPT RUAZRA MICEWBRT 27201201, =2 FARA 2 FOFRA
K4 L IP 7 R L A% & B3 5 DNS(Domain Name System)(Z%f L, NFA A% v h U —27 &4
LTCHRRAMEZEBWEDE TELIRETHOILENDL Y £7°,
EVEF
¢ DNS IZBIEENTWARWNT Y RRA > MIOWTIE, FA FORIWEDERITR W=D,
AT THIP 7 RLARTOEFEICRY £,
o KREMECEMINDARA MK, AREEEZEM L72R S TORA M TIERLS, Sfrktgo 7

7 —1E WA ZAS LIRERIZ DNS 22 B ESG L2 R A M TT, 20720 il EOm@IE RN % 247
THHEAIC, YR EHEDRA MABRR>TODHAE, YRORA M TRRLET,

AEMEZFET HZ & T, BEOT RARA » FORBED THNLT <720 £,
. BT 4=y FNO[RRMEARRIAZ %27V 7 LET,
2. T RBRA U hERTIPT RLABRKA MICELLET,
BT 4 Yy hO—ERRE D ZMHR L T TZE 0,

FTEDIP 7 RUVAERRIZERTHAIT, IP7 FLARRIRZ 227 ) v 7 LET,

44 BANZEORAETZEHIT S

NFA O Web 2>V —icu A4y LEa——2DAH50oua A "2 — R RE&ira—
WG a2 BT HBEOFNEIZ OV TIHIA L E T,

EVE
[A—H—R]. BLO, [POERALRLICONTIE, ZBHET LR TXEEAL

1. AR RS i A 2 o L E T,

A A =2 —fEROBAAREIR Y 22 ) v s LET,
2. FRENTMAGRTHT CNAEZLEE LET,

« [RT4A]
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B4 AAEME

Wi 10 F D2 — =D& A HE LET, BACFE 32 XFTT
TR CFIIEET 2 2 LB TEEH A
- FEEITS A <=0\ () ~
- EHBIUOKRE~DFAHAR—R
B L2583, [A—P—R]THRE LA ER <L E LTHEHLET,
c [TI24NLEFDF Y aR—F]
B7A L LIRS, BICRRT DX v v aR— NEROAHTZERL E7,
s [1RRJ—FZEH]
Fxv IRy 7 ZAad AL, [I[B2RRT— FIRICBHEDSAT — REHEE L £ T,
[#/8R7— KI, BL0. SRT— EEBAAWCIE, H L S2T— RE#EEL

S

NAT— RiL, LFOXFEMAEDE T, 8~64 LTOXLTETHREL T,
- AT

- AT

- CEAET

- A= L LT O
P"#$8% &'()*+,-./;<=>2@[\]"_"{|}~

INRAT— RIZiE, ERRO4EEOXTO Y B, 3EHEU EO LT 25 /AL TS NLE
NHVET, £/-. BEI0EISDNAT— REFER > TWAVLERH Y £7°,

3. BENEZMHR L, [OKIRZ %2271 v 7 LET,
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7yvITTL—F

NFA O 7 v 77 L— RFNEIZ DWW TR L £97,

EP/Y

5.0 7 0 T 7 L Rd T2 ettt 64
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BSE TyTSTL—F

5.1

O N >
TvITIL—F95
A VABR=NVAT 4 TICIRENTWVWAAL VA =T % FEITL NFA Z WA= 3 b
BHiN—var~(Ty7 7L —RLET,
. AV A=V AT A TDISOA A=~ MLET,

T AVARN=NAAT 4T DO~ bARA Y M /media & LTt LE9, 7l
DIGATIZ~ T F LI2GAE, MERARZL T I,

2. 7w 77 L— RREIZ., NFA O —E R &= E L E9,
NFA D= g 28 E T, UTFoa~vy REFEITLET,
« NFA3.3 LLI%

# <$7/>XF—J)LT7T 1 L2 FU%>/controller/bin/nfa ctl.sh stop

o NFA3.2 LLR]

# /etc/init.d/nec-nfa-service stop
3. A VA =T —mEELET,
ALA =D OSIZHEDE T, ATDa~vyr REFITLET,

* Red Hat Enterprise Linux 9 (x86_64)

# /media/NFA/Linux/nfa-upgrade-rhel9

* Red Hat Enterprise Linux 8 (x86_64)

# /media/NFA/Linux/nfa-upgrade-rhel8
AEE

A A R=ED OSIZHIGE L T a~y REETLESGAIE. 7y 77 Lb— RAENK
T D7-0FEE LTI EEN,

4, RoRINTN—Va B oriid L, 7y 77— FR&ERBLET,

BHERER L R— 2 FOBUED/NN—T a UKL, T v 77 b— FDAA—2 g Uiif
DIANICERINET, N—Ta UFBFIZHEEWVA 2T, v Z AT L Enter ¥ —%
ML, 7Ty 77— FUEZBRRLET, nZANT DL, Ty 77 b— FAEITH IR
ShEd,

Network Flow Analyzer version 3.3.0-6 Upgrade Installer

————— ComfiEmation ==—s=scscsoc=ososom==s
Controller : 3.2.0-6 -> [ 3.3.0-6 ]
Collector : 3.2.0-6 -> [ 3.3.0-6 ]
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Is it OK to upgrade? (y/n): y
ROA =V NERENNE, 7Ty 77 b— FOBERIZET T,

Upgrading controller ... done
Upgrading collector ... done

Ty T — MUEOBRF T T —RRBAE LG, =7 — A v —URERENET, =
T—RAob—UNRNEKREINTEHEETE, B A VA =T —FfTHROT T — LK (77 _—
V) EZERL, MLEITo T I,

WRDOa<y FEFATL, P—ER20EFHRZ U7 F2HlIBRLET,

# chkconfig --del nec-nfa-service
# rm -f /etc/init.d/nec-nfa-service

THABIZ. NFA O —ERZEE ST FE X0,

# <84/ >R F—/LT 7 L2 FU%>/controller/bin/nfa ctl.sh start

i
T L— RRIZ, IMS VR —3x Y b EDOERHREEZENT S22 L TEET, REHFIEIT
2.8 IMS 2 HR—32 MIHOEZDOOEREZITH B4 —V)] 2R LTLIEIW,
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FTEE TUA A=)V

FO6E
ToA VA=

NFA #7 oA v A =T B FNEICOWTEB LE T,

EP/Y

R B A BV Rl 12 (e L R R o= o= 5 = LSRR 67
6.2 B 0 T L A L A N o 8T ettt 67
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HeE TLA A=)

6.1 FoA A M—NIZBITAXTEEIE

NFA Z7 oA A M= LT HBOFEFEIZOWTHA L £,
A DT A A =)L, FEIT rpm -—e A< R TITWET,

s fVAM—NT 4L NI ET—HT 4 LT MU EDTTA A M—/LLTWEEGA,
rpm -—e AV RCiET—4%7 4L 27 KV ITHIBR S NVER A, Bk, FEICHIBRT 244
ERHY ET,

c AUVAF=AT4LT NI ETFT—=EFT 4L 7 FUMNRFEULEE. rpn —e I FITED
TRTOF—EZBHIRENET,

6.2 BRmETUVAVAM—ILT S
NFA DT > A v A F—VFIBIZOW T L £,
l. root 2—H#—Tr 7 A LET,
2. WD=a~<y REFATL, NFA OV —E R EEIE L ET,

# <84/ >X F—/LT7T 1 L2 FU%>/controller/bin/nfa ctl.sh stop

3. kba~<wy REFEITL, "WhET7 A A =L LET,

# rpm -e nec-nfa-controller nec-nfa-collector

4 AVAP=AT AV I N ETF—=ET 4 L7 P ERTTCOESRE, 74T 4L 7 b
JEFHTHRLET,

PLET, 7oA v A M—NAEEIT5E T T

67



kA =~ R 77 LR

T8 A a<v> kU7 L 2R

NFA DT 2 a2~ FIZoW T LE T,

A.1 nfa_ssl_keytool
HTTPS i#iZ T % SSL #— —FEH EDO MR L OVERIZ{T 9 2~ R T,

Zoa~vy R, Javakeytool v 2 R OBERE 2 ARG AT WLT WETREET 2 7 v
N—ax RTY, Kavr R bEMNTE 586EI%. Java keytool 2~ RDO—H D AT
T, £70. BIEOLRTRENIL, Javakeytool 2~ RiZHbETWET,

Java keytool =~ > N & OFESIXROMEY TT,

 BHOFIHUT genkeypair REDY T a~vy FAEIEELET, F7 2~ RO 54
DIFAIT - (IS EH A,

« Rawr RTiE, ¥—A T ORRILPKCSI2 FETT, £/, F—A M7 DO/3RF<s
F—%F 7 L2 F!)3>/controller/conf/server.keystore [HE TI,

e genkeypair 7 a~vr REFETTHE, F—ARTORATY—R, F—ANTHO=
YR —DRI&, EONAT — RNRLLTD T 7 A JVIZEEER SNV E T,

<$TF—X T4 LY F1Js>/controller/conf/tomcat.properties

77 A CREER S NS REERIL, £EY 7 2~ R T-storepass, -alias 47 =
VEAMLUZBICEEICHEHSNE T, TOD, 5IEBOBERER/NRICIA Ta~
VREFETTHIENTEET,

s —keyalg, -validity A7 v a DT 7 /b MENRELD 7,
e initstore EWHIMHEDOY T a~wr REHEELTWET,
INA

<SR F—)LT 7 LD F1J$>/controller/bin/nfa ssl keytool

e =

nfa ssl keytool genkeypair [-help] [-storepass PASS] [-alias ALIAS]
[-keyalg KEYALG] [-keysize KEYSIZE] [-sigalg SIGALG]
[-validity DAYS] [-dname DNAME] [-dns DNS]

nfa ssl keytool selfcert [-help] [-storepass PASS] [-alias ALIAS]
[-sigalg SIGALG] [-validity DAYS] [-dname DNAME] [-dns DNS]

nfa ssl keytool certreq [-help] [-storepass PASS] [-alias ALIAS]

[-dns DNS] FILE
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nfa ssl keytool importcert [-help] [-storepass PASS] [-alias ALIAS] FILE
nfa ssl keytool exportcert [-help] [-storepass PASS] [-alias ALIAS] FILE
nfa ssl keytool list [-help] [-storepass PASS] [-alias ALIAS] [-rfc | -v]
nfa ssl keytool delete [-help] [-storepass PASS] [-alias ALIAS]

nfa ssl keytool initstore [-help]

nfa ssl keytool -help

a8
YT a<wr ROEWIIKROBEY T,
* genkeypair

BEOT (LRSS L OB 5 I AR 2B L, F—A MTITHILET, o,
Web H— 3= L= 2 A 2 -0 DFERELUTO 7 7 A MBS HLET,

<¢TF—HZFTs LY Fs>/controller/conf/tomcat.properties
* selfcert
F—ZA M7 M) —OFIIKT 5 H CBEAGEIFE LR L £,
* certreq
PKCS#10 JE R A fifi o TREFIEE 4 Bk (CSR) ARk L £,
* importcert
77 ANVPOREAEEITGEAET == 2 HARYD . F—A MTITEM L ET,
* exportcert

AEHEZ T —A RT D ORARY | A F UL ROFERZF & LT 7 A /VITHEMN
L\i‘j—o

© list

REOXF—ART = M) — FEF—RANTR2EONEER T LET,
* delete

F—ZA R MOREDT Y MY —&HIERLET,
* initstore

X—ARNT 77 AINEHIBRLET,
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51%k
-storepass PASS
F—ARNTDONRAT— REREELET,

genkeypair 7 a2~ ROFITHRHIEW L7-HE1L. 2~ RETHIZ/NAT— KD
ADRKDOLENET, TAUSNOY T a~<wr FOEITHIZERK LZEAGIT,
tomcat.properties 7 7 A L bRt TAEZEH L £ 7,

-alias ALIAS
F—ARTHOZ N —DR4ERELET,

genkeypair %7 I~ ROEITRHZEM L72GA1E. 7 7 4V MED Ttomcat] 23 H
ENFET, Fol list BT awr ROFETRIZEK LT2EAE, 3§ XTo=> b —n
RRIZI2 D £, TNLSNOY T a~ 2 ROFEITRICER L7254 1X. tomcat.properties
T ANDOEA RS TR EA L ET,

-keyalg KEYALG

O ST LT X AZEELET, [RSAJ., [DSA]. [EC] R E%EETHZ &N
TxF%, S 74/ M [RSA] T,

~-keyalg. B L WN-sigalg ITFHETE 2703 Y XA —EL Java /b7 —%T 7 F ¥
JCA VU T77 VLA A R ESZBLTIEI,

-keysize KEYSIZE
AT DO A e faELET,
FREFREZ2 MR L OV 7 4L MilllE, Java keytool DALERICHERL L T 9,
-sigalg SIGALG
HOBAMHFEICEA T &I T LT RAEHEELET,

BETHT7/VI Y XAIL, -keyalg EABMEOH DL O TRITNIER Y A, fHER
BEZMER KO 7 4L METX, Java keytool DAARIZHERL L TV E 7,

-validity DAYS

HOZB4AGEAENERE RSN B8 EZEE LET, 0~ 365000 2Me5E T £7,
T 7 F b M 3650 (F9 10 47) T,

-dname DNAME

H B4 REED issuer 7 4 —/L K & subject 7 4 —/L K& LT H X.500 #5514 %45
ELET,

kBl A FRE L iro T ald, a2~y REITHRIGHEMNA DA 2RO BivET,
-dns DNS
AIEFE O Subject Alternative Name JLAEFHIIZ B k3% FQDN Z+57E L £ 7,
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genkeypair 7 a~< 2 KT, F8E€ L7220 > 72 8A 1FXRE-E O Common Name 73
SNET,

-new NEWPASS
X —ARNT ELFHDONRAY — REELTTHERC, BEFZEONRATY—RERELET,
B L5603, o~ 2 RETHICANATY—= RO ANRRD HvET,

-rfc

list ¥ 7 a~r FOMOERIEEAS 7 > a ¢, MR/ 5k 7N CiEEDON
AN ENET,

v AT ar LEFHIEET S Z LIFTE R A,

list Y 7 a<wr RO HERIEES 7> a o T, AMNFEIZ O TX AR TEL
HEONEFFMNH TSN E T,

—rfc A a v ERIRHCIRET 2 Z ST TEEHA,
-help
o<y KRR, 3o~y RO GEEZFERLET,

RYE

FRIIIRFIZIE 0 21K L E 97, RERIRFICIX 0 LIS DfEZ R L £ 7,
eV bk
N— 3 2.0 LLETCYER L2 % — A b 7 O 0E. Java KeyStore JKS) & 72V 97, JKS B %
FIHLTWDEA, LFOY 7 a~wy RBBIMTHEHATE 7,

nfa ssl keytool storepasswd [-help] [-storepass PASS] [-new NEWPASS]

nfa ssl keytool keypasswd [-help] [-storepass PASS] [-alias ALIAS]
[-keypass KEYPASS] [-new NEWPASS]

* storepasswd
F—ARTDO/NRAT— REETLET,
* keypasswd
F—ARTZY M) —DHARAT— REEFLET,
Fo, BV T a<wr Ril-keypass 77 a VBEETE ET,
-keypass KEYPASS
WONRAT— RERELET,

genkeypair 7 3~ ROFETRICAM L7cGAIE, a~y RETHIZANRAT — RO AR
RKObNET, TSSOV T a~ v FOFEITRIZEM L7 5E 1%, tomeat.properties 7 7 1 /b
MOHHI S T ZER L ET,
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A2 RsFY—IL

NFA OEMAMEFFPIEFHED /2O D1 7 HIRZ1T 9 Y — /I HOW T L £,

A.2.1 nfa_diskcheck
T4 ATEHRZER L, LEVEZB 25/ A =<0 syslog & W Ta—H — (i@ %
THZENTEHa~vw KT,
Ka< K% cron FETEMEITTHZLITLY, NFARERHT 5T ¢ A7 OfFERIRI % £
GHNCHERT A Z e TEE T,
EVk
Ko< KX, NFAOEMEL IFMN. L CEY, MGNICT 4 A7 EHREZEHET L7200 HDT

o FEMIZRBEERCEA IR O X DM R IE LI 21TV T2 WA X WebSAM SystemManager G 78 &
OERBMEZMMAT 22 L 2R LET,

INR

<SS VR =T 7 L2 F1$>/collector/bin/diskcheck/nfa diskcheck

fz =0

nfa diskcheck

&70A

Bt RET DT 4 AR L EVHE, lMFRICOWTIE, a2~ FERIUARIZEE SR

TWDHERIE 7 7 A /v(nfa_diskcheck.conf)Z W CTHaE LE ¥, Ka~> NEFEITT DHHEIIC,

WF BXIE T 7 A Jb(nfa_diskcheck.conD) & e L, EEFNAZIHEL T 7EI W,

AEE
X E 7 7 A JV(nfa_diskcheck.conf)id,nfa backup A~ NIZEL DN 77 v T OREINTY, LE
W CCTEBNC N 7 7 v T aFT o TL IEE W,

R TE 7 7 1 JL(nfa_diskcheck.conf) M/8\5 A —4 —

X E 7 7 A /v (nfa_diskcheck.conf) THiE T 5 nfa diskcheck 2 ¥ RD/NT A — & — ¥
 IRAL IS RRTA—=F— (T3X—) ] ITRLET,

HMEATRE/R /N T A —F —DIFEZ AW LG EIE, 7 7 4/ METRENTONET,
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£A1 ATV EFNRFTA—E—

RS A—8—4 HitEA T4 ME
detect_path T4 AT ERBREERT DA,
Mokt S A THELETS,
KRG A—=F—1F, T, FHELTIEIN,
threshold_value T4 ATHHRO L EVME [%],
AT A—F—F, BT, FHELTLZEN,
syslog_notify L & VMEIBEIFO syslog iENIDFATT 7 7, True

True: syslog COBHEITVET,
False: syslog COEHIZITWVER A,

syslog_name syslog CIBEIT 57 0 T L4, nfa_diskcheck

syslog_severity BT 5 syslog DEIE, warn
UFOWTNNERETHZENTEET,

debug, info, notice, warn, err, crit, alert, emerg

syslog_message syslog CHAIT H A v E—,
syslog_notify = True DAL, £7, FEEL T E S,
mail_notify L & VWMEEIRIED A — VIBHIDFATT 7 7, True
A=A O Fa— RiE, UTF-8 TT,
smtp_server A= —N—=D FA A 4 (FQDN), & L%, IPT K
LA,
mail_notify = True DAL, L3, FEEL TIEI VN,
smtp_port A—VIRE TR 2R — Mo, 25
smtp_username SMTP FREFIC VD 2 —H—4 SMTP FBFEZFIA L 7Z¢e

smtp_username, F7-1%. smtp_password NEME STy |
Sreid, SMTPBREZFIM L EH A,

smtp_password SMTP FBFEIZ AV D /S AT — R, SMTP FBFEZEFIM L7

smtp_username. ¥ 721%. smtp_password 23EHE X Turiz |V
Srarld, SMTP GBREZHIA L £t A

mail_to A—VDFET LA,
A< (XED TEEIRE S0 TEET,
mail_notify = True DAL, %7, FREL T ZIW,

mail_cc A—NVDOEGRT RV A,
A=Y TEERET O LN TEET,
ARG A—F—ITAWBT L ENTEET,

mail_from A—IVDEEFEILT FL A,

mail_notify = True DAL, L7, FEEL TIEI VN,
mail_subject A= DA,

mail_notify = True DAL, 47T, FEEL T ZIVY,
mail_body A= VDRI,

mail_notify = True DAL, £7, HEL T E X,

LIRDRT A =5 =2 LTiE, BEULEE THUAG L 72 i A B rh & L CHlATe Z &
MARETY,

* syslog message
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* mail subject
* mail body
i FTAE /R A ST T8 2 (36 A2 BSOS (74 ~<—2) | IR LET,

f5il:

syslog message = High disk usage. The disk usage been {disk usage}s5.

= A2 EWEFT
BT aheA
{disk_size} BB T « A7 OERERE [MB].
{used} BRI ST ¢ A 7 Offi i & [MB],
{available} B R T ¢ A 7 (DZE & R E [MB],
{disk_usage} EEM R T ¢ A 7 O R [%],
{detect_path} FEARKRIRT 4 A2 DA (detect_path D% EAH),
{date time} T 4 A7 FIH=ROEUE A I,
YYYY-MM-DD hh:mm:ss(TimeZone) DFE. & 72 0 F 97,

RYIE

PRENIFIC I 0 23 L F 97, RIGHRFICIE 0 LIS a2 K L £ 9,

A2.2 nfatech OS5 FERa<T Y K

NFA OEH THEENRAE L-HGAICRKEE THER e 7 28T 57200 — /Lo
T L £,

NFA OERH TREENRE L2 E1E. NFA Bt 0 V78— L2l LT 7 28
BL, NECHAHF~w—HR— b Z—~E LTIV,

NFA TIZ. U T3 >Ou FJEHIY — VAL L TWhET, RICEDLETHEWSIT T
Sy,

* nfatech.sh A< K

Bea R BERORETCHE L0 7 2B T 53~y RCTY, HAMICIE, Ka~<v R
AL T 7 28R L £9,

BT 22 7 ONFIELLFO@EY T,
- NFA 23814 % OS B D 1F#

- NFA O&jfEr 7

- NFA DREZ 7 AV

- NFA © 7 ot 2 {E#H
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- NFA QT —H =G H (VAT LRE, A~V ML 7 — 7 VRO #)
* nfatech minimal.sh 2 K

EEMETHEERDR/NROB T 2T o3~ R T, 74 A7 DZEIEFRENR
DIRWGEAIE, Kavr ReL T 728l £7,

BT 58 7ONEIZLLTOEY T,
- NFA 28813 % OS BEE D1 #
- NFA OEMER 7 (FWLEED U V) — 2RI D HEHE BITER <)
- NFA OREZ 7 A IV
- NFA O 7' v & A E#H
* nfatech core.sh <% R

NFA 7 et 20ar7 X T 7y A NVERRT 570D a~ 2 R TY, NFA 7'rt )
BEHETIHIEDRNEAEALEZS ST, nfatech.sh 2 ¥ > K, F 72103,
nfatech minimal.sh I< FEichka<w FEEHLET,

BT 50 7 ONFIZLLTO®EY T3,
- NFA a2 ar X754 )L

[
ARKa<w RIE A VA=V AT 4 TIZHIERLTWET, £ VA M VT T —NRAE L
BElE. A VA=A AT A THNOa~<y RHEZ a2 — L CHE L. nfatech.sh 2< 2 K, £7=
X, nfatech minimal.sh I¥ REHWTe 728 L T &V,

O
INA
<$A X —/LT 1 LY F!)%>/controller/bin/nfatech/nfatech.sh
<SR R—ITr LT A IJ¢>/controller/bin/nfatech/nfatech minimal.sh

<SR F—)LT 7 L2 F1Y$>/controller/bin/nfatech/nfatech core.sh

=

nfatech.sh [-help] [-n] [-o Directory]
nfatech minimal.sh [-help] [-n] [-o Directory]
nfatech core.sh [-help] [-n] [-o Directory]
Y4

=5t BA

g EABEBRL, BELET AL 2 NS ODEf 77 A0 E L THALET,

75



kA <2 RV 77 LA

HA7 7 ANZITLT &0 £77,

* nfatech-YYYYmmdd-HHMMSS.tar.bz2

TALZ FYDREZToTWRWEEIE, IV T4 L7 FUICHALET,

518

RRIRTHRELRDT 4 A BRORES D 2170, BIEOT 1 27 F&EDB A543
S LET,

-n AT g VERE LSRR, v 7RI TV ER A,
-0 Directory
IR L7cn 7o) eedE LEd,

Directory 1213, #axt/ XA £721E, FE /S ADIRE N AIRE TT, Directory THRE LT-
T4 L7 NUDPFEL TORWEAIIIER L £ 7,

-help
avy FOMHGEZFRRLET,

RY1E
FARHZIE 0 238 L5, RIS 0 U238 L 77,

76



1B b TN a—T 4T

F8B cSTILYa—TFTa2T

B.1

NFA Oty M7 v 7EERICBESND F T TN E . ZOMAITETOWTHB L ET,

AR M=F5—FETHOII—EXEK

AA =T =FATRHCRAET 22T — L T ORRERAL £7,

SHMMAX must be larger than 256 MB

DX I A=V REREINTZHGE. I —FR/NV/3F A —H — kernel.shmmax D fE 73
256MB L W /hE < B A A M= VB Z T L CTWOR WO DRI T,

ERROR: SHMMAX must be larger than 256 MB.

kernel.shmmax D1 % 256MB (268,435,456 byte) UL EIZEXE L TL SV, I RKOMRE % 5|
XHT72OIZ2GB UL EDEICRET A Z L 2MHELEST, I—RARXTFA—F—[ED
EHE%, FEA AT —Z2FATLTIEIN,

Non-root user cannot access the install path

WDOELIBA =Y NEREINTZHE A VA M=LT 4 L7 b UIZHroot 2—HF =07
7B AT AR RN & NRIK T,

ERROR: Non-root user cannot access the install path: /opt/nec/nfa
Check the permission of the install destination.

AVAP=NT 4L M) ELTHELET A L7 P, BEOZEDOBRFOT 4 L7 FUIZ
DN, Hroot 1—H—NT 7 EBATEDH LT, chmod 2~ KRR ETHRELITH-TLTE
SV, ZD%, HEA VAT —%2FTLTLEE,

installing package nec-nfa-controller-x.y.z-n.x86_64 needs
XXXMB on the / file system

RDOED /A =V PRFIRENTHZE A A=A T A VT PUIRELLLZ 7 AV
AT N EDEZIRERRD RN, T 7 ANT AT AREZAL AR TRN EBFEKT
B

Installing controller . failed

ERROR: Failed to install controller package: code=1
installing package nec-nfa-controller-x.y.z-n.x86 64 needs XXXMB
on the / filesystem.

ALVAN=NT 4 L7 VI, PR EEREL I EX AL ARG ZHEE L TL
IV, BERBEEMKRLIEEZ, BEA AT —2FTLTIEEN,
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Failed to initialize data. Directory exists
KD EIIRA = VPRRESNEHE, T—F T4 L7 FVICHRELET 4 L2 R U
20 A A M= ABHHERT 27 4 L7 U BBEICAHEL TV D Z L BRA T,

Installing controller . failed
ERROR: Failed to initialize data.
Directory exists: /opt/nec/nfa/controller/conf

Failed to initialize data WERINDE, TOTIZ, UTDOEH 72U BN U—HD =
v RDRFERINET,

Try to run the following command later.
/opt/nec/nfa/controller/bin/nfa init controller -data /opt/nec/nfa

TT— Ry —UHIIERENTT 4 L7 MU BHIBRD L, FRENT-a2~ 2 K% root L —
P—THRITLTLITEEN,

B2 Hy—EXEHRODIT—EXE

Y= ARBRICRET DT — L TOMKRERA L £7,

AR M—IVERDY—EREBICKBR LGS
T—2T 4 L7 N OHEUEAEFIITOIL TR WATREMER H D £37,
ROFNETHLZIT> T TZE W,
1. —JE, P—vRx&EIELET,

$ <8/ >X F—J)L7T 1 L2 FU%>/controller/bin/nfa ctl.sh stop

2. U Fa~vwy REFEITLET,

# <37/ >X F—J)L7T 1 L2 FU%>/controller/bin/nfa init controller
-data <$T—HTs LI s>

# <37/ X F—/LT 17 L2 FUJ%>/collector/bin/nfa_init collector
-data <$T—HTs LI s>

T—=ET 4 L7 FUNETRWEE, ROLIRET—PRERINIBEVRH Y £7,

ERROR: Directory exists: /opt/nec/nfa/controller/conf

T —=NERINTEDL, TRINTT 4 L7 MU ZHIBRO L, BEFATLTIEIN,
3. SSL H— "—FEE AR L E T,

2.4 SSL H— "—REAEZHEHT L (22 X—) ] OFMEEZFEM L TIIZEW,
4. P—EREFHEES L ET,

# <34/ X F—J)LT 7 L2 F!%>/controller/bin/nfa ctl.sh start
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Web H—/\—D#HF 5 Z(+T7R— b 443/tcp HEFETE LA LD
LISTEN JREE TIX % LG E

ss -an | grep 44372 M~ KT Web — _"—DFFHZ TR — | 443/tcp DIRFE % e
RLTH, B NIEAR— FBMFELRWIEE . SSLAEHENIER TR S 1L TR U AR
N ET,

ROFNETHLZIT> T TZE NN,
1. SSL H— "—FEBEZAER L £ 7,

24 SSL —"—fEHELZ U T 5 22 X—2) ) OFMHEAZERL T ZSVY,
2. P—EREFETLET,

SR ;=T 7LD FYJ%>/controller/bin/nfa_ctl.sh stop
SR ,F—/T7 L2 FUUs>/controller/bin/nfa ctl.sh start

# <87
# <87
OS EBFFFICH—EXNBETEHLLZNGE

TE T —ERXRZEEHTHZ LI TEH0, OS EFFFICH—EXANEHE CTER L 22WEE,
systemctl 2 ¥ R E CHENEERENLZE IN TV D AREERH D 77,

OS &R O HEEB) Z HNC LIEWERIE RO a2~ REFTLHLZIT> TS IZEW,

# systemctl enable nec-nfa-controller nec-nfa-collector
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