NEC

WebSAM

Network Flow Analyzer 3.4
J1)—RAAE

WelLGSAM NFAOO0RJ0340-01



=1FHE

AREICFHET 2NEOEEHEIL, A ARABEXMASHITRR LET, KAEZEOAFDO ., £7-
I, 27 A ABESHRASHOFERICL 572 at— WwETLHI LE2EEELTHE
R

AEONEIZIT, AARBXMASHDBTRT 2T XTOHFREZERL L TWiWEE, £
I, D FVETHR L TV DIEHE RBDER > TWLHEERH Y £, £7o, KAEOAE
LR, TERULICEREZE, BIET 258070 30T, oL ITHRMmBE <
720,

AEZHIETHICHY, EHSEZHTH-DICHE0EELHL->TEY £928, BARER
MRASHIT, REORNRFICE L, EOEMM, A RN, EME, ZOMONN72 HRGES W
T LERA, £o, BARABSHRASHIT, AEOENR., b LI, WE LOBENXRE
IZ2OWT, —HoHRMLEZANVER A,

BHROEE

ARG 2 558 1TIE, AHE R R L OSMEE BIE 7R b ONTOKIE oo H A B B LA B 72
EDORIHI 2 ZHERR D b, MERFHE 2 BIY <7ESW,

¥, TAWARGE, BN ERICBREE<E SV,

1R

+ NEC, NEC 1 =3, AAS L UZOMOEICHE 5 AABGHRSH OIS & 05
T,

* Microsoft, Microsoft Edge, Internet Explorer, Microsoft 365, Office 365, XN, Z D
D<A 7wy 7 NMULOLFRNL, KI[E Microsoft Corporation D K[E 5 L OV O d[E 2
Bl 5B GkpEE T,

+ Google Chrome %, Google Inc. D &R E 721X FHE T,

+ Firefox |%. Mozilla Foundation ® K[E ¥ X OF DD ENC IS 1T 2 B ERPEIE F 72 1L pHEE T
9,

 Linux (% Linus Torvalds X K[ER L OF DM O EIZIB T 2 B ERPEE T,
« Red Hat /X Red Hat Software,Inc. @ PAFE & 72 138 kPG CT9,

+ Intel, Xeon, Intel Core %, Intel Corporation K [E 72 5 NI O ENZ IS 1T 5 ke £ 721X
BERPIIE T,

* Cisco, 108, Catalyst X, Cisco Systems, Inc.35 L OV DB &40 K [E 72 & NI D [EIZ
BT D BEPHIETT,




o ARBIFLZIX, Visigoth Software Society (http://www.visigoths.org/) IZ & > TBF Iz Y 7
MY 2T WEENTVET,

o ZTDIENDOEFA 72 S N AR 1T BAL O A F 72 138 BkpaE ¢ 9,
o« AXFTIER®FHELTWOER AL

i



F LI

Z DO7=TNE, WebSAM Network Flow Analyzer 3.4 (LAF%, NFA LHSFL L £7) ZBH VRO
TlEE BICHY R E D TZNWET, NFA T, Xy N =2 2 5@ED 7 v —I1EH%
T 5 2 & T BRax RBE ORI E ATHUET 5 Z E N TEET,

ARETIZ. NFAOU U—ZIHH, BELO, NFA DA A b —/L A F 4 7 OILEENE 1T
T L CWET, NFA 2 ZHEAIZ2 2RI AR EONETZMHER L T Z 30,

AEDREAA

ARETE, EETASHEOMCFHIIOWT, UFORLZ AN ET,
® IEMREFEHEORE

®E BiEA
AGEE —— | R BREORE, BEET 5 LT B AR UER bR < &
RERLUET,
By b ——————— | Ho TR ERITLHOMERZR R E R LET,
AETIE, UTORLHRANAE > TREER L TWET,
® REIHA
=E B ]
0 gATar, X7, Ama—, H|[FydaR—K¥7, [OKIR¥
H4, AP U EOBEERE R | v
LET,
<userinput> 2P —REICL VBT HE  |<%A > X =T L P
B, BLXOANMEEZRLET, V%>, <filepath>
configuration file BET 7 ANVOFEBRARE R LE |UTOHEERELET,
j—o
port = 27120
command line :"\7:/ F\ﬁ/r :/?7”%1/]5%% L/jz‘a—o uT@:VV F‘%f;%’??l-/i‘j—o
$ rpm -gq nec-nfa-controller
AETIE, BLTOBHEHNTRE L TWET,
x® BHRR
IEXXRAC MR
WebSAM Network Flow Analyzer NFA
WebSAM Integrated Management Server IMS
WebSAM NetvisorPro V NetvisorPro
WebSAM Network Flow Analyzer Security Monitoring | Security Monitoring 7 A & > A
T4

iii



AT, T 74 TIE UTFOF 4 L7 bUIZA A b=V LET,

T 74N DA VAR M=V
/opt/nec/nfa

ARETIE, LRROA VA M=V E <% X =Ty L2 P U%> LR LE T, A R
PR EEE L T D 5EIE, BEREAEZTIIEEN,

A UA M= A OB, ARG TEES 27 — X OWMEE A VA bR ETR2 DT 4 L
JRVICRET DI ENTEES, AETIE, ZOBBOT—FOKMNEE<%T—57 7
L2 FY%> TR LET, A4 A M= LS F— AN ESHEL TR WA, <%
T=H T MY <% A R =T L2 FU%SE AT 4 L7 R ERLE
R

iv



=P/

B L EE BT ... oeeeeeeeeeeseseseesssesessssesessesssssssssssssessasasessssasassssasasans 1
L L B D R oo e ettt ettt 2

L B oottt ettt ettt ettt e et e 3
B 2 B H I EBR I e ceerencsneeeseeesesseseessssessssessssssessssesssssssessssessasensessssenens 7
2l S AT I R oottt ettt ettt 8
R N X LTRSS 9
23 T =T = DR FRITOUNT oot e e e e e e e s e erer e 11
23.1 78 —F—& OREEFHIRT & AL LLFRIT DUV T oo, 11

232 T4 ATAEFI D FFE D V) J71 oo e 12
FTI3IE ¥ AV B .. . 14
FTA4E VU —RAAR - " 15
4.1 7370 T 2 B34 T T T A oot 16
411 T U= U TEFZDIBIM oo 16

VN B A= I W U Nl Xy a1 = = [P 16

4.2 23 T L 3.3 T T U A T oo ettt 16
VS WS = = R DL ¥ o o TR TSSOSO 17

422 TRA R T 7 0 = OB FRTT IS ettt et et aeas 17

423 X 2 U T 4 BEHIRREE DL EFRELDHEGR oo, 17

424 T V=2 U TEFZDIEI oo e 18

425 NR—=9 2 33 1T DREBELTE oot 18

42.6 /N— 3 2 3 3T IS D A RZE T e s 18

427 R= 9 2 331U BIETETEE oot 19

A3 23 T L 3.2 T U U mm A oo e ettt 19
431 B2 U T o B R S IS oot e et e et e e er e 20

A3, A R T 7 S oo ettt ettt ettt e et e eer e, 20

433 T U= T L TEZED IBI oo, 20

434 VIR — BT BBEIEBREE D IBM oot een 20

435 NR—=9 2 32 1T DREBELTE oot 20

43.6 /N =3 2 32 TS DR ZE T e 21

437 N—= 3 2 32 1T DIETETEE oo e 22

44 730 T L 3 O T T A Y oo 23

A A1 =T = D T n oot 23

442 T T V=2 U TEFZD TR oo e 24

AA3 7 0 = L D DD R IR I sttt ettt ettt et eaes 25

B4 LT T D F ettt 25

445 R—=9 2 31 1B DREBELTE oot 26

4.4.6 /N— 3 2 3 ATIUT D AERZE T e 26

447 N—=3 2 31T DIETETE H oo e 27

4.5 X0 T L 3.0 T T T A oot 28
451 B BRI TEI oottt ettt een 28




452 T U= U TEFZD TR oo 28

4.5.3 Microsoft 365 H(E EFED HENTEHTETIES cvoveveveeeeieeeeee e 30
454 T T V=30 L BBRIRDULTE oot 30
4.5.5 nfa flow export TV ROUEE i 30
456 N—=3 2 3.0 1T DIEREZE T oot 31
457 N—= 3 2 3.0 BT DIEIETEH oo, 33
4.6 X—=3 222 TODU U AP oottt 34
4.6.1 VAR — BT DENEBRBE D IBIN oo 34
462 7o —{HERAETIFT D Web APLI DR = B oo 34
463 LEWEEMAICK T 70 —RHEOEBEREDOT AR — b e, 35
4.6.4 70 —{HFROFERLENERE D ZETEAL oo 35
4.6.5 710 —F—ZEKOLOIRNTI51T 2 FLUEREZ D ZETFHERE oo 35
4.6.6 7 10— FHRDGEEAFLTT IO ..ot 35
4.6.7 WebSAM SystemManager G IHHE RIS ...ovviviiiieieceeee e 36
468 N—=2 2 22 1T DAEREZE T oo 36
4.6.8.1 71 —F —HELKGLOLIL) DO FEHERF L OBEEMEZE T oo, 36
4.6.8.2 FLERRIEE T T8 =D GMEZETE oot 37

469 N—=23 2 22 1B DIEIETEH oo 37
47 R= 22 21 TOU U = APIZT oo 38
471 T = BVEBE DAL E oottt 38
472 70— ZITBIT AT v AR T L AR N e, 40
473 N= 2 2 2 1T DIAEZE T oo 40
4.73.1 SSL — N—FEBEAENT 2 —A M TIROEE 40

474 N—= 9 2 21 BT DAEIETEH oo, 40
48 /N—= 3 2.0 TOU U= ZAPNTE oo et 41
481 IMS U R—FR 2 MITEDHAIE oo 41
4.8.2 DSCP T d D 7 T8 0T e 42
483 N—=3 2 20THIT DIEIETAE oo 42
4.9 /R= 9 2 1L T U U APIZT oottt ettt ee e e e 43
491 70 —TFT —=HDITT AR FEEBE ..o, 43
492 7 —7F —ZLREFEFHA OBNIIZE TR oo 44
493 L & UMEEERIEERE DPEREI L oo 44
494 ST =T N T ILDFEI oottt 44
495 7T THRIRFA T DUID FEZREEE oot 45
49.6 N— 3 2 LT DAEREZE T e 46
4.9.6.1 HHFEFD CSV 7 7 A WHITINIE DZET (oo 46

497 N—=39 2 LTI IT DIEIETEH oottt 49
%5 E FEEHIRER 51
50 =7 ZAR—=2—OFREIKTT DIFEERIFRFTE oo 52
5.1.1 SNMP ifIndex FFHGENE D T2 DIFRTE oo 52
5.1.2 NetFlow v9 38 X OV IPFIX FUFH D 728D OOBRTE oo 52
5.1.3 TPVO FEIE D 7 T3 MTAT DU N T e 53

vi



1R R

F1E
Rt E

NFA OFL G S>W TR L E 4,

=SP4
L1 B DR oottt ettt ettt ettt ettt ettt ettt eaeea 2
L2 B oottt ettt ettt ettt et ettt ettt et ettt ettt et et 3




1.1 REOFER

NFA TlX., *v U= ZHNDEEDO 7 a—{FH A, B CHEZE/ETHIT LT
X, BERM AL RS TR b T A N TEET,

NFA X, EZn, E25EIC, [MOBEN. ENETITHOITH D00 /N molr., #
RTAZLET, 2y NT— 7V OREEREZYHR— N LET,

7 O—1{&#H;(NetFlow. IPFIX, sFlow)h 5@ 1E4K:5% Z M2 047

F U — 7 OEERMEFRND HEL LT, —#IIZ SNMP 3% < N6 TWET,
L22L. SNMP TiE, A v TFRN—F—DKA X —T =2 AE{|NDBEERERHDLZ
LITTETYH, ZOBEEONRERRD Z L IXRE T,

NFA TiX. SNMP TlE72< . 7 —1EF#H NetFlow, IPFIX, sFlow)% H\Ci{E R 2 08T
LET, 7a—FREHAVEZONICEY . SNMP TIERDL Z ENTERholz, E2hn
5. EZSIMOBEN ENTEITFITHONTWDDNOIBEEDONRZ M D Z & NH]
RECT, BERNAZFEMCEE T2 LT Xy NV EFORKMEST v ST 4 &
PR 2 RANATZ D L 9T £97,

BETBEBETRFYIILE D UM A EE

NFA Ti, Bl ko777, —EoERE2 27 ) v 7 1 9O7C, fHRICKVIAALTWHNS ZEMNT
%ijﬂo

BIZIX LT O XL DI, BmIZHRKR LIRS L, BEEA THRERBIELIT > T 2 &
T, LV ZdfE R A BRBICHER L TV 2 ERTEET,

HAERI:

L HFA =T 2 A RAERNLDBEERERORTNDL, BEDA F—7 =4 A(fRIZ
Ethernet1/1)Z 2R L £ 97,

(ER L 7= Ethernetl/1 Z il 2185 DFR/RITKV IAENET,)

2. KT TN —va yOBEEORIRNOLRIEDT 7V r—1 a (RIZ hitp) 2 i#IR L E
7,

3. Ethernetl/1 % i1 5 http i{E &I T 2 oMk RN TR I E T,

RTENBNDBERHLTHDRE VA4 AEEEZ IR
NFA CTiL, IO m EA X7 OICRTINEEBHICI A A AT HI ENTEET,

BzIE, ST Xz, EBHAEEICEDLE T, R, 9O A~ A XEiTo TN 2 &
T, *v hU— 70)#({%%?@% TR CEAL LI £,

AL <A X




B R

s NFAIZuZ A T ha—H—fI, XvaR—RAA VEE)CTERTDIHI T 70—
BONKEZERL, EHTHZENTEET,

s MBEOEKRT 7 r—a  BEOERSIP 7 L AOHFHFHHFEIZLDHMHOERE
1TH52 T, OMEREZ L0 B ERRTHLZ EnTEET,

1.2 HEEEMEZ

NFA 7329 DB IS SV TR L £ 97

Ay amR— K

* NFA[Zu 7o v Lica—F—=3 Y450y b U =7 #HICOWT, BUEDBERERILP
AR FREERNE ) TNVEA LICERLET,

« BT LT NTOGWRRE CSV 7 7 A VEXTHEE 5 Z LB TE £,

s IR BEFRRTIOIMBREZETHDH[I4P Y MNERNT v 7&Ky TOEET
HHEICHBE T, a—HF—moEMICEbE-F v adh— RERELEBEICIERT 5 2

ENTEET,

RPEY S T AW —— te 2 L o S A MR Sn—TEn

S 2,7 S

HwLafi—F bulbindashboara  [v] g BEC @EsR V] 8 eSS ] #a bytes et [~

EEEETT r

@i an W
Mo TOAM—5— AW
W DS 21 Mepe
H: |PELSM40 1gwneccom 1.0 Mibgs
W3 110 2641 Kipe
s ERL—S 183 6 KBps
B Caziox 1 0.9 Kope

W | 2007037 153058 (00 4. 57 (%] o

o>b73-

| L

200 70317
1523700

2017-03-17
15270

20070317
TE0

LR

IPEE- A0 1

GagabiEher 05

IPRE-52430_1

\GigatstEhar 011

IS GEGN

1A—2am

P
R RS0 bes F R
ALEL®E. SN
0456 8 bys, 0 —8F = 5
BRI FRA 2 -3
p-1-T8

RS0 bes T RIEIE
ALELE. WIE =

TS5 bps, DO—F = i
ERT o ER o b=
-1-T%

HRS 400 bps AT
BLELE. W=
494533 bps, JO-8F=F
Fibir=2.8 2 mitp 800

s %]

11 FyPaR—FRER

I RAR—F =53

e 70— EREAEEL T AT I AR—FZ—RFDA L E—T 24 A% Z AT,
REERRE ST ENTEET,

Gl




R R

o BUEOBEIRWIZ T Cide, BEOBERR L N5 Z N T, MEMZEEG
WIMDOEACDOWR 2 MR T HZ ENTEET,

o Xy vaR— NEEERERIC, EO0WERE CSV 7 7 A VEXTHESH 352 &0
TEET,

Herzeadi— I THAR——R e LT o A i HER Hn—TFE AT LI & Administrator de T D
CZesd 5 (153 168 1011} F L5 — Bl

HRITSAN— 5~ [CI960_5 (19216301 MBS —TzAA: [ TAT [ wmamE- Ah [#]
ot e — R BE

REDEA TR
e EE 1S [ 8 FeTs ] me ey ibps) [¥] BAEE 20160316 155048 (000 1) 52 7] |
5032 c |

3 5 F-oifB0EtA.

- e —
1550 Axbps
L'°°"‘‘//\‘\_//\\_/\L/,\_ JLm/\_/\/\/\_/

P S e N S R Tl =
OB T T T |
(el Leu i i) 0k4s
1ahgm =
L T T L] 1
[er Y 140 0k4s 0B

12 THRR—2—0

Xl T 40
s ZELE7n—1ERE X2 T 4 OBLETHN « B L, DoS/DDoS °AF ¥ o DK
BORWERMTAHAZENTEET,

. @ﬂ@@ﬁi4m/bkbfﬁw#5 EMNTE, SNMP 7 v 7B THIOE R L A
LIZEET D ENTEET,

o AHEEREZFIH T % 72 IZ1X Security Monitoring 7 A & > ADSMLEE T,

L4 2 — 45— 28 SUVERRE T AR MER A — TR AT LA & pomnisksior oo 7 D
15— LevEERTrU—H

A D= B IO T-00-9T 151000 (000000 43 [1 3 ]
1a—zml | a-2E 10 [v]
1] WA EANE L ERT UG
0 E® 20070307 1SATO2  WPBB-SR430_1 GgabiEmer BRSNS LEVHE S0 esORERTRL SEELE L. HEE=000s, SRACEAER
W JO—&fF= -E.I'.Ixhﬂ-f,rh”;'m—:'ﬂh
1) ER 20070017 15702 IPRS-SR430_1 - Cipabifmuer :'mqﬂwa - 50 P T ?Equzﬁu:. W = 0.0 b, TEADRIESR
o C—8fF » BRT B o )L~ HRA
o nE 20070317 150503 D215 GEON Hlﬁmmmuxbn B = 49450 3bps, JO—  HTTPEREE

i = FoUr—Som2ohip (B0
A, W 20MT-03-1F 150402 PBE-52430_1 : GigataEmer  REES S0 bos TRMEERLE L. ﬂl==ﬂ|1:m 0-% ZEATEIESR
% = BERT - P 2 IR~ R

4, Tl 2007-00-17 1504002 PRE-SX30_1 : CigataEmer  SARENS0 bos TS MREE L L. ﬂl 119607 by, 70— REATREER
o = AT P 2 I~ A

i = 200703A1T 151102 D215 GEOA AR LA 400 bpsDES VR SEELE L. SRR =00 HTTPHREW
bps. JO—&#F = 7705 — L@ Lohitp (B0
R 2070017 42502 DE2S: GEON #lmmmu:m AR - M200.0bps, JO-  HTTPEERER
@ = FA U =23 2hip (B

13 1 VVFTV FBE




B R

AR MESR

C BETRSED P T FLA, 77— 27 SO TR D AT 8IS RICK L,
LEWERZITS 2 LB TEET,

o LEVEBS, FEICET 5N FOREBEE K TRALET, 4y iak— K

BEHICI LY b T 77— Uy Vv EEELEEER. BUEDA X2 FORERN %
Koy alR— REHR TR Z ENTE ET,

o LEVMEME, MIEDA X2 I, SNMP k7 v 7B T, BIOBEHS 2T LMIEET
A ENTEET,

TR —H—INE 2 UFr S A HER S—T AT LR
A4 LeOEERT-U-H

'

& Admiiskator g0 T P

T o—R B  200T-00-17 15009004 (09000 #3153 [w]
17— A—H 10 |
nmE WHE EANR L ] ERAT IS
R 2007007 150702 WPBB-ER30_1  GigabtEmer S ALWE mwmutraﬂzﬁu;m. AR =0 0bes, EEACREER
L] J0—&F = RRT > FRA 2 LT R
UER AT 1SaT0E  PRA-E130 1 GigatiEmer  BEELALHE 80 ALY :-E]__‘?;ﬁbf‘- AW =00 b, TEACRIER
% FO—8 = BERT P 2 BT~
ﬁll 200T-03-1T 150603 D215 GEON A 00 bps B LIS | X L. I = 49490 3bgs, JO—  HTTREEEN

4% = FUr—Som ohip (B0
W 20070817 10402 IPRE-5X430_1 - GigabitEmer  REGS0 bos Bl EURE L L. nllll 11 dbps, 20— DEARIESR
L] = AR Fofi 2 -7 23
i, W& 20T-00-1T 150402 WPRE-SR430_1 : GigataEmer  REESS0 bps T RS RMERLE L. lill 19807 bps, 70—H ARATRIER
Wl 1 = BRI Pl 2 R~ A

OER 2070347 150002 NS GEO AL 400 s DERVESSOELELE. BER=00  HTTRERER
bps, J0—&fF = 75— 5@ Lohlip (BO)
O R® 007007 3502 DA GEGN i-lll bpsF HESEEE L E L. - 000 bes, FO-  HTTPERRE#R
FIr—=2-a g (Bl

B14 ARV &

TIL—TEE

s WEDOTZY RARA L FGEETL, T35 THIHEBDIP T KL AEITR Yy FU—
77 RVAZFMEN /2 ETIN—E 7352 LT, Z—THATOBEEDSHT
PITH LN TEET,

« LAG(Link Aggregation) T 2 @M DA LV =T = A AT N—¥Y 7T HT LT,
Il ODLAGA v H—T =2 A AL LTHBEEREONTALZ N TE X4,

TR =Shi% FEIUT A AN AT L b RT—

IFfA =0 | F=-T—H

L Ffa o I~ &

T Eef e b= PP ELA W
LR 1R DA D1 190 160,100 F H
ERE 192 168 3 100102 168 3 200 I n
(il 1] 192 DB 2 055 I55 A0 @ n
BREA TP AT 0GRS5 255 2550 F n
-d-1: 1 TFEAT 4 0S5 255 2550 ;? “
e 152163 1 0255 255 2450 @ n
BEE 192182 4 0255 255 2550 S n

K15 T KRKRA Y FTN—T—E




ATLER

s WEWRNOSHTHHT AT XU r—a v OERFITHIENTEEST, 77V
=g VOEFRIL. IP TR Fa Lt R— EESEOMAEDLEOBRICEET., £-
W, S HT=DIP T RLAZMAEDLEDLZE T MMM LE=ET 7 r—y g ViER
PITHOZENTEET,

o Tu—FREEETDOHIZI AR—FZ—RFDA L Z—T A ADWEHR, 714 B ADE|
DY TR E - ECTEHT DI ENTETET,

e NFAICuZ A4 v FT352—HF—DNRAT—RKRLF 74 )L N THEETAL Y 2Rh— KD
EROEREEHTDHZENTEET,

By H—R T BRI T e U 1 Sk AriHER 2R~ & pamnstale 8%
THAM-5-TE  PAUF-iasEEl | 0-Y-UE | SsTLaES BmET
FPX =23 wl— Il 4l

FFUS—ZaiBesy SECDEECHIJELMNOFOESTIUY WEY 2 B ¥AT

B rt=m A CE e e WE w

Fipr—Lag e L == =T PP LT o L B
iepaze 1 TEPE R VDR & L= 4. meraE
e 5 TCPERAVDP il uRTE D2
#cho 1 TCPE R Suoe 8 MRTE nafe ]
dicied (] TCRER2UDe R EETR EsT
] i TCPE S L2U0P am HETH msrER
daryiema: 13 TEPE R ZUDP an 7= 4. MG
qotd i TCPERivDP il HRTE D2 @
msp 18 TCPE R Suoe £8 MRTE nal ]
thatgen 1 TCRE = l2U0e s MRTR mas TR
fip-2ath ] TCPERIIUDP a8 NRER Mt
fip H TCPE R ZUDP il METE ma =G
szh 22 TCPERivDP il HETE |
et 2 TeREEEune o MAXE EsBE
imip 25 TCPERIFUDP il MEETR ma 2
O3E5-Excranps BO 443 SET 143, #3 TCF k1 11326 15313 1\'!-7_6 53 13107 1810 BoTE m .‘-} E‘ a

B, 25 1310718 11, 13107 128013107 134 255

23.103.750 8-23.100.175. 555, 40.55.0.0
40100 355 355 40104 0.0-40 108 255 255,
52 90.00-52 99 255 255, 11 251 0.5,
132 245 000-132 245 55 245, 150 171 32 0-
I500971.35 255, 204 70197 F15

oUTiook office com, ouliond ofice MY com,

F1.rg: B 365 com

16 FIVr—LavER




2 DEBRE

F2F
PEIRIR

NFA OEEBREEIZHOW T L £,

EP/Y

R B N . 4 -, OSSPSR 8
R S N X L RSOOSR 9
2.3 T T = B D I FRIT DU N T oottt ettt 11




F2E EhEEREE

2.1

NFA O AT LAERRIZ DUV T

H—=

AT LIER

NFA D2 R T LFERK

NFA OEMBREE L, [ 2-1 v A7 L8R (8 X—) ] [Z/R L7218V, NFA %A > A
= L7 —/S—(NFA H—/3—), BLO, NFA OFHF DK DIZH, =7 AR —
TV RKRA v N THERESNET,

~

m\ﬁeh T
N ja—

. P

NFADFIHE

AL £,

Fletwork Flow Analyzer

.

1A
70+

1 9F

21

—

——rnc
N—a—

1

— T2 H—3—

~ IV ERA 2}

H—)i—, A7

—_—
—
| u
—_—

VATLERER

NFA X, 7o — @42 Z(E - EflT 57 —al 72— LTOREE L, EL-7 e —1F
WOLEERNESINT 70 —TF 74— LTORE D2 D% FFHLET, £7-. NFA
ORI FAE N OW A TRHE 5 Web Y— S —DRERE & N L TV E9, NFA Tk, 7o—
aL g Z—iyE a7 Z—| (collector), 70 —7F 7 A =¥/ L Web h——% 5
¥ T 2> hae—F—] (controller) & FEFOVE T,

NFA OFJHE X, Tl
R L £,

EVEb

BHDHIAND Web 7T W —ZiE#E) LT, NFA ® Web =2V — /L

« NFA Ti&, ®*xv MU — 7t

Y RRA N EFFATOET,

L. BEZAT )R — =R EOBEHRDO Z L AL Tx

o TURRA L IMNEHOBENEEL 7 —FHRITEH L NFAICEET A ENTEXAEAAAL v FR

=B =T EOBIRDZ L L Ty AR—Z —LIEATOVET,




F2E EhEEREE

IMS A R—F> FFRIARD O X T LER

IMS 2R —3% v M EFIHT S Z & T HEEACE L 72 NFA O#AEH<° . NFA & NetvisorPro
E OFAERNFREIC/A Y £9, MAEARED > 2T MMER M 2 [[X] 2-2 Fi A58 D > 2
F ARERRE] (9 _X—) ) IR LET,

IMS WebT S5+ —
=32 =32
FI—7 gI—=7
s — . —| (n — . —
NetvisorPro NFA NetvisorPro NFA

EERNR/—F EENR/—F

22 HEBRAKRD S X T LB

(X 2-2 FHEAEEHRFD AT DHERB] (9 <X—) ] \TRT LI, F—/— =7 AKR—
X —)&EET % NFA & NetvisorPro X, V—rar tWH I NL—F T L—E 7 LET,

IMS 2 R—FR FD Web 2> Y —)LClE, Fl—V—Yar 70— NOKRE N EES
LR~ — R(E@m 7 AR—=F=)\DFEREHE L TERLET,

EVE
NFA & IMS 22V R —% > b EEZRIUY—NR—ZA VA F—LTENTEET, 727210, ZO%HA.
BAMEIZKE T AINE N BN EORENBET ARSI H Y £3, +oIZMiE L7 BT, EH %
WBLTL S, £72, ATRERRY . BIOH — =28 L TA A h—/L3 DR 2 HESE L £
TO

22 VATLEHR

NFA OEIEIC LIy AT A8 BXO, AR — FREICOWTUL IR LE T,




2 IEBRE

%21 Y—N—DIRTLEH

il RE
CPU Intel 77 v Ra7 Xeon UL b, £71%. FEOEM 0¥ oW 4 HlE
1
VAT LAY J{I% 4GB LI |- (16GB LI |- % et T 1
T A AR AV AM=AT 4 L7 FU:5GB LAk

F—2F 4 L7 MU A% 100GB B |- 23

(6N

* Red Hat Enterprise Linux 9 (x86_64) £ 4 5
O2UEZYR—])
* Red Hat Enterprise Linux 8 (x86_64) £4 5

7a—>7na kan * NetFlow (v5, v9)

« IPFIX
* sFlow (v4, v5)
NetFlow, IPFIX 3% > 7V 72 b %t

AR E THEMA T 556 A—"—a3 1y FOREEZ T I, MRITHEELIZCPU Y Y —

A, BEO, ARV VY —=ZABRFMATE L L5112, MR OREZIT> TS ES VY,

CHREHREE N T A AT A~OT 7B ARHBIITTONET, FIFREIZEDE T, [SAS

15,000rpm ) 72 EDT 7B AEREOE W N— KT 4 A7 ZFHT 52 L 2R L ET, F
7-. TRAID5] , TRAID50] , [RAID 10] OWFNOREK CEATHZ L 2 H#HRLET,

AR LR CIEH T 2 5A . O~ L OBEORBEZ T T, N—RT 4 AT ~D+45y

2T 7 AMENSE LN WA H Y £77, SSD (Solid State Drive) ZFIH T 572 £ LT,
IN=RF 4 AT D372 T 7 AMERE R LTI E 0,

TNy r =% A VA =T D0ERNH D 7,
* python3
* bzip2

. SELinux % %%} (disabled) (ZFXETHLENH Y 77,

& 2-2 Web I505—DEH

IRE RE

a7 7 7 — Windows = CEMET HLLFDOT T v —

* Microsoft Edge 104 UL _E
 Google Chrome 104 L |

CPU Intel Core i3 LA b, F7RIXRIEOHEH T vt v ¥ &2 HiLE
VAT AT 1GB L |k
7

TS —ICEFOEET e S A mA L FCIRIHWEEL AR LES, BIES
075 AREHOEE . —EHERENIEFEIE L 2 WRandh 0 £,

10



2 DEBRE

s 7T U — ’J:O'Ci Unicode DY a7 — X7 FENR2 LFLE L THRONLIZENH D F
T, ZOHAE. SATMNCEBRICATI TE XTI 7270 £,
23 JA—T—20OEE[ZDIVT
NFA Clid, ZELIZ70—T 4% T — 4 _X—2EHWTEFBLTWET, ZZTliE, 7

0 —7 =2 OEHDOHAAI SOV THH L E T,

20—T—42 QORFHBE & LHLEIZD

NFA TlI. KEDO 7 —F =2 ZRENTT 4 A7 BKEOF CTEHIMEE T 572012

LT

=~ ;{%

Lt7m—% ZELNTD (3223 7a—F —% ORI LR (11 2—2) ] ToRTH

ALIREfE &

WCHERGLDE) L, T—ZDORIZEEE 2 THRFFLTWET, £7-. NFA TIiL,

T—4 O)ME_ SRR 2T TRy UMz B AT — 2 ZMEELE7, REH
I —F =P EESF L L TEET,

£2-3 70—T—2DHE L REFHRE

T— 3 DRI EE (BT EFRE) T 74V FOREARE TR FA R 0> 22 52 W A B
153 24 2~168 MEfH]
10 4> 72 W 12~336 W§ft]
60 53 14 H# 4~60 H fH]
6 IRFfH 60 H f#] 14~365 HH
24 W 365 HIH 60~1095 H [#
7H 1095 H [ 365~2190 A i

70 —F—Z OELIETIE, BB LICUTO 7507 n—%—R4_CH—07
0—5—HXEEKLTIDICEEDET,

1. ¥EFILIP 7 RL&
2. SEHIP T RLA
3. EEILR— NES
SESEAR— &
5. IP 71 hajL

5

>
i

6. ToS 73 ~(DSCP)
7. AN BE—T = A

X 512, NFA Tlx, 7 u—F7— % OZFfE!

DEFLEIMA T, LUFO L9 RAB 21TV ET,

o BfZRFHE &I
LCER Liﬁ”o

LI T 4 A7 M EE —EICMA D72, ki

WEEDOZ EAL 1,000 7 0 —F TOTF — X D% it notrxis &

11



2 DEBRE

o FAZ 1,000 7 —CE5 NN MO T —F—Z|ZOoNnTlE, [Fof) o7a—E& L

2.3.2

T, EHLTEHLET,

TAARAVERAENDRBELYAE

ZELET7u—F— 2 2ER BT AT OICKNERT A EHEOREL Y FEICON
Tt L £,

T u—7— 2 OERE, FHICKERT 4 A7 N EIT, NFA RERT 527 AR -2 —Dh
¥, BIO, 7o—0ORAEBEEICERLTWET, £7/-. 1231 7 o—F —& OEH
ERDIHZHONT (11 X—) ] TRLEZEY, 7u—7—X T 5 RFHHE, BXO
HNLIRE & & Ok 7 2 —83, NFA THESINTWET, ZTO7H, 7r—7 — ¥ OFEMH
R T A A7EHEOHLIL, N6 EBEZXHERANOER TN TEET,

AFE

o TUAR—BZ—DEENLNEERE, 7a—F—F DY A XIFIEFICREL B0, T+

AT DIEXREVDTET HAREMERHV FT, TAAITPEBETDEE, Filo7o—7—4»n
ZETERO, 2FELTEFRICIETE R R0 ET, TAAITFENPMEB LRI D,
KR7a—8T, D LR EE-CHET LI L A2HEREL 7,

LUFCHAT 2/ VARICIE, v —7 =2 2B LIRS BB L 70 57 « A7 &I
BENLTVEYA, m—T —Z AT 2 EM 2T 55513, v—7—FZ O]
WEZITO NFA RZE LT X TO 7 n—7—2 & FRETOIRETHERE 1T 2 720 DF%E
ZOWTHHALET, ONELZZHL, v —F7 —Z OB TUELRDT A A7 FBEDR
b bIToTLEEN,

HARR 2B 52 L RIS L £,

L.

NFA CEHT AT AR—F —DOEREHRELET,
SHOERIZBWTHENT 2 TENHIVUX, SR EBEEZREICLET,

7 —ORFHHRZHR L, 7 A7 FARFEH AT 2082 LT OREA» L HH
LET,

PR HIR I P =Pl x60 + P2 x 6 +P3 x24 + P4 x4 +P5+P6~+7

o PL: 1 SPRIfET — & ORFEIFI (AT : IF)

o P2: 10 S3RiET — X ORFEFI (AL : BF)

o P3:60 3RiET — X OLREFYIM(HAL - B)
o P4: 6 BRI T — % OLRFFHIRICGENAL © H)
o P5:24 FFRTRIE T — & OLRERYIMCENL © H)
o P6:7 HRLET — X ORFFHIFI(HEAL : A)

FIERRO/NER LU TIEEY EF TS0,
REFHIMRT 7 40 MEO L ThHIE, HREUT 2970 L7220 £,

12



2 IEBRE

Bk
T —F—Z T AR OLEICOWTIE, [23.1 7 e —F —% OREI & Ll
BIZHOWT (11 =) ] 22 L T I,

. EBREE k?67ﬂ~@%$ﬁfﬂ YO 7 v — ) 2R L £,

T —OFRAEBE T, ERHEREICRBWT L gEICEEME v v a VOBEDREEL TV
B DD %kki%@é}ﬂé‘fiwiﬁ

UTOAEXNICHTIO T, T4 A7 FBOALZHHLET,
T4 AT HHEDOHZMB]=(N+5)xPxLx0.000415+ A x 0.15 + 10,000 [MB]
¢ N:NFADREHT L7 AKR—F—DHEEK
FME 1 CHER L7EZRALTHAELET,
+ P:NFA OFRFHIRIC B 2 51T D183
FNE 2 THER L7-EEZRALTEHAELET,
o L HE Z L IR T /R 7 7 —H
T 7 4V R T, KT 1,000 7 B —% {25720, 1,000 255E L ET,
o A:NFA D’ZAE L7 1 O 7 v —4k
FlE 3 CHER L7 EARA L TRHE L E T,

TR

T AR—=Z—DBEENS0E . 70—F—Z T DRI - AR Z L oRx k7
0 —HNT 7 0 ME. 1O 7 v —528 600,000 7 v — DAL, LLFO X 9 it
BRSS9,

N=150

P=2970(24 x60+72x6+ 14 %24+ 60 x4 +365+1095+7)
L =1,000

A =600,000

F 4 A HHRO B = (50 +5) x 2,970 x 1,000 x 0.000415 + 600,000 x 0.15 + 10,000 =
163.9GB

13




Fi3dwE oA b —E

E3E

KXo A&

A=z TRMET S NFA O R o A MZOW T LET,
%31 NFAODFFary b—E

AL FIL(ZF7A4ILR)

Hm=

WebSAM Network Flow Analyzer 3.4 U U — & A&
( nfa-release.pdf’)

NFA34 DY VU —ARNEE R LT R¥Fa A KR
%)—C‘\—gﬁo

WebSAM Network Flow Analyzer 3.4 A% — F7 v
AR
( nfa-startup.pdf’)

NFA34 DOty N7 v 7T HiEERLIZ-~=2T7 /T
j_‘o

AL A R—LR, HAAR— g o nbDT v
TL—RR=Var7 v ) OFEEZTRHRL T
i‘a—o

WebSAM Network Flow Analyzer34 V 7 7 L > A~
=7

( nfa-reference.pdf’)

NFA 3.4 O fEf~=27 /L T7,

WebSAM Network Flow Analyzer 3.4 A—7"> Y — &
VTR =T DIA AKX

( nfa-oss-license.pdf’)

NFA3ADFIHL CWEA—T v V=AY T vy =
TDTA L AELBIOEEELERTT,

14



Hawm JU—2ANE

F4E
) —ARE

U —ZNFIZOWTHALET,

EP/Y

4.1 N2 34 TOU U= ZAPUEE oot 16
42 R= 2233 TDU U AT oo, 16
43 N—=U 22 32 TOU U =ZAPUEE oot 19
44 N—= 22 31 TOU U= ZAPUZE oo 23
45 NX—=2 2 3.0 TOU U= APTE oot 28
4.6 N—=3 222 TDU U mAPNTE oottt 34
47 N—= 22 21 TOU U= APUZE oo 38
4.8 /N—= 22 2.0 TOU U =ZAPUTE oot 41
49 N—=U 22 11 TOU U =ZAPUEE oot 43

15



4w

U U —2ANE

41 N—2 3234 TOY)—RAR

NFA 3.4 (2B T, #¥EEBM, BELTE-NAZBBAL £,

411 FTT)H5— 30 FEDEM
NFA WIEHE TR T 257 7V r—y g v idE &7 5672007 7)) r—y a VEFRE A
MUE LT,

BMLET 7V r— g VERIZLLFO®EY T,
o JANA AR L TWAIERICESLS ST ) r—v a ViEF

412 N—23>34I1281T75{E1EIER
N—V g 34 TEESNEFEO—E2# L7,
1. LLF®D 0SS %, NJTEERVIALDIZDIZEHLE LT,

42 N—23233TOY)—ARAR

Adoptium OpenJDK (8.0.442 ~F37)

Apache Commons BeanUtils (1.10.0 ~557)

Apache Commons IO (2.15.1 ~H )
Apache Commons Lang (3.17.0 ~ 5 3)
Apache Commons Logging (1.3.4 ~F#T)
Apache Tomcat (9.0.98 ~F )

Apache Struts2 (6.7.0 ~57)
FreeMarker (2.3.33 ~557)

Log4j (2.24.3 ~T3T)

Jackson (2.18.2 ~FEH)

Lombok (1.18.36 ~F#7)

OGNL (3.3.5 ~H )

PostgreSQL (14.15 ~F )

PostgreSQL JDBC Driver (42.7.5 <~ )
six (1.17.0 ~F5H7)

SQLite (3.48.0 ~F )

16



Hawm JU—2ANE

NFA 33 IZBW T, B, BEL-NEZHRHALET,

421 VLE70—DRH* I

FHSATEES L EVERERICS W T BERODRWT 0 —2 07T %5 120 ORE & 2t
L\iﬁo

NFA TliE, 70— —ZDIOUBIZ L > T, BEEOVWT o —FT—X % 1 DIZEH L
TT— X=X |IFEK LET, ZOO, BEENDVRWT a—&prlE CTofrd25 2 &
R, LEVEERIZL > TERT LI ENTEERATLE,

N—T g 33 T, FRNWCAEZ7a—L LT T27 ) r—varazERLTBLLZ
LT T = a v ERICAE L 7 e — A OB OREIN LT A LR TEX T,
ZTHICEVBEEDDR N T o —THER « oW T25 K512 LT,

Flo, LEWERERBEICRSON T, LEWEZ TR Z L2 5 HERMEZRETE
HEDTRVELE, BIROT 7Y r—a VERORE EMAGOEDZ LT, BEEDN
THROTHETE 7R —T —Z PO LR, EMICTED 2T 25 2 LN TEE
B

422 RAFRZTO7A—DERIIG
Tu—%RA M TRETED L) ITHEREZMIELE LT,

o TV AR—H—3WTHEED T 4 VE—FIFZBWT, BEITARA M LSRR ML %E
FBETEDH LT FEL,

o LEWERHEED 7 0 =/ T, XEILA A b LS A M ZIRETE S
Lo ELE,

423 tFa)T 4 BEREREDER LRBOILER

LLUF @ Security Monitoring 74 B A2 BILE LT, TROHDTA B AERERTHZ L
R, RO SEHREABA 28X =2 U T A BEHREZITI 2 ENARRICRY £ L,

* WebSAM Network Flow Analyzer 3.3 Security Monitoring (25 Bl 7 1 & > A /R)
« WebSAM Network Flow Analyzer 3.3 Security Monitoring (50 %417 1 & > A k)

« WebSAM Network Flow Analyzer 3.3 Security Monitoring 7~ 77 L — K Z A & X (5 to
25 BT A 2 v A RR)

» WebSAM Network Flow Analyzer 3.3 Security Monitoring 7> 7' 7' L — K7 A &> A (25 to
50 BEL 7 A & v A[R)

17



Haw JY—2ANE

424 7TV H5r— a3 EENDEM
NFA PWEMECIRULT 27 7V r—v a ViBEEZ#NT 272007 7V r—r a VEREIB
MLUE LT,

BMULET 7V A A— g VERITLLTO®Y T4,
o IANA XA L TV AIEBRIZIESLS 7THOT7T 7 r— 9 ViES

425 IN—23233(HITEHHEERE
N—=Ta 33 TRHESNIEEDO —RETHLET,
1. sFlow v5 OJLiE X (Expanded Format Flow Samples)D3 {5 % AR — kL £ L7,
sFlow DFFHTIZIBVT Q-in-Q D37 hDZAZH YA —h LE Lz,

2. U4V NORRT T 7I2BWWT, B OFE 24 BEEIICET L, hom & FE—o
=it RdrkocdELFE LI,

426 N—23233ITHBITHEHRER
N—=V g 33 TEREINTAEO—EE2TL#H L 7,
. 7ao—L— N3850 77 A ND T+ —<y NEEE L, UTFTOEREL T 5
LolcLlFE L%,
* NetFlow version 9 D/ 37 > NMENTRFIZ, T 7L — L a— ROFERVPAREL 7
02— DRI AT 2 22 o 12 2 & ARt = T — 5
2. IANA P2 L TW A IERICESW T, "HEPEETREL TW LT 7 r—r g UE
BONEEUTFTOLIICEFELE LT,
e 77U —3 a4 nsrmp, AR — h&5: 359, 1P 7' k=L [TCP E£1=1& UDP] ®
TEF% A HIBR
o TV — g v %mles, R— hE 58077, 1P 7 12 h 2L [TCP] D EF & Bl bk
o TV r—3 3 4 cosit, R— &5 10321, 1P 7’12 k =2 )L: [TCP] D E T % Hilbk
e 77U lr—3 a4 e3consultants, AN — FEE: 3157, IP 7' k2L [TCP £7=(X
UDP]| D EFRIZBWT, 77V r—va %% llsa-comm] ([ZZH
3. NFA —E XDOLH) - {1k % SysV init [T L 2 F BN D systemd 12 LD FBRICAT L E L
Too FAUTHEN, N—=U 2 U 33 DI CITH -2 &) - FIEXA 27 ) S h<sr 2 X =L
74 L2 FUJg>/controller/bin/nfa ctl.sh ZF|H L TH—EXDEH) - (£1-%21T 5
ZEiZhnET,

4, NFA NMEHA T o0 5{b@E 72 h 2 L2 CTTLSI3 ZFHAREE LE L=, F7-.
TLS1.2 D5 A A — k6 CBC £— FEFIHT DR 5 AL — FERINLE LT,

18



Hawm JY—2ANE

427 N—23a 2 33ITHTBHIEEER
N—=T 233 TEESREMEDO - KA L E7.
L LT 0SS &, NTEIER Y IALDIZDIZERH LE LTz,

4.3 IN—23232TON))—ARAR

NFA 32 28\ T, #eEEM, BEL-NELZHBAL £,

Adoptium OpenJDK (8.0.402 ~FE5T)
Apache Commons FileUpload (1.5 ~F )
Apache Commons 10 (2.13.0 ~FE )
Apache Commons Lang (3.13.0 ~ 5 )
Apache Commons Logging (1.3.1 ~F )
Apache Commons Text (1.10.0 ~F5 )
Apache Tomcat (9.0.87 ~F3T)
FreeMarker (2.3.32 ~F%5T)

Hibernate (5.6.15 ~ 5 )

Jackson (2.16.2 ~F )

Javassist (3.29.0 ~FHT)

Kotlin (1.9.10 ~F53T)

Log4j (2.23.1 ~F )

Lombok (1.18.32 ~5 )

OGNL (3.3.4 ~H )

OkHttp (4.12.0 ~F#7)

Okio (3.6.0 ~FE )

PostgreSQL (14.11 ~F587)

PostgreSQL JDBC Driver (42.5.6 ~53)
SLF4J-API (1.7.36 ~F )

Spring Framework (5.3.33 ~& )
Apache Struts2 (6.3.0.2 ~F )

fasteners (0.19 -~ HT)

psycopg?2 (2.9.8 ~FH)

19



Hawm UY—ANE

431 ®F 2T« EREREXIE

NFA %5 LT2ERNRiO 70 —7 —2 2 VT, X2 U7 4 BLETOHHT - B 21T 5 1%
AR L ET,

AHERE T, BEHEXIROA v X —T 2 A A% WH TR —DTCP 7 7 VHE g LET, =
AT LD, DoS/DDoS B, BLW, AF v VHBOMAAZHRMT L ENTEET,
ERBEOmEX 2 U 7 o BHEEARMIT, A X MREWGEERZ WD, SRy
NU—27 L OBy 2 BAICERT AL IICEET D2 &N TY, ZhlaxiL,
NFA Ot x =2V 7 ¢ BEfREIL, 7o —HRE IS LS RERTH L —F, BEFOo=
JAR—LZ—EERLEZERTH L0, Ka 2 N T, o, HxRE@ficotx=aY T o
EAREERT LN TEET,

AFEE
AMEBE 2 FIH T 5 72 9121 Security Monitoring 7 A & > A BNMFETT,

4.3.2 FEERA T RIS
Ha—W—or A L ORRER R 7L LTRET L ICLE LR,

AR 72 EMT D2 L TR ED L D BME TRy FU—7 7 u—ORWZHERE L TV
DMEBYHET S ENTEET, T, V77 L Av=a 7 V2R L TIZE
A

433 7T Hr— 3 FEEDIEM
NFA DMEHRETIRMT 27 7V r—y g VilEEZHT 272007 7V r—ra ViEREIB
MLUE LT,

BIMULET 7Y r—a VERIILUITO®Y T,
o JANA XA L CWAIBERIZESLS 3807 7 ) r—y 3 ViESH

4.3.4 HR— T H5BFIREDIENM
NFA OEIEZ YR — F3 2% OS OFEFEAE X £ L7z,
NFA Tid, H7oicU Fo@EREL bR —hLET,
« OS:
Red Hat Enterprise Linux 9 (x86 _64)
92 U EZYR—1)

435 N—23232(2H1F5HEEE
N=Ta 32 TUEESHIERED — T am# L 7.

20



Hawm JY—RANE

1. XyvaR—RERBIY, =7 AR—% =75 COBEHRISROEEICBNT, A
VE—=T 2 A AR HWETr—0OmME (AN, ), WP EPRICIEETE S
X2l ELE,

2. Microsoft 365 EZXHFH A OWE T u X b —"—Z2FHTHHE5IC, FTox il
(Basic £ 7213 Digest i) ZFIH TE A5 L H IRV L1, REFEFAZ— T v
HA REZRLTLIZEIN,

3. NFA #— b 258 L TUVWAIREET OS @ DNS — _R—RELZEE L7-5412. NFA
P —EZADOFIEE) 2T IZDNS b — "—RELEXMT 570D a~v REHELEL

7z
FEHIIZY 77 L A =27 /LD nfa reload dnssetting 2¥ Y FOFBZEM L T
<TZEW,

436 N— 32 32I2BITHAEHRZER
N—= g V32 TEEINHAO—EE#H L E,
1. BX% 2V T ¢ BARREDOX NI, — SO E ks 2 FE LE LT,

* SNMP k7 v 7OEHEOREIL, Wk, LEWEEHRT N —Elm) 5 iER
T 5 SNMP T v Z M EH 2 ST > Tk L7ZAS, NFA32 IRV AT A
B T OBREREBENHITI LIICEFLE L,

2. IANA 3B L TO D HERICHESW T, REPFEETREL TWL 77 ) r—va U E
EONEEZUTOEIIICELTLE L,

s 7T 7VUr—3 3 4 geognosisman, AN — b 4325, 1P 7 12 k2L [TCP £1=(&
UDP] DEFEIZHBWT, IP 712 h =2/l % [UDP] I

o 77V — a3 U4 citysearch, AR — 53974, 1P 7' | =)L [TCP &1z UDP]
DEFRIZBNT, 77V r—varsi [xk22) TEE

o T Ulr—arfem BA— hEF:5910,IP 71 k=1 [TCP £7=1& UDP] O &
T|IZBWT, 77V r—a 4% lats-atn) IR

s TV —a 4 epdle, R— & E: 5911, 1P 7' k=2 /L: [TCP £71=I& UDP] @
EFRIZBWT, 77V r—ra 4% latsacars] (AW

s TV —a st fis, A— hEF: 5912, 1P 7’1 k=L [TCP E1=1& UDP] O &
ElizBWT, 77V r—va 4% laissmet] (TAH

s TV r— a4 ads-c, A— FEF: 5913, 1P 7' k=L [TCP E1=(& UDP] @
EFIZBWTC, 77V r—va 4% laoc-acars| (ZAEH

s 77U —3 a3 4 pando-pub, AR — hFE 5 7680, IP 7' k=L [TCP E (&
UDP] DEFRICBWT, 77U r—va 4% Ims-do] ITEW

o 77U —3 a4 pando-sec, AN — M &5 8276, 1P 7'1 | =L [TCP E 1=l UDP]
DEFTIIBWT, 77UV r—rar4% msmee] IZEHE

21



Haw JY—ANE

3. X9 % Web 77 7 —& L C, Mozilla Firefox D% R — h&#& T LE LT,

437 IN\—> 3> 32I12BIT3EEIEH
N—=T g 32 TEESNEMEO —EA2E L ET,

1. LTD 0SS &, NJTEERYIAHLDIZDIZEFRFLE LT,

AdoptOpenJDK (1.8.0 332 ~FE )
Apache Commons 10 (2.6 ~FHT)
Apache Qpid JMS (client) (0.61.0 ~FEH)
Apache Qpid Proton-J (0.33.10 -~ 5 )
Apache Struts2 (2.5.27 ~F )
Apache Tomcat (8.5.77 ~H5#7)
fasteners (0.17.3 ~H5 )

FreeMarker (2.3.30 -~ 57)

Jackson (2.13.2 ~FE )

Javassist (3.20.0 ~F7)

Log4j (2.17.2 ~F )

Lombok (1.18.22 ~F )

Netty (4.1.72 ~H5 )

monotonic (1.6 ~~5 57)

OGNL (3.1.29 ~F )

PostgreSQL (14.2 ~% )

PostgreSQL JDBC Driver (42.3.3 -~ )
psycopg2 (2.9.3 ~HF )

pytz (2021.3 ~F )

six (1.16.0 ~FH7)

SLF4J-API (1.7.32 ~FE )

Spring Framework (5.3.16 ~H& )
SQLAIchemy (1.4.32 ~H53T)

SQLite (3.38.1 ~H )

tzlocal (4.1 ~5HT)

22



Hawm JU—2ANE

2. sFlow DfEHTICBWT, BT EZH Tz 1 DMZE Lo T-BmEelc, 7a—H
TNAMZETETCWEZLELTHT T 7OEN0 EFREINTLEIREAEELE L
7=,

44 N—232031TOY)—RAAR

NFA 3.1 IZ8\W T, #eREM, BEL-NEZamALET,

4.4.1 T—3 D ARG

NFA D55 LIz _RCO 7 v —7F — X ZEKRTOWRE TR, 113 5 72O Ol 2 2t
]\/i‘j—o

NFA TiE, 7 =80 EREOREIZHEN, BEEDDRNTn—F =2 % 1 DITEKH LT
—HAN=R| R L ET, 0D, BEEODLRNT 0 —DRENKLT. BXx =Y
T4 MENRAE LG AR EI, M@ OEEZM 0 2 ENTEEEATL,

NR—=Tg 031 Tl ZELETRTO7e—F—4% % U EZITH RO —F — & L
LTRIFL, AN 1952 ¢ TEA YT LT,

TrfFE Lo —7 —Z OSBRI, 15 pICBEITIThnEd, =7 AR—F—®IZ 155
MA@~ D—O)m~?~5’ %10 5/ 7 7 A /LT CSV 7 7 A WZiegk L. 1 DD
JEAEZ7 7 A vE LTHAILET, £, A7 7 A VOREHMZEHE L, 70 A7 EHE
T — RO IR L £ 7,

AT LD NFA BVERIF 2015 7 0 — D7 — X 2 GHRR Yy NU—7 74 LYy
ELTHERATLZIENTEDLL IR ET,

[
e m—F—X|Z1%, NFA D Web 22 Y =V TIEFERL TRV, {710 —0 TCP 7 7 7 DIEF#H
HEENTVET,

o KHSREAZFIHTH-DIZIT. LTORETZ 7 A MIBNWT, —RERTT — 2 XR—2~DEX
A EANZLTEL Jéx%#é@ DEF,
- RET 7 AN
<§F—HZFTr L2 F!)s$>/collector/conf/collector.conf

- BRENT A=

rawdb.switch = 1

. RHSEER AT LIEB0, B LY n—F— &@%mmﬁ_gﬁwﬁiféﬁ TR
R —F— 213 15 I SE TS, BEARE LA, T 15 SLL R
BEHEME S B 0 £,

PIEOF ML, EZF7 e — =7 AFR—F =K, CPU ARy T 4 A7 /O MHHREIC
RELEEBINET, BAHBRIETIX, LTORET T, =7 —XOH N ZHERLTEY £7°,
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% 4-1

A—7—3 ONEBH N OBERBRE(/ 2 —2 1)

HHE

nE

CPU

Intel Xeon Gold6136 (3.0G GHz) * 8 =7

VAT LAAEY

32GB

TARY 2.5 1 SAS (15,000rpm), RAID 1+0
(ON} Red Hat Enterprise Linux 8.5 (x86_64), on VMware ESXi 6.5
ERE7r— 500 73 7 v —/%y

T AR—F—

80 =7 AR—H —x 2IF

£ 42 O—T—3ONEBHADBERBRIE(/ 2 —> 2)
= NE
CPU Intel Xeon Gold6136 (3.0G GHz) * 8 =17~
VAT LAEY 32GB
T AR 2.5 1 SAS (15,000rpm), RAID 1+0
(0N} Red Hat Enterprise Linux 8.5 (x86_64), on VMware ESXi 6.5
EEfET7n— 600 77 7 1 —/5%

T AR—H =K

500 =7 AR—H—x 2IF

% 4-3

A—7—3 O EBH N OEEEBERE(/ 82— 3)

HE

&

CPU

Intel Xeon E5-2690v4 (2.6G GHz) *4 =27

VAT AAEY

6GB

T 4R 2.5 1 SAS (10,000rpm), RAID 5+0
(0N} Red Hat Enterprise Linux 8.5 (x86_64), on VMware ESXi 6.5
BEETR— 30 57 v —/4y

T AR—HF =

57 AR—4— x 4IF

442 7TV r—a v EEDRIE

TV = a VIBEE#INT A0 T ) r—v a VERONE R L OMLE & 5R(lk L
F L7,

TINVr—2 a3 VFEDA ViRk— NI AR— MR
TV = a v EREALUAR—F, BXO, 2 AKR—- T HEEEDDOav R
nfa application conf a7y s D= BN

nfa application conf (&, BEREED NFA ~7 7V rr—v a3 VIEBREZBIT LT-WGE
TV =y a VERODERMEERON Y 7T o TR ETET 52 N TE £,
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TIVr—a VEEDEM

NFA PWEMECIRULT 27 7 r—v a ViBEEZHNT 272007 7V r—r a VEREIB
MUE LT,

BIMLET 7V r—va VERIILLTO®Y T3,

o IANA AR L TWAIERICESS RUEOT7T 7 r—ya ViEs

443 7O—L— ORI

AR L3253y N =7 2find@E7 o —0fE(TZ n—L— MNEHERTE5 L9591
B FE L,

TJu—L— MILLTOHETHRTHZENTEET,
o TJAR—H—EHEHOT I AR—F—D—E

EIT7 AICBIF 227 AR—4—2K, B, =7 AR—X—HDO7a—L— kD
BRIEE ZORAABEORBEREFR R LET,

© <$T—H T LU FUJs>/collector/flowrate log Bl [

BT AR—F—D 1 HHEMNMOT7Ta—L— FDi8k%E CSV 7 7 A MICiek L TV E
9,

71— L — hiX, NFA O & EMRIZ LR T 258 ETIEA LT,
B2k

NFA TlX, =7 AR—F— 1 EH7- 0 HK 600,000 7 2 —/55. 2K TH 6,000,000 7 2 —/450D 7
0—F =X 2Nt nTEES, Y]

444 fRsPY—ILORMH
NFA OEMHMERF R FRE LT O 720Dy — L2 Bk L £ 7,
T4 RVEREDERY—)l(nfa diskcheck AT YV F)

nfa diskcheck 2~V REFIHTHZ & T, HENADT A AR EZERT L2 &0
T&FET, Fo, FELLELEVWVEZBE AL TWEEHATL. A —/L<° Syslog Tl ZITH Z
EMTEET,

nfa diskcheck <2 KX, NFA DT —ET 4 L7 N)DT 4 AV RKENHTITHERTE
TV EERT 2BCIEN LE T,

Evb

nfa_diskcheck 2<Y RiX, cron # W CEMETTH2ERAEZHEL TWVET,

1. 74 A7 VO MERER EN—R T =7 O+53 IR BMERE 2 R 3 D L EDR D VD £,
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T4 R OHEREFHE Y —IL(fi0o AT 2 F)
AKNR— g 0TI, =T V=RV T NI =T OF 4 AT PEREEF Y — /L fio 2~ K
Z LA T OSETICEE LTV ET,

<SAL X F—/IL X T4 FHS>/NFA/tools/fio
o <SSR P,—/IT 1LY FJS>/collector/bin/fio

fio A~y REFIHTHZ LT, NFA DT — X Zitdkd HN— KT 0 A7 O VO PEREZ HIE
THZENTEET, fio A~ Nk, LLTFD 3 SORETIO EEEZEEIL L £7°,

* [OPS(Input Output Per Second):
1 O 10 & E L £7,

A= b
1 PN ER AN T2 5T — XA X2 HE L £9,
VAT

VO U7 TR MEFETSHLETITONLFHAZNIE L ET,

fio 2~ KX, NFABFIHT 2= FT 4 A7 OVEREN & MR T 2 BIIEH L E
T,

RTHADBHRERIY —I)b(nfatech ATV K)

nfatech 2~ R&F|HT 25 Z & T, NFA, BELW, OS OEWEEREEH 2 —F L CINET
HZ ENTEET,

nfatech 2~ RiX,NFA OEBMEICB W TAREAENREAE LT-HEIC NEC A X~ —HR—
e o X — BT D IE R AT DI L £,

445 N—23231(2H1FBHEEE
N—T g 3] TEINT-ERED —EEitiE LET,

. LEVWVHEERTZ Y MY OEHESROBEICBWT, A VX —T oA AT H8E 7
n—@rE (NS, HA. W ZFRBICEEE TES oIy £ L7,

2. TV — a VERETHELE RAAL VLAICHHETHIP T RLUAEHRE AE U ITE
FF9 57200 Clida, 7= _X—R|Zid#kT 5 Z & T, NFA OEFNEZRNS, ZEFE L=
T —F —ZZXT AT Y — g VIREDOERMNMTZ AL i E LS,

3. By e R FESERECRTT 544 70 JHO A v — Ve BT, FLDT X0
BETERBERELE L,

446 N—23231I2BTAEHERE
N—= a3 TEEIN MO —EE2#H L7,
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1. JANA AR L TV A TERICESNT, BENEECTRE L WA T 7V r—va UE

BEONEZLULTFOLITEERELE L,

o 77U r—3 a4 surfpass, AR — b &5 5030, IP 7' k =2/L: [TCP F1=(& UDP]

DTE 2% & HIlbR

447 N—23231ITHITHEIEIER

N=V g 3] TEESHEZBEO B2 Es L7,

1. LF®D 0SS %2, NTEERVIALDIZDIZEHFLE L1,

+  AdoptOpenJDK (1.8.0 332 ~FE )

+ Apache Commons IO (2.6 ~F )

+ Apache Qpid JMS (client) (0.61.0 -~ 5 )
* Apache Qpid Proton-J (0.33.10 ~F3T)
* Apache Struts2 (2.5.27 ~5 )

+ Apache Tomcat (8.5.77 ~5 #7)

+ fasteners (0.17.3 ~FE )
 FreeMarker (2.3.30 ~H#)

 Jackson (2.13.2 ~H )

* Javassist (3.20.0 ~F )

+ Log4j (2.17.2 ~F )

+ Lombok (1.18.22 ~F )

* Netty (4.1.72 ~F )

* monotonic (1.6 ~F HT)

+ OGNL (3.1.29 ~H )

* PostgreSQL (14.2 ~F )

* PostgreSQL JDBC Driver (42.3.3 ~5 )
 psycopg2 (2.9.3 ~F )

* pytz (2021.3 ~HH)

+ six (1.16.0 ~F )

» SLF4J-API (1.7.32 ~H )

* Spring Framework (5.3.16 ~H#T)

+ SQLAIlchemy (1.4.32 ~F )
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+ SQLite (3.38.1 ~F )
* tzlocal (4.1 ~FH7)

2. BX 2T 4 MEgEAE G A TVS TLS 1.0, BEON, 1.1 ZHWEEEFZFFrI LWL 9D
IZIEIELE LT,

3. EARREm M, = — Y —BINlE, 3L, 2 —F—fREHED[T I+ I FDF Yy a
NG ENRD HREEZEIELE L,

45 N—23 2 30TOYYY—ARR

NFA 3.0 IZBWT, B, BELT-NEZRHALET,

451 1—H—EENDAIL
2P —FHENR I, Web 2 Y —~Dr T A VEEOEX 2 Y T MR ELEL
7.
BARBOIZIZ, DLTF o5k 250G LTV EJ,

e Web 2z YV — )b ~Dua A B WT, /NATU— KAV % 5 EE Tt L7881,
Ya—H—DEHRr2rn v/ L, Yg%a—VF—Tonr s A % 10 olIT 272 0IREEIC
L/jz‘éﬁo

o 7 NA T — REREZHERT D720, RET H/NAT — Rk LEL T OS2 5% 0T
F L7,

- KXF, NFE, BT, REOFns 3EU EOTFEEGE AL TS L

- NAU— REEDOERIZ, ®EI10ESONRAT—RE—FHLTWRWNT &
B, N—=Ta 3005, NAT— RORKTTEE 32 LD 64 LTFATHER LT
b\‘i?o

452 7T)H5r— a3 U FEDRIE
T =g VIBRIEEBRMNT AT OOT U r— 3 VEFRONR R L OUWLE A5k L
F L7,

KAALUIZKBT T r—2 a3 U@EDHEA

77— a ViBE T A I B W T, [R— FEELIP A FaNITnZ T,
[RAL VR ETDHILENTEDLLIICVEL, [FAAV]DIETCIZBW T, VAL
RA—RELTTRAF Y A7 ® 2 2FHAT5Z L HARETT,
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RAALUNE—TIP 7 RUVAFETRTEHHIZIEFTICR DLV AT LR, RAA TN
INTWBEYZ T Ry =R E~DT 7Y r—3 g VilE 20T DB, R A TS
J2 B B N/ N G- = e B

TI)Vr—La v EEDEELREE

TV = a VERICBOWT, IR D OREICMZ., [REGREIZANTH LT,
LLFOREPITAD L OITRD £ LT,

c BEOMEEZERLET T U r— g COMBIET O 12D DRRGE

o FESE. EEILENENOWEER— S, IP 7 N R ZBFEIZHEE L7 B &0 E
o [R—FEEB] [IPFR O] [IPT7 FLARIRA DO MEBEMAE DR T-FRE

T r—a U EEDIENM
NFA EHETREST 27 7V r—2 a VisE @b+ 272007 7 ) r—>a ViERE B
ML E L7,
BILET 7 r—ya VERIZLLTO®Y T,
* TANA 3B L TW 2 EHICES< 265 (D07 7)) r—2 3 U iER
« UTFo7 79 Ry —ERBREHHT 272007 7Y r—ra ViER
- Microsoft365 (Office365):
* 0365-Exchange
Microsoft Exchange Online (Z B3~ % @15
* 0365-SharePointAndOneDrive
Microsoft SharePoint Online, ¥ XX, Microsoft OneDrive for Business (2B % if
(Gl
* 0365-SkypeAndTeams
Microsoft Skype for Business Online, 33 2T}, Microsoft Teams (Z B9 5 i#(5
* 0365-Office
Microsoft 365 Common, ¥ X T, Microsoft Office Online (243 % 1#17
- Box ™3

- Zoom

¥ TAZVATEERAWEREZITOHGE., RO RNAAL U 4I1F, IPT RUADNL OS] & THRILTE H0LE
B ET,

*3 EALEAD KA A 456(H) : {yourcustomsubdomain}.box.com) DilfE Z AT 5 ERIT G TN TEY FH A,
B, BMLTEH LT ZEN,
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4.5.3 Microsoft 365 B{EEED BENEH Mt

Microsoft 365 (Office 365)DIBEIZRT 5T 7V r—r a VERONELZ HE) THEH T 572
DO A E R L F T,

Microsoft 365 (Office 365) 32l L TW A —ERAD=> RAFRA U D IP T RV A, £,
RAAL 20E, REMNICEEINDIHENH Y £7, D7, Microsoft 365 (Office 365)IZ
K4 %018 & IEREICTRD T 2 72O NFA ICBFE L TWAT P r—y g VERORNE %
EAOPTCEH L TS MERSHY F LT,

N—T g 230TlE, v~ 7 vy 7 Rt LT\ 5 REST API ZF|H L C. Microsoft 365
(Office 365) 1 —EAD T KAKRA > MEBROEH ZME L NFA IZEEL TWDL T 7Y 7r—
VarvEROARZABMICESLET, Zh2LY . EHOF T, Microsoft 365 (Office
365)DWEF KT DT U r— g VERO TENEHEEN R/ £97,
EVE
o AEEHOMEAFIHT 25E81E. NFA ) b~A 270V 7 OV A h~OiBENAIRE/RBREET
bHHMERDHY £,

* Microsoft 365 (Office 365)DIEIE IZXIT D T DA E RS, £721X NFAbL~A /7 m Y7 |
DY A S ~OBETZRVERROLEIX. BEFEFOERELRE Y 7 A /L OREIZ X 0 L)
T D2 ENTEET,

454 FT)VHr—2 3 VRARTOHRE
NFA OEMAMZ R EXEA72D T 7 r—2a VBEOFRRARICONTHELZITOE L

7.
AFIORTHE TORRIIBWC, 77V r—va A ERGaER— &S 2R LE
9,

o Xy vaR—KEiH, BLO, =7 AKR—F—3HrEH

- TV r—vary Yy FTOERR

- CSVIZ7ANMBALET TV r—varvv 4 Vey hOT—4 ™
o A bl H:

- LEWHEBBLET Y A— g VIBEDFR

455 nfa flow export AN FOHE
nfa flow export I~/ ROBEMEMEZSE L E LT,

M T4 NE—=RMOT T = a CAITBER - PRSI ShEE A,

*5  LEUVMEEIEO SNMP 7 v 7OFEHRIZBWNTE T 7Y r—ra 4 L HITEER— FESOBRNEME
nEJ,
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PIRTOD/R— 3 Tl -continue A7 v a VU ARELT-a~y RETEZ 70 —T — X 03 fF
TE L7 WHIRICR L TIT » 72356, CSV 7 7 A VITH T itk 0 I REZI O Fedsk B
FHfTHo>TCWE LT, -continue A7 v a T EIZH T 57 —% OEFEEIL, 7 —%
RIED L~V T EICIRESTWNDH D, 7a—F—F N EHELRWHIRA D 554, =—
Pl E b a~ REFETTOIMLEND Y £ LT,

N—2 3.0 Tl -continue &7 v a v EREL-a~vy NETE 70 —T — ¥ BNELE
LARWHIRIZK LT T2 7288 Th o Th, 7 —T7 —Z B GFET 2 ORK L DT — 2 )
HCSV 77 ANVICHNTHE IR AKBELE L, ZHIZE-T, AT AA T T
VADT=®, NFA #RHELE ST TV A TH - Th-continue 77 v a VEHREL
fea~y RETOEMZHBEICHET 22N TELLI1TRD 7,

456 N—23a3230ITBITHUERER
N=Va 3.0 TEESNIARO —RARH L £T

. 2—P—ZDIRTIZBWT, KT 32 TFND 255 LFITHERLE L, £7-.
FREWRER YT LT, Ty hb~—Z(@)ZBMLE L,

2. =P —DIRAT — NIZxTHRRKLFE A 32 LFND 64 LFITHRLE LT,

3. NI RTHEED /T A —Z—1Zxt L, BEFOANGIRIZINZ, —5HOFF DA &4
nfELE LA,

ASIRF DFEH
I S AR Al
o o—
2 —H—D[RTA]
o TJ AR—H—EH
T AR—HF—D[REFA]. 7 —7 A AD[RTA]
o JN—TEH
[IF FIWV—T4&]. [TV RRLY bTIL—T4]
o Xy aR— NERH
[FyPaik—FA]lL, V4P FO[REREA ML)
s TV —va ViER
[7 ) r— 3 4]
o LEWEEEHR= RV
[T k1) 4]

4. 77V r—va VERICENT, JESEECRMT I /RGER L 22— —MERT D
a—P—ERE MK L, BT OMERICEE LE Lz, Zhicfy, ez
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EEmET L2 L3 Ty, HaERLz a2 —LTa—Y—ERL LTRETD
BAEFIRICZ DY 797,
. IANA ZAB L CO D IHRICESN T, ®REmMEETREL T 77 ) r—va UE
HONKEZLUTOLOICETLE L,
s 77U —v a4 imap, A— hEE: 143, 1P 7 1 k2L [TCP E1z[& UDP] O &
FITBWT, IP 71 L% [TCP) IZAEHE
« TV — g 4 imaps, R — hE5: 993, 1P ' | =)L [TCP £1=[& UDP] O
EFRIZBWT, IP 71 b ab% [TCP]ICAR
s 77V r—3 a4 owamp-control, IN— k51 861, IP 7’12 h =L [TCP =&
UDP] D EFEIZBWT, IP 71 h =/l % [TCP] IZA W
e 77U —3 a3 4 twamp-control, 7R — F 5 862, IP 7’1 k=L [TCP =%
UDP] ®EFIZB W T, IP 71 h 2L % [TCP] IZA W
s 7Y r—3 a4 dbsa-lm, AR — RS 1407, 1P 7 1 k2L [TCP E£ =& UDP]
DEFZIZBWT, 77U r—3 a4 tibet-server, IP 7’12 ks 22 /L: [TCP] IZA W
e 77V —v a4 ibm-mgisdp, AR — hFE 5 1883, IP 7 'm k= L: [TCP £ (&
UDP]| DEEICBWT, 77U r—rar#z Imqtt] IZEE
s 77U r—3 3 4 newheights, N"— M &5 2114, IP 7' |k =L [TCP £ (&
UDP] DEFRICBWT, 77U r—a 4% lariascribe] [ZEW
o 77V r—3a 4 rockwell-cspl, A8 — R &0 2221, IP 7’1 k=L [TCP £ 1=(X
UDP]| DEFEIZBWT, 7V r— a4 % lethernet-ip-s] ([ZEH
o 77U —3 a3 4% hprda, R— h&EE: 2371, 1P 7’12 k2L [TCP] DERIZE W
T, 77V —v a4 % [RemoteDeviceAccess| |(ZZ8 &
s TV —3 a3 4 community, AR — &S 2459, 1P 7'u k2L [TCP £1=(X
UDP]| DEFRICBWT, 77XV r—a %% Ixmpll IZEKE
e TV — a4 salsentlm, AN — RS 2640, IP ' f 2L [TCP (X
UDP] DEFKIZEBWT, 77U r—a %% lami-control] (ZEH
s 77U — a4 enc-eps, h— M 3567, 1P 7'a | 2L [TCP E£71=1% UDP]
DEFRIZBWT, 77V —Tar4% [dofeps| IZAEKE
o 77U /r—3 3 4 enc-tunnel-sec, 78— M5 3568, IP 7'z k=L [TCP £1=(%
UDP] DEHRICEBWT, 77V r—a 4% [dof-tunnel-sec] (AW
o 77V r—3 3 4 hp-dataprotect, IN— M &5 3612, IP 7’12 k=L [TCP £1=(X
UDP] DEFIZBWT, 77V r—a 4% [dataprotector]| (ZA W
e 77U —v a4 gmmp, R— & 4183, 1P 7'u k=)L [TCP E£1z(& UDP] ®
EFRIZBWC, TF UV r—va 4% lcyborgnet] ([ZAH
« 77V r—3a 4 visicron-vs, IR — M5 4307, 1P 71 b =L [TCP £ (&
UDP] DEFICIBWT, 77U r— a4 % ltrueconf] (T
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77— a U4 lisp-data, AN — RS 4341, 1P 7' k@)L [TCP £ 1=1% UDP]
DEFHITBNT, IP 71 f 3L % [UDP] 24

77 r—3 3 4 enc-eps-me-sec, AN — F 5 5567, 1P 71 k=L [TCP £k
UDP] DEFRICBWT, 77UV r—a %% [dof-dps-me-sec] (T

TV r—a 4 coap, R — FE 5 5683, 1P ' kL [UDP] D ERIZE W
T, IP 71 h=2)L% [TCP £1=(X UDP] (ZA &

TV r—3a 4 coaps, B — b 5684, 1P 7 1 kL [UDP] D EFRIZH
T, IP7'm b2 % [TCP £1=(X UDP] (ZA£H

7N —3 a3 4 dali-port, AN — R 5777, 1P 7 v k@)L [TCP E£1=1% UDP]
DERIZBWNT, 77V r—a 4% Istarfield-io)] (ZAH

7 7Y fr—3 a3 4 printercare-ce, 78— &5 6716, 1P 7 1 k2L [TCP] D ER
WZBWTC, 77U — a3 4% Iprincity-agent] [ZA W

77— 3 4 sme-https, AR — FE5: 6789, 1P ' k=L [TCP Ef=I& UDP]
DERIZBNWT, 77V —a UAiradg, IP 7'a k=L [TCPIZAR

77V —3 3 4 enc-tunnel, AR — h &5 8567, IP ' kb [TCP £1=I1&
UDP] DEFIZEBWT, 77V r—va 4% [dof-tunnel) (A

TV =3 a o4 z-wave-s, IN— M5 44123, 1P 7'r k=)L [TCP] OEFRIZE
WTC, 77U —ar4% [z-wave-tunnel] (ZZEH

7Y r—3a 4 balour, R — M5 4324, 1P ' | =L [TCP £7=I& UDP] @
E 7% 4 HIl bR

457 IN\—2 3230128 +3{EEIER
N—T g 3.0 TEESHE-MEO —E2a# L x4,
LLFD 0SS %, NZETERY ALDOE-ODICERHLE L,

1.

AdoptOpenJDK (1.8.0 292 ~FE )
Apache Qpid JMS (client) (0.57.0 ~F5 )
Apache Qpid Proton-J (0.33.8 ~F#)
Apache Tomcat (8.5.69 ~H#T)

Jackson (2.12.2 ~F3)

Log4j (2.14.1 ~H3T)

Lombok (1.18.18 -~ )

Netty (4.1.60 ~F5 )

PostgreSQL JDBC Driver (42.2.19 -~ )
SLF4J-API (1.7.30 ~F )
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fasteners (0.16 -~ 5 )
msgpack-python (0.5.6 ~F )
psycopg? (2.8.6 ~FH)

pytz (2021.1 ~F3)

Spring Framework (5.3.5 ~H5#7)
SQLAIlchemy (1.4.17 ~F )

SQLite (3.35.3 ~F )

2. OSEREED 7 7 A )b« B — F{ER~ A 7 (umask) &7 7 4 /v MENLZET L TV D HAI,
NFA O A A b=V RRT 2560 L MEEEELE L,

46 /N\—23222TO))—ARE

NFA2.2 IZEBW T, #aeBE, BIEL-NEZBH L E 5,

4.6.1 HYiHR— 9 HEEIRIEDIEMN
NFA OENMEZ YR — 45 0S, BL, Web 77 U —DfEN 2 £ L7z,
NFA TiE, #7zlCUL FO8EEREAZ AR — N LET,

« OS:

Red Hat Enterprise Linux 8 (x86_64)

s Web 77 7 —:

Microsoft Edge (Chromium)

4.6.2 720—FHREEWMEFT 5 Web APl DHHKR—

WebSAM Integrated Management Server (IMS) =1 > 7R — % > s 3 42fit9- % Web API ZFI|H 3%
ZLTINFA CEHT 270 —7 =207 7Y r—ya o CRTE 28912 £ L

7’9—
—o

IMS = R =3 F3RHET D Web APL 2RI T2 2 & T /Y4 V= y FTRRT DIAFE
DIFREINHFAT 2 N TEET, £72. OFE T, Microsoft Excel TEIMET 5471
Tul I AR LEST, VoI T e ST AERAT AL T, Sl AR LS
THNFA D7 v —F —H &L L= L AR — b % Microsoft Excel TIERK T2 Z &N TX &E

B

FEARIE,

[WebSAM Integrated Management Server 2.0 U U —Z XE| Z#ZHML T 7E 30,
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46.3 LEWMEERICEITH70—FKHOESIEEDYHR— K

7 —ZxT D LEVEEARICBWT, 7 —2 /T A5 2B EEE T A LN TE D
Lol FEFL,

AL L > T, Blz2IE, BET XV A — a LV OREERETO 7 —Zxf LT, LEXVME
B AITH) 2N TEET,

46.4 JO0—EHMODECEFNIEBHEHREDEZEIL
NFA N EHABIITAT 5 NEBLEL OB 2 2 1T 720 K 912, 7 b — 5RO Fe R ALEE DA HL A % 2
ELE L
PARTD /3= 3 Tk, NFA BNEHIBITAT 5 WEBALEE DS 7 b0 — 5 O Fedk LB |2 2 % B
Z. FCERLERIZERRIDRN D AGEE RN LD £ LT,

S—a 22 Tl 7 R — RO BB O AL ST 2 LT, NFA BERIRICET S
PO R B Z IRV k5107 ) | 0 LIRS & TR L % LT,

4.6.5 70—T—3KH(AHLIE)ZEHITDHEERLDEERAE
BRI 57 87— 4 LD T 5 IR A BT TX 5 L5122 £ L,

N—= g 21 UENCENW TR, EHET 27 1 —7 —Z ZHEROLO )T 5 BE o FEHERFA
X, &9, UTC (@ 5EF : Coordinated universal time)?® 00:00 TL 72, ZD7=H, HAE
WTOEMIZINT, 24 BRI OT — 2%, 09:00 725 H D 08:59 £ THOT —F 24K
LizbotZo>TnELE,

HERVLEL 21T 5 FLUERE L 2 A5 5 Z & T, HARKEM (UTC+09:00) (2 & D727 — & DHEL
PATH Z ENTEET, Bz, 24 BRI OF — 2 ITB W TIL, 00:00 225 23:59 £ TO
T—=HEERN LI HDICTAZ ENTEET,

Bk
Aefl & B LT, NFA DA A b —/VEFIZFRE SN 5 HEHKNE 0 FHERF A OB EE 2 2 #H LT

WES, FEMIE. (4681 70 —F —Z ERGLOLE) O KR OBEEEEE 36 2—) ] &
ZRL T30,

46.6 7O0—FEROEHFLEAKXDOLE

RESRMEICAEDOE T ZE L7 n—FROBBLHED ST EV FEZ 5 2 LN TE D4
HAaBIMLUE LT,

LIEIOAN—=T 2 Tl T s, ZELE 7o —FRELTO X D RABOWN T, 7—
FN— AR L T E T,

L 1 MICZE LET N ToO7 e —IFRE —KiEkD LD DT — 2 XN—2~FEX AL E
‘aﬁo

35



Hawm JY—RANE

2. —HFREERDT —H RXR—ADT—H ETIZ, 1 BRIO 7 v —F—& & L CTENLEGLD AL
By & i L £ 7,

3. 7 —H0O FEREDHEIZHE., FTMOT7u—F—%% [ZFof] o7a—F—% L 1L
THEIL, i r—&icrye—7—2OEHEHT — X=X 5 L ET,

WHINZZET D 7 e —IFHRNE <, 23D, NFA —"—DF ¢ 27 PEREN 43 Tld /W ER

hkwfi\W@MJT@?%&N%x%%ﬁAKﬁ%ﬁﬂ#@ TORBTAE VMM

FENEMUET 2 EEERH Y T3, AT VEHEIEMLE TS &, 0S OFflEIC X -
T. NFADa L7 X —7 o AnMmilEll SN3587H 0 £,

FRO LD RMEICKINT D720, B 1) TOT—FX—RAEZIALEELEL, AEY
FICBRFF 57 — & Z50ic TALEL 2] OERLBEGLDALER) & SEhE 7 2 B /- 7o e skt 5 K
ZBINLUE Lz, 03D OFEEEE TS | 72BN L7z itdk Ll 5 Xy 2. %
ZET, T AR ANEZ AT —FBEEZRBICHIT 22N TEET, ZohFEL
T, T A AZHENH D TERVRETH-> TH, 70 —T — X OEXARIO N LR %
BT D52 ENTE, AT VMEHENEN LT 2FRORBELD L, £, BEHEL
W5 Z N TEET,

4.6.7 WebSAM SystemManager G & xt i

7a—|ZxT 5 LEVEREGR DA X K% WebSAM SystemManager G (#/X—37 3 7 10 LA L)
[CEHETE L L DITRY ELE,

WebSAM  SystemManager G ~® A X F##E 217 9 72 21X, WebSAM Integrated
Management Server (IMS) 2 > 7R —R > ks (NX—T 3 V2018 L L)y DA N T 72 a3 U
REDRRED MBI 77,

FEHIZOWTIE, IMS IV AR—R Y FOFFERF a2 AL 2R LTSN,

46.8 IN—3 022128 TA4E4%LEE
N— g3 22 TERINTAARICOWTIBALE T,

4681 720—T—2EHAONEB)OEERZDBREEEELEE

EHET 27 v —F — X ZER O T 5 B D FEHERZNC I\ T BEEfE 4 NFA H—/3—
DEA LY —NZHEbEDL L) ICHEEET LE L,

N—=T a2 21 BENCHEW T, T2 7 n—7F — & Z5EQ LD LT 25 B o H e
DOEEFEMEIX. UTC (&t 58 : Coordinated universal time)?® 00:00 T L 7=,

ZAUTKI L, N—=T =3 22 TiE, FIZIE, BAROZ A LY = ICREL TV D ——(C
NFA %A A h—/V LT8G, BRLE O FEERFZ OBEEMIX, HARRER (UTC+09:00) &
00:00 & 720 £79°,
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EVE

o N—U g 22 URRIZEBWT, BN O RERLNIT, BEMENOEET LI ENRTEET,
FERE, V77 LU AR a TV EHER LT &,

o AN=T g UMb ERFIN—Ta T v L — FLESA R, B oMEME LT, [AA—
CaLrTOREXFDOEEFEWJEET, FOEDH, XN—=Ta 21 DN T v TS L— R
L7238E OIAEREZZ, UTC @ 00:00 DEF L7200 4,
oA, MEOBEEME LT, REZSISHIETN, 22— —0OREMEE L UIEFHEHS
NER A, PTRANCENLELO BERA OREERITH 2 L 2R L £,

46.82 BN EIO—DEHER
7 —IEFROFLEk - WEOKMEERBE L E L,

LARTODO/N— 9 Tl sFlowvs 7 a— " MZBWTC, A v ¥ —7 = A4 ADIEHR
N, T AR—=F—NTHEINZZENRINTWAEEES. sFlowvs D71 ko Lz
A>T, ZEL77e—%20EEL., ikl CWEREATL,

Eigorvue— Ty MI, V—F—DIT7—FR—F &2 LT, lON—F—(=F AK—
A )TYHE T n—2 Xy TF v — LEBAIC, =7 AR—F —DERRITKIE L TRAET S
BAENHY £, 0k RERARERIL. sFlow 2V 7K — F LT\l b—Z —D@EENE
T LT WS IZHW O E T,

N—=T 322 T, ZOX ) REABRKICOSTE LX) ICHEEET LE LI, N—
Tar227TE ZELETe— by M2, M40 E—T oA ZDOIFWRD IR, =T A
A= —NTHIEINTZZ EPRINL TV E LTHHIAIC, 2 aEEdd, ikl £
7T
EVE
NetFlow, 33X, IPFIX IZBWTIE, ERLO L O RGEICHKET L2 L2R"T 72 haixdh b

FH A, EDOTD LRHION=2 a2 AZBWTHEET 57— " ry FRESND Z LiEH D
FHEA

469 N—23222I1ZHIT5HEEIER
N—= g 22 TEESNEHEO - EA7HEH L £,
1. LTD 0SS %, NZEERYIALZOIZDIZHERH L E LT,
+ Apache Commons BeanUtils (1.9.4 ~F )
+ Apache Qpid JMS (client) (0.52.0 ~F5 )
+ Apache Qpid Proton-J (0.33.5 ~F )
* Apache Tomcat (8.5.57 ~F )

 Jackson (2.9.10 ~FE )
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* Logdj (2.13.3 ~F #7)

+ Lombok (1.18.12 ~F )

* Netty (4.1.50 ~F )

+  OkHittp (3.14.9 ~H )

* PostgreSQL (9.2.24 ~F )

+ PostgreSQL JDBC Driver (42.2.13 ~ 5 )
 psycopg2 (2.8.5 ~FEHT)

* pytz (2020.1 ~FH)

* six (1.15.0 ~FHr)

* Spring Framework (5.2.7 ~5 )
+ SQLAIlchemy (1.3.17 ~FE#r)

+ SQLite (3.32.2 ~F )

* tzlocal (2.1 ~H% )

2. BE7u =0T RiRA  FEEEIL/AEE)DIP T FLAERA ML EZEHL TWD
T =B N=AT =T NDOT = Z PS5 L MET — I X—=AT =T N~DT 7
TAMERME T L, —3—0 CPU BN@EAFPRIBIC 2 2B AEE L E L,

3. U AR—F —FEE [ O[SNMP {§8BIB IR Y %7 Vv 7 L, =7 AR—F—)b
SNMP 1 i % i L72BRIC, =2 AR — 2 — DRI & 0 — oM RIEGAT 2 2o
T8y NFA & IMS 1 R —% 0 b & ORI TREEROES 2345 L2 BB A EE L E
L7z,

4. NFA 2.2.0-7 LARIZ 3V T, Red Hat Enterprise Linux 8 (x86_64)~D A > A h— /L3 T 273
WA R DB AEIE L E LT,

47 N—23 221 TO))—RARAR

NFA2.1 [\ T, #aeiBEm, EIEL7ZNEZHIH L E 5,

471 JO—R{EHREDR L
7R —RFRIOFEE R L, 7 n—RIEEE R L LE L

B IUE RS — K7 — 2 OB GIER E 2 EE+ 5 2 LT, BIRF#HT-VIcL v D7
n—Z2ZETELLITRDELEL,

WEHMRFETIL, LFOSRMET T, 7 —ZEMHREORELHZE L TWET,
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R 4-4 7 N—REMREREOMERRRE

HH nE
CPU Intel ES-2690 v4 (2.60 GHz) * 8 =27~
VAT ALAEY 16GB
T AR 2.5 %1 SAS (10,000rpm), RAID 5+0
oS Red Hat Enterprise Linux 7.3 (x86_64), on VMware ESXi 6.5
7 v — ¥ (SERT) 20,000 7 2 —/fp (=7 AR—Z — 1 EBHT- 0 HKK 5,000 7 7 —/F)
71— (YGER) 100,000 7 0 —/fp (=7 AR—4 — 1 B 7= 0 KK 10,000 7 o —/f)

AZEE

WEORIT. BEICOS U TER YV ET, T RTOBE TS EOWRELRIET S ELOTIT AW AI
THEELEEN,

EVR
Ta—DZEMREIT., T4 A7 VOMRICKREL EAENET, T4 A7 VOMEREDOOE DDA
LT, FREBETTARZIVORyFv—20ThbH fio 2 FETLEBELUTIORLET,

£4-5 fioRVFT—4 [TAvH Y414 X: 4KB] DHEER (BEIE)

HE IOPS (10 E#i/s) HIIE BW (MiB/s) | L4 5> — lat (usec)
random read 1,602 6.4 3,116
random write 2,669 10.4 1,867

£ 46 fioRVFI—/ [TOvHI Y4 X :8KB] DER (BE(H)

HwE IOPS (10 E#us) H#EiE BW (MiB/s) | L4 T > ¥ — lat (usec)
random read 1,596 12.5 3,123
random write 2,335 18.2 2,136

random read [ZLL T DO a~ > REFITTHZ L THITE E 7,

# fio -filename=<$7—X 7r L2 F!/%>/fio -direct=1 -rw=randread -bs=4k -size=20G
—-numjobs=5 -group reporting -name=randomread

FRX., ey 2 A XEAKBIC LG ADEITHTT, Y u v YA X% SKBIZT LA
X, -bs 7T a3 12, I8KB] #IEEL T IFE,

random write (XA F D3~ R&FITTHZ L TEHAITE £,
# fio -filename=<$7—X 77 L2 F'/$>/fio -direct=1 -rw=randwrite -bs=4k -size=20G

-numjobs=5 -group reporting -name=randomwrite

Eilx, 7y VA XE4KBIZLEEGAEDOETH T, Ty 74 X% SKBIZT 556
IZ. -bs 73 12, 8KB] Z#HEEL T FFE,

ThENDOa~y FeFT L%, HHSNTZREDOLLT O Z 5+ 0 £4,
e read: I/ write: MHEAE H1TD, 10PS Offi, X BW OIE(HIIE)

* lat (usec): MHIAEDITD, avg DIE(L A T > —FHMH)

LLUF 1% random write (randwrite) D354 O H 71451 T,

39



Hawm JY—ANE

randomwrite: (g=0): rw=randwrite, bs=(R) 4096B-4096B, (W) 4096B-4096B,
(T)

4096B-4096B, ioengine=psync, iodepth=1
fio-3.15
Starting 5 processes
Jobs: 1 (f=1): [w(l), (4)]1[99.9%][w=23.5MiB/s] [w=6009 IOPS] [eta 00m:07s]
randomwrite: (groupid=0, jobs=5): err= 0: pid=14996: Tue Jan 21 18:14:55 2020
write: IOPS=2669, BW=10.4MiB/s (10.9MB/s) (100GiB/9819695msec)
clat (usec): min=38, max=16726k, avg=1867.65, stdev=30805.21

lat (usec): min=38, max=16726k, avg=1867.85, stdev=30805.21
clat percentiles (usec):

(LATRE)

g ROETER, <sF—FFr Lo FYs>/fio 77 A NS> TW=bh, HIFRL £,

472 JO0—2EIZHBITHOryUoRITL—LYR—

NFA 2.1 12T, BHHNEDOT I AR—H—nHLT vy AR T7L—LE L TEEIN-Z70—D
ZEXYAR—FLEL,

e~k

T R T L= T, BREEEALMTU) 1,500 31 hE#BZ5 L9 7 L—a&BELET
NFA WNZETE SR AKD MTU X, 9,000 XA F T,

473 N—23v211z8T30HZLTE
N— 3 21 TEREINAARICOWTIBALE T,

4731 SSLY—N—iIAEZRMT 2T — A FTRADERE

nfa ssl keytool 2<% RTIERTHF—A 7 DA%, Javakeytool 2~ > ROHELE
AL TV, Java KeyStore (JKS) 705 PKCS12 ~ZEH L E L7,

ZOZEFITMEVY, nfa ssl keytool 2 FOMHREL HOETERE SN TNET, FHMIZ
V77 L AY=27 /)b nfa ssl _keytool A~ ROFHZSIL T 7230,

EVEk
N—=T 3 2.0 AT CIERR L7z 30— 2 R 71, 2.1 IR

T T —=RLEHBLIKS DEEEE
LEFA, JKSFEXOFETHl&HE ZFIAWEEITET,

I

474 N\—3221(2BITA{EIEIER
NR—=T g 21 TEEESNZMEO—&E23t# L E4,

. NNTHEIERY iIAB DT 812, Oracle Java % AdoptOpenJDK (1.8.0 202) ~{EH#a L F L7z,
2. LFD 0SS &, NZEIERD IABDTZOIZHEF LE LT,
 Apache Tomcat (8.5.42 ~H )
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* Apache Commons FileUpload (1.4 ~F#T)
» Apache Commons IO (2.6 ~F )

+ Apache Commons Lang (3.8.1 ~F )

* OGNL (3.1.21 ~F )

+ Log4j (2.11.2 ~F )

+ OkHttp (3.14.2 ~F )

* PostgreSQL JDBC Driver (42.2.5 ~F )
+ Qpid IMS (0.43.0 ~F )

+ Qpid Proton-J (0.33.1 ~F )

* Spring Framework (5.1.8 ~5 )

48 /N— 3220 TOY)—RAR

NFA2.0 IZEB\W T, HEEEM, BIELT-NEEZHIAL 7,

4.8.1

IMS O iR—R > Mk BHEER

WebSAM Integrated Management Server (IMS) =2 > 7R —Rr o &R 325 Z & T, EEEE L
7= NFA O#EAEMAR. NFA & NetvisorPro & OFEAEA A AIEEIC A2 0 £ LT,

IMS 22 VA R—% 2 MRS D Web 20 V=L EHWDHZ LT, LLFOERZITH Z LA
T& %7,

BEODONFA THEH L TWVWAREICBWT, ENFADO T 4Py FE2 1 ODX v a
AR— R RTEETLIZENTEET, 2Ly, BHdRELI Xy NU—0 4
KORNZBHEIZIET D 2 N TEET,

NetvisorPro |2 & % SNMP EEML ORI & NFA BUNEE U7- 7 u— 5 % [FIR I CHERT 5 =
ENRTEET, ZHIZLY, 2y PV EEDOFRFEL A L—RIZITH T ENTE
\iﬁ-o

IMS =t A R—F% MRS 2 Web 2 Y — L5, NFA D Web 22— L&y v
WY A A TREITHZENTEET, ZAUTED, 250D Web a2V — L& — A
LVAICEMET A Z EMTEET,

EElIAMch IMS 2V R—3% > FEFIHT D52 L T, NFAO LEVWEEHR TR LZLE
VMEHEIBDA X h e, A— LR ERCEEDa~ L FTHEIRTHZENTEET,
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48.2 DSCPIZ&kd70—5#

NFA 2.0 TlZ., 7 —{E®RICEETN TS DSCP DfEZ W=7 a—S3HRN {725 Xk 9127

nFE L7,

DSCP iz AW T 7 a—EWRE o5 2 LT, LFO X ) BRI OMEREZITH Z &2

T&EEJ,

s BRI EEFHEND Ny Mk L, B L7 QoS ZEDSCP (2L b~—F o 7rbi
TWDIDOFETR

* QoS B E(DSCP DK E)EIT>T- 2 L2 X Dl FE RO O
« DSCP I X P Z & 0lfE &OMER
BARHIIZ DSCP IZ L 2% 7 v —3 DT 2 HiReIL, AT D@D TY,
By v aR— RER

M7 7o 7Fr% A FDDSCP)Y 4 Y=y N BIENE L=, 4 DSCP
fE(PHB) Z & OB EDRNZHERT HZ LN TEET,

o« T AR—H =W

[DSCP]7V ¢ Y= T, 7o —fFROSHREREZMWRT DN TEET, £,
LB —5ff L LT DSCP E(PHB) A2 fEET 5 Z & T, $EED DSCP {iE(PHB)! mﬁ“é@fn
BROBENE LR T2 LN TEET,

L& UWMERA

LEVMEER OGS L b 70 —D54ML LT .DSCP E(PHB) 28T HZ N TE £
-g—o

e CSV 77 AT

¥y aR— REE, BEG, =7 AK—5 — i HE THRT5[DSCP]Y 4 V= v
FCERRTH 7 u—EREMDO T D= v hERKEIC CSV 7 7 A MBR THERH /13
DT EMTEET,

nfa flow export 2¥Y RTCIX, HHT5CSVIZrAMiZktL, SFETHILTWE
THH 2Nz T, DSCP{E(PHB)2YENM &L TV ET,

483 N—23220I(2H+HEEIER
N—=Ta 20 EIESNZMED - EE2itd LET,
1. L'F® 0SS %, NTZEIERY IABDTZDIZHFH LE L,
+ Java Runtime (8ul31 ~F )
* Apache Tomcat (8.5.35 ~F7)
*  Apache Struts2 (2.3.36 ~FHT)

» Apache Commons FileUpload (1.3.3 ~537)
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* Apache Commons Collections (3.2.2 ~F )
» Apache Commons BeanUtils (1.9.3 ~F )
+ Apache Commons Logging (1.2 ~F )

2. T AR—H —DERG . T RIRA NI N—T8 T 7V r—3a B0 L
WIHLTTERELTESGAEIC, [TVRR—E—1V 4Py b, [BETXTIVFRIV LT
=AYy b, BETVFRAVENTN—T v 4Py b, [FFVHr—2 3
N7 4Ty MTBWT, 4RTE LTO"ZDMIx L, Vo7 BiREINRWREE
EIELF L,

3. B —E ADOEIEFIZ, nfa collector 7 ¥ ANEFK T T HHENHLREAEIEL E
L7z,

4. sFlow D7 AR—H =BT, EHEMOT7a—1ixit 25240 v TH2REL-SH
Bl YEo 7 AR—F =G L7 v —FRICT 57 7 7R RNDIEL AT
WA H LB EEIELE LT,

5. BELE T 0—F— 4 R EMT 5T — 4 R—ADTF— 5 A ARIBKIT 5 5HE 55
BEEEIETE L% LT,

49 N—23211TOY)—RAR

NFAL.1 IZBW T, HEEEM, BIELT-NEEZRIAL 7,

491 J2O0—T—R2NDI Y AHR— FHEEE

T—AR—RAZEBE LT 7u—F —X% CSV 77 A& LTHIJIT 5 nfa flow export
avr FzBMLELL

Ka<w Rk, EELEZ7e—TFT =2 L2REE2E LTRSS T 7741 LTE
WRGETHZ N TEET,

RKa<wy ReHWeE2@ERAAITILLTIZZ20 £97,
o FEMZEEDOT =X BN T A E L TREMRGET S,

o OV REcron R EMBIFRHTZ & X0 S LAR— MERDTCIZ 7 55 — % % B
NS D,
o NERDOEHEHY 7 by =T hbARa~wy REROHTZ 2L, £ T v "EAE
BEDIBEIRILL. A X2 FOFEMAE HE CIRET 5,
YER% L7= CSV 7 7 A MIANEROERFE Y 7 MIEVIATrZ & T, HHEICHE «- o T 52
ERTEET, CSV OIERIL. D 2T\ W A2 E L=V . fiBla~> RE2FET L
BEMND CSV 77 A NEH 1T 57 L, EHICAEDOE TR BENATHE T,

AHEREIZ T~ RIA D7D, Web 7T U F—2MBELEHEFICFITTLHIENTEET,
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4.9.2 J0—T—2REHMOENEE XS

NFA TlX, KEDO 7o —5—X 2 E#HBGERFET 272010, OB Z LT —2 2488
L. T—H DR EHE 2 THREFELTWET, NFALL T, ZOHREHHM2LFE x5 L9
\HERERR L 21TV E LT,
REFHARIOT 7 40 ME L. A alRE72 R O IZLL F @ T,

£ 47 7O0—T—Z DHE L RERR

T — % O BE (B4 B D) T 74V FORERARE TR FA R 0> 22 B2 W AEHE B
15y 24 ¢ 2~168 IE[H]
10 43 72 WEH 12~336 Wi
60 47 14 H# 4~60 H fH]
6 IFFfH] 60 [ #] 14~365 HH
24 BFH 365 HH 60~1095 H f#]
7H 1095 H [#] 365~2190 HH

PRI OETILEMR 2E 1L 5 2 L EiT 5 2 ENARETT, Z o7, EHAPTICE
o7 ZR—2 =AML=, RKEO 7 —F—Z 2B LIck 0T 4 27 D2E
ERENDIRL 2o GATH, R ZAT 35 2 & THLEITH) ZENTEET,
T, REHMORTIE, T X ORERICERIHEERTTHZ ENTEET, FlziE,
e 7 v —7 — X ORI AN L, REOH W T v —F — X ORI A EL 35 &
Wolz, EHAOBEMICAEDLEERELTEZIT) ZENTEET,

493 LZEMEEREKREDMERERL

L& WMEEERASRE OALERMERE 217 | L & L7z, NFAL1.0 TIXEARIEH %% 150 THB LA N9
HZEHEHTEL TWE L2, NFALLIC T L EVEREREMEEOMHZEL, L0 £L< D
AN TE D L9127 F LT,
BEAERREE ClE. DL T OBREE CEEMRIE H 42000 NEMET 5 Z L 2R L TV E T,

3 4-8 ESfRIEE #2000 O Sh{ER4ERIE

HH RE
CPU Intel ES-2630 v3 (2.40 GHz) * 8 =27
VAT LAEY 64GB
T A AT 2.5 1 SAS (15,000rpm)
(N Red Hat Enterprise Linux 7.3 (x86_64)
7 a—¥ 20,000 7 o —/fp

494 ¥E70—70 FaJLD3RE

NFAL.1 IZBW T, NetFlow > 7V U xS LE LTz, £l 7e—"n hanr b LT
IPFIX (Z%Fi U L7z,
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NetFlow > >4

T AR—%—n, NetFlow Lite 2 E DY > 7V 7 LI EREZEE LEEHBATH, 72—
WA DT TE 5 &) ISMLEITVE Lz, 907 v/ REx s AR — 4 — 2 L2 Tl
TRETLHZENTEET, ZELE7e—FHRIZY 7 U ZEREENTODHEIT,
HENCY > 7Y v IR EFHIAHZ L b TEET,

IPFIX

M7 n—71 haUCIPFIX ZBMLE Lz, 7Y v rankz7u—fEmeEzEL
EHAETOFITY T VI RERETH LT W7 —FT =2 2022 L2
TEET,

495 T3 I7RTEATDUY B Z e

TV r—vary P haldy 4oy MZOWTX, B 7 7 N7 7 7 oM
FCERRTEDLHIITHILLE LT,

NFALO TiX, 77U A —ary IP7a bhalor sy MIMZT 7L L TORFER
TEFE LN, NFALL M DIiE, M7 77 N7 7 7Ol TRRTE D L) ITHERETR
{217V E Lz,

THIZED T A— g VBLESSIP R a Bl T RN S T a— AT
THZLENTED O FET,

M2 7 ENET 7 70002015, £y aBR— REEST 7 AR—F —S5HE )
O, BIMICITY ZENTEET,

Ho v aR— REEIZBWCX. HZ 77y o 7ol b2 730V D757 &
LCERTDINETERTDHIENTEET, T, VaV=y VEBEBERTDHZ LITL
D, 777 NI T 72 WR_RTCERTHZIELTEET,
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496 /N\—3 Y

4.9.6.1

AR

Pl

Mo Flur—2a FL L
[ B nmg (161] 15.4 Kbps
u: a0e-4 (9995 &1 Kbps
[ fiows (G343 169.3 bps
[} carean-contl (5248 1533 bps
Hs oty (5247 125 3 bps

Ha
K|
m:
K]
[
B
[ I

Flr=2az

nmp C161)
palice-4 (9995

v (G343
capwag-contrel (5244
capwaC-data (5247
o4

K41 ATSTHFNABITSIRREATOO4 Sy b

NS

11I2B T B EHRER

N— g v 1L TEESHIHERIZ DN T

A LT

PHHFERDCSY 774 ILHIRBDER

Ky a i — FHEECT 7 AR —2 — W lim s 6O CSV T 8k %, UITD X
INCEFELE LT,

274 IIVAICHET 2EER
Arua— K77 AV

Ty AR—H W CO CSV T L2 20 v a— R 7 7 A 4 ORERE A LR
DEHCERLE LT,

EE=H LTEE
ExporterAnalyzeCSV_ | ExporterAnalysisCSV_
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