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KRGO R Y NI =T A B —T oA AFRIZKT LU TORE EZEIEL T, v

VT HRERES LET,

- [FRET A
Xy NI = A B =T a2 AEBREATa I NERINET, 2 NU—7 A
VH—T oA AR A T a2, EREEREET LY —FOX > b
T—=J A B =T oA AFRP—ETCERRINET, XAy NIV A X —T =
AABRTA T 7T, BEEDORYy NT—T A H—T oA AR IRL, [OK]
REH T ) ITHE, Ry VT =TI A X —T oA A~ vV VRERMEIC
BINL-Ry NV A U H—T 2 ADERBIE S LE T,

- [WEIRRT (=

Py NT—I A B —T 2 AD~ v B RN EMRELET,
Z Z TClE. NetvisorPro NEHTHRYy NT—T A U F—T = A X‘%iﬁﬁﬁlﬂ'ﬂ‘é["‘ﬁ
K17 avE7 Vv LET, BRENTEAY NI A 0 H—T oA ZARIRF A

Tar b, %1% LAG(Link Aggregation Group)f > % —7 = A AL L TEBL T
WHRy NT—=I A B =T oA AZBRRLET,

NFA T/ NV—VY o 7 Lty hU—27 A % —7 = A A & NetvisorPro T, LAG(Link
Aggregation Group)f > ¥ —7 = A AL LTEHRT LRy NU—I A F—T = A AN
[fl—Fx>y NT—I AL H—T A ALLT, Xy NV—I A X —Txf ATV
7 MR R E SVE T,

Xy NI = A B —T 2 A A vV TOERNEZ B L F1,
EENKEHRL, Xy NT—I A U F—T A A~ vV JiREREED[OK]R ¥
IV LET,

Xy "N =T A B =T 2 A~y BT HEICER LIZNER KBS L E T,

52 VATLDRIRZAVTFT VAT DB

5.2.1

VAT ABER AT F AT A RIEICOWTEBE L E9,

BEaVR—R FDN—D 3 VIEHREESRT S
IMS 22 AR—%2 b, BEO, SR OEET T VA Y 2 —LDNR—T g UNERE MR
T 5 FNEZHOWTEH LET,
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Web 22> Y — VOEIEIZB LT, NEC #RAZ ~v—HR— bty ¥ —IZfWEbEET 5%
AR NEC W AF~v—HFR— b e =0 AFLET v 7T — b EVa— V2T
Balc, EAPOIMS a0 R =3y MOHMABIAALTWDLEE DT 7 r— a > OIEHE
IRNN—=T a MNEREMERT DLENH Y £,

IMS 2 VI R—F 2 FDNR—=2 g3 2O TIE, Web =22 — L bR T 5 kL, a~<
RWOHERT D HERSY £, MAAALTHWDIEREOT 7Y r—v g 2250 TH
N—=a L, a~vr Kb ORMERTHZ ENTEET,

© IMS IUR—=FK hDNR=T 3 & Web 22 Y — L BHERT S
1. Webzavy—iicusZ A4 LxEd,
2. BEIDT v X —HION—T g AEREHER L ET,
FORBAUTLL T O#E Y TY,

WebSAM Integrated Management Server </3— 3 3 V& E><J BV a U FE><Y
V=A% 5>

s IMS U A= b BEY, TFVr—varon—Varikavy RpbiEgRd 5
. IMSaVR—FR hEA L AR—LLTWHEh—R—zas/ 1 LET,
2. Windows BREE DA, A~y R7n 7 Mo L4,
3. ALY bT L7 N EBEILET,
> cd <87 > X F—/L/YX%>/bin
4, NR—=V g fERDOa~ L REEITLET,
> ims-app list
5. FRRERMNONA—T g VIEREMRLET,
FRERIILLFO#EY TH,

WebSAM Integrated Management Server version 1.0.1.14

ID | Application Name | Version
nvp | WebSAM NetvisorPro V | 1.0.1.14
nfa | WebSAM Network Flow Analyzer | 1.0.1.14

522 HY—EX%iEE. FLT S
IMS 2V R—% > DOV —E R &2 FE#)CEE), BEIETDFIEICHOWTIBAL ET,
IMS 22 A R—x > FOHF—E R, OS OEHE), {E1kI2HESH) LC, BBy CRE), EikLET,

IMS UV R—=FRV "DRATF U ADTH 0S #EENLI-FEF IMS 2 HR—3%2 FDOY—
EADOLEEIELZY FOEE L-WESIT. LFOFIEEZ ER L £,
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Windows IRIEDEHE

Windows OS D[EEY—)L1Z FHWT, H—E ADHIfEZITVET,
. av b= RVEHEZAE, [BBY—N]EZHRLET,
2. EWERY— VHEHO[Y—ER]ZRRLET,

3. UTO#EEZITWET,

o VP REEEBTAEES. TRTCOF—EANMEIELTWVWAZ EAHERLTHD,
P—EREE DOV —E A —E NS, LTFOY—ERAZEFIEINL, [H—EX
DB ZFEITLE T,

a. WebSAM IMS System Database
b. WebSAM IMS Key Store

c. WebSAM IMS Message Queue
d. WebSAM IMS Event Manager
e. WebSAM IMS Web Server

s —EREEILTIHLE, Y—ERABE@EOY—E A -GN, LFOY—ER%
EFIEIR L, [Y—ERDEIE)ZEITLET,

a. WebSAM IMS Web Server

b. WebSAM IMS Event Manager
c. WebSAM IMS Message Queue
d. WebSAM IMS Key Store

e. WebSAM IMS System Database

Linux IRIEDIHE
IMS 2 U R—3 PR REET AU T a~y FEHWT, —E20HI 21TV E T,
* Red Hat Enterprise Linux 6 D355
/etc/init.d/nec-ims {start | stop}
* Red Hat Enterprise Linux 7 D355
systemctl {start | stop} nec-ims
ol
Ka<wy RE, IMS a2V R—F haA VA M—L Lic¥—/3—|Z root T—HF—Tr 741 LT
FATTDMERDH Y £,

s V- REZEHHTLHE. S start 2T Ta~r FEETLET,
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IMS DETDHOT—F 7 ADORENIRNTIVUE, 2~ RIIEVEE LT &KL
‘iﬁ'—o

- Red Hat Enterprise Linux 6 D355

# /etc/init.d/nec-ims start

Starting systemdb: [ OK ]
Starting key store: [ OK ]
Starting message queue: [ OK ]
Starting event manager: [ OK ]
Starting web server: [ OK ]
- Red Hat Enterprise Linux 7 D55
# systemctl start nec-ims
Starting nec-ims (via systemctl) : [ OK ]

* P—bEREZEILTIHE, S8 stop 2T Ta~vr FEFETLET,

IMS DETDHOT—F 7t RADEILIZRNTIIE, 2~ RIIEVEE LT #KL
i‘é—o

- Red Hat Enterprise Linux 6 D355

# /etc/init.d/nec-ims stop

Stopping web server: [ OK ]
Stopping event manager: [ OK ]
Stopping message queue: [ OK ]
Stopping key store: [ OK ]
Stopping systemdb: [ OK 1]
- Red Hat Enterprise Linux 7 D55
# systemctl stop nec-ims
Stopping nec-ims (via systemctl) : [ OK ]

o ORI D ins-ctl IV R&, Gl status (T CTEITTH LT, —ER
DRREZHERT D ENTEET,

$ <84/ > X F—/L/VR%>/bin/ims-ct]l status

F—EZAREH L TCVIIE, ROLHI> A v b—VEFRLET, £, 22 NIIRE
DIEELTOoOAIKLET,

systemdb (pid 12341) is running...

key store (pid 12342) is running...
message queue (pid 12343) is running...
event manager (pid 12344) is running...
web server (pid 12345) is running...

P—EZAPMEILELTWIUE, IROK DA v =V EFRLET, £, a~v 2 FIIE
DiEEL LT3 ZHZRLET,
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systemdb is stopped

key store is stopped
message queue 1is stopped
event manager is stopped
web server is stopped

523 FIRAYTIRIER—IFESZEETD
IMS 2> K—% > FRIIT 5K — MRS ALET S A B LET,

IMS 2> R—3> PR H5R— FEZIZONTIE, Bl AT LR — FEZO—E
(163 ~—) | ZBRLTIEIN,

Eb
LUF O#EIE, OS OEHEMERZFF O —F—CRET D2LENDH Y £7,

IMS 22U R—3> E R T 2K R — FNESOERFIRIL, LATOEY TY,

. IMS 2V R—F v hEA VA M—LLTWEY—R_—zul A LET,

2. IMS U AR—Ry OV —ERZEILELET,

3. BHELEWKR— FESICHTIRET 7 A VELEFEL, FEESLTREFLET

RET7ANEEREO-DOORERNE 151 WBEFR— FEFORE (144 ~—
D)) R LET,

® 51 BER-FESORE

A& EERR
HTTP #&{E s RET 7 AN

<¢F—H&/¥Xg>\conf\ims-conf.ini
» HBERA
noms.tomcat.http.port = </fi— ;AFE>

[7 7 A LVHNOLL T OREME Ttrue] 12T 52T, FERORENH
e £,
Malse] DAL, WER— FEHEETA,

noms.tomcat.http.enabled = true

HTTPS @5 * RET 7 ANV
<§F—H&/¥Xg>\conf\ims-conf.ini

» HBERA
noms.tomcat.https.port = </fi— FEHFE>

[7 7 A LVHNOLLT OREME Ttrue] 12T 52T, FERORENH
e £,
Mfalse] DAL, WER— MRS ETA,

noms.tomcat.https.enabled = true

Message Queue iH{E * REZ 7 A
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HERKX

<§F—H /¥R 8>\conf\ims-conf.ini
s FERX
DFoOREHEBEZBRL, A—  NEEEHEELET,

amgphub . amgpl0jms.remote-url = amgps://localhost:<ifi— F&F
£>?transport.trustAll=true

IMS =t A= > MIEHET 25 -EmICBNTH, Eiio
= PREICADETRELTETILERDY £,
NetvisorPro D35H
CRET AN

NetvisorPro M<$7F—H/VX $>\Manager\sg\NvPRO\NvVPROIms.ini
* IR

EAE LT

e

[NOMS ]
MessageQueue Port=</7'70— r 37‘72>

RET 7 ANVEEHTLHAE, P —EAOHREHRLETT,
NFA D56
* RET 7 AN

NFA D<$T7—HX/VX$>/controller/conf/controller.properties
* feER

ims.msgqueue.port = <Hh— FEFE>

RET 7 AN EFT L5813, ¥ —EAOFEBNLETT,

System Database @15

s RETTAN
<$F7—H/¥X$>\conf\ims-conf.ini
* fERK
UIToOREHBZBLL, R—FESEZHELET,

noms.tomcat.jndi.port = <Ff— ,FE>
FRIZEDET, UTOREZ 7 A VONELEH L ET,
* REZ 7 ANV

<§F—H/¥X%>\conf\systemdb-extra.conf

- EEIY

port = <fi— FEE>

Key Store i#{5

=

s REZ 7 AV
<$F—H/¥X$>\conf\ims-conf.ini
* fEr
UTOREHAZEGLL, A— MESEZHEELET,

spring.redis.port = </f— FEFEE>

LRCEDLET, UFOREZ 7 A NVONELERH LET,
c RET 7 A I

<§F—H/¥Xe>\conf\redis-extra.conf

port <RK— FEE>
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AEE

1 2OEHIZOWT2 DL EDOERET 7 ANADEHINL TWAR— I, TRTORET 7
ANERFFICREL., RIUEZHRELTLEEY, BETLIHRET 7 A VETR— FHEEN
Biapzn b, ERICEELERA,

4., MBS UT, 7747 VA —/VOREE LB LET,

BrlZABmEROR— R &L, 77 AT U3 — Lo T 72y 7 SNTWAHEE
NN, R— FEEEFOBIIE, 77 A7 U4 —/LVOREDEYINE D D% i
BLTL7ZE,

5. IMS 2 AR—x% hOY—E 2 &2 E L £,
P—EXDOEENIE, N— FEFOEENENIMS 2 R—F 2 MBS ET,

524 FHAA4 % (FQDN) ZZHEI %

IMS 2> R—R hEA VA N—NT LY —"—D KA A 4 (FQDN) # £ H L7=HE12
WEEE D BREREDOEFMAEICOWTHHLET,

5241 BHADURLZZFET S
IMS 2 R—R haeA VA M= VTHH—"—D KA A 4 (FQDN) A ¥ L7-4., i@
WHAD URL REDONEEZERTHMENH Y £,
AR RIT 7 v a K BEITB DT, FBAE LT A XY M 2 A 2 MR O
URL % A — VAL BICF#ETH I LN TEET, 5idli3 5 URL 1X, BXE 7 7 A /L (ims-
conf.ini) CHEE L7Z URL ZJiZ L TWATZHD, IMS 2 AR —FR > b &2 A A F—/LLTN5S
=" —D KA A 4 (FQDN) ZEH L7251, TNICHADLETERE T 7 A /L (ims-
confin) DNEHER T HMERH Y £77,
Evbk
PUFo#EEIX, OS OEHEHEREZ FFo2— —CET 20BN H Y £7,

. IMSaVR—%2 b A=A LTS ==z (LET,
2. IMS a2V R—F hOY—ERAEEIELET,
3. MREZ7ANVONEEZELL, EEZLTRIFLET,

s RET 7 AN

<2 F—H/VXe>\conf\ims-conf.ini

noms.core.url.external-base-url = <URL>

il -
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noms.core.url.external-base-url = http://ims.nec.com:8080/
4. IMS 2 A=y FOP—ERAZEB L ET,
P—EADEBEI%, URL DEENEN IMS 2R R—FR 2 MBS ILET,

5242 SSLY—/N\—FIBHZED KA AL 2% (CN)ZEET S
HTTPS Z W\ C Web 2> —JLZT 7 BA L TWHEBREICBWTIL, IMS 2R —*%> k
BA VA N—=VT DY — =D KA A 4 (FQDN) 2 & L7=%4 . SSL — S —ZEED
WHEED VLI 720 7,
SSL H—_—REHEDPITIE, FAA 4 @A O CN) BEENTED | IMS 2 U R—x
VREALVAR=ALLTWLY— =D R A A 4 (FQDN) IZADbE TEEZITWET,
BV
HTTP Z W T, Web =2 > Y — /LI 7 7 B AT L BEOSGEIL. L FD X 5 E¥E21T 5 MEIEH
D EH A,

SSL H— N—ZEAEIZBE 9 D EfElL, BRI T2 ims-ssl-keytool I~ R&EMHL
£9, FEMIZ. TA1 ims-ssl-keytool (155 ~—2) | Z#ZM LTI 7EEIVY,

EVE
LUF O#fEIL, OS OEHEMRZ FFOa—F—CRE T DLENDHY £7,

. IMSaVR—F L hEA L AR—LLTWAY—R—lcalAfLET,
2. kOa~ s REFETL, HAOENTEA =00 008 Owner [HHR A TER LE T,

> <8/ 2R F—/L/YX$>/bin/ims-ssl-keytool list -v
Windows T EL T4

> cd C:\Program Files\NEC\IMS\bin

> ims-ssl-keytool list -v | findstr Owner

Owner: CN=ims.nec.com, OU=IT Operation Division, O=NEC Corporation,
L=Minato-ku, ST=Tokyo, C=JP

3. ims-ssl-keytool selfcert I~ K% -dname 47 ¥ 3 V& THEITL., kb4 %
BHELET,
> <$4/ 2R F—/L/VX$>/bin/ims-ssl-keytool selfcert -dname <dname>
s L7z Owner fEHD 9 B, FAA UAIZERT 5 CN DfEAZERE L TFEITLE T,
Windows C D F1T4:

> ims-ssl-keytool selfcert -dname "CN=new-ims.nec.com,
OU=IT Operation Division, O=NEC Corporation, L=Minato-ku,
ST=Tokyo, C=JP"

4. NHRBFERICGEAELZRITLTH Lo TWehEa, IEEOHRITZRE L £7,
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a. WOa~y REFETL RRERICEMNT A7 DRI EE 4 ZR (CSR) 27 7 A
AT L ET,
> <84 VX F—/L/VX%>/bin/ims-ssl-keytool certreq -dns <FQDN> <filename>
RELLZZ 7 A2, CSROWENT F A M THIESNET,

b. FEAIEZE4 PR (CSR) #iEmICHRH L £ 9,
ims-ssl-keytool certreq 2~ RTCTHJJL7 CSR 7 7 A /VORNE %, &
R L,
FAERIX. CSR ONEZTIC, GEFICEA L, BELE T, BA W HaEE
DOIEEITIE, FBRERICE > TUIEA DN L 5503H 0 5,

c. WRALRIH DI SN BAHF A TEE A VB — B LET
ims-ssl-keytool importcert I~ R% | -alias A7 L 3 VIR EETITH
FLET,

> <8/ 2R F—/L/¥R$>/bin/ims-ssl-keytool importcert <filename>

SE1THEIZ Failed to establish chain from reply &V 9 A vt —UNER
SNTGEGEHEOT = — U BNRR CE ol Z e 2R L TVET, RGER
D— FFEAESSHREEREFENR A VA — RSN TWRWATREERH Y £5,
AERIC, A U AR— RO ERIEAEZ WS DETIE SN,

5. IMS 2V R—% 2 hOY—E X ZFEH L ET,

6. HOBAGHEZMH L TWDHEHA. ins-ssl-keytool exportcert I ¥ RNT,
Web 7' w7 —loA v HR— b 270 OREMEL 7 7 A M LET,

> <$4 X F—/L/VX$>/bin/ims-ssl-keytool exportcert <filename>
ims-ssl-keytool exportcert 2. RCTHIJLZFEHETY 7 A /LiE, Web 2 Y —
T 7 BATHFT_RTD Web 77 U HF—IThATL, AR —FLTLZEW, Web
T UV —IGEHEE A VAR — T HZE T IMS 2R =R FD Web —s3—(Z
ROTET T4 v THEREZ T T2 LR TEET,

Web 77 U —IZGEHEZ A AR — b3 2 HEIE, 11212 Web 77 7 —(Z SSL
Y= N—GEEFEEL A VAR — 25 O_=)) 2ZRLTILEEN,

5243 UGB A A UDEEEEET S
IMS 2> R—3R> hEA VA RN—)LTHH—"—D KA A 4 (FQDN) #ZEH L7545, v
CINYA F UBEREEITO CWHMAIOBRENREZELTHIMLENDY £9°,
IMS T R—FR 2 D Web 2V —Lni NFAZRED Web 2 Y — Vo TV A v
FLUTCHEITAZENTEXET, Vo AP A F L TOWeb 22— LORENIEEL T
V. FRTIC, BERE. Eo0E. EEET ARSI, IMS 2V R—X 2 h D Web 2 Y — LD
URL 28k L CTBLMENDHY I, 2D, IMSaVR—x%x b aeA A —L LT
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WDY— =D KA A 4 (FQDN) 28 L7581, Thilabe T, #. 7203,
ST RIS TN A A UBREOHEBE L AR T HLENH Y £7,

ZZTiE, BlE LT, NFA TOEEFIRZHA L E7,
e~k
LT O#fFIL, 0S OFBEHRE FFO>—F —CEMT 2 LENDH Y 7,

. NFAZA VA R—LLTWEhH—n_"—lZrr A1 LET,

2. NFA DY —bERE{EIELET,

3. BXJE 7 7 A /V(controller.properties) DINEZ AL L, EEXLTREFELET,
s RET AN

NFA D<$T—H/VX8>/controller/conf/controller.properties

| oW i | P .
. faER
ims.webserver.base-url = <ims web url>

fl -

ims.webserver.base-url

http://chg-ims.nec.com/

4. NFA OV —bE R ZEELF T,
F—EADEEIE, URL OZHENED NFA IZKEILE T,

525 IP7RFLRZZEET S

IMS 2V AR—FR haA VA R—=VTEHES—NR—DIPT RLAZEETHILEEDOIEEICD
WCRREH L £97,

IMS 2V AR =R "2V A=V LTWVWELY—NR—DIPT FLAZEERTHHEAIL., &
T IMS AV AR—FR 2 PO —ERETXTEIL L THBIEEEZITo T EE0,

F/- IMS 2V AR =R FEA VA=V L TWAY—R—DIPT RLALZEE LT-5HE
T, IMS 2R —3R MR T 5 &M O ELEFE R MLEIZ/RY £77,

PLFIC, IMS 2t AR —% v M1 % NetvisorPro, 38 KT, NFA O EDEE FiEx =
LET,

eV
LUF O#AEIL, OS DEHEMERZFF>2—Y—TEMTL2LERH Y £7,

. IMS v AR—x%2 MR T L G ZA A =L LTS —R_R—lca /(L%

2. BRSOV —EREEILLET,
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3. MEZ7ANVONEEELL, EEXLTRIFLET,
* NetvisorPro D&
- REZ7 AN
NetvisorPro M<¢7—H/VX $>\Manager\sg\NvPRO\NvVPROIms.ini
- fEERA
[NOMS ]
MessageQueuelP=<ims ip address>
« NFA O34
Sru

- RET AN
NFA D<$T—H/VX%>/controller/conf/controller.properties
- HEEEA
ims.msgqueue.host = <ims ip address>
4. Bpilhov—r A2 E#H L X3,
Y- AOREITR, RENENXRSET,

526 /—FOEKERZREIEAT S
TEEIZL > T, IMS Vv R—3 > b EEKR EDORIT, /— ROMHERIEHROZEREN L 55
ENHY £,
Bl zIE, L FD LX) REEIC, /— RO HROZERNAE L ET,

e IMS a2 R—32 FDOY—EZDMEE L TV AIREE T, NetvisorPro | CEFERIS /) — K
DTaNRXT AEREET LZY, NFARI T 7 AR—F —%FF-l2BML7=0 L=

PAN
=

s IMS U AR—% 2 MIBWT, WAy 7T v 72U X7 LIS

DX REAT. AR REHEE NS, — FOERIERICERN S SR A A H
A L ORI TR ZFE L E 9,

5.2.6.1 HERUEHREHAE
KRR S ERIFI I 2 > W TR L E 4,
Kepk A B m i, IBE LS oA A2 AL OT, ) — ROREREHRORR %2
FooLnTEET,

e A i . (B R T AREERIEHRE] A == —% 2 ) v/ LTERLE
+,
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E2b
7 RI=A Db —ORE RO V=T Da—F— D5 MR RFANRTG 2 RS 2 &
TEET,
sk AE¥RE1HA
WebSAM NetvisorPro V Methgro2 AR [n]
WehSAM NewvisarPro VW MeEthigrol L A= [
Web5AM Metwork Flow Analyzer FlowMgri2 oy Q
WebSAM Metwork Flow Analyzer FlowMgrOn L 3] Q
B 5-4 {EAIEHRE S EE
BoA VAR VRA—E
s [PFVHr—2a 4]
IMS = R —F o MO 2 A 2 FoR L ET,
1 URERE]
IMS 2 AR—F o MR T D2/- DA VA Z AL 2R R LET,
[V—L 3y
DA AL ANRT D) =V a v IN—THERRLET,
© [#1F]
TAarvEI Vw7 $HZ LT MREOL AT R THT DEMERITY N TEE
‘j‘o
L PP

WA VAR L ANS ) — RORBERAGE R Z S L T IMS 2 iR —3R 2 MRS
WOFBEEZITOET, 2K VRSBmO ZENEE S NET,

5262 /—FOEHBEBROEEZMHET D
AT AEEHEIC L > TRAELZIMS a2 R—3 2 b EFKRL LD ) — RO #
DFERZMRET D7D DOFNEIZ OV T L E 4,
IMS 22 U AR—R 2 FOYF—EZOEIEFIZ, KRGO ) — FOMIEREZBIET S &, £
FTNCTEHT D ) — FOERIERICERENEL, EHICKERZE 23R ET, 20
EORE. ) — ROBRIERORM A ER L T, IMS 2 U R—3 > F2 b KB ORERLE
WEFIAEL, ZRA2MELET,
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5.3

5.3.1

ZIZTIE IMS 2 AR—R bOY—ERDIEIIZ, V= a 70— 7 DRIEMIX] (1T
ATIE 3% NetvisorPro OHL A > A % > A [NetMgr01| T/ — ROERIFROLFEEZITH-
TWEHE OB Z AWT, BRI R B EFIRAZHBI L E£7,

1. HEREREIMIE G~ RR LET,
s 2 7 LB - RERAR 2 2 U v 2 LET

2. ERPAECLTND /) — FOMEIEREEHS 8- 2 Z R LRI ZITVWET,
B A AL A D ST DA AL AEHR L, [ORT A 2
7 U7 LET,
ZITIE. J— ROBBIEROEREELT T2 =V a 70— 7 TREHX] (2

B9 % NetvisorPro ORLELA > 2 % 2 2 [NetMgr0l ] O[ QR T A 2> %27 U v 7
LET,

AER
A& U, B, MRS R EIImm 2 &on 40 & R T 2/ LT Pbﬁ%]

AIUNEEZ Y v 7 TEXHREIZARY 9, FIHABIL, AR SIS O xS 8L I
ﬁ%%%iéﬂ@f%ék@\E@Ltﬂ%%ﬁ%ﬁb&wio_bf<téwo

3. [AMBEOE Ti@mMm Al L E T,

FAT LRI DR RIT, A~ b & LTSN ET, g AN FlameA <
> NEEN D, FELBLOTE T 2R A N FORNREHR L T IZE 0,

4. 7 — ROHREHRNE L < AP S 2 b o iR LET,

— F—EEEOFHRL, /— REMEHO[FTanRTFa]17 4Py b, bR Y—
<~ HEEND . R LIBRIERONEN, IMS 2R —R > MM E i, Web
Oy V=LV CTERTELZ LR LET,

BRREZNNYIOT7YT, URAMT7T 5
IMS 2R —3R Y hORERERCEMT — X &2\ 77 v 7 UARNTT5HIECTONTE
BHLE7,

IMS 2 AR —3 2 h Tk, REFRTE, BLO, T X OT X COEHRET — X &1y
IT7 w7 VART ORGSR E LET,

Ny 77w TR, IMS 2 R—% 2y FOYF—EZOEEIF, EIEFOWFHOIRETE
EhidTHrZENTEET, VAMTEET, V—bER&2ELLIRETITOVET,

ERREZNVITVITTS

RERE., BT — a2 —fBL Ty 7y 7T 5FIEZHHALET,
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Ny 7T v 7EET, IMS 2V R—F 2 POV —EZRDORE, AZIEHTONTORIETY
EhidTHZENTEET,
AFEE
c NRu T v TFTFT—FDY A RXT., <% T —FNI%U>DT 4 A7 MER L FREICRDEEN
HVET, Nv I T v T T—HOHIECRTFIREOEEFEIT IR Lz ETIEELT
<TZEV,
s Rl T T T—EOY A XUEF LT, Ny 7T v 7 O5ETETRENRDPNDEERH D
iTO

EVk
LUF O#fEIL, 0S OEHEMREZ FFOa2—F—CTEE T DLENDHY 7,

. IMSaVR—FL hEA A= L L TWAEY—R—lcalAfLET,
2. RNl T v THBOBEDY A AR LET,
o Windows IREEDIEE

UTFD20o07 A NAIIKT DT aXT o 44Tl kFRKrl, HEaLET, &£
RENTZ[YA XNDOEEEGR LTI,

- <% T —HVX%>\conf
- <Y T —H N Z%>\db
e Linux BREEDLE
MDA~y REFATLT, A XE2HRBLET,

# du -sm <$T7T—X/VX%>/{conf,db}

MRIE, Ex DT 4 L7 b BLIZ MB Bz TRRSRET, FrRanicfiss
BRELTIES N,

3. Windows BREEDGH, a~vr F7mn o7 Maid LEd,
a~vr K77 i, [BEBEELTRTA==—0bEEILET,

4, Ny T v Tavrs REFTLET,
> <$4 >R f—/JL/YX$>/bin/ims-backup <path>
SI¥<path>\21X, Ny 77 v T EWMNTHT 4V NV EBELET, Nv I T v
RBEOYV A XX LT, +REXFEENDLDL L EER L THLIEELTIEIN,
ims-backup 2¥ ¥ ROFEMMIZ OV TIL, A2 ims-backup (158 ~<X—7) | ZHH L T
<TEEW,
TT—Avbt—UNERINT, I RBEFEKTTHE, BELZEDET 4 L
IRV I T T T 7 ANVPERIILTWHET,
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5.3.2

BEBRBREON\YITYITEIVANTT S

ERABREDO Ny 77 v 77 =22 ) XA T T 5FIEZHHALET,

HEHREONRNY 7T v 7TF—H2DY A RTIX. IMS 2R —x%> hOY—E 2 2= LIk
RECTETHLENDH D £,

YA MTHEEZBRMGT DN, 1531 EHREZ ANy 77 v 795 (152 °—) | THE
LN 27 7T 47 RUEIMS a2V AR—3 haeA A= LTNEHY—s3—|T

L L CBLERDY £,
AER

Ny 2T v TOYA XX -TE, VA RTOFET TIN5 56 0360 £75,

ek

LUF OEAEIL, OS OEREMR A RO —Y —CTHEMET L2 LERHY 7,

H

IMS 2V R—=FR > hEA VA=V L TWWEY ==z (LET,
IMS 2 AR—FR> hOY—ERAEEIELET,

Windows BB DA, a~r R 7 haEE L9,

av s R 7 NI, (BEEBEEELTETIA=a—0bEEILET,

IMS 2V R—=R bRy I T v T YA RNT LET,

UFTDY A 7 a<r REFITLET,

> <8/ 2R fF—/L/YX$>/bin/ims-restore <path>

Bl <path>\ZiZ. Ny 7T v THEHENTWDET 4 L7 b 2fRELE T,

ims-restore I < ROFEMIZHOWTIX, TA3 ims-restore (159 ~X—7) | Z&=MH L
TL &,

TT—RAyE—UNRFRENT, av U RBREFKTISE, VARMTIIETTT,
VBTG LT, SSL = N —EAED BHHERE ATV E T,

AVEHIT, HTTPS B@EZ1T Y BRELI T, o, Ny I T v 7 udREEL Y A M T DB
BDORAAL % (Web b— =27 7 AT 572D URL) BNRRDHGEICHEM L E
‘éﬁo

TEETFNEIX, 15242 SSL Y — —FEHED RA A 24 (CN) #ZEH 325 (147 ~<—
V) ESRLTIEEN,

IMS 22V R—FR hOY—ERZEE L7,

UARNT D58 TH, IMS 2 AR—32 FEEET 280 & ORI T, BEXSR ) — KOG
RN UEAIT. BRER ORI 2 3 L T 2 &, 3, 1526 /7 —
ROMERIERZ R 5 (150 ~—) ] ZBRBLTLFEN,
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Tk A. A FJT7L 2R

IMS 2 R—% 2 "R T D a~< 2 RizoW T LET,

A.1 ims-ssl-keytool
HTTPS 3@f5 THEH 95 SSL Hh— N—GEEDIER, BL G, FHAITH> a2~ FTT,

Z o a< R, Javakeytool =~ 2 R OBERE 2 ARG A ITEWLTWE TRt 5 7
N—aAv RTT, Kavy Rhbffi TE 5HEEIL. Java keytool 2~ RO—E DA T
T, F7z. BIEOARIREMRIL, Javakeytool 2+ RiIZHHHETWET,

Javakeytool =~ > FOFEMIL, L TFD URL 2L T 72 &0,

http://docs.oracle.com/javase/jp/8/docs/technotes/tools/windows/keytool.htm] *1
Java keytool =~ > N & DO ERAHERILLL T DY TT,

* HIDBIEIT genkeypair W EDY T a~<w L R4 EHEELET, V7 a~r RO5|H
2 DY - 13T & FH A,

s RKa<w  RTlE, F—ARNTDO/RRA[T<sF—H/ X 3>\conf\server.keystore [EHE T
7

* genkeypair W7 a~vr N&FTTHE, F—AKNTDONRRAT—R, F—XNTHOT
YR —DRIABLLT D7 7 A4 MTFegk S IVE T,

<$T—HX/¥YRXe>\conf\ims-conf.ini

Ty A MR SN A HEERIL, £V 7 2~ K C-storepass, -alias 47V =3
VEAME LUIZBRICHEBICHEH SNE T, £070, SIBOIEERE &/RICIMZ Ta~
VREFETTHIENTEET,

* -keyalg. -validity A 7> a DT 7 4L MENERD 97,

* initstore EWOMBDOY T a~< FEFEL TWET,
AER

AKa< o ROFETITIZ, OS DEHEWERDLE T,

INR

<$4 X F—/L/¥YX$>\bin\ims-ssl-keytool

*1  Z@®URL X, 2019F 1 HHEEDO LD TT,
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ims-ssl-keytool genkeypair [-help] [-storepass PASS] [-alias ALIAS]
[-keyalg KEYALG] [-keysize KEYSIZE] [-sigalg SIGALG]
[-validity DAYS] [-dname DNAME] [-dns DNS]

ims-ssl-keytool selfcert [-help] [-storepass PASS] [-alias ALIAS]

[-sigalg SIGALG] [-validity DAYS] [-dname DNAME]

ims-ssl-keytool certreq [-help] [-storepass PASS] [-alias ALIAS]
[-dns DNS] FILE

ims-ssl-keytool importcert [-help] [-storepass PASS] [-alias ALIAS] FILE
ims-ssl-keytool exportcert [-help] [-storepass PASS] [-alias ALIAS] FILE
ims-ssl-keytool list [-help] [-storepass PASS] [-alias ALIAS] [-rfc | -v]
ims-ssl-keytool delete [-help] [-storepass PASS] [-alias ALIAS]

ims-ssl-keytool initstore [-help]

ims-ssl-keytool -help

& B
Y7 a~r ROBKRITROEY TT,
* genkeypair

HEOT (ABGER L OB D IEAREE) 24K L, F—ARTITHKHALES, £/,
Web h— =N LT EEHT 2720 OFEREUTO7 7 A MICEEXHLET,

<¢F—H/VX$>\conf\ims-conf.ini

AFE
Ao~ R&9AT9 5 Z & T, ims-confini 7 7 - /LN @ noms.tomcat.https.enabled D% EfE A,
ltrue| IZEHEZMZONET,

®* selfcert
F—A M7= b —OFIZHT 5 B CBAEAFELMER L X,
* certreq
PKCS#10 JE X%l - TREHEZ 4 25K (CSR) 2 AEpk L £77,
* importcert
T AN EEITEEAEF 2= BFRARY . F— A P TICKRL £,
* exportcert

REEZ X =2 R T O FARY A TV RS T ROFERE L LT 7 A VKM
Li‘g‘o
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* list

BEDOF—ART = M) — FREF—AMNTBEONELERRLET,
* delete

F—ARTINBREDT Y MY —ZHIFRL £,
* initstore

F—2ANT 77 ANVEHIBRLET,

51%k
-storepass PASS
F—ANTONRAT—RERELET,

genkeypair 7 A< ROFETREZENE LTI HE1L, 2~y RETHICASRAT— RO
AR RKDOENET, FRUSNDOY T a~wr ROEITRITER L7854 1X. ims-
conf.properties 7 7 A /L HFE A > T BEAHEH L £ 7,

-alias ALIAS
F—RARTHOZ M) —DRLERTELET,

genkeypair 7 3= ROFEITRHIEN L7-5E1X. 7 7 4V MED Ttomcat) 73 H
SNFET, £72, list 7 a~v U FOFATRAZAM LEZSGEIE, 3 XTO= 2 MY —7
MBIV ET, ThUNDOY T a~ 2 FOFTRFIZEK LIS EIE, ims-
conf.properties 7 7 A /L HFE A > 7B A L £ 7

-keyalg KEYALG

O (LT LT A AZEELET, [RSA)., DSA]. [EC| R E%2EETHZ &0
TxF%, S 74/ M [RSA] T,

—keyalg., BEW-sigalg ITIEETEX AT AL IY X A—E L, Java (b7 —FF 7
Fr—APIIEE & VU 7 7 LU A2 BB L TLIEEN,
-keysize KEYSIZE
BT 28O A ZEfRELET,
FREATREZRMER L OF 7 /L MiEIE, Java keytool DALARIZHERL L Tk,
-sigalg SIGALG
HOEAGEEICEAZMMT 2 IS T AT XL ERELET,

BETHT7 VT U XAIL, -keyalg E HHMEOH DL O TRITNIXR Y A, fHER
BEZMER KO 7 4L METX, Java keytool DAARIZHERL L T E 7,

-validity DAYS

*2

Z®URLIE, 201941 ABAEDO LD T,
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HOBALMHENARE RSN EEZIEE L LT, 0~ 365000 NIEE TE £,
77 v M 3650 (9 10 4F) T,

-dname DNAME

H O BAREHED issuer 7 4 —/L K & subject 7 4 —/L R & LT 9 X500 k54 = f5

ELET,
AL R Lo T2 801E, a~ v RETHISENNZA DA 2RO 5 E T,
-dns DNS

AIEFIZEE D Subject Alternative Name $L3R I IC B d% 35 FQDN Zf5iE L £ 7,

genkeypair V7 a< o R TlX, 5 E€ L2 > 7256 1E5FHE D Common Name 73
ShET,

-rfc

list W7 a<r FoOMAOEXIEEAS 7> 2 T, WS b X TIEHEDON
AN EnET,

v AT ar LEFFHCEET S Z LIFTE A,

list Y 7 a~r ROHAHERIBEAS 7> 3 o TF, AR FIZ LD TX 5 TEE
BHEONRIEMNAE DS £,

—rfc A a s ERIFFICHETAZ LIXTE A,

-help
Sy Rk, AT avy ROBHEELZERLET,

RYIE
FREIFAC 1L 0 238 LT, RBORHC I 0 DISh O f 238 L 7,

A.2 ims-backup
IMS 22 VAR =3 M OBERRBEERERE, EM7T )& \v 7T v 7T5a<wr FTT,
Kaw R, IMS avR—xv FOBEBMBREZ NNy 77 v 7T 52T LI,
A GER
© Ravr ROETIZIE, OS OEHEHERNLETT,

s Ryl T vTRBOT—HH A NZL-oTiE, a~2 ROET £ TICHBR»LEHBE01H
D ET,
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INR

<$4 X F—/L/VYX$>\bin\ims-backup

iz
ims-backup PATH

ims-backup -help

E7L)z]
TT—Avb—UNFREINT, av U RREFKTILE, BEL-H T L7 Y
WX I T o T T 7 ANADERINTWET,

513
PATH
Ny 2T v TN TH7 4 v b EZFRELET,

-help
A~y ROMMGEZFRLET,

RYIE
RONRIZ 1L 0 238 L 55, SRIURHZIE 0 DS O R 432 L £ 5,

A.3 ims-restore

IMS 2 AR —3 v FNOEMBREGRERE., $M7T — ) DRy I T v T T =% ) A RNTT

Hawy RTT,

RKa<y RiZ.IMS arR—3x NOEHBREDO Ny 77 v 7T —2% ) A N7 T HEITHE
TLET,

AFEE

o Ko<=l FOFATITIEL, OS OEFEMERNLETT,

e Ra<wr RNiE, IMS 2V R—FX2 MO —ERAEEIELTRETEITTAILERDH Y 9,

* NI T T T=EOYA XL TUE, 2~ FOFET ETITHRHBDLNL5E601H Y
7
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INR

<S4 2R F—/L/VRe>\bin\ims-restore

ez

ims-restore PATH

ims-restore -help

&t BA
TT—R = UBRERENT, vy KRERRTTB L, Ry 2T DY A BT A5
TLET

51%k
PATH

Ry I T o TREMENTNDLT 4 L7 U ZRELET,
-help

axy FOMERGEEZFRRLET,

RYIE
RONRIZ IS 0 238 L 55, SRIURHZIE 0 DS O R4 0E L £ 5,

A.4 ims-app
IMS 22 U R—3 > MIAATL T 7V r—v a VEERT L7200 a~y RTT,
AKa<r R, UFDO 3 ODIEEEIT O BICEITLET,
* IMS 2R —%Y b, BEY, llAAALTWET 7Y r—a o oN—2 3 UHERBIEE
© TTUVr—varDA A R—)LEIMS 2 R—3 2 h~OMAIALNEE
* IMS U AHR—R Y MIHABIAALTET TV r—yva o7 A v A h—{E¥E
A GER
© Ravr ROETIZIE, OS OEHEHERNLIETT,

o A UAR—J, FE, TUA A M—ADOEEEZITOLEIR. FRHC, IMS IR —FR
POV —ERZEEIFTTEBLMENDY F9,
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INR

<$4 X F—/L/¥X$>\bin\ims-app

ez

ims-app list

ims-app install [-help] [-silent] [-overwrite] [-ignore-dependencies]
Application file

ims-app uninstall [-help] [-silent] ID

ims-app -help

&t BA
FY T axr FOBEKRITROEY T,
¢ list

IMS 2V AR—% > hDOAR— g UERE LT IMS 20 R—% 2 MIHIAAL TS T
TN or—ars, BIO, X—=Va UEREFERLET,

* install

Application_file THRE L7727 7V r— a7 7 A /W(WAR 7 7 A W) & A A fh—)b
L. IMS = o H—% e MoRlAAGRET,

* uninstall

IMS 22 VA R—FR Y MIHHHBIAATWET F Y r— a0 DD EREL, 7oA VA
r—LLET,

518
-silent
HERFEE—RFH AL b E—NTavr Fa3TLET,
-overwrite
install 7 2~ ROWLBICET 547> a T, FEXEEE— R(PA L FE—R)
DEBEICAZ L 720 £,
FTTRET TV r—varBA VA =L ENTWELRAIL, EEESLET,
-ignore-dependencies
install V7 a~y FORFIT 547> a3 T,
TV =g VEOEFERE R LT A b VLB ATV E T,
~help
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awy FOEMGIEEFRRLET,

RYIE
FRIIRFIZIX 0 2K L ET, REIRFIZIT 0 A OfEZ IR L E 97,
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18k B. FIAT DLV AT LY V—2A

Tk B. FIHEITHVATLYY—XR

IMS 2o R—% 2 "R THL AT LY Y —RZHOWTEaB LE1,

2 =

B.1 FIAT A4Rh— FBESD—F
IMS 2 R—=2 EPFIHT 2R — bEZOT 7 4 /L MEIZOWTHBLET,

IMS AR —3 2 3, SN, BLO, N EOBFEICBWTHHAT 2R — NETE &£

B-1 #ER— &=

f5) (163 X—) ] IR LET,

® B-1 BER— FES—KE SHE0EME)

B (OIS (163 ~X—) .

[# B2 WfEHR— &

Fa (B

Ex R—+&E| Jota | AR BL
5 )|
HTTP #fEA— b 80 TCP IN [Web 77 7 — & o HTTP i#13 O 7= O IZF
ALET,
HTTPS i#f5 A~ — b 443 TCP IN [Web 77 U —& o HTTPS BIE D=0
FIALET,
Message Queue H{E AR — b 28110 TCP IN, [ZHABLEDORX Y E—TVDEZEDZDITH
OUT |HLZET,
£ B-2 FEER— FEE—E (RBEE)
&% R—+E | Joba | A@E X EA
5 y|”
System Database i {5 4~ — 28120 TCP IN |[VAT LT —F =2 LO@EFICFHLE
R
Key Store iBfF A — b 28130 TCP IN [F—Z 7 LDOBEICFHLET,

INHDOR—FEEITTRTERETALAZENTEFET, FIATHIR— FNEBSOLETHFIEIL,
(523 FIHTHEER—FEFEEETS (144 X—V) ] 2R LTI,
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DNS

DNS(Domain Name System) & (£, *v NV —2 EDORA N, HDHWE, RAALA A ETIPT
RL AL ORNSRINZEHT H72DDO VAT LD LR LET,

DSCP

DSCP(Differentiated Services Code Point) & (X, /37 > MIEILEZ T 720 DA D Z &
ERRLET, IP~vZ—HND ToS 7 1 —/L F@®bit)D D B, 6bit ZF|H L. 64 BRI E
EIRETHIENTEET,

F

FQDN

FQDN(Fully Qualified Domain Name/52 & fifi K A A ) &1k, RAAL 4, BT RAA
K. RAMFEEZERETICT R TRB LI RAAS ADZ 2R LET,

IANA

IANA(Internet Assigned Numbers Authority) & 1%, / > % —x > MIBEET D4k~ 72FZ0P 7
RLA, 7a halFEs, A— hESROEZEELTCWHHMOZ L 2B LET,

ifindex

SNMP (2L B3Ry hU—ZEFBIZBWT, KbLFAHINTWDEETD 1 >T, Y1
=T o ARGEA VX —T oA AZHEEMN TN —BEOHEEOZ EEfE L ET,

ifName

EEOYPLA X —T oA A, F2E, A X —T = A ADLRIEFLERT D MIB D4
T MO L EELET,
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IP 7O O

Web =2V —/L BE, NFA CTik, IP ~y X HD 7 v k2 /L% 5 (IP Protocol Number) T
RENLT B baDZ LaELTEY . BAERIZIE, TCP, UDP, ICMP 72 EDfEFrE L
TWET,

IPFIX

IPFIX(IP Flow Information Export) & (X, * v NV —27 OBERNEZE=F) 7T 572D
AT, NetFlow version 9 % & & 12 L CHEIE & u7z IETF FEAER T3,

L

LAG
LAG(Link Aggregation Group) & (%, #HEBOWHA) /A o F—7 = A4 AL RIEICHKIA, HTz
N 1L ARKDA L E—T oA ZATHDHND X DTS Hiffoo = & T, IEEE P802.3ad THLE &
nNTnWET,

M

MIB
MIB(Management Information Base) & X, SNMP CEHAIFE/L R > U — 27 2EEN | B Odk
REZ A ENIZ N S 5 72 DA T 5 B HE#H O Z & T, RFC 1156 8 XY, RFC 1213 THE
SNTWET, MIB OIFEHRIT. SMH025 SNMP ZWTC, 7V x=7 NMaEZIREL THEE
BT L ENTEET,

N

NetFlow
K[E Cisco Systems, Inc. 3BT L=y NU—27 OERREE=F Y 7T 5720 D H Ak
T. RFC3954 TR—T 3 0 9 OHAERAB SN TWWET,
NetFlow CTiX, IP X—ZXADBEHHROAEZNRE L TEBY, £, BE Ty hOoE=4
VI HEELTINE—RES T T RO 2 &ML T ET,

P

PHB

PHB(Per Hop Behavior) & (%, DSCP fEIZxHST 2737 » MEEUEROIRD HNERDO Z & %
BLET,
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S

sFlow

K[E InMon Corp. 23R L7c Yy N —7 OEERNEZET=F 1V 7T H7DDHEINT,
RFC3176 T— g v 4 DHAENRABE IS N TWET,

sFlow TlL, FFEOEIGTHE Ny a7V 7 L, ZOEREME T2 Z & T,
EROBEREZFEHT OMAMA2REE L TV ET,

SNMP

SNMP(Simple Network Management Protocol) & |Z,RFC1157 THE SN TWAH Ry NU—7 &
BolzHD7 v hanTty,

SNMP # WA Z & T, TCP/IP X v U — 7\l A%y U — 7 EEICK L, % b
U — 7R CERSCERAITO N TEET,

SNMP S v
BEENAIC H 2 DR AEZ B E 5 7= D D SNMP MR A A0 Z L 2R L E£7,

sysDescr
EEICETIMAETRTAMIBOL 7 V=7 MOZ LR LET,

sysName
HEEORA N EFLIKTDOMIBOA 7 V27 NADOZ L& LET, sysName OfEIE, 2

BEOaAr 74 ZICEVBRET LI ENTEET,
sysObjectld

PEE OB ICEEMN T OND —BO@NNESDOZ &, £, Thailkd o MIBOF 7
Vxl MOZEEFRLET,

T

ToS

ToS(Type of Service) & 1&, P~y X —ZWRT DT 4 —/L KD 12T, N7y MREEZITH
BIEBIZKI L, Ny NOBEFEERZDT-DIZFIHA L ET,

166



» -1

&

24Ty kb
Ky ah— REHER / — RFEMEE e & OB OERERD 1 DT, 77 70 —-HEKD
FORRERE 2 TRAL L £ 9,

I RKR—5—
NFA Ti%, 7 2 —(sFlow, NetFlow, IPFIX)’\7 v h&EETHZ LN TE DL AL v TFR/NL—
A —Ip EOHE, X, VT MU T ORHRE LTZT AR—F— L) REZHNTH
\jz‘j_o

IVRKRA2F

T U — 718 L BEA RIBEZIT O NNV a L P DORy NU— TG ROBHO Z & %
A~LULET,

Hy

hont—ay
Web =22V —/L, BEIO, NFA TliE. HED2 SHoOBEORLYVERVDOZ A2 o " t—
varERALTHET,

=

20—
T RARA L FEHOBEOHFENDOZ L, 21X, ZOWEOHENE T AR—FZ —TE=X
U > 7 LA LTzt #(sFlow, NetFlow, IPFIX)?D = & &#fFL £,

rR— FES

TCP/IP DG #4175 BRIZBERD T 0 7T A iET 5720 DFEFDODZ L xfE L7,
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