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7 a—7 — % OB TIL, BARH LI TFTO 75078 —% =33 XCRHE—07
H—F =2 EZERLTIDOICELDET,

1.
2.
3.
4.
5.
6.
7.

EETIP T FLA
SESCIP 7 KL A
EEILAR— M
SRR — hEE
IP 7w k=

ToS /31 I (DSCP)

ANITA B —T = A R

X B2, NFA TlX, 7u—5—X OEREICVNERT 4 AJERAEZ —Cl2iMz b=, ki
OERFITINZ T, LTFTDO X 9 7B 24T\ E 9,

BN R 212, BEREDOZ W FAL 1,000 7 2 —F TOF — & O L& 2t il D irst 4 &

1.3.3.2

¥, BLO, 7o—0RAEHEICEB L TCWET, F72, 1331

LTEHEHLET,

A7 1,000 7 a2 —IZ & FNRW LD 7 1 —F —H | TOWTIE,

LT, EMLTEHLET,

TARAVEREODRELYAE

ZELZT7u—T — X2 BT DICNERT AV EHEORES 0 FEEICOW
Tt L £,

T n—7— 2 OER, ERICLERT « A7 ENEIE NFA ZNVEFRT L7 ZAR—2—0D7"

[(Zo) O7a—E

7 v —7 — & OfRFrIH

EADIERIZHONWT (9X—) ] TRLZEY, 7a—7 —X(ZxT 2 HRFHME,. BXIO
BN T Dk K7 0 —#0%, NFA THESNLTWET, Z0d, 7u—7—X OERK
WS T  AFEHAEORZL., 2 ba2BFE 2 - EXA BT R TEET,
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AER

T AR —DEEBE VAR Y, T 0 —F— S OV A RIFHICKE L R T0, T A R
DI XFEIET B ARMEA DY ET, 71 A7 BWHET 5 L O T 0 —F — ¥ REETE
AR, BRE LTERICBIETE R AV ET, 7o A7 BRSEB LAV LS k7 n—%&
. D LRI E R TR B 2 L R L E T

HARW 2B 52 L RIS L £,

1.

NFA TEH T L7 AR—F —DEKETHRLE T,
ASHEOERICBWNTHENT 5 TENHIUE., K2 ERR AR L £,

7 —ORFHIR 2R L, 71 A7 ZEREH TENT 28802 U FoRHEANLH
Hjbij‘o

PREFIMREL P=P1 x 60 + P2 X 6 + P3 x 24 + P4 X 4+ P5 + P6 + 7

o Pl 1 pRIET — X ORFFHIFEAL © FF)

o P2: 10 SRIEET — & OLEFFRIGENAL @ )

« P3:60 RiET — & ORFEARI(HAL : H)

o P4: 6 FFRTKLE T — & ORI CGENL : )

o P5:24 BERPRIE T — % ORFFHIM(EAL © B)

o P6:7 HRLET — X ORFFMIFEN : A)
FHEERO/NEURLITIREIY BT 72,

REHM AT 7 40 MEOE ETHIUE, HREUL 2970 720 £,
EVk

7u—7 — 2T AR OZEIZOWTIE, [1.3.3.1 7r—7 —X ORFRI &L
EZSONT (9—=2) ] Z2ZRLTIIESN,

EHBREECRT D 7 v —OFRAMEN SH OV 7 v —H) 2B LET,

7 —OFREMEIL, EHREICBWT 1 RN ES Y v v a COBENEAL T
WHDMN ERBIFOBETRD ET,

UToORERICHTIID T, T4 AV FEBEORLZEZHNLET,
T4 A7 HEHBEOHZ[MB]=(N+5)xPxLx0.000415+ A x 0.15 + 10,000 [MB]
* N:NFA BVEET D7 AR —F —DEH
FIE 1 CHERBLMEZRAL TRHEAELET,
 P:NFA OfRFEFHIMICREZ T DR
FE 2 THER L7EEZRALTEHELET,
o L: B 2 L IR T 2 IR 7 B —4#K
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1R R

T 7 4V hTliE. | K TEN 1,000 7 02— % fRFFT 5720, 1,000 #f5E L £7,
EVEk

BR7e—HEEE LELEAE, BELAEESEICLCHRELTLIES Y, &Kk7
B—HDOELIZONWTIE, 11333 kFTL270—HD LREZZESTL (12 3—V) )
EBRLTIE SN,

e A:NFA NZE L7721 HEOYE 7 a—
TFINE 3 CTHER LT EZMRALTEELET,

ST E 5

T AR—=HZ—DEENS50E . 7a—TF —X I HIRFFEE - BRI o K7
2 —83 T 7 4 ME, 1 0O 7 a—8A8 600,000 7 2 —O%A1X, L0 L 9 Gt
BRERICAR D £,

* N=50

* P=2970(24 x60+72x6+ 14 x24+60x4+365+1095+7)
* L=1,000

* A =600,000

o FU AT FERAEOHZ =(50+5)x2,970 x 1,000 x 0.000415 + 600,000 x 0.15 + 10,000 =
163.9GB

1333 BEETE370—HDERELTET S
REFT 270 —HD LREEEST L HFIECHOWTIRHALET,
NFA TliE, T 7 #/V FOEIEL LT, =7 AR—Z— HARE Z &1 A7 1,000 7 2 —%
REFL £,
ZOfEIF. A VA=A BOREICLIVEFTECTCEET,
AEE
To—HoEREERELSTDHE, NFA == CxT2H4MMBEMLET, LoT, BHTS
T AR—=H—DBEEHRL T 0 —DZE., v ANy JEOREIC L - CiL, EFICEATRT &
720 . NFA BNIEFICEMELZ2WEANH Y 1,

KEROBEERSEIC T 1 AL E#EH S 7R T, UFO &5 2@l T, EFICEE T 2 Lz Tk
LTI EY,

© T AR—F—EHEHEIZT, FT7 AR—F —DO[REBRZEBZIERLSEAL TWARND
L

s Ky ladR— NEfE, &7 AR—F—SHEEHIIT7a—T — 2R TX5HT &,
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1. RETREM 2R LET,
[VRATLEEPRERE|ZZ ) v 7 LET

2. [2B—TFT—3DOLEBREBIOANMIZK L, REFT 270 =7 =20 LREZHE L
B

7o —5o EREIE 1,000~10,000 DHEFHTHEE L FEF T, =7 AR—¥—DEEHE K
L L72GA. UTOHEZ BZIZL T 72E0,
18~1058

437 10,000 7 = —

1M1 &E~208

A7 6,000 7 = —

2156~308

A7 3,000 7 = —

31AUE
PLIRITHELE L ¥ A,
EVk
c UTORETZT7ANERET D2 LICEY ERKALFETLHZLHTEET, 7741

UITELE LI, BHICIER LT 2 S0, Ak, [SR T AEEBERE]
BEE L. RRET 7 A VOWEIE LEE SnET,

o T ANOHRERIT. REAANTTHT-HICNFA —E 22 HEE L T 7FEW,

o §TF—HXFTr LY FS>/controller/conf/flowdb.properties

o UTFTD6 ODHRETHEEINTWAMEE, T XRTHUMIZEF LET,

flowdb.table.record.limit.1l = 1000
flowdb.table.record.limit.2 = 1000
flowdb.table.record.limit.3 = 1000
flowdb.table.record.limit.4 = 1000
flowdb.table.record.limit.5 = 1000
flowdb.table.record.limit.6 = 1000

1.3.34 J70—NOREHEZEET S
REFT 270 —5 o EREEE T 5 HIEICHOWTIHRA L 97,

NFA Ti, 11331 7o—7 =X ORFHIR & HDMBIZONT (9 —) ) ([ZENT,
T —F = h T — 2 _— R I R b T E S

Z OPRFHIR 2L B3 5 FIEICOWTHB L £,
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ER
7a =7 0 —ORFHB O FREEZ /NS LT EBRICT — 2 NI SN 5 £ TS, o0
D40 SFEE ORI A L4,

. BRIERCHBEAZF R SLET,
[VATLAEEBPRERE|Z 7V v/ LET,

2. [Z2B—T—32DORFHRE|OFANMS L, RFFT D7 0 —7 —Z OLRFFHI 2%
ELET,

RETHHEHFII ENSIERICEWHMZ2RETILHERH Y £, Hl2IEM1 9
BIET—R ORI 36 BEM 28T L7254 1E, [10 DHET—4% 1% 36 FE L L
O ZRET HHLERH Y £,

14 }EZGAEREAVFZ—TTARXZ4EVR

NFA DRFL T A B AL A VX —T 2 A ATA BV ADEZ FIZTHOWTIBHLET,

MASAEURX
MLTA AT, NFARSEZGNZT 22007 A ADZ LR LET,

NFA O A > A b —)VELIIHEEERIROH D b T A TV E LTEMEL XY, FTA 7TV
Tl BEHGELE LT, I AR—H—D2ODOAf X —T x4 AULNEEECTxFHA, Hl
ih 7 A B AEBRERT D L RERERIIRDMESR S AL, T A B ANEITIEG U B HEEE ST <
ERAR L RArA/ =

A=A RATA4AER
AH =Tz ARTA B ALE, 70— HFROZENEZHMT 57200, BHEIIZROT
JAR—=BZ—DA LV E—T 2 AZEIVHBTCHTA R ADZ EERLET, A X —
T oA AZENV Y THZENTEDLA X —T 2 A ATA VU ZAOEIE, Bek LT85T A
T AOHFIZEY , BREPRED £7,
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HorE A LA =L

F2E
I

NFA O A > A b —)LFNEIZDOWTERA L £ 9,

EP/Y

2.1 BENE T DA Uittt 16
2.2 HEHTEDE Z AT D oottt 17
23 AU AR IVHLBRZ TEITTTD ottt 20
2.4 SSL W — NG EZHEE T2 oo 21
2.5 WA T 2E R — FPE DB ZMETRT D o 26
26 77 AT T A IVDFETEZZETT D oo 29
2.7 Web B —/N—{ZBT D IBMERTE AT D oo 31
28 IMS U AR—H 2 FRHDTZD DFETEZAT D oo 32
29 P ZAZHELENT D oottt 34
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2w AL A=

21 BEAETORN
NFA Z3E AT 5 F TOEEDOHENICOW T L £,
A VA M—=NEEDTHENE, [£2-1 A2 A M—HEEDHI (16 2—) ] ITRLET,

Er

D NFA, F721%. NFA & NetvisorPro G 2551, BliE, IMS 2 R—R haA A
=T MR H Y EF, FEMIEL, TWebSAMNetwork Management Web =2 > Y —)L A% — K7 v
THA R SR LTITEEN,

£21 AR F—ILEEDFEN

H"E

BmE

558

A UARN= NIRRT A= —D
RAE

221 AV AM=NRTFRA=Z—DOFKH%EITH (17 2—) ]
A VA M= NAEEICNERNRT A= —ZFER L, T DEE R
ELET,

A VA M=V DRI

222 A VA M= NVEOREMBEEZITY (19%—) )
FUARATDEEZRER, OS DI —FNINF X —F —DfENHE
ETHDINE I DHERLET,

23 A2 A M—/VILEZFZITT 5 (20 X—) |

A UAR=NVRAT 4 TINREINTA VA =T —%FFEITL,
NFA ZA VA b—/LLET,

SSL H—/ S —ZEB E 0 i

2.4 SSL Y— "—iEEZHERT L 21 X—) ]

NFA (21X, HTTPS T7 7 &AL %9, HTTPS #®{ZHIZ. SSL
P—N—EAEFAERLET,

FEAEIL, BE CTEA AT O HEBLAREAE L | AR
WCRITLTOHL O SAEAED 2FEHENSH Y £9, Ebohaid
WL THH L ET,

T 2R — FESOMR

25 BENFHTHEER—FNESAZHATD (26 2—
)]

NFA OfFEH T 58— FEEM, NFA — 1 —LEofio Y 7 &
VT OERAT IR NEFETH LN L 2HERELET,

TT7AT VA —NVDORIE

6 77AT7 74— LVOREELETTDH (29 2—) )

NetFlow, IPFIX. sFlow ®/8%7 v N5, #M4B & @ HTTPS
BEEITHIEDIC, 77AT 04— NVOBRELELELET,

Web H—/3— DB E

2.7 Web H— "—IZBT 2 BMEEETTO (31 =) |
MBS U T, NFA @ Web B — N—|ZBIT 28O E #1T
I/\\i‘é_o

IMS 22 v AR—3 MNEIHD 7=
DD TE

2.8 IMS Y R—%> MADEDOREEITH (32 <—
V)]

IMS 2R —3 2 &R Lo e @M Z217 5 58 ORRGE %
TOET,

IMS 2 AR—3% 2 FZRALRWESIR., RERETT,

H— B R DR E)

29 Y—AEEENT S (34 X—) ]

NFA DY —ER&ZEBI L, Web 77 VW —MW 67 7 BATE
HTEEMRLET,
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HowE AU A =L

22 FRIERBZEITO

NFA %A > A h—/LF B RTOEFIEZEIC OV T L,

221 AVRBF—=JLINSA—R—DEZETEITS
AU A=A D, TERICKER AT A —F — % L £,

HAmZHESEDIDITRELGA—RILING A —F—
NFA £ BESHE DD, BFOH—RAST 2 —F — OB AT LER DY £,

%22 H—RIINSA—Z2—DEH

NS XA—a—4

Bt

kernel.shmmax

ﬁ*o
NFA Ci%, 256MB UL EDEARTET HDHLERNH Y 97,

FTuEAPBATE LA AT ) —DRRY A XTT, A MR THELE

RRDOMEREZ S| EHT 72012, 2GB LA LDEZRET 2 Z &2 m < HELE L 97,

AR M=—5—ETEICHELGN\NTA—432—
A VAR—=T =5 FITT DHERICMBEIRNT A= —ZFH L £7,

£23 AVAM—S—ETHICBRERNSA—42—

NS A8 —%

SR

T24I) ME

A A=V T 4
L7 K

BEDFITT7 7 ANEA VA=AV THT 4 L7 N TT,
KT 128 CFECHET 5 2 LATE T, EATHT. B
J: O "7"5 u_n’ n.n @%’*'fﬁﬁﬁ m‘ﬁg«cﬁ_o

/opt/nec/nfa

T—=4T 4 V27 b
U

T —ERCHREREDT—EERFET DT 4L N TT,
BRTI28 LFETHETAHZ ENTEET, AT B
FOv e v oD B I ATRE T,

A VA N=NT 4L 7 ) ERBIOBFERET DI L EHE
llj\if‘l/\ijﬁo

F—=EF 4 L7 IR ZE L7 —F— 2 22 TEHL
F9, BHITIZI AR—F—DOEHIZ L - TE, FEFITL L
DIEEREZVIELE LET,

VB RBEOHEIL. (1332 F 4 27 HEO L D FiE
(10 =) ] 2L TN,

/opt/nec/nfa

SSLEEBAZEDERICHEL /NG A —42 —
NFA ~® HTTPS &5 H CEH 35 SSL % — _R—FEBHEEER T 572012, SSL — 3 —3F

HEICET 537 XA —4%— BRI OGEHEDOFRI44 (Distinguished Name) (289 % /X7 A —
2 —h T HHLENRH D 5,
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H2E AKX =)L

SSL Y — N—FEHEZ AN RBIEFICRITLTCHL B 256, HHT5

FORESNE Ko T, 8

B b7 L T U XLRHANA 72 E . — 5D /RT A= —IZE NI EIN TV ALLAERH
Di? FHNZ, BFERNER L TV DAREEMEE L T EE 0,
5 2-4 SSLY—/N\—iEAEICEAT S/ A —2—
NG A—E—4 L] T4 ME
F—A KT DO/NAT— R Sf§§_:f~/*‘—§E%%%$§f’ﬁM‘5 F—ZXRTDONRRAT—RK|[72L
D /N A T — R SSL #—/"—FEHEDOREHR D/ SA T — T, L

> hU—Dhl%4

SSL #— "—REAEZRMNT L= b —DRKRAT
#‘D

FERZ2BR 22 WERY | T 7 4 MEZEOE EHEHT
LT LaBEIOLET,

tomcat

OB ST LY XL

SSL H— R —FFHEOH O BT LT Y XN TT,
HOBAGEAELARMT 2560 E, BHEIET 741 b
BEOEETHEDY FHA, FBEAMRERMEOFEMIT TA.
1 nfa ssl keytool (62 X—2) ] &ML T &,

RSA

BRI 2#OY A X

SSL W — —FEREOH DY A X T,

HEBARNEZFMT 256728, @%IT7T 740 b
EOFEETHEDY EH A, TBEATRZEOFEMIT TA.
I nfa_ssl_keytool (62 X—7) ] ZHZML T LIV,

2048

BLTNTY XL

HOBAEAEICEARZMIT D EETHEI> T LI Y XA
‘(“TO

BEIET 74 MEOE ETRHEDH Y A,
TeEOFEMT TAL
LT &N,
AL RICREFAEEZRITLTL 6 9
BRI ETE A% E0nH 0 £, FEMX
WEDHELTZEN,

fRE "lHE
nfa_ssl_keytool (62 X—) ] %%

. FATHREE
N D‘LA H-EE)% i\_) Fﬁ

SHA256withRSA

A CBAREAED AR

HCOBAGEHAEZFNT 258IHBET 2. GEHEOAR
BIIR T3, (ERE D DAZNA iﬁ%?‘éﬁ? LET,
/\E/jfé\:nunﬂz}% \_uﬁfﬂié%ﬁﬁ LTHHHY = @ﬁ\ ﬁ
)‘jJB;qBE( uquE K Dﬁ%&b %ﬂéf\_ @1@%@1}%—‘9‘«
HWENLH Y £ A,

3650 H (#J 10 4F)

% 2-5 SSLH—

IN—F

SEEAZE D& A4 (Distinguished Name) [ 5/35 A —2 —

NS XA —8—F

EhEA ]

H—,3— FQDN

NFA #— S—DFE2{Eff K A A 4 (FQDN) T9, SSL #—
N—FERHZE D Common Name (ZFEY L £ 9,
NFAICT 7B AT HETDO Web 75U —TZD RAA 4
ZURLICIRELTCT 78 AT 50, &2 THO Web 77—
DR FTRER L BT CTH D MNENH D 97,

nfa.nec.com

&4 L 2 g AT LR 9 2 Mk D& 4 T, SSL ¥ — S —FEB] | IT Operation
#0 Organizational Unit (ZFHY L £, Division

HH R4 I 2P LEH T Mk o4 T3, SSL ¥— N—FiEB& | NEC Corporation
@ Organizational Name [ZFH4 L %7,
L EE EOIER R ESGHEA REtEE L E T,

T RCHT 44 "2 A LiEN T 2 ko 8+ 2 M XHTA 4§ T4, | Minato-ku

SSL H— N—FEHAE D Locality \IZH % LE T,
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FoE AL A=

NG A—R—% EL i
Bz 01X, BRERHEX D341 Minato-ku EHEE L £77,

B AT R4 Ui Z T LiEM T 20 B 7 5 #E IR D 4 81 TJ, | Tokyo
SSL $— R —ZEBAED State (ZFHY L £,
Bl z X, HAREE DA Tokyo EFRE L E 9,

Ea— R WnaE A LIERAToMEN RS 5E DO =2 — K4 T4, SSL|JP

W — N —FEHED Country [ZFHY L E 7,
AAROE AT, @H, JP LIRELET,

IMS A AR—*2 FRIARICHRELG/INSG A —2—
IMS 2R —32 bEFIHT 5 Z & T HEEEE L7 NFA O EEHS°.NFA & NetvisorPro
L OMETERNAIREIZ 2 £,

IMS 2R —3> b EFIHTHEIZ.

£2-6 IMS aVR—RY FOFARICBELGNNTA—F—

REVFETRELRDNT A= —ZHA L ET,

VENMEE RN T AN E I D ELTOL IR ELET,
* true:

TN o F L ORI LET,
* false:

TN A OEEE B LET,

NI A—8—4% HitEA T4 ME
ims.application- IMS = AR—x 2 M, #2325 NFA 2337 572 DI LB | REHR
instance-id 721D Z AT CTHRIEL £,
(manager id) ARG A—=F—F, IMS 2V R—% > MUDOKRET 714 /b
(ims-conf.ini) DFREME —HMEEDLMLERH Y £7,
ims.msgqueue.host [IMS 2V R—R 2 haA VA =T 5% — =@ IPv4d 7 R |127.0.0.1
(ims ip address) VAERELET,
IMS 2V R—=H Y b &l TAL L AT JIA VA= LT
WEGEAIE, VT AE VAT AT =T 4 T IP BREL
ESpe
ims.msgqueue.port  |IMS =2 > RN — % > h @ Message Queue & D IEIE THIH T 518 | 28110
(port number) BFEAR—MEFERELET,
ims.webserver.base- |IMS = AR —X o MRS D Web =2 —/LIZT 7 & 29| http://localhost
url 57-®® URL ZfELET,
(ims web url) KNG A= =%, 7T UL LONFAHINGT 7 &2
AIRE/e URL Z45E T 204 E N8 H Y £,
ims.sso.enabled IMS VA= FD Web 22 Y —)L&DT T NY A 7 | false

222 AR F—ILEDIREHER

—

1T

NFA %A VA b — /LT 5 —R—DBREN, A M= LVEHEZHETZL TWDE MR L E

B

BT DD, D2 JHTT,
© H—FRNNT A —Z—DAEIFEIFEE T2 LT D
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HorE AR =L

© T AR DEEREIT O,
1. B —FN/%F XA —X% — kernel.shmmax OfEN A A b — LB 257 L CTUN D )il
L%,

# cat /proc/sys/kernel/shmmax
68719476736

FRENTEIFZAA PEA T, EROWITIZ64GB L7420 AHEIIRETY,

b L., 32MB (33554432) 72 & /NS R EN TR SN BA L, fiK 256MB LI (HESE
i 2GB LL k) OEIZAER L TL &, I—FRNRT 2= —DEREEIT, 0S D~
=a T NVESRO ETHEMLTIEIN,

2. AVAR=INEDOT 4 A7 BERENTSMERLET,
a. NFANWMELTHT 4 AVREZHELET,

F 4 2 RBOFEHEOHME, 11332 F ¢ 27 HHEO LS 0 5 (10
~=U) ) ZZRLTIIZE N,

b. £V AN=NVEDT 4 AT DEEKELZWHRLET,
FUATRERBEOMWRIT., Afa~v REEHL TR ZENTEXET,
# df -h

Filesystem Size Used Avail Use% YV MMiIE
/dev/mapper/vg nfa-1lv_root

22T 1.8T 19T 9% /
tmpfs 16G 0 16G 0% /dev/shm
/dev/sdal 485M 32M  429M 7% /boot

FREINTE~ Ty MIEND, EEXRE (Avail) DEZHER L T 7E3 0,

Z OBITIE, Joptinec/nfa (24 A b =T BEA, A A M—ILHEIZIT 19TB O
EEREND Y ET,

TRXRBNED RVEEIL, A VAN VEREFET LN, T4 AT EHEFR LT
Sy,

23 A VA M—IILNEZEZETIT S

AVAP=IVRAT 4TI SN TWDA VA =T =% FETL NFAZA A F—/L L&
B

1. CD-ROM RKI7ATIWZA VA =N AT 4T AL, CD-ROM 2~ h LET,

ZZTlX, CD-ROM O~ > hiRA v F%& /media & L CiBA L £9, BIDOSBATIZ~
7 LTSGR, EERARA TN,

2. WOa<wy REFTLT, A VA M—F—%2EEBLFT,

# /media/NFA/Linux/nfa-install
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2w A LA =L

3. AVAR—NTA4LYT NIDNRRAEANTEHT 0T INRERINDEDT, A% A
HLET,

Input installation path [default: /opt/nec/nfa]
>

VITHOHIZIEZT 74V MERRRENET, 7 74/ MEPD AT L WEgEIE,
fifH, AS789°1Z Enter ¥ — % L £,

4, FT—=HF 4 VLI NI DONRRAEANTAHT a0 T ERERENLHIDOT, "AEZ AN LE
T,

Input data installation path [default: /opt/nec/nfa]
>

1ITHOEIZIZT 74V MERFRENET, T 74V MENLLEE LAWEAIE.
{if $ A S8 Z Enter X — 2 L £,

5. ANLIE~RzfER L, A A b= zhltn L £7,

AVAR=NT 4L M) ET=EZT 4 LI NIDARAZANTDHE, AT LT
MERINET, AN LIEARTEEWDRITHIE, v Z AT L Enter ¥—% L %
‘a‘O

————— Comnitilrmation =======s=s==s========
Installation path : /opt/nec/nfa
Data Installation path : /opt/nec/nfa

Is it OK to install? (y/n): y
yEANITDHE A A M= VBB SV E T,
nEANTDHE NAEANNTHT R T RPRBERRIN, A A M=V EEEIE
THZENTEET,
RO Ay =V NERINNIE, A A =V HIT5E T T,

Installing controller ... done
Installing collector ... done

A VA=V DOBRP T T —NRAELESAIZ. =9 — A vb—UNEREINET, =
TF—=RA b —UNERENTEESIZ. Bl A VA =T —F{THO= T —LxIHE (66 2—
V)] BEEBL, fMLEIToTLEEN,

24 SSLY—/N\—itHAZEZ#ET 5

NFA IZIX HTTPS T7 7 &2 L¥9., Z® HTTPS 1®{E A2, SSL H— " —ZFHE 2 (i L
S

SSL $— "—FEA I, RO 2FENH Y £7,
© HOEAGEHE
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H2E A A =)L

NHYRFRRERIZEITLTH 6 9 REE
F7-. NFA Tid. Javakeytool 7¢ & &> T, M CTIER L7ZREF LM L THEM T2 2 &
HTEET,

TNENDOGEOHERFIEZHA L E7,
241 ACBAERAELERTL 22 3—))
o (242 AWRRRERPEIT T 2REAELERT L 24 X—) )
© 1243 M TIERRLIZGEAFELMEM TS (26 ~—) )
AER
HAR— b T BFEEOEAIX, Java keytool TH 2 2R L [FE D, X.509 XD ETT, ZD

WAIFZ < DRERER AR — F LT LBATT N, ZRATFEORIER LY A —F LTV LHnE
DM BDOT-OFANIMER L T ESVY,

241 HCOERZMBREZERT D

NFA T4 % SSL — "—FEM#FE L LT, HCEBAENFELERT 2 FIHZHII L £ 7,

SSL H— N—GERAEIC BT D8RI, MRS D nfa ssl keytool v RAMHIL

F9, FEHIE. TA.1 nfa ssl keytool (623—2)] #ZML T 7ZEW,

YERL L7ZRERE X, NFAIZT 7 8 AT 53T _XTD Web 7 7 UHF—IZEAf, £ A h—L

£7

1. WDOa~2y REFITLT, BOXT (AL IEARRS) 2 A&/ L, SISk 250 E

AAER L F77,
# <8R F—/LT 7 L2 F!$>/controller/bin/nfa ssl keytool genkeypair
fELGEAEEZMNT DX =X T O/RRAT — R0, GEHEOHRIA, #O 2T — R
BT 2EHREASTILTHEET,

[1RIZIET 740 MERFIR SR TWET, IS AET Enter F— 29 & |
T 7 40 MEMEH SET,

FED/RAT — K (key password) D AJJTik, e ASJH 7 Enter ¥ — 24 & |
F—RA T LELANRAT— RBRERESNET,
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What is your server domain name? (FQDN)
[nfa.nec.com] :
What is the name of your organizational unit?

[Unknown] : IT Operation Division

What is the name of your organization?
[Unknown] : NEC Corporation

What is the name of your City or Locality?
[Unknown]: Minato-ku

What is the name of your State or Province?
[Unknown] : Tokyo

What is the two-letter country code for this unit?
[Unknown]: JP

Is CN=nfa.nec.com, OU=IT Operation Division, O=NEC Corporation,
IL=Minato-ku, ST=Tokyo, C=JP correct?
[No]: vyes
Enter key password for <tomcat>
(RETURN if same as keystore password) :

EVk
* nfa ssl keytool ¥ KNI, W OB ERAZENTEET, #HoT LT

ALY A X HARWIRA EE2ET LW I5A1E. TA1 nfa ssl keytool (62 ~<—2) |
EZRL, A7 a UBIEERELTIZEN,

FEDOT NI Y X A% ECDSA, #EDY A X% 256bit [IZFRET DHADFEITHI:

# cd /opt/nec/nfa/controller/bin
# ./nfa_ssl keytool genkeypair -keyalg EC -keysize 256

s BONKEZEE L THEMEKT HITIL, nfa_ssl_keytool delete v REFHATL
T/ HFEE nfa ssl_keytool genkeypair 2 v R&EHEITT DA, nfa ssl_keytool
genkeypair A< &Y LR/ D -alias ZHRELTEITLET,

o= ROFEMIZ, TA1 nfa ssl keytool (62 X—3) | ZHMLTLLEEW,

fER SN CRE L, B B4 S RBIZZR D £,

WDa<vwy REFEITL, Web 7T T —12A4 v R— T AODIHEL 7 7 4 LT
HALE9,

# <$7/ X F—JLT7T 7 L2 FU%>/controller/bin/nfa ssl keytool exportcert
<filename>

<filename>\ZIIEE D7 7 A VA ETRETE E T3, Web 7 7 U —{fl T BLIZFEH
EEA VRN TDHEDIZ, 77 A NIRRT .cer ZIRET DT & M HELEL
ij‘o

A ROFATITHRIIT D &, FRE LT 7 A WA A TV —FF 5t T A DR F A
HAsinEd,

nfa ssl keytool exportcert 2~ RTHNLZFEREFET 7 A /LiX, NFA LT 7 A
59 NTDOWeb 77 U H—IZRAMM L, AR —FLTIZEW, Web 7T 7 —ITFEHHE
EAVR=FTHITET, NFAD Web ==Xl TET 7 ¢ v VKB Ea T
TBzERTEET
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HorE AR =L

Web 77 U —IZFEHEL A R — b9 5 FiElE, 13.1.3 Web 77 7 —(Z SSL —/3—
AFAEAEZ A VAR — TS 39 —) ] BB LTLIIEE N,

242 NG EIIRMNFEITT HIBAZEZ#HET S
NFA T4 % SSL — —GEfE L LT, ARRRGERICEAE AEAFEZ T LT
5o FIEZFHALET,
SSL H— "—GEEIC BT 2 BafEIX, ALt 5 nfa ss1 keytool 2~v 2 REHEH L
F9, FEMIE. TA.1 nfa ssl keytool (623—2)] #ZML T 7ZEW,

PAR— b T LREAEDOENXIL. Java keytool TH x DA L RIS D, X509 X OFEHET
T, ZOERIIL L OFBFERNB YR — 1 L TWEEXTT A, ZFHTEORIAER N R —
]\ L/TU\E)ZJ & Oﬂ\ ﬁ@f\_&b$ﬁu \—Eﬁﬂlh\b—(< f;éb\o

1.

RO~ REFATL T, #ONT (ARG L JENBREE) 24 L, BT HRE E
IR L £7,

# <84/ >R F—JLT 7L 2O FUJ%>/controller/bin/nfa ssl keytool genkeypair
PEEFEFAEEZENT DHF—A R T O/RRAT — R, FEAEBOHRG ., BEONRXRT—F
BT o HRAEAT L TnEET,

o [1NIZIET 740 MERFERENTWET, (fH AT Enter F— %23 & |
T 74V MEPEH S NET,

o HED/INAT—F (key password) D AJ) T, a7 H AS)E T Enter F— &7 & |
F—ARNT LRIUANRAY— RBRRESNET,
What is your server domain name? (FQDN)

[nfa.nec.com] :
What is the name of your organizational unit?

[Unknown] : IT Operation Division

What is the name of your organization?
[Unknown] : NEC Corporation

What is the name of your City or Locality?
[Unknown]: Minato-ku

What is the name of your State or Province?
[Unknown] : Tokyo

What is the two-letter country code for this unit?
[Unknown]: JP

Is CN=nfa.nec.com, OU=IT Operation Division, O=NEC Corporation,
L=Minato-ku, ST=Tokyo, C=JP correct?
[No]: vyes
Enter key password for <tomcat>
(RETURN if same as keystore password) :

EVE
* nfa ssl keytool < Ri&, W< OMDFIEERAZ ENRTEET, o7 LY
ALY A X AR EEET LT-WGAIX, A1 nfa ssl keytool (62 ~=2—) |
EHRL, A7V a UEBIBERBELTIEIN,

$EOT LT X% ECDSA, $EOY A X% 256bit (Z5%ET 56 DFEITH:
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# cd /opt/nec/nfa/controller/bin
# ./nfa ssl keytool genkeypair -keyalg EC -keysize 256
o HONKZEL L THEMEMRT HITIX, nfa_ssl_keytool delete v REFATL
Pt

T HHE nfa ssl_keytool genkeypair v R&ZFEITT 5S>, nfa ssl keytool
genkeypair 2 R&RM & I1FER D -alias 2T L TETLET,

a< 2 FOFEMIE, TA.1 nfa ssl keytool (62 <—)] LML T EIWY,

2. WOa<wy REFEITL, BRERICEMT D720 DOFEHESE 4 ERK (CSR) &2 7 7 A VIZ
HALET,

# <84 X F—/ILT 7 L2 FY$>/controller/bin/nfa_ssl_keytool
certreq -dns <FQDN> <filename>

FBELEZZ7 7402, CSRONENTFA MTHITESNET,
3. FEBAEEAER (CSR) 78iE /s g L9,

nfa_ssl_keytool certreq A~¥ 3 RTHJL/ZCSR 7 7 A VORKE %, iERIZHE
HLET,

nwi)%'i CSR OINEZTTIZ, FFAEICEL L, WELET, BLAFAEHEDIRE
e \ ntunﬁ)% Lo T i;&ﬁﬁ 7535%/\%))3?)@&@‘0

4, FBIEERIMN D BLEHFAFAEN B WS L, RO — FMEHELRZ A R — b

LET,
Jb— FEEAEIL, NFA —"— R 7 7 AL E L TIRFEL, RO~ RTA ViR—
CEE

# <84/ >XF—J)LT 17 L2 FU%>/controller/bin/nfa ssl_keytool
importcert -alias <alias> <filename>

<alias>\ZIMEEOA4FIZBE TEET, NV— FNEIEROAHIZR E, 00D 03 W44 R
FIRELTLLEIN,

PORERIZ K-> T, b— }\éjﬁiﬂjﬂ%@ﬂﬁc:ﬁ?ﬁﬂéﬁﬁﬁi@/f VIR— F BB DA N
bV ET, A A= T HIEHEOFEMIT, BIERICBHWEDELIZI N,

5. — FREFAESCHREAEZ A VAR — R LRI, BABAOHEOFERAEEZ A
R—hrLET,
HE DFEAED A 7R — MIZ %, nfa ssl _keytool importcert ¥ RZHH L
T, ROXK DT, —alias A7 v a AIFEEETITEITLET,
# <37/ >X F—/LT 17 L2 FU%>/controller/bin/nfa ssl keytool
importcert <filename>
FEATHFIZ Failed to establish chain from reply WD) X vt —UNRFRINT
St AEEOT = — U BRRTE Do L ER L TWET, RIERO/L— MEE
ESHMREREN A A — F SR TWRWARERH Y £, FIAERIZ, 1 R —
N BB ZRFEAE A WA DO TS0,

NFA #—/S—RIOFEHHEOUEIE, 2 THT T,
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o2 A LA =

1%%‘@—5 Rt HE)EJ LoT i Web 7? lj"j_%'@l”:%”i_ Pt HJTE}E"]@HJ?EEHE%/I) A ]\P“/I/j—%)
REDEENME LR DGEND Y T, ML, FBAROERICES TEIW,

243 TYERLI-GIAZEZFEAT S
NFA CTfEH 7% SSL H— "—GEBE & L, i CrERL L7-iEIE A2 LR 5 FE
i L ET,
HHHIZ JKS (Java KeyStore) TE XD F— A M7 2 ¥#Efii L, F— X N TNICHE RN edE L REE %
ER L TRBWTL ZEW, F, #E L72F—A R T D7 7 A /LiE, NFA — 13— L|CELE
LTENTLEEN,
. ROTFAMTZ7ANEREET,
<$TF—H T4 L2 F)s>/controller/conf/tomcat.properties
77 A NP LR WG HIER LES, 77 A vz a—F ¢ 71X UTF-8
WIZLTLEEN,
2. LLAF DWW % tomcat.properties 7 7 A /WIZEcE L £ 97,

nfa.tomcat.https.keyAlias = #ZF#5ELIT FDFE
nfa.tomcat.https.keyPass = D/ T—F
nfa.tomcat.https.keystoreFile = F—X ;FF 774 /LD#H/VX
nfa.tomcat.https.keystorePass = F—X A FD/VIXT—F

AEE
tomcat.properties 7 7 A /LT, MO F— A b7 HFEHT L E LA FHEH L72YA . nfa_ssl_keytool
awr NIEHTE R 9, ROVIZ, Javakeytool 2~ Rig EZ2EEAMH L CTEHE LT
<TEEW,
Javakeytool =¥ RiZ, NFA —"—EIZH A VA b=/ SN TWVET,

<SL X P;F—=INT 7 L2 FUUs>/controller/jre/bin/keytool

HOBAGEHEDOL AR E1X, ATV —FF S b DOFEE (cer) ZH 1L, Web 77 ¥
Y=l AR —F LTI,

25 HEMNFAYTLIBER—- FESZHERET D

NFA Tix. M5 & oii(E, B X OB NEOBEDT-DIZ, W O0nOm@EAR— F&FIH L
i'a—o

NFA Y — "—NT, oG EFHTIBEER— FEERELEL TWRWT & MR

KR

FT NFA BPFIHT 2 EBER— MNEEF—ELHALET, FIHT 2R — NESR o L
BHE L WA, NFA DRI T 28— &S0, OB NFIHT 58— FESFDOWT
NNEET L TLIEEN,
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F2E A APV

251 HEHLAFIHATEIR—FEESD—
TEAFIAT DR — b FZDOT 7 4L MEICOW T L £,

NFA 23400 E DillE, BLOWETOBEICBWCHHTA2HR— FEE%, £ 2-7 NFA
R 2@ER— &S —E GMEBEE) 27 2—) ), [#2-8 NFA 0 FIH 45 @ER—
FEEE (NEEE) 27 X—) ] ITRLET,

% 2-7 NFARFIAT HEER— FBES—E (SHE0E(E)

2% R—+&E| Jobta | AR A&

5 L
HTTPS 3#@{5 " — b 443 TCP IN [HTTPS #{E A — FTF,
sFlow /37 v FEZAEHR— 6343 UDP IN |[sFlow 237 v FZ{EHR— kT,
NetFlow, IPFIX /37 > F52{5 | 9995 UDP IN |NetFlow /34~ . IPFIX /347 v s DSAE
) A= FTT,

% 2-8 NFALFIAT HBEER— FBEES—F (RIPEE)

A ¥ r—rE | 7O ka | FE A&

=) y |2
7 nu—s5—X4 DBi#gHR— 27100 TCP IN |7a—F—4ERHT — X2 X—Z2A~Di#EE
k R— kT,
VAT LB DB E{E R — 27110 TCP IN |[VATLAEHHAT — % X—2A~D{E K—
k r T,
A X2 NEH DB #ER— 27120 TCP IN |4 NERHAT—Z X=X ~DE R—
b bTT
oy b u— 7 —HilfEEE 27200 TCP IN |z bha—F—7 1t X~ wEER—
ek k9,
R A=A R A ST 27210 UDP IN |27 & —Tuaukvz20ou 4 —ERA~DiE
FR— 1 ER— T,

252 HEAFATLIBER—IBESZEEITD
NFA 2SFI T 5 K — M B B LT 5 FIRE I L £,

RIS 5 R — FESDOEE, & BEE L TOZRA1E. NFA BSFIHT 2R — R &S0, o
BN T 2R = FESONWT NN EEETTHILERH Y 3,

NFA ZFH T 2 %R — FESOEERIEIL, LATFO@Y ¢,
1. rootxz—H—Tnr s A LET,
2. BELIEWAR— FNEFIIKTARET 7 ANVEEEL, FEXLTURELET,

RIET 7 A MIZONTIE, [#£2-9 i fhf NEEDORET 74 /v EREHEH @M &
B) 27 5—) ), 15210 BEFR—FEBORET 7 A /L EREEB (NHEE)
(28 =) | B LTIV, YHEORET 7 A VBIFELRZWERIZ. 77
ANV EFHUAERR L T 72 &0,

RET 7 ANMI<U T =57 1 L2 F V%>B TN SN THNET,
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F2E A AL

£29 BER—IFEESOREI 7AW EEEHB(GHERERE)
A& REIEH
HTTPS &5 s RET 7 AN

controller/conf/tomcat.properties
frE

nfa.tomcat.https.port = 443

sFlow /X7 v &5

RET 7 AN

collector/conf/collector.conf

s FEEEA
sflow.port = 6343
NetFlow 7347 v b, s BRET AN
IPFIX /37 h 5215 collector/conf/collector.conf
s FBEEA
netflow.port = 9995

RET 7 ANMI<UT—K 77 L2 F V%> TFICKEMENTHET,
%210 FER—FBEDRE 7 7 1L EEREERB (NEEE)

P&

RERHE

7 nr—7—#% DB i#fE

BRAET 7 A IV
collector/conf/flowdb.conf
faEr

flowdb.port = 27100

WET 7 ANV
collector/conf/flowdb-extra.conf
fRERA

port = 27100

VAT LEEE DB EfE

WET 7 AV
controller/conf/controller.properties

feEwA

systemdb.port = 27110

RET 7 AN
controller/conf/systemdb-extra.conf
faEmA

port = 27110

A~ MEE DB #fE

BRET 7 AN
controller/conf/event.properties
feEr

eventdb.port = 27120
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o2 AL A=

H
s
ﬁgl

EIEA
c RETZ AN
controller/conf/eventdb-extra.conf

* HERA

port = 27120

avba—J i@ |« FET 7 ANV

& controller/conf/controller.properties
* HERA
message.server.port = 27200

s HET AN
collector/conf/collector.conf

* ERA

controller.port = 27200

ALy g—n =t |« REZT 7 AL

AiBE collector/conf/nfalog.conf
s fREE
Port = 27210
3=
AEE

1 DOEBIZDOWT 2 DU EORET7 7 ANANTHEHENTWHWAER— NI, T XTORET 7
ANERFICHREL, AUEEZREL TLEE W, BETIRET 7 A LETR— FESN
Biapn b, EFICEELEEA,

3. MEIISLT, 774 T U —/VOREZ AELET,

HRZANBEHDOR— &L, 77A T U=k oTTay 7 SRNTWAHES
NENWTZD, F— FEFEEOBRRIZIL. 774 7 U+ —/VOBRENBYINE D0, e
ﬁu:\ L/T< f:éb\o

[
R— FEBEOLEFENEIZ., NFA OV — b R EEIRFIC KIS E T,

EJT;F‘H IR
26 TJ7AT7 94— ILDEBEEZLEET S
NFA OFHATHEIER—FB, 77 A T U — Ml LkoTTay 7 ENBWEHT, 774
T —IVORELZERELET,
NFA Y= 3= L TA =7 L TR 2E R — b DT 7 v Mk, 13 2-11 NFA 235
A+ 5@ER— FES—E OMB@IE) (30 2—) |, % 2-12 NFA SFIH3 5@E R — bk
Hg—B (B E) (30 X—) ) DY TY, F7=. NFA L INTE~DEIE CTHEHT
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H2E A LA =)L

R— DT 7 3V MhEIZ, [ 2-13 NFA DO ~D5Ee R — &S 7 7 40 Mi—&
B0=—) | OEY TI,

INHEDOR—FEEN T 7 AT U — Lo TCTay 7 InnWLo, 774 T T +—)L
DREEZEFELET,
% 2-11 NFA AT HEER— FEES—F S EERE)

&R R—+rE | o ba | AR &
= Vv
HTTPS 54— b 443 TCP IN |HTTPS if5 A — FTT,
sFlow /37 2 {F R — b 6343 UDP IN |sFlow 37 v FEZER— K TT,
NetFlow, IPFIX /X7 v h&2{5 | 9995 UDP IN |NetFlow /X4 » k. IPFIX /X4 v k ®Z(Z
A b H— T

% 2-12 NFA RAFIAT 5@ER— FHEE—E (REEE)

A ~—+rE | FOora | FE Hik

= )%
71— —4 DB@EHR— 27100 TCP IN |7o—F—2EHHT—Z X=X ~DHEE
k R—FT7,
AT LETR DB W{E AR — 27110 TCP IN |[VATLAEHAT — X X— 2~ R—
b b T
A X NEH DB BER— 27120 TCP IN |42 NEHAT — % X— 2 ~DE R—
) F T
v b o— T —HilEEE 27200 TCP IN |2y hr—F—7 o 2HfHll~0@ER—
A=k T,
R A= R A ST | 27210 UDP IN |2 7&—TatvAoa /% —ERA~DHE
fgR— b ER— F T,

% 2-13 NFA oSN EBADRER— FEE 774 ME—E

B R—+ES | FOobal | AA Az

SNMP Get 161 UDP OUT |NFA r— "—/nb o7 AR —H —~@ SNMP &
THEHT DR — NEFTT,

ZDOR— FEEFILZ, Web 2V — )L EORET, =
JAR—H —HALNIER T ET,

SNMP Trap 162 UDP OUT |NFA #— =MD x v U — 7 BT~
?D SNMP | 7 v 7 EE CTHEMT 5500 RN — M5
’C‘\‘j—‘o

ZDOR— bFEFIEL, Web 2> Y —)L EORBRETERE
TEET,

Z I T, 77 A7 U4 —/VIT iptables < firewalld Z 5 L CW 2545 O EHI 27 L %
.a—-

MOT7 7 AT TF—NY T " 2Ty NT—I R D7 74T 04— WL TE
KRG DO~=2 T VB L T EEN,

R NREALSE LTV SEAT. ,ﬂ'f-gfﬁjl:ljo)‘]‘ FEGEZBEHEDAEZ T TEEN,

* iptables ZFJH L TV A A1, /etc/sysconfig/iptables ZfmfE L £ T,
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LIFEMRER D7 7 A O —FITT, EHITIEOFEM OV TIL, 0S Ofeftd 5~
=a T NEZRLTIIZEN,

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -3j ACCEPT
-A INPUT -m state —--state NEW -m tcp -p tcp —--dport 443 -j ACCEPT
—-A INPUT -p udp -m udp --dport 6343 -7 ACCEPT

—-A INPUT -p udp -m udp —--dport 9995 -9 ACCEPT

-A INPUT -j REJECT --reject-with icmp-host-prohibited

—-A FORWARD -3j REJECT --reject-with icmp-host-prohibited

COMMIT

TREEANBEL L= T,
7 7 A NVORREZIL REE AT D7D iptables 1 —E A FHEEN L T 720,
* firewalld ZF]JH L TWA AT, RO L HiCa~wr REFITLET,

firewall-cmd --permanent —--add-port=443/tcp
firewall-cmd --permanent --add-port=6343/udp
firewall-cmd --permanent --add-port=9995/udp
firewall-cmd --reload

firewalld OFEHHIE OS DT o~ =T L ZSH L T EI,

4= o 4 e

27 Web H—/\—I|ZB89 5 EMZXTEZTITO

NFA @ Web H—/N— 2T 2 BIMOEEIZ DWW T L F 9,

271 WebH—/—O5OBEEEIKREE
NFA @ Web H— N— |2 20 72 EWMICHBEIRT 272D 0FEICHOWVWTHHL £
7,

NFA ® Web 22 YV — L2kt AT 7 A 7B L O Web — "— B FO@ER 71X, LT
DT 4 L7 FUICEREINET,

<SAL R =T 4 LY F1)s>/controller/tomcat/logs/

DT 4LV FUNOUTOaZIZonTIFHEECIEr—7—Y a Y BLOHIBRIZ SN E
A, HEIZIGEU T, cron 72 EZFIH L TvWea 72 BEIICHIBRT 2 L5 IR EL T
AR

localhost access log.yyyy-mm-dd.txt

catalina.yyyy-mm-dd.log
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yvyy-mm-dd 1%, NFA —_"—D HfT 2R LET, #ZIX, localhost access 10g.2016-0
4-01.txt |Z, 2016/4/1 D Web 2> Y —)VIZkT 57 782077 7 A4 L TT,

S
55 TE {51

UIFIE, 30 AU LB Licm 77 7 A v E BHRK 1 FFICF = v 7 LCHIBRT % cron 5%
EDBITT,

@ 1 = = % /usr/bin/find /opt/nec/nfa/controller/tomcat/logs/

-type f -regex '~.*\.[0-9]1+-[0-9]1+-[0-9]+\.\ (txt\]|log\)s"'
-mtime +30 -exec /bin/rm -f {} \;

cron D EICET 25X, OS DT H~v=o2 T L ESR L T &N,

o = —_—
28 IMSaOVHR—x2 FRIBADOEODETEZITS
IMS 22 R—3%> bEFIH L. #%0 NFA, F7-21%. NFA & NetvisorPro & OFAEM 29
HPEITAT I REICOWTHB L E T,

E

>k

IMS 2R —% 2 FEFH LAWEES. RREITIARETT,

IMS 2 AR—x MEFHATLHAE. LT3 DOREEZITWVET,

IMS 2 Y R—F> Oty b7 v
IMS =2 R— 2 h DA 2 A h—/LR> NFA 7> b OHRL & FF AT 5 720 DRGE £ 1TV &
R

FEAMIE. T'WebSAM Network Management Web =2 > Y —/L A X — KT w7 HA K| &%
LTSSV,

IMS = AR—F > b & OFEERE

IMS 2 AR—3 > N EEEET A 72D NFA IO EZ TV E T,
VTN A DI DFRE

IMS 2= AR =2 hD Web 2 Y — b, v T A AT, NFA O Web =2
V=)W IT 7 BATED X IITT D72 DDFRE %L NFA I TITWE T,

NFA ] C17 9 3% E 1L, LL R DFXE 7 7 A /v (controller.properties) & HH 35 Z & TITWET,

WET 74

<§F—X T4 L2 F1Js>/controller/conf/controller.properties

ek

s ERIET 7 AV (controller.properties) 23FAE L2 WGA L, FHUSIER L T 72 &0,
s BRIET 7 A /V (controller.properties) D EHTNAIL, NFA OH— X LEIFRFIZ KM SN E T,
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IMS 2 VR—3 2 k& DERFRE
FXIE 7 7 A /v (controller.properties) DLL FD/XT A —X —&fREL, EEXLTREFELET,
ims.application-instance-id = <manager id>

ims.msgqueue.host <ims ip address>
ims.msgqueue.port <port number>

<manager id>
IMS = AR —x > b3, BEgid 5D NFA ZilkBl 35720 ID #45E L 77,
ART A —H—F, IMS 2 R—F> MUDFEE T 7 A /v (ims-conf.ini) DFEEE & —E
SHLMERDHD £T,

<ims ip address>
IMS 2> R—F> hEA VA R—LT 5 —N"—DIPv4d 7 FLRAZHRELET,
IMS AV R—=R b& 7 FAZ VAT HIA VA=V LTWDLEEIE, 7T AZ TR
TLADTu—T 4T IPEEELET,

<port number>
IMS =22 7/R—% > k@ Message Queue & D ilfE THH T2 BER— FEFEZRELE
o
AKNRFGA=Z—Z, T 74N FOBER— FESGEZEELIZLAIC, BIENLEIZRY
3w I

A E P

ims.application-instance-id = nfall

ims.msgqueue.host 192.168.1.200
ims.msgqueue.port 28110

ST S D DRE
FXTE 7 7 A /v (controller.properties) DLL T D/XT A —X —%fFE L, EEXLTRGFLET,

ims.webserver.base-url = <ims web url>
ims.sso.enabled = <true| false>

<ims web url>
IMS 22 R—x 2 hAMEMET D Web 2>V — LT 7 ¥ AT 5728 URL Z48E L £
D
AFERE
ARG A= —F, 77U —BILRNFA NS T 7 AAHE7 URL 45 E T 2L ENH
U

<truelfalse>
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HowE AU AL

2.9

U TNY A U F L DENEE AT ENE I ELULTOL IR ELET,

o true: UMY A AL OBBWEE AN LET,

e false: U NY A A OEWEL B L ET,

ZZTIiE, Ttruel ZfEELET,

% el

ims.webserver.base-url = http://ims.nec.com
ims.sso.enabled =

H—EXFEHT S

true

AU A N ANIERIZETTHE, NFA DY —ERZEETAHZ LN TEXET,

NFA OH—¥E A%, ®@EHA 2 U7 b (System Vinit A2 V7 b)) ZEBEEITTHH. 0S 2H
EEITHZ & TEEITLZENTEET,

ZIZTIE, EEIRZ VT N EEITL Y —E R A2 ERT S HEAHHL E9,
1. root 2—H#—TNFA YV —R_R—ca /A LE7,

2. WOa<y REFETLT, h—v R8I LE4,

# /etc/init.d/nec-nfa-service start

EFICEB T L, ROXI A v e—VPRRRSNET,

» Red Hat Enterprise Linux 6 D&

Starting
Starting
Starting
Starting
Starting
Starting
Starting

systemdb:
eventdb:

controller:
web server:

flowdb:

log server:

collector:

— = — o/ — o

OK
OK
OK
OK
OK
OK
OK

[ U U U T}

H— b RFEBOTFT—F L T ARNEENTWATED EEITHIISET,

* Red Hat Enterprise Linux 7 D55

Starting nec-nfa-service

(via systemctl) :

EFICEB CE ol 7 m ' T,

[ oK 18Pz NG (&EFrRENFT,

3. Oa<wy REETLT. T—F a0 ARMHEENIEEI L TWAZ L 2R L ET,

# /etc/init.d/nec-nfa-service status

IEFIZEB) L TWD & | name (pid process id) is running 2%, %7 BERXTL|Z

FoRSNET,
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systemdb (pid 12340) is running...
eventdb (pid 12341) is running...
controller (pid 12342) is running...
web server (pid 12343) is running...
flowdb (pid 12344) is running...
logserver (pid 12345) is running...
collector (pid 12346) is running...

WD a<y REETL T, Web V—_"—DFHZ 1T R— RNV TWA Z & iR L
jz\é—o

# ss -an | grep 443

443 1Z, Web +—"—DF 7 /L hOHFLZ T AR — FEETT,

Web H— S—BEFITEB L TN5H &, RO K DI, 443 &R — k2% LISTEN (RAEIC
o TWET,

LISTEN 0 100 :::443 333w

EFIZEEH TE 2oz 84a, B2 —ERAEEFFOT T —L AR (67 X—) ) 25K
L. AL TL &,
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g 3=
AR F=ILEDIRERTE

NFA DA > A b= VARIZERBRETER E D TR OV TR L £,

EP/Y

3.1 Web =1 Y — V2T 272D DIEREZAT 9 oo 37
32 Web T2 Y —JUITT T E AT D et 40
33 VAT A DB R TE T D oo, 41
3.4 BT A B U ABIRERT D oo 43
35 TF AR—H —DHEEFZTE ZTT D oot 44
3.6 LB B ABIIT D oo 45
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31 Weba 2 V—IILZERTH-HDERZITD

Web 7 F 7 —735 NFA @ Web 2> Y — V2 FEAT 572D OUEfEEEICHOW T L
7,

Web =2 Y — L2 T 7 ® AT 5HHNZ, Web 7 7 U —AlOREEELZITOVET, ZNbDIE
HEIIFRAD 1 B TATHONERH Y 97,

311 HY—NnN—LtBHuEREET S
Web =2 > Y — L Z2#ET D~ & NFA — _"—Dg 2 —FH S H £,

Web =2 >V — /L EDOWE| & NFA — X—D LN AR —E7- L R EOFZANTNA TS
KO HZDGENHY £9,

EHBHIARTIC, Web =22 Y — L ZH#ET B~ v DG 2 . NFA — _"—c—FT 5 L9
WICHRELTL &N,

ER
NTP —bE AR E2RA L. FICHAOTNNR2NE LT Z a2 LET,

312 Web 750 —Dtxa ) T+ BELHRT D

NFA ® Web =22 Y — )L BT 572D 087, Web 77 UV —DtX 2 U7 0 iREIZD
WCRREA L £97,

Web 2> Y —/UZT 7B AT H7=0I121X, Web 77 7 —"C, JavaScript & Cookie 23 HZhiZ
ROTVWHMENRDY £,

PAR—=KF LTS Web 77 U H—(3, FIHIERE T JavaScript & Cookie |ZH N> TEHY |
Frpl ek R <HERT D2 ENTEET, REELZLE L TV LHAIXNFA 2T 25D
WY 72 EDNE D IR L T 72 &0,

F72. Windows Server C[EF¥a ) T4 BEDER]Z (%)) ICLTWHEHEIE [Windows
Server CORRE (39 X—) ] ORENDMAL D £,

Internet Explorer M &% E f#:2

Internet Explorer DX EMERRIIA VX —F v N T a X A7 vV T{TWE T, Internet
Explorer Ol ETAIt+T F—%f L, RINTZA=2—NB[A A=y FF+ T3
VIEER L TLEEN, K4 7 ORI ETFMEIZ OV T, Internet Explorer (D~/L 7 %
ZRL TSN,

s [BFaVT11¥7
- EEBEAYA b ~OBE
NFA $—/3—® URL %, ME#HFEAYA b (128K LET,
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EVbk
MEFHE YA b IS8 LT R0 EE 1T, NFA — =708 THIlRA & ) 91 F LS
(SN D L OITREZITo TLIEEW,

- JavaScript DA %1t

EHEFE AT A ) DILRIVDARERALX]|T, [FI9T147 ROV T R ORE
N TEINZT D] 18> TWAHZ & &R LET,

s [FIANRY—15T
NFA 4 —R_R—DFETBH ) —r BN [ X —F > b OEA. Cookic #7KiET A7
o TWNWDHZ LEMRLTITEIN,
Bk
- NFAV—N—DRTEHY—r» EEELTA N FiF Ia—IVv A b TRy M)
DA, Cookie 17 m v 7 ENEHA,

- NFA YV —R—DET25—rn [HRMAEZYA N OFE. Cookie lTFIZT 2 v 7 S
. Web 2V — UIERTEX A,

&

R
b

Mozilla Firefox )& EFEER

Mozilla Firefox DA 7 3 a V% E M CHER ZITWE T, sEMARRE FIEIC >V T,
Mozilla Firefox D~V 7 ZHM 1L T 72 &0,

s [FTAN—]x

[BE)DORE T, 1 F0rBEBITE 72 Cookie ZIRIFT DREICR>TWND Z & Zfife
W LET,

Google Chrome D&% EHER

Google Chrome D% E i CHERZITWVWET, HE FHO[FHREEZRR|Z7 U v 7 L,
[T3ANY—18 7 arvp[aVTIOYDEEIRL 27 ) v I LET, Br&hizay
TUYDEREXAT O THEREIT) ZENTEET, FEMAREE TIAIZ OV T, Google
Chrome D~V 72 S L T IEE0,

* [Cookie]

Cookie ZPRFT DREIC/L>TND Z & ZHEE L E T,
* [JavaScript]

JavaScript DFETNFHFA SN TWNDH T L AfERLET,
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Windows Server TN E

(X)) T4RIEDER ) (H) ICLTWEEAIE. A2 —Ry N F T arZA47T
1 7 OEET, EHEFEAY A ) IC labout:blank| ZiBINL TL &0,

3.1.3 Web 7594 —|Z SSL —/N\—ifBAE %4 Vi R—F+9 5
NFA 27 7B AT 572D B 72 SSL h— "—FEAELZ, Web 77 U —|{Z A4 KR —FL
ESc I
% SSL $r— " —FEHEIC A CBL R AR L2 h A, fEU#EE Web 77 7 —(C
A VR—=FrTBHZET, NFAILERBIZT 7 BATHZ ENTEET,

EVE
FEAHICHAEZAFRITLTH S 9 BATYH ., AT L > TE, Web 75 7 HF—IZZREER DL — K
HHEA A LR— N THEY EBERLLIEANH Y FT, FOBRAIE. FHIH O ORI
TLIEEY,

ATE
AEEA Web 7 7 W —124 VAR — M, BENHTHLREDOE E TR T 5 &, Internet
Explorer Ti&, FAUZ, RNIEEWE(S—IUDRERTERN-720  Hif EOBIERITZ 2072 £)H
FHELET, GEAELZ A A —FLT, FIATAZ L 2R L £9,

* Internet Explorer 335 & O¥ Google Chrome D 35451%, LA F O FNAZ Fhii L £ 37,

1. TA.1 nfa ssl keytool (62 X—37)] D exportcert I~¥>2 KT, A AR — hH[HE
7RREE (cer 7 7 A V) BAERK L E T,

2. nfa ssl keytool exportcert CERK L7ZREHIET 7 A /L% Web 7 7 U —)
ET o~y ETETIALI Y v 7 LET,

3. RRSNIGEHEFEZA T 7T, [(EAEDA YA M=K Z 22 ) v 7 LE

B
BERAEDA Vv R— b4 F—FIBRERINET, [(RNRZ &7V v I LE
R

4. RERABZINTRORFICEBT S| 2RRL, BRIFXY 227 v/ L%
B

5. GEER FT ORI A T 7T, MEH S hioL— FEFAEER ] 23R L,
OK|IRZ %27 Yy 7 LET,

6. [RANIREZHT Y v 7 LET,
7. [BTIRZE27 Y w7 LET,

8. HUBADYD, X2 )T 4 BENFRINETN, ([KWARZ %270 v 7
Li‘aﬁo
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ELLAVR—FrENFELELE W) XA T a rRnE IR, GEHEDA VAR — MIsSE
TTY,
s Mozilla Firefox D343, LFOFNEEZ £ LT,
1. Web 77 ¥ —TLLTFOURLIZTZ7E®ALET,
https://<NFA H—/3—D N A A >4 (FQDN)>/nfa/
ek
URL [Z487E L7z NFA — 83— K A A 2 (FQDNWI % L C. 4 Hiffk 2 nlfE /R BREE
THHIVENRHD FI,

BRI TIIRVWEDEENRRINET,

2. [E5—RABIAZ &7 )y s L, RIS BisE_mAs» %270 v 7 L%
EE

3. BF 2 U T 4 BSOS AT 0T, [(RELUES ZOBNZBRIZT S
Fx2v I PNonH I LaWRO LT, [EFaVTABNERRBIR 27 ) v
L/i‘é’—o
A EE
X2 VT 4 IS ZIENT HEE BT DREAEOHNANE LW &2 L <HERED L
TETLTIESN,

17 A CEEAFRR SIAUT, GEHEDA R — MIET TY,

32 Weba>V—)VIZT7 VRIS

Web 75 7 —76 NFA O Web =2 > Y — )U|ZHEki 1 A FIEIZHOWTHH LE T,

HENC 3.1 Web 2 Y — V2T AH7-00%EHE2ITH (37 2—) | I[ZEH D, Web 7

T —DBREEITo THBLLERH Y 9,

Web 2 Y — LT 78 AT 57012, LFOFEEZEITLET,

1. Web 77 UH—TLLFDURL ZfEEL, Web 2>V —/LDOu 7 A HEH%iLHE) L £
‘gAO
https://<NFA H—/3—@ R A A 4 (FQDN)>/nfa/
RA 44 (FQDN) I&, SSL % — "N—3EBED/ERIFIZ AT LT A RN —F L TS 4%
ERHYFT, —~ELTWARWES, RIERIEHEL L TEENRFRINET,
EVE
Web 2V — LT 72T 57-I121%. URLIZFEE LT NFA IV — R_R—D KA A 4
(FQDN)IZxf L C, £ARIERDAIRERRIE CTHHAMENRH Y £,
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2. a—W—H NRRTU—KEANL, Web 2V —nicu /A LET,
W ——41% Tadmin), #JH/ 2T — FiL password) T,
Web 2 Y —~Du A UPRTDHE =P =T LICRE LY v ¥ 2R — Nz
ZRLET,
AER
* WebarV—i~orrsAr BRI #ECEATLIEEFHLZUNIRLET,
- FElR 7 A cIC, %7, admin 2 — P —D/RRAT— REET LT IZEN,

SRAV— ROEFE L, Wit EoFHEAREIR S o b FoR S5 HAGRE B T
WET,

- NFA OFREFMOBIECEI, BE, HIFR: %, BED Web =22 Y — LV CRIBFFHIIT
ZLirTcEEEA,

- WebaryV—za A4 LTHo 30 oMMLBEL > Ga8X. BEiTr /7
FL., ROBIEDHZ A I /Tl A L EmICERLET,
72720, FyvadR—REHE., =7 AR—Z—45ER, X2 b —EBE@IZBWVT,
BRI, 145, 540, 15000 FRnEiRE L TWAEa1, BEicou s 7y b
IHAThhEREA,

e IMS VAR —RU FDWeb 2V — LD TNV AT BHEEHENILTNVBIEED

EEFEALFIRLET,

- IMS U AHR—FY MIBWT, NFA LA—4 D2 —F—%2XF L TEBLERH Y F
T, A= D2—PF— |2 L TDI, S TN A T NEMNCEEL £,

- m A UBRITRBWT, NFA O Web =12V —/LIC%kd 5 URL ZFEEL TWTH, IMS =
VIR—FX L RO Web oV —roual A UVEHENRRINET, 27 A BT 5
L. BEIMIC, NFA O Web =22 Y — L IHEICER L E T,

- IMS IR —FR 2 FAMELIE L TWAIREETIZ. NFA D Web =22 Y — LT 7 B A T& 7
WIEERHD FET, Z0HEAE1TZ. LLTO URL Z3FE LT, NFA @ Web = > Y — L%t
Toras A vEEEERNL, 27 A4 LTLTEEN,

https://<NFA H—/3—® R X A 4 (FQDN)>/nfa/login

Ny — M isr SLeo 2 20 S

3.3 VATLNDIREHZRTEZ1TO
BHMBOT T AR—F—EFR (=7 AR—F—, BIOETDA X —T = A ZADIER) %
NFA [ZBGET DENI T TR ARE | REXRTEICHO VT LE T,
NFA OF 7+ /)L FOFRETIE, KADT 7 AR—H —hb 7 —{ERE22ETAHL, O
JAR—Z —FHR (I AR—F—BILOA, F—T = ADER) ZHETHEFHE L E T,
TDEE, AV H—T 2 A AT ADOEY Y CTHEY BRI TV ET,
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EVb

T HROZERICE 7 AR —FRZ2HBER LRV L) ICREST 22 b TEEY, 2
DEERERORY —IF, REREBEORE TS Y, RESRERHHEZMIZE, [YATLA
EHE>BERE|Z7 ) v LET,

=0 AN — 2 — R A BTRET H B, NFA 1. U FOW#E ABICIUE L, =7 2K —
L LB L E T

* T J AR—HF—0D DNS D4 HEi (FQDN)
* TJ AR—HF—@ SNMP ED4Hi (sysName)
© AU H—T A ADLH] (itName)

FQDN D1ff#(%, NFA H— — DA FIEREREIZIE> T, =7 AR—F—DIP T KL A%

L, BAFLET,

sysName, 5 & OV ifName (2D TlE, SNMP fFHIUEGE/ ST A —% —DF 7 4 /L MEZ & & )
COBEELTEBLZET, ZDO/NT A= —TO SNMP i#fEIZ LV, =7 AR —F—D MIB
OIFREIELET,

Z ZTlX. SNMP [EHEG T A —F —DF 7 /)L MEZERETHFIEAZFHHAL £,
AEEZ FEfET DR, EHEREOT 7 AR —Z —|ZHEL TS SNMP /XT XA —H—D
EEHERLTBWNTLLZEWN

EVE

BB ICEE T 2= 7 AR —% —D SNMP /35 A —#% —(SNMP "— 5 | H— N &5,
SNMP = X =2 =7 4 Z)DEIC DWW T, EARE TH— LI TREL T Z 2/ L £,

1. BREGREREZFRLET,
[YRATLEB-BRERE|Z7 U v 7 LET,
2. [T RR—Z—GHBMB/IATA—F—|OFATMICH L, =7 AR—F — DK
LRCEEEELET,
« [SNMP /A—< 3 V]
TNET A= a—(1]/[2)P IR ET, 7 74/ MEIX[2c]TT,
o [R—FES]

0~65535 O T AT EH/ELET, T 74/ MEX l161) TJ, SNMP
DOR— +HFIL, —AICiE, M6l #FIHL F4,

« [SNMP 23X a=F 4]

BRSCTFHIL 255 LTFT, UTOXTFAHEBETHIENTEET, 774/ ME
I% lpublic] T,

S
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- AR R—R
- UToRs
P"#S % &' () *+,-./5<=>2@[\]"_"{]}~
3. RENEZMRL, (REFIAZ %2270 v 7 LET,

34 HESAELIREEIFTH
BT A B AZHENT DFNECOWTIRA L 97,

HANZ, BT 57/ B A —nd#ichiza— FU— FEFGEHKZ Folc8igE L TRy
TLIZEW,

"7 A2 AOKEIT, LLTFO 3 SOFIETITNET,
1. A48 AF—D%KE
2. a— RU— RETERO~Da— KU — ROREITIKIHE
3. 22— KU — FOXE
Z 0 3 OOFNEIT T D FEM LB EFIRIC DWW TR L £7,
1. 4BV AXF—2XGFELET,
a. A BUABBEEER T LET,
[VRATLEBP> (A RBEZ7 U v 7 LET,
b. [FAEVRBMAL %2V w7 LET,
TA & ADOBIMNBEHIRRSNET,
c. A—RNU— FHFEHRICTEHENTZRBE, T2 2AF—2 AN LET,
d. ANEZHRL., (BRIAZ %22 v 7 LET,

BELEINIEFICTE T2 &, A4 A0BNMERmO[A—K7— KREFa1—
Filca— RU— RHFEa— RRERRINET,

2. a— RU— FORITHFFELITVET,
KRINTca—RU—RHGEa—RF2EH LT, 2— U — FEITHFEZITVET,
HEETEOREMT, = — FU— FEFARICER S TOET,

EVbk

a— RU— FHFEa— &, T4 B2 ZABEBME CHE T A o 23— R 2 o %
27Uy TBH LT, BERRTEET,

a— RFU— RiE, HENSEAURNICES S ET,
3. I—=FU—=FZEHELET,
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a. TABUABEEE T, META L AF—DEA—RFI— F&E R ¥ %7
Uy 27 LET,
a— RU— ROBEEEEAFR S ES,

b. [A—FKI9—FIICAFL/Za—FKUY—FEAHLET,

c. ANNEZHREL, [BRIRF V%227V 7 LET,

HEIVB N IER IS T 5 & T4 B ARBEEICRY £, S 2F%—
D—EDOURHETA L AF—DRE]OE TN, [A—F7— FEFHEHIE
Dol Z LR LT 7TESNY,

35 TV RKR—A—DEEAEEETITS
I AR—Z —OIEBEMHEZLE L, NetFlow, IPFIX X sFlow f5#H & NFA ([Zk~72 0 |
SNMP CTHE#A TG TE L L 9ICLET,
NFA L=V AR —=F—=nH D7 a—EREED D ITIX ROFELE =7 AR—F —4iE LT
1TOVERDHD £7,
* NetFlow, IPFIX % 721% sFlow 1% NFA H—/3—|Z 1%/
* SNMP (2 X 1 WBUS 2 A0 T D
BARR 2R E BT, o7 AR—F —DHE~=2 T LV EBR LTI EEW,
LATIS, 2 CROEN LB H OB AT L7,
1. 7a—I{EROEEFEE NFA »—_R—DIP 7 FLAICRELET, 72, EELER—

- L

&5 % . NetFlow, IPFIX O3¥FE1% 9995 12, sFlow DAL 6343 ITREL 9,
EVF

252 #EPFATHHER—-FNESFEEFTL (27 2—) ] OFNET NetFlow, IPFIX
X sFlow DGR — FEFEEFE L TWAEEIL, BREZOFR— FEFIZAE DT TEEHAO
REEIToTLIEE N,

IV

ERA S

(it
aup
W

2. WG L T, A X —7 A AD ifIndex % [EEL (Fifi) TR EEITWVET,

T AR —ZHEETDLHE, =7 AR—F—DHERIC L - T, otrstgo A
X —7 = A AZKHET 5 iflndex DIENZALT D560 HY 3, ZOHA. NFA T
X, S EITOA v 2 —T 2 A4 ZADEENE LLAITARWED, SHER L ELL#R
IRTHZEMNTE R 720 9,

ZOEI BT AR—FZ—IZOWTIE, BEIK LA F—7 =4 AD iflndex & rfF
THIIITHEEITo TLTEEW,

Cisco IOS IZBIF D=7« 7 H:

(config) # snmp-server ifindex persist
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NetFlow. IPFIX DEAIE. 77574 7708 —DF v v aZ A LT 7 Mo 1 DI EE
LET,

Cisco IOS (ZF1F D a7 ¢ 7l

(config)# ip flow-cache timeout active 1

sFlow D& 1E, Ao —H o A EETA0EY 1 HICRELET,
NEC UNIVERGE IP8800/S 'V — X2 5 =27 4 7 Hi:

(config) # sflow polling-interval 60

HED SNMP N —T 2 & | £0F 2 ICHETELET,

HEEDO SNMP Get DA 2 =7 4 L H R ELFET,

36 1—H—%EMNMT S

HRUZ 22— — 283 2 FIEIC OV TR L £,

1.

2.
3.

a— W —EHER R R LET,
[SRTLEBPA—Y—BB|Z27 ) v/ LET,
a—YP—D—EoORBRMARZ L E 7Y v LET,
FoR SN — =B CE R E R RE L ET,
« [A—Y—4A]

NFA N T—EIZHI TE 22—V —DLARIZfHE LET, AT HIL 32 XF
TY, fEEWRRRITIEL. AT, " 7). Ty F—"—(), Ry k
(). THRA BT £()TT,

© [RTA]

W EOFRRHADO L= —DLARTEEEDOLFTRE LET, AT 32
XFTY, LHBIOERRICEFAANRN—RERETH I LITTEERA,

AW LT-HAIL, [A—F—R|CTHRE L4z Fra E L THEHLET,
o [#IE1/RR 77— F]

BikT 52— —DOPANRRAT—REHELET, U TFTOXFEMAAEDET,
832 LFDOLTFTHTIHELET,
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- R RR— R
- UToRs
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s SR —FBEAN]
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« [POEARLARL
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LET,
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NFA @ Web =1 > Y — )L OERIZ DOWTEA L9,

NFA @ Web =12 Y — L%, (¥ 4-1 Web =t Y — /L ORERE (48 ~X—30) | Tond fHIE CTHE
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K41 Web avV—ILDWEE

24 h)b’ﬁﬁi‘éﬁ

Wi Lk

B S A AR I Na— R — ROKERNE TR T A v — % LB TN

LT@%LETO

A A= 1—%EHE
BA=ma—, BERE v E2F R LET,
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- [@ad7y R s
Web 22 Y —Anbur 7o MLET,

HJ A= 1 —4EE

BIRLTICAA A= 2 —ICRT OV T A= =02 5LAICE R LET,

3 AN TR IR
BRI BET 2R AN EORECHT 5= —7 oM famm L £,

HRe iR E R

BIRLTIZAA v Ama— YT Ao a—CEbE T FlEEE £R LET,
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4 AAREME

4.2

7w A —5EE

BEBHE L T D NFA ONX—T g UIFRSa ' —F 4 FOFEREZFRLET,

D4y FDFESE
Ky aRh— REEB O AR—F —0rEiE Tk, @5 ROk~ 72 ot L2 E
T4V 2y FELTERLET, TZTEHENFARYR— T 0=y O
WZOWTREBH L £,

VAV Y MEIETRTIOINENORELS 3ODHA TIHHTHZLNTEET,

NIRRT S ORTEAT

ITRERE LC, feEHfcB U 2K HEE OBEEOHB ZIINGR T 7 7 CERRLET, £
7o, —EERRT, BEYMICBIT2SEHEE OWEEDIEM 2R LE T, @{EEO AL
bps £721%, pps ZHEIRTHZ ENTEET,

UFTOU 4Ty NRZOXATIZRBLET,
s BEESNTTVA4TV=v b

xK41 BEEFWTI4Pzv b
214> xy FDESE B1L)]

T AR—H — BEEOEZ NI AR—F—%F R LET,

T AR—Z—DBERIL., TOTT AR—=F—=1FoA
VHE—T 2 ADBREEOEFHETT,

ANIJAZ—T A A ASTMOBEREDLZ NS, X —T =2 AEERLET,
HhA B =T AR HAOBIERDZNA o H—T = A TR LET,

© HEE, skt 4 Y v b
®4-2 EfER, BESHFI4Cz Y b
V4 Pz FDER EhEA

PETLIPT LA @%b\ BETIPT FLAZERLET,

= %W@%r IBWT, EETIP 7 RL AL, &
% WCHIVRZ D EnTEET,

ZSEHRIP T RLAEFRLET,

i
Vv MNOFERIZBWT, 360 IP T RL A, A&
FRICHIVEZ 5 Z LN TEET,

A R I HWEEOZWI A= a QA OBE)EF R LE

S5 IP T RLA EIE
%

b}

T4V y FNOERIZBWT, @EEITY 250 R
RALBRDIPT FLRIT, AR MERICHIVEZHZ &

NTxFET,

EETLTTZ RRA v T —7 BEEBEODZWEE LT RRA LV NIV —T52FR R LE
To

SeSeT s RARA v NI A—TF BEEOZ VLT RARA v NIV —T R LET,
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42y bDIESH B
E{E 0 AS EIE D\ %5 5t AS(Autonomous System) % Fx L E T,
AS IIFE S TRRLET,
365 AS EE mDZ\SEE AS(Autonomous System) & Frr L E T,
AS IIF S TRRLET,

T T T ITRREATOTI 42y hOARA—=U% (42 T T o7 7R R-EZATD
Y4z b (51— IR LET,

Skbps =

IKbps
MDG-M
e N s s " D <
0 bps

T T T 1
03 PM 03:05 03:10

'.-...___--__-----“M

ﬂ:::::&-::am

r T T T 1
03 PM 03:05 03:10

No. EETIPF FL-Z BiEE
N 192.168.20.254 3.5 Kbps
N> 192.168.10.220 1.4 Kbps
K 172.17.0.54 733.9 bps
N 192.168.10.254 733.9 bps
Hs 192.168.10.1 733.9 bps

42 FhBTSTRRIATOY4 STy b

MJZ /NI 5 IRREAT
IONTFEREM 7 T 7 ETTTIMR T 7 7D EL LN TRRTH I ENTEET,
- W77z
FBEHMICET 2 EE OlEES, 2EOBERITH L ENL 5VOEIEE ED T

LO0EFRLET, £, —EERRT, fEMMICK T 285 E Ol(E EDNEA & 3%
ALET, BEEOHAIL, bytes £721%. packets ZHEIRTHZ ENTEET,
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4T AAHEME

rp 7= =7

SIFTRER L LT, fRESIRHIC
T, £, ~EERT, fBEHIRHIC

B 52KHEHOWEEEOHBE IS 7 7 TFRRLE
B A2EEHOBEEDOIEMZFRLET, BEE

DHNLIL, bps F721X, pps ZBINT HZ LN TEXET,

LFDODT 4=y 3z

DEAFIZB/LET,

#£4-3 ATSITHFNBTSIREREA T4y k

21Ty FDOEHR L
7TV =y ay WEEOZNT TV r—varEFRRLET,
IP 71 k=L WEEOZLNIP Fo b aLi2FRLET,
DSCP WERDZDSCP EAZ RR L ET,

7SI 7N T TRREATDT 4Py hDOAA—D% (K43 17T 707
IR LET,

FIRREATDOT 4z b (52 =) |

BOSORE YT

VM@

48

[HE o M [

Ma FAUb—2a &4 T FhM T AEm sy
T — 15.4 K W1 =mp 6.9 Mitrtes 4550 %
B  caece 51 Kops Wz oalced 2.8 WMtrytes 1865 %
[ E o 16881 bps W3 sow T6.2 Kiytes 051 %
[ Capsa ot 153.3 bps W apwag-conts 9.0 Kiytes 047 %
Hs -t 12530ps | | S aOMIRD 554 Kiytes 03 %
W ToE 4.9 Mbytes 106 %

K 4-3 ATS7HANBT S IRTREATOI4Szy +

—ERTYA4T

EERDUC B D E T TR R LET,

LFDOD 4=y hnZ

DEAFIT)BLUET,

®a4-4 —HERTREATOI4Pz Yk

4Tz FOEH

SR

AL RTT— b

BAEREFOT 77— XU MEFRRLET,

—ERRAATDOI 4y hOA ATk (X 44 —

N=U) ] IRLETS,

ERRAATDOT 4y b (53
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4.3

4.3.1

e

L a2l

1 2017-03-17
1522702

5EE

I 2017-02-17
15227:02

2017-03-17
ﬁ 15:16:03

4Ty bEEET D

IP28-52430_1:
GigabitEther 01

2215 : GEOA

BRI

IP38-52430_1:
GigabitEther 0/5

15—

NE

IE{EEH50 bpsrEE2OE
BLFELR. BEE-
0466.8 bps, JO—%# =&
Ex T B = IIL—T
ITIEA

EEEH 50 bpsEES2OE
BlLELE. BER-
11825.5 bps, JO—5& =%
ExT> FliA > FIIL—TF
FIEA

EEEH 400 bps i EE5EEE
BlLELE. BEE-=
404933 bps, JO—FH=F
FUs—=3 % ntip

5 [v]

H4-4 —ERREATDI4Pzy b

WA 7RpmE2A 7, BXO, W3 7NET T 7R REALATOT =y Mk

LT, FUAZ TG FRE A DT 4 V2 Y 7 RROBIEPT A E T

TN T Z 7 FRREA T FTIHT T 7N T T 7 FRZ A TR T T 7 TER
L7442y NTlE, T T7DR—0A UERDITZET,

Flo, TURRA L FOEREZIPT FLATERTDOV 4V y MZEWTEL, IPT N
ADIRA NEMFTRPITAE T,

M7 S /0BT T 7FREATDT 4Py M LTIE, 797520277 771345

W T 7 TRRTDHZENTEET,

eV

BRI IRTRIRY L &7 Vv THEMTT7, [ATZIRRIRZ 27 ) v 35807 T

ZIZEID b £7,

FUILTD %

—

T2

TR T T 7R TEBLIOH T T 7N T 7 7R EZATDODT 4=y MZEW
T, —BICHERRTIHEHADY 7% 7Y w7 L, MOV IABRZIT> TV ZENT

XFET, ZIZTIE, ZOEREFRIRIZOW TR LET,

Hyvaf— FEEICERT LY 4 Y=y ML 217> T IEEP, =7 X
AN — & =Gy T O HTHRERATKT Ly BRI ETY 4 v Z =R 2B L T &E e

GEICABRIEZIT O E T,
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1.

2.

HMRY 4 V=Y FO—RFIRETHADY 2727 v 7 LET,
ek

Ky aR— REHEOEBRE ) AR—F2—IZHTD5T7 4V =y NLEIELIZEEE. o0
HNBOLT T AR—H— BILO, A v F—T 2 AL ERTHE-ODOEmHEERLET, 2
DL, R ROT I AR—H— H LI, /v X—T =2 A% 7 ) v 7 CENLE
—g—o

T AR—=Z =GR DO[ T 4 WE—FHNZ 7 ) v 7 LEZEANBINENET,

IHTRERDERF SN2 L AR LT IZE 0,

yR1EH
Koy aR— REENS, TSR L —%—] OA v F—T x4 R [0/1) ZHENDEET
IP7 KL & 1192.168.1.100] OEEE RUNAX TS5 T 385 0O8IEFR 2L IR LE

‘g—o

1.

Ko aR—FRBEO EETIPT RLA] O 4=y hnb, EETLIPT FL
2 1192.168.1.100) oV 7 %27 ) v 7 LE7,
T AR—Z = HTHEEISERS L, [PRREOEFE—E| NS nET,

ZDEE, [F4NE2—FHETIT. BETIP T FL A= 1192.168.1.100] 2 87E S,
[SHAFROER—E|CIT. ZOFRMICHYT I 7 —2EHL TSI T AR —
A—BLIOA B —T A ADLFTE FOBEENEREINET,

[ REDEFE—E] T, AR, —2—] O H—T A A 0/1] DY T %
70 w7 LET,

T AR—FZ—HTEEIZIE, UTOFRMBICEZYT 270 —2 0T 58D 1
Ty FRERINET,
[HERITH AR—42—]

WSy — & —

[RESE2—T A X]
0/1

[Z 1 IL32—%#]
EETLIP T KL A= 1192.168.1.100 ]
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432 U5 7DRFREBZ 742 TT 5

TN T TRRIATBLOMN T T 7T 7 7RREAT DY 4 V= v b T,
74N T OEREER FIV % Z L T BEDEREHE O — AR RN RN T D 2 L
MNTEET, ZI2TE, TOREFIRICONTHIILET,

AEIEIZ, TopN FRD 9 LO—HDOIHA 2 —FFANICERRIC L, EH LIEWIHE OR 2%
LTI 7727109 < LEWSEIZITVWET,

B 21X, Top20 OFRRITK L, 102225 20 (O H & el L7 WEEIT, 1 b 9firE
TOHAZBRIL T T 72 /A< LET,

. B4 P2y bO[TI4NE—EIRZ %27 v 7 LET,

2. NIRRT A NE N THEAT T T ONRMPHEBEOF =y IRy 7 A A 7121,
SRR B L E T,

3. [OKIRNZ %2 )y r L, 742 —fREZRMLET,
U4 Yy FORTFHNENENLET,
s IR T TRREA T DT 4V NOYE
SINTRIG DB DI B L ET,
s M7 IZ7MNMT T TRRIATOU 4 V= FOBE
ST R OIER OB OEE BICSHT HEEDFRRICE L ET,

433 FINBI S TDRTER—LA 2T B
WIS T T EREAT DY 4 Py MIBWT, IBEMRB O E RTHIR S T 7 O
MR D5 2 LT, VT 7R IKERTH LM TEET, 22 Tlk, ZOERETFIEICH
WTHBI L ET,
AR, RIKOFETRRE CIRE L=/ T 7 OFor BB O T, B ICRRIEZ 578 LT,
757 mERFR UET, BERIOFEM 2 LR LM< BB LTV & 7B A I AR
ERATONET,
1. TRIOEEKEF RTINS T 7(Lor L7 Z— LIS 2 IR L £,
2. Lo URLVIEA—DEEDII—YNVERT vy T& Ku vy TTEBE) L, REENE 2R L
\iﬁ‘\o
FoRMLE A S B ICTHET 250130 FOBER TV ET,
s LUVRLIE—DEEDH =Y NE KTy J& Ry T TBEI L, IR
BLUET,
Ly UL —DRETY T4 R v /& Fuy 7 L, KffliEE K% B8 S
30
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4T AAREME

s LUVRL A —DIREC Y THE Y v UCHIRREE MR L. B L < B
We2 K7y 7&Ky 7 THRELET,

EVbk

- BEREIEEOMERRIL. LB LI F—DEAD T — VY IILDREERITRY 1T,
Lok L7 2 —NT, R7v7&Kay 7OBETHBIEDIRTE 21T &,
N, I—YLRFRENET,

- ERE T 2RI, BICEmSA o) T A KT v /LT, EE 2R E TS
ZEbTEET,

FOTN# T T 7 OFRE2IRE LR TIERF RSN ET, o, ~HIFERTL8E
B, BLOZDIEMIZHOW T HIRE L-#PHIC T 2 fFM TR R L ET,

434 IP7 FLARTERRA FEARRICE#RT D

T KRR FOFRE P T RVATRRT DU 4 Ve y MIBWT, RT 50 FR
AL FDIPT RLVARAZRA NGQIZEB L ERTHIENTEET, 22 TlE, TOHRIET
JIEIZ DWW TR L E 9,

TURRA L NERTIP T RV AZRA NICERT H7-DITIE, = FARA  FOKRA
4 & IP 7 KL A% EH$ 5 DNS(Domain Name System)(Zxf L, NFA 23R > kU —727 &4
LTHRAMZRWEDE TELRETCHLIVLEND Y £7,

ek

o DNSIZEGFEINTWRWNWIZ Y RIRA v MZOWTIE, A M OWEDOEDRTZ W=D,
AEEEITH>TCHIP T RLAFROFEFITRY £9,

© ABETEMSNDAA M, REEZEZE LR R TORR M TR HdRo
7 n—{EHRE SR LI2RFRIZ DNS 22 B HUG L7 AR A M4 T, 20720, i EOBE RN %
I DHEIC, YR EBIEDRA FARERR STV LHEIE, YRFORA M TERRLE
—é‘O

REEEFER T D Z & T, BIEOTY RBRA v FORWAE TORT < A2 £9,
. BV 4y FO[RAMERRR|RZ 227U v LET,
2. TURKAYRNERTIPT RLABKA MIZELLET,

WiLU 4 Vxy NO—BRRES AR L T IEE0,

AER

RA NLFTRICEW LA, =7 AR—F—SHEE~D ) 7 13FRENEHE A,

TDIPT RUARRICRTHEIE, IP7 FLARRIRZ %27 ) v 7 LET,
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B4 AARHEME

44 BEAKREONBTZEFHIT S
NFA O Web 2>V — a4y Lica—H%—RNEaH0on /A4 N AU— RKegira—
PR e FHT LD FIEICOWTIA L 97,

EVk
[A—HF—&]. BLO. [ZP2EALRLIZONWTIE, BHFTDHZENTEEEA,

1. EAREE R %7 LET,
A A= a—EROEBMEAREI RS w227 Y v LET,
2. FRENMMABREHE CHNELLEELET,
[RTR4A]

B L OFRIRPAO 2 —HF—DAHT 2 EE O FTHE LE ¥, RRICFEIT 32
XFTY, BHBLORRIEMAR-ZAZIET L2 Z LI TE £ A,

B LG A 1, [A—Y—R)CTHRELZARER A E LTHEHALET,
[TI24NW DSy aR—F]
A LTIZRIS, BINCRRT DX v v adh— REROARTZEIRLET,

o [IRRT—FZEE]
Frv IRy s AL, [IBISRT— RIICBED S AT — REHE L E
ED

[B/AARXT— R, BELO, RRT—FBARMICIZ, HrLW SR TU— REHEE
LE7,

NAT— KL, BLFOXFEMAGDET, 832 LFOXLTETHREL T,
- CEARET
- CEAANR—R
- UToORE
P"#$% &' () *¥+,-./5<=>2@[\]"_"{]}~
3. EHEANREZMRL, [OKIRZ 227U v 7 LET,
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7yvITTL—F

NFA O 7 v 77 L— RFNEIZ DWW TR L £97,

EP/Y

5l T S T T R 0T D ettt 59
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BSE Ty TL—F

5.1

-

Y TTL— KT B

Ty T —=RIZED, WA= g UMb RNV a U~ SR E T,

AVAR=NAT 4 TIZWNEFEENTWDEAL A —T%FEITLNFAZT v 77 L —FRLZE

RS

1.

CD-ROM RT7A4 TNWZA VA =N AT 4T &AL, CD-ROM &~ b LET,

ZZTliE, CD-ROM O~ hihA ¥ M % /media & LCHBA L £7, BOLGETIC~
v b L7EGEIT, WEHGAEZ T I,

T w77 L— RHEIZ, NFA OV —E 2 %2E L LET,

# /etc/init.d/nec-nfa-service stop

DA~ FEFTLT, A VA P—F—2EELET,

# /media/NFA/Linux/nfa-upgrade

RKRSNIN=VarFuraiRdl, 7y 77— Fehn L £,

Ty T L— RO g U
y 2 ANJJ L Enter

BHEBE T L R —F v FOBUED =T 3 UL,
FEO[IHICFERENET, X—Ya U FBLICHEVLDAR T,
F—EMLET,

Network Flow Analyzer version 2.0.0-2 Upgrade Installer

————— Confirmation —-—-———————=—"—"—"—"—"—"—"—————
Controller : 1.1.0-5 -> [ 2.0.0-2 ]
Collector : 1.1.0-5 -> [ 2.0.0-2 ]

Is it OK to upgrade? (y/n): y

yEANNTDHE A A M= VRSN ET,
nZ ANTDHE, A A M= VREITTIESNET,

WD A v E—OBRERENIUL, T v 77 L— ROBAIESET T,

Upgrading controller ...
Upgrading collector

done
. done

T T— MUEORP T T =R BAE LGS, =279 — A v —URNERENET, =
TF—RAob—UNEKREINTEZHEAITE, Bl A VA =T —FfTHREOT T — L 5K (66 =2—
D) EBEL, ML EITo T TIEE N,

WH%IZ, NFA OV —E 2 ZEE X T 770,

# /etc/init.d/nec-nfa-service start
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FTEE TUA A=)V

FO6E
ToA VA=

NFA #7 oA v A =T B FNEICOWTEB LE T,

EP/Y

R AV G S Ny P e s Ly R Ay = B 5 DO OSSO 61
R Ry N G Sl N SRS ORRRRR 61
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HeE TLA LA =)L

6.1 FoA A M—NIZBITAXTEEIE

NFA Z7 oA A M= LT HBOFEFEIZOWTHA L £,

By

DT A A M=, FIZ rpm —e a7 R TITWET,

AVAN=NT 4L N ET—ET 4 LT N BT TA A =L LTWHA,
rpm —e A< RTET—H#T 4 L7 FUIFHIBRESNEH A, Bk, TEITHIFRT D4
BENHD £,

AVAP=NT 4L M I ET—=HFT 4 L7 FUNELHE. rpm —e I~ FIZLD
TRTOT—ZNHIFREEINET,

rpm —e 2 R TlL, /etc/init.d/nec-nfa-service A7 U7 MNIT A A h—
NENFEHEL, 7oA VA M—=LTFIEOH T, FEITHIRT H2XLERHY 7,

6.2 H{ZET7 VA VAM—ILT B

NFA O7 A A b—)LFNBIZHOW T L £ 9,

1.
2.

root 2—H¥—Tcua A LET,
WDa~<r REFEITL, NFA DY —E R &2EIELET,

# /etc/init.d/nec-nfa-service stop

Wha<y REFITL, #hWET7T A A =L LET,

# rpm -e nec-nfa-controller nec-nfa-collector
ROavr FEFETL, Y—E2OREHA 7 V7 M EHIBRL 7,
# chkconfig --del nec-nfa-service

# rm -f /etc/init.d/nec-nfa-service

AVAP=AT 4 LI M) ETF=EFT 4 L7 P EST TGS, 74T 4 L7
MU ZFETHIBR L £

UET, 7oA A M= AEEITET T,
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ftEk A, 2~ RV 77 LR

Tk A. A FJT7L 2R

NFA Ot a~ 2 RlcoW TP L7,

A.1 nfa_ssl_keytool
HTTPS i#ifE T % SSL #— "—FEH EDO MR L OVERIZ{T 9 2~ R T,

Zoa~ R, Javakeytool =+ 2 R OBERE 2 ARG AT WLT WETREET 2 7 v
N—ax RTY, Kavr R bEMNTE 5886EI%. Java keytool =~ RDO—H# DA T
T, £70. BIEOLRTRENIL, Javakeytool 2~ RiZHhbETWET,

Javakeytool =~ > FOFEMIL, ATD URL 2L T 72E 0,

http://docs.oracle.com/javase/jp/8/docs/technotes/tools/unix/keytool.html 1
Java keytool =~ > RN & OFESIXROMEY TH,

© HIDBIEIT genkeypair M EDY T av RA4EBELET, V7 a~vr FOFl
£ DAEEAIC - I3 E FH AL

s RKa<w  FTIE.F—ANTDO/NRNRF<sF—F 577 L2 F!J%>/controller/conf/serve
r.keystore [ E TJ,

* genkeypair W7 a~vr N&FE[TTHE, F—ANTDONRRAT—R F—XNTHOT
YRV —DRL, BEONAT— RPN T 7 A VICFEER S IVE T,

<§sTF—HX T LY F1)s>/controller/conf/tomcat.properties

Ty A IR SN ARG R, SEY T av R T-storepass, -alias, -keypass
I a B LTCERICEEBTHEN SN E T, D7), 5IEOFEER Z fie/MRIZH
ATavy REETTH LB TEET,

* -—keyalg., -validity A7 > a D5 7 /b MENRERY 9,

* initstore EWHOMBDY T o~ RE2FEELTWET,

INR

<SA VR F—)LT7 L2 F1J$>/controller/bin/nfa ssl keytool

iz =0

nfa ssl keytool genkeypair [-help] [-storepass PASS] [-alias ALIAS]
[-keypass KEYPASS] [-keyalg KEYALG] [-keysize KEYSIZE] [-sigalg SIGALG]
[-validity DAYS] [-dname DNAME] [-dns DNS]

*1  Z@®URL X, 2019F 1 HHEEDO LD TT,
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fték A, 2~ RV 77 LR

nfa ssl keytool selfcert [-help] [-storepass PASS] [-alias ALIAS]
[-keypass KEYPASS] [-sigalg SIGALG] [-validity DAYS] [-dname DNAME]

nfa ssl keytool certreq [-help] [-storepass PASS] [-alias ALIAS]
[-keypass KEYPASS] [-dns DNS] FILE

nfa ssl keytool importcert [-help] [-storepass PASS] [-alias ALIAS]

[-keypass KEYPASS] FILE

nfa ssl keytool exportcert [-help] [-storepass PASS] [-alias ALIAS] FILE

nfa ssl keytool storepasswd [-help] [-storepass PASS] [-new NEWPASS]

nfa ssl keytool keypasswd [-help] [-storepass PASS] [-alias ALIAS]
[-keypass KEYPASS] [-new NEWPASS]

nfa ssl keytool list [-help] [-storepass PASS] [-alias ALIAS] [-rfc | -V]

nfa ssl keytool delete [-help] [-storepass PASS] [-alias ALIAS]

nfa ssl keytool initstore [-help]

nfa ssl keytool -help

&t BA
&7 3~y FOBRITROMY T,

genkeypair

FEORT (NGRS JOBEET 5 IEARE) 2R L, F—A FTITHEMILET, £,
Web Hr— =D ER LT A T 2720 DIFHRELL T O 7 7 A MZEHEEHLET,

<¢F—HXF 1 L2 F1)s>/controller/conf/tomcat.properties

selfcert

F—A T2 b —OFIIHT 5 B CEAGEHFZER L 37

certreq

PKCS#10 JEA &l - TREFIFEE 4 2K (CSR) 4R L £7,

importcert

T ANDOREAEE IR ET = — 25D, F—A N TS L £,
exportcert

AEAEZ T =2 R T NOEHIY A T UL ROREAE & LTT 7 A /WTHRHN
Liﬁﬂo

storepasswd
X —ARNTONRAT—REEHLET,

keypasswd
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F—A LT Y —DPEARAT— FEETLET,

list

FFEDF—A KTy M) — FHEF—A NT2ERONEERRLET,
delete

F—A FThLEEDOT S MY —ZHIBRLET,

initstore

F—RA T 77 ANEHIBRLET,

518

-storepass PASS

F—A KT ONRAT—RERELET,

genkeypair 7 a~ v ROETRICEME L2 A1E, a2~ RETHIZANRAT— RO
ADBRRDOENET, THUNOY T a~w 2 FOETRICEKLESEIX.
tomcat.properties 7 7 A /L HatA Mo TAEZEH L £ 7,

-alias ALIAS

F—RARTHOZ ) —DORL4EZIREL£7,

genkeypair %7 I~ ROEITRHZEM L72GA1E, 7 7 4V MED Ttomcat) 23M#H
SNFET, F7o, list BT a~r ROETFRHIIEIE LI2GEIE, T XTOx s Y =7
KB/ £, FNLANOT T a~ 2 ROFEITRIZEM L7854 13. tomcat.properties
T AP A S TAEEFEH L ET,

-keypass KEYPASS

BONAT— REREELET,

genkeypair 7 a~ v ROETRICEM L7256 1E, 2~ RFETHIZNAT—FROD
ADBRRDOENET, THUNOY T a~w 2 FROETRICEKLESSIX.
tomcat.properties 7 7 A L HatA M S TAEZEH L £ 7,

-keyalg KEYALG

BEOR BT LT XL ZIRELET, [RSAJ. DSAJ. [EC| L& FETHZ &0
T&F4, 74/ ME [RSA] TT,

~-keyalg, B WN-sigalg IZHETEHT7 LT Y X A—& X, Java B (b7 —F7 7
Fyr—APIIHE & U 7 7 LU A2 2B L TLEEN,

-keysize KEYSIZE

AR D8O A XefaELET,

*2

Z®D URL IE, 2017 %3 ABEDOH DT,
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fték A, 2~ RV 7710

FEEATRE72ER KOV 7 4+ /v MEIL, Java keytool DAEARIZHEML L TV ET,
-sigalg SIGALG
HOeBAGEHEICBL AT EEIZHEI T LVIY ALERELET,

BETHT7NVTY XALE, -keyalg E HHEDH D L O ThRITFIIT D R A, FBEA
BEZRMER L O 7 4 /v MEIX., Java keytool DALARIZHERL L TV E 9,

-validity DAYS

HOBAMHENANE RSN EEZHEELET, 0~ 365000 NIEETEET,
T 7 IV M 3650 (£ 10 4F) T,

-dname DNAME

HE B4 ED issuer 7 4 —/L K & subject 7 4 —/L K& LT 9 X.500 #5114 & F5
/\':.E_’L\i‘gAO

Al A FRE Lo T alEd, a~y RIEATHRICEMNA D A1 2RO HivET,
-dns DNS
AIEE D Subject Alternative Name $L3RBEIIC B 8% 5 FQDN 25 L £ 7,

genkeypair &7 2~ FTCIL, f5E€ L0 > 725A1X5FAE O Common Name A3 H
SNET,

-new NEWPASS
XF—RANTERITRONAY — REELTTHEEC, BEZRONAY— RERELET,
Bl L7560, a3~y RFEITHIZRRAT—=ROATINRRD HILET,

-rfc

list ¥ 7 a~r FOMERIEEAS 7> a T, MRt 5k 7N CEEE DN
BN S ET,

v AT ar ERIFFICIEEET A Z EITTEEEA,
-V

List ¥ 7 2~y ROHMBRIEEA TS 3 > TF, AMB#HT T & O TE 2HAT i
FEONEMAH S ET,

—rfc AT a v LRIFFICIHRET D Z EITTEERA,
-help
awy FeK, £3%a~r FOMERGEZFRLET,

RY1E
FHRHCIE 0 238 L5, SRMORHCIE 0 LSO 238 L 7,
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4B, bT TNV a—T 4T

F8B. TN a—TFTa42D

B.1

NFA Oty M7 v TEERICBESND F T 7N E . ZORMAITETOWTHB L E T,

AR M=—F5—FETHOII—EXER

A A =T =FATRHCRAET 2T — L T ORREZHAL £7,

SHMMAX must be larger than 256 MB

WDOE I A vE—UREREINTEZHGE. I—F/NV/3F A —H — kernel.shmmax DA 7
256MB L W /hE < B A A M= VB Z TS L CTWR WO DRI T,

ERROR: SHMMAX must be larger than 256 MB.

kernel.shmmax D% 256MB (268,435,456 byte) LL EIZEE LT &V, wKDMEREZE 5]
THIT72DIZ 2GB LA EDOEICRET 2 Z L2 MHERE L ET, I—RN T A—F—fED
EHRE, FEA LA —=T—Z2FATLTIEIN,

Non-root user cannot access the install path

WKDEIIRA =V NERINTZHGE A A =T 4 L7 b UIZH  root 2—HF =037
7 AT HHERMN 2N &75))?.1‘9”

ERROR: Non-root user cannot access the install path: /opt/nec/nfa
Check the permission of the install destination.

A AP=NT 4L N ELTHRELET A L7 P, BLOZEORFTOT 4 L7 FUIC
DWW, Froot 2—YF—NT 7 EATEXHLIIT, chmod T~ R ETHREEIT-TL T2
SV, TDOH%, BEA LA PM—=T—EFTLTLIEEN,

installing package nec-nfa-controller-x.y.z-n.x86_64 needs
XXXMB on the / file system

WRDOEIIA =V NEREINTZHE A VAN T 4 L7 NI ELTZ7 7 A VY
AT A EDOZEEXRENREV IRV, 77 ANV AT ANEZALARE TN ENFEIKT
7,

Installing controller . failed

ERROR: Failed to install controller package: code=1
installing package nec-nfa-controller-x.y.z-n.x86 64 needs XXXMB
on the / filesystem.

4/xk~WT4V7%) I PR EREE o EXIALRARERS T 2T L T
7m0, ZE ﬁiéﬁﬁbt% BEA VAT —2FZTLTLIIEEN,




1% B. "I TN a—F 4T

Failed to initialize data. Directory exists
KD EIIRA = VPRRESNEHE, T—F T4 L7 FVICHRELET 4 L2 R U
20 A A M= ABHHERT 27 4 L7 U BBEICAHEL TV D Z L BRA T,

Installing controller . failed
ERROR: Failed to initialize data.
Directory exists: /opt/nec/nfa/controller/conf

Failed to initialize data WERINDHE, TOTIZ, UTDOXH72 U RN —HD =
v RDRFERINET,

Try to run the following command later.
/opt/nec/nfa/controller/bin/nfa init controller -data /opt/nec/nfa

TIT—=Ayb—URIEIRENTET 4 L7 P ZHIRO B FRRS NI a2 FE root - —
P—TETLTIEEN,

B2 H—ERXEERFOIS—EXEK

P—E AR ET LT — L ZTOMREHA L £7,

H—EXREIFFIZ ne | DARTREINE-ES

F—BERAEIRFIC ] NG 1 BPEREINTZGE. T—%T 4 V7 MU OWHEMER EFITITDR
TWRWRREM R H Y £97,

ROFNETHLZIT> TS TES VY,
1. —FE, bh—bvRx&2ELELET,

# /etc/init.d/nec-nfa-service stop

2. UFToa~vwr REEITLET,

# <$7/ X F—JLT7T 7 L2 FU%>/controller/bin/nfa init controller

-data <87 —ZT 71 LT FYUs>
# <$/ X F—J)LT 7 L2 FU%>/collector/bin/nfa_init collector

-data <87 —ZT 1L FYUs>
T=E2T 4 L7 NUBRETRWGE ROXIBRTT —BRRINDIGEDRH D £,
ERROR: Directory exists: /opt/nec/nfa/controller/conf
TT—=NERREINTCD, RAREINTZT 4 L7 MU ZHIBRO B HEETL TSN,

3. SSL — "—iEME AR L £,
2.4 SSL #— "—FEBEZ T 5 21 <—) ) OFMEEEML T ZIW,

4, V—vCREFERENL FT,

# /etc/init.d/nec-nfa-service start
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1% B. "I TN a—F 4T

Web H—/\—D#HF 5 Z(+T7R— b 443/tcp HEFETE LA LD
LISTEN JREE TIX % LG E

ss -an | grep 44372 M~ KT Web — _"—DFFHZ TR — | 443/tcp DIRFE % e
RLTH, IR — FOMFEIE L 2RWIGE, SSLAEAEN IEF IT/ER S 4L TV 7RV AT ReE
N ET,

ROFNETHLZIT> TS TEEN,
1. SSL — N—FEEZER L £,
(2.4 SSLH— "—iEBEZHEHFT 2 21 X—)) OFMEEFEMML TIEI,
2. v REHEHLET,

# /etc/init.d/nec-nfa-service stop
# /etc/init.d/nec-nfa-service start

OS EEFFICH—EANBEITEE LR MEE

TEICH —EREEENT S LIXTE 528, OS KBV — AN HE TEE) L 2WiGEE,
chkconfig 2 ¥ R E CHENEERENEE IN TV D AEERH Y 77,

OS EERF D HENEB) 2 A2 LIEWE S, RO a~ > F2 T LELZ T-> T IEEuy,

# chkconfig nec-nfa-service on
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