NEC

WebSAM
Network Flow Analyzer 2.1

J)O7 LAY =aT7I)L

WelfSAM NFA00MJ0210-01



=1FHE

AFICRHT DNEDOEEHEIT, AABXKRASLITRE L £, AFORNEO—#, £
3, &z AABEXMASEOERIC L D7 at—, WATLZ L2 ELTVE
B

AREONFIZIE, BARAEXKASHENART 2T X TOERLEH L TW WS, £
I, MO FETHRL TCWAIERERBANELZ > TWDEENRDY £9, o, KAEORNE
WX, fFk. PERLICEEE I, BIET 2580360 30T, &m0 ITRHBEL
728U,

KEZHWETHICHT-Y ., FMESZHT 5D E0EEZ > TEY £, AAEX
RS ttiE, AREONRICE L, 2O EMME, AR, EE, 20OV 5 5RFES W
LETA, o, BAREBZHEASHZ. AEOFEM. b LIL, WELOENCXRE
IZOWT, —UOEFEZAWVET A,

RE1R

* NEC. NEC v =%, HARBIOZOMOEICEKT D AABSKASHOREIER LU
REEE T,

* Microsoft, Internet Explorer (%, >K[E Microsoft Corporation ™ K[E 3 L OV DD [EIZ 35
T % B ERPAEE T,

* Google Chrome |Z, Google Inc. DX EXFAIE F 72 1 LPHIE T,

* Firefox %, Mozilla Foundation @k [E ¥ X OV OO [ENZ 31T 5 BERpHAE F 71X pEiE ¢
-éﬂo

* Linux IX Linus Torvalds KO K[ER L OE DM O ENC T 5 BERPHE T,
* Red Hat I'X Red Hat Software,Inc. D FaFE £ 72 1 3B % pEFE T,

* Intel, Xeon, Intel Core (%, Intel Corporation ?KI[E 7 & NI DENZ I 1T 5 pilE £ 721X
BERPAIE T

* Cisco, IOS, Catalyst [X, Cisco Systems, Inc.33 & OV O Bl & 41D K [E 72 & Nt o [
BT D BERPIIE T,

o ARELFLIZIX, Visigoth Software Society (http://www.visigoths.org/) (2 X > TRZ IV 7
~ '73:775).3. FNTWVET,

© FDIENPDOEA TR O N PEREL 1XBAL O PEAE F 72 13 Bk PEAE T,
C OARTHF TR P IFHAER LTV ER AL




F LI

Z D7 WNE, WebSAM Network Flow Analyzer 2.1 (LAF%, NFA ERSGEL £9) ZBE VKOV
TlEE BICHY R E D TZNWET, NFA T, Xy N =2 2 5@ED 7 v —I1EH%
T 5 2 & T BRax RBE ORI E AT HUET 5 Z E N TEET,

A#TIE, NFA OERER L OHMEDFEMIC SWCTHII LTV E9, NFA OFFOMRES Bk
FRICEIZH L, ZUERANEN T 272010, AEEZER L TIZI N,

REDERK

AEOHRIT, UTD@Y T, ROFIZGEEZSEIILTE

=it

FHED T TZE 0,

Admi
"NFA OB EE T8 NFA O~ T ORI

FEDHER

24 KL AR xR &

M35 1 % BEBEE & JURHERIE (1 ~0— |NFA ORIFBEE & Web =2 Y — L D JEARE 72
V)] BESBEICOW TR L £, User

52 %= EHAOBREHRE (25 2—) ] |NFA OEMICADRNCHIL L 72 D ERERED )7
FEIZOWTHIALET, Admin

(53 2 EHIRFOAFEHRTE (48 ~2—7) ] |NFA DEMICA > TH S MEIZ U TIT 5 Bt
BEDFIEIZOWTHA L9, Admin

[ 4% EHEE (73 —)) NFA OEHAFFOBEFIEIZ OV THBAL T,
Usar

[ 58 SATHALTF A (99 2— |NFA DR T F v A FEZONTHPALET,
D) Admin

16 B. +F o770 a—TF 427 (137|NFAD T TNy a—F ¢ 7 IFEIZOWTH

=) ) L% A"
lc1 #EPFAHT LR —FEFO—% |NFARFAT LR — NEBSOT 7 4/ MEIZD
(142 =—2) | WAL £, Admin
M5 NFA O #fifgRER L ORETHEAL T2 H
(TA-Z (145 2—) |, [d-b (148 ~<— | BERRICOWV TR L £, —

) )

AEDREAA

AETIE, EETASFEPMHEFHIIONWT, UFoRILEzMNET,

ii



IEMRBRORE

&®E BiEA
AEE R HEREDRE . BEZAT O BT RITIUT R O R WERHCERE TR E
RERLUET,
EVR o TR LRITSLOMER 2 WA R LET,

KBTI, UTORDRANCHE-> TRRELTWET,

RECHA

&

BZL]

]

]

YATRT, BT A=a— I
A4, K227 8 OETRERE .
L\iTO

(Fwsa— k&7, [OKIRZ
N

<userinput>

a—HP—REICE Y BT 5HE
H. BIOANEZRLET,

<% AL AR N—T LA
V%>, <filepath>

configuration file

RIET 7 A NDORLBENEEZRLE
‘j_o

LIFOEaRELET,

port = 27120

command line

A RIA CEEERLET,

UTFoa<y FeEITLET,

$ rpm -g nec-nfa-controller

AETIE. UTOBHEZHWTEER L THET,

BEFRER B
IEx3REE BRFRER
WebSAM Network Flow Analyzer NFA
WebSAM Integrated Management Server IMS
WebSAM NetvisorPro V NetvisorPro

ABEE, T 74V T, LFOT 4 L7 FUIZA A M= LET,

FIT IV DA VA F—)V5E:

/opt/nec/nfa

ARETIE, ERROA VA M=V Z<%Br > X fp— T L2 P Y% R LET, AR
M=V BE L TCWDEAIE. BWEHAEZ T EIN,

A VA M=V OB, ARG CEBT 27 — 2 OEEE A A b L IR DT 4 L
7 RVICRET DN TEEY, AETIEE, OG0T =X DKW E<%T—57 71
L2 P V%> LR LET, A A M= AEE T =X RIEZTBEL TORWERIE. <%
Fe BT L PGS <%A PR TF s L2 FU%>E, RUT 4 L7 FU AR LE

B

iii




=P/

51 MR & EAEME . . 1
L B AT ettt 2
L1 BUEROERFR (e 2
L12 BEAEAEEE oo 3
113 S AT BB oottt 6
1.2 Web T3 Il D BEARTEEE oottt ettt ee et 8
1.2.1 Web =22V — /L ZAE T D720 DHERTZAT 9 oo 9
1.2.1.1 NFA B — 3= L BEZIZ R T 2 o, 9

1212 Web 77 UHF—DEF 2 U T 4 BREZTELT D oo, 9

1.2.1.3 Web 77 UH—|Z SSL —N—FEBEL A VR — b T D i 11

122 Web 22— JUATT Z B AT D oo 12
1.2.3 Web T2 = JUREAR ..o 13
1.24 T 4 V2 BOFEEE oo, 16
125 U 4 V2 BEBRVET D e, 19
1.2.5.1 RU LA T G ZAT D oot 19

1252 V7 T7DRTHEEZ T ANZ VL T T D e 21

1253 HTHBRT T T DRIRE XA 2T D e, 21

1254 1P 7 RLARRERA MARTIZEILT D e, 22

1255 7T 7 OFEFEEZE T T D oo 23

1.2.6 MEAGRIE DI Z T D oot 23
%2 E BHMORERTE 25
2.1 TATBUARBEREIET D et 26
211 BT AV AL AU HZ =T 2 A AT AT R e 26
212 BULT AU RABREIET D oo 26
2121 BT A B RBEIEET D oo 28
2122 BT A B RAZHIBRT 2 oo 29

22 VAT BDBRBERRIEZTT D oottt 29
221 7 AR—Z —EROBER Y 2 —Z TR T D oo 30
2.2.2 SNMP EHREUG /RN T A —F —DFT 7 4 )V MEZFRTET D oo, 31
23 T ATR—=H =BT D oo 32
231 =7 AR—=Z —DREREZ HENTEEET D oo 34
232 T AR—=Z—DFBEHRE FENTEIET D oo 36
2321 T AR—=Z —F BT D oo 36
2322 BHRGDA LB —T 2 A ZAHBIMT D s 38

233 T AR—=Z—DFEREZ T, HIBRT D oo 39
2331 TJ AR—H —DERE THTT D oo 39

iv



2332 BERGBEDOA LB —T 2 A ADOEBEFEITT D oo, 41

2333 T AR=H—DEBREBEIRT D oo, 41
2334 BEHHBOA L Z—T 2 A ADEREHIFRT D oo, 42

23 A =T 2 A ATA B ADED B TRWZ —FETEHT D oo 42
24 =T —F B HEET D e 43
240 T DFEEH oo 43
242 AP fEBEIEET D oo 44
2421 =W =BT D oo 45
2422 TP —IEHMEFIHIT D oo 46
2423 TP —IHFHMEHIBERT D oo 47

%3 E ERAROAERE . . 48
31 AL E—T A ZADT =% E LOMTT D o, 49
301 IF Z 71T DUN T ettt 49
302 TF T 7= ZARET D oot 50
3020 IF T =T ZIBINT D oo 51
3022 IF T /=T B BT D oot 52

3023 IF T /=T ZHIBRT D oo 52

32 BEOIETNTERE LD 7 B —Z G LT T D e, 53
320 T RIBA L BT I 1T DUN T 53
322 TV RIRA U R T I—T B EET D oo, 53
3221 mU RARA L R TIV—=TZIBIT D oo 55
3222 ZURWBA L TN —=TZTHTT D oo 55

3223 ZURWRA L bV —=TZHIBRT 2 oo 56
33BEAEDT TV r—2 3 VIBEZTIT D e, 57
330 T U =33 U TEFEITOUNT oo 57
332 77U =23 VIEFEERVET D oo, 58
3321 77U =23 UEREZIBINT D s 59
3322 T U= 0 VIEFEE THTT D oo 60
3323 77U =23 VEFREHIBRT D e 62

34 BFE 7 80— L& UME O T D e 62
341 LEVUVMEEERIIZ OUN T o, 62
342 LEUVMEEEAT Y R YU ZIET D e, 63
3421 LEVEEEHT U R Y ZIBIMT D e 65
3422 LEUVMEERT Y FU ZEHTT D e 68

3423 LEVWEEEHTZ Y R U ZHIBRT 2 s 69
3424 A X2 FFEEZ SNMP R 7w 7 THHIT D o 70

%4 72 ERRME 73
4.1 BUED T Y BT =T ARILEHETE T D oot 74




4.2

43

4.4

¥ E
5.1

52

£+ A.
Al
A2

1.1 Z 3 TR RUT DU T oo ettt et 74

412 H o a R — R R I T 2 oo e 74
O B T A e el N e 0 1Y (S SRR 76

4131 By 2B RIEFEEIBINTT D oottt 78

4132 H 0 a R R TR B T D oo, 81

4133 Z o R R FE IR D oot 83
T AR—H—T LT 0 —DFEZ IIHT T D oo 83
421 T ATR =B I HTITDUN T oo e 84
422 7 AR = =TT BV E T2 oot 84
423 70 —T 4 NH—DFMEEETRTIHT LT 2y PIZOWT e 90
BT — RO M R e TN B T T T707 2 et 91
431 BERET —H 2 a~ 2 RTCSV 77 A NCH I T D oo, 92
432 SHTEEBR AT DD CSV 7 7 A IV CH T D oo, 92
A A N B R BT D oo e ettt e een 96
441 LEVMEEE, FIEA X FNORATEREZFETRT D oo, 96
VAT AEAUT A .. .. 99
S ANNRY: 51 % SN iy B . < SRS 100
5.0 2N T U B R BT D oot 100
5.01.2 BB R . 45 107 oottt 101
5.1.3 BRI AT 2BER— FE B EZETE T D e 102
5.1.4 Web T =730 URL 22 T2 oot 104
515 BREERTEZ /SN0 7 T 0 70 U A R T8 D oo 106

5.1.5.1 BREE R E 7N T 3 T 0 0 oo 107

5152 BIEEEREDN Y I T T H U AXART T D e 107
516 BT —ZZN0 T T 07 U AR T T D eoeeeeeeeeeeeeeeeeeeeeeeeeeee e 108

5.1.6.1 AT B X0 7 T 0 T D oot 109

5162 BT —Z DN T T T HURZART T D oo 110
T T = Z DEETRITOUNT oo e e e e et e e e e e e e s es s 111
521 70 —F — X ORI & FLDALBRIZ OUNT oo 111
522 T 4 AT ED BAE D D T oo e e 112
523 PREFT DT 020D ERR A ZE T2 oot 114
524 7 0 — R I 20 2 B0 ) oot 115
a<w RV 77L& 117
1) IS B o) 40010 ) PRSPPI 117
N8 FIOW  EXPOTE...eiiiiiiieeiiee ettt e et e ettt e ettt e e tte e e tteesnseesnseesnnseeennseens 121
A2.1 RTRA—=H—FRTET T AIVDTEI oo 128
A22 HITTCSV T 7 A TV DTEE oo 131

vi



8% B. NS TN a—F 4T
B.1 Web =1 > YV — JL|Z#E T X 720

A23 FEFHBI <ottt ettt

B2 Xy v alR—RHEEODOY 4 VY hTTTTRERIRIIVIRUY e,
B.3 AR EMIIZ T S
B4 =7 AR—F—ZHIFRLTH, EIELTLED e
BS5 U4 ¥ xy MIT, BRARAERTRD TEIRUY ceeee e

B.6 Web 2 V= LD UL AT T FIARTL T L E D oot

B.7 R—COEDHPENIN TS D, REBYVIIAMTTDOTT —NERIND ...

frg C. BEPFIATHVAT LY V—2R
C.1 BENFIHT 2R — "EZO—E
fHED. s 2T AL OBEERE
D.1 UNIVERGE PF6800 Web GUI & 03

137
137
137
138
139
139
140
140

142
142

143
143

145

vii



B R RSB L AR HEME

F1E
N E & ERIRE

NFA OHBEEE L Web =2 Y — /L D SERR) 2B EEIC DWW TR L £ 37,

BX
R Ty OSSOSO SRR R 2
1.2 WED T2 2 =l DD e R oo e et ee et r e 8




1R RSB L R

1.1 RmBR

NFA O8GRI SOWTEIB L £ 97,

1.1.1 HEOHEK

NFA ClE. Fv NU—27 25N AWED 7 0 —Ef 4 . BEIRE) CEE 72 B/E O LT
X BERNAEEA RS TR T s N TEET,

NFA (X, &Z26, L5, MO@ER, ENETFITHORTW D00 2l o, &
RTHIET, Xy NV =7 OREEMNZYR—FLET,

7 O0—1{&#R(NetFlow. IPFIX, sFlow)m & @K% # 3£ #

Fy U —7 OBERMEZTD FHEL LT, — K2 SNMP 3% < Vb TV ET,
L2xL., SNMP Tlt, AA v TN —H—DEA X —T =2 A& mNHBEEEHD T
LITTETYH, TOWREEBEONREZFD Z L IZRE T,

NFA TliX, SNMP TiZ/e< . 7 u—{5# (NetFlow, IPFIX, sFlow)% A\ CilfERit & odr
LET, 7a—1HFRE2HANEZSIICL Y, SNMP TR Z N TEhnotz, 2
5. EZSICMOBEN ENETIThN T L O0O@EEONREHNS HRD Z &8
RETT, WERNEZFEMICHET L2 L TRy MY =7 EEOHRKMESLF v T 4 &
BB NROIATZD L2120 £,

BETIEET R IILE D oo H A EE
NFA ClE, Wim ko777, —EOEREZ U v 7 15T, HEICKVIAAL TN ZENT
xET,

BIZIX, LT O XL DI, BIZHRKR L7FRICR L, BHER THRERBELZIT > T 2 &
T, KO MDZdBE R 2 ANEICHEGE L TV T e N TE X,

BetERH:
. B#A L E—T oA AZWMNDIBEEDORRINDL, FFEDA V¥ —7 =4 ARIZ
Ethernetl/1)% %R L £,

(IR L7z Ethernetl/1 & Jitil 5 815 DFRRITK DV IAEILET,)

2. BT TV =2 a yOBEEORRNOREDT 7Y r—3 3 (RIC hitp) &2 IR L
jz‘g‘o

3. Ethernetl/1 Z{itiL 5 http (5 EICBAT 2 oM R BT R EINE T,

KRTANABDERGHREZ A4 XHERe T iR
NFA Tid, AIERPEDH EEZ XD 72D TINEZHHICH A A ZTHENTEET,




B R RSB L AR

BlzE, LT LIS, EAREEICEDOE T, TR, DI A S <A XEfTo T 2 L
T, Fy MU= ORUEZIEFHICHEETE L0122 £,

B AK <A X

* NFAIZuZ A o dha—P—ml, ¥vaB— KA AL VHEE)TERT DT T TR0

EONEEZERL, EHATL LN TEET,

s MEOEET 7V r—va BEOERSLIP T RUAOHEHIPHFEIZLDHMOERS
1THZ2 LT, GRERE LV NV B ERT L ENTEET,

1.1.2 HEME

NFA DT 25 2>\ C

/5‘\\“/ atkh—FK

i L £

* NFAlZuZ A4 v Lica—F—nHlYE325xy U —Z#HPHIZOWT, BIEOBRERN
AR NRARRE Y TIVEA DZF R LET,

© BT DT NTOFMHRIRZ CSV 7 7 A WA THEE )T 5 Z LN TE ET,

© UITRHEFRTOMNERTHL[V4 VT ME T v 7& Ny TOBRET
BRICAEE CE, a—V—moENICEDLEY v v a R — NERLMEICERT 2 Z
EBRTEET,

HFwiral

B

T A —dr —FHR

A< HER

LI~

L AT LN

HyZafi—F [bulndashboard  [w] iz WM @B H v FEC bwS ] BT bytes kps) [

EEEETTT r

& Aominbles  Be

W | P T-03-17 153058 (000 43 50 7] ol

EEECETT

~~R

mE
RS0 bes T AT
ALELRE. SR
94558 bps, JO—E =
WRIFRA 2 -3
HREA

RS0 bes B SIS
ALFLE. BEE=
VRIS 5 bps. 01— = i
BRI ERA 2 =T
A

200 bps & WA
ALELE. A=

A Abps. 2O-WF=F
Fiitr—f.m obilp

s ]

EEETT eosonr v

b BEE ke EmTE
M i 200T-0307 IPEE-52430_1
Thizga 153703 CigalstEmar 05
1. Bhings
f,  HAT-034T  IPBB-S2430 1
15370 GigabtEhar 081
Thitpa o
BO0HEpE — — - 0  2r-0mT 2215 GES
L - [ES LEE]
Dba T =¥ T 1
[ LT e [ F]
IA—2m
— e — e
———— —_— —
= - =7 et 1
Rl L E L E]
Mo ITHEM—— AW
W EENS 21 Wps
W IPEESMM0 [ 11] 1.1 Mbps
H: 7217 a4 1 Kbps
W EFL 1636 Kbps
W5 Calrs 6 Kbps

11 HFyvaR—FRE




1R RSB L AR E

I RAR—2—54

s T—EREEE L LD AR=F —=RFDA LV H—T oA A% Z AT, 3Fl
REERRE ST ENTEET,

o BEOBERMZT Tl BEOBERN LT 5 Z N TS, FEMMZEE
RO OWR R T D ENTEET,

o Xy vadh— N e RIS, SR %2 CSV 7 7 A VB THRH 145 Z &R
TEET,

THAR——I A~ MER SRR ¥ AT LR
C29%0_5 (1521681011} 2 b2 — 2L

FRTOAM— 5~ ;[C2960.5 (192,168, W.A[] M1 P -T2 [FAT ]
D A BE

MEOEATET RN
A 15 | A8 [ Fy D5 7] W by ) [v] B 20160316 155043 (+0000) 43 5% [] o
EESSITT T

B F— a0 EE A

1 Sam ARBp
“"’“/\\_/\\_//\\_//\\_ lw/‘\_/\/\_/\_/

mp o
-___d---_\_\___ ____.ﬂ-._\_\__ _'_d_.a-\.__\_\_ _'_d_.a-\.__\_\_ = et =
o T
oS L] 0k4s
Vapn -
l_;_ — I_ —= _:_ _.I
G0N L] LIS 0 b

B1-2 THYRR—F—2#

AR FEEER

o REETREDIPT RLA, TV r— g o EOLETRY AT BIEEICH L.
LEVVEERZITY 2N TE £9,

o LEVVEMEE, BIEICET LA hORAEREL - ETERLET, FyiaR—FR
BEICT LY T 77— U4V y bERE LZEAEE. BEDOA X FORARNZ
By aR— REHE TR Z ENTEET,

o LEVMERE, BIEDA X2 ME, SNMP 7 v 7T, BIOBHE S 2T LIEET
AZENTEET,




B R RSB L AR

Lo AR~ —INR A ER A7 #AT hE

A<xk—H0 LavEElT-u-H

A = R 20070017 150003 (00:00) 3 15 [w]
1A= A=2h 10 [~]
0.1 WAE EANE L ERAT UG
i E= NT00AT 15702 PEE-E2MI0_ 1 GigabitEher  EIEYL &L 50 Wlﬁiﬁtf'éﬂiﬁkr*b’"- HEE=00bps, TEATEEER
o JO0—&F = BERT - FRA LT RS
i) IE® 20170017 159702 PER-ER0_1 - GipabtEmar  AEERYL ;F"-El S0 bpsDREE LR, —.-EI__‘I‘F §L,"- N =00 bps, TREATRETESR
o5 IO = BT FAT 2 )~
o R 20070317 1516:03 D215 GEOA AR 500 bps FRESTER LF L. R = 20453 3ps, J0—  HTTRPERRE®

i = FOUir—LenZontp
R 2007037 151402 IPBE-52430 1 GigabtEmer BMEAS0 bosBRSEUEELEL . R -130ps, 708  TEATREER
% = BART P 2 IR~ T EEA

o EE 2007007 150402 PRSI0 1 Cigatafmer PRGSO s TS MR E L. N = 119807 bps, 70§ TRATREER
w1 5 BART - Bl 2 I~ T HRA

i) IE® 2OUT03AT 151102 D215 GEOA AW Lo 4nubpaajﬂ|um+-p_.ml_..,tl_," & =00 HTTPHREW
bps, JO—&fF = 74— Som ohitp
O RE 2070007 142502 D15 GEO i-lll 1800 bps B RESEIEE L E L. BEE - 02000 bes, 00— HTTPREER
FAr—2-alep

13 ARV MK

JIL—JER

s WEOT Y RAFRA L MGEEIL, £ ) THLEBDOIP 7 RLAEIIRy hU—
77 RUAZMBAR ETIN— 7352 LT, Z—7HAL TOBERO ST
EITHZENTEET,

* LAG(Link Aggregation) i+ 28 DOA V=T = A A T N—¥Y L T T 5 LT,
1 OOLAGA v #—T = AL LTCEBEEZOMTHIENTEET,

IwFfA =T | F—-T—H

TrFfAs - o—H &

I FIRA 2 — 78 PFEL3, i
AR 152 162 31152 163 3104 a8
EmE 152 063 3.101:192 1683 200 o8
e T 152 MR 2 VIS 295 2450 a8
4= 1% 1T2AT Q0SS 255 2650 o8|
h-d-1:1 1T2AT 40255 255 245.0 a8
R 150t 10258 354 4.0 o n
HRE 152 Vi 40254 295 2480 > 8

K1-4 T RRA NTN—TF—E

ATLER

s WERNROSH TCHATAT UV r—2 a v OEREITHO ZLENTEXET, 7Y
r— g OEFIL. IP e balbtR— hESEOMAEDLEOERICEEL., £
X, SEICHT-DIP T RLAZMAEDLELZ LT, b L7 U r— 3 ViE
BEITHOZENTEET,

s Tn—EFREBETIHIZIIAR—LZ—RFDA L H—T = ADIER. 74 L ADE
DU TRNE - ECTEHRT LI ENTEET,

* NFAIZu /A 35a2—P—DRAT—RKRT 74 )L N TERTHA v 2Rh— KD
EROEREEHRTDHZENTETET,




B E RS & AR

Fowali—F Lo AN —5—iR A HER In—Tn AT LR & Acministai
IoAM=-5=00  Fhibr-iLalEl 21-4-E1 S olaRE ENEE

Frur—2axn—H E |
Fouybr=oa BT ABCDEFGHIJELMHOPOQRSTUYWE Y I B ¥AT
Sot=Tml [ A=ZE e w100 V]

Flur—sazg A i PO 2L IPF LA, Y
Bz i TCPERIEUDP id 28
[ 5 TCPERLUDP ;3 4 o8
echo T TCPE & duDF HE & m
dscard b TCPE R EUDP BE &8
el " TCPERLIUDP 3 )
dayme 13 TCPE = UDe g8 & m‘
old 17 TCPEREUDP T &
chiper 19 TCPE R LUDP i1 ] a8
fip-cata 0 TCPERGUDP f:3 3 &8
ip H TCPE EUOP HE F 4 m‘
53 b2 TCPERLUDP 2 a0
teie 3 TCPERIEUDP a3 28
e 8 TEPE R UDP £ - |
nwl n TCPERIUOP i &
Mgy b TCPERIEUOP ER a8
g N TCPEREUDP a8 28
dsp 13 TCPE dUoe g5 “@ m‘
[ ] i TCRERIZUDP (54} 9 H
o b TCPERIEUDP EH &R

1-5 7FUYbsr—SavEsE

11.3 SRTLER

NFA O AT AERRIZOW T L £,

NFA D2 R T LR

NFA OERBFX, T 1-6 A7 LR (7 ~—2) ) IR LIC@Y | NFA ZA > A
k=L L7z —/ 3—(NFA % —3—) B L, NFA OFAZFOMRKDIED, T 7 AR—
B— v RFEA L PO S ET,




1R RSB L AR E

fletwiark: Flom A

~

’,.- —

il -1 z"\_.

NFADFIHE

—

,._.—-—-l-uucn-_____
—a—
= = F e T A F— 82—
6 Iiﬂll — T F#A b
5P A 5P )i, AL

E1-6 SRTLERR

NFA (X, 70 —{5MAZE - BT 7n—aL s 74— LToRE L ElLE- 70—
WHBBERNESNTT 270 —TF 74— LTORED 2 2&2FFHET, £/, NFA
OF A T O Wi & #2925 Web — S—DEEL N L TV E3, NFA Tik, 7u—
a7 Z—m% a2 v 2 Z—] (collector), 7 —7F T A WP —¥4r & Web h—n—%54
HO¥T a2 he—F—] (controller) & FEOVE T,

NFA OFHEZE X, FoIildH K05 Web 77 78 —%iEdE) LT, NFA ® Web =2 — /L
W L E T,

ek

* NFATIE, Xy NU—JIZEH L, BEEZITIWMESCY — =R EDOMBOZ L 2L T
TV RARA L P EMFATHET,

e TURRAVIFHOWBENEZ 70 —IERICEH L., NFAICEETOIZENTED AL vF
RN — L — IR EOMIRD Z L R L Ty AR—F— LA TV ET,

IMS A AR—F> FRIFARD L X T LER

IMS 22 AR —3%> FEFIHT 2 2 & T EKEE L7- NFA OFAEH . NFA & NetvisorPro
EDOESERMNAIREIC 2D £9°, HAEMRO L 27 MR 2 [ 1-7 #FHEMEO >
AT DRERE) (8 X—) | IR LET,




R RSB L AR E

IMS WebJ7S5H+H—
=32 =32
FI—7 gI—=7
s — . —| (n — . —
NetvisorPro NFA NetvisorPro NFA

EEXNR/—F EEXNR/—F

1-7 HEERKO R T LRSI
4 1-7 A ERRF D 2T 2ERSE] (8 ~—) | IZRT X2, Fl—/— =7 AR—
2 V&S5 NFA & NetvisorPro (X, V—Ya s bW 7 —7FTO/N—E 7 LET,
IMS 2> R—F> FD Web 2V — LTl l—V—Y a7 —7NOKRG N EHS
BHlE— /) — R(xm 7 AR—2=)DIEREHRE L TERLET,
EVEk

NFA & IMS a2V R—% v hEEFRI LY —RN—|ZA VA =L TENTEET, 2750, ZOHA.
BAEICKRET DISENBNR EORENEAET D AREENH Y £3, HoICREE L7 LT, EH %

LTS ZE N, o, ATRERIRY | BIOH — =120 L TA A b= Dk 2 HERE L &
?—O

1.2 Web 32V —ILDERIEE

NFA Z#ET 28581, 3. Web 77 ¥ —% U T NFA @ Web =t > Y — )UIZ ki L &

9, ZZTlX. NFA ® Web =2 >V — )UIZHEki T 5 kB LN, Web =22 Y — /LD Ry 7
BRI OWTEHB L £,




1R RSB L AR E

1.21 Web a2 V—ILZERHTH=HDEREETS

Web 7 7 —755 NFA O Web =2 Y — V&2 FHAT 572D OMEFIEEICHOW T L E
T,

Web 212 Y —)UZT 7B AT AHNC, Web 7T U —IOREEELZITVET, ZHDE
HEIIFRAD 1 B TATHOERH Y 97,

1.2.1.1 NFA Y —/N\—¢BEZREIT S
Web =2 > Y — L Z2#ET D~ & NFA — _"—Dg 2 —FH S H £,

Web a2 —)b EDOEF & NFA b — R_R— DG N A —E 72 L, FR EDEEZ N T Tn5
WCHRZ D560 0 £7,

TEHBAAERTIZ, Web 22> Y — VA BMET D~ v DOREG Z | NFA —"—|Z—HT 5 L)
ICRTELTLIEE,

ER
NTP —bE AR E2RA L. FICHAOTNNR2NE LT ZLa2BED LET,

1212 Web 7530 —DtXxa) T+ RELHRET S

NFA ® Web =22 Y — )V BT 572D 0872, Web 77 UV —DtX 2 U TF 0 iREIZD
WCRREA L £97,

Web 222 Y —)VIZT 78 AT 5729I21%, Web 77 % —T, JavaScript & Cookie 23 HZhIZ
o TWHMLENRH Y £,

PAR—=FLTND Web 7T U ¥ —1F, HIHIERE T JavaScript & Cookie IZH N2> THEY |
Rl 7 E e T 2 Z &N TEET, REELEE L TWLHEIENFA 232 DI
WO ENE ) DR L T2 S0,

F72. Windows Server C[EF¥a ) T4 BIEDER]Z [F%)) ICLTWHEHEIE [Windows
Server CORRE (10 X—) ] OREVBMAL D £,

Internet Explorer &% E 2

Internet Explorer DX EfMERITIA » F —F v N A7 a o H A7 v 7 TITWE T, Internet
Explorer O[] ETAUt+T F—%H L, RENTA=Za—0Db[AVE—FRy b F T3
DNEERL TSV, ¥ 7 OFEM 725 E FNAIZ- DWW T, Internet Explorer D~ /L 7 %
ZRL TSN,

s [BxaUTa)1FT
EHEFE AT A b ~DBE
NFA #—/3—® URL %, [EHEFHYA M I8 LET,




R RSB L AR E

EVbk
MEFHE YA b IS8 LT R0 EE 1T, NFA — =708 THIlRA & ) 91 F LS
(SN D L OITREZITo TLIEEW,

- JavaScript DA %1t

EHEFE AT A ) DILRIVDARERALX]|T, [FI9T147 ROV T R ORE
N TEINZT D] 18> TWAHZ & &R LET,

s [FIANRY—15T
NFA 4 —R_R—DFETBH ) —r BN [ X —F > b OEA. Cookic #7KiET A7
o TWNWDHZ LEMRLTITEIN,
Bk
- NFAV—N—DRTEHY—r» EEELTA N FiF Ia—IVv A b TRy M)
DA, Cookie 17 m v 7 ENEHA,

- NFA YV —R—DET25—rn [HRMAEZYA N OFE. Cookie lTFIZT 2 v 7 S
. Web 2V — UIERTEX A,

&

R
b

Mozilla Firefox )&% EFEER
Mozilla Firefox DA 7 3 a V% E M CHER ZITWE T, sEMARRE FIEIC >V T,
Mozilla Firefox D~V 7 ZHM 1L T 72 &0,

[ TSAN— %
P4 R 5% BT & 7= Cookie ZRAFT HREIHR>T NS - L AHRLET,
Google Chrome D&% E MR

Google Chrome D% 7E B CHERZITWE T, [RMEREILTICH D, [FToA4N\—¢+E
Fal)Ta187 v arTHREREITH) ZENTEET, FFMARREFIRIZOWTIX, Google
Chrome D~V 7 2L TL7Z 30,

c [FIANY=tEXxa )T

JavaScript D FEITNFF A ZI TS Z & Cookie ZIRIFT HRXTEIL/R > TWND T & & fk
BLET,

Windows Server TDLE

(X)) T13IEDERZ () ICLTWAEAIE, A2 —Ry N F T arZA47
o7 ORET, EHEFEAY A ] 12 lTabout:blank] Z3EM L TL 72 &0y,

10



1R RSB L AR E

1.2.1.3 Web 759H%—|Z SSL Y—/\—3SIBAE%E A ViRh— +T 3

NFA IZ7 7 B AT 572D 2872 SSL b — _—ZFHEZ, Web 7 7 U —1ZA1 AR —F L
Er N

95 SSL v — _—FEHEICH CBA XL E@IR L25A . SEHEZ Web 77 0¥ —I(C
A VIR— 952 & T, NFAIZZEID 77ﬁx¢é_<‘:75>‘(%?£?“0

EVE

%}LJEE)E’J Z?ﬁﬁi%%ﬁﬁbf%%5%é}f% uuu )% J:O—(i Web 7? ‘7‘&\ LHLAFL[E)%@/I/\—]\
HAEEZ A VR — T ALY EBERLABRANH Y FT, FOEAIE. RARN O ORI
TLFEEN,

AEE

FEEZ Web 7 7 U —I10A AR — MET, BENHTWLIREO E £ TRIHT 5 L. Internet
Explorer TiX, AT, RIEEE(R—UNRRTE o720 B EOBRENIT X 002 &)
%ﬁé’ibiﬁ‘o HE%%%/]) /j— ]\ L/Tx *Uﬂ%#éz&%gﬁ< %ﬁbiﬁ‘o

* Internet Explorer 35 X OY Google Chrome D55 1%, LA F D FINAEZ Efe L £ 7,

1. TA.1 nfa ssl keytool (117 ~X—3")] @ exportcert <> KT, A »"— hHA[EE
TRRERAE (cer 7 7 A V) AR L T,

2. nfa_ssl _keytool exportcert CIERK L7ZRERIE T 7 A /L%, Web 7 7 U7 —M
BMET o~ ETH T Y v LET,

3. FREINFEAEY A T T, [[BABDSA VA M=LRZ 27 ) v 7 LE

‘a—o
BEHEDS v R— b4 P—FIRRRINET, [RNRZ 227 ) v LE
‘a—o

4. [AEAEZIRTRORMFZICRET H|2ER L, [BRIAZ %27V v/ LE
—j—‘O

5. GEBHEA N T ORIRY A 7 a7 T, MEHE I N7/b— M EHKES ) 28R L,
[OK|RZ %27 Y w7 LET,

6. [RNIRZ %IV v LET,
7. [BTIRZ &2V v 7 LET,

8. HOBAOED, ¥¥a) 7 (BERRRSLETE, [FWRS &Y v 7
LET.

ELCA YR bERE LI LD H A7 0 7 BHoR S AUE, TEREDA 2K — s

T

* Mozilla Firefox D&%, UTOFIEEZEML, X2V T o HsE L THERLET,
1. Web”7 7 U —TLUFOURLIZTZEALET,

11



B R RSB L R E

https://<NFA H—/N—@ R X A >4 (FQDN)>/nfa/

EVEk

URL |Z#57E L7z NFA H—/3—D R A A £ (FQDN)ZX LT, A RIfREDEAS rRE 72 BR iR
THHVENRDHY £7°,

BRIHG CII WE OEENERINET,

2. [FHMRHBA ¥ 272 ) v/ L, RSN [EREZRNTHRITIA XY 27 ) v
7 LET,
AEE
X T 4 HISN 2 BINT AEE BN A EAZEONENELWE & & X< RO
THEITLTLEEN,

ek

Firefox D3 — 2 T, [HTER) > [BIREZ RAMTHRITIORDVIZ, [TF5—
AR > (IS EEBMOFN TEX =Y T 4 42BN £7,

X2 VT A BPINOBINZA T a7 NERINLOT, [REILES ZOHIEERIC
FTBRNT v I/ RNSDH EaHERO LT [2Xa ) Ta4BNERBIRZ 20 v o
LEd,

17 A CEEAFRR ST, GEHEDA AR — MIET T,

122 Weba>yV—JLIZ7O€RT S
Web 77 7 — 5 NFA D Web 2> Y — L83 A FIEICOWTEHA L E T,
Web 2 — VT VB AT H-02, LFOFEIEZFEITLET,

1. Web 77 UH—TLIFDURL ZfE L, Web 2 YV —/LDOnu /A EH%ZiLHE) L £
7,

https://<NFA #—/3—® R A A 4 (FQDN)>/nfa/

RA 44 (FQDN) I&, SSL % — "—FEBEDIERRFIZ AT LT A RN —F L TV 2 4%
ERHDET, —BLTWARWEE, NERIERAEE L TEERRRINET,

EVk
Web 20 Y — LT 78 A $ 57021, URLICFEE L7 NFA —R_R—D KA A 4
(FQDN)IZxf L C, AHIERD FIRERBRE CH O MERH D £,

2. a—H—K NKZAT—FEAHL. Web 2V —icua A LET,

Web Y —~Du 7 A U PENTH e 2—F—TLITRE LY v a2 — Nl %
FRLET,

12



1R RSB L AR E

AFEE
* WebarYV—n~pulAr, BLO #ECETIEEFELLTIORLET,
- HEe A %I, BT, admin 2—YP—DONRNRAT — RELEFLTLEEN,

SRAV— ROEFE L, Wit EoFHEAREIR S o b FR S5 AR E B T
WET,

- NFA OFEHROBIEGEM, £BH, HIR/e &%, #5D Web =22 — )L CRIIFIZIT H
ZLiIITEEEA,

- Webary—izua A4 LTH5 30 SMMLEBIEL - GA81X. BgiTr 77
ML, ROEEDZ A I 7 Ta sl A U EEIER L E T,
72720, Xyvad—RNEHEH, =7 AR—% =0 lEH, (X2 b —EBEIZBVT,
FHMEEIZ, 147, 5. 15500 TnEiREL TWAHEEIE, BEiconrn s 77 b
IHAThhvEREA,

e IMS IV AR—RU F D Web 2 Y — LD TNV A I BHEEAENCLTWBEED

EEFEZLTIORLET,

- IMS a2V AR =X MZBWT, NFA LR~ Da2—P—2FH L T LERH Y £
T, A4 D2—PF—IZH L TDI, TN A o F o BNEMNCENEL £9,

- B S A URHIEBWT, NFA @ Web 2> Y —/LZ%f$ 5 URL #ELTWVWTH, IMS =
VIR—FX L RO Web oV —oal A UVEHENERINET, 27 A BT 5
L. BEIRYIZ. NFA O Web = > Y — )LEEIZER L £,

- IMS IR —FR 2 FAMELE L TCWAIREETIZ.NFA @D Web =22V —)ULIZT 7 B A T&E /R
WIEANHY T, ZOHRESIT. LLTO URL Z#4E LT, NFA @ Web == > Y —/LIZxt
T4 vEEEERNL, BT A LTLTEEN,

https://<NFA #—/3—® K A A -4 (FQDN)>/nfa/login

1.2.3 Web a2y — LR
NFA @O Web =t >V — )L ORERRIZ DWW TEBH L £ 4,

NFA O Web =2 Y — L, [[X 1-8 Web = > V— )L DO#ERL (14 ~—0) | Trrt 58K THE
RENTWET,

13



B R RSB L AR E

Network Flow Analyzer ‘I]IIII- NEC
Fuad—p THAM A MER P L] : e B T
: r i FEEL T
q=t=F TR Pl F 20Dy L= BREOA 2 13
S3mins Adminiiraiod TN ol diboaind 201T-00-0T 15000 (=09 00) @
sato EERT At =7 e U= M= 5 . a0
suzuki k- 4 EpaTy @ 'H
tanaka EEEs fi: 5 T 3T 4 S6H0000) o BY
armasda . A — A — beoil-in dashéoand ‘.} H
},p._“ WabSAM Hedwork Flow Anabyrer 11

Copymght & 3014: 2017 NEC Comporabion All Riphts Reserd

E11-8 Web OV —ILDOER

24 h)b’ﬁﬁi‘éﬁ

R LIt

IEIR S A AR I Na— R — ROKERNETRT A vE— V2 LB TN

LT@ﬂLiTO

AA A= a—5EH

KA =

—, BERZ U ERRLET,

A A==a2— (NFA OHGELT I )

EXPEY Sl
K a R — R ORFREICB T 2 B Eliim 2 &R LET,
[T RR—2—3H %7

IINTRRDO T AR =2 — 20 IAA T, FEMRBEEO ST 21T D I2b DT X
R— S — Wi 2 Rs L&,

[y FERIZ T

EEICXT D LEVWEBEMRORESC, LEVEBEMRIZE S LS VWEEE, [BIEO
AR NOREERE R T DO OEEERRLET,
[(TIN—TEE | %7

Ky v 2= FEET 7 AR—F = EE COOTReRRTHHAT 2= F
RAL P DIN—E T BIR, 2 AR—=FZ =D v F—T A ADJ/)L—E
VT EAT D IO ORREBERCBUED 7V — T RERI 2~ — B & £oR L E
B

[YRATLER| X7

14



1R RSB L AR E

T AR—=H—BIOZFDOA L H—T = A ABEHTHHES° NFA (21 7 A L A]
e — Y — IR E T O E R & AT ARKRICERT AR E BHAITH -
DOWHEEFRRLET,

EVE

EHEERE S —F =Tl U LSRR ICOR[ VR TFLEE| Y 74 F R LE
T,

AP FRR

- rIA LTS a— P ERRLET, 2 TIE, 2—F—RET[ERTA]IC
BE L2 RR LET, 22—V —0BIHRIEOBRIC, [RRBIDEEEITHR
ol aid, [A—Y—R]IDIFEMER R LET,

o ERERZ
- [BEAREIRY

074 L TWNE 22— —D[RFERIC[/NRD— R/ Ea—H —DfF A% EICE
THRELEDT- DO H A2 FRLET,

EVk
ElOa 7 A VI, RAT— ROBEEEZITH Z 2R L TVET,

- AL E
NFA D~V T Z R LET,
- [BagrFy MR
Web 2 Y —mnbu 77 b LET,

HIAZ1—RE

BIRLIEAA A= 2 —IZBRT Y T A =2 =005l FRLET,

3 K11 7R 2

BIEICEET 2B ANMEDRIEICE T 2 =7 =R EDfEmz@im L £75,

HREIR{FrRLE

BIRLIEAA A ma— BT A= —ICGDE B EREZ £ R L ET,

7 v 32—l

HAERRE L TV D NFA D=V g UERP 2 E—F 1 FOEREFRLET,

15



B E RS & AR

124 4 zy FDIESE

Koy 2 — REEB KO 7 AR — % —25Hr i Cld, G5 R0k~ 72 ot 4 T H
i&®?491ykkbfiﬁbifo::?@J@Aﬂ%$~%¢é?4v:yk@@ﬁ
WZOWTCRA L £7,

T4 Yy MIRFTOINENORELS 3OO A FHETHIENTEET,

NI S ITRREAT

OFFERE LC lREMBICBIT 2FHEB OWEEOHE AN 7 7 TR LET, F
-, —EFRRT, BEHMICBITAKEEOBEEDIEN AR LET, BIEEOHEAIE
bps £721%, pps ZIBRTHZ LN TE £,
UTOO 4Ty bR ZDOXA T IZELET,
s BEESNVA4 Y=y b
®11 BEEMMI4Pzv b+
4Py FDIESE H
T AR—H— BEEOZ N AR—FZ—%F I LET,

T AR—Z—DEERIL, TDOT T AR—F—RnFFoA
VHE—T 2 A ADBEEOEFHIETT,

ANIA v E—T A R ASDOBIERDEZNA L H—T = A% FRLET,
WA v 2 —T A2 HOMOBEEDOSZNA LV F—T = ABFRLET,
 ¥EIC. mAeTHT T 4=y b

F£1-2 HEfERX. WESHFI4Pzy b

14>y FOEE H
FEETLIPT RL X HEEOZVEETIPT NLAEZRRTLET,

T4V FNORRIZBWT, #HETLIP T FL AL, K
A MBFORICYIV BEZ D Z N TEET,

SE5E TP 7 R LA WEEDEZVEIP T RLRAZFRLET,
74T / FNOERRIZBWT, 58 1IP 7 FL AL, A
MFRIYI VIR D Z ENTEET,

BNt — g BEBOZWVWH A= g Q2 mEOBEE)EERLE
‘j—o

74 Yy MRNOERIZBWNT, BEEZITY 250 K
RALRDIPT RLARIT, RA MERICHVEZ S Z &

MWTEET,
EEILT Y RRA VT —T gﬁi{%% DENEETTT Y RARAV N V—T R RRLE
ST RRA v ST —T WEROZVGEET Y RARAS VM A—T KR LET,
E{EIC AS 5@% D%\ i%E{E 7t AS(Autonomous System) % #x L E 77,
SIFEFTRRILET,
365 AS ﬁ 15 B DL\ 55 AS(Autonomous System) % 327/~ L £,
SIIFEFTRRLET,

16



1R RSB L R

TR T TRRAATDOT 42y bDOA A=k 19 TS T 7 Fpm 2 A 7D
Y4y b (175—) ] ITRLET,

Skbps

4kbps

Ikbps

2Kkbps

1kbps

0 bps

Mo,

(B
H:
M
[
M5

A NEERT | Y

R VAVAYAY

AN —~\

e A A U A 4

T
03 PM

— e e e ——

e — 0

T
03:05

T 1
03:10

' 'DEIPM

EETIPF LA
192.168.20.254
192.168.10.220
172.17.0.54
192.168.10.254
192 168.10.1

T
03:05

T 1
03:10

BEE
3.5 Kbps
1.4 Kbps
733.9 bps
733.9 bps
733.9 bps

19 BT STRREATDI94P v b

RIS 7MNEIT 3 ITREREAT
BHEREN Y57 S BRYS T 70 Vb bn TR 5 2 ERTEET,

s Moo

FREMBICE T 2FHEOBEEN, 2ROBEZEICK L ENLS LWVOEIEE HD T
LONEFRRLET, £, —EFRT, IHEMMICIR T 24 H B OifEEDNEN 2 %
ARLUET, BIEEOHAIL, bytes £721%, packets IR T HZ LN TEET,

s iRy 7 7

ISR E LT, IBEMMICBIT 2 KHEA OBEROHEBZIINMR S 7 7 TR LE
T, o, —EFRRT, BEHMICBT 2FHBOBEEDIAM 2R L ET, BEE

DHNLIL, bps F721X, pps ZBINT HZ LN TX LT,

UTDOU 42y hRZOZATITRLET,

17



1R RSB L AR

£1-3 AT 7HNBRI S IRTEATOI4Pzy b

7142y bOEE B
TV =g BEEOZWNT U r—yvarvafoRrLET,
IP 72 han WEEOZNIP Vu harzRprLET,
DSCP WEEDL N DSCP A FRLET,

M7 777 7 7FRR-EATDOT 4Py NOAA—=T% [K1-10 7T 7 ik

TITITRREATDT 4Ty b (18 X—) ] ITRLET,

ERERE

=
ling

e

g

oarm oahs

A A An AN A

Lol LR
L] Frr—2a
T iy
m: pace-4
[ K] Ty
| I Carsan-Contl
[ CareaD-ckita

@M

M

[T

2348

BISORE T

a4 Ha Flubr=3.3% RN =1k
15.4 Kos W1 mp 6.9 Mbyles 4550 %

&1 Koo W palced 2.8 Mbytes 1865 %

180.3 bps W3 0w T5.2 Kiryles 08 %
153.3bps W4 @eve-cois 650 Kiryles 047 %
125.3 bos B apvc-dia 85,4 Kbyles 038 %

Hs o 4.9 Mbytes 1n0e%

®1-10 RIS THIABRI S IRFTEATDI4P v b

—ERREAT

BERMICEEST A E#RE —E TR LET,
LTI 432y "R ZDEATIZELET,
£14 —EREE2ATDI24Pzy F

4Ty bDES

B2L]

LT T—h

BIEREFDT T— " XU MERRLET,

—EBRKRIATDT 42y DA A—T% (¥ 1-11

/\O“—:‘/\\)J a:i—\‘ Li'@“o

—ERRAATOT 4=y b (19

18




1R RSB L R

EEGesi

EEE EHER ERAR Mg
i, 2017-03-17  |P88-S2430_1: EESEH50 bps T EE2EE
15:27:02 GigabitEther 0/5 BLELE. BfEE-

0466.8 bps, JO—%# =&
Ex T B = IIL—T

ITIEA
i\ 2017-03-17  |P88-S2430_1: EEEH'50 bpsFEEIEE
15:27:02 GigabitEther 0/1 BLELE. BEE-

11825.5 bps, JO—5& =%
ExT P o BMIL—F

FIEA
& 2017-0317 %2215 - GEO/M EEEH 400 bps i EE5EEE
15:16:03 BLELE. BEE-
404933 bps, JO—FH=F
FUs—=3 % ntip
15— ~—uB 5

111 —ERXRREATDOI4Pzy b+

125 D42y bEEET S

WM T 7FRm2A 7, BXO, M 7/4N0BT T 7R REATDT 4= Mkt
LTk, RUAE UG RBERADO T 4 V2 ) v TRROBIENTZ E T,

M7 7 7FKRE2A T, FIIH T T 7N T 7 7 FREA T RIS T 7 TER
L7442y hTlE, T T7DR—0A UERPITZET,

F7r. ZV RRA U NOBEREIP T RLATHE RTHTI 4V MIBWTIZ, IPT7 FL
ADREA NG EWRERPITZET,

M7 7T 5 7RREATOT 4Py M LTIX, 9 7% 075 7F 71337
W 7 7 CERTDHZENTETET,

i
BT S IRRIRZ 20 Vw5777, [ATIIRRIRZ 27 ) v r3THEMTT
AR5 o1/ S

1251 FUILEIURWZEITS

TN T 7 7RREATBLOM T Z 7T 7 7RREATOT 4V =y MTEBW
T, —BRFERTZHEADY L 2% 7V v 7 L, OHEREOK VAL EIT> TV 2 ENT
TET, TI2TIE, FOEREFIRIZOW T L £77,

Ky aR— REHEICERT DT 4Py M DRER O 217> T LB, =7 &
N— 2 — ST T O HTAE RS U, B 28 E T 4 v X — S 2B L T & 2
BB TR EZ TV ET,

19



1R RSB L AR E

1.

2.

HMRY 4 V=Y FO—RFIRETHADY 2727 v 7 LET,
ek

Ky aR— REHEOEBRE ) AR—F2—IZHTD5T7 4V =y NLEIELIZEEE. o0
HNBOLT T AR—H— BILO, A v F—T 2 AL ERTHE-ODOEmHEERLET, 2
DL, R ROT I AR—H— H LI, /v X—T =2 A% 7 ) v 7 CENLE
—g—o

T AR—=Z =GR DO[ T 4 WE—FHNZ 7 ) v 7 LEZEANBINENET,

IHTRERDERF SN2 L AR LT IZE 0,

yR1EH
Koy aR— REENS, TSR L —%—] OA v F—T x4 R [0/1) ZHENDEET
IP7 KL & 1192.168.1.100] OEEE RUNAX TS5 T 385 0O8IEFR 2L IR LE

‘g—o

1.

Ko aR—FRBEO EETIPT RLA] O 4=y hnb, EETLIPT FL
2 1192.168.1.100) oV 7 %27 ) v 7 LE7,
T AR—Z = HTHEEISERS L, [PRREOEFE—E| NS nET,

ZDEE, [F4NE2—FHETIT. BETIP T FL A= 1192.168.1.100] 2 87E S,
[SHAFROER—E|CIT. ZOFRMICHYT I 7 —2EHL TSI T AR —
A—BLIOA B —T A ADLFTE FOBEENEREINET,

[ REDEFE—E] T, AR, —2—] O H—T A A 0/1] DY T %
70 w7 LET,

T AR—FZ—HTEEIZIE, UTOFRMBICEZYT 270 —2 0T 58D 1
Ty FRERINET,
[HERITH AR—42—]

WSy — & —

[RESE2—T A X]
0/1

[Z 1 IL32—%#]
EETLIP T KL A= 1192.168.1.100 ]

20




1R RSB L AR E

1252 5 7OFRTEBRBZI74IIWL2) 25953

TN T 7 TRRIATBLOM T 7 77 7 7RRIAT DY 4 V= v b T,
T4 B ) T OEREER V% Z L T BEDEREHE O — AR RN RN T D L
MNTEET, ZI2TE, TOREFIRICONTHIILET,

AR, TopN FRD O L O DOIHA 2 —FFAICERRIC L, R LIEWIHE OZ 2%
LT 7727109 < LEWEEIZITVWET,

B 21X, Top20 OFRRITK L, 102225 20 (O H & el L7 WEEIT, 1 b 9firE
TOHAZBRIL T T 72 /A< LET,

. BT 4Py bO[TI4NE—EIRZ %270 v 7 LET,

2. NIRRT A NE N THEAT T T ONRMPHEBEOF =y IRy 7 A A 7121,
ISHTRIG N AL £,

3. [OKIRNZ %2 )y r L, 742 —fREZRMLET,
U4 Yy FORTFHNENENLET,
s IR T TRREA T DT 4V NOYE
SINTRIG DB DI B L ET,
s M7 IZ7MNMT T TRRIATOU 4 V= FOBE
ST R OIER OB OEE BICSHT HEEDFRRICE L ET,

1253 FINBRI S TDRREX—LAVT B

T 7 TRREATOY 4 V= MIBWT, fEEHM O 2K Z RTHThft 7 7 7 DR
MR ZRDH Z LT, VI T72IMRFRTHILENTEET, T2 TIE, ZOEEFIEICS
WTHA LT,

AEET, BIEOFTRHE THRIE L7 7 7 OFoRBIR O T, HICRRHE 2 € L T,
77 7w RFR LET, BEIROFEM 2 YR LTl < HERR L TV E T WIBE ISR
TEEATWET,

1. TRIOEEEFRTIITNMRT T 7(Lor oL 7 Z— LIRS 2 IR L £,

2. LuTURLIH—DELED— YNV ERT v 7&Ky TBEIL, RFEIIEZ R L
\iﬁﬂo

FORNLE % & B ICHHET DAL FORELITVE T,

c LYVRLIA—DEEDH =Y NE KTy 7&K ay T TBEI L, IR
mLET,
Ly PR LI E—DIRETY T2 RT v & Nu vy 7 L, WEE kE B8 S&
E

21



B R RSB L AR E

s LUVRL A —DIREC Y THE Y v UCHIRREE MR L. B L < B
We2 K7y 7&Ky 7 THRELET,

EVbk

- BEREIEEOMERRIL. LB LI F—DEAD T — VY IILDREERITRY 1T,
Lok L7 2 —NT, R7v7&Kay 7OBETHBIEDIRTE 21T &,
N, I—YLRFRENET,

- ERE T 2RI, BICEmSA o) T A KT v /LT, EE 2R E TS
ZEbTEET,

FOTN# T T 7 OFRE2IRE LR TIERF RSN ET, o, ~HIFERTL8E
B, BLOZDIEMIZHOW T HIRE L-#PHIC T 2 fFM TR R L ET,

1254 IP7 FLARTZRA FERTRICE#RT S

T KRR FOFRE P T RVATRRT DV 4 Ve y MIBWT, RTHT 0 FAR
AL FDIPT RLVAZRA NGQIZEB LERTHIENTEET, Z2TlE, TOHRIET
JEIZ DWW TR L E 9,

T RRA LV NERTIP T R AZRA MNICERT H7-DITIE, = FARA 2 FOKRZA
4 & IP 7 R A& EH$ 5 DNS(Domain Name System)(Zxf L, NFA 23R~ kU —727 &4
LTHRAMZRWEDE TELRETCHLIVLENDD £7,

EVk

o DNSIZEGFEINTWRWNWIZ Y RIRA v MZOWTiE, A M OWEDOEDRTZ W=D,
AEEEITH> TCHIP T RLAFROFEFITRY £9,

© ABETEMSNDAA M, REEZEZE LR TORR M TIER L HdRo
7 n—{EHR A SR LIZRFRIZ DNS 2B HUG L7 AR A M4 T, 2072, i EOBE RN &
I DHEIC, YR EBIEDRA FARERR STV LHEIE, YRFORA M TERRLE
—é‘O

AREEEFER T D Z & T, BREOT Y RBRA & FORWHAHE TORF < A2 £9,
. BV 4y FO[RAMERRRIRZ 227U v 7 LET,
2. TURKAYRNERTIPT RLABKA MIZEILLET,

VLU 4V y NO—BRRES AR L T IEE0,

AER

RA NLFTRICEW LA, =7 AR—F—SHEE~D ) 7 13FRENEHE A,

TDIPT RUARRICRTHEIE, IP7 FLARRIRZ %27 ) v 7 LET,

22



1R RSB L AR E

1255 TS5 7NBEEZLEFET S

M7 7707 7 7 RREATIZBNTUL, M7 I 724 r 77, Eizidhini s
77&MT T TICERTHIENTEET, I TIELOBRIEFIHICOWTHA L £,

AEMEZ Efid 52 & T, 1 DOMEE T, FFEDT 1 b a /LS THRERINZI >~ T 7 n—%
SHLTZ0, FBELEZHMMO 7 0 —0EE 52052 RN TEET,

EVE

TITITRRIAATHEERETEDHY 4V y NOFEIL, LTD 35T,

[Z77V5—av]vav=v b
(PZFAKIL]Y ¥y b
[DSCP]V 1 Y= v b

. R4V xy FOINBT S IRRIRY VEFMATSIRRRIRZ 27 )
7 LET,

2. MBT4Vy NAOTZ T I7NAT S IRRE IR S TNICEE SN E T,
AFE
AT AT, BOBEHICBET 50, FSs 3F—42 ML CHAZEHT22 &0k s
THINV DT T TICEREINET,
FIFIN DT T TOEEALEETHHEICHONTIE, (4132 v adh— REHEL BH
T5 (81 =—V) ] 2BRLTLITEEN,

126 BAAZEONBZEHT S
NFA D Web 2 Y —viza /A v Liza—Y—ngygon /A o RAV— e gira—
PR E T T 2EOFIEIC OV T LE T,
EVEk
[A—HF—8]. BLO [PZERALRLICONTIE, ERETLHI LN TE LA,

L B AR EmEZ 2R LET,
A v A= a— RO EBMAAREIR Y v 5227 ) v LET,
2. FRENBABREHE CHNEEZ LR LET,
[RR4]

B L OFRIFHAO 2= —DAHT LT O FTHE LEd, RRICFHITL 32
XLFETT, BHBIUORBIEAAN—RAZHEETHZ LI TE A,

Bl LA, [A—P—R | THREL-4ARIAF "L E LTHHERLET,
« [TFZAILEFDE Y aR—F]

23



1R RSB L R HEME

07 Ay LR, SRR THE v v ah— RERDOAHTZ RN L £7,
o [IRRT—FZEE]
Fzv IRy 7 At AL, [IBIRRID— RIICBAAED AT — RERELE

R

B/ RT— KR, BEO, SRAT—FBEAAWMICIE, FFLWWSAT — REHEE
LET.

SRAY— RiE, UTFOXTFEMAGOE T, 832 LTFOXLTHTHELET,

- AT

- CEA AN

- UFoORE

P"#E% &' () ¥+, - /<=>2@[\]"_"{]} ~
3. BHENEZMRL., [OKIRZ %2270 w7 LET,

24



Il 2 =r
- a1
_n-
ERRINIRIEHETE
NFA OEHIZ A DI LEE L 72 DB sR E D HFIEIZ DWW T L £,
BX
0 R e e = . . SRRSO ORI 26
2 AT N DD B R T 00T ) oo oottt ettt ettt r s 29
R I S N e SRRSO 32
R R . OSSR 43

25



21 AR ZEET D

NFA DT A &2 ZZHOWTHIA L E T,

211 HBIA LV REAVE—TIARIM4EUR

NFA OB G AL AL A VA —T 2 A AT B ADEZTFIZHOWTEHH L ET,

METAMEUR

BT A B RALE, NFARIGLEZBNCT D200 74 ADZ EERELET,

NFA DA > A b —)VEZITEEFIROHD 8T A T AME LTEIELET, bT7A4 TR
TIE, BHWBL LT, T AR—H—D2ODA L F—T 2 ALNKEETX A,
G A B R EBET D ERERERIRMERR S, T4 B ANEIDG U= EERE SR T

EHEOIT ET,

A=A RTA4EVR

AEHE—=TxAATA VL ALF, 7 —EFROZERGEHWT 57200, FEHIHROT
JAR—=B—DA B —T 2 AZEOVYTCHITA B ADZ L EELET, /X —
T A AZE)V B TAZLERNTEZAAN L HZ—T oA ATA B AOEIT, B L8 T A

T UOAORNFIZED  KRENRED 9,

212 HES1 L RAZEEI S

WL TA B RAEERT D200 T A & ARG IZ OV T L E T,

F4 U AEEREE

BEFEAD T A o A —DIERMER. BLIO, 74 B AOBREEMEZI TV E T,
TA o ABGEEIL, [VATLABEBP[(FA/EVRBHRZ 7Y v/ LTERLET,

Network Flow Analyzer
Sy ak—F THAR—T— A HER Fn—Teem

s e -1 FIlur-ialEl 1—-H-EE SRl Sk

ST vAt-—0—Hh

L HETE SA1TAF i ] b et o] L
) M ] - FO-FERER  BRE il . f
2 00 ] 1= D= LFEE HAT-04- 1T QUTE v Jusl |
Ttz am—H
S4B AEE 1] St
Mt Flin Afaly2er (5 3 -] 11
Mty Flir Anabyzar 77 749 S 1[50 4a 100 bl ]

21 SAt RERER

26



HEEeiRERE
 [TAURBMR X

TAV L AF—%BELET, KARX L Z0 ) v 0358, T4 AOEMNBEHE DT
IREIVET,

A4 RAF—D—F
© (&S]
B LI T7A B AX—%FHT H5EFFTT,
- [HREE
TAV A —DBEIFAT LIZT A B AX—C6 T R ERERE TR LET,
[(Z1EVRF—]
BIk LT TA B AXF—DIEEZR T LET,
[REE]
TA B ADREREEZRTLET,
[A— FI— FRBEIDF RSN TWDLEEE. [AHER| O AFHIET S ETloa—
RU— FORGERZIT> T EEW, AHREZIE S 25HA1%, 714 B AF =0 8L
7m0, BMESFIHTE AR ET,
© [ARHIR]
BEEENTND TA B AF—ERIIXT 2HEDHIROEHREZ LR LET,
© [#1F]
BEESNTWASETA B AF—Tx T H8ERZ v 2F R LET,
- [Ea—F7—F&H)Rx
a— FU— FOREEHAZRRLET, FRSNEETT A & X% =125
53— RU— ROBEREITO Z LN TEET,
A EE
MR [3— FO— FE&REFH | OLE. ARZ ATEYDRE TR RSNET,

| RS

TA B A —OFFMBEEAZZ R LES, ZORSNCBEE TT A 2% —ICH
TOHMERAMRT D ENTEET,

- [EEIRR)AR &
BIRLTZ T A B AEREHIRL £,

27



TAEVRD—E&

TAV U AXF—D—ETHFELETA BV AF—IZONWT, TROEREFRLET,
(T4 2 REF]
BN - BT AR AL ERRLET,

HN o= A4 B AOKESFERLET,
c [FA4EVAF—ES
TAB L AF—D—BEDO[BBRHIETDHTIA B AF—DFFEE£ R LET,

2121 RESA L REZEEZFT S
BT A B RGN T D FIAIZ OV TELA L £,

TN, BIKT D7 A B AF =R SN/c 2 — U — FHFFEHMZ FoolZ 88 E L Tl
TLIZEW,

"7 A2 2AOKEKIT, LLTFO 3 SOFIETITNET,
1. 748 AX—D%EF
2. a— RU— RETRO~D— KU — RORITIKIHE
3. Z— RU— ROXE
Z D 3 ODOFNAITHT 2 FHEMARBIEFIRICOWTHA L E T,
1. 4BV A —2XGELET,
a. A BUABBEEERTLET,
[VRATLEBP> AV RBEZ7 Vv 7 LET,
b. [FAERBMAL %7V v 7 LET,
TA B ZOBIMBEHEAERSIVET,
c. T—RU—RHFAKICEHSNZRENE, FM 8 AX—2 AT LET,
d. ATNEZHRL., (BRIAZ %22 v LET,

BEAHNIEFICHETT5 L, T4 20BMNERO[A—K7— KBAFEa1—
Fific2— KU — FHiEa— FRFERENET,

2. a—=FU—=FORETHGHZITVET,

FrRESNlca— U —FHGEFEa—F2H LT, a— NV — FBITHFEZITVWET,
HEETEDOFEMIL, =— RV — FHEEEHRICREHE I TOWET,

28



Bk
a— RU— FHZEa— N3, T4 80 ABREBMEE THET At 23— 0[R2 o %
IV THIET, BERRTEXET,

a— RU— NI, HENLOEAUNIES SNET,
3. a—RU—RZRHELET,
a. TA LU ABEEE T, META L AF—D[EA—FI— FBFIRZ %7
Vw7 LET,
aO— FU— FOBREME AR RS NET,
b. [A—FI9—FIRICAFLIea—RFYV—FE2ATJLET,
c. NINEZHERL., (BEIAZ %22 ) v LET,

BERILER N IEFIZFE T TDHE T4 B ABGEEICEY £9, 74 B A% —
D—E DY 74?/%%(ﬂ&%@%rﬂ [A— F7— FEHEHIE
b/)fx_; C‘: %%WD\L(< 7:_51/\0

2122 HRSA4A o RA%HIBRT S
BERF O T A ' AZHIBRT D HEEIC OV T L E7,

BoTIA BV AF—ZBEE LT LESTBEER, BEFEHLD T A B AXF—ZR AT L
WCBATT AL, BT A4 ZA0OHIBREEEZITVWET,

. TA B ARG EZFRRTLET,
[VRTLEBPSAEURBEZ 2 ) v/ LET,

2. FTABLUAX—D—ET, MBI AZ—0[MEIBRIRZ %2 ) v LET,

3. RRESNIHIRERY A7 0 S THNAELHERLET.

4. [OK|RZ %27 Yy 7 L, HIBREFEITLET,

> — o] =1L == 4= =
22 VATLDREHZRTEZITO
BHNRDOT I AR—F—FR (7 AR—F— BIORZDOA X —T =4 ZADIER) %
NFA 28 & T HHIZIT > TR ARNE | BEXTEICOWVWTHHALET,
NFA OEH ZBET AN B RO T 7 AR —H —FEHROBRGIIET DL T ORBERE
ZATWET,
© T AR—Z—FROBGERY —DOBTE
BRI DT AR—F —F R E NFA ICBEETHRY S —L LT, UFED2OMR
HYEF,

29



- 7 n—lEROZETEIC LD BB

ZELEZZ7a—EFERNL, =7 AR—F— BIO, [ ¥ —7 A AT H1E
WERGEL, BHMRLELTNFAICHIIRGELET, 20X, A0 X —T A
ATA B AOENY YT BB TITWE T,

- T

BHXMRERDT T AR—F— B, A ¥ —T = ADFERBEERSA o F—
T2 A ATA B ADENY) Y TEIT X CFEITITVET,

HEPBEPA RSN TVDLHETH, =7 AR —F —OFERERITVOTH HHIZITH
ZENTEET,

BV
T 7 AV PRETIE, 7 —fFROZEREICL 2 ABRENSADT Lo TOET,

SNMP fE#IfGF/XT A =2 —DFT 7 4 /v MEDRIE

NFA TiE, BHHUROT I AR—=H —DIRA ML, LV H—T =24 ADIFERE T 7 A
R—%—D MIB 7>5 SNMP Z AW THES L £,

SNMP [EHREIGF/NT A —2—DFT 7 )V MEZEREL TR & flx DTy AR —H—
WX T BN T A= —FENAREZ2 ) £, F/2, 7o —FROZEZREICIL 5 HH
BEROWBIZBNT, ZDO/8T7 A—H —% HUW\WT SNMP {FHO HEERE N T25 L9
2720 £97,

221 TP RAR—EF—EROEHR) O—FEHET D
BRSO AR—F —FR(= I AR—F—, BLOREDOA ¥ —T = A ADHFEHR) DX
FRY =D ETFIECHOWTHH L £,

ABETIZ, 70 —1EROZERIC, =7 AR —2 —FEHRA HQEBREET 200, LARWVON
DOBGERY o —ZFHTELET,

eV

T 74N MRETIE, =7 AR—F —fFlz AERET 2REITR> THET,

T AR—H —FERE BB T DR ELIT T2 HA L, =7 AR —Z —1FHO B BB EIF
I, A VA =T 2 A AT AL ADEY Y THLHBITITWVET,

BRET A E B 2 RKos L T,
[YRATLEEPREREZZ ) v 7 LET,
UTOWFN»ZERRL £,

c [FA—ZEZRBCBABTEERT B]

© [FEITERET D]

30



3. RENEEfERL, [ﬁ#]ﬂ‘& a7 Uy LET,

2.2.2 SNMP fEEHREB/INTA—F—DT I+ I MEZFRET S
T AR—F—, BIO, 42X —7 A XL D SNMP [FHREIGE21T 5 HBHEICHLE
SNMP /XT A—%—DT 7 4 )V MEDFEE FIEIZOW T L E9,

NFA ClE, =7 AR—# —1EREBEHT 2B, SNMP & T 7 AR —4 —0 MIB
M6, RA NMi(sysName)XoA % — 7 = A A4 (ifName) 72 E DR Z TG L £ 7,
AREHEATH 2L T, 27 AR—=F—ZTLIZSNMP /R T A — X —DRRE&AT O EENPRE
WD ET, £, Tu—FROZEREICL LI 7 AR — 2 —FHRDO B BB ERFIZ
SNMP [EHEE S AHETHEITITY) 2 &N TE X7,

AKEEZ FEET 5, EHAREOT 7 AR—FZ —|ZEHEL TS SNMP /3T XA —Z —D
1ﬁ%ﬁﬁﬂ‘b L/—/Cj;sl/\f < 71:_. é l/\o
Bk

EHBRBEICAE T 57 AR —4%—{l]d SNMP /X A —H —(SNMP X— 3 >, KR— &=,
SNMP =1 X 2 =7 4 ZA)DEIC DWW T, EHBRE TR LIZETREL TBL 2 2R LET,

1. BRETREMEmZFr LET,
[VRATLEE>RERE|Z7 ) v 7 LET

2. [THRR—F—EHMB/INS A —F—]OFK AWK L, =7 ZAR—=F —MDOHEE
CRICEEEELET,

« [SNMP /83— 3 V]
TNE T A= a—(1]/[2c)0H&EIRL T, 7 7 4 /L MHAIEZ[2¢] TT,
. [R—F&ES

0~65535 DI THAKTEZEEL£T., 7 7 4/V MAEE 161 TJ, SNMP
DOR— FEFIE, —MAZIE, N6l ZRMLET,

« [SNMPaXa=7414]

BRI TENL 255 LFT, UFOXFEBETLHZENTEET, T 740V ME
X Tpublic)] T,

- P T
- AR
- UToRE
"#S% & ()*+,-. /0 <=>2@[\]"_"{[}~
3. RENBEZERL., BREIAZ 22 v LET,

31



23 IHORR—2—%EHET 5

BHMROT I AR—F—IFR(T I AR—F2— BLO, 20 v F—7 = A ZDMER) %
BT L HEICOWTHALET,

I AR—4—EHEMR

T AR—H—% NFA IZEBR E L CORERT 212IE, UTFD 2 2DOHERD D £,
© 1231 =7 AR=Z—DOFREBEHTRERT D (34 =)

« 232 =/ AR=FZ—DFHZFETRERT S 36 <—) ]

T, FRROWTN DO HFETEE Lo AR —F —EREA2EHT L5y AR—F —
PR H I HOW T L E 1,

7 ARN—2 —EHEEIL, [VATLEB>TYAR—E—FE|Z7 ) v/ LTHERLE

o

mR [

<+ H

227 LW & Aomibisyax  aa T B
IHAF-L-00 Frur-LalER 2-Y-TR  S4CLAEE  BRMEE
TIAR—F—D—H F] FATEE | ¥ATHOREG || DRSTREES || Sr R
A2 =2 A5 (SO - 100/ MERSE 137N &)
= e ] A F=z42—H IFFELZA BIEEEAE B
= 193 188 10,307 SR @B 157 168 10 307 IIE09-14 1T 26 (+0000) ﬂ' e
A Mndec F- |
v CIU50-F noc com ] Falvd (24) # 8 192 165 10,320 LR T2 00 o B
= CHSDE_1.gw ras com =] Gia () e E N0 168 10 254 2805-24 1726 (200000 o B
= G ) |
o Grlzd (28) 3 |
v IPBE-S3540-3.0WC com =T T ———— & @ 10ieEI0 pta-0nza 1728 (0000 o e
v (QUG-52107-2 P com ] Emamatt (514) o | M ete- T 000 o B
» Q821081 nec com L T — & @ 1eieEnIm a0 1728 000 O
» QUG-SS5I6P_1 A com (] CigabaERemeth i 4 (16) R - Bl Wi T e & ok
- DX-S5648_1.nec com 7 GigabESmemel 0 (4237633) Pl B MaeTI e g o
» CISEN-1 N C0mm ] T (R0101) & B 107 168 10213 Dove-0-14 1656 (00 o B o

22 TYAR—5—EEER

P REIRE PRI
© [BMMAREZ

T AR—H =" FHRICEE LET, KRX 27 ) w7 T5HE, =7 AR—4%—BM
B NFERINET,

s [FRTERAIRY
TRTOLY AR—F—IZHTHA =T A R—E|ZEHLERLET,
s [TRTHY =LA Z

32



TRCODLY AR—=F—IZTHAVB—T A R=E1 2V T=7=ATERLET,
+ [DNS EFHRESE]H ¥

DNS IZfIWE DR EITV, TRTDOT T AR—F—DHRA (R AL 2B L E
-ééo

[SNMP 1E3RENE A~

TRTHTZY AR—F =75 SNMP & VT, A M4 (sysName), 38 LY, EHEx%
DA B —T A A4 (ifName) & BUfS L £97,

* [FAEVAREERBRIAN Y
A B=T 2 A AT B ADEI L TRIUSKH T DEFRNE 2L 7,

IJARAR—2—D—E&
© [T RER—42—4]
B DT I RR—F — DL EFER LUET,

YR ETR, AR E T v I T HE BRI AR—F—D[A R —T A
RA—EOFROEMH. £213. i B2 ITVET,

M3 —TJ x4 R—E]
EHXRDOA B —T = f ADERERRLET,
- AVBR—TIARB| T = IRy T A
A B =T x4 ATA VL ADE|) Y TRNEZRLET,
Y Frv Ty
TABABRED HTHENTWET,
Y T KT
TABABRED B THENTWER A,
- [OREIR Y

A H =T 2 ADBHFNBEEERLET, KRZX 27 VI 3TDHL A0 H—
7 A ARERENERINET,

- [ AR 2
A H—T 24 ADFEREHIRLET,
* [IP7 FLX]
BHHNBEDOT I AR—=F—DIPT FLAZFRLET,
[RARZERFH]
T AR—=B =T —FT —F e HgRICZE LI ARER R LET,

33



[$R1E]
BIEINTWDHZI AR—F —ZkTD8ER & 2R R LET,
- [CHREIR Y

I&Xf B —DBENEEERBELET, KRZ 27V w7 T5hHE =7 AKR—
—FRERE AT REINET,

-[@ﬂﬁﬁﬂy
T AR—Z—EREHIBRLET,
- [FAR—T A RBMR S

A =T 2 AP LET, ARY 27 V0oL A0 F—T =
A ABINEHE AR SNET,

IYRAR—F—DIFHREEBHTEHET D
NFA Tid, FHARO =7 2R =2 —OfF#E ., 7 v —HRO%ZE 2 RBICABIRE 2 2
EIRTEET,

T AR—Z—1EHRE BIEET 25581, [T AR—2—18ROBEEHF AR O—ick
WT, HEVEGERED BRI N TWAMLENH D 97, dEflE. 22,1 =7 AR —%—1{fF
HOBGERY o —F2RETDH B0—) ] ZBRLTLIEE N,

HEPRRAEECIE, ZE L7 —ElE b LI TOERE BB TRERL 7,
© IJAR—H—OBIIER
© ONRGDA B —T = A AEHR

AE=T 2 A ATA B ZADEIN HT

I RAR—2—DHBIANEHRD Z T
Ta—{HFROEEILIP T RLAZZ I AR—F—DIPT FL AL LTEELET,
NFA 2, T TIZEUCIP 7 RLADT 7 AR—F =N SN TWTEEAIE, BERE
&Mmb\i7xﬁ B — DRI BL T TV EH A,

© O AR —H—DBEFDOYE L. DNS(Domain Name System)(Z W& &2 1T
VY, FQDNGERESRT R A A VA ERDEKR A M &8k L ET,

e T AR—EF—ITTSNMP ZHZNZ L TWABEEIEL. SNMP ZH T, =7 AR—F —
D MIB 7B AR A 44 (sysName) & Hifg L, BEk L E T, 2O SNMP {FH G2 N T
X, 1222 SNMP [EHEfG/NT A —% —DF 7 /)L MiaZERET S 31 2—)| T
EL72SNMP NT A —X—ZfEH L FET,

(i

HENRERGR ST/ AR —F —DR7-LIL. FrRDELNEA TRAREITVET,

34



1. A 4 (DNS)
2. A 44 (SNMP sysName)

3. P77 FL X

DHRERDA V53— T =4 A EHRDE

* NFA TliE, =7 AR —=F—fliICO7r—{HFROHNIFREICBNT, £ X —T AR
DASIAINYRIDIEIEZE 7 0 —DHHRHBIZ L TNDE Z EEZBELTWET, 2070,
NFA TiE, ZE L7 e —FROATANRIZRT A o —T = A 2D F(iflndex)
T ORIBDA o H—T 24 AL LT NFA IDBERL £,

NFA 2, T TI2, ML= AR —%Z—@ ifilndex [ & U TEEBESI N TWIEE1T., B
BHREHIBT L, A F—T = A AMHFROBEILII TN E R A

o T AR—H—ITSNMP ZHINNZ L TWAESIT. SNMP ZflW\WT, =7 AR—H—
DMIB A B —7 = A A4 (ifName) Z UG L, B8 LET, T SNMP {HHREUF
WZBWTIE, 1222 SNMP IHFHRIEG T A—X—DFT 7 )L MEEZFZRETH (31 ~X—
V)| THRELZ SNMP RT A —H —ZfH L £,
ifName DEZ# G CX =561, SHEE CTDA ¥ —7 =4 A4 DFK/R% ifName D4
AT CHR R LET, ifName DENEFG TE 2WGA T, iflndex<iflndex fE> DOJFTA »
H—T oA AL ERRLET,

AFEE
T AR —UTO7 0 —HFROWNREICBNT, A v F =7 = A ZOHT)OUT)HI OIS %

70 —=DOHTRHRICL TWAEGEIE, =7 ZAR—Z —FROBEVRGEAILITIEL <EELEE A,
ZOHEEIE. FEITREEBREZ FEH L T E S,

AR—TDIARTAEADENY HT

© NFA BOHRGEDA v 5 —T = A 2 LA 5 ANANBIOA 2 5% —7 = A ZIZHH L,
Ay B =T 2 A AEROBGLILL AR A L F — T 2 A 25 A& ZADE D 4 TLL
A ITVE T,

o EDUTHFERA LV EZ—T A ATA VAN NESIT, B0 Y T IZfTWEY
Moo

=

A VE—T 2 A ATA B ZDEN ) B TUEE TERICET LSS, Y%7 o—FH 4 NFA

WCEM, BHELET, T4 AKOBBICLY, A H—T 2 A AT A B ADE Y Y TOHTZ

RiroT-HAE. ZELEZ 7o —BREWEL 7,

35



232 IHRAR—FZ—DIEFEREFENTEERT D
T AR—FZ—DIFERIL, FETHNIE, NFAICWOTHEEET L ENTEET,

TBCRET DAL, T AK— ¥ —EREH CUTOT 7 AK— 4 — 4 5% LE
j‘o

T 7 AR— X — Dk BIE
T AR—Z—O—EOHBMAZY %7V v 7 L, BEEEEZITOET, FEMIE.
2321 =V AKR—H—%BIMT5H 36-—)] 2L TLIEEN,

© OMRIROA B —T = A AEW
T AR—E—D—EOEA VB —T A ZBMARE %22 ) v 7 L, BREIEEELT
WET, FEHIIE. 12322 BHHEOA L E—T oA AEBMTSH 38—)] &
S LT IZE0,

ek
FEPRGR LI v X —T oA AR LTI, 7 —EROZE. O E1TH 729012, Bk,
AV E—=T 2 A ATA VL ADEI) Y THRIEZIT O LERNH Y £,

2321 THVARKR—F—%EMT S
T AR —Z — DB @A NFA [ZBEKT 2720 OFIAIZ OV THA L £7,
1. =7 AR—F—FHME & RLET,
[YRATLEBPPTVAR—E2—EH|2/ ) v/ LET,
2. [BMARZ U EIY T LET,
3. FRENTZT 7 AR—H —REEE CHY R EEEELET,
© [RTA]

T AR—=H —DRRFLEAEBEDOLFETHRELET, HAXFHIL 32 XFTT,
THB I ORBICHFAAR—RERBETHI LI TEERA,

NFA OLEE T, TZTANLERRA T AR —X—%2FRLET, HIE
L7=85801%, LT OBEIEN TRRr L ET,

a. A M4 (DNS)

b. A A h4 (SNMP sysName)
c. P7TRLZ

[IP7 FLX]

T EROEETE RS IPVE T RLAZEELET, o=/ AR —x—L
HHELZIPT RLAZEETHI LI TEEEA,

« [SNMP £&5E]

36



F2mE EHRTOBREBE

T AR—H—ll0> SNMP HENEIZEDETLUTD 3 DDO/NRNT A —X—% A
HLET,

- [SNMP /A—2 3 V]
TNE A= o —([EHR(ER)]/[1]/ [2c)M HEIRL £,
- [R—+ESB]

0~65535 OFPH CTH AT EIEE L £, SNMP OR— FFE ST, —KAIC
X, 161 ZFIAHL £,

- [SNMPa3a=F14]
e RCFHNT 255 07T, LFOXF %o THRELE7,
Y ST
YO AN
* LNty
1" HS% & () +,-./;<=>2@[\]* " {|}~

3D0DNTA—=F—|L, BAMEFTRETT, Bl L72/XT A —F —(%, REERE B
THRELET 740 METEHEL £, F8lix. 222 SNMP HHIRE ST A —
B—DFT 74V MEEZRET D B1—)] 2BRLTIEIN,

4, VBIZIG LTI AR—F—DY 7 VI REPZELET,
[T TEOFEHRT
NetFlow £ 721X IPFIX X7 v &2 EETIHZ I AR —F —IZDOHRFN R E T

T, Vo7 U TEERE L CWADICY T U T ROBA TR RN T A
R—=F—DFEC, Vo7V VT REFEHTHRELEZWEESICHEHALE T,

[TV UTRIEEE LIEGE., =7 AR—F—=0b%E L7 e —FRiC
BELIEY TV o I RENTTMEZFR L, EEROBERLHMLET,

- [ FYUTER)
*OZEFRELRYY)
T 7V METT,
T AR—=Z—=InblHESnid 7Y 7R EMMLET,
* 1 LA oR g
fRELEY 7V IREFALET,
- [THORR=E—DEDEMEFERT ]
T A
T AR—Z—=hHiEMEND T T EERALET,
T 74N MNEIF =y 7 A TT,

37



* Tl I
F vl A 7ICTHILETHIYTYITEWMPAEDIN/0 £,
T T RETETCHET DAL ET,
Bk
- sFlow X7y NMZIZSTH oY U TRBRNRGENTHET, ZD7H, sFlow /X
Ty NERET AT AR—F—EHENREG LG A [TV U TEETFEHT
RETHZ LT TEEHA,
- NFALOD>HDNR—=T 3 07 v T u2{ToT5E. N—Ya U7 v THICEEIN T
W T RTOTI AR —F — I TP RR—E—D o DBMEFEAT 4D
REEIZZ2 D £9,

5. RENEBAWERL, [OK|IRZ 227 ) v 7 LET,

2322 BEIZEDAVI—T A R%EEMT S

IHTRGDA o Z—7 = A A% NFA I8 T 5 72O DFIMAIZOWTET L £,

1. =7 AR—F—EHEEHLRRLET,
[SRATFLEETYVRAR—F—EB|Z2 ) v/ LET,

2. TUIRAR—Z—D—ET, MBI AR—Z—D[EAVE—T A RBMAZ %
79 v LET,

3. FRENIAALE—T oA AREEG CEYERIEE LET,
s [4>Tv%9 X (SNMP ifindex)]

IIRIRDA B2 —T 2 A 2% -7 iflndex DEAZFEE L ET, 1 LLEO}MAEK
FEREELET,

© [RTF4A]

A B =T 2 A ADFRRLEEBEOXLFETHRELE T, RAXFHIL 2 XFET
T, HEBLOKRRBIEAAR—REZEET S LIETEEHA,

NFA OFWE TIE, ZITHRELEFRA TS, V=T = A2 F£RLET,
B UTBE1E, PRt EEMN CA v H—T = A ERRLET,
a. ifName
b. ifIndex<ifindex f&>
4. RENKERRL, [OKIRZ %227 ) v 7 LET,

38



233 ITHUVRR—F—DEHRZE=EH. HIFRT 5
NFA IZBGE LT 7 AR —F —OFERIT, =7 AR—FZ —EHE T, B85 IR HHHo|
FREITH ZEMmTEFET,

2331 ITVRR—EF—DEREZEHT S
NFA (2B Gk LT/ AR —Z —DIERE BHT 572 DOFINEIZ OV TIA L £,
EVEk
IP7 RFLRUZDWTIE, BHET LI ENTEEEA,

1. =7 AR—F—EHEEHLRRLET,
[VRTLBEP[TVRR—S—EE|Z7 U v/ LET,
2. TUAR—H—D—ET, MBI AR—F—D[PRE\RZ %2 ) v LET,
T AR—FZ —fREHENPERINET,
3. T AR—F—MREBEH CEELLIZWEHADANELZZEHT L ET,
« [RTR4A]

T AR—FZ —DFRA AR OLFTHRE L ES, RACFEITL 32 XFTT,
FHB L ORRBICEAAN—RAZIEET D LI TE EEA,

NFA OFWE TlX, 22 TANLERRL Ty AR—F—%FRLET, Al
L7=8&i%., LT oERIE TFRR L ET,

a. 78 A 44 (DNS)
b. 7 A 44 (SNMP sysName)
c. IP7FKFLA

+ [/RR k4% (DNS) ]

HWmAETH T 25513, [DNSTEHIM@IAZ 4227 V) v 7 LET, H@RARSET
%fcfﬁ)/)f_ Y= i\ ,fj‘%)%i—\‘bi-t}:/l/o

[R R k% (SNMP sysName)]

iz T 25515, [SNMP fFBIE A Y v 22 ) v 7 LET, HlRARG
TERPSTEAIE, MLFRLEREA,

« [SNMP 8&%E]

T AR—H—llD SNMP ZRENFIZADLETLUTD 3 DONRT A —X—% A
HLET,

- [SNMP /A—< 3 Y]
TNHET A= —((ZBHR(EBR)] /[1]/ [2c) HIBIR L £ 7,

39



4.

- [R—+ES]

0~65535 OFPH CTHABFTEIEE L £, SNMP OR— FFE 51T, — KA
%, 161 ZFIH L E,

- [SNMPa2a=F44]
e RSCFHNT 255 07T, LFOXF 42> THRELET,
¥R T
YO AR
* LIFoRts
1" HS % &' ()5 +,-./;<=>2@[\]* " {|}~

3OD/NNT A=K —F, BEAHETT, AW L7/ NT A —¥ —|%, BREXEHEE
THELET 740 METEWEL 9, ML, 1222 SNMP [H#HIG X7 A —
H—DT 7 )V MEZFRET D (1 =) 2L TIEIN,

VNS U T AR—=FZ—DH 7Y I REFBELET,
(BT U TEOFEIRTE]
NetFlow £ 721X IPFIX X7 v b EEET AT I AR —F —IZDOBREFMRHKET

T, BTV U TEEE L TWADIZY T T ROBMEIT ARV T A
A= —DGERC, Yo7V TR ETFETREL-WEEIERA L E T,

(Yo FYITRZRELEZSGAE., =7 AR—Z—05%F L7 e —FRIZ,
BELEY T Y U TRENTTEZFRE L, EEOBEREE B LET,

- [ FUVITER)
¥ OZEFRELRYY)
77 4V METT,
T AR—=Z—=InblHESnL2 Yo7 ) VR REMMPLET,
* 1 L EosEsE
BELEY 7Y 7R ERALET,
- [THORR—E—DoDBEMEMEAT S]
Tyl Ay
T AR—=Z—=InblHmESnL Yo7 VR EMMPLET,
T 74N MNIF =y 7 AT,
Ty AT
Frxy I A 7T HETHIOTYITERIMPED /20 5,
Yo7 T EEFBTRET HHEICHERLET,

40



5.

Eb
sFlow /X7 > MZFMTH o7V U IFRKPREENTWET, 207D, sFlow /¥
7y NERET DI AR—FZ—%2HENBE LTEBA (Yo TV VTR 2 FHT
RETHZEIFTTEEEA,
NFALO NHDNR—T g VT v P afToT286. NX—Ta 07 v THEICEER ST
WEFTRTOTI AR—F — I [T Y RAR—2—nDOBMEFEAT B84 D
RREIZ 72 F97,

ETENEZHERL, [OKIRZ %2270 v 7 LET,

2332 BEMIEDAE—T 4 ADEREZEHT S
NFA IZBGE LA v F—T 2 A AEREZEFTH-ODOFNEICHOWTEIBA L £,
EHT 52 LN TXAHEAIE, UTFOM®Y T,

2.3.3.3

[RT4A]

T AR—Z—EHER A KRR LUET,

[YRATLEEBP[ TV RAR—S—EE|Z227 ) v/ LET,

T AR—=B—D—FET, WRA L2 —T oA ZAD[ORE|RZ %0 ) v 7 LET,
A F =T oA ZAOMELHE AN FRSNET,

A H =T A AOMREHH CIRRAMMDOANNEZZETE L E7,
« [R’TR4A]

A H =T 2 A ADFRA AL DL FTHRE L ET, RRXFHIL32 LFT
T HHBLUORRBICEAAR-RZIET HZ LIITEEEA,

NFA OFMETIE, T THELLERTA TS, v —T oA AR LET,
BWE L7560, FreOERIEN CA v H—T = A A RR L ET,

a. ifName

b. ifIndex:<ifIndex fE>

A B —T 24 ADLH] (SNMP ifName) %z EH T 2554515, [SNMP {ERINE | H ¥ >
7V w7 LET,

ERNEFEHR L, OK|RZ %27 U v 7 LET,

I AR—F—DEHRZTHIRT S

NFA |28k LT AR —F —DIFREZHIFRT 57O D FINAICOW TR L £ T,
AR

AEEZAT O & BB R DO 7 AR —2 —D TR OFER B HIBR L £,

41



TRTCDOA L H—T7 = A ANFH,
FTRTDA L E—T oA AR LTER L., 72 —FH,

hall o

Ty AR K RGP A R LE T
[SRATLEBPTYVRAR—E—EBZ 7Y v 7 LET,

T AR—H—O—ET, WGz 2R —r—o[HBEIBIRZ &2 ) v 7 LET,
FRINTHIRMER S AT a 7 TNELZHRLET,

[OKIR & v %270 w7 L, HIBRZEFITLET,

2334 EBMRDAEZ—T 14 ADERZHIFRT 5
NFA [CHGk LToA ¥ 4 — 7 = A ARG A MR 5 720 O FIEIC SV T L £ 7,

1.

2.
3.
4.

T AR—Z—FHERZ R R LET,

[YRATLEEBP[THV)RAR—S—EE|Z227 ) v/ LET,

T AR—H—D—E T, kB —T = A ZADO[WHIRRZ v %227 ) w7 LET,
TR SNT-HIBRER Y A 7T a0V CHNELZ R LET.

[OKIRZ > %27 U7 L, HIBREFEITLET,

234 AR —DIAARSGA LU ADEY LTKRRE—ETEHRT

Z

NFA [ZEGFELTWAHA v H—T oA AKX L, —fEC,. A v F—T =2 A AT 4B ADEID
YVORREEFTLZ ENTEET,

ERROA L E =T 2 A AT A B ZAOED B THEM, B0 G TAREEZB 2N L2H
ANCHERE L T 72 &0,

* NFATIZ, A8 —T 2 A ATA B RAZEHD U TTNDHS U F—T 2 ADT 10—

1.

oL zZZE L, FHELET,

KEEC, AV F—T 2 A ATA B ADE Y B TEMER LTI, =7 AR—F—
BHOBEIEEEZ T L TCWVWAEESTHoTCHL HB AL X —T oA AT B AD
BB THTONDZ EEHD £H A,

T AR—Z—EHREHRZ R R LET,
[YRTLEBPTIRAR—2—BH|2/ ) v/ LET,

T AR=Z—O—ET, [TRTEEIANZ %22 ) v 7 LET,
TRTCOTZT AR—F—DA L HZ—T oA AEFRBFRENET,
A B =T oA ATA B ADEY Y THRNELEELET,

42



[AVBA—TIAR—B| DT = IRy 7 A%V EZET,
s Tzl AV
A VB =T 2 A ATA VL AZE Y CTES,
s T AT
A B =T 2 AT B ADEN LT EMHELET,

A F=T 2 A ATA B ADOKY Y TRWELEL LIZHE, YA I —T =1 A
DD ENZEDL Y £7,

4. BEENEZHE L, [FAEVREBRBIAN Y %7 ) v 7 LET,

24 1—Y—%FHY 5

NFA O Web 2> YV —icua A4 T 52— —DEHIZHOWTEHA L E1,

241 1—Y—0iEH

NFA D2 —HF =T L, 77 B AL~ VLERETH I LT, R ZHIIRT 2 Z &8 TE
£7.

Z2—F—DT AL, BHE L AL —¥— O 2FEERH Y T,

I
NFA DMEHT 2T X CoOEE, MEOEIEZIT) 2N TEEI,

ARL—5—
ZIREEZ IR L LET, NFA OBRERIEIC OV TR, 7 rn—OOWHRIEICHRT 2 4
PR, BAEZHIRL TV &S
EARR 72 BIRNAIZLL T O b T,
& 241 ARL—E—OFRETTREREE

AL A=a— BE %
[FysaR—K|x27 TRCOBERITHOZENTEET, 2L Ay vaih—RE
I T BimE. HIBROBERIEIL, BHBER L2 ER O HITHIR
én‘iﬁ_o

[T AR—2—5#H%
>

MRy FEER 7 7 L EVMEEHOREBRIEEZITH) 2 IXTEEHA,

(TIN—TEBE| %7 T RRA Y NI A—T BEIO IF SNV —7 DR ERIERITH
ZlirTEEHA,

[SRTLEE |77 FRLEEA,

43



A A=a— E £
BEAmE Ry

AL TRz

Easzy bRz

242 1—H—FERERET D

NFA O —H —IH5 R A2 EF T 52— —FPLEEICHOW T L £,

11— —EEER

22— —D—ETIL, BREFEHAD—F —DIFRMER., BLO, BEEBIEEZITVET,

a—YP—EFHEE L, [YATLAEBPA—Y—8E|27 V) v/ LTERILET,
Pwsak-F | TOAA-5—BK | A~obER | oa-owm [EESEIUL]

LM -5-01 | FAur-2asEl | 2-Y-11 S0 mRkE
1= —d—H 'l
1= =5 rRE PRI LAUL FIAL OS2 am=F RO =T

adean ATanE i ator TrE pusil-an dashboasd TATLAT 1500 (+0H00)
sali EBTT AL — o — == Lo =

' {4 It L -
Pl e | 1 = TEN EEETL e E
tanaka EaEM TN EEHTY FNT-O0AT 1456 (0500 3
—rrr L A=k bul-in diskbossd 8

23 A—Y—EEER

W REIR TR
« [BMARZ

2P FHUCHR L ET, ARE &2 Y v 5 & o P B EE AR S
nET,

1—H—0—%
© (A4

B L T D2 =Y =2 D70 DARTZ R LET,
© [®TE

nJA VIICRRT D a— P —RRL DR EMER T LET,
.« [FOERLAL]

2P DT I A LSEERE, AL —F )RR LET,
* [TIALEPOF Y aR—F]

44



H2®E EHRTORERE

07 A VRHIRINCE R T DT 74NV hDOF v aR— REROARTIZF R LET,
© [R¥EDTA U]

a—Y—NEBIIe A LR LET,

[#R1E]

BERSNTND 22— — TR T DHER 7 2 TR LE T,

- [PEREIRS

D P DRRNEEEELET, ARY L2 U v T 5L PR
WERENET,

- [EEIR AR 2
BERFAHAD2—F —ZHIFR L E T,

AER
*OHREE BB STV D Tadming 22— Y —FHIBRTE EH A, (KRZ 2Rk
FLEEA)

Ya—P=Rtn A LTS EE, ARSI EYIREE TR RSNET,

2421 A—H—%EMT S
Pl — Y — 288 2 FIEIC OV THBALET,
1. a2—W—ElEmEERLET,
[SRATLEBPA—Y—EEB|Z27Y) v/ LET,
2. a—V—D—HoOBMAZ 27 v LET,
3. FREN oo —F—BINEE CHEE R EAEE L E T,
© [A—Y—4]
NFA N T—EIZHIITE 22 —F—DLMZHEE LE T, &KRCTFEIL 32 307

T, FBEFRER T, AT, NA T () 77?/&\‘_/{_‘(_)\ oL
()\ 7773‘\0X ]\]:lj/r(V)——C:\,gy_o

© [RTF4A]

i EOXRTHO =Y —DOLRIEEEDO LT CTHRE LE T, AT HIL 32
NFTY, LHBIUORBIZFAAR—RERBETHI LI TEERA,

AW LT-5HE1E, [A—F—R ) THREL-4R2ER~AE LTHERLET,
. [#DEA/ SR 7 — K]

BikdT D 2—F =PRI —RE2HELET, UTFTOXFEMAAEDLET,
8~32 XFDOLFHTHELET,

- AT

45



4. RE

- CEAAR—R
- UToRs
I"#8% &' () *¥+,-./1;<=>2@[\]"_"{|}~
[RRT— FEAN]
[FHI/SRAT— R THELZ LD LR U ASAT— REHRELET,
[7UEALAL]
[(EEE]. [FRL—F—]0VThri@RLET,
[T24LEDF YL aR—F]
=P =P J A LIRS, RPICRTT D4 v v 2R — REFRDA A2 3R
LET.
NERZHERL, [OKIRZ %227 ) v 7 LET,

2422 1—Y—1EREEHI S

P DR T 5 RISV TR L E T

ek

[A—H—RUHONW T, BET LI ENTETEREA,

1. a2—P—EHEHLRRLET,
[VRATLEEP[A—Y—EE 47 ) v LET,

2. a—Y—D—FET, RV —D[PREIRL &2 v I LET,

3. RSNl a—P—iREHHTH CHEZZEELET,

[RR4]

B FEOFTRHOL =Y —DOL4RIZEEDOLFTHRE LE T, AFHIL 32
LFTY, LHBIOERERICEFAAN—RAEZRETHZ LITTEERA,

B LA, [A—Y—R]ITRELZARTEZR /A E LTHHEHLET,
[P E2ALARI

[(EEE]. FRL—E2 =10\ ThrZER L ET,
[T2AILEDE YL aR— K]

a—F—n3n A v LRI, BANCRTRT D4 v v a R — REZEOL RN
LET,

[INA)— FZEHE]

46



27 EMATOBREERRE

B

Frv IRy 7 AeF L, [B/SRAT— R, BXLO, SR T— FEANM
12 BT LUVWWRA T — REHEELET, 2T — KL, L FOXLFEEZEAEHDE T,
832 LTFDOLTHTHELET,

- A IR
- CEAAN—R
- LT ot
I"#S% &' () *+,-./:;<=>2@[\]"_"{|}~
4, BEENEEHERL, [OKIRZ %227 ) v 7 LET,

2423 1—Y—1FRZHIKRT S
2 —HP—Z YRI5 FNEICHOW T L £,
1. 2—F—EFHEHLRRLUET,
[VATLEEPA—Y—EEB27 ) v/ LET,
2. a—HF—0 BT, MEa—F—o[TERIRZ %220 v LET,
3. FRESNT-HIRMERL AT 0 7 CTNEZHERBLET,
4. [OK|RZ >z Uy 7 L, HIBREZFEITLET,

47



%35 WRAEORRE

E3E

E RO BIERTE

NFA OEMIZA - THBAEIIIE U TT 9 BREERRE D ITIEIZ DWW TR L £,

EP/Y

30 BEA L H =T 2 A ADT B —ZHEF LT D o 49
32 BE DS E T ITERE LD 7 B —Z R L TN T D e 53
33 EADT TV —2 a3 VIR ETRBIT D o 57
34 FFET7 B —% LEUME CTEEBLT Do 62

48



3 EMEEOSTERE

5“&?

31 BHA R —T A A T7A—Z&K5H LOHT

2

3.1.1

NFA TIX. Ot S & T2 8BOMBEA v X —T 2 A A7 AR—FZ —{lOREIZE LY
ﬁ@%k10@4V&—7:4x&Lfﬁw~€y¢¢émﬁwwf%b%ﬁﬁbf
WE9,

H

IF 7 )L—JIZ2DUL\ T
IF 7 V=7 ORMAFTEZ O THA L E T,

IF FIL—OFARSRE

T AR — 2 —IOHERIZ X - TX B OWIA > ¥ —7 = A A% LAG(Link Aggregation)
REDRTEICEY, 1 OO, L X —T oA AL LTE DLl EEDZENTE
F7, LoL, =27 AR—F—lITIE, G 1 2OA o F—T7 = A Ak 5 70—
WEEFETHIENTERNED, BEIEL, WAV —T oA AT O 7 a— RIS
HOMUAMT) ZENTEEEA,

T AR—Z DA F—T 2 A AFRE LR L LT, NFARITHwmENR 1 >OA
A —TxA AL LT, 7r—{HFRESHT LIZWIGEIZ, IF 7 A—7ZH0ET,

IF JIL—TTEEDIEAF—T A4 R LalRERIRERN

ﬁ;

NFA Clid. F NV —FTE L O A v Z—T oA AW HEDA L HZ—T = A A L& [EIEITHR

D|NET, FOTED IF IN—FTEEDTA L Z—T oA AWK LTHBHE DA v Z—

Tz A ALRFRICL T OBEZITH Z N TEET,
Xy aR—REE, BEXO, =7 AR—Z—prEmoO@EEE (AAA 3 —T 4
ANy b, [BEEMHAMNVF—T A R) |V ATy NT, IF7V—T7DA
VHE—T A AZHTHBRGEEEMET O ENTEET,

s HyivadR—FRE@E, BIXO, =7 AKR—F—70HEE T, [WRAVEF—T x4 R
Eﬁw~f®4y&—7l4x%%ﬁﬁék m&w—f@4y5—7i4X®@%

WX T DEMEY 4 V= FTOONMEREWHERTHAZENTEET,

s FIN—TDA LB —T oA ZADFEREICH L. LEVWVEERARTETAZENTEE
7,

Bk
IF 7 NV—71, Fl—Dx2 g AR—=F—DA L Z—T 2 A AL TDOBRTINV—E L TRITZ
T4, BARBT I AR—H—DA VA —T oA AT A—E L I+ 52 LI TxEHA,
1OoODA L BZ—T 2 A ZAEBEHDOIF I —F B ESED T LIETXERA,

49



%35 WO RTRE

s [FIN—TTIN—ELT LIz v X —T A A&HIBRLESSE. BEIIC, IF 71—
MNHLHEIBRESNET,

312 IFTIL—T%EET S

IF 7 )V—7—EmEIZ OV TRt L £97,

IF 5 )L—J—EEm
BERGEAD IF T —T ORNEHER ., BILO, BEEELITWVET,
IF 7 v— 7 —%&E i, [7)L—7EEE]>[IF 7)b—7—%]%7 Uo7 LTERRLET,

Poiak—F TOZR—5—E A4 HEH
Lo Bl e i~ =l | IF—T=H

IFIA—Fo—H

-8 LA —8— A R —JxA A BT
LAGYE PEE-SIE40_1 gw il com GigabdE e 013, GigabiEther 015 " E
LAGZ PRE-SIE40_1 gw nig com GigabeEther O, GigabaEther 011 ¢ B
LAGI Cp e _1 AN, Galrd, Galmsd G E‘

31 IFSIIL—T—EEHA

HRE IR {F R

[BANAR &

IF VNV —TZ2F R LET, KRZ o227 ) v 735 &, IF 70— BN H»
FoRENET,

AFEE

=P —DT 7 BAL NN FN L —F—DEAIL, KARZ 2R LERTA,

IFIL—TD—&
* [IFJL—T4]
IF 7 V=7 DA 2R R LET,
© [THYRKR—E—]
TN—E L T LTeA VB =T 2 A RAERATHZT AR—F—DARTER R LET,
* [MVE3—Tx4X]
[FIN—TIBT DA v 4 —T = ADLHITEERRLET,
© [R1E]
BERSITWD IF I —TNT T D8IER 2 2 RR L ET,

50



%3 % WRAEORRE

- [OHREIR L
IF V7 V—7DOBGNEEER LET, KRZ %27 Vw7358, IF 70—
EWENF RSN ET,

- [EEIERR
BERFEHD IF 7 —T 2 HIBR L £,
AR
2—P—=DT T HALILRNAN L —Z —DFEEIE, [BEPIEZFERLEE A,

3121 IFJIL—T%8MT 3
BRI IF 7N —7 2883 5 FIHICOWTHHA L E T,
1. IF7NV—7—FElifzRR~LET,
[(TN—TEBPIFTIN—T—8122 VU vr LET,
2. BMAZEI YT LET,
3. FRINIZIF Zv— 7 BINEE CHEy 2 Ea2EE LET,
« [IF JIL—T4]

IF 7V —F Ikt 2402 EEOLFTTHEELET, AL FEIL 32 XFT
T, HEBLOKRRBIEAAR—RAEZEET DS EIETEEHA,

[RHERILY RR—4—]
NFA IZBER L TWO T AR—F =% TNE T A= a—nHERLET,
[RRAE2—T A X]
[REIZYVRAR—F—12RIRTHLERINET, Fov IRy I AEF I
L. ZN—E U ITREDA 2 —T = A& BIRLET,
Fvo:FY

TN—Y TRIGITEIMLET,

FIwvd: 42
TN—E v TRBMHEERIN L FT,
Ebk

TTICMDIF Z A —T IR L CWAAL v B —T = A AL, [HRAVE—T A X]
WIFERRLER A,

4, BRENBZMRL, [OKIRZ %227 U w7 LET,

51



53 EMRFOARERE

3.1.2.2

IF JI—T2E#HT 5
IF 7 —"7" OXENEHRZ FH T 2 FIEIC OO THIA L ET,
Ev b

[(HEIHZRAR—E—)ICHOWTIE, LHETLHZENTEEHA,

4.

3.1.2.3

1.

IF 7 —7—Elmas&£R R~ LET,
[FIN—TEBPIIFFIN—T—812 27V v 7 LET,

IF JV—7DO—ET, {MBIF I N—TD[OmEIRZ %2270 v LET,
FTRENTZIF 7 — TR HEH CNAEZEE L ET,

[IF FIL—74]

IF J V=71 T D4R EBEO LT THRELET, RALTHILI2 LFT
T, HEBLORRBIEAAR—RAEZEET DS EIETEEHA,

(WA VE—T T4 X]
Frv IRy I ARGV EREZ, TIL—E L T RHEBOA L Z—T oA AZ RN L F
ERS
Frvo: 4>
TN—¥ 2 TRGIGEM L E7T,

FIvo:42
TN—E 2 THENOLERA L ET,

EHRNEEZHRL, [OKIRZ %227 U v 7 LET,

IF FIIL—T #8935

IF 7 Vv—"7"%HIR7 2 FNEICOW T L9,

IF 7 )V—7—El a2 &R LET,

[TN—TEBIFTN—T—8 1227V v7 LET,

IF /N —7D—%T, SIRLIF 7 —7o[MEBIAZ %20 v LET,
FRENTHIRMHGEL A 70/ CAEZHRLET,

[OKIRZ %27 U v L, HIBRZEFEITLET,

52



3 EMRFORFEHRE

32 BHOREEFLEIEFTOIO—ZKALTH
mI B

NFA Tl, EBEO=Y RARA > N ERDIEHOEXEITLIP 7 FL A, £720%, sEIPT RN
x%ﬁw~t/7b TN—THN CHEED O EIT) ZENTEDHZ U KRR,V T
—THERE AR L CUvE T,

321 TUFRRA T IL—TFIZD\T
TV RARA L N N—T ORI FIEIZHOW TR L E 9,

IVRKRAYNTIIL—TOFBERE

HFAR]. F7203, S E2 SR <Ry hU—7 OlfEARMERARL A, Hx D= RR
4V%®@%§%1010%&Tw<ﬁﬁfﬁ\%<@W¥Iﬁ#%ibfbiw\ EXNID]
IREENR OB 2L Z & L REE T,

DX BEARITHIGT D720, NFA TliX, O RARA v a7 r—vr 7 LT, 7
N—TZTELDOBEELZEFH L, £7-. TOEF L@EICHTINRZREEZFHE LI ONT 5
LM TELT LU RRA Y M A—THREAIRE L T ET,

T RRA LV NI NV—THREE WD Z & T, {EILS e Eoxy U —7 #FHAT 54
BEA COBBEBZIET DL ENTED LR MM, F2ik, A2 s
Iy NI =T DX /80T 4 FHEBIIRLTCHIENTEET,

IVRRAY T IL—TFIZR LATREG IR ERR
NFA TlI, =V FARA » M NA—THBEZ AW T, LFOSEEEZT1TS Z &N TE £,

o HyiaR— RNHEf, BLO, =7 AR—F —SHEEHOPEETIY FRA >V M IL—
N7 4Py b, [BEIVRRLAVMNTINL—T IV 4P =y T, 2V RBRA T
N—TTLDBGEEEWERTHIENTEET,

. I&xﬁ~&~%ﬁ@ﬁm74»9—%#ra[%Eilypﬁ4>h7»—jﬁk
C[EEIVRRANTN—FEEETDE. = RiRA v M V—T D@EICH
ﬁé%@74/1/%f® TG R AR TN TEET,

TV RKRA T N—=TDBEEICH L, LEVVEERZRTT DI ENTEET,

322 TURRAV NI IL—T%#EBEET S

T RARA Y M N—T —EEEIZCHOW T L E9,

53



T

¥3E FEHROAFERE

i

IVRRANTIL—T—EEM
BERFHF DT RIRA » N T I—T ONEIHER., BILO, BEEELITVWET,

TV RRA L M N—T —EHEHIL, [FTNV—TEEBP[TVRFRAV T —T—E %2
Uy 7 LTERRLET,

S Sl AN~ 1> HER o e~ T AT LR & Admnistaby da T D

I = —H F—-T7—H

T2 FallA 2 —Fm—H

P 2 b — FF K G2
ABE 192 162 3.1-150. 162 3. 100 ¢ &
Eme 152 P52 3100182 168 3 300 + B
m 192 162 2 (VIS5 255 245.0 > &
1= 1% 17207 DUOESS 245, 2850 o B
1740} 1727 4 005 245,284 0 o B
Az 1. 192 8 1 V255 2595 245.0 o B
BRE 15 iR 4 V2SS 255 244.0 > B

H32 TYFRRAY W L—T—EHEHH

HEREIRVERR

« [BNAR X
T RRA L N ITN—T R L FET, KRX 27 v 35HE, 2 RRA
v N —TBEINEENAERSANVET,

AFE
2—HPF—DT I AL RF_A L —F —DBHIT. ARZ U EFERLER A,

IVRRAVETIL—TD—&
© TV RRA Y R L—TA)

T RRA L N ITN—T D4R EFRRLET,
* [IP7 FLX]

T RBA L N INA—TIZBTAIPT RLA, IPT RLUAREH, xv NU—27 KL
ADWEHREFRLET,

© [#1F]
BEERSNTWAT Y RBA > N A—F 1okt T ABIERZ o 2 FE R LET,
- [PREIR Y
T RRA U N IN—TORENEEZERLET, ARZ 27 ) v T5HE
Y RARA U b N—TRRERE AR T SINET,
- [EEIRR R &
B H DTy RRA > N A—T%HIBRLE T,

54



3 W EMRFOARE

AEE

2—P—DT I AL NN —FZ—DEAIT, B2 ERLET A

3221 TV RKRA VT IL—TH#EMT S
FHUCTZ Y RARA » NN —T 28859 5 FIEIZOWTHBI L £,
. =V FRRA M= —EEEEZRRLET,
[TN—TEBPTVFRAVMIL—T=&% 2V v/ LET,
2. BMMAX U EIZY v LET,
3. FoRENTZZY RBRA Vb7 v— BN CHEURAMEEFRE L £,
[TV FRA Y M IL—T 4]

Ty RS I FISHT B AR EEE L E T, BT 32 LFTT
arv=()E., BHBIORBOYMAR—AIETHZENTE EHA,

« [HRIPF7 FLX]

TN—Y o TR TH U RARA U FDIPT RLASLEZEEELET, LT

DEMED S H 1 2OLL EERET HLENRDH D £,
BAER 2 v
* [ChEmAR &

HERIP T RV ADFKMREDT=OD AT E BN L £,
* [©RIRR]

RGP 7 RV AT N—TRBOFMIEEDT- O D AT EHIFRL £,

- [IP7 FLZR]

HGEDTY RIRA L D IPvA T RL A% 1 DfRELET,
- [IP7 FLREH)]

RGO RARA L RO IPvA T KLU AOFPHZIEE L £,
- [RY FIT—HTF FLZX]

KNG RRA DR TLHF Y NU—2T L AL Xy b A7 ZHEEL

\i—g—o
4. RENKZHEBL. [OKIRZ %22 v 7 LET,

3222 TUKRRAVENITIN—TEEHT S
T RARA L NI N—T OBGIERZ EFT L5 FIEIZOWTHALET,
. =T RARA T N—T—EHEEZFERLET,

55



w35 B RIRE

[TN—TEBPTZV FRAV NIN—T—&12 2V v/ LET,
2. TYRBAL LRI N—TDET, HBEOTY RBEA v b I A—TL4DO[ORE]R
a7 U7 LET,
3. FRINTZZ Y RARA v M —TREETR CTNAE LR LET,
[TV RRA Y T —TF 4]

Ty RAEA I F IR B AR E LE T, BRSNS 32 XE T
D)l REE L URBOYS A RIS 2 LA TE E AL

s [XNERIP7 FLZR]

TN—E o TR THZ RARA L FDOIPT RLASEZEELET, DIF
DD HH 1O EERETHXLENHY 3,

- BERZ
* [CEmMmARF
SR IP 7 KL ADLEUARED DD ATIMZEEM L £7,

* [CRIER]
SBIP T R LR 7= TRBDRMEED T2 O D AT ZHIFR L £ 5
- IP7 FLZA]

EDOTY RARA L FDOIPVA T RL A% 1 DfRELET,
- [IP 7 FLREHE]

EDT RARA LV MO IPVvA T KL ADOFFHAZFRE L £7,
- [®*Y FT—=9F FLX]

MNRT FRA L FDET LAY FU—I T RL ARy P~ A7 ZfREL
£7

4. BHENEZMRL, [OKIRZ %227 U v 7 LET,

3223 ITUFRKRAVMINL—TZHIKT S
TV RRA M N—TZHIRT 5 FIRIZOWTE L £ 7,
1. =Y RARA Y M N—7—ElEEFRRLET,
[TN—TEBP TV FRA NIV —T—&E|Z 2V v/ LET,

2. TURKRA LU FINA—TDO—ET, FEOTL REA v b7 — 7% o[ TEIRIA #
7Yy LET,

3. FTREINT-HIBRMER A A 7T/ TAREMHR L ET,
4. [OKIRZ =2V v 7 L, BIlREFITLET,

56



w35 B RIRE

O ~ ) e E [+
33 EEDOF7 ) r—a @EE#NT S
NFA CiZ lx O7 7V rr—y a ViBREEZ#BINT 572007 7 r—1 a v ERERE 2 fR it
LTWET,
TV =g VER T A E LT RICAW SN TW A IEE DR — FEE L IP
7 ha VDO A T, AT LABHEOT 7Y r—3 g VIBEZEBIT A -0, 2E
Je. UL BBEDIP T RLADSMEERETAHAZ LN TXET,

331 ZI7)H5—L a3 UFERIZDONT
TV —va VEROFAFTIECOW T LE T,

T7I)r—o a3 oEEDOFNERSR

TSV = a Y OBERE N 272D, TOT 7V r—3 a Vil(E BT b
EERTHULENDY 3, 7V r— g BE0BTEE LTI, BEoR— NES
EIP 7 u b a O E R CGRINT 2 2 L3R T9, BlZIE, http OIF(E TiX, 80 %
R—FZFIH L7 TCP £7/-IX UDP OWENE > Tkl b2 tmTc&Ed, LnL, 7
TV r—a COHRRIZE o> TR, http BE LRI UA— RS, IP 7’1 ba/LaFHLTH
720, htp BEZFAH L CH—EREBWRT DT TV r—2a o703 08560H0 £
T, ZOX I RGEIIE, BMERT 7V r— a Ve OB N R EE R 7D . B O E A
FBESNITZER A,
ZDOXIREARITKIET D728, NFA Tk, A—FEE L IP 71 b a VoS E7Z1F C
72, BT, BEOREIT, T20E, BHEOIP T RUAEZRNKMITNZ =T 7V r—
VA VEREITOZENTEET,

BIZIE, FFEDEBY— =2 http BELZFH L EF T — X2 L TG a1tk
WT, ZOEBT—ERADBEE— 2 htp BIEEERAOT 7V r—ravi@fgl LT
W, ENENOBEESTEIT) ZENTEDLHE IR ET,

77— a3 UEEICK LAl IRERAR
NFA Tl 77V r—a VERZBIML TV Z & T, UTOSHEELITY 2N TX
\ivd—o
Aoy aR—RKEf, BEO, =7 AR—=F—=3HEEO[FTITVr—av|v g
Py NCERBLET IV r—yarvaEge T 7V — g v D OBERL R
AT ENTEET,
T AR—H—SHEH O[T 4 IWE—FE| T[T TV r—a VCEHR LT 7Y
= a URERIRETLHE LT T r— g COBEICHT AN R AR Y ¢
Vv NCHRTHIENTEET,
EFRLET 7V r—va rO@EEIZH L, LEVVEBERZZET LI ENTEET,

57



|

2
Fb

B3 E EMNROS

332 FINVT—YavERERIET D

TV =g VERBMICOW T LE T,

TIVr—3a vEREMR
BEFHDT 7V r— 2 VEROWEIR, L0, BERAEEITOET,

TV —va VEREEIL, [VATLEEBPT IV r—YavERIEV Y v/ LTER
Lij‘o

IToAM=-5=-00 Fhur-ialEl 1-4-E1 SRR e

FIr—%awh—HK 0

Fius=taElETF ABCDEEGH . MEOPO

B o= A=TE e w100 [W]

FrUS—sa g Ai— L] ST IPF EL-A, Y
iepems: i TCPERIEUDP idd |
e 5 TEPEREUOP HR * B
wcho 7 TCPE = UDP qE @ 8
dscad ¥ TCPERIZUDP i | & |
sl 1 TCPE L EUDP 18 ¢ 8
daylime 13 TCPE = UDF R P m‘
aold 17 TCREREHUDP i3] ]
chisin 1 TCPERZUDP il i)
Ap-cala 20 TCPELZUDP -3 + &
fip E] TCPEREUOP 2 # 0
5sh 2 TCPERZUDP i |
ratsisr Fi] TCPERIZUDP id | ¢ B
s 24 TEPE R EUDP R &8
nzed Fo TCPERIRUOP f£R # |
Mg 29 TCPEREUDF i3 g m'
L M TCPERZUDP e ¢ 8
&p cE TCPERFUOP 8 #
BT w TCPEREUDP e Fr g m’
p W TCPERZUDP 14 ¢ B

33 P7US—Ya vERER
EVE

NFA Tlk, 77V r—a U EFRE LT, 20144 10 ARSI TIANA TEE I TW T 7Y 71—
varmob, R—1rEFFLIP 70 ha/OPAEDOET BT IV r—a VERETE S
EFR BT AL THET,

FEEeiR{ETEI
s [BMMR %

TV = a VEREIRICEERLET, KRX 27 Vw358, 77V r—
g VIBINEENF R ESNET,

« [FFVr—a vARRXF]

T r— g UABTOEENERFO S DEKR VAL TERLET, [TT) %258
RULTEGEITRVIAREZITOERE A,

58



3% B RIRE

TIVr—23vn—%
c [PFUST—La A
TV =g VOLARTEFR R LET,

* [R—+ES]
VT TV r—va rOEETHHT LR ETEZFRLET,
[IP 70O k3L
BT TV =2 aryOBETHMATLIP e baleaRRLET,
[P 7 FLZX]

MET TV = a VOBEERAT AT DIP T RUASKMEWEEDIP 7 KL A IP
7 RUVRHIPH, ry hT—27T7 RLA)&FRKRLET,

© [
BEENTNWABT 7V r— a kT D 8ER % v 2 FoR LET,
- [OREIR Y
TV = a VEROBBNEEZER LET, KRE 22V o308 7
Uor—va UFREEEAFRRESNET,
- [iEIR R &
BIREHRDOT TV r— a VEREHIBRLET,

3321 7IVH—La ERTEMT D
BRUCT 7V r—a VERE BT D FIRICOWTIEHALET,
. 77V —va EREmAERRILET,
[YRTLEBP 7TV y—Ya V&2 7 Vv LET,
2. [BMMARZE7Yv7 LET,
3. RAREINEET 7Y r—a BINEE CHE R EEZEE L ET,
« [TTUr—YarA]

TV —a T AR AR E LET, RACFEHIL 32 XFETT, av
~() &, HHEBIOREDOYAHAR—RIBETDHZ ENTEEEA,

[R— F &S]

77V = a yPRATLEET, £03, SO R— MESEREELET,
0~65535 OFLPH THAMTEIRE L £7,

BEOR—  ESERET 251, a0~ TRU->TRELET,
R— "B FO®MEEEET2HAE. UToELTHEELET,




%3 % WO RRE

3.3.2.2

<P — PR T A — M E >

[IP 7O F3aJL]o AJfEIZ, [TCP]. [UDP]. [TCP E7f=IX UDP]® 3 LISt % 45
E LA, AT RN TEET,

[P 78 k2L

TV = arBDRHTAIP e halaEa A g A = a— ) HiER L E
-ﬁ—o

EVhk
TCP & UDP Oi 5 Z R+ 257 7V r— a st LTiE, [TCP £1=1d UDP] % %41
95 &, TCP & UDP DOfii f Diffg AR LTk R AL Z LN TEET,

[IP 7 FLX]
TV = a O E LTEET, £, kD IPT RL 2D E
RELET,
UTFTOWTFNNnZER L £,
- EEDIPT7 RFLZX]

TV = a OEBNCEWTIP 7 KL ADFRMEEHRE L WAIcE

RLET,
- BEDIPT7 FLZA]

TV = a OO DOFMEE 1 DL ERELET,

* BERKZ

+ [CBM]AR &
FIHEED T D AT A BN L £,

+ [Oﬁl“ﬁ]
KR EDT=OD AT ZEHIER L £7,
* [IP7 FLZX]

IPvd 7 RL 2% 1 DHEELET,
* [IP 7 FLREEEH]
IPvd 7 R AOHEPAZIEE L 7,
NAEZHERL, [OKIRZ > 227U v 7 LET,

TFIVr—LavERETEFHT D

T = a CERORGERE ERHT 5 FIRICOWTHHALET,

1.

TV =g VERERZFR LET,

60



w35 B RHRE

[RTLEBP[ 7TV y—VavERZ 7 Vv LET,
TV = arDET, HBEOT TV r— a  AOCRE|RZ %7 v
LET,
FRENTET TV r—va UiRERER TR EER LET,
[TV =23 048]

T = a T AL ARRE LE T, RT3 XF T, av
~() &, HHBLUORRBOFMAAR—RIEETHZENTEERA,

© [R—+ES)

T = a RN RIAT R ET, 00T, SEOR— B EEEELET,
0~65535 O THAKTEHRELET,

BEOR— N ESEZHETL2HEIE. 2 ~()TRE> THEL £,
R— MESORMZIEET 25613, LTORATHEELET,
<BHIAARN — FFEH>-<H& T A — hF 5>

[(IP 78 kLo AJfEIZ, [TCP], [UDP], [TCP Ff=[Z UDP]® 3 SLI4t % |5
ELEHEIE, AT 52N TEET,

[P 70 kL

TV = aryBDRHTAIP Ve ha eI A g A= a— ) HiERLE
7,

ek

TCP & UDP Oifi 5 #FAT 27 7Y 7r—3 3 2% LTIL, [TCP £1=1Z UDP] % &4k
5L, TCP & UDP Ol FDBEEAEH Lo REED ZENTEET,

[P 7 FLR]

T = a ORISR E LTTEETS, £20E, D IP T KL ADSM &
fBELET,

UTOWTNNZER L ET,
- [EEDIP 7 FLXR]

TN r—2a OB WTIP T R ZADOFEMZRE L WA I®
WLET,

- FEDIP 7 FLR)
TV = a OO O5MEE 1 DL ERELE T,
*OBMERZ v
+ [CHEMAR &
FMUFRED T O D AT Z BN L £,

61



W35 B RIRE

+ [Oﬁl“};%]
FHHREDTZ DD ATIREHIR L £ 7,
* [IP7 FLZR]
IPvd 7 RL A% | DHEELET,
* [IP 7 F L REEEH]
IPv4 7 R ADOHFMAEFRE L ET,
4. EENRZEZMREL, [OKIRZ %227V v 7 LET,

3323 7I7UT—LarvEETHIKRT S
TV =y a VERZHIRT 5 FIRICOWTHH L E T,
. 77V r—va sERERmERRTLET,
[SRTLEBP 7 IV r—YavER|Z7 Y v 7 LET,

2. TV —varD—ET, BT r—var4o[MEIBRIRY %20 v
LET,

3. FREINT-HIBHRAA T ol TRNEEZHRLET,
4. [OK|RZ 227Uy 7 L, HIBRZFITLET,

34 HEZ7A—%2LSWMETERIT S

NFA TliX, = RARA > MNEOBEICBIT A RED 7 — (I3 L, BEEO L VWMEEHZ
T2 M TEET,

341 LEWMEE®RICOWT
L & W B ORI SISV TR L £,

L EWMEERDOFARASE

T RARA U NMEOFFEOBFITKR L, 228R720E O A B CHRETT 5 2 & 1XRE
TT, kR sL< 070 =R HHH T, WICHMT, RNEBIET HEM X, 1
THEDOHEMNOIFBENIZLFZAET,

DX BGEARITHIGT D728, NFA Tlx, =2 RARA > MNEOBEICK L, #kx e@laT
LEVMEZREL, BEHETIEEAZIRILL CWET, BIzIE. BEDOT 7 r— 3 VidfE
WXL TR, FREDSESE IP 7 R L ATk 210k L COBEHRBREN T ET,

62



s

¥3E FEHROATERE

i

LEMEERDHEEME
NFA O L ZVWMEEAMERETIZ, LTOBEEZITH) 2 en T,

© UTFOT B —REEREL T, SRS 5 7 m— ORI L, LS R e
752 LmTEET,

- XfEJe. EE sEEIPT R

- EEJL. FE sk RRA U o —T
- EfEJ. X, sk ASE S

- TV —vay

- IP 7o han
- DSCP
o LEVWEEBOHEIE, 1 MR T, B LESMICELT 7 e —0 1 5 o@EE
BIZX LITWET,

o LEWEBEmOEERNE, [M A MER|Y 7 OA N2 bRl THERT 5 2 &
TEEd, 7o, BUERETO L EWEBEORIUIZHOWTIE, ¥y ¥ 2R — NEED
(ALY RS —FU 4Py FTHHEGET L ZENRTEET,

o LEVMEREE, FEOREIFIZ, TOA X2 ME#HRZ SNMP k7 v 7 Tl EF &
VAT ASNMP v R =V X HNIXET DL ENTEET,

342 LEWMEERIVNIZENETD

LEVMEREAR Y MY —E@EEIZOW TR L £,

LEVMEBHR T Y —EEM@
B HO LEDEEHT Y b Y ONERER, 550, BEMEATOET,

LEVEES - )~ [F R FERP(LEMEERTI N -K]Z 27V v 7
LTERLET,

Hulak— TR — R A # HEH

a Eal el | Led LML =N

Ll E T = - Ui — B #m EMUBEEE SRS TREEE

&7 el ] TO—eft Lo Emie 17

¥ HTTFREER FAUMr—2a@ 3 hillp T 400 Meps 50 CI950_Tnec com : LAGY, C20_1necco . G G @

B === LR RN zadtes 18 CIA50X_1 rpe: com - Te1rui mee

B ABAFLAZER FAubr—%a ABY—EZ & 50k 30 Q-32017_2 s com ; LAGH MR
TERATEIER Z o0 Meps 28 C2960_5 : Mindec, Mndexd, LAGI, LAGS. 0. /) &
TERTAEEER SRR AFfA =T 0 E SM0kps 3 E PRE-G2450_1 - GagatetEther 0724 mes 8

=R

E3-4 LEMEEERTIY FY—EEMR

63



w3 B RRE

HRe iR E R

[EMAR %

LEVERER = P 2R LET, ARZ %27 ) v o358, LEWEREHR
T M VBN AR R SET,

[(BERRKBELEE| R
LEVVEEET Y b Y OFITIREBIC T D ZEHNEZ KB L £,
[SNMP k5 v FEMEEE|HR ¥ v

LEXVMEREIE, BEA XS FORNREELZ SNMP ~ T v P TEET HIESOERENEICK
THRELITWET, KRZ %27 ) v 7925 E SNMP K7 v 758 EIRR E M H ) Fom
éhiﬁ“o

AFEE

D DT I E AL AURA AL —Z—DHA I, ARIRORIER 2 2 R L EE A,

L

EMEEHEIVND—E

[E1T]

LEVVEEHRT N OBEHREBEZF R LET,

Fzvo: %Y
EARNBRBF THDLZ E B R LET,

FIvl:7%+7
EMEIEPCTHhD L ERLET,
A EY
LEVEER= M) OARTER T LET,
[ A—&H]
Bt g e 727 n—fF2RRLET,
[L &L MiE]
L EVMEEE OFESRM(L EVME, R AR ZRR L E T,
[EERX R ]
Tu—ZBERlT O AR—L—BI £OA U F =T = A A% E2FRLET,
[#R1E]
BERSNTND LEVEER T VISR 28IERZ 2 RRLET,
- [FEEEE AR 2

64



3% B RTRE

LEWEEET S N O RERRLET, ARZ v E2 7V w7 T5LLE
VVEBE = > N Y BB E AR R S E T,

- [OREIR Y
LEWEEMHZY Y OBGNEZEELET, KRY %27 v s3T5 L
WVEBEHR = N UBREEE AR R SNET,

- (BRI 2
BIRFH O LEWEER = U ZHIBRL £75,

AEE

=P —=DT T AL LY | BYERZ CORRBELY £,
EHE

B SBRAG T ((RATIM O F = v 7 Ao L EWEEER T >+ U 1%, [FREE] R 7 o D2
BETE £T, ZTOMORE ANIEHRRE TR TENET,

F R —=H—

[EEEEM) R & v ORBECE ET, ZOMORZ ANTF RSN ERA,

3421 LEMEERIV KNI ZEMT S
BHUC L EVEREH = Y 2887 5 FIRIC OV T L £ 7,
1. LEWEEHR- MY —ElEmEmE R LET,
[ARY FERPPLEMEERT M) B2 2 ) v 7 LET,
2. [BMRZ L EZY I LET,
3. BRI LEVWEEMRT S MY BINER CHE R ELEE LE T,
[TV k1) 4]

LEVWEEHET S PV ICHT D4R AEEDO LT THRE LE T, mRUTEIT
64 LT TY, SEHBLORRIEMAR-AZIET S22 I3 TE A,

c [FR—KBEEET D]
KMEERESTDHE, T2y I/ By I A A T LET,

T, BB LT 70 —2#BT 5005 2T NI A= a—(FF
Jr—2a ]/ [FEERXIP7RLX]/[3BEIP7 FLR]/[FEEXTIYVFRSAY
FIWN—F/[BETY FRA Y FTIL—TF/[%EET AS HFES]/[38% AS BS]/
[IP 70O F2aJL]/[DSCP)/ LR L, EEZREL £,

[BERREDA VA3 —T 4 X]

EDA U H—T oA A% RBTHEEICH L TLEVEERZITY O, =7 A
R—BZ—BIOA v Z—T oA ZAEBELET,

65



3% WO FRE

- [IRTREIAZ

CRIRFA M. F721%. [BRIERIMOY ) —RR-Z2 T X TRBALTRRLE
‘a—o

- [TRTHY =018 %
CRINFAMN, 72013, [BRIEWEIO Y ) —FR2 T XTIV 727 A TER

LET,

- [<<iBIN)ARZ v
RIRIERFE I CIBIN LA v ¥ — T = A AZ RIS L L CHEIREA I
BEMLET,

- [HIER>>]R 2 o

[RIRFH M TBIR L ToA v F— T = A AR OHIBR L £,
« [LEMERE]
L & VWMEHE OHE SR E R E LET,
- [RIE(E]
Y RES]

[>]: BEMEA, LEWEZBXTEOLEEIC L& W EEE &OHE LE
-dAO

[2]: HEMA, LEWELFEL, 23, BRAMEOLEIC L&V MER
& HELET,

* [LELVE]
LEVMEZEELET, 1~99999 O#iH CHAHFTAIEE L E7,
* [HEfI)

LEVWETHEE LB T 28 2TV E T A =a— ([bps]/
[Kbps]/ [Mbps]/ [Gbps] /[Tbps]) 7 HER L 9,

- [ESRFELEEHK N

L & UWMEREE 23 TR A L1255 8IS A N M@ & AT 9 OEfRE L
£9, 1~1000 OFIPH THAKT 2T L £7,

s [EHEE]
L EVMEBEOHEREO A X MBHNEZEE L E T,
- MRV VEEE

LEVVEBBOA R NOBREELSLE DT A= —(BE]/ [BE]))D
IR L FE T,

- [SNMP rSy FIC&YALRY BT B]

66



Y LS WEEHT Y MY TETT L4 FZ SNMP b7 v 7R ET 5
Ba., Txv IRy I Atz LET,

EVk

SNMP T v 7 &2 EET 72D, SNMP kT v 7l EHm CE{ELICHE

?ézi%ﬁafk<%£ﬂ&@ifoﬁﬂ I, 13424 A2 R34 E SNMP
KT w7 CHEmT A (710 —2) ] 2R L T 7EEN,

4, ﬁﬁﬁ@%ﬁw \WMK5V%7U77Li#o

AEE

NFA Tl. f8E L72SfHC#ES T2 70 —0 1 B o@EREICH L, 1 4RE T L& VW ESBERD
B EITH> TOVET,

KEOEMREH 3% E L5, 73To LEVWME@EOH @ LEES 1 LIS T 27, @72
L EUVMEBEENT 22 VIREBIC e B REMEDR B D £77,

RETEIEMAEEIT, FHT LI AR—F —DRELT7 0 —DO%EH, v~ v Ay 75D
BREICIEFLET, 22 COBREHEEHE T, FLEWVEER- N THEELEA V¥ —T A
AEOEFHEOZ LA LET, HlIE. UFORBRDO LEVEER- M) Z2FEL TV
. EHEBEE 17 T,

e TUhRUL: xRV 01
BEIRIRA B —T = A A
- L—F—ADALHE—T A RZ0/1,0/2

- V—H—BDALHE—T=AZ0/1,02
T bV 01 OEHEBES = T4)
s TR ULAT MY 02
A G A v B —T = A R
- VA= ADAH—T AR 02
- V—H—=CDA L H—=T=AZ0/1,02
T Y 02 DEEHEES = (3]
RESNTWAEHEA ST, LEWEHIELBEUNCENE L T D 0% iR T 5I121E, LR D
77 AMIRDE S Ien 7 ST T AR LTS IEE W, Tskipped) &9 v 73T
WU, B 1 GG UINIATA o e 2L AR LTV AD T, BRE STV D BRI E N Z T
TLAREME D Y £,
AW
</ 2R P;F—JLT 1 L2 F!%>/controller/log/com.nec.nfa.threshold.information.log

=874

2016-12-13 14:51:32.755 INFO 15974 15 threshold monitoring time:
1481608292, 120 entries will be skipped.

67



3 EMRFOAFEHRIE

3422 LESWMEERIVNI)ZEHITS
L& OB b U OB A TS FIEC OV TR L E T
Ev b
[T FYBRNZOWTE, BHTLZ LN TEE A,

. LEVWHEEHRA MY —E@EEEFE s LET,
ARy FERPILEMEESRIVORMN)—E1Z227 Vv LET,

2. LEVWVHEEHEZ M) O—ET, BEEREZEHT LWV LS WEEHR- U ICHT
LIOHmE|RZ L H2 ) v LET,

3. FRENZLEIVWEEHRT M RERR CHRAEZLEFT L ET,
s [7A—&HEBET D]
KMEERETIHE, Ty /Ry I AEA N LET,

T, BRI LTI 7 u—%2#T 5 m00R M ETINT T A= a—(TF
Jr—2a ]/ EERXIP7FLR]/[BBEIP7 FLR]/[EEXTIY FRSAY
FTIW—F/[BETY FRA Y FTIL—T]/[EET AS BES]/[38% ASES]/
[IP 70O kaJL]/[DSCP)/ IR L, EEREL £,

s [BERHROME—T M X]

EDA L H—T 2 A4 AERBATHBEICH LT LEVEBIEZIT ) O, =7 R
R—EZ—BIOA, o F—T oA AZBELET,

- [TRTREIR Y

CRIFRFA M. F721%. [BRIERIMOY ) —RR-E2 T X TRHALTRRLE
‘g—o

- [TRTHY =08 % v
LRINFAMR, 72013, [BIRIEWHIO Y ) —FR2 T XTIV 727 A TER

LE7,

- [<<iBAO)AR %
BIFBRAECBIR LA v X — T = A A% L L CRBIREAMIC
BLET,

- [BlER>>]HR &
BIREFA M CRIN LA v —T oA AR OHIFR L £,
« [LELMERE]
L EVMEEIEOHESREEZHEE L ET,
- [REME]
* RES]

68



W35 WO RTRE

[>]: WEMED, LEWEZBXIIEOHAEIC L& W Ell & e LE
‘j—o

[Z]: JEMED, LEVEEFREC, £, B2 EOBAIC L& VWER
i EHELET,

* [LZELME]
LEVMEAFEE LET, 1~99999 O#iJH CH A TEEEL T,
* [HAfI]
L EVWETHE LeBIEIS T 2 B2 7 Vv 20 k=2 — ([bps]/
[Kbps]/[Mbps]/[Gbps]/[Tbps]) /DR L ET,
- [EHRREERH N

L & UWMEE S 3 e TRk L7261 A Xy NBEEIT O O EfREL
F9, 1~1000 O#HIFH CHAKTEIBEE L £7,

« [BEIERE]
L EVMEREOH ERF DA X MBHENEZEELET,
- [MRY FEEE]

LEVVEBRBOA R NOBREELSLE DT A= o —(BE]/ [BRE]))D
IR L E7,

- [SNMP rS Y FICkYALRY FEENT B]
W LS VWHEEMHRZ N THRITTHA X & SNMP b7 v 7 EET D
e, Tov IRy I A A2 LET,
EVk
SNMP T v 7 &2 EET B2, SNMP b T v 7€l CEERICHE
THIREZITH> CTELILERH Y £7, afflix, 3424 1~ 34 % SNMP
N w7 CmAT S (70 2—) ] 2R LTLIEEN,

4, BEHENEZMRL, [OKIRZ %227 U v 7 LET,

3423 LEWMEE®RIV M) ZEIRT S
LEWMEEMRT Y N Y ZHIERT 5 FIECOWTHAL XY,
. LEVWEEH= M) —EEEE RS LET,
AR FERP>LEVMERERTI VN —EZ2 ) v 7 LET,

2. LEWEEM= FY 05T, IR L2V LEWEERT > b VIS4 5 [ T5IER)
WA EHI Y w7 LET,

3. RRSNIHIRMERS A T v 7 THEZHER L ET,

69



%3 EHRFOR BT

4. [OK|ARZ %27 Y v 7 L, HIBREFETLET,

3424 ARV IHEEESNMP Sy T TEMT D

FELELT2A R FOWNEZ SNMP + T v 7 TRIOEME LS 2T L(SNMP ¥ £ —3 ¢ —)
WICEETHZENTEET, ZZTIL.SNMP kT v 7PN EHE TO SNMP k5 v 70
BENSERFHROFEFINEIZ DWW TEHA L £,

FRE LTZmmnelc, 4 X0 MEWAZ SNMP F 7 v 7 TEET A2 ENTE E9, AEEEIX.
LEVWHEER= Y MU 0B, 7203, REREICBWT, DEHMRE]D[SNMP b3 v FIC
KYULRYMEBHNT B OF = v /Ry 7 2% AN LTESHAICEEL £,

LEVWEEH T Y OFfEICHOWTIE, 13421 LEWEEHE= NY ZB8INT5 (65
N—=) ], 13422 LEVEEHZ RN Z2FEHFTSH (68 X—) ] BB LTLEEN,

. LEWEEHT M) —ElmaeFR LEd,
ARy FERPILEWVMEERIVNI-K]Z27 ) v 7 LET,
2. [SNMP +rSy FTEHEBRE|RZ 527 Vv 7 LET,
3. FRSHUIZ SNMP kT Z IR HER Em H CEy R ErEE L ET,
CITHRELREFEEIC, Py TRREINET,
[SNMP /13— 3 U]

EET 2 SNMP ~ 7 v 7128425 SNMP N—Y a VBT AL T X =a—([1]/
[2c]) 0 HIRL £, 7 7 4 /L MEIE[2¢] T,

« [SNMPaXa=7414]

SNMP F T v 245 SNMP 22 2 =5 s A& ELET, RACTFEIL 255
LFT, UFTOXTFEBTET DI ENTEET, 77 4/L ML Tpublic)] T,

- P T
- AR
- T o
P"#S % &' ()*+,-./5<=>2@[\]"_"{[} ~
[FEseR— FEF]

SR L IR AR — PR FEIRE LET, 0~65535 OFH CHAMTEZIEE L £7,
77 4V MElx 1162 T9,

. [BBHEIP7 FLZX]
SNMP h 7 v 7 D%t 725 1Pvd 7 RLAZREL £7,
4, BRENBZWRL, [OKIRZ %227V v 7 LET,

70



B3 EARO AR E

NFA NE(E95 SNMP 7 v 7ORNEKIZLLFDO#EY T3, NFA @D SNMP k7 v 7% %15

4% SNMP < % — v — DKL

SV,

nfaTrafficThreshExceeded

{DE@L%UW e s LET,

Enterprise : .1.3.6.1.4.1.119.2.3.239.2

Generic Trap : 6

Specific Trap : 1

Variable Bindings : nfaEventOccurTime :
nfaEventOccurExpAddr :

nfaEventOccurExplfIndex :

nfaEventOccurExpName :

nfaEventOccurExplfName :
nfaEventOccurEntryName :

nfaEventLevel :

nfaThreshFlowConditions :

nfaThreshConfData :
nfaThreshConfTimes :
nfaThreshConfUnit :
nfaThreshMeasuredData :

nfaTrafficThreshCleared

ZHEVSNMP v % — ¥ — il COZEREEZIT>TL T

5 AxX &

A RN OFEAH R

T AR—F—DIPT RLX
T 7 AR—%— iflndex

T AR—H —DAH]

T AR—=B—DA B —T = A ADLHi
il v b U D44l

HEE
BRI G0 7 v —5tf
L&Vl

LG AR [P D R E B

L & VM & FERIE O BT
FEHE

HEEO LS VWEEEKRENSEE L2 L 2R LET,

Enterprise : .1.3.6.1.4.1.119.2.3.239.2
Generic Trap : 6
Specific Trap : 2
Variable Bindings : nfaEventOccurTime :

nfaEventOccurExpAddr :

nfaEventOccurExplfIndex :

nfaEventOccurExpName :

nfaEventOccurExplfName :
nfaEventOccurEntryName :

nfaEventLevel :

nfaThreshFlowConditions :

nfaThreshConfData :
nfaThreshConfUnit :
nfaThreshMeasuredData :

nfaThreshStopped

RV ANE s

T AR—F—DIPT KL X
T 7 AR—H —O iflndex

T U AR —H — DA

T AR—=B—DA B —T = A ADLHI
B> N U O4RI

3 (information(1) % 18 )
BE 0 7 m—5{

L& VVE

L & VWME & FERIE D HA7
FEHE

71



B3 EARO A FRE

LEVEEMAT MY OBAREIES/EICIY LI VWEBERENSREE LZZ & 2R

LET,

Enterprise :
Generic Trap :

Specific Trap :

Variable Bindings :

.1.3.6.1.4.1.119.2.3.239.2
6

5

nfaEventOccurTime :

nfaEventOccurExpAddr :

nfaEventOccurExplfindex :

nfaEventOccurExpName :

nfaEventOccurExpIfName :

nfaEventOccurEntryName :

nfaEventLevel :

nfaThreshFlowConditions :

nfaThreshConfData :
nfaThreshConfUnit :

A X2 NOFAE R

T AR—F—DIPT FL R

T 7 AR—Z—O iflndex

T AR —H—DLHi

T AR—=B—DA B —T = A ADLHI
Bty b U O£

2% (information(1) & 18 %)

Bt %0 7 1 — 4k

L&EVME

L & VM & FERIME o BT

72



4T ENEME

F4E
& IR E

NFA OiEHKRFOEAEFIEICOW TR L E 7,

EP/Y

41 BUEDF Y R T =7 BRILEMETET D oot 74
42 T AR—=Z =T LT B —=DFFEMZTHTT D i 83
4.3 BT — HRHTRE R Z INTUTHITI T e 91
4.4 AR MMEHZFETET D oo 96

73



4T ENEME

41 HEORY b= RR=HERT S
NFA TH, 874 2 Ui P, 55 % o k0 — 2 GO BIE O YR & BB R
CEBEIIC, Kyyak— EEERELTOET,

411 AvyalRR—FIZDUL\T
53 aBe ROFIAFEIC SO CHE L ET,

Ay ah— FOFAAR
Xy vaR— Rt BEEYORy hU—ZFEAN, BIEED L 5 RBERIIZZR>TW5D
DO REICHER T AR —LEEmE LT L TnET,

Koy aRh— RTINS T 5%y N —Z#HOSKIRNE RIET X O 72EMZ2E LT
BY., BEOZ I AR—F —DEA B —T 2 A RN LBERNE IR, ST 52 &
R, YT LRy NT—JHBFATO L EWEBEBERNAHERT L2 ENTEET, £
7o BEROBEMEIND, 7o —FFEEKRVIAALTHE, XV~ RUALE v
LTV, #ommE L THIFHTEET,

Sy aR— FTHREGRERE

NFA D324 v v ol — R TiE, LFOO#EEEITY Z N TEXET,

s B 4Ty NTEHOZ I AR—H—DKA L X —T A4 ZADOBIEICK L HBEED
s, o EfTO ZEmTEET,

* NFAIZul A 35— —TLITEIZERTHF v adh— FNEEZHHIZER
THZENTEET,
HEAPIZR Y hU—7 ORPICE DT, BEFHADOMD F v v o R — RERICY) Y B
2T, 7a—0ORNEHRT L ENTEET,

HEUA Y2y FO—HDOY 7 BT w7 LR IATZIREE T 7 AR —
= HTEEIC Y ¥ T (RYAE T i T 52 L TEET,

FUA Yy FTOGITHEREZ CSV 7 7 A VEAXTHEE 95 Z L3 TE £,

412 FyakR— FRTEERZEET S

K ah— RIEEIZOW TR LE T,

vy ah— NEE
EHEY 4 V= MCE D BROT 7 AR— S —BEUA 8 —7 = A A i 5 BiE
DIBERRAETERT 5 = L B TEET,

74



4T ENEME

v aR— NHEHEIE, NFA~DOn 7 A %, RPICFRRENES, £, [FydaR—
R127% 20 07352 THORRTDHIENTEET,

Holal=R T A== i HER Eod vy LAT LN & romnshiee  fe T

e L2 M— I - buil-in dashboard v Gy WE [ @Riss ] & keSS ] B bytes pes) [~]
BRI 2007037 153058 (h0e00 ) 58 7] B

EZESTT r

e CLL A 3 bt IS
M o 2NT03T  IPEE-S2M30_1 RS0 bes E AWEITIE
hinga T 12T GigabitEhar 05 ALELE. HIE
9455 8 bys, JO— B =
AR T ERA 2 L — T
1 Bhings - PR
{, 27037 IPRB-52430 1 RS0 bps B AR A
1527102 GigabstEar 011 ALELE. KIE-=
— VIS5 bps, 70— 4% = i
@RI FRA 2 LT
TEA
L o — - & WT-031T D25 GEM SRS 400 bps & HELLEUY
| - 15603 slgﬁl;!:- ﬂl;# -
S e '] [ = =
LT T — T 1 T bir=2.8 2 bilp
(= R 1Y o320 G139 =
1A — g q . 7| 5 [v]
R
———— —
"'I- = N :
S R e v
Ha THIN— - LR
R rar] 1.1 Mecs
m: PES-S3640 1 gw neC oom 1.1 Mbps
W3 Rr0 A54.1 Kbps
s ERl-F 1636 Kbps
W Calsox 1 0 Keps

H4-1 4vdafRR— KFERRET

HRe iR E R

© [y PafR—F4A]
BEFH DS v v aR— NERETAT T A=a—pO@RLET, &y v ak—
NCHRTT D TNEEZ WY A5 LN TEET,

T RHy Y aR— FEER S

BEFE DL v v 2R — FERONKEZMR LY, ¥y vaf— NEREBM, &
B HIBRLET, ARZ %227V w7308, Xyvadh— FEHBEEPERSNE
.5—0

© [

IR LT 7 -0 E T AT A =a— ([BE 1549/ [@E 30 9]/
B2 1 BB/ B 6 B/ (@ 24 Beffl) / B2 48 BfE )/ DB 72 BfE]) 75 ER
LET, 774V MEZEE155]T9,

© R

HoYaRh—ROET 4V xy NCRRT D T —FORRERE T VT T R
Z=a—(ryZ5/[byT10]/ [ by T 20D B LET, T 740 MEIZ[ by T
5] ¢,

75



4T ENEME

7L, NS 709 4y NOBA., BEHERUTOHEAEEZE LD
T [Zof) LLTERLET, Lo T, 777 LoFREBEREL., THEEHE+1] 14
2720 £97,

[ i1 ]

By al—RDE T 4V xy FTERRTDBEEORRENEZTNVT T A= a—
([bytes (bps)] / [packets (pps)])/> LR L E9, 7 7 4 /L MiiX[bytes (bps)] T,

© [RREH]

DT AR 2 RR LE T,

[BEHIR X

5y v af— REOTRTOY 4 Ve y hOSHRRERBFONEICTH L ET,
© [EHHR]

Ty alR—RO{FT 4V xy NOGHIERRROEHRIREL VLT o A =a—(1
D/ M5/ [ELDHRIRLET, 774/ MAIZ[E 2T,

[ETICSV A1)

HyvalR—RFEDTRTOY 4V =y FOGHHEREZ CSV 7 7 A VA THA L
T, BRI, [432 SURERZEE D CSV 7 7 AV THATSD (925—)) %%
LTS 7ZE W,

4Ty MRRFEE
T4y hEERLET, FviaR—RIERRTIET 4V hOBIEIZOWTIL,
(125 T4 V=zy FEEETS (193—)] 2L T,

413 Fvah—FERZERET D

Hyvai— FEHE#EICOWTRALET,

Ay Lah— FEEBEMR
BEFHDOY v v 2K FERONERR, B LT, BREMELTOET,

Sy vaR— FEREEE, ¥y aR— FHEOFREy aR— FEBRY %27V v
7 LTERLET,

76



4T ENEME

Feralh—F ToAR—o—IE A 7 HEM Ja—TER AT LN

Hylam=FER

& w2 Hi— Fh—H WA

My Lam— g Pt L

WAMERRLIL— & — X WANBRE O — 2 —E R L P 'ﬂ‘ d

o Bulln dtkond | d
IAFRA w PR ERBSRIOF Ay FERRC LS 0@

T=il—L5n === LEERL AL v FEERE LI 28

STy ETOIM=-ENRE LIRS -] ﬂ‘ ir]

4-2 Fyvaf— FEEER

HRe iR E PR

[EMAR %
HyvaR— REREFHICBEGRLET, KRX L E27 Vv rT5E Fyvakr—FK
EINEmEm A RN SIET,

/)-‘\\“J < aik— I‘o)_%:

[#y S aR—F4A]

By aR— RERICHT 24015 F R LET,

EVk

V=1 vl LTV EA—F—D[T T4 FOF Yy aH— KT
CaR—REHRTHDH I LERLET,

LTWAE

e
it

[BiBA]

Ky aRh— ROEZNFICHT 20 ERTLET,

[#R4E]

BIRSNTWDEH v v adh— R T58ERY v 2FRLET,

- [PHREIR S v
Fyvaf— NEROBBNREERLES, KRRZ 27 ) v r458, Xy
Vo — FREHEII AR R SNET,

- [IEIRR)R S
BIFEHDL v v a2 R— REZREHIBRLET,

- [BaBE—Rx

BEGFEOX vy 2R — REZBONREZ A — LT HmmX vy aR— REZREIER
LET, KARX U EZ 7 w7 35HE, Xydah— RBMBEEAERINET,

77



4T ENEME

AER
=P —DT I AL UL BERZ L ORRNEILY 97,
- HHE

FIHRIE) BB SR I TV D Tbuilt-in dashboard] 1, [%:I E—1R% v OHETcE £
T ZOMDOREZ AT IRETERRINE T,

- FRL—H—
A L TWBEL—PF—MER LT vy aR— RERDOR, T _TOBRENMTLE
+,
DL —F—BER LT F vy 2R — RiEEIT, [BaC—]R% L OnifETx £4,
FOMDRZ ANIRREINFET A,

4131 FyaR—FEEZTEMT S
BHUZH v v 2R — FERELBET 2 FIRICONTHH L ET,
1. Fyvalh— NEHNEZRRLET,
v aR—REEORE Y aR—FEB|RZ %227 ) v 7 LET,
2. [BMARZEI YT LET,
EVF
BEEDH v v afR— REREELLITH LW v a Rl — REREIER LIZWGEIL. ¥

LaR— RO—Enb, bElChBY vy af— FERD[EIAE—RF L5270 v L,
¥y o R— BN % 27 LET,

3. FORSNIZH v ¥ aR— MBI CEb) 2l 246 E L £,
« [y vaR—F4]

Ky al— NERICHTDAMEEEDOXF THRE LET, RARCFEIT 32
XFETY, BHBLIUORRBICEAAR—AZIET S5 Z LTS EEA,

- [EREA]

WA v v aRh— REZOFAHSCHARICET A EEDOXFETHEE L
T, BRSCFEHIL 1024 SCFE T,

. [BEDTIAI FERE]

YA v aRh— NERTH vV aR— FERRLIZEZORRRECKT DT
7 A MEEZTEE L £

- [HAR

78



4T ENEME

4.

5.

IR R ETH 70—l E 7V E T A =a— (BE15 7]/ [BE
30 4]/ B 1 B/ B 6 B / B 24 B/ &% 48 B/ [BX
7T28[ME]) »o®RLET, T 740 MEIZLBE 155 TT,

- R

K4V =y NCRAT D LMT =¥ ORAMRET NI TV A =a—
(kv Z5]/[kyT101/[ by T 20]) OHERLET, T 740 MET
[bw 5] C1,

- (B

HFEU 4V NCRIRTHHEEEOER TN E T NVE T A =a— ([bytes
(bps)]/ [packets (pps)]) 7 HEINL £, 7 7 4/ ML [bytes (bps)] T
7

- [EEEHRERE]

KUYy FOSHHRERFROEHMREEZ I VE T o A=2— ([19]/[5
/155 /[%L]) H@EIRLET, 774/ MAIZ[B 9T,

VaYzy bBMLET,

a. [P4Pxzy bBMAZ 22y L, Vg P=y FOBMZAT 07 2FRKR
LET,

b. X aRmR—RIZEBNMLE-WT 42y NOFzv IRy I AEF N LET,

BIRTEDU 4V FOFEMIZOWTIL 124 74P =y FOFEKE (16 ~2—
D) #BRLTLLIEEN,

c. MENBZMERL, [OKIRZ %27 ) v 7 LET,
BRIV AV xy PRy aR— FBINEAEIC KRS ET,
ek

1ODF v afh— REZRIZBINTESY 4 Vx> bORKEIL20 T,

U4y NORREA ARG RIREZMN<TEELET,

a. AV FOOREIRLZ L E ) v L, Uy Py NEEBTEAFERLE
‘é’_‘o
© [REFA I

VAV Y MIHT DX A MVEEEOFTHRE LET, RRCFEE
R LFTY, BHBLORRBICEAAN—ZAZI/ET HILITITEELE

/Vo
T 74N MEIZY 4 Y=y FOFEES T,
(4%

79



4T ENEME

6.

7.

2T NE T Ama— ([TIHIEREEES]/[FyT5)/[byT
10]/[ ;v F20) HEIRLET, 7740 MEK[ by F 5] TT,

BEDY 4V xy NT, &y aR— FBNHEEO[RRODT I+ FEE]
THEELEZLD LR CRRIEZWVWEAIZIEE LT,

© [PHFRER]
LT BB L E
- [TRTOIYRR—4—]

NFA 288 L TWATRTOZT AR—FZ—DFT XRTDOA L X —T =
A ARG E 72D F7,

- DI RKR—E2—]
NFA (28§ L CWDH T AR—Z—DHFRN SR A2 TR L E T,

CRIIER D O ot % & Limnwo 7 2R — 2 — 2% L, [BmAR
Zowl )y r7 LET,

- [BEDAE—T 4R

NFA [ZBEE L TWAAL v X —T 2 A4 AN LN REA2EIR L £
‘éAO

CRINVBERID OO S e LW AR—F —DA X —T = A
AZEIRL, BMAZ %227 w7 LET,

BBk
[(Z7 AR—F— | T4 zy MIEFERENFERHA,

b. HENELZHRL, [OKIRX %2271V v 7 LET,

DAy NIRRT DT T T7DEA T HHELET,

VA4 Yxy NORTZIRRVAT S IRRIRLZ 27 ) v I LT T TRREAT
ERELET,

EYk

T4V NOFEIC L - TR, (BT I I7RERVAT I IRRIRZ VTERESNEEA,

RIS IRRIAY 20V v FT2EMIT77, [ATZIRRIAZ 527V v I35
MZ7Z 728910 &b b 19,

U Yxy NORREFELET,

« U4 Vxy hORBEERT LG
VA4V M=V NVEBERTRZ vy 7L, BEIETrry 7 LET,
REip 4 ¥V = v MEHIRT 28546
vy hO[MEIBRIARY &2 ) v LET,

80



4T ENEME

4.1.3.2

1.

RENEEWRL, [OK|IRZ %227 v 7 LET,

FyoaR— FERZEHT D
¥y af— REROBENHRE THT 5 TV TR LET,
¥y afi— NEREEERRLET,

Ky aRh— REEHDO ALy aR— FEBRZ %2270 v 7 LET,
By aR—RO—ET, M$EOF vy 2 R— FLDO[PRE|RZ %27 ) w7 LE

‘a—o

FRSNIZH v v 2R — PRl THAEZELE LET,
UTFOFTRTOEADEEAZIT) Z LN TEET,

[y Paf—F4]

HyvaR— NERIIHT AR OXFTHE LET, RRCFEIT 32
XLFETT, BHBIUORBIEAAN—RAZHETHZ LI TE EEA,

[EiEA)

WA vV aR— REZOFHHSCHRICET 2HEZEEDO LT THRELE
T, R SCTFERT 1024 30T,

[RRDT 7 AL FERTE]

WA vV aR— RERTH v aRlR— NEFRRLEEZOERREICKT LT

7N MEZFRELET,

- [H#AR
NG LT 70—z 7 A2y A =a— (BE 1592/ [BE
30 4]/ [HBE 1 B5RE) / @ 6 B / (@ 24 B / (B 48 B / B
T2/ »o®ERLET, 7740 MEIX[BEE1523]TT,

- [HE
HFEU AV ey NCERTD T =X ORFMBET NI T A =2 —
(kv Z51/[byT101/[bwF20) MOBIRLET, 774/ MEIX
[ky T 51T,

- [Bfa)
K4V NCRRTHBEROR TN Z T NVE T A =a— ([bytes
(bps)]/ [packets (pps)]) ORI L £, F 7+ /L MElX[bytes (bps)] T
‘g_o

- [HEEEERE]

KU AV NOGHRERRSOEHNMREEZ VLD o A=2— ([19]/[5
/154 /[ L) HBIRLET, T 740 MEIZ[E 2] TY,

81



4T ENEME

4. U4 Txzyv FEBEMLET,

a. [P4Pxzy bBMAZ %22y L, Vg P=y FOBMZAT 07 2FKR
LET,

b. XviaR—RIGEMLEVWTY 4 P2y hOF = IRy 7 A5 A2 LFET,

BIRTEDHU 4V FOFEMIZOWTIL 124 74P =y FOFEKE (16 ~2—
D) B LTLLTEEN,

c. WMENAZMRL, [OKIRZ %227V v 7 LET,
BRI 4V RBX v v aR— RBINE IS E T,
5. U4 ¥xy hORREA PRGN GEEELLET,
a. UAVxy NO[OREIRS L E Y v L, U4 Ve y NEEWH %R L E

¥

[REREA R

V4P MIHT XA MV EEREOXFTHEE LET, RAFRIT
RLFTY, FHBLORRBICEAAN—ZZRETHI LITTEEE
/Uo

T 7V MEZ T 4 Y=y FOREE4 T,
Riz 4

8z TN F T A =ma— ([TIFILIREZES]/ [y T5]/[byT
10]/[ by F20) MOEBIRLET, T 74 MEEZ[ by F 5] TT,

BEDY 4V xy FT, &y aR— FBNEEO[RROT I+ IL FEE]
THEELEZLD LR TR RIEZWVWGAIZIEE LT,

(SRR
LU A5 R L &
- [TRTOIYRR—4—]

NFA 288 L TWAT R TOZ T AR—FZ—DFT XRTDOA L X —T =
A ADGHTRIGE L 72D F77,

- BEDITY AER—42—]
NFA 1288 L CWA T AR—F —DH NS 22N L £97,

CRIRBRIN 5 U5 & LT 2 2K — 2 — 2580 L, R
o7y LET,

- [BEDAE—T 4 X]

NFA [ZBEE L TWAAL v A —T 2 A4 AN LN RS A2EIRL £
‘ﬂAO

82



4T ENEME

CRINVBRI D DO G e LWy AR—F —DA X —T = A
AZ@EIRL, BNARZ &7 ) v 7 LET,

Bk
[ AR—F— | T 4T zy MTIEFERENFH A,

b. RENEZHERL, [OK|RZ %227 v 7 LET,

DAYy MIBRTDIT T IO TEERELET,

U4z NORRT S IRRVATSIIRRIFNZA 52TV I L T TITRRIAT
ERELET,

Erk

T4 Yy NORHEIZL > Tk, BT S IRRYAT I IRRIRZ ViFERSINERA,
BT SIRRIRZ %2V v T2L757, [ATSIRRIREZ 27V v rT5E
M7Z 712810 &by £,

T4y FOFRREPFELET,
« U4 Vxy hOREBEEEETLHHA
VAV Y MIH—YVEBEQATRKZ 7L, BB TRr Yy 7 LET,
RER Y V= y NHIBRT 256
vy hO[MEIBRIARSY &2 ) v LET,
EHENEEZMHAL, [OKIRZ 2270 v 7 LET,

4133 FvoaR—FEEZHIFRT S
4 vy FEHEHIRT S RISV TR LE T

1.

Hyvaf— NEHEEZ &R LET,

By aRl— FEAO[RFyaR— FEB|RZ %2270 v 7 LET,
FyvaR—RO—ET, HEDOFyvaR— R0 MEBRIAY %22 v 7 LE
B

RSN HIBRMER Y A 70 7 TR Z MR L £,

[OKIRZ %27 U v L, HIBRZEFEITLET,

o] — — A
42 THRR—EB—¢IZ7O0—DFME TS
NFA Clt, =7 AR —F— BIW, FOA L H—T =2 AZIEEL, 7u—0ERET %
Br@E L7z BT, 77— Mo 217> W& £9, Z 2 TliE, BfE, BEO 7 o—03E
M DI D T 7 AR—F =S HHEREIC W CIBA L £ 97,

83



4T ENEME

421 T RAR—F—5HIZTDULT
=7 A= — ORI IS CHI L £ T,

I RAKR—2— T OFFARE

T AR—=FZ =G TIE, FFEDT I AR—H— FilE, /£ X —T A AZESED
T, X2 TH2BEOHEME 7o —20 LET, /2, Xy aR— R TOMIT & IT
B0 BIEOWRMZ T Tl BEICEDDIEST, 70 —0ORNAHERTHZENT
%jiﬁ—o

T AR—Z =0T, ¥ vy aR— R TOEKIRNOBIEFICE T M L, 20K %
RUMALET o LTHELIZWEERe, Xy MU — 7 OEEOFRARIC, 384 YO mERN
LRI DHAICIERALET,

I RAR—3 =3 CTRIRGIRERNS
NFA BHRHET 57 AR — 4 =TTl DR OSHHREST 5 = L T & £,
HWEOHED BIREHE LT, —EHMO7 0 — %30T 5 2 L R TE £,

s BEOT 4 NE =MW L RETTIP T RLARLT 7Y r—va v E)E2REL T
T a =% AT, FEHR N EITo T ZEMTEET, 74 VX —FIFEDFEE
I, K74V bO—EDYV I %7 7 THTHI ZENTEET,

K4V NTOSHTHEREZ CSV 7 7 A VB THNTH 175 Z T £9,

422 ITYURAKR—Z—SHEEZEET S

T AR—Z =T EEIZOW T L E 97,

I RAR—E2—43TEE

T u— R ET BT DDA RIS E LTV 2L T, 70— ORI A ST LT
W ZENRTEET,

T AR —SHTEEIL, [T RR—R—SH % 7527 ) v 7 LTERLET,

84



4T ENEME

w3k I Y

CZeE0_5 (192 9681011} 47— Ly

FRToaM—5— |C2960.5 (192188 WA[~] Bl P -T2 [ TAT
Do I — BE

<]

MEOSAT BT

R REISR ) AE eS| B byies () v BAEEE - 2016-03-06 15:50048 (=0000) 3. |52 v Eﬁﬁ__
EEEEEETT - EEEEETT
T S = F—on i A.

e BEARP ELA A AN | T
1SR = ARy
Lm_w_/\_ J‘“’“/\_A/\_/\_/

e e T s g =
o T
3. 55 Lok ] L L
b
|_ I_ — I_ — _l — _I
G075 Loh R nkA43 0 B

B 4-3 TYAR—4—SHEm

HRe iR E R

PAKIBIE

- [HRIVRAKR—5—]
RGO T 7 AR — 2 —ZRIR L ET,

- RRAVE—T M X]
[RBEIHYRAR—B—|TER LI AR—F —IZBIT D0 EDA v F—
T2 AT NE T A= a—nDiERLET,

BV

AB=T A ZATA B ADED B THITOATNLTZ I AR—FZ—BILOA v F—T =

A ABRPFG L 720 F9,

[Z 4 L3 —544]
IR T 10— % AR T NGEIZIRE L E T,
- BERZ

* [SER &

[Z4NLEB—FHEIDOADMZBINLET, ZOHE, BINLZEME2 3Tl
729 (AND &) 7 v — & it g & LE9,

* [CHIRR]
[ 4 LA —&E1D A SR AR L E 9,
*[RER ) [FERRIAR S

85



4T ENEME

[Z4 IR —&H | DF %, FRLED, IERRICLEVTEHZERNTEE
7

FU A4V y PTHOMFEREFTRT DB, BRIDO A=A TE5RY
ﬁﬁ%@%$_%ftw%éuﬁﬁbiﬁo

- RERE
UToERMEZfRETEET,
* [EEFTIPTF FLXR)
FRELIZIP T FL A0 D O@EIH > T, LTFOBLETHI LET,
EDOIP 7 KU ASEDHEENZ D)

+

+

MOT 7V r—3a »rOiEENRSZ DD

+ D IP 7 k3L AR L72@E N L o)

+ 2™ DSCP fl(PHB)DIEIE 3%\ D)
* [3BEIPT7 FLX]

FELZIP T FLASEDOMEEICK> T, LFOBATHITLET,
EDOIP 7 KL AL OBENZ D)

+

+

AOT 7V r—3 g »OBIENRL DD D
+ O IP 7 b a v ZFIH L7CdERZ OO0
+ Y@ DSCP fE(PHB)DIEIE B\ D >

* [BEXIY RS RTIL—T]

BELLEZ LV RRA Y NNV —TIZRTDHIP T RLANLOBEFEITK - T,
UTOBRTHITLET,

+ TN —THNOEDIP T RLANSDEBENEZ VD)

+ POIPT RLASEDOHEENZ D)

+

MOT 7 r—3 a2 OBENRZNDD
D IP 71 b 2L 2R L2 @EN %\ 0o
£ DSCP fE(PHB) D {5 23 2\ D

* [BBETIVFRSUETIL—T]

BELLEZ U RRA Y NIV —TIZETHIP T RLAZOEGFITK > T, L
ToBLETHITLET,

+ TNL—THNOLEDIP T KL ASEDEIENZ D)

+

+

+ FOIPT RLANSDEBIENLZ D)

+ [MOT 7Y r— g COBENZ OO

86



4T ENEME

+ (D IP 7o b3V AR L7Z@ERZ VD)
+ L DSCP fE(PHB)DI#IE 23 %\ D7)
CTFTVE—=vay
BELET TV r—ya v OBEICK> T, LFOBLRTHTLET,
+ YOIPT RLADDLDWBENZ DN
+ CYOIPT RLRSEDIBENZ D)
+ Yo DSCP flE(PHB)D@IE R\ D)
* [P 7@ kA
fRELIP 7’8 b a2 L oO@FEIE > T, LR TOr LE T,
+ YOIP T RLADDLDEENZ D)
+ YOIP T FL RSEOHEENZ D)
+ (OT 7Y r— 3 VBENRZVOD
+ Yo DSCP fE(PHB)D#IE 32\ N D7)
* [DSCP]
A& L7z DSCP DIEfEIZiK > T, AT OBRTHT LET,
+ EOIP T RLADDLDOEENZN DN
+ EOIP 7 RLARSEOWBENZ DM
+ (O T 7Y r—a VEENRSZOON
+ (D IP 7o k3L R L72dER L Vo)
* [E{ET AS ES]
FBELIZASEEDR Y T =7 b O@IEICK > T, L FOBS THOr L%
R
+ POASTEZDFy MU= ~DBEENRZL D)

+

EDOIPT RLUAMNDLDIBENRZ D)

+

EDIP T N L ASEDBEENRZ DD
+ (OT 7Y r—3 3 L OBENLZ DD
+ IO IP 71 b 3 )L EFIH L@ ENL VD)
+ LY@ DSCP flE(PHB)DIHIE 3\ D /)
* [3E5% AS EBF]
FRELIEASEBEDOFR Y NU—7 ~DOEEICK> T, LFOBATHON LE
R
+ EOASEFESZOXRy bU—I NEDOBENL D)

87



4T ENEME

+ COIPT RLANLDOEBENRZNOD
+ POIP T RLAFGEOBENR L D)
+ AOT SV r— 3 VOBENENDD
+ fAIOIP 7 b a L EFH L @ENRZ VDN
+ L DSCP {E(PHB)DI@IE 23 %\ D7)
EV bk

I ODOANMICK L, BEOEE (VXU THRET LI ENTEET, 20
Yrer. $8E LT2ED S 1 5T HEE THUE(OR &), oG 7 v — & ik
LET,

* BERMEDO AN ORKRSCTFHIE, 255 LFTT,

FBENEHTRTREETH| ¥
BELESAMICEY T 70— R s F R LET,

IHTRERE L CERT DY 4V y NOFSAIZ FHE LT 7 4 VX —FMEONETEA
LE9, FMIE, (423 70— 4NN E—DFMELRFETAHAT 4Py FZHOWNT
(90 X—) | ZEL TN,

RN 7E TR
IR &3 D IR R e EOFRRICET A R EEREEL T
UTOREBHE DOWTNNOMEELEE T D &Mk RATH LET,
sagiie il
- [
SR w7V v L, FoRSNCHEE COMTHIAEE LET,
* [BEEQEIRBM 52BN (7 7 4+ /v MH)

ST 2 7D oA =a— (BE 15 3]/ [BE 30 2]/ BE 1 K]/ @
% 6 B¥fil] / (B 24 Fefdl) / (1B 48 B¥fl] / (BE 72 BrfEl]) »HEIRL £
77 4V MEZ[BE 15 93T

Y EEOBEEHMEEE

LR LD HEE oA 2 E LE T, T 74/ MEX [—E/RT 225

[BAERFS T 12720 £9°,

1. SHHE oS L2 At 2HEELE T, ATIM~DEREANTIT 5,
ERZ UM BIRELET,

2. BEEERDIENETINE T A —nBBIR L Ed, AR5
GNE. B0 ENRTICL > TERTEXAEZNLUTO LI ICEDLY £
9,

88



4T ENEME

® 41 EROBFFIHT HIEERRELEZ

EELE-AM 1B E AT RE AR B 2l
4B, 7%, #EH 0:00 % JLYEZ | e HLAL CIRFRIFRE Y AT RE
2 Hais 6 3 Bl 0:00 Z JEHE(Z 6 W] HAAL CTREZIHR E 2N AT RE
4 HLLEAT REZIFE A AT

3. O Z TN E T A =2 — BRI L 9, NFA BMERFL TV 5
T a—F—HXOREIZE Y T, NFA D)@ k2R L ET,

- [

KB4V NTCRRT DL ENT—FOFFMEEEZ(MY TS5 /[y T10]/
[FyF 20D HBIRLE3, T 740 MEIK[ by F 51T,

- [Bfr]

K4V hTERTIHDEBEEDOERENE T IVE T A = 2 —([bytes
(bps)]/ [packets (pps)])/> LRI L E9, 7 7 4+ /L MAIX[bytes (bps)] TT,

FROFH &AM )
IINT NG D FEFHERECAMIE N 24T 9 Z &N TEET,
[ EH]
DT AR ZFR R LE T,
- [WEHIA S
FTRTOU 4V =y bOGHTHERZ B ONFIZERH L ET,
- [EFHRRE]

HU 4 VY FOSHRERFEROEFRFEZ 7V E T A =a—(152]1/[557]/
M543/ [ LD OERLET, 7740 MEIX[S S TT

- [eZlcsV HA)

TRTOT 4P =y bOSHRERE CSV 77 A VB THAT L2 LR T&EE
T FEMNZ. T432 OFTRRZEHEND CSV 7 7 A L THATD (92 =)
EZR LTSN,

74Ty FRREE
HEOE LI IS4 T 5 7 m— IOk T 2 AT R E RR LE T, SRR ERT 7 4
Vx oy MIHLTH, BFORERTH 2 LA TEET,

« M251 RUATTUOHEITS (19 X—) ]
252 V7970RFEBETANEZ ) T35 21 =)
© 11253 i 7 7 DRRE X—bA 0T 5 21 RX—=) ]
1254 IP7 RUAERTRERA MAERICERT DH (22 X—) ]

89



B4 ENEME

423 JO—TA4INE3—DEH/ERTITSHI4P Ty FZDUVT

T AR S HEEICEO T, [F 4 NS —REIEAEELEHAICERTHY (V=
R OFREIC SV THB L E T,

T RIR—Z =S HTEIE T BLFO 5 SOBR THNfEREFR L ET, S ROER
WAL, [Z4 W2 —FHIDORENFIC LB LET,

ARA—T AR EDBRIEEN
[F4 LS —FHDEICERT D7 n—0@fEEE, UTOV 4V =y FTA U F—T=A
AT EIZERRLET,
* [AALVE—DTxA RV 4Ty |
{22 2 I Bl 2 O § LA gz N

IVRRAY MR TORIEEDH
[Z4NE—FHOEIEET 570 —IZx L, UTOY 4V xy FTTR—0Ox 2 RiRA
v RO TN LET,
EETXTIP7 LRV 4V =y b
c BEIPFPRLR|V 4=y b
s [AonE—Lav]vav=v b
EVB
[T4NVE—FH1L LT, EETIPZRLR], £7203. [BEIPZERLRDELLNT O
PEELESE
BEFRMFEORM Oy RFA Mot T2@EEZ T LET, FlziX, FEETIPT7FL
RIZHEELEZEAIT. (BEIPFZRLRIY 4 V= y FOSHHERO R Z TR LET,
[Z4NE—&H L LT, [EETIP7ZRFLR]. BXO, [BBEIP7 FLR|DWH T ZHEEL
7-%E
Ta—DH L Nv—Ta UREEINDTZD, =2 RARA VMU TOBEESITIIITWVE
e

BIEFERER A TORIEENH
[Z4 LA —FEHEIDHEICAESET D 70—k L, UTFTOY Y=y N TEEORN(T 7Y
r—ay, IP7a hai, DSCPYOBLATHNTLET,

SV AZL £t 2 D LV EZE S
PFa ka4 Y=y b
[DSCP]Y 4 ¥ = v k

90



4T ENEME

EVbk
[F4LE—&H 1L LT, [IPFAraERELEEA
BELZIP 7a harzZffT27 7V r—ya v OBE&EO ST OH% FEii L ET,
[Z4 V=KL LT, [TTVr—2a vV aEELSLE
7 v —OBERMNPAEE SN D 720, BEFREL TOBME BRI TOEE A,

IVRRAV M IL—TEATOBEEESH

[Z1)L% %#yq%ﬁi1>h$4>b7»—7]jﬁ: . [BEIVERSAFTIL—
NNEfE L% %E*@@ﬁﬁ@I/FT4/F7W~ T HBERAELLTO
ﬁ4/1/%fﬂﬁbi¢o

EEXIVFRA OV EITN—=T T V= b

s BEETIVERSAVEITNL—TU 4P = b

EVEk
[FANLE—FHIL LT [BERIVFRAVMIL=T IBL0 BEIVFRIU T
W— D 5 &8 E LG

Ju—@Oxy KRS T NA—TRIP{FEIND D, =2 RRA v M A—THA ol
BEESITIIITVE R A,

AS BIR CTORIEENH

[T 4 ILE—FECHEETTAS BR]. £/-1%. 8%k AS BE|ZIETE LA L. BESM
DX D AS | ﬁ#é@hg%uT®W4/x/kf\ﬁbi?

s DEEFXAS|IV ATy b
[38%E AS]V « V= > b

EVbk
[F4LE—FKL LT, BEETASES. [BLO, [EASES|OMLLFEE LSS
Tu—0 AS BINEE SN0, AS BUS TOEEESIITITVEE A,

43 BERT 3 OCOMBERZNEBICHNT S

NFA TliX, 7 _XR—X I ZEHEL WL 7u—F7—X%2 CSV 77 At LTHIIThHa~
VRE, U4V ey FTERRLE7 0 —DE®RE Web =20 Y — /L& FHUWT CSV 7 7 A Uiz
HT D eEZ R L CnvET,

91



4T ENEME

nfa_flow_export A< > K

nfa flow export A~V REZFTTHZ LT, FMLTWIHFFEMA 7 n—7F — & % CSV
TrANE LTINS 2 ENTEET,

Web a2V —)Lh M CSV H 1HEE

HyvaRh—REHE, BLOY, =7 AR—FZ—SWEHEROEKE T 4=y N TOWNERLEY
0 —DE#RAE, CSV 77 AL E LT DT A EnTExET,

431 EBET—AR%aATFKRTCSVI7AMIIZEAT S

T R—=RCEB SN 7 e —T — X%, nfa flow export 2 ¥ R&EZMH\5H Z & T,
CSV 7 7 AW THH T2 2 N TE £,

RKAa< R CSV 77 A NA~HNT D70 —F =2 OFE LR, B L O%R L+ 2 i
BREBEELT, FTLET, 7—FOMEHIT, K& T T, =7 AR—FZ— 1 RIZEH
LR 7n—7r—2 & B AR—FZ—DFREE LD Xy NV —7 BEOT 1n—
T—=AD2ODMEENHY £,

F/o, Ka<wr F&acron 2 S8BT HZ LIk, EHAICCSV 77 A i34 &
IRERRT AL TEET,

L, TA.2 nfa flow_export (121 =—2) ] R TA23 EHF] (134 X—2)] 2ZRLT
<IZEW,

432 NDHERZEEMNS CSVIF7AILTHANT S

HyvaR—FEiE, BLY, =7 AR—=FZ =3I DH Y 2= v hOSHEREZ CSV
7 7 AN THE T2 FIECHOWTHRA L £,

1. 7o—fFROSHEREZFRRLET,
© Xy vaR—REEERRT 25, (Fyvak—F| #7270 v 7 LET,

T AR=Z—=oirlEE TR T D58 [TVARAR—E2 =3 722 ) v
7 L\i‘a‘\o

2. Tu—SHOEDOSLMEEERITVET,
K 4Ty POSHTRERPIFREINE T,
3. U4 Vxy FNEOREROA FOETICSVAEZ 2 U v LET,

EEICERLTWDAIET AV =y NOGHTREREF L O ZIP 77 A NVDOX T v —
KRB SN E T,

EVF
Ao —RT57 7 AL TFOLEINCRY £,

92



4T ENEME

4.

o HywivaR— NHEHEDEGA:

DashboardCSV_<yyyymmdd-hhmmss>.zip

© I RR—Z =T DO

ExporterAnalysisCSV_<yyyymmdd-hhmmss>.zip

<yyyymmdd-hhmmss>1%, HIEIEZIT 572 NFA —3—D ARFZ K IHIZ /2D £7,

o a—RKLEZIP 77 A VORNE R LET,

ZIP 7 7 A VMR L, i EOTRTOY 4V =y MIXT 5 CSV 7 7 A4 VRS

EFNTWNDLZ LR LET,

U4 Yy h&ECSV 77 ANDOXIGRIIE, CSV 77 A VAL HWT 5 Z LR T

xFET, CSV 7 7 A VOmAGHANZLL ToOm@m Y T9,

<BEID> <D1 Py FEE> <D1 1y FE> <T5TFER>. csv

« Gknl ID

NFA 23, Wi EoOv 4V y M2 —EIZGBAT 2 7-DICNE T 532 ID 2=

LET,

s U4V xy MEEFEBIOYNY VY N
74 Yy NOFEIZHL LT2E T EA4riE R LET, SHRIZEL T O#E Y T

ED
£4-2 242z MEIICHIETSV140zy FEBEXUV1 Py M
4Pz y FOESE "7»(:/’:;:‘3 3 D43y b
=
T AR—K— 1 Exporters
ANA v B—T A A 2 InInterfaces
Wt —=7=142 3 Outlnterfaces
FETIPT RL A 20 SourceIlPAddresses
80 IP 7 KL A 21 DestinationIPAddresses
FonNt—a v 23 Conversations
FEILTZ S RRA v T —T 40 SourceEndpointGroups
STy RARA v NI —7 41 DestinationEndpointGroups
ESEPIN 30 SourceAS
%65 AS 31 DestinationAS
TFVr—a v 13 Applications
IP 71 k= 14 IPProtocols
L hTT—h 50 CurrentAlerts
DSCP 81 DSCP
g il

93




4T ENEME
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ZRLET,
£ 4-3 75 7@ DA
g5 7185 B
line P 7 7RRT =2 TChHLZLERLET,
pie M7Z 7R RT—HThHDHILERLET,
table —RRRT—HThHLZLETRLET,

5. CSV7 7 ANVONEZTERLET,
CSV 7 7 A VOFERILLL F DY T,

#&4-4 CSVI7AILABTDER
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1
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CSV 7 7 A VO IIBEEIT o T A EZ R L E T,
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CsvType

EOBEMN B Sz CSV 7 7 A Mg Do ERLET,
* Dashboard
FyvaR—REENPOHILIZZ EERLET,
ZORE, WIKDOHF v v aRh— REROARTHEHETH
JILET,
* ExporterAnalysis
T AR—=Z—HEEN O LI EER LET,

Widget

I AT T 4 Py FOFRERLET, BB
IFombh T,
<4V zy MNEE><TU Vv NE><T T TFERI>
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9 TargetType TR O Z R LET,

* Exporters
IR RN T AR—F—ThHHZ EERLET,
* Interfaces

IHRBRA L H =T =2 A ATHDHZ R LET,

10 Exporters

Interfaces
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51 YATLDRIRZAVTFT AT DB

VAT LDBEEY AT F U AT HFEIEICOWTHAL 1,

511 N—2 3 VIEHRZHERT S
IN— g UNER AR T D FIEICHOW T LET,

NFA OFEIZEI LT, NEC h A X ~v—H KR — h o Z—IZfWEDEE2IT O HESC. NEC
HAR<—PR—= "B X —=INBAF LT v T — Y a— LV EEAT 5855812, EH
D NFA D IEfE//N—2 a NEFREERTHOMLERH Y £,

N—=T g U EFERT HITIE, Web 22V — LInNGRERT A kL a~ 2 RIOHERT L
ENRHY ET, Web 20 VY — 0BT RWEEE REOHESIZa~y RbARA—T g U2 T
RLTL7Z&EN,

* Web 22V — N DLHERT D
1. NFA ® Web =1V —/LIZHEfi L £79,
2. VoS —HBON—Va EHREMBLET, TNTORME THRETE £,
RN O@ Y T,
WebSAM Network Flow Analyzer </X—3 3 & 5>-<VU U — 2 &K 5>

Bl N—= 3> 11.0.0), VU —RFF [16] OHE

Network Flow Analyzer

[Metwork Fiow Anatyzer 1.0.0-16 |

B’ 5-1 /N\—2 3 VigHERTR
«© avr RDHERT D
1. NFAV—n_—izuaZ A LET, (oot T—HF—THHMLETIHY THA,)
2. UToavwry REFEITLET,
$ rpm -g nec-nfa-controller
1. FRERNPO A=V 2 EREHERLET,
FoRIEAULLL T O Y T,
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nec-nfa-controller-</N—37 7 V& H>-<l U — 2% 5> x86 64

Bl =g 11.00), VU—2FF [16) OHGAE

S rpm -g nec-nfa-controller
nec-nfa-controller-1.0.0-16.x86_ 64

512 HY—EX%&EH. F135

NFA N#i{ET 5% —/3— LT, NFA DY — b X% FE) CilL#, £1E79 25 FIEIZ OV TRLA
LE7,

NFA OV —E 2%, OS OiEd), &1k EHE) L ¢, HEyciHE), Skl £9,

NFA DA T F L AD7=h, OS #iEEN L7mFF, NFA DYV —ERADOLEEIE LD, O
EHE L72WEEAITE. NFA BT 20U TFToa~> RTHIET2 Z &R T £,

/etc/init.d/nec-nfa-service
a2 Ri&, NFA ——|Zroot =—H—Tur /A4 LTCETTHMENDH Y £7,
s Y—bEREZEHHTIHHE. Gl start BT Ca~vr REEITLET,

# /etc/init.d/nec-nfa-service start

NFA DR TOT—F 7t AOREIIEITIIE, a2~ RFREVEE LT 2K
LET,

Starting nec-nfa-service (via systemctl) : [ OK ]

* P—bERZEFEILTLHE, S8 stop 2T Ta~vr FEFATLET,

# /etc/init.d/nec-nfa-service stop

NFA OE2TOT—EF 7t ADOEIIIEITIIE, a2~ RIFREVEE LT i

LETS
Stopping nec-nfa-service (via systemctl): [ OK ]

© Gl¥status AT Ta~r REFTTE, V—ERAOREBZHRT LI LN TEE
K

# /etc/init.d/nec-nfa-service status

F—EZAREH L TCOIIE, ROLHI e A v b—TVEFRRLET, £/, 22 NIIE
DL LTOoOAIKLET,

systemdb (pid 12340) is running...
eventdb (pid 12341) is running...
controller (pid 12342) is running...
web server (pid 12343) is running...
flowdb (pid 12344) is running...
logserver (pid 12345) is running...
collector (pid 12346) is running...
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P —EZAMELEL TWIIURX, ROEX IR A v E—VBRRLET, £, 2~ NiIE
DEE LT3 ZIKLET,

systemdb is stopped
eventdb is stopped
controller is stopped
web server is stopped
flowdb is stopped
logserver is stopped
collector is stopped

513 HGAFATIBER— I ESEXLEERT S

NFA R4 2R — bR S 2L ET 5 FIRZHH L £,

NFA DRI 5 HR— FEZIZOWTIE, IC1 ®WEA2ARHTAR— SO —&E (142 ~<—
D) ESRL TSN,

NFA ZFH T 2 &R — FESOEEFRIAIZ, ATFOm@Y ¢7,
. rootx—H%—Tua s A LET,
2. NFA DY —ERE{ELF9,

# /etc/init.d/nec-nfa-service stop
3. BELIEWAR— MEFICXTORET 7 ANVEERL, EEXLTREFELET,

BET 7 A NMZOWTIL, [F5-1 BER—FESFORET 7 A /L EREHB@MNTE
fB) (102 =X—) ), [#52 BER—-INESORET 7 A /v EFEHEB(NEHBIBE)
(103 =) | LTIV, BEORET 7 A VDBFELZWEAIL, 77
A NVEFBUT/ER L T2 &,

WMET 7 AIMI<U T —F 71 L2 F V%> FICEM STV ET,
%51 BER—FESOREI 7NV EEKEEHB (WHERERE)

& BEIEE
HTTPS &3 s REZ 7 AV

controller/conf/tomcat.properties

* HEERA

nfa.tomcat.https.port = 443

sFlow /37 v N2A5 s RET 7 AN
collector/conf/collector.conf

« HERA

sflow.port = 6343

NetFlow /347 > b, s RIET 7 AN
IPFIX /37 v b5

collector/conf/collector.conf

- HEErA
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REEH

netflow.port = 9995

REZ 7 ANI<% T =577 L2 F V%>R FITHEMHS L TOET,

% 5-2 @EER—

FEESDRET 7 1L LREHB (RERERIE)

REEHE

WET 7 AN
collector/conf/flowdb.conf

feEwR

flowdb.port = 27100

RET 7 AV
collector/conf/flowdb-extra.conf

faER A

port = 27100

WEZ 7 ANV
controller/conf/controller.properties

faETE A

systemdb.port = 27110

RAET 7 A IV
controller/conf/systemdb-extra.conf

feEw A

port = 27110

A4 X NEHL DB @

iG]

REZ 7 AN
controller/conf/event.properties

feEwA

eventdb.port = 27120

WEZ 7AW
controller/conf/eventdb-extra.conf

FBERA

port = 27120

k- 7 — il @

=]

RET 7 ANV
controller/conf/controller.properties

faER A

message.server.port = 27200

RET 7 A

collector/conf/collector.conf

* HEEEA
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ggl

R EHE

controller.port = 27200

a7 —aZY—E |« BET AN

A(E collector/conf/nfalog.conf
s FREEA
Port = 27210
==
AZEE

1 2OEHIZOWT2 DL EDOERET 7 ANADEH I TWAR— I, TRTORET 7
ANEZRFICHREL, AUEEZREL T I, BETLIRET 7 A L TR— FEER
Biapzn b, ERICEELERA,

WBIZIR LT, 774 T U —LOREE LELET,

A BmEROR— R EZIE, 77 AT 03—l Lo T 72y 7 SNTHWHEES
NN, R— FEEEFEOBIZIE., 77 A7 U4 —/LVORENTEEINE DD, i
MLTLEEN,

NFA OH— v R Z&Ed#) LET,

# /etc/init.d/nec-nfa-service start

P—EREER, R— FEFOLEENAN NFA ISR S ET,

514 WebHY—/N\—D URLZZHET 5
NFAZT7 7 A5 URLAEZEETHRIREAZZALET,

NFAILT Z7EAFTHURLDH>EH, RAAL U4 (FQDN) IZEHETHZ M TEET, FAA
VR EEW LIS EA, SSL Y — N—FEAEOHF O KA A 4 G514 O CN) 2 AT 3 5 M3
NH 0 E7,

SSL H— "—GEEIC BT 2 BafEIX. AT 5 nfa ss1 keytool 22 REHEH L
F7, FEMIE. TA1 nfa ssl keytool (117 ~—2) ] ZZML T EIV,

1.
2.

root L —%—"TNFA —_—lza /A1 LE7,
WKDOa<w REFEITL, HAOIRTEA vy E—0H0 G Owner [l A fEZR L 77,

# <s4/ >R F—/LT 7 L2 F%>/controller/bin/nfa ssl keytool list -v

FATH:

# cd /opt/nec/nfa/controller/bin

# ./nfa ssl keytool list -v | grep '”“Owner'

Owner: CN=nfa.nec.com, OU=IT Operation Division, O=NEC Corporation,
IL=Minato-ku, ST=Tokyo, C=JP

nfa ssl keytool selfcert 2¥ Y NR#%-dname, -dns 4 7L 3 & TFAT L., #khl
LEEHLET,
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# <$A/ >R F—JLT 7 L2 FUJ%>/controller/bin/nfa ssl keytool selfcert
—dname <dname> -dns <FQDN>

R L7 Owner [EHD 9 B, FAA VLIZEHRT 5 CN OfEAE 2 L THEITLET,
AT

# ./nfa ssl keytool selfcert -dname "CN=new-nfa.nec.com,
OU=IT Operation Division, O=NEC Corporation, L=Minato-ku,
ST=Tokyo, C=JP" -dns new-nfa.nec.com

NHZRERRERICREHEEZEIT L TH o TWea . REHEOBEIT 2B L £7°,

a. WO a~<r REFT L GREERICENMT 5720 DFEHEZL ERK (CSR) 2 7 7 A
LI D L E9,

# <84/ X F—/ILT 7 L2 FY$>/controller/bin/nfa_ssl_keytool
certreq -dns <FQDN> <filename>

FRELEZ7 7 A WZ, CSRONENRTFA M THAISHET,
b. FEFHEZAER (CSR) ZFRFERICIRH L £,

nfa_ssl_keytool certreq 2 ¥ RTH/JL7Z CSR 77 A VONKE %, Bilk
JIZHeH L&

FRRESRIIX. CSR ONEFZ LI, FEAEICEL L, BELET, BLAFHEE
DOBGEITIL, FIERIC LTI A DB 580350 £77,

c. FMERNDIEENTELFE AR E LA R—FLET

nfa ssl keytool importcert A ¥ RN% | -alias 4 7 a3 VIHEEETITHE
TLET,

# <S4/ X F—/ILT 7 L2 FY$>/controller/bin/nfa_ssl keytool
importcert <filename>

SE1THFIZ Failed to establish chain from reply LW IH A =TV NER
SN GENEOTF = — U PRIRTE R o7 2 a2 R L TVWET, RibH

D— FFEAES P REERAER A VAR — RSN TWRWATREERH Y £3, 7

AR, A A= P RRERFEAFE LG DE T ZE 0,

NFA OV — v 2 2 FHild) L £,

# /etc/init.d/nec-nfa-service stop
# /etc/init.d/nec-nfa-service start

HOBLAMEAEZEH L TWD54. nfa ssl keytool exportcert I~ NG
Web 77 Y —ITA VR — M 2720 DFEAEZ 7 7 A M LET,

# <s/ >R F—JLT v L2 FU%>/controller/bin/nfa ssl keytool exportcert
<filename>

<filename>\ZIIMEED 7 7 A N ZRETEETH, Web 7 7 07—l TR HIZFEN
BEEAVR= T BT, T7ANVOIRF T ccer ZHRET D L EMAERL
£7
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nfa ssl keytool exportcert A< RTHI)LICREET 7 A VI NFAIZT 7 &
AFLFTATDOWeb 77 TP =T L, A 2 R—hLTIEEY, Web 77 79—
(CREFIEZ A R — R 92 2 & T NFA D Web — =T DT EF7 1 v 7K
R LR YT ENTEET,

Web 7' 7 Y —ICEEHELR A VAR — b5 051, 11.2.1.3 Web 77 7% —|Z SSL
P N—FEHEZ A R — T2 (11 X—=)] 2L TIEEN,

NFA H— — | OFEHEO FHEFEITZ, T TRET TT,

/\E/chﬁmunﬁ)zj \—HE%E%%E?? L-’C%) goﬁ_ -’C%) 'ﬁiﬁﬁﬁﬂémun J:O-’C;i Web 73
v — ML%LAM£%@£%£%4/XF—Wféﬁk@@%ﬂbgkﬁé NN
‘a—o gi?‘,ﬂﬂ&i\ ITI‘LA FIIE)%O)*EIT \—TEOVC < 71:_. é‘/\

515 BREBEHETZ/\VvI9T7vT,. YRAMT7T 3
NFA OBERENNY 7T v 7, BLOZEOY A M TIZHOWCIBHA L ET,

BREREDONNY 7T v LD, NFA TREZITOTZIERN NNy I/ T v 7 T&ET, 20O
NPT v TINEYARARNTTHIET, N7 v A OREREIZRET I ENTEE
K

BREBEREONNy 77 v 7 120E, LTOHERITEENET A,

s THLI-7Vun—F—X

o RELI-AXRV T —H

 BELIETA U AER

1

B

EitoTF—21%, VAT ENRWED, VA NTROBRBEOBERNEDOEE/KD £,
Bk

ERLE70—F =2 RN T =2 GO TRy T v 7T 5 HELHY £, M
(516 T %% w77 v7, VARNTTDH (108 X—) ] 2L TN,

iy

BEXREDNNy I T v 715, BCOT—H ey 7T v 7T 5HELIIRRD . NFA OV —E X
PEE LRECEmT s ENTEET,

DA M7ICEAT 5 FEFE

s Ny 2Ty ERICIE. TARVABRITEENTOWEREAL, TDOTD, Ny 7T v
ERSGLEREE Y A N TEORE CEEINTWDE TS B RZENDDHEIE. Y
A RNTORNZ, VA RNTRREEIC NNy 77 v 7 ORE LR CEEO T A2 A% L
T HREE LT EEN,

FABLADEBIZONWTOEMIZ. 2.1 S4B 252EHT5 265—) ] 2%
LTS &0,
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* RNyl T7 v 7D E U AR NTHOEREE T, NFA O KA A 4 (Web %h—/—27 7
Y 292572 URL) BER L6, SSL YV —R"—fFHEZEETLIMLERH D 7,

s No 7 w7 IHDOBREE Y A NTIROERE T, —F%/V/3T7 A —H— kernel.shmmax D
BERZ D0, VA NTHROBREOMEE NNy 77 v 7 EOREL VRS IRELTLE
éb\o

Ny 2T v mOREID Y A N7 REOERED kernel. shmmax DfE D /)N S WA TR,
UARTETHICT—EAREB TERWEERH Y 7,

© OBEENTVD T AR—F =R EORFHIE, v AT ABA TR S M D THELS
NTEY, 70 —F—F L ZONEID 2 CICERENTVET, 207D Ny I T v
TIDREEE B D VAT A A NTT585A, VA NTEORRICERL T\ -7
B—F— X OWHA, AROWH L IR DNATRRSNDHANH Y £,

URARTHIZ, F—VATAZTDHN, A VA= VEEZED 7O —T —ZNEFE LT
RWEBRE S TAZEABEIO L ET,

5151 BREREEZN\VvITvITT S
NFA OEBREEREE N> 77 v 7T 5 FIEICOWTHBA L ET,
REGREDNy 77 v 71X, NFA DI —E 22 ZE LIRETHLEMT 2N TEET,
1. root =—H#—"TNFA #r—"—lr /1 LET,
2. koavwr REFRTLET,
¥ <SA X F—NFT L2 FYs>/controller/bin/nfa backup <path>
G <path>\21%, Ny o7 v T EMNTLHT7T4 V7 P ERBEELET,

T Ay E—VBRFENT, 3wy FBERKTTH &, RELEINET 1 L
IRV Y ST T T 7 A NBERSATOET,

ERESNI Ay 2T v 75 4 Lo kI, (0TSRRI R % 72 & LT, RENCRE L
TLEEW,

5152 BEBEREDNVITYTEIVRALTTS
NFA OBRBERENY 7 7 v 72 ) AT T5FEICHOWTHBHLET,
Ny 77 FDOY A RNTIE, NFA OV —ERZ{E IR URBETCERTALENH Y F4,

JARTIZEALT, WS ONEEFERHY £, FANS, [V A NI 2 EESH
(106 ~—) ] ZZRLTIIZEN,

URANTHEEZBMGT DEIC, 15151 BREXREE NNy 7T v 7425 (1072—)] TH
HBLIEARNY T 7T 47 MU ZNFA B —R—CEE L TBMERHD £7,
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ER

[51.6.1 &F—Z%2 Xy 77 v 745 (109 <X—)] THRELERRY I T v 5T 4oL WY Zff
A28 TEET, TOWE, 7u—FT—FRA X b TF—HT) A RTENT, BRERTET
HOBNY A NT ERET,

1. root 2—H%—TNFA WV —R—i2a /A LE7,
2. NFA OH—bER&E I LET,

# /etc/init.d/nec-nfa-service stop
3. kDawr REFEITL, NFA OBREZELZ Y A T LET,
# <84 X F—/LT 4 L2 FY$>/controller/bin/nfa_restore <path>
Gl <path>\21%, Ny 77 v TREMENTNDT 4 L7 U EEELET,
TT—AvE—UNRERINT, av U FREFKTTL2E, VA RMTIESET T,

4., Ny T v TmOBREE Y A NTHOEREE T, NFA D KA A 4 (Web h—/3—|ZT
7% A4 5720 URL) DN 538561%, SSL — N —FEHEDO EHEEZ 1TV E T,

VEZ2FNEIX. 75.1.4 Web 4—/R—D URL #ZH 42 (104 2—) ] 2B LT
Sy,

5. NFA OH¥— b 2 &2 #E) L F9,

# /etc/init.d/nec-nfa-service start

516 &T—3%N\v 97y T, VAFT7T S
BRERE, BT —20O 45Ny 77 v 7, BIOZEDOY A TIZOWTHAL £,
RERTEBLOEET 20—y 77 v 7128 NFA CREX(ToIEREERE L
TO—F =B AR NP EERTAY I T T TEENTEET, 20N I T T
MBUARNTTHZLET, N7 v RS OREICETZ LN TEET,

B, BEINTTA B RFRINY 2T v T INFEE A, TABCREFRIETIE, Ny
77y TR OREIE T EN T, VA N TRDBEREDERNZEDE EIRD £7°,
EVbk

LT 0 =T =R, R T =2 GO TICRBEREDOH NNy 77 v 7T 25 5ELHY %
T, FEMNE 515 BEREE NI T w7, UARTTS (106 2—) ] #BBLTIEEND,

BF—BZDNy I T T, BEREDO AN 7T v 7 X ER Y NFA OV —b 2 &) L7k
CTEMTHZ LITTEEE A,
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Ny Y7y TICET R EEERIE

T AR—=F—OEHEBLVERERL, 7o —RNEVRETIE, Ny 7T v 7T o7 =4
DY A ZARHE GBNOLHTBICR DN HVET, No T v 7T —2DH N5k
RMRAF D ZEE R BT HoMR LT ETEEL T EE N,

Ny I T TOTF—HYF A XNEE GB O TB EIEFICREL R AEE, Ny
T TRV R R 0 S8 FRER 0 D AN B D 9,

DA RT7ICET S FEFR

o

N DT T DT =X A ZREE GB N HETB EFHEFITRKEWEES., U A T L
(CHEFRID DR BRI D) D 5 AN H Y 97,

Ry 7T v TERICIT, T4 BV AERIZEENTWERTA, TOTD, RNy T v
ERAGLIZBREE VA NTROBRE TREINTWDETA B AZEND HLEIEL. Y
A~ T ORI )xﬁ?%?ﬁ_A/77/7E®#Fknbﬁﬁ@74ﬁ/z%nb
BT &G L T IEEN,

FTA B ADEHICONTOFEML, 121 T4 B 2AZ2EHTS 263—)] &%
LT IZ&0,

Ny I T v FILOBEL Y A N T OB T, NFA O KX A L4 (Web —"—27 7
Y 2925729 URL) BERR 556, SSL YV —_"—3EHEZEETLIMLERH D 9,
Ny T v ToDOEREE Y A RNTROERET, 1—3%/1/3F A —H# — kernel.shmmax @
EERZ D0 VA RNTHROBREOEEZ Ny 7T v 7 tOEEL D KRESFELTLE
éb\o

Ny 7T v 7FEOEELY U A NTHOERRE O kernel.shmmax OfEDN /N S WEE T,
VA RNTZTRICH—EANREBTERWEGEERH D £,

ET—RENVITVTT S
RARE, BT — 42— L Ny Ty 7T 5 FIEEZHIILET,
B2 D—F§G/y 7T TIENFA O —EREAZIE LIORIECOARE T 5 Z LR TX

£,

/\‘xy
pE
1.

2.

7w ZICEHLT, WSONEEFERELAHY £4, Fic, (N7 v 7IC+ 50
H (109 ~—) ] 2L TLIEIN,

root t—%—"T NFA —_—lza /1 LE7,
Ny 7T v IRBOBIEOY A AR LET,
WDa<y REEITL, A RaeiEiRd LT IEEN,

# du -sm <§T—XTs L2 FUs>/{controller,collector}/{conf,db}
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fERIT, Ex DT 4 L7 b BAIZMB BL TR RSNET, RShicBvzahi

LTS,
FATHI:

# du -sm /opt/nec/nfa/{controller,collector}/{conf,db}
1 /opt/nec/nfa/controller/conf

92 /opt/nec/nfa/controller/db

1 /opt/nec/nfa/collector/conf

1016208 /opt/nec/nfa/collector/db
ZOBITIE, IR THRI993GBRLED Ny 7 7w F YA X120 £,
3. NFA D% —vER%&EILET,

# /etc/init.d/nec-nfa-service stop

4. WDa~<r REFETLET,
# <87/ >R F—/LT 7 L0 F%>/controller/bin/nfa backup -full <path>
Sl#t<path>\2iE, No 77 v 7MW TH5T 4 v 27 NIERELET, AL
Ny I T v THARTH LT, tRREESERERDDLT 4 AV ZHETDHLIITEE
LTL7EENY,
TT—AvE—URERINT, av o RBEFKTTLE, lBELEHIIET 4 L
NV I T o T T 7 ANDBERIILTNET,
AEE
NI T T DY A XL TIE, 2= ROFET £ TITHEIFRD S A-FH 20 5 56 03
HoET,

5. NFA ¥ —b & EHE L F5,

# /etc/init.d/nec-nfa-service start

ERRENT NNy 7T v 7T 4 L7 b VIR, MOFEEEARIZIREET 5720 8 LT, RUNTRE L
TLIZEW,

5162 T—3DN\VI Ty THEVATTSB
BRERE, BT 40Oy I T7 v 72 ) A NTTHFRIEZHAL £,
Ny 7T TDOY A RNT L, NFA DOV —E R EEIE L-WEETEBTALERHY £97,

JARTIZEALT, WS ONEFRFERHY £9, FANS, [V A NS 2 EESH
(109 =) | Z2ZMLTITEEW,

URARNTHYEEZBLGT 5HIIZ, [5.1.61 &2T7—%%2 X 7 v 735 (109 —) ] TH
BLIZNNy 2T v 7T 47 MY Z NFA b —_R—|ZE L TR LERH Y £9,

1. root 2—H#—TNFA YV —R_—i2a /A LE7,
2. NFA OV —v 2 &= E L E4,
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# /etc/init.d/nec-nfa-service stop
3. WOa~<wy REFEITL, NFA OREXRELZV A T LET,
# <S4/ X ;F—/LT 1 L2 FYS>/controller/bin/nfa restore -full <path>
GI<path>\21%, Ny 7T v TSN TWDT 4 L7 M) ZfRELE T,
TT—AyE—UNRFRINT, av U RPEFKTTLE, VX RMTIEIETTT,
AEE
Ry P T T DY A R Lo TE, 2~y ROFET E TR S+ 2202 535603
HET,

4, Nyl T v TIHOBREE Y A NTHOEREE T, NFA O KA A %4 (Web %—/"—|Z7T
7 AT 52O URL) N2 55A1%, SSL — "—GEHEO EHEEZITWVE T,

TEREFNALE )| ZZRLTSE
SV,

5. NFA OH¥— bt 2 &2 E) L F9,

. 1514 Web —/"—®D URL #ZLHT 5 (104 <—

# /etc/init.d/nec-nfa-service start

52 JO0—T—42DOEE[ZDIL\T
NFA T, L7700 —F %% — 4 _X—2Z W TEHLTWET, ZZTiE, 7
10— — X OFEBEOMFAAIZ DOV TIHRA L 7,

521 70—T—20RFHREADREZDONT

NFA CTlI, REDO 7 ru—F—F E2RENT=T 4 A7 REOH CEMBHRET 5720
Bl —7—2%UTD [£53 TJu—7— 5@&f&%%@%(HVvJ)JTT
FTHNTIGRE Z L ICENGLOLE) L, T— X DRIEZEZ THREELTWEd, £7/2. NFA T
X, T — X ORI EZ LRI Z T TR Y (REMZBA T — X A ELE T, R
M —Y =2 EE S5 LT ET,

#£5-3 7A—T—4 OHIE L FERFTR
T —% OHIE (B AIEER) T 24V FOREHRE TR a7 AR 0> 22 58 W R BE

157 24 ¥ 2~168 [
10 43 72 ¢ 12~336 HEfH]
60 43 14 H# 4~60 H fH

6 W 60 H ] 14~365 H i

24 K 365 HIH 60~1095 H [#]
7H 1095 H [ 365~2190 A fi
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T a—7 — X OEMLILTIE, BRI LT 7207 8 —% =N _RCE—D7
BT —ZEEHLTIDICELDET,

1. HEEIIPT LA
2. SESEIP T KL A

3. ¥EEIA— MBS

4. FFEAR—NEE

5. IP 7w han

6. ToS /31 ~(DSCP)

7. ANAE—T A A

X HIZ, NFA Tlid, 70— — X OEMBIIVERT A A FEHEY B2z 5720, i

OEFFITMZ T, LLFDO XL 5 B 217 V£,

o BT LI, WEEOL D FAT 1,000 7 0 —F TOF —F Ok 2E 72 it &
LCEHL £,

o FA7 1,000 72 —lZE& TNV IO T —F—Z oWl [ZFoft] o7a—
LT, EHLTEARHLEST,

522 TA4RVERENRKRLYGE

ZEL7a—T =2 &R EHTLOICHERT  A7HHEO RS Y FiEIZOD
THALET,

T n—7— 2 OER, EERICLERT 0 A7 N EIL NFA NVEFRT L7 ZAR—2—0D7"
B, BIO, 7a—0ORAEBHEICEBRLTWET, £/, 1521 7ua—7 —X ORI
LD ONT (111 =) | T/RLFZEY . 7ua—7 — X Ik 2 RFEH, BLW
BRI Z & O K7 B —3U3, NFA THRESNTWET, 2D, 7r—F — X OEFE
WCERT 4 AV HEHBEORRIE, ZhoaBE 2 AR T I BN TEET,
AR

T AR—L —=DEEBRLENGERE, 7 —T =2 OV A RIIEFHICREL R DD, T4 A7
DEEXFENPFET HARERHV T, T4 A7 BMET L L O 7o —F — 2R Tx
M, BIRE LTEFICEECE R RV ET, T4 AVEEPMEBLRNE Y RK7 1 —H
X, D LR EF S CHET A Z LML E T,

BARHY 2B 5B Z2 LU FICRA L E9,
. NFA CEMTIHIZ I AR—F—DOEHEHRLET,
AS#%OERICBWNTMT 52 FENDE, HEHNREFEZ AL £,

2. 7un—ORFHIRZHR L, 71 A7 KRR THEHNT 288 E2 LT OFRERANLE
HLET,
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TREFHAMILREL P =P1 x 60 + P2 x 6 + P3 x 24 + P4 x 4 + P5 + P6 + 7

« PL: 1 phiET — % ORFFHARI (AL « )

P2: 10 Z7KLEE T — Z OLRFFHIRI (AL « )

« P3:60 SPRIE T —Z ORFHIF N - H)

P4 6 RERPRLEE T — & ORFFHIRI(HAL © 1)

o P5: 24 RFEPRIEE T — & ORFEHIBICENL © A)

o P6:7 HRLET — X ORFFIFGEN : A)

SRR O/ TIXEI D BiF T 7EE 0,

R AT 7 4V MEO £ £ ThUE, REUL 2970 & 720 £,
ek

70 —F— 2T DRI O LTI OWTIE, 1521 7 a—F — % ORFFEYM & ALd L
HIZHOWT (111 _—=) ] ZZRLTIZSV,

R 7‘67D~0)%\é$§"ﬁr(1 PRI 7 v — 50 A R L £ T,

T u—OFRAEBE, EARREICEWT 1 oM ESME Y g D oBENRBEELT
WD D %%%i%@%ﬂﬁ“(?k&biﬁ‘o

UTOAEXICHTIO T, T4 A7 FROALZEH L LET,
T4 A HEHAEOBZ[MB]=(N+5)xPxLx0.000415+ A x 0.15 + 10,000 [MB]
* N:NFA BEET D7 AR —F—DEH
FE 1 CHER LA RALTEHELET,
« P:NFA OPRFFHIRNC 28 4 21T D%
FINE 2 THERBLMEZRALCTEHAELET,
o L: BT L ACRFFT DR 7 = —#K
F 7 b b T, R TEAL 1,000 7 0 —Z2 53 5720, 1,000 ZHELET,
EVk
K7 —BEERLIGEIT, AR LEEEZEICLCGHRLTIES Y, RK7

0 —HOEFIZONTIL, 1523 RET5270—80 ER2EF+T2 (114 <—) |
LT,

o A:NFADNZELT- 1 HEOEE 7 v —3
FIE 3 CTHERLAMEEMRALTEHELET,
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TR

T AR—HZ—DEENS0HE . 7a—T —XIZxT HRFFHAR - BRSOk 7
2 —03 T 7 4V ME, 1 B0 7 a—#58 600,000 7 2 —OFA1X, L0 L 9 gt
BfERIC2 0 £,

* N=50

* P=2970(24 x60+72x6+ 14 x24+60x4+365+1095+7)
* L=1,000

* A =600,000

© FuRAIEAEOBZ =(50+5) % 2,970 x 1,000 x 0.000415 + 600,000 x 0.15 + 10,000 =
163.9GB

523 REITHIJO0—HDODLERERZZEET S
REFT D70 —8D LR EEE ST D HFEIZOW T L E9,

NFA TliX, T 74/ bOEMEEL LT, =7 AR—F — HENRFEZ 12 BA7 1,000 7 20— %
REFL £,

ZOfEIE, REICIVEFETEET,
A EE
T =8O ERMEEZRELSTHE NFA B — "= T2 8MAEMLES, LoT, BEHIT D

T AR—BZ—DEER T 0 —DZER, v~ Ay VEDREEIC L - T, EFRHICEAN &
720 NFA BEFICEEL 2 WSEERH Y £,

EEOBEREICT I B EERAIERET, LT L 5 28A T, EFICEEHT 2 &% Tk
LT E W,

s T AR—F—EFEHEMEIZT, £ AR =2 —O[RERJERBLIENLD AL TN
&

* Hyvadr—KRNEH, =7 AKR—F—GHHEEICTCT7r—T — 2B TEH L,

1. RETREMEZ2r LET,
[YRTLEEPRERE|ZZ ) v 7 LET,

2. [Z2B—T—3DOLBRBIOANMICH L, RFFT 270 —F =20 LRBMERE L E
B

7o —5o EfREIL 1,000~10,000 OFFHTHRELET, =7 AR—X—DEHZ K
WL LA, UTOHEEZBZIZL T EEN,
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18~10%8

457 10,000 7 = —

1M1 E5~208

A7 6,000 7 = —

218~305

A7 3,000 7 = —

31BUE

PLARITHELRE L 8 A,

ek

UTFTOBREZ 7 ANERETHZ LKLY EREAEAETFT L L TEET, 774
JVDEE LZRWEA I, FBICER L T Z &8, 2B, [VYATLEE>RERE])
DEELEEAS, AREZT 7 ANVORARIT EEXINET,

77 ANVORESRIL, REEADCT DO NFA Y —E A ZFEBH L T 7ES0,
<8TF—HX T LY F1Js>/controller/conf/flowdb.properties

LD 6 SORETIRESNTWAEE, T CHUEICEFE LET,

flowdb.table.record.limit.1 = 1000
flowdb.table.record.limit.2 = 1000
flowdb.table.record.limit.3 = 1000
flowdb.table.record.limit.4 = 1000
flowdb.table.record.limit.5 = 1000
flowdb.table.record.limit.6 = 1000

524 J70—DRFHPEZEET D
BRI 5 7 0 — 40 LA BT 5 A0 TR L £,

NFA TlX,

(521 7a—F—X OEEHE & LDOLFICHONT (111 2—2) | 1I2HWT,

T —F =B T —E X AT A ISR BTV E T
Ev bk

70— 7 v —ORFHR O LR EAZ /NS < LT L ERICT —Z BHIBR S5 £ TS, Eor e
D40 SREEORMAZE L ET,

1.

2.

BRET A E IR 2 Ros L T,
[YRTLEEPREREZZ V) v 7 LET,

[ZA—T—2DORERFE|OS A L, RFFT 2D 70 —F — X OLLFRIIM &2 5%
ELET,
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FEET 2 RFFHIRIZ L OIEFICR WM 2R ET H2LEN DY £3, T2
PIET— R ORFFHIMIC 36 Ref 2 45E L Ba i3, [10 DRIET— 5113 36 KLl L
DM ZHET DML ENRDH Y 7,
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Tk A. A FJT7L 2R

NFA O#ET 2 a2~ FIZoW T LE T,

A.1 nfa_ssl_keytool
HTTPS i#ifE T % SSL #— "—FEH EDO MR L OVERIZ{T 9 2~ R T,

Zoa~ R, Javakeytool =+ 2 R OBERE 2 ARG AT WLT WETREET 2 7 v
N—ax RTY, Kavr R bEMNTE 5886EI%. Java keytool =~ RDO—H# DA T
T, 7. BIEOLARIRCEWRIL, Javakeytool 2~ RIZ&HOETWET,

Java keytool =~ > N & OFHESIXROMEY TT,

* EHIDBIEIT genkeypair R EDH T a<vw L R4EEELET, V7~ Fo5lH
£ DYCEAIC - I3 E FH AL

« Ra<wr FTiE, ¥—Z M7 OBRILPKCSI2 EETT, /o, F—A R T O RA(F<s
F—%F 7 L2 F!)3>/controller/conf/server.keystore [#HE TI,

* genkeypair M7 a~r REETTHE, F—ARTONRAT—R, F—XTHDT
YR —DRIL, HEONAT — RNRLLTFD T 7 A JVIZFEER SN E T,

<$TF—AHF s LY F!)s>/controller/conf/tomcat.properties

Ty AR SN A EERIL, Y7 2~ K C-storepass, -alias 47 =
VEAIE LIZBRICHBICHEH SNE T, £00, SIBOEER A R/IRICMZ Ta~
VREFEITTHIENTEET,

* —keyalg. -validity A 7> a D5 7 /b MENRERY 97,
* initstore EWIHMEDOY T a~wr REEEL TCWWET,
INA

<SA R =T 7 LY F1U$>/controller/bin/nfa ssl keytool

e =

nfa ssl keytool genkeypair [-help] [-storepass PASS] [-alias ALIAS]
[-keyalg KEYALG] [-keysize KEYSIZE] [-sigalg SIGALG]
[-validity DAYS] [-dname DNAME] [-dns DNS]

nfa ssl keytool selfcert [-help] [-storepass PASS] [-alias ALIAS]
[-sigalg SIGALG] [-validity DAYS] [-dname DNAME] [-dns DNS]

nfa ssl keytool certreq [-help] [-storepass PASS] [-alias ALIAS]

[-dns DNS] FILE

nfa ssl keytool importcert [-help] [-storepass PASS] [-alias ALIAS] FILE
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nfa ssl keytool exportcert [-help] [-storepass PASS] [-alias ALIAS] FILE
nfa ssl keytool list [-help] [-storepass PASS] [-alias ALIAS] [-rfc | -Vv]
nfa ssl keytool delete [-help] [-storepass PASS] [-alias ALIAS]

nfa ssl keytool initstore [-help]

nfa ssl keytool -help

B8
HH 7 avy FOEWTRO®@Y T,
* genkeypair

FEORT (AR X OBEET 2 IEARME) 24k L, F—A NTITEMLET, £/,
Web Hr— =03k LA T 27 00FBHREULTFTO 7 7 A VCEEHLET,

<8F—ZF 4 L2 FUs>/controller/conf/tomcat.properties
®* selfcert
F—A M7= b —ORIIHT 5 B EBAEAFE LR L T,
certreq
PKCS#10 A%z i > TREMEHZEA BK (CSR) 2Rk L £7,
* importcert
77 AP LREAEE I ITREAET = —  ZAIRD . F—A MTITHML £,
* exportcert

AEHEZ T —A MT DAY A T VST ROREAE L LTT 7 A /WIS
LET,

¢ list

FEDF—A N7 M) — EFEFF—RA T REONELEERRLET,
* delete

F—AMTNOREOT MY —ZHIFRL £,
* initstore

F—ANT 77 ANEHIBRLET,

518
-storepass PASS
F—ARNTONRAT—RERELET,
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genkeypair 7 3= ROETRIZEM LT-HAIE. a~y RETHIZARAT— KD
ANTBRRODOENET, TNUNOH T a~w 2 ROFEITRIZEAK LTS E X,
tomcat.properties 7 7 A /L Hag A TAEZEH L E T,

-alias ALIAS
F—ARTHOZ N =D ZIREL £7,

genkeypair 7 a2~ ROFEITRHIEME LI HA1X, 7 7 4L MED ltomcat) 23 ]
SINFET, £ list Y7 a~vr FOFTRHZER LG EIE. T3 To= s MY —»
KIRIZ72 0 EF, ENLSOY T a2~ ROFLTRICEN L7126 1E. tomcat.properties
T ANPLRAR ST EEEH L ET,

-keyalg KEYALG

O BT LT XLEBELET, [RSAJ. DSAJ. [EC] &2 EETHZ &0
T&xxd, 74/ MNI [RSA] TT,

~keyalg, B L N-sigalg ITFHETE L7 /0T Y X AL Java B5 5T —F7 7 F v
(JCA V77 LR HAREZZRLTITEIN,

-keysize KEYSIZE
T HHEOY A XERELET,
FREFRE/RER LT 7 4 /L ML, Java keytool DfLERIZHERL L TV &,
-sigalg SIGALG
HOBAMAEICEAZMIT D EXIEI TAITY XAERELET,

BETHT7 /LT XN, -keyalg EHBMEOH D L O TRIFIIIR D A, fEER
RE/MER KO 7 4L MEX, Java keytool DAARIZHERL L TV E 7,

-validity DAYS

HOB4AREHENEE R ENDHEERELET, 0~ 365000 MEE CTX £,
7 7 4V M 3650 (9 10 4F) T3,

-dname DNAME

H O B4 REHED issuer 7 4 —/L K & subject 7 ¢ —/L R & LT 9 X500 #5445
ELET,

kA A FEE Le o Toild, a~ v REITHISGEMNA DA 2RO BvE T,
-dns DNS
AIEFE O Subject Alternative Name FL5EFEIIZ B k3% FQDN Z+57E L £ 7,

genkeypair 7 2~ KT, F5E L2 > 728A13FEAE O Common Name 73
SINET,

-new NEWPASS
X —ARNT ELIFHDONRAY — REELTTHERC, BEEONRATY—RERELET,
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B L7263, 2~y RETHICRAT— ROANNROLNET,

-rfc

list W7 a~xr PO hRIREEA 72 a T4, Mok 7 ATt EON
AN EnET,

v AT ar ERIFFICIEET A Z EITTEEEA,

4

list %7 a~wr ROMDEREEA T v a T3, A2 L OTX AT GE

HEONEFEMA M S ET,

—rfc ATV a VERIFHZHEET 2 2 LIXTEEEA,
-help

awy ReR, 3K a~r RO GEEERRLET,
RYE
FRPIIFICIE 0 2R U E 77, R ICIX 0 LIS OfE 2R L £ 7,
EVbk
N~Vayzouﬁﬁﬁﬁbk%—xb7®%ﬁi Java KeyStore (JKS) & 720 £9°, JKS B %
FIALTWDEHAE, UTFoV 7 a<r RBBEMTHEATE £,
nfa ssl keytool storepasswd [-help] [-storepass PASS] [-new NEWPASS]
nfa ssl _keytool keypasswd [-help] [-storepass PASS] [-alias ALTAS]

[-keypass KEYPASS] [-new NEWPASS]
* storepasswd

F—ARNTDONRRAT—RREEHLET,
* keypasswd
F—ANT TN —OENRAT—REEHELET,
Flo, Y7 a3~ Nil-kxeypass 7/ a UBEETEET,
-keypass KEYPASS
BEDONAT— FEEELET,

genkeypair 7 a< v ROETRFIZEE LI2GAIE., =<2 RFETHI AT — RO AN
KON FET, TNLADOY T o~ ROEITRHIER L7854 1%, tomeat.properties 7 7 1 /L
MO FEA o T B2 L E T,
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A.2 nfa_flow_export

TN 2ANCER SN 7 0 =T = L ZHEO CSV 7 7 A M H 3~ KT
R

AKa< R, CSV 77 A NV~HIT 570 —F—FZOFELRE, BLO%5% LT 25HR
REBEELT, FITLET,

G LT T — 2 O

T X OFEEIL, REL QT TUTD 2 SOEERH Y 7,

- TV AR—H— 1 BICER LR T —F —4

- BT AR—HF—DFEREE LD, Xy NI 2RO TR—F —X

Xy NT—I 2RO T7a—F —H X 2T AR—F—BLOAS ¥ —T = ADiA
&, EEXSEEIPT KLA, 77U r—v g IP 7R k=l ToS(DSCP),
PAZILAESE AS T D 6 TN IR L4,

© XGETDHT— X ORIE

NFA TiZ—EOHM T LIz, 7o —F —Z 2 EHOLOWLER) L, T—X DR EEEZ T
REELTWET, FOREOT =22 NT D0, "TA—F—LLTHEELET,
F— 2 DR L OB OFEMIL, [52.1 70 —F —&% OERFHI & L AL D0
T (11 ==)] ZZRLTIEEN,

© KB LT WM
MO 27 =2 OFMAR LK THREZIFEL T, 7—X2HILET,

Fo. EHAICHR VIR LETT 7200 — RE LT, BRI DEFOK T REZLLED
T—RERNTHEVIBEDOHELHD £7°,
T— X ORERIE, M oMmiZix, HAOT6 70— — 2 EZFK Lo TRV IATRIEE
(ZANBZY )R, CSV 77 ANDIM N ERfRELE T,
aw L RONRTA—X—DIETEFET., a~r FOBI%E L CHESRET S HiEL ., {5
A—H—hBET 7 AV L TIRET A2 HEO 2B RHY £7, a~vr Ro515ks
LCHESEREET AR, 1BOETTCHNT A 7 —7—2 31 fEICRD 5, &E
Ty ANERNDE N BIOETTEEEEO 70— —2 DO CSV 7y A NV EHITTHZ L
MTXET,

HI1E5 CSV 7 7 A VDR IE, TA22 K CSV 77 A DAl (131 X—) | &5
LT &,

INR

<SSR =T 7LD FY%>/collector/bin/nfa_flow export
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nfa flow export -type DATATYPE -level { 1 | 2 | 3 | 4 | 5 | 6 }
{-period START END | -continue} -out OUTDIR [OPTIONS...]

nfa flow export -file FILEPATH

nfa flow export -help

Bl (NS A—H2—%aT 2 FEINTIEET S58)
-type DATATYPE

AT BT =4 54 FRIGELET, WELETT, IRETE 57 —4 44 71T
S E

exporter EXPORTER[:INTERFACE]

BELEZ I AR—EZ—BIOZDOA, v Z—T oA ADT7a—F—F 2 H L%
9, exporter ¥—U— NIZHWVWT, T AR—HF—ZHELET, =7 AKR—
A =TT [ BIOAS H—T 2 A AERETHIET, FEA X —T =4
AZRE LT —F &M+ b TEET,

T AR—H— A F—T oA AILNLTI 1 DOHREERRETT, =7 AKR—
=R B —T 2 A ADFREITIL, B OMIZIP 7 KL AR ifIndex fE, IF 7
N—T R b TEET, M MEofeEEXICET 248 (127 ~—) |
AL TLSTEEN,

traffic

BT AR—F =, A =T =2 A ZDBERICEHTL 70 —FT =22 HH L%
‘j‘o

ipaddr

Fy NU—=IBEDIPT FLAGEETY RARA WIS 78— =5 2
HLET,

app

Xy NI—=0BEOT7 FV r—a T s 7u—F—2 2N LET,

ipprot

Xy NU—=I2EOIP Fu haicld o7 —7—2 2 LET,

tos

T v hT—27 2KD ToS(DSCPYEIZET 5 7 u—F—2 &2 Hh LET,

as

Xy U= 2ED AS FFIHET L7 n—HRaH T LET,

devel {1|2[3[4]5]6}
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w2y AK— N BT =S DR & LV ERT 1~6 ORI CHE LET. HELET
j—o

LYL T — 2 ORIEOBRIL [ 7 a—F7—% ORI E L FREREHM O BLE (124 _—
D) EBRLTLTIEE N,

-period START END

HAT57a0—7—20OHBOREARFEIOK THRZIEELET, -period £/
l¥-continue DWIT N —FEZEELET, WMHFRRFHIEEITITE EE A,

HEFZ, yyyymmdd F 7213 yyyymmddhhmm[ss] DIEX CTHE L £ 77,

“level IZFEE L7 L-ULIZIN U T, B HEFE T HEFOIRIZHIEN H U £9, G
X T —7—X2 Ok ELIREE MM OGE (124 X—2) ] 2R LT EEN,

-continue

AIEFEATRICH ) LTz O 7 a—T7 — 2 O BERLE cCo7n—7 — X 2 M7
LA E LE T, -continue £/l -period DWWTI—FHFEBELET, W
R EIX TE EHA,

—out THRE LT 4 L2 b UIZxET D HIEIFEITRICIL, FATRZI DOFEER DTV, 7
o—F— 2 LA, REIEFEND 7o —F— 2 5 L ET,

“level IWHEE LT LU U T, —ED-continue EITTH I TE 5 HIMIZHIRE
HOET, ML (7 e —T7 —XORE LfREREMBE ORFR (124 X—) ] &ML
TLTEEN,

-out
M7 v 7 N ZBELET, EELHETT,

#et S A ETNIARR N ADIRENTRE TS, FBET D7 4 L7 b UITERNIS/ER LT
BLBERDY £,

-filter CONDITIONS

MO 270 =7 —=FERVIADREERELET, RMELEET L L. ORI
BT L27n—F—ZOHRMNENET,

PRI RRE IR T 7 o v —REOfEEFE (125 X—V) ] #ZRL TN,
-full

HEEICITER RSNV, G5l 7 e —FRbEDTHAND LET, HIOREDOZELIZHOWN
Tix, TA22 HAICSV 77 A LD (131 =) ] ZBRLTLLZE N,

~type IZ exporter ZfE LA IEHTE 47 v a T,
-limit N

1 BIOFETTHAT 70— —=Z OB ORKREZIFE L E9, 815 &(byte HAL)D
T n—7—=ZnbIECHA L, SBEHFBEEBA L7 —7 =2 TH O LEE A,
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fEE L2 W EIE, HOMFRORIRZITO £ A,
-limit-by-packet

-limit A7V a O THEHIIR 2 BR O ISR & 3815 & (byte L) DL WMEDND |
WEAT Y PN VIRICETE L ET,

-line N

CSV 77 ANV I DICHNTHRKRITEERBELET, ELRZWEAIE. 1 774D
720 6553547 CH AN LET, FHE TE DHRKMEIX 1,048,575 T,

HMOT 27 —=2N 1207 7 A VI ELRWGEIX, 77 AVESEILET, HElS
N7 7ANME, 77 ANVLKEN 00lcsv.  002.csv DL D IEFIZ/RY T,

-no-header

BETHE. CSV 77 A NVHD1ITEIC~NYy X —T 4 — /L R{TH2H T LERA,

BBt (N A—F—ZRET7AILTIEET HI158)

-file FILE
NI RA—H =W LT-RET 7 ANORTA—H—RET 7 A WEREL T, Aa~
v REFEITLET,
INT A= —BET 7 ANEHFEHATHZ LT, 1EIOa~y RTHEEOMNRIZX L —4F
TT—2HITHZLERTEET, IRBRLEOLGEIT. "NTA—X—RET 71V &
Wl L CEITT AL EZHEREL £,
INT A =R —RET 7 A NVDIERIZTHOWNTIE, TA2.1 RNTA—H—RET 7 A ILDIE
A (128 X—) ] R LTITEEN,

515 (£ Dfth)

-help
A~y NOMMGEEFRRLET,

RY1E
FRRHCIE 0 238 L5, SRIORHCIE 0 LU 238 L 7,

J0—T—432DHE BT TREER OB &R

T B Fy, Fe OHET LIS LS AR ST TRIELTOE T, ATy Ko
period CIEE T D /RN « e RKIFEME X, L~ L T EIZkE > TWET, [RAERIC, -
continue THEITT HREIC—EIZH I TE DR AREFHIEL L XLV Z LIk E>TNET,
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[ A-1

7 u—7 —Z ORI LR AR OISR (125 =) | 12,
/NRFfEIE S & OV KIRF IR 227 L £ 9,

R A1 JO0—T—2 DA L IBETREYRE O GER

L~UL Tl DR

LRI T — 3 DR EE (BT EFRE) B/DEFEE RAFFEIE
1 15y 15y 60 4>
2 10 %7 10 5 12 FRFfH]
3 60 4y 60 5y 3 A
4 6 IRFfH] 6 I fH 14 H
5 24 IR 24 B[ 60 H
6 7 H 7 H 365 H

-period CIRET 2 RFEIEIX., 2N DLDMEOFEMHICINED L O ITEELTIEIWN, flx
I, 2017/4/1 D 10:00 25 L~ 1 O F RKFFFIE60 43) T7 — % & /13 235813, -period
201704011000 201704011059 CFREL 7,

~continue THEMIMIT AT 5B 1%, ARG ¥R O THE D I L KT 5 =
CEWHIRELET, £, ZEOFETOHORKEREZBE XL 28BN ZEWTIGE1E., -
continue (2 X BV IR LETOMRZ —FaICHRD 5 & K0 Gl IZEHREZNIZEV-D <
ZEMWTEET,
EVEk
-continue EITHA, 7 —F — X BNIEE LW L TEITEND &, CSV 7 7 A VTS
SNT, HEOH DA OFEEROHAEHF I NET, B, "REHEAT 74V F T, LUV T O
T =T AHETRERBOH 1 30 R ZEW A E 2 £9, ORI T-continue & FE
175 L. R4 RN EZBZ TWA 720 CSV 7 7 A VT S, %o H L8 29
FERTAT(30 FERTAT 2 & B KIERINE 60 o) Ltk SN E T, ZDHE D, —continue DFEIT & Hf
LTIT9 2 & T ulITRFANSBN-O T ENTEET,
F— & ORFYIRICET A 3ME, 1521 70 —F — & OEFEHI & ADLHIC ST (111 ~S—
V) EERLTLIEEN,

T4 I —FHDIEEAE
T4 NE—REE, T A NNE—DAETESIHRET AEE =) THRAELTHEELET,
[=] OFFBIITIZEAZ ANLEE A,

BETEDL 7 4NV =KX To@Y ¢7,
* exporter=EXPORTER[:INTERFACE][,EXPORTER[:INTERFACE)...]

T AR—=H =TT 4 NE) T EITNET, =T AR—=F—IZFHEW\T 1] BLOSA
VHE—T 2 A RABIRETDHIET.RHEA A —T =24 AZBELTCTZ4NHZ I 7L
\iﬁqo
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T AR—=H =R U F—T 2 A ADREITIT, RS OMIZIP T KL AR iflndex
i, IF 7 Vv—7 &7 Eb A TE £, T MEOHREERCET L6 2 (127 ~—
V)| EBRLTIEEN,

~-type /3 traffic, ipaddr. app. ipprot. tos. as DFAIWTANR T 4NV H—Td,
srcip=IPADDR|[,IPADDR...]

EEILIP T RLARATTZ 4B Y U T E2ITNET,

-type M exporter F 721X ipaddr DHEAICEH N2 7 4 VX —TT,
dstip=IPADDR[,IPADDR...]

SESEIP T RLATTZ A VH ) T EATVET,

—type M exporter £721% ipaddr DBEAITH NIRRT 4 VHF —TF,
srcendpt=GROUP[,GROUP...]

EELXZ RRA N ITN—=THTTANT Y T HITVET,
~type M exporter £721d ipaddr DFEIZH N T 4V H—TT,
dstendpt=GROUP[,GROUP...]

ST RIRA L NI N—=THTT A NE ) T H2ITOET,
—type M exporter £721% ipaddr DBEAITHNIR T 4 )V H —TT,
app=APPLICATION[,APPLICATION...]

TIV =2 a b TTANE ) T ETNET,

~type A exporter £721% app DFAIHRN R T 4 VEZ—T7,
ipprot=PROTOCOL[,PROTOCOL...]

P70 harTTZ 4 NZ Y T afTWET, IP 7 e harfEXIP e oL
TPEETEET,

-type 7 exporter £7213 ipprot DHAITHNLRT 4 NV F—TT,
dscp=DSCP[,DSCP...]

DSCP fE(PHB) T 7 4 V% U v 7 Z4TW\ 3, DSCP fE(6 #H1D 2 #450) £ 72 1% PHB 2345
ETEET,

—type M exporter £721% tos DBEBITHNIRT 4 IV H —TT,
srcas=AS[,A4S...]

EETASEZTTANZ Y T HITOVET,

—-type M exporter £ 721 as DIFEITH RN 7 4 VX —T7,
dstas=AS[,4S...]

SIS ASEGTT A NT Y T HITWET,
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-type M exporter F721% as DHEIWEN 27 4 VX —TT,
ENENDOFRMEOLHDIT, 2~ XKUY TEEI 2 Z LT, WTNOLOEIL—ET 556
195, L) ORFGMETTIANZ D T HITAET, 2 ~ORIKZICITEAZ ALY
IZHELET,

Flo, HBEOFMGEZAR—ATRE > THRET 52 & T, TRXTOEMEIZ T 25581
NT 5, EVWIAND R TT A NEZ ) T EITZET,

EnEEEXIEILHHERE

s U AR—H—DIEE
RKa<wy RCo I AR—F—%=HETHEATTIX, s, £ IP T FUAREE
TEX XTI,
T AR—=FZ—ZHIZEENIHLFDOIH, a0k, A ¥ —T7 A AFELD
XEIY LT LRI BERZFFOOT, an 2048055055513, 2 n s OE
A N\ ZHALTCZ Ay —74T50ERNH Y £9°,
Bk
bash 2 EDL = )L TlE, I~ R4 LT N\ ZANTAR L, Bkl Ay —75FE L
T I, CFEELTERBREINZ2WEERH Y £T, TOHE. BEDLEIERE 7 4 —
R R TS 2 LT, ELLIEECTEET,

i)y =7 AR —H —4 7% Asystem:exporterl D5

# ./nfa flow export -type exporter 'Asystem\:exporterl:GBEO/1' ...

* AU F =T A ADIEE
RKa<w RTA X —T oA ABERETHEIT ClL, #rd, F7203 ifIndex [E03 5 E
TxFT, T IF I N—TLLIEETXET,
AU B =T 2 A AZITONThH, T7 AR—F =4 LEKRIC, 20 ORI EERE
FOoOT, anrsZ20b0x2ED 5581, anrOEFHZ N\ Z2FAL T Ar—
TTAHMENRH Y £,

s IP 7o ha)LDIEE
Ra< RTANARERIP 7V ba 4B LIONIP 7' a b3/ FEFid, IANA AR L
T35 Protocol Numbers D EFICYEILL TWET, IP 7' u f a2 /L4 DOEE CTlx., K¢
TN FIERBE N ET,

http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml *!

© T4 NE—FREOEDORRE

*1

Z®D URL IE, 2017 %3 ABEDOH DT,
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T 4NV =D)L, 2~ R TEBOEAEE TS 2N TEE T, &
HEIC2 > ~Z2DLD0EEDI5AE., 2 ~OEANZE N\ ZHAL TR —79
HLERH Y £,

av Y RIA UL DZEAY ETEDIRE

T AR—B =50 B —T = AL, T 4 NE R OMER 8 BET R E T
Ha<w RIA4UDBIRET D &, ZZAXTRFBOUNAE & LTEEREN, BXEY
DIENFREETE A,
BETHEICEATRE ENLILEX, EHEREEZ 7 A — R0 THAE T,

FIEER

Ka< REFITTH720120E, NFA V—EZAREEBH L CWBRLERHD £, F7-.
AKa< R, root 2—Y —DHEITTE F9,

T Y AR—H =% TR THRET D, B UERRL RO 7 AR — 2 — PN EEAFET
Ll MG E—BIHETE WD, =7 -0 Ed, EET IR RLEROTY
AR—H—ZRET DHEIE. B DRDVIZIP 7 RLVATIRET 20, R4an
FHELRWE D ICARTZERE LT EEN,

FREIC 1 DDy AR—FZ =TT HA v F—T oA AL [F I N—TFOFRRLNEE
LTWAEHED, DA E—T oA ARTAERET H L, MG 5 —BICRETET
T =L RDGEVHY T, ZOHREIE R4 OOV IZ iflndex EEFRET D00,
RRADEELRNE I ICARTEEE L T ZIN,

s BTOBRINORD4HEFFOIF VNV—T%{ETDHE, A F—7 A AD iflndex fE
DOFRE & KB T, BRIBVIHRETEXRWEERHV £, BETDHIF 71—
T, BTN OLTFEE0RARTEH L UDHRKE LTI EEN,

c Ravwr REFETTDHE, out THELET 4 L7 FUKNIZ, CSV 7 7 A LDz
nfa_flow_export.dat £\ V5 7 7 A ADPMERSNVE T, ZDT 7 A /ML, HITOXHR
BB LT T — % ORI 78 EOFEITIHFRN TR INE T, 207 7 AV EHIBRT
% & -continue (T X DMkRH I EXE Y ITEMEL £H A,

A21 NFGA—F—BEIT7M1ILOER
nfa flow export <. RMD-file HIEICIET NT A —F —RET 7 A4 NV DOERIZ DN T
AL E

27417 4+—<T v k
AHT 7 A M, BLFOBANCHE > TR L TL 2 S0,

o NIRA—HR—FBET 7 AL, UTF-8 = a—F ¢ 7 Ca#iLET,
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Bk
BRET7 7 AMIHHTEDIUFE, 2~ REEITTHIREO R 7y — VIR FE L £7, UTF-8
oA —)LCa<wy REFEITTLHZLE T, §XTH UTF-8 LENMEFA T £97,

o BATOIREAD T#] POHIMEDITIZ, 2 A MTE L THRDbhL, BHENET,
 WAT—ZDOBLT, RELMHR L ET,

KIEIN [ NIAEROREL i L, ZTNLEDITIC, a2~ FI7 A VBIETHET
%éWﬁ%ﬁﬁbifok%%[]#%ﬁ®[]if%ﬁ?/a/&@@iﬁo?7
TarvORELT, T7ANNT—ETHIVNERD Y £9°,

. *127/5/7\] E. a~v Y RIA V5T Y T 0% EL. 11TIC 1 DT Ol L %
T AT OREIL, /WSHX—g—F : EORNTT, "TA—F—=HKITF, a~vF
TA UBIBADTEND [-] ZBRWIEARTZREELET, HIX, a2 FI74 U518
WCHRETHANRER L TY, #HilzlE, -type exporter T2 X W —X —FITAHYTHIN
KELH T HITIL, type : exporter TOZXR—F—FLiH L F7,

—continue X-full R EDEEZFFT-72WA 7 > 3 UEIEERET A2, fEIZ Ton) &
SCHELET, EN Ton) THIUE, 2O TV a U NRESNET, fHIZ Toff] &k
THE, FTONRTA—Z—[TEHEINTW2NEDE L THDbDIVET,

* DEFAULT  WOHOLRIOE 7 va ik, ¥illZeke v a b LTHRbILET,

DEFAULT £ 7 ¥ 3 IR E LTZARIT, thodTXTokv s va T 740 Mk L
THbNET, Hl2E, T XTOREICK L TH CHIE (period) & F57E L 72 WA I,
DEFAULT £ 7 v 3 YT period NT A —H —% #7752 & T, thovr v a i
period N7 A—H —Zi#li LM< THLHEITTH I ENTEET,

B, out /8T A—HF —|IDEFAULT &7 > a VCR#HTAHZ LN TEERA, K&
Va NI ENENREHTAOLELRDH Y FT,

EDEEEXIEI LIHERE

T 7 AT DT A —=F —OfEIE, AT a~ Y T A U5IICRET D L (R
CTER, LTOBEVNEHY 7,

T A NE—FHOEEERE

O R4 VB T-filter ICEEFED 7 4 NV E =SR2 FEET DG ZEAXFET
E@Jof#ﬁﬁébiﬁ“ — T RTGRA—=H—=FBET 7 A MEED T 4 W F—F 2 EL
Baid, ZEANXTF TR EITCTREY £9, £72, SATHROITIXEHEZZEHTEND
ibbiﬁoﬁmmif CHLl (130 =) | ZZHLTLEI,

o [%) 25 0EORE
(%] ZEifHA2IEET HIE. T%%) & “EICHEHTLHILERH Y 7,
© RN TEETMEOIETE
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2wy BT UBIE R Y EAEETEEIRET 2HA T, 24— NP CH
5 UHENL Y EE A

ZOM, 2% KT A L FHOIRE LRBIC, B FOLCT AT 55 AT Ay — T 1
=TT,

¢ TIAR=F—H{ZRA L E =T oA RAAIZan L O)EDLDEEHDHGEIT, ar 0
EAENZ N\ ZFAL TR —7FT250ERHY £,

s TANE—FHOMEIZZ ()T LDOEEDLGAEIL. 2~ OEANS [\ ZfFA
LCZRT—TFTH0ENRHY £7,

&C 5k f51
PLFIZ. 2017/4/1 10:00 225 30 55 DL 1 (1 ki) D7 u—F—X % 3 H5DOxTY
AR—=H —=ITONWTH T 2 EF T,

[DEFAULT]
period : 201704011000 201704011029
level : 1

[Router01]
type : exporter Router(l
out : /csvdata/Router01/

[Router02]
type : exporter Router02
out : /csvdata/Router02/

[Router03]
type : exporter Router03
out : /csvdata/Router03/

BUFH, 1 DOF =8 54 STkt Uy RO RS 7 4 V5 — G RE LT, )R L%
T4 5 h DREH T,

[DEFAULT]
continue : on
level : 2
type : ipaddr

[src/dst address: Router01l (1)]
# Router0l ETHv¥ FFrEIhiz. 58% :192.168.0.10 BT SHT0—
out : /csvdata/ipaddr-Router01-1/
filter : exporter=Router0l
dstip=192.168.0.10

[src/dst address: Router0l (2)]
# Router0l ETHv¥ FFrEIhiz. 58% :192.168.0.20 BT SHT70—
out : /csvdata/ipaddr-Router01-2/
filter : exporter=Router(l
dstip=192.168.0.20

[src/dst address: Router02 GBEO/1]
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# Router02, Gigabitethernet0/1 ETHF¥TFrEht-70—
out : /csvdata/ipaddr-Router02-if01/
filter : exporter=Router02:Gigabitethernet(/1

[src/dst address: Router02 GBEO0O/2]

# Router02, Gigabitethernet0/2 ETHF¥ TFyrShf=7O0—
out : /csvdata/ipaddr-Router02-if02/

filter : exporter=Router02:Gigabitethernet0/2

A22 HACSV IJ7A4ILDORI
nfa flow export 2¥ Y RN T %5 CSV 7 7 A VDOERUZHOW TR L E7,

HAT 74L&
HAOEND 7 7 A NAOmAFANTLELTO@E Y T,
<yyyymmddhhmmss> <7—38 84 7> <iB&>.csv
 yyyymmddhhmmss
axy ROFTEBB LT AR T,
s F—HFELT
—type \(HRE LT — X ¥ A4 74 TT,

exporter ZHRE LT AIE. T —# ¥ A 74 (exporter) DRV IZ FEE LT-T 7 AR —
Z—DHENZR 0 ET, Flo . A v —T A ZABIEELTWEE/RIL A v ¥ —T =
AADLHETHNEESNET, TV AR—F A F—T A ADLHRHID I L, 7 7 A4
NWUAT ATHERATEZ2OWCFEE [ ) ICERENET,

. HF
3MTOEETT, 001 MohaE Y £9, —EICH SN T —ZENRL WA 001,
002, 003 L7 7 A NITHEISIET,

iy =27 AR—H%— Router O, A ¥ —7 = A A Gigabitethernetl/1 Z x5 & L7-HE&

20170401100147 Router Gigabitethernetl 1 00l.csv

HAT7+—< v b

CSV 7 7 A VORERITLL T D Y T,

© XFTra—F 47X UTF-8 THOEhE T,
 {THIZ, HRAOEINT~Y X —T 4 —/L F{TTT,

-no-header 7> a VEREL CEITLESGAIX .~y X —7 ¢ — /L FITITEKE S 1.
LITE S 7a—F7—2 RIS nE7,
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© 2ATHUERZ, To—F =2t nEd, Tu—7 = ZARORIAICH ) S E

R

F?&%AQ CSV 774’/1/@§|¥%: (132/\°»——¢/)J Iz, Hjjjﬁug)gﬁﬁ‘/:%ﬂ—_\‘bij_o if:\ A
WIT =22 A T ICL o TRRY EF, T2 54T EHNINOMIEE [RA3 T—44
A THIOHEHF—E (133 =) | ITRLET,

A2 CSVI7A4ILDH—E

54 BL

DATE NFA 37 1 — % %15 L7kl
ZAERZNT, 7 — 2 ORERAMRR) TV B THE T,

EXPORTER Tua—%ERH LT AR—Z—4,
7 4V Z =54 Texporter]) (2 LET,

BYTES 7u—0lE R 7 7 v M),

PKTS T u—DE Ty ML

PROTOCOL IP 71 ka4,
ZEINER SN TOARWEAIE, IP 7 ha g saHhangd,
7 4 IV H—5:MF Tipprot) (ZXIG L ET,

TOS TOS (Type Of Service) 7 4 — /L F1H,
10 R T S ET,

TCP_FLAGS TCP ~y & ENDL 2 hu—VT7 T 7 O,
FIN=0x01, SYN=0x02, RST=0x04, PSH=0x08, ACK=0x10, URG=0x20,
ECE=0x40, CWR=0x80, NS=0x0100 & LT, ON |Z72 > T\W5 7 7 7/ Dimi
s 16 EHRRLR CHAShET,

L4 SRC PORT HEETEAR— FEE,

IPV4 SRC_ADDR

EIEILIPVvE 7 R L A,
T 4 =5 Tsreipl (ZxS LET,

SRC_MASK EELEIPVE T RLADY 7 3%y b~ A7,
INPUT _IF T AR—=Z—EDANIA v F—T = A 24,

IF 7 V—7Z3% 4T 28561, IF 7 v—74A08HAshvET,

7 4 B —5A Texporter] DA o H —7 = A ZREITHIELET,
L4 DST PORT sa e — h & A,

IPV4 DST ADDR

5555 1Pv4 7 R LA,
T 4 =50 Tdstip) 2k LET,

DST _MASK

505 IPvA 7 RLADH TRy b~ A7 fl,

OUTPUT _IF

T AR—F—LOWHNA L —T = A A4,
IF 7 V—FIZNS T 5881, IF 7 —740nHhEnEd,
T 4 VB =54 Texporter] DA ' Z—T = A AFEECKHE LET,

IPV4 NEXT HOP

RDEREI LV —Z —D IPv4d T R LA,

SRC_AS EIETE AS B o

T 4 V=5 Tsreas) (X L ¥,
DST_AS 5iC AS Fi,

T 4 VA =5 Tdstas] (2% L ET,
FRAMETYPE Ethernet 7 L' — AD X A 7% F T LFF,
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514 EiLE
[Ethernet 2. [IEEE802.3 SNAP]. [1IEEE802.3 RAW]. [TEEE802.3 LLC| ®
WO XFHITHA SN ET,
ETHERTYPE Ethernet 7 L — A D % A 71,
lo dEfFTTHIIINET,
VLAN TAG VLAN ID,

APP

TV —a 4,
T A E =5 Tapp) IZHPIG L ET,

SRC_ENDPOINT GROUP

HEEIET Y RRA v NI N—T 4,
7 4 B =50 Tsreendpt] (Zxfis L ET,

DST_ENDPOINT GROUP

i RARA VN T N—T 4,
7 4 B —50 Tdstendpt] (Zxbits LET,

SRC_HOSTNAME

EIETCIPVA 7 R L AIT#%249 % FQDN 4,

DST_HOSTNAME

S05E IPv4 7 R L A 23%24 9% FQDN 4,

DSCP

DSCP fE(PHB),
$Hha9 5 PHB 282U MED AT, 6 M1 2 #EHTH A L E T,

g

NFA TlE, BRI S S ICRFF T2 70 —7 —2 O EREDRE > THY, LREBEx 70—
THF [Foftl) ELTEEDLNET, [ZOM) 7 r—X, DATE, BYTES. PKTS DL
ANZEME 72D . B Z & O OT—2 L LT ShET,

70 —F —XDOIDLEIZHONTIE, [5.2.1

7 n—7 — % ORFIE & DLV T (111

NV BBRLTIEE N,

RA3 T2 THOHAN—E

54 exporter | exporter | traffic app ipaddr |ipprot as tos
(~full)

DATE Y Y Y Y Y Y Y Y
EXPORTER Y Y Y Y Y Y
BYTES Y Y Y Y Y Y Y Y
PKTS Y Y Y Y Y Y Y Y
PROTOCOL Y Y Y
TOS Y Y Y
TCP_FLAGS Y
L4 SRC_PORT Y Y
IPV4 SRC ADDR |Y Y Y
SRC_MASK Y
INPUT _IF Y Y Y Y Y Y Y Y
L4 DST PORT Y Y
IPV4 DST ADDR |Y Y Y
DST _MASK Y
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kA, 2~ RV 7710

LIE exporter | exporter | traffic app ipaddr |ipprot as tos
(-full)
OUTPUT IF Y Y Y Y Y Y Y Y
IPV4 NEXT HOP Y
SRC_AS Y Y Y
DST AS Y Y Y
FRAMETYPE Y
ETHERTYPE Y
VLAN TAG Y
APP Y Y Y
SRC_ENDPOINT G |Y Y Y
ROUP
DST _ENDPOINT G |Y Y Y
ROUP
SRC HOSTNAME Y Y
DST HOSTNAME Y Y
DSCP Y Y Y

A2.3 {ERHI

nfa flow export =¥ ROMEMAFIZFH L £,

HEDIY AR—F2—IZDOVWTHEEHROIA—T—42 71
VA RS

T AR—HF— Router0l DA L Z—T = A AZxtG L LT, | BREDZEMA 7 o —
T—H % 2017/4/1~4/2 D2 By H N3 212iF, UTFToa~r REFITLET,

# mkdir -p /nfa-csv
# /opt/nec/nfa/collector/bin/nfa flow export -type exporter Router0l
-period 20170401 20170402 -level 3 -full -out /nfa-csv/

o~y REFEITT5HE, mfacsvT 4 L2 FUIWZCSV 77 A NVBHIISNET,

EIJRAR—F—DEHREFTEH-RY FT—U KD
O—T—42ZEHMICHEHNT S

TRTCOZIT AR—FZ—DOFREFE LDy NUV—I2KkO 70 —F7—2 L LT, =7 X
R—H =B, v Z—T oA AOBEE, FETL/HHLEIP T KLA, TV r— a3,
IP 7’1 k@b, ToS(DSCP), iX{EIL/56%C AS &5 6 DOFEEZH I TEET, TN E%f
HLLTC, I DREO7a—F7 =X 2 EMNICH AT HI2E, ETUTO7 7 A VEER L
3
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ftEk A, 2~ RV 77 LR

[DEFAULT]

continue : on

level : 1

[Traffic]

type : traffic

out : /nfa-csv/traffic

[Endpoint IP Address]
type : ipaddr
out : /nfa-csv/ipaddr

[Application]

type : app
out : /nfa-csv/app

[IP protocol]
type : ipprot

out : /nfa-csv/ipprot
[DSCP]

type : tos

out : /nfa-csv/dscp

[AS number]
type : as
out : /nfa-csv/as

YER% U727 7 A /L % /nfa-csv/flowexport.conf & L CERIF L £ T,
FENT, out NI A—HF—ITHE LT 4 V7 MY ZERLET,

# mkdir /nfa-csv
# cd /nfa-csv
# mkdir traffic app ipaddr ipprot dscp as

[N CTE 2B, cron 72 K2 nfa flow export 2~ RZEMMINIFATTH L OITHEL
£7,

PAFIZ, cron 2 L T3040 2 & IZFTT DR EBITT,

0,30 * #® % = /opt/nec/nfa/collector/bin/nfa flow export
-file /nfa-csv/flowexport.conf

FREO 4y, 30012, mfa-csv T 4 L7 YD TFOYVTTF 4 L7 MVIZ, ENENCSV 77 A
ABERENE T,

cron DFEIZEAT 2FMIL, OS DT H~v=2 7 V2SR L TIZ3 VY,
EV bk
nfa flow export I¥ Fix, H71L7=CSV 7 7 A L OEFIIITWVER A, HAOLZCSV 77

A T EHIRNCAEE Y —_R—= BB T AR L CT A AV REEZFEBE LRV E S ICERT 0B
N FET,

135



fték A, 2~ RV 7710

BENSIHEETHDIA—T—L2 2 EHEEAHT S

BlzIExry NU—7 BEREZ B E LCLBENLHAEEF TO 7o —F7 —# &2 L TH
B, TR FELTBL Z b TE £,

LU, 2017/4/1 10:00 O S2351X U8 T, 2017/4/1 0:00 2250 1 SShiEO 7 0 —F5 — X %
T_CHEHNTDHHTT,

1. 1EIHDOETIE, -period ZfEH LT 60 nOT =X 2 LET,

# mkdir /nfa-csv
# /opt/nec/nfa/collector/bin/nfa flow export -type exporter Router(l
-period 201704010000 201704010059 -level 1 -full -out /nfa-csv/

2. 1 EHOFETHORMZBITT. 2B ZFETLET, 2 HEUUEOFEITIE, -period
TlX72< -continue T2 Z & T, FIRFEITOREOT—X LM NT5Z &N
TXxE9,

# /opt/nec/nfa/collector/bin/nfa flow export -type exporter Router0l
-continue -level 1 -full -out /nfa-csv/

2 [A1H O FEATTIE, 2017/4/1 1:00 226 60 53 DT — 2 B EIET,
3. BUERFZNTBEWO ET, #Y IR L-continue TEITLE T,
1 EIOEITT, 60 HOT—F2BHhsnTnEET,
EVbk
BIEREZNZ BN DWW t2 | cron 72 ECEMIBICHFEITT D22 LT, OIS L THAIT 5
T ERARETT,
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1% B. "I TN a—F 4T

F8B. TN a—TFTa42D

NFA % ZHIHW=72< ETHRESND T 7 E . FOXMUFEZHOWTIHRIALE T,

B.1 Weba>2V—IJLIC¥EEHETEAHL

FTED URL ZHEL T Web 2> Y — UIZERHE L LD & L7z, LT L D Rl NFE RS
. PR CTE 720,

COR—=I([IFRRTTEEA

+ Web FFEL-Z https://192.168,10.147 SELLVOHENS TUZAL,
o« BRTLULTEOA—-SEELTSRW,
 EAFFTHS. AR BIRORTRICERL TSR,

| BEOMBISE |
B-1 EEHI

"R

NFA #—/3— T, NFA OV —EZANEE L TWARWZ ERXEZXHNET,

xf 4L
NFA DY —bE2ZFEH L T ES0, BEZONTX, 1512 —e 2% fEld#), (Fi1k7
5 (101 ~—=) ] #ZRLTIIZE0,

B2 #viak— REENYA STy hTHS5IN
RKRENAL

By alR—RDT T INEREINDZTRTOT 4V =y MIBWT, T—20OBEBIZEREKL
FL. TARHYERALFRIN., V7 7RFREINRN,
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kB, NS TIN T a—TF 4

R

F—AOMGIcEMLEL -,

B-2 Em@EH

JREA 1

NFA —R_— LT, 7a—alb 7 X —PEEL TRV EREZLNET,

xfA0 1

NFA OV —E A ZFEHE LT 230, #EIC TR, 1512 —Evx&2HE), Eik7
% (101 ~—2) ] ZZRLTIIEINY,

JREA 2

Web 22 Y —ANEWET A2 TA T h~v v & NFA B—_—DZIN KX T35
720lc, EEINZ70—F—2RELLESRTE W ARNWILEREZONET,

XA 2
Web 2 Y — AV NEWETH 7 T A4 T b~ & NFA —R_R—DZ 25 b8 T EE
A%

B.3 FEREMEICKET D
FR

BHRELHE A FTAT LR, RBRLELEZE VO =T —NFIREN T, RELBLRIT %,

IS—: S A—HOnSicEmLELR.

B-3 EEH

"R

NFA H—/_"— T, —ERO—ENEEL TN EREZONET,
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1% B. "I TN a—F 4T

xSl

NFA O —bE 22 HEEH LT 7ZEW, BECo Tk, 1512 r—v 24 ki), (F1kd
% (101 =) | 2BRLTLIFEFEN,

B4 THRR—E—ZHIBRLTH, EELTLES
£ 3

T AR—=F—ZHIRL Th, YT AR —F = bD 7 n—ZERETHET 7 AR—
—PBERSHhTLE D,

R &A
[ BB ERRE D A 0725 T B Z LB R BRET,

ZOGAE, T AR—F—FHIBRELIZELTYH, TORTHEYET I AR—F =507
o—Z2ZETNE, BED AR—Z—BEEESNTLENET,

X 4L
LUF OWF DRI BT,
* T AR—HF—IT, 7a—DEEREL DD,
* NFAMIT, =7 AR—%—DHEBREEEL A 7127 D,

BAEDFEANZ DWW TIL, 1221 =7 AR—F —EROBEERY > — %2R ET D (30 2—
D) B L TN,

B5 D42 xy MZIT, RAFMERTIMNTEALY
ER

7 —DO%E LIEO TWDITTTEN, 5 0 BT R A NAERRDTE 20,

RA

RA N DOEFFIEL, DNS = =AM B PN LRV E D BE L THARIRERZ1T> T\ D
7o, RS DRREOKFNND5ERH Y £3, Lo T ZHUIMEEREY OBIEIZZRY
£
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4B, bT TNV a—T 4T

pap'll’
L,

723, DNS = N—fllORENE L ATX TV D NEMERTH7-0I2E, 7r—alb s ¥ —
D~y ETnslookup R ping R ED A~ REFETTHZ LT, RAMNBHRTE D
MEIDERT HZ LR TEET,

AT, nslookup 2~ RDOEITHITI,

$ nslookup 192.168.10.100

B6 Weba>VY—ILOLAT79 FMNENTLES
£

Web 2V — /DL AT 7 ERAEANLTLE D,

REA

ZHIH D Web 77 7 —73 Internet Explorer 8 72 &', AR — hRIHRD/NR—T 2 T2
EMEBEZOBNET,

xf 4L

NFA B3P AR — b L TN —=2 3D Web 77 U H—% ZFIH EE 0,
* Internet Explorer 11
* Mozilla Firefox 60 LA I
*  Google Chrome 71 L\ E

B.7 R—OEMHABRNITIN TS, FELYHII R+
TIDNDIST—MHRTIND

REDERREEITEY ETHE, R—SOEDHPENTINTWELS, FEBYSIIRRTTD
TT—NEREND,

RA
BIDBIEIC T, MOBREEERHCTHD = L BELBLET,
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kB, "I INYa—TFT 4

xt L

RETHHREBIET DG 1L, NFA IZXHT D RIFFRIEZITOR VL S I L T &V,
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fHekC. "WRHPFIHTHLAT ALY V—R

fF§x C.

HENFATEVATLY)Y—R

AT RAT LY V=R ZOW T L E9,

N o =
CA HmAFRT HHR—FBESD—F
AT 53— R BOF 7 b ML SV CH LT

NFA BS9h88 & OIB(E. & Il COMFI B0 TR 56— FERZ, [£C1 NFA

PR 285 AN — &

& (NEEAE) (142 =) |,

[# C-2 NFA »FIH3 %

A— hES—E (NEEE) (142 2—2) ) IR LET,
% C-1 NFADFIAT 5EER— FBEE—E (SEEE)

Ex R—+&E| Jota | AR A&
5 n
HTTPS & A — b 443 TCP IN [HTTPS @fER— KT,
sFlow /37 v M35 AR — 6343 UDP IN [sFlow /37 v FEZ{EHR— K TT,
NetFlow, IPFIX /3% v Nf5 | 9995 UDP IN |NetFlow /37 > | IPFIX /X7 v b DXZAF

Ak H—hTT,

% C-2 NFAAFAT %EER— FEE—E (RBER)
A ¥ r—rE | 7O ko | Al A&

=) L

7 nu—J5—X4 DBi#@EHR— 27100 TCP IN |7o—F—4EHHAT —ZX—Z2~Di@E
K R— T,
VAT NEHR DB @E R — 27110 TCP IN |[VATAEHHAT — % X— 2 ~DE R—
b b TP
A X NEFL DB BIER— 27120 TCP IN | A X NEEHHT — X X—A~D#EEHR—
P bC
oy ke —7 —flEEE 27200 TCP IN |2y bhue—F—7av REE~0EER—
Ak SR
e S R A = R § | 27210 UDP IN |27 % —Tatwr0oa /4 —EA~DHE
fgHR— b ER—FTT,

INHDR—FEFFTNTEESTLZENTEET, FIHTLR— FESZOLEFNEIL,
(513 ®MAMAT2@ER— FPESZZLETD (102 X—=2) ) 2ZRLTIES N,
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18k D. fths 2T L L OEHERE

Tk D. I X TLEDEERTE

NFA Lo AT AL ZEHE SIS 5720 OREFTIEZOWTIAL £,

D.1 UNIVERGE PF6800 Web GUI & M EHEETF

UNIVERGE PF6800(LARE . PFC & B&FE L & 97)D Web GUI 725 NFA @D Web =2 > Y — /LT,
a7 A VAR LICHERE T D T2 D OF%EHFIEIZ W THELA L £ 7,

AREREEFTH Z & T, PFC D Web GUI 5 ¥ — AL A NFA 2 ET5 2 N TE 5 LD
2720 95,
BV
* RBEIZLY NFA LT X 5 PFC O3—Y 3 Ui%, 6.1 BLETT,
* DUFITART NFA HIOEHRE &L 50T, PFCHITHEERELITOLENRDH D £5,
PFC D% E FNEIZ DV TIE, PFC O [ Web GUIFIIfIE~==2T V] 2L T EE0,

1. NFA OV —vE 2&24E L F4,

# /etc/init.d/nec-nfa-service stop

2. UTOBREZ 7 ANERELET, 77 ANVPIHELRWEGEIE, FHICIER L TS
ZEWN,

<§$TF—X T4 L2 F1Js>/controller/conf/sso.properties

RIET 7 A NORLRBEAITLL T O Y T,

sso.ipaddr.n = <PFC D IPv4 7 KL X>
sso.username.n = <I1—H¥F—£>

cn

I PEOHEET, ZOFFEHECT LT, HEOEREZITI LN TEET,
s <PFC D IPv4 7 FL x>

PFC OiEHEELH D NIC(eth0 FE)ZREL TWDH IPvA 7 RLAZELE T,
o <z —W—4f>

NFA (21 7' A > F % NFA D2—H—DLFiZE L £7,

<z —H—F>THE LT —H —, NFA I8 I N TV AR WEEIL. NFA ~
ORI TR A, 72770, TEEOHEAIT admin = — YV — T L £ 97,

- <z— P> LIEE LR WA
- [sso.username.n=] DEZHIKEZEME LT-HE

3. NFA OV —vt R%ZEELET,
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# /etc/init.d/nec-nfa-service start

% 7€ 15l
PFC1(192.168.10.1), PFC2(192.168.10.2)3 LR Z & > TWDH T AT AZEBW T, NFA I
2—H—4 [PFC User] TR/ A 9 25 A80ORELZUFIRLET,

sso.ipaddr.l = 192.168.10.1
sso.username.l = PFC User
sso.ipaddr.2 = 192.168.10.2
Sso.username.2 = PFC User

144




-Z

A

AS
AS(Autonomous System/Hft 3 27 L) & (E, RFC 1930 TER SN TWD, A F—X >y R
EDORBUE2 TCPIP v NV —27 NIZ, &5 MDA - EHT ALY FU—
IDZEHERLET,
COAN LRy NU— I EHBNT 52720 ASEERHORTEY, £EHO
NIC(Network Information Centre)iZ > TEHINTWET,

D

DNS
DNS(Domain Name System) & (X, X v U —2 EDFRRA N4, HDHWE, RAAL A ETIPT
RLU AL ORISR E BT 512D D VAT LD L EBLET,

DSCP
DSCP(Differentiated Services Code Point) & (%, /N7 v NMIBELEZHT D70 Dt AD Z &
FHRLET, IP~yH—HND ToS 7 4 —/L K(8bit)D H 5, 6bit ZFIH L. 64 BLREDOMEIREE
ERRETHIENTEET,

F

FQDN
FQDN(Fully Qualified Domain Name/5€ &2 & fifi K A A »4)&lX, RAA %, YT RAAL
. BAMEFEEZREBEETICTXTRB LI A DT LR LET,

|

IANA

IANA(Internet Assigned Numbers Authority) & |3, « > % —F% v NMIBE#ET D8k 4 25 (0P 7
NLZ, 7rbhargs, A—FESFROEZEBEL CWAMEOZ L2 LET,

145



ifindex

SNMP IZ XL D%y NT—ZEBIZEBWTROFIHIN TWD#E 0 1 5T, WilA &7 —
T 2 AR, X —T = A AZEEMT SN —EOMBIZEEOZ L AR LET,

NFA Tix, 7ua—fFHROA v 4 —7 = A ADFHBNCEB T ifindex fEZFIH L TV E T,

ifName

WEEOWEA LA —T x4 A, 20X, @A VX —T7 =2 A ADOLRIEFET 5 MIB O 4
T MO L EEELET,

IFN—7

A =T 2 A @D 7 0-ZEFH LN LTZWEEICHWDS 7 v —B v THEEED 2
LERELET,

IF 7 /L—71%. LAG(Link Aggregation)i§ X DDA » F—T = A A% 7T )V—E L7 LT,
12D LAGA vV E—Tx2A AL LT70—%2 0T 558 ICHWDZ L2 ELTWE
R

IP 70O O

NFA Ti. IP~y X7 a b @ )L& S (IP Protocol Number) T/REN 57 kLD Z &
ZIELTEL . BARHIZIZ, TCP., UDP, ICMP 72 F iR L TWWET,

IPFIX

IPFIX(IP Flow Information Export) & 13X, *v bV —27 OEERNEE=X IV 7T 572DD
Hiffi . NetFlow version 9 &, & 12 L CHEAE S 47z IETF A2 UEH R CTJ,

L

LAG

LAG(Link Aggregation Group) & 1%, B OWEI oA 57— 7 = 4 A ZRBRIZHKA, ST
Y IARDA U E—=T 2 ZATHLNO X DT Hfffod Z & T, 1IEEE P802.3ad THUE &
NTWET,

MIB(Management Information Base) & (%, SNMP CTEHLFRE/2 R v h U — 7 3EEN | By Ok
REZ AN AN & 5 72 OICAB T g # O 2 &L T, RFC 1156 B8 X Y, RFC 1213 THE
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SNTWET, MIB OIEHRIZ. A5 SNMP ZHWT, 7V =7 MMaEHRE L TE%
BT HZENTEXET,

||
m NetFlow
KI[E Cisco Systems, Inc. 3B L7=F v N —27 OBEERNAEE=F2 Y 7T 572D OHAM
T, RFC3954 TNR— 3 0 9 DAEEEN AR STV ET,
NetFlow TlE, IP X—2ADWEHFHROALEZ{IRE L TEBY, £/2, WENT Y hOE=X
VI HEELTCTINNE—REY T T E— RO 2 0B LTVET,
m NFA
WebSAM Network Flow Analyzer ORSHFR T,
||
= PHB
PHB(Per Hop Behavior) & (%, DSCP EIZxHST 5/ » MEENEOIR D FHNVERDO Z & %
||
m sFlow
K[E InMon Corp. NBAFE L7z y NV —7 OBERNEZE=F I 75 57O DOHINT,
RFC3176 T/X— 3 > 4 DIEREN AR STV EJ,
sFlow ClX. BEDOEIEG CTHEEN Yy a2V o7V 7L, ZDOERERIDNTT 52 L T,
BIROBEEEZFEH T AR L TET,
NFA TliEZ, A v F, v—F—flTH o7V 7L, £k L7 e —FH(sFlow /37 v B)
ZZE LT, TOEREFKONTHZ & THREEODEHEZITWET,
= SNMP

SNMP(Simple Network Management Protocol) & |3, RFC1157 THE SN TWAH Ry NU— 7 &
Hozbn7m haL Ty,

SNMP #H\" % Z & T, TCP/IP v hU— 7 IZHf T 5%y N —Z 3Bl L, v b
U— 7 R CERSCEREZIT) 2N TEET,

NFA TiE, SNMP vl, v2¢c Z WV Tx Y AR —Z —DAHTRA o F— 7 = A AlF#AE TG L
£
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SNMP S v
REENAYIC B2y DIRAEZ 1B EN 5 7= D D SNMP N A0 Z & 2R L £7,

NFA CiE., LEVMEEMR o LA Xv FEAEICEmMT 5L LTSNMP R 7 v
ZFWTUVWET,

m sysName

EEDORA NG ETERTHMIB DA 7 V=7 MDD EEFELET, sysName DfEIL, 2
BOaAL T A TICLOVRETDHIENTEET,

mT

m ToS

ToS(Type of Service) & 1&, P~y X —ZWKT DT 4 —/L KD 12T, N7y MREEZITH
KALEIZKT L, Ty NORBFEZIRZ DT-DICFIH L ET,

H-bH
m H
LMy e SN

v aR— REHEH, B, =7 AR—F—HTHEEOERERZD 1 S>T, 7770 E
DFTHERE A R U E 4,

I RAR—2—
NFA T, 7 v —(sFlow, NetFlow, IPFIX)/\7 > N & EEFETDHIENRTED AL v TFR/N—
Z—7p POEE, FT2lE, VI MU 2T ORHE LTI AR—F—L ) KL HWE
7

IVFRRA2 b+
Fw N — I8 L B RIBEZITHO NV a R EOFRy MU — T ROBRHO Z & %
RLET, NFA Tl 729472 FET TR —_"—=850H, = RiRA o kL FH
LET,

IVRRANTN—T
BEDT Y FARA U b ERDEBDEFEITT FUAL £2iE, %7 FLAD 7 n—2 45t
L. O LEWESICHWAS 7 v— o THsRED = & 2 L £ 1,
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T RAA U R TA—=T1E, BBENDOIP T RLAKEZ I L—E 7L TEEZ D70 —
DM EAT O AR EICHHT A2 L2 ELTOVET,

H
hont—3y

NFA TlX, BED 2 SBOBEDRLVIRY D e " —v g ERELET,
=

20—
T RARA v MEOBEOHAD Z &, £, ZOBEOHNE T AR—F —TE=X
U7 LA L7z E #(sFlow. NetFlow, IPFIX)?DZ & &L £,

R— &S
TCP/IP DB ZAT 5 BRICHBE DT v 7T A RET D7 DDFZDOZ LR LET,
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