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2. SEEIP T KL A
3. HEILAR— MES
4. FFEAR—NEE
5. IP7’u f=an

6. ToS /SA R(DSCP)

7. AIAVHE—T A A

X HIZ, NFA Tlid, 70— — X OEMBIIVERT A A FEHEY B2z 5720, i
OEFIRITMZ T, LLFDO XL 5 B2 T £,

o BT LI, WEEOL D FAT 1,000 7 0 —F TOF —F Ok 2t 72 it &

LTHEHLET,

o FA7 1,000 72 —lZE& TNV IO T —F—Z oWl [ZFoft] o7a—&
LT, BN L TEHLEST,

1332 TARVFEREODRELYAE

ZEL7a—T =2 &M EHT OB ERT A7 HEHEO RS D FEIZON

THAL £,

T u—7— 2 OEME, FHICKLERT 4 A7 RIT, NFA RERT 527 AR -2 —Dh

¥, BLO, 7o—0RAEHEICEBR L TCWET, F72, 1331

7 v —7 — & OfRFFIH

EADIERIZHONWT (98—) ] TRLEZEY, 7a—7 —X (T 2 REFHE, BIO
BN T Ok K7 0 —#03, NFA THESNTWET, Z0d, 7u—7—X OEH
WS T  AHEHEORZL., 2 b2BFEx-dEA BT R TEET,

AER

T AR —DEENE LY. 7a—F— 2OV A RIIEFICRELRBED, T4 A
DZEEFEPMETHRERH Y £, T4 AZBMBTHE  Filo7 e —F — 2R 5T
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1R R

MO, BRLE L TEFRICEETE <RV ET, T RA7EFBRPBLARVE S | kK7 —H

(=R

DU ERT-E CRHRET 2 2 L 2R LET,

HARH 2B 52 LRI L £,

1.

NFA CTEHT L AR—F —DOEK AR L £,
SHOERICBWNTENT 2 FERNHE, HEHNREREZARICL £,

7 —ORFHRZHRE L, 7 4 27 BREEHTHENT 882 U T o REANLHE
HLET,

REFIMRE P=P1 x 60 + P2 x 6 + P3 x 24 + P4 x 4+ P5 + P6 + 7

o Pl 1 SpRiEET — & OLRFERRI (AL © IF)

o P2: 10 SPHifET — & OLRFEIRI (AL : 1K)

o P3:60 /PRI T — & ORI GENL : B)

o P4: 6 FERTRLE T — % ORFHAM (AL : B)

o P5: 24 RERPRIE T — & ORFEHIF (AL : B)

o P6:7 HRLET — X ORFFHFEN : A)

FHEAE RO/ NEURLLTIEEI Y BTl 723w,

REIM AT 7 4+ MEO £ £ ThiuX, HREUT2970 L7220 £,
ek

7 —7 — 2R D REEIE O FICOW T, 11331 7 r—7 — X ORFEHIR &
MBZONT (98— ] ZBRLTIZE,

HEHBREIZRIT 5 7 v —ORAEHEN pH OV 7 v —H) 2B LEd,

7o —ORAESEEL, EHREICBOT I BISE Y v v g v omENRREAEL T
WHDOM BB L ZFOHMETRDET,

UTOFAEXICHTIO T, T4 A7 FROBLZEH L LET,
T4 A HEHAEOBZ[MB]=(N+5)xPxLx0.000415+ A x 0.15 + 10,000 [MB]
* N:NFA BEET D7 AR —F—DEH
FE 1 CHER L7EARALTEHELET,
* P:NFA OfRFEIMICREZ 2T D155
FINE 2 THERBLMEZRAL CTRHELET,
o« L: BT & L ACRFFT D IR 7 1 —#
F 7 40 b T, R TEAL 1,000 7 0 —Z2 583 572, 1,000 ZHE L ET,
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B2k
RR7 0 —FaBH LIEeE, EELEHEEZSEICLTHELTILZSY, kK7

0 —HOEEIZHOWTIE, (1333 HBEFETL270 %0 EREZZEHTSL (12 X—) |
EERLTLLIZE N,

o A:NFA WNZE LT 1 HEOYE 7 a—
FlE 3 CTHERLIMEEZMRALTEHELET,

TR

T AR—HZ—DEENS0H . 7a—T —XIZxT HRFHM - B E0RK7
o —8R3T 7 3 ME, 1 4O 7 a—528 600,000 7 v —O8E01%, LFD X 5 7REF
RAE Rz 20 17,

* N=50

* P=2970(24 x60+72%x6+ 14 x24+60x4+365+1095+7)
* L=1,000

* A =600,000

s TARTHEHEOHZ =(50+5) %2970 x 1,000 x 0.000415 + 600,000 x 0.15 + 10,000 =
163.9GB

1333 RETLHI0—HOLRBREZLEFET S
BRI 5 7 0 — 40 LA BT 5 RSO THRI L E T,

NFA Cix, 7744 bOBEL LT, =7 AR =4 — BAFE 2 &2 17 1,000 7 8 —%
REFLET,

ZOMEF, A VAN AEOREICLIVELTEET,

AEE

To—Ho FREAZRELTSHE, NFA B — =TT 2AMMBEMLET, LoT, BH TS
T AR—BZ—DERRR T O —DZEH., v~ v ARy JEDOREIC L > T, EEMICEAR &
720 NFA D EFICEELRWGEERZH Y £,

EROBEREICT I B BEHIB/RET, LT L 5 28R T, EFICE# T Z L% T
ALTEE WY,

© T AR—Z—EHEEICT, HT7 AR—F —O[RBRBERZCEALFEEL TN
ko

© Hyvadh— FNHElE, =7 AR—F—SHE#EIT7n—7—4 "SR TE 52 L,

1. BREEZREM 2 LET,
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[YRTLERPRRERE|Z2Z ) v 7 LET,

2. [Z2A—TFT—2OLBHEIOANMIIK L, RFFT 270 —FT =D LREEZRE L E
‘a—o

7 v —8o EREIX 1,000~10,000 O#EHTHEE LET, =7 AR —F —DEH %I
WL LeGa, UTOHEZBZIZL T EEN,
18~10%48

47 10,000 7 v —

1M1 E5~208

A7 6,000 7 = —

218~304

A7 3,000 7 = —

M1 8L
PEBRITHEIE L £ 8 A,
E~k
s UTOREZ7ANVEwET DI LICXY ERBEZLFESHLbTEEY, 77 A

IVISTEAE L7 WEAIE, FRICER L T & W, 2B, [V AT LEH[BERE] )
LERLEEGES, AREZ 7ANVONFIT EEZINET,

o T ANOWRERIT. REEFADTT LD NFA V—E A2 HEE L T 7EEW,

s <S$TF—HXTFTy LY FUs>/controller/conf/flowdb.properties

« UTD6 2ORETHESINTWDEE, T XCHUEICETLET,

flowdb.table.record.limit.1l = 1000
flowdb.table.record.limit.2 = 1000
flowdb.table.record.limit.3 = 1000
flowdb.table.record.limit.4 = 1000
flowdb.table.record.limit.5 = 1000
flowdb.table.record.limit.6 = 1000

1.3.34 J70—DRFHMZEET S
REFT 57 0 — 40 LA BT 5 A0 TR L £ T,

NFA T, 11331 78 —7 —Z ORFHYR & OMBIZONT (9 =) ) 1IZHENT,
T —7— X7 — A XN— A RFET A RRO TV ET

Z ORRFFHAR 2 L35 FINEICOWTHI L £,
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7a =7 0 —ORFHB O FREEZ /NS LT EBRICT — 2 NI SN 5 £ TS, o0
D40 SFEE ORI A L4,

. BRIERCHBEAZF R SLET,
[VATLAEEBPRERE|Z 7V v/ LET,

2. [Z2B—T—32DORFHRE|OFANMS L, RFFT D7 0 —7 —Z OLRFFHI 2%
ELET,

RETHHEHFII ENSIERICEWHMZ2RETILHERH Y £, Hl2IEM1 9
BIET—R ORI 36 BEM 28T L7254 1E, [10 DHET—4% 1% 36 FE L L
O ZRET HHLERH Y £,

14 }EZGAEREAVFZ—TTARXZ4EVR

NFA DRFL T A B AL A VX —T 2 A ATA BV ADEZ FIZTHOWTIBHLET,

MASAEURX
MLTA AT, NFARSEZGNZT 22007 A ADZ LR LET,

NFA O A > A b —)VELIIHEEERIROH D b T A TV E LTEMEL XY, FTA 7TV
Tl BEHGELE LT, I AR—H—D2ODOAf X —T x4 AULNEEECTxFHA, Hl
ih 7 A B AEBRERT D L RERERIIRDMESR S AL, T A B ANEITIEG U B HEEE ST <
ERAR L RArA/ =

A=A RATA4AER
AH =Tz ARTA B ALE, 70— HFROZENEZHMT 57200, BHEIIZROT
JAR—=BZ—DA LV E—T 2 AZEIVHBTCHTA R ADZ EERLET, A X —
T oA AZENV Y THZENTEDLA X —T 2 A ATA VU ZAOEIE, Bek LT85T A
T AOHFIZEY , BREPRED £7,
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F2E
I

NFA O A > A b —)LFNEIZDOWTERA L £ 9,

EP/Y

2.1 BENE T DA Uittt 16
2.2 HEHTEDE Z AT D oottt 17
23 AU AR IVHLBRZ TEITTTD ottt 20
2.4 SSL W — NG EZHEE T2 oo 22
2.5 WA T 2E R — FPE DB ZMETRT D o 26
26 77 AT T A IVDFETEZZETT D oo 29
2.7 Web B —/N—{ZBT D IBMERTE AT D oo 31
28 IMS U AR—H 2 FRHDTZD DFETEZAT D oo 32
29 P ZAZHELENT D oottt 34
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2w AL A=

21 BEAETORN
NFA Z3E AT 5 F TOEEDOHENICOW T L £,
A VA M—=NEEDTHENE, [£2-1 A2 A M—HEEDHI (16 2—) ] ITRLET,

Er

D NFA, F721%. NFA & NetvisorPro G 2551, BliE, IMS 2 R—R haA A
=T MR H Y EF, FEMIEL, TWebSAMNetwork Management Web =2 > Y —)L A% — K7 v
THA R SR LTITEEN,

£21 AR F—ILEEDFEN

H"E

BmE

558

A UARN= NIRRT A= —D
RAE

221 AV AM=NRTFRA=Z—DOFKH%EITH (17 2—) ]
A VA M= NAEEICNERNRT A= —ZFER L, T DEE R
ELET,

A VA M=V DRI

222 A VA M= NVEOREMBEEZITY (19%—) )
FUARATDEEZRER, OS DI —FNINF X —F —DfENHE
ETHDINE I DHERLET,

23 A2 A M—/VILEZFZITT 5 (20 X—) |

A UAR=NVRAT 4 TINREINTA VA =T —%FFEITL,
NFA ZA VA b—/LLET,

SSL H—/ S —ZEB E 0 i

2.4 SSL Y— "—iEAEZHERT L 22 X—) ]

NFA (21X, HTTPS T7 7 &AL %9, HTTPS #®{ZHIZ. SSL
P—N—EAEFAERLET,

FEAEIL, BE CTEA AT O HEBLAREAE L | AR
WCRITLTOHL O SAEAED 2FEHENSH Y £9, Ebohaid
WL THH L ET,

T 2R — FESOMR

25 BENFHTHEER—FNESAZHATD (26 2—
)]

NFA OfFEH T 58— FEEM, NFA — 1 —LEofio Y 7 &
VT OERAT IR NEFETH LN L 2HERELET,

TT7AT VA —NVDORIE

6 77AT7 74— LVOREELETTDH (29 2—) )

NetFlow, IPFIX. sFlow ®/8%7 v N5, #M4B & @ HTTPS
BEEITHIEDIC, 77AT 04— NVOBRELELELET,

Web H—/3— DB E

2.7 Web H— "—IZBT 2 BMEEETTO (31 =) |
MBS U T, NFA @ Web B — N—|ZBIT 28O E #1T
I/\\i‘é_o

IMS 22 v AR—3 MNEIHD 7=
DD TE

2.8 IMS Y R—%> MADEDOREEITH (32 <—
V)]

IMS 2R —3 2 &R Lo e @M Z217 5 58 ORRGE %
TOET,

IMS 2 AR—3% 2 FZRALRWESIR., RERETT,

H— B R DR E)

29 Y—AEEENT S (34 X—) ]

NFA DY —ER&ZEBI L, Web 77 VW —MW 67 7 BATE
HTEEMRLET,
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HowE AU A =L

22 FRIERBZEITO

NFA %A > A h—/LF B RTOEFIEZEIC OV T L,

221 AVRBF—=JLINSA—R—DEZETEITS
AU A=A D, TERICKER AT A —F — % L £,

HAmZHESEDIDITRELGA—RILING A —F—
NFA £ BESHE DD, BFOH—RAST 2 —F — OB AT LER DY £,

%22 H—RIINSA—Z2—DEH

NS XA—a—4

Bt

kernel.shmmax

ﬁ*o
NFA Ci%, 256MB UL EDEARTET HDHLERNH Y 97,

FTuEAPBATE LA AT ) —DRRY A XTT, A MR THELE

RRDOMEREZ S| EHT 72012, 2GB LA LDEZRET 2 Z &2 m < HELE L 97,

AR M=—5—ETEICHELGN\NTA—432—
A VAR—=T =5 FITT DHERICMBEIRNT A= —ZFH L £7,

£23 AVAM—S—ETHICBRERNSA—42—

NS A8 —%

SR

T24I) ME

A A=V T 4
L7 K

BEDFITT7 7 ANEA VA=AV THT 4 L7 N TT,
KT 128 CFECHET 5 2 LATE T, EATHT. B
J: O "7"5 u_n’ n.n @%’*'fﬁﬁﬁ m‘ﬁg«cﬁ_o

/opt/nec/nfa

T—=4T 4 V27 b
U

T —ERCHREREDT—EERFET DT 4L N TT,
BRTI28 LFETHETAHZ ENTEET, AT B
FOv e v oD B I ATRE T,

A VA N=NT 4L 7 ) ERBIOBFERET DI L EHE
llj\if‘l/\ijﬁo

F—=EF 4 L7 IR ZE L7 —F— 2 22 TEHL
F9, BHITIZI AR—F—DOEHIZ L - TE, FEFITL L
DIEEREZVIELE LET,

VB RBEOHEIL. (1332 F 4 27 HEO L D FiE
(10 =) ] 2L TN,

/opt/nec/nfa

SSLEEBAZEDERICHEL /NG A —42 —
NFA ~® HTTPS &5 H CEH 35 SSL % — _R—FEBHEEER T 572012, SSL — 3 —3F

HEICET 537 XA —4%— BRI OGEHEDOFRI44 (Distinguished Name) (289 % /X7 A —
2 —h T HHLENRH D 5,
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F2E A AL

%Lﬁ*ﬂ*ﬁ%%%ﬁﬁﬁwﬁﬁ WZHITLTHL L Y%A, TS

FORESNE Ko T, 8

b7 T Y XARHBNA IR E, — i D/INT A =2 —IZRMENRIBEESNTWAEENRD
@ i—i %HU Iz, munft}%b)ﬁ‘ET LTU\5*{¢%E%nAu\LT< fiéb\o
= 2-4 SSL Y—/N\—FIRASEICEAT H/87 A —4—

NTA—E—2 ELE T4 ME

F—ARTDO/NRATU—FK |SSL b —"—FEHELEMNTLF—A T ORRRU—F |72 L
‘/C‘\j_o

T~ —DRI4 SSL r— N—FFHEZ KN T 2= b —DFKR4 T | tomeat
j‘o
FERIRBRE S22V R Y . T 740 MEEZO T EEH9
HILERBEDLET,

BOBEEALT T ) Kb | SSL Y —A—GEBEOROKHET LT ) XATT,  |RSA
HOBAAZEZRATHERE, @FEIET 741
HOFETHEHY A, BEMRERMEOZHIT TA.

1 nfa ssl keytool (62 <X—)| LML T I,

T 28OY A X SSL Y — R —3EHEDHED Y1 XTI, 2048
HOEB4FHAEZEEZFHAT LAY, @FIET 741 b
EOFEETHEDY ¥ A, FBETREZMEOZEML A
1 nfa_ssl keytool (62 <X—3)| LML T I,

BLTALTY XL HOBAREAEICEBA Z(HT 5 L x5 713 Y XA | SHA256withRSA
<Y,

BEIET 740 MEOE ECRIED Y A,
RO TALL
LT a0,
ANWRRRRERICREAEZRITL T b 5 Hh, %1
BRI ETE 2 5Ea0ne 0 £, FEMx
WEDbELZEN,

fRETHE
nfa_ssl keytool (62 <X—)] %%

TR
« AL HS M

H B4 GEN E O A ZHIIR

HOZBARENEZFNT 258 CHET L. iEHEOH
IR TY, 1B R D OAZ A2 E L £,
N 7R ERRESR L;Elﬂﬁli%%ﬁ LTbH o256, @%,. A
BIRIIFRRERIC Z VRO B D T T O % Y+
HRETH Y i‘@'/\/

3650 H (K9 10 4F)

& 2-5 SSL Y —/A—FIEAED# A4 (Distinguished Name) IZRE T %/85 A —4 —

NSA—E—3 A £l

H—/3—@ FQDN |NFA $— —D5E2EHfi K A A >4 (FQDN) T7, SSL % — |nfa.nec.com
/N—ZERA#E D Common Name [ZAHY L FE 9,
NFAIZT 7 B AT HLETHO Web 77 TV —ZZD KA A 4
ZURLIZIEELTT 7 8RATH70H, 2TD Web 77 0¥ —
DR ATREZR 4RI CHDHMENRH Y 5,

B4 iz TR L3 2 ik O B4 T, SSL Y — N —GiER | IT Operation
£ Organizational Unit [ZF8Y L £ 9, Division

bk 2 Lih AT LEM 3 2 Mk 04 Fr T4, SSL #—/N—ZEB] & | NEC Corporation
@ Organizational Name |ZFHY% L &7,
W AR EOIER RSO A R A TEE L E T,

HTRCHT A4 W2 A s 3 2 ko 89 2 i X ETA 0 44§51 T 97, | Minato-ku

SSL $— X —ZFEBED Locality (ZfH% L ¥ 9,
Bz 01X, BRERHEX D354 1 Minato-ku EHEE L £77,
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FoE AL A=

NTA—E—2 BiBA i
HIIE T b4 WA PTAE LiEH T 28k 0 &3 2 #0804 RT3, | Tokyo
SSL H— " —GEHE D State |ZFHYS L E T,
Bl 21X, HARE OE 1L Tokyo EFEE L ET,
Ea—F Wiz LERN T M2 BT 2E0=a— K4 TJ, SSL|IP

H— X —FEAED Country [ZFHY L E 7,
AAOEEIE, W%, JP LRELET,

IMS OV R—R Y FRIARFICHELGBNTA—2—
IMS 2 R—3%> bEFIHT 5 2 & TN E L7 NFA O A 1EH <. NFA & NetvisorPro
E DA ERBFHEIC/R Y 97,

IMS 22 R—3% > b EFIHT A5,

#26 IMSaOVAR—RY FOFIABICHELG/INSGA—4—

RENFETHRIEL R DHNT A= =&l L ET,

(port number)

BAR—=IESEEELET,

NSIA—E—F #RBA T4 ME
ims.application- IMS = > AR —R > M, HE T 5 NFA 233 5 72 DIC T | REH
instance-id 721D AT THRELET,
(manager id) KNG A—Z—F, IMS 2 FR—R> MUDEET 7 A /v
(ims-conf.ini) DFXEE & —FH I DNERH Y F7,
ims.msgqueue.host |[IMS 2> R—F > h&EA VA R =T 5% — =@ IPv4d 7 K |127.0.0.1
(ims ip address) VAEBRELET,
IMS AV R—=H bl TAL L AT BIA A =L T
WEHBEIE, VT AZ VAT LD T u—F 4 7 IP BHEL
i‘é—o
ims.msgqueue.port  |IMS = > 7R —F > h ® Message Queue & D iFE{E CTHIH T 21| 28110

ims.webserver.base-
url

(ims web url)

IMS 22 AR —3% 2 MRS S Web =20 Y — 2T 7 A9
57O URL ZfFELET,

ARNRTG A =2 =T, TP —MEBIONFA NS T 7 A
w872 URL 2R ETHHLENH Y 77,

http://localhost

ims.sso.enabled

IMS 2V R—R FDWeb 2V —)LEDI Ly TV A F
CVENVMEER AN T AN E IMELLTFO L S ICHEELET,
* true:
TN A o OEEEREAENT LET,
* false:

TN A A DEEE I L ET,

false

222 A VA M-IV RDRFHERETS

—

NFA Z#A VA R =L T BHHP— R_R—DBEN, A A M LEEZT L TCWAD R L E

‘d—o

R D DI, D2 FHTT,
o H—FNRT A —Z —DEITE AT LTS

* T AR DEEFEREE AT
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Fo2E AL A=

B —F VR T A —H — kernel.shmmax DA A > A b —)VEEH: % 7= L TV 5 DR
l_/i‘ﬁ—o

# cat /proc/sys/kernel/shmmax
68719476736

FRENTEIZAA FHEALTT, ERROFITIL64GB L7720 | BHIIARETT,

% L. 32MB (33554432) 72 E O/ S IENER SN HA X, &I 256MB LL_E (HEE
fE 2GB LA k) DEICAETE LT &, I—RNWRT A =2 —DETEEIT, 0S D~
—a T NVESRO ETEML T ZE0,

A LADN=NVIEDT f AT EBEREN TR LET,
a. NFADRMELTIHT 4 AIVRELZHEALET,

F 4 AV RBEOFHEFEOFEMT, 11332 T4 A Z7HHEO REE Y 1L (10
NR—=U) ] EZRLTLIEIN,

b. AV ARN—IIEEDT 4 AT DEXRELHERLET,
FUATRERBOMRIL, f a2~ FEEHLTHRAZZENTEET,
# df -h

Filesystem Size Used Avail Use% ¥V MMIE
/dev/mapper/vg nfa-1lv_root

22T 1.8T 19T 9% /
tmpfs 16G 0 16G 0% /dev/shm
/dev/sdal 485M 32M  429M 7% /boot

FoREINTZ~ T MIEND, ZBEFE (Avail) DEZHER L T EI0,
Z OFEITI, Joptmec/nfa lIZA A h—F BGE, A A M—/LSIZIE 19TB O
EERENRDD 7,
ZEERBEDRVBNGEIT, A VAN NVEEEETIN, T4 A7 &2 LT
él/\o

23 A VA F—IILNEZETT S

A VARN=NAT 4TINS TWAAL VA N—F—%F{TL NFAZ A A —LLF

‘a_o

1.

CD-ROM RT7 A TNWA VA =N AT 4T &AL, CD-ROM #~7 > b LE7,

ZZTlX, CD-ROM O~ "hiRA » M %& /media & L CiH L E T, BlOSGATIZ~
7 M LTEGAR. BEARZTIE I,

WKDa<w REEITLT, AV A —T—%ZEELE7,

# /media/NFA/Linux/nfa-install
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2 A LA =L

EbR
AV ARN—F—DEENE. BPTHIELEWESIZ, ctritc ZANTEZE T, FIET 5
CrmTEET,

3. AVAM—NT ALY FNIDARREANTLHT 0T INRERINDHDT, A% A
HLET,

Input installation path [default: /opt/nec/nfa]
>

1ITEDORIZIZT 74V MERERSINE T, T 7 4/0 MENSERE LWGAEIT.
{if ¢ A S92 Enter X — 2P L £,

4, T=HTFT AL NIV DNRRAEANTH T T FRERENDLDT, A AN LE
‘9“0

Input data installation path [default: /opt/nec/nfa]
>

LVITHORIWZIET 740 MERFRENET, T 74V MENDEF LaWEEIL,
fifH, AS789°12 Enter ¥ — 2 L £9°,

5. ANNULIEARAZMER L, A A=A ZRIGLET,
ALVAN=NT AV NV ET—HT 4L T NUDANRAEANTHE, AJJLTZ/RA
NERRINET, A LT RRITREEN 2T UE, v ZA )L Enter $—% L, A
VANV ERMG LET, n EANTDHE, NREANTH S 0T NRFHESR
IREIN, A VAN NWREEETHZ ENTEET,
————— Comnitilrmation =======s===s========

Installation path : /opt/nec/nfa
Data Installation path : /opt/nec/nfa

Is it OK to install? (y/n): y
ATE
BHAATZIE, ctri+c 72 ECTUERZ T L2 TLE &0,

WD A v —VNFIRS AT, A 2 A M LEE5E T T,

Installing controller ... done
Installing collector ... done

A VAR =NVIELOBRF CZ T —NRELTEGAIEL,. =9 — A vbE—UnErInEzT,
T—RA b —UNRNEKREINEHEEE, Bl A VA =T —FfTHOT T — L 5K (66 =—
V) EERL, MULEIToTLIEEN,
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HowE A UA =L

24 SSLHY—/N\—JIEAEZE£HET S

NFA IZIX HTTPS T7 7 &2 L¥9., Z® HTTPS i@{E /A2, SSL H— —ZFHE 2 (i L
F9,

SSL H— "—ZEHEIZIL, RO 2FEELH D F9°,
H O B4R E
o AMRFRERIZEITLTH B ) AEAE

F7-. NFA Tid. Javakeytool 72 & & fli -~ T, TR L72iEIFEZRMA L THEMT2 2 &
HTEET,

ENENOLEOMERHFIEZTH L £,
« 241 HOBAGMELZERT L 22 3—))
242 AWRRIERBFEITT 23EHEFELERT 5 (24 X—2) |
243 M TIERR L7ZREE AT 5 (26 ~—) ]
AERE
PR — b T DFEEDOEXIX, Java keytool THx 5 L A% D, X.509 BEADFEHETT, 2D

B3 % < ORBFERB YR — F LT LIEATTR, ZHHTEDORIER AR —FLTnonE
I BOTOFERNIMHER L TIIEE0,

241 BCERIMBAZEEET S
NFA THEF % SSL H— A—ZEWIE & LT, B OBANEL (Ed 5 FIRZ 3 L £,

SSL — N—ZEEICBE T D EefEiL, BRI 5 nfa ssl keytool A< RZfHL
F9, FEMIE. TA.1 nfa ssl keytool (62 %—2) ] Z#ZHL T I,

{ERR L7-REIEIL, NFA LT 7 BAT 59 _XTO Web 77 U W —IZEAG, £ A R—LL
i‘j‘o

l. ROa<y F2EITL T, #OT (KB E IEARREE) 2 AR L, 8T 2R E
ZVERR L £7,

# <84/ >R F—JLT 7L 2O FU%>/controller/bin/nfa ssl keytool genkeypair
BELAEHEFAMNT 2F — A R T OR Y — ROGEHZEOBA BT 2 HH A AT
LTWEET,

s [1NIZIET 740 MERFERENTWET, (fH AT Enter +— %23 & |
T 74V MEPEH S IVET,
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Enter keystore password:

Re-enter new password:

What is your server domain name? (FQDN)
[nfa.nec.com] :

What is the name of your organizational unit?

[Unknown] : IT Operation Division

What is the name of your organization?
[Unknown] : NEC Corporation

What is the name of your City or Locality?
[Unknown]: Minato-ku

What is the name of your State or Province?
[Unknown] : Tokyo

What is the two-letter country code for this unit?
[Unknown]: JP

Is CN=nfa.nec.com, OU=IT Operation Division, O=NEC Corporation,
IL=Minato-ku, ST=Tokyo, C=JP correct?
[No]: vyes

EVEk
* nfa ssl keytool < Ri&, W< OMDOB|EERAZ N TEET, #HoT Y

ALY A X AR EEZET L7 I5A1E. TA1 nfa ssl keytool (62 ~<—2) |
EZRL, A7 a UBIEERELTIZEN,

FEDOT NI X A% ECDSA, #EDY A X% 256bit [IZFRET DHA DFEITHI:

# cd /opt/nec/nfa/controller/bin
# ./nfa_ssl keytool genkeypair -keyalg EC -keysize 256

s BONKEZEE L THEMEKT HITIL, nfa_ssl_keytool delete ¥ REFHATL
T/ DHEE nfa ssl_keytool genkeypair 2v Y REEITLET,

o< FOFEMIE. TA.1 nfa_ssl keytool (62 X—)] LML T EIWY,

TR S UIZREAEFIE, B B4 ShoREBICAR D 97,

2. WOa<wy REFITL, Web 77 U —I1ZA4 VR — T 572D0FEHAELZ 7 7 A4 LIZ
HAOLET,

# <372 F—J)LT 7 L2 FU%>/controller/bin/nfa ssl keytool exportcert
<filename>

<filename>\ZI1IMEED 7 7 A VA ERETE ETH, Web 7 7 77—l THHIZFEN
EEAVHR— P BREDIC, 77 A NVOIRTIC cer IRET 5 2 L 2R L
7

AR ROFATICHIIT 5 & FEE LT 7 A WA A T U =5 BAL T N OFEHE )
Hhshx7d,

nfa ssl keytool exportcert 2 ¥ RTH)LIZFEHET 7 A /L%, NFA LT 7 EAT
5T _XTOWeb 77 UHF—IZEMI L, A AR—FLTIEEV, Web 7 7 7 H—(ZEH
ZAVR—=FFTHI LT, NFAD Web F— =2V TFEF T 4 v TR E2 T
THZENTEET,
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Web 77 U —IZFEHEL A R — b9 5 FiElE, 13.1.3 Web 77 7 —(Z SSL —/3—
AFAEAEZ A VAR — TS 39 —) ] BB LTLIIEE N,

242 DHIGFEIIRARITI HAIAZEZ%ERT S
NFA T4 % SSL — —GEfE L LT, ARRRGERICEAE AEAFEZ T LT
5o FIEAZFB L £,
SSL Yr— R —ZERHEICEIT S EEIL., SN REE T 5 nfa ssl keytool 2~¥ Y R&fEH L
F9, FEAMIE. TA.1 nfa_ssl keytool (62 X—) ] #HHLTI XN,

HAR— M T LREAEOKAUL, Java keytool TH 2 DA L FIZED, X509 EXOIEHET
?—o Z O)ﬂ:/ i§< O)ntunl‘E)E:lZ))‘}j_‘]— }‘ LVCI/\ZD}I:/J(VC#ZTP\ ;%”Hﬁ?’ﬁ@munﬂi%i)y&j—‘_‘
FLTWAENE I, D OFERNIHER L T ZE,
1. WOa~y REFETLT, #ORT (LB E FENBHE) 2/ L, SICx3 HREE
ZERR L £7,

# <84/ >R F—JLT 7L 2O FUJ%>/controller/bin/nfa ssl keytool genkeypair
P L FEAE AN T HF— A N T O/NR T — ROFEAE OB 2T 2 1EHE AN

LTW& E9,
o [1NIZIET 740 MERFERENTWET, (fH AT Enter F— %29 & |
T 74V MEPEH S NET,

Enter keystore password:

Re-enter new password:

What is your server domain name? (FQDN)
[nfa.nec.com] :

What is the name of your organizational unit?

[Unknown] : IT Operation Division

What is the name of your organization?
[Unknown] : NEC Corporation

What is the name of your City or Locality?
[Unknown] : Minato-ku

What is the name of your State or Province?
[Unknown] : Tokyo

What is the two-letter country code for this unit?
[Unknown] : JP

Is CN=nfa.nec.com, OU=IT Operation Division, O=NEC Corporation,
L=Minato-ku, ST=Tokyo, C=JP correct?
[No]: yes

E2F
* nfa ssl keytool ¥ NiE, WS OND5EWMAHZ LN TEET, #OT LI

RERN A X HHIBR E AT L7-WiE1E, Al nfa ssl keytool (62 ~=—3) |
AWML, A7 a VI ERELTIIEIN,

FEDOT NI Y X% ECDSA, #EDOY A X% 256bit [ZRET DHADFEITHI:

# cd /opt/nec/nfa/controller/bin
# ./nfa ssl keytool genkeypair -keyalg EC -keysize 256
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o FHONKEZETE L CHEERT DI, nfa ssl keytool delete ¥ REETL
T HFEE nfa ssl_keytool genkeypair <Y REEITLET,

a2 ROFEMIZ, TA1 nfa ssl keytool (62 X—3) | ZHMLTLLEEW,

2. MDA~y REFITL, BIERICENRT 5720 OFEIEEA Z K (CSR) 27 7 A VT
HALET,

# <87/ >R F—/LT 7 L2 FU%>/controller/bin/nfa ssl keytool
certreq -dns <FQDN> <filename>

FRELEZZ7 7402, CSRONENRNTFA MTHIEINET,
3. FEWIEBAZR (CSR) iR L £,

nfa ssl keytool certreq 2~ RTHIL7ZZ CSR 7 7 A VONE %, FFERICH
ML ET,

MﬁEi CSR ODINEZICIZ, FEBHEICEA L, AL ET, BAEAEHEDOIRLE
\z \ ntunfb% J:O"C iiﬁﬁi) ﬁ)éi}%Ab)ﬁ)@iﬁ—o

4. SRR DEALFFAEATEN NS EFE, BBRERO/L— MEAEEZ A AR =k

LET,
b= RREAZET, NFA == L2 7 7 A L E LTIRIEL, RO FTA UR—
FTEET,

4 <$/ X F—J)LT7T 7 L2 FU%>/controller/bin/nfa ssl keytool
importcert -alias <alias> <filename>

<alias> VMM EBE DA ZHEETE 7, NV— FRIEEROARI R L, 50D 03 W4 i
FREELTLLIEEN,

FRRERIC Ko T, v— FAEAEFOMIZ PRIGEAE DA R — P BN BEIT R D560
HYFET, A A= MTOREEOFEMIL, SBRERICBRIVWEDEIZE0,

5. /b— MREBAERCHMGEHE L A VR — F LIRS, BAFEAOBE OREHEL A
A—hrLET,
HE DFEHAZEDA 7R — MIZH, nfa ssl keytool importcert v RZEMHEH L
To WDOXIIT, —alias A7 v a IR ETTICFATLET,

# <$4/ >R F—J)LT 7 L2 FU%>/controller/bin/nfa ssl keytool
importcert <filename>

?TH# Failed to establish chain from reply &I A vt —UNEIRINT-
FEHEDOT = — U BN RIRTE o7 2R L CWET, BEER DL — b E
%%@@Fﬁﬁ?ﬁ%%ﬁ% VAR— R INTWRWATEEESH Y £, FRRERIIC, A AR —
N RERFEAEEZ WA DE T I,
NFA H— " —fIOFEHEO#EfF T, ZHTE T TY,

'fﬁ)ﬂ‘j—é RICN nﬂi% Lo T i Web 7:7 17#‘_‘@'“:}%”5@\ AN nft)%@nﬂiﬁ)qi%/r A }“_‘/l/j‘é
R EDEENPMEL R DGRV £4, ML, SBAEHROHERICHE> T EaV,
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243 MMTER LI-ESEBAEXFRT S
NFA Tl % SSL h— "—FE#E & LT, MCIERR L7REEZ A L CHEHAT 2 FIE
AL E9,
HANZ PKCSR2 FERXDOF—A T ZUEH L, F— A M TWICARN 728 LR EZER L TR
WTL &Y, S HHLEF—ZARTOT7 7 A /U3, NFA — _"— FIZERE L THE W T
<TEEW,
Bk
Java KeyStore JKS) B DX —A N7 2T b TxET, IKSERADOXF—X N7 E2MHT

DAL, IR T ORET 7 A /L DOFFE T, nfa.tomcat.https.keystoreType DEIZ JKS ZHE
LTL7EEN,

l. WOTHXANT77ANVEREET,
<$TF—X Ty LY F!)s>/controller/conf/tomcat.properties
T 7 ANDPAEE LIRS EITHRER L E S, 77 A Dz a—F 1 713 UTF-8
IZLTL7EEN,

2. LLF DWW % tomcat.properties 7 7 A /WIZEC#E L £,
nfa.tomcat.https.keyAlias = #ZF5LIT2 FDFIE
nfa.tomcat.https.keyPass = D/ T—F
nfa.tomcat.https.keystoreFile F—X T I 71 ILDIHES/ VI

nfa.tomcat.https.keystorePass F—XXAFD/INRT— R
nfa.tomcat.https.keystoreType PKCS12

A ER
tomcat.properties 7 7 A /LT, MO F— A b7 T D E LA FIH L7255 A . nfa_ssl_keytool

awr RFEATE R0 E9, RDOVIZ, Javakeytool 2~ Rig E 2 ERMH L CTEHE LT
<IN,

Javakeytool 2~ RiZ, NFA — —EiZH A VA F— L SN TWVET,

<SL X ;F—=INT1 L2 FUJs>/controller/jre/bin/keytool

HOBAGEHEDOL G 72 E1d, A TV — 5L DOFEE (cer) ZH /1L, Web 77 ¥
P VAR —FLTLEE,

25 HmAMATLIEBEER - ESEHRT D

NFA Tid, ML oilfE, B L CRENEOBEDTZDIZ, W< ODEfER—2FH L
ij‘o

NFA H— "—NT, OB ERHT2BER— FEFNEHEL TRV & 2R
KR
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o2 A LA =L

FPTNFA PRI 2@8ER— FES—RE2dA LEd, FIAT 28— bESAMmORE &
HE L TWI2HE1E NFA BRI 2K — F&50, ORGSR 2K — M 5ond
R %E?LT< TEEWN,

251 H@MFIAT HR— FESD—
WEAFUNT 5 H— FEFOF 7 40 MEC OV THI LET,

NFA 234858 & Di@fE ., kiUW%T@ BEICBWCHRIHT 2R — N&EF%, [5£2-7 NFA 2
R 2@ER— FES—E FMBEE) 27 =), 3£ 2-8 NFA 0Z\FIH 35 EER—
&S (NEEE) Q7 3—=V) ] 1T LET,

£ 2-7 NFAHXFIAT 3BER— FES—E (HEE(E)

e rR—rE | 7O ko | Al Hik
= )%
HTTPS @54 — b 443 TCP IN |HTTPS #@fgHR— kT,
sFlow /37 v FZAEHR— b 6343 UDP IN |sFlow /X7 > FZ{EHR— FTT,
NetFlow, IPFIX /347 > h A5 | 9995 UDP IN |NetFlow /X% > h, IPFIX /X7 v b D47
A b H— h T,

% 2-8 NFARFIAT HEER— FBES—E (REE(E)

AT A—rE | AL | FE )z2Pe

=1 y| %
7 u—7—4 DB i@fg R — 27100 TCP IN |7a—TFT—%EHHT—Z =2 ~DHEF
k R— T,
VAT NETE DB EBER 27110 TCP IN |[VRATLAEHHAT —Z X=X ~DiE K—
b bCT
A X NEF DB BIER— 27120 TCP IN |4 NVEHEAT—Z X=X~ R—
k ~CT,
v b u—7 —H#HEE 27200 TCP IN |2y ha—F—7 ot R~ ER—
A=k [ S
e R = A ST | 27210 UDP IN |2v7 % —Taotvr0ue /H+—ERA~DHE
fFAR— 1 BEAR— T,

252 HENFIATHIEER—FESZLEET S
NFA AT AR — bEFEZEETHFIEZHALEI,

FIAT 2R — bFE SR & Bl L TV a1, NFA BRI 58— RESH, o
BENFIHT DR — FEFOWTNOEEETLHLLENHY F77,

NFA DR 58K — FEZOZEEFIAIL, UL FTo@EY T,
1. rootz—H—Tr s A LET,
2. EWRLEWAR— FNEFICHRTIRETZ 7 ANVEETL, EEXLTRAELET,

WRETZ 7 A MIZHOWNWTIL, [£2-9 BER— FESORET 7 A /v &R EHEB (MNbE
fF) 28 =) ), [F£2-10 BEFR—FNFEZFORET 74V EERTEHHE(NEEE)
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Fo2E AL A=

(28 =) ZBRLTLIEE VN, YEORET 7 A VBIFELRWEEIX, 77
ANV EBHIER L T Z &,
RET 7 AMI<UT =577 L2 M V%>FE FICKRMEN T ET,

29 BER-FESORET 7 1L ERKERB (SHRBERE)

A& REIEH
HTTPS @15 s RET 7 AN

controller/conf/tomcat.properties

* EEA

nfa.tomcat.https.port = 443

sFlow /N v F32A5 * RET AN
collector/conf/collector.conf

* HERA

sflow.port = 6343

NetFlow 737 b, * RET AN
IPFIX /37 h 5215 collector/conf/collector.conf

* HERA

netflow.port = 9995

WET 7 AMI<UY T =571 L2 P V%>FETFICHM SN TOET,

%210 FEER—FBEORE T 71 L EREIREB (RNEBEE)
A& BEIEE
7u—7—4 DB | HET ANV

collector/conf/flowdb.conf

* FEERA

flowdb.port = 27100

s REZ 7 A
collector/conf/flowdb-extra.conf

* HERA

port = 27100

VAT LNEHDBIEE | 2 RET 7 AV
controller/conf/controller.properties

* HERA

systemdb.port = 27110

c RETZ AN
controller/conf/systemdb-extra.conf

- RERX

port = 27110

AR NEHIDBIEIE | * RET 7 ANV
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H
r%

BEEE
controller/conf/event.properties
s fRE

eventdb.port = 27120

2L i

c WET 7 AN
controller/conf/eventdb-extra.conf
s fREREA

port = 27120

avhue—7—flfE |« BEZ 7 AL
controller/conf/controller.properties
* fREIA

message.server.port = 27200

s RET 7 AN
collector/conf/collector.conf
s fBERA

controller.port = 27200

oLy —uaZY—E | s BET AN

A(E collector/conf/nfalog.conf
» fREm
Port = 27210
==
AEE

1 OOHEHIZOWT 2O EDRET 7 A ADRTEHENTWDER— ML, T _XCOFRET 7
ANEFRFFICREL, RIUHEZEELTLESY, BE#ETLHET 7 A L TR— FEFZN
Hipn b, EFICEELEEA,

WVBIZIR LT, 774 T U —LOREE LELET,

B BmEROR— R ESIE, 77 AT 03—l Lo T 7 ey 7 SNTHWHEE
NN, R— FEEEFEOBIIIE. 77 A7 U4 —/VORENEENE DD, i
BLTLLEEW,

~

R— FBEEOLEENKIT. NFA OV — b R EEIRFIC KBS N FE T,

A= s
26 T7ATI9+—ILDETEEEET S
NFA OFHT2EER—FB, 7747 U= I LoTT7 Ry 7 SN2 E o, 774
TOA—IDOREEETLET,
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H2E A A =)L

NFA $h—="— ETA =7 L THMT 2@8ER— FO7F 74 /L MEE, 13 2-11 NFA 235
A+ 2@ER— MRS OMEB@IE) (30 2—0) |, [#2-12 NFA SFI3 5@{ER— b
Fg—E (NHmEE) 302—) ] ©iEv T, 7o, NFA 2LAE~O®E THEHAT S
R— DT 7 +/V MEIX, 15 2-13 NFA DO INB~DLEER— "5 7 7 4L ME—&
(30 ~=—2) ] D@ DT#

INOEDR—=FBEN T 7 AT U — Lo TT a7 ENRNnWELH), 774 T 7 4—)b
DRTEEEHELET,
% 2-11 NFA DA T EER— FEE—E (SEERE)

e rR—KrE | 7O ko | Al Hik
= y| 2
HTTPS @54 — k 443 TCP IN |HTTPS #{§ A — FTY,
sFlow /X7 v FZfEHR— b 6343 UDP IN |sFlow /X7 v {4 — FTT,
NetFlow, IPFIX /X7 > h %15 | 9995 UDP IN |[NetFlow /X% > b, IPFIX /X7 > b D %AF
H— b H— b TT,

% 212 NFAXFIAT HEER— FBES—E (REE(E)

A r—rE | 7O ko | AE Higk

=1 |7
7 u—7—4% DB ilfgh— 27100 TCP IN |7a—TFT—4EHHT—ZX—2A~DHEFE
k R— T,
VAT LEEL DB g A — 27110 TCP IN |[VATLAEHHAT — X X=X ~DiE K—
) bTT
A X NEPE DB WER— 27120 TCP IN |4 X2 NVEHRAT — X X— 2 ~D{F R—
k kT,
2> b v—Z —HilfEEE 27200 TCP IN |2y hr—F—7 ¥ 2HfHl~0@ER—
ﬂ'\g‘—‘ ]\ ]\ ‘/C“j—o
ol X —ua P —ERE 27210 UDP IN |27 &Z—Tuakvz20ou P —ERA~DiE
fFAR— 1 ER—FTY,

% 2-13 NFA hr oSN EB~ADIRER— FES T4 ME—E

AR R—+ES | JObalL | AR P&

SNMP Get 161 UDP OUT |NFA H— —n 57 AR —H —~0D SNMP #15
THEHAT AR — FEFTT,
ZDOR— FEEFIL, Web 2V — )L FORET, =
JAR—H —HBALNIERTEET,

SNMP Trap 162 UDP OUT |NFA #— =06 D R >y BT — 7 F PR~
® SNMP K 7 v 7 EE CHEHT 55808 K— FEF
<7,

ZDOR—FFEEIL, Web =0 Y — )L EORETER
TEET,

ZIZTIE, 77 AT U4 —/UIZ firewalld X° iptables ZF|H L CW 555 O ER 27t L £
-g—

MOT7 7 AT O —NI T I 2TRRy NT—IRELEOT7 7 AT 74—V LTI
FRGD~ =27 VESBLTIEEN,
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252 ®WEAPHHT2BER—MEFEZEET D Q7—) ] OFEREICLVFHETS
W= FEFEERE L TWDEEIE, REFTOR— FMESEZHEETAEZ T LEEN,
o firewalld ZFH L TV HEEIE, ROLHIZa~r FeRITLET,
firewall-cmd --permanent --add-port=443/tcp
firewall-cmd --permanent --add-port=6343/udp

firewall-cmd --permanent --add-port=9995/udp
firewall-cmd --reload

firewalld DFEMIL OS DT H~=2T L EZ S L T 72 &0,

+= o S 3

* iptables ZF|H L CWAEEIE, /etc/sysconfig/iptables it LET,

UTERERD 7 7 A VO—fFITY, HGIEOFEMIZ OV TIE, OS Dt 5~
=aT7NEZRLTIIESV,

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -3j ACCEPT

-A INPUT -m state —--state NEW -m tcp -p tcp --dport 22 -3j ACCEPT
-A INPUT -m state —--state NEW -m tcp -p tcp —--dport 443 -j ACCEPT
-A INPUT -p udp -m udp --dport 6343 -j ACCEPT

-A INPUT -p udp -m udp —--dport 9995 -9 ACCEPT

-A INPUT -j REJECT --reject-with icmp-host-prohibited

—-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

THREERDNBRE L7285 T,
7 7 A IVOFRER T RIEE BT S 7201 iptables Y — B A & FEEEI L T 72 &0,

2.7 Web H—/\—I|Z9 5 BMEZTEZTITO

NFA @D Web H— X— (2T B BIMDEEIZHOWTHBH L E 9,

271 WebH—n"—O5DOBEEEIKREE
NFA ® Web — _—(ZB4 210 7 2 EWHICHEBHIBRT 2720 DR EIT OV THHA L £
7,

NFA ® Web 2>V — )UZxfT A7 72 7B LN Web r—_"—HFOEWER 71T, LT
DT 4 V7 FVICEBEINET,

<$A R F—/)LT 1 LY FUS>/controller/tomcat/logs/

ZOF 4 L7 RURNOLULTOr 7z onWCidEEClin—7r—2 a3 U BXOHIKRIZENE
i, HDEICS U Cocon 2 EZFIHALTHWWe 72 HEICHIRT S X9 ICEELTL
éb\o
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localhost access log.yyyy-mm-dd.txt

catalina.yyyy-mm-dd.log

yvyy-mm-dd 1%, NFA —_"—D HfFZ K LE T, #ZIX, localhost access 10g.2016-0
4-01.txt X, 2016/4/1 D Web 2> Y — Ik THT7 /A0 77 7 A VTT,

S
55 7E {51

IR, 30 BULERB L7cm 77 7 A V& WHEK 1 FIZF = v 7 LCHIBRT % cron i
EDBITT,

@ 1 # = /usr/bin/find /opt/nec/nfa/controller/tomcat/logs/

-type £ -regex '"~.*\.[0-9]+-[0-9]1+-[0-9]+\.\ (txt\|log\)s'
-mtime +30 -exec /bin/rm -f {} \;

cron DR EICET 256X, OS DT H~v=o2 T L ESR L T &,

2.8

IMS 3 VR— 2 FRIRD-ODEEZTITD

IMS 22 R—3% > MR L., #% NFA, F7-1%. NFA & NetvisorPro & O#EEEH 29
HPEITAT I BREICHOW T L £,

E

g

IMS 2 R—=x 2 FZ2FIH LARWGE . KREIFIARETT,

IMS 2 AR—3 hEFHTLHAE. LD 3 DOFEEITWVET,

IMS 2V R—X by N T v

IMS 22 R—F 2 FDA A RN—/LRoNFA 25 OERt A [T A 7250 IMS 2 >
A= NOREEITVET,

FEAMIL. T'WebSAM Network Management Web = > —/L A X — KT w7 A K| &%
LT &0,

IMS = U R—3% > & OERiRE
IMS 22 R—x% > b LT B 7

TN AT DI DERTE

D NFA DR EZEITVET,

IMS 2V R—F%2 hD Web 2V —)vint, o 7% A 42T, NFA D Web =2
V=T 7V EATEDL LT HZODKE R NFA HITITVWET,

NFA I CIT 9 3% B IX. L FORIE 7 7 A /v (controller.properties) & B35 Z & TITWET,

WET 74V

<§TF—X T4 LY F1Js>/controller/conf/controller.properties
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E2b
s ERIET 7 AV (controller.properties) 23MFE L2 WGA I, FHUICIER L T 72 &0,
* WIET 7 A /V (controller.properties) O EHTNEAIL, NFA OH— B X HEFFZ KM SN E T,

IMS 2 ViR—R 2 b & DHERERE
X IE 7 7 A /L (controller.properties) DLA FD/NT XA —Z —Zfgda L, EFEE L URFELET,

ims.application-instance-id = <manager id>
ims.msgqueue.host = <ims ip address>
ims.msgqueue.port = <port number>
<manager id>

IMS =t AR—% > "5, ki35 NFA 2R+ 57-00 1D 2 5E L E4,

AKRT A —=H— %, IMS 2R —% 2 MADOFREZ 7 A /v (ims-conf.ini) DF&EME & —F
SHLIMERDH Y FT,

<ims ip address>
IMS 2V R—=R hEA VA RM—=NT oY — =D IPvd T L AEZFRELET,
IMS AV AHR—FR NI TAZ VAT AIA VA R—)LLTWDLEEIL, 7 TAX VA
TLDTa—T 4T IP EBEELET,

<port number>

IMS =2 7R — > k@ Message Queue & DEfE THHTL2WER— MEZEHEELE
-g—o

KRFGA=L—Z, T 7N FOBER— FEGEZEE LILAIC, BENLEITRY
\i‘j«o

A E B
ims.application-instance-id = nfall

ims.msgqueue.host = 192.168.1.200
ims.msgqueue.port = 28110

DUTNFA T O DE=HDHRE
FXIE 7 7 A /v (controller.properties) DLLF D/XT A —X —ZfFte L, EEXLTRIFELET,

ims.webserver.base-url = <ims web url>
ims.sso.enabled = <true|false>

<ims web url>

IMS 22> R—3% > FMRIET 5 Web 2 YV — T 78 2T 57D URL #5E L F
7,
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Fo2E A LA =

2.9

AER
KNG A=F =T, 7T P MBI NFA NS T 7 AA[6E72 URL 25 ET 2L ED &
RS

<truelfalse>
TN A U F L OEERNCT 2 E I D ELTOLIITHEELET,
© true: VUYL A OBEEANCLET,
* false: YUY A LA OEMEE L ET,
22T, Ttue) ZFEELET,

A E

ims.webserver.base-url = http://ims.nec.com
ims.sso.enabled = true

H—EXZEET D

AAN—ANIEFIZETTHE, NFADO—EREZEENTH5Z LN TXET,
NFA OV —E A%, B A7 U7 b (System Vinit 227 U 7 b)) ZEHEFEITT 50, 0S 2 H
EENT 52 L TERENTHZENTEET,

ZITHE, BEIRZ U NEFAT LT R EEET S HEERALEY,

1. root =—H—TNFA #—n—jca /1 LET,

2. WOavwr REFITLT, P—eREZEEHLET,

# /etc/init.d/nec-nfa-service start

EFICE#BHTIE, WOLHI A vE—VUNERENET,

Starting nec-nfa-service (via systemctl) : [ OK ]
EFICEEBITE o7 v A, [ ok 10D VIZ Ne 1 EEREINET,
3. WOa<ry FEFITLT,. T—Fr 7o ARMHENEF L TWA Z L 2R LET,

# /etc/init.d/nec-nfa-service status

EFICEEI L CWD L& name (pid process id) is running 3, 7B EARAT LT
FRINFET,

systemdb (pid 12340) is running...
eventdb (pid 12341) is running...
controller (pid 12342) is running...
web server (pid 12343) is running...
flowdb (pid 12344) is running...
logserver (pid 12345) is running...
collector (pid 12346) is running...

34



H2E AKX =)L

4, |Oa~y REFETL T, Web B —_"—DFELZ 1T R— FREAVTND Z L 2R L
ij—o

# ss —an | grep 443

443 1%, Web y—_—DFT 7 3 )V b OFRFHLZIT R — F &S TY,

Web H— A= EFITEE L TS &, RO K I IT, 443 FAR— F 723 LISTEN KEEIZ
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LISTEN 0 100 :::443 383w
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- EEBEAYA b ~DOBE
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TDEE, AVE—T 2 A ATA B AOEY Y TUEL HEITITWET,

41



HIE A AP EROBRERE

EVb

T HROZERICE 7 AR —FRZ2HBER LRV L) ICREST 22 b TEEY, 2
DEERERORY —IF, REREBEORE TS Y, RESRERHHEZMIZE, [YATLA
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4 AAREME

4.2

7w A —5EE

BEBHE L T D NFA ONX—T g UIFRSa ' —F 4 FOFEREZFRLET,

D4y FDFESE
Ky aRh— REEB O AR—F —0rEiE Tk, @5 ROk~ 72 ot L2 E
T4V 2y FELTERLET, TZTEHENFARYR— T 0=y O
WZOWTREBH L £,

VAV Y MEIETRTIOINENORELS 3ODHA TIHHTHZLNTEET,

NIRRT S ORTEAT

ITRERE LC, feEHfcB U 2K HEE OBEEOHB ZIINGR T 7 7 CERRLET, £
7o, —EERRT, BEYMICBIT2SEHEE OWEEDIEM 2R LE T, @{EEO AL
bps £721%, pps ZHEIRTHZ ENTEET,

UFTOU 4Ty NRZOXATIZRBLET,
s BEESNTTVA4TV=v b

xK41 BEEFWTI4Pzv b
214> xy FDESE B1L)]

T AR—H — BEEOEZ NI AR—F—%F R LET,

T AR—Z—DBERIL., TOTT AR—=F—=1FoA
VHE—T 2 ADBREEOEFHETT,

ANIJAZ—T A A ASTMOBEREDLZ NS, X —T =2 AEERLET,
HhA B =T AR HAOBIERDZNA o H—T = A TR LET,

© HEE, skt 4 Y v b
®4-2 EfER, BESHFI4Cz Y b
V4 Pz FDER EhEA

PETLIPT LA @%b\ BETIPT FLAZERLET,

= %W@%r IBWT, EETIP 7 RL AL, &
% WCHIVRZ D EnTEET,

ZSEHRIP T RLAEFRLET,

i
Vv MNOFERIZBWT, 360 IP T RL A, A&
FRICHIVEZ 5 Z LN TEET,

A R I HWEEOZWI A= a QA OBE)EF R LE

S5 IP T RLA EIE
%

b}

T4V y FNOERIZBWT, @EEITY 250 R
RALBRDIPT FLRIT, AR MERICHIVEZHZ &

NTxFET,

EETLTTZ RRA v T —7 BEEBEODZWEE LT RRA LV NIV —T52FR R LE
To

SeSeT s RARA v NI A—TF BEEOZ VLT RARA v NIV —T R LET,
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4T AAREME

42y bDIESH B
E{E 0 AS EIE D\ %5 5t AS(Autonomous System) % Fx L E T,
AS IIFE S TRRLET,
365 AS EE mDZ\SEE AS(Autonomous System) & Frr L E T,
AS IIF S TRRLET,

T T T ITRREATOTI 42y hOARA—=U% (42 T T o7 7R R-EZATD
Y4z b (51— IR LET,

Skbps =

IKbps
MDG-M
e N s s " D <
0 bps

T T T 1
03 PM 03:05 03:10

'.-...___--__-----“M

ﬂ:::::&-::am

r T T T 1
03 PM 03:05 03:10

No. EETIPF FL-Z BiEE
N 192.168.20.254 3.5 Kbps
N> 192.168.10.220 1.4 Kbps
K 172.17.0.54 733.9 bps
N 192.168.10.254 733.9 bps
Hs 192.168.10.1 733.9 bps

42 FhBTSTRRIATOY4 STy b

MJZ /NI 5 IRREAT
IONTFEREM 7 T 7 ETTTIMR T 7 7D EL LN TRRTH I ENTEET,
- W77z
FBEHMICET 2 EE OlEES, 2EOBERITH L ENL 5VOEIEE ED T

LO0EFRLET, £, —EERRT, fEMMICK T 285 E Ol(E EDNEA & 3%
ALET, BEEOHAIL, bytes £721%. packets ZHEIRTHZ ENTEET,
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4T AAHEME

rp 7= =7

SIFTRER L LT, fRESIRHIC
T, £, ~EERT, fBEHIRHIC

B 52KHEHOWEEEOHBE IS 7 7 TFRRLE
B A2EEHOBEEDOIEMZFRLET, BEE

DHNLIL, bps F721X, pps ZBINT HZ LN TEXET,

LFDODT 4=y 3z

DEAFIZB/LET,

#£4-3 ATSITHFNBTSIREREA T4y k

21Ty FDOEHR L
7TV =y ay WEEOZNT TV r—varEFRRLET,
IP 71 k=L WEEOZLNIP Fo b aLi2FRLET,
DSCP WERDZDSCP EAZ RR L ET,

7SI 7N T TRREATDT 4Py hDOAA—D% (K43 17T 707
IR LET,

FIRREATDOT 4z b (52 =) |

BOSORE YT

VM@

48

[HE o M [

Ma FAUb—2a &4 T FhM T AEm sy
T — 15.4 K W1 =mp 6.9 Mitrtes 4550 %
B  caece 51 Kops Wz oalced 2.8 WMtrytes 1865 %
[ E o 16881 bps W3 sow T6.2 Kiytes 051 %
[ Capsa ot 153.3 bps W apwag-conts 9.0 Kiytes 047 %
Hs -t 12530ps | | S aOMIRD 554 Kiytes 03 %
W ToE 4.9 Mbytes 106 %

K 4-3 ATS7HANBT S IRTREATOI4Szy +

—ERTYA4T

EERDUC B D E T TR R LET,

LFDOD 4=y hnZ

DEAFIT)BLUET,

®a4-4 —HERTREATOI4Pz Yk

4Tz FOEH

SR

AL RTT— b

BAEREFOT 77— XU MEFRRLET,

—ERRAATDOI 4y hOA ATk (X 44 —

N=U) ] IRLETS,

ERRAATDOT 4y b (53
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B4 AAEME

4.3

4.3.1

e

L a2l

1 2017-03-17
1522702

5EE

I 2017-02-17
15227:02

2017-03-17
ﬁ 15:16:03

4Ty bEEET D

IP28-52430_1:
GigabitEther 01

2215 : GEOA

BRI

IP38-52430_1:
GigabitEther 0/5

15—

NE

IE{EEH50 bpsrEE2OE
BLFELR. BEE-
0466.8 bps, JO—%# =&
Ex T B = IIL—T
ITIEA

EEEH 50 bpsEES2OE
BlLELE. BER-
11825.5 bps, JO—5& =%
ExT> FliA > FIIL—TF
FIEA

EEEH 400 bps i EE5EEE
BlLELE. BEE-=
404933 bps, JO—FH=F
FUs—=3 % ntip

5 [v]

H4-4 —ERREATDI4Pzy b

WA 7RpmE2A 7, BXO, W3 7NET T 7R REALATOT =y Mk

LT, FUAZ TG FRE A DT 4 V2 Y 7 RROBIEPT A E T

TN T Z 7 FRREA T FTIHT T 7N T T 7 FRZ A TR T T 7 TER
L7442y NTlE, T T7DR—0A UERDITZET,

Flo, TURRA L FOEREZIPT FLATERTDOV 4V y MZEWTEL, IPT N
ADIRA NEMFTRPITAE T,

M7 S /0BT T 7FREATDT 4Py M LTIE, 797520277 771345

W T 7 TRRTDHZENTEET,

eV

BRI IRTRIRY L &7 Vv THEMTT7, [ATZIRRIRZ 27 ) v 35807 T

ZIZEID b £7,

FUILTD %

—

T2

TR T T 7R TEBLIOH T T 7N T 7 7R EZATDODT 4=y MZEW
T, —BICHERRTIHEHADY 7% 7Y w7 L, MOV IABRZIT> TV ZENT

XFET, ZIZTIE, ZOEREFRIRIZOW TR LET,

Hyvaf— FEEICERT LY 4 Y=y ML 217> T IEEP, =7 X
AN — & =Gy T O HTHRERATKT Ly BRI ETY 4 v Z =R 2B L T &E e

GEICABRIEZIT O E T,
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4 AAEME

1.

2.

HMRY 4 V=Y FO—RFIRETHADY 2727 v 7 LET,
ek

Ky aR— REHEOEBRE ) AR—F2—IZHTD5T7 4V =y NLEIELIZEEE. o0
HNBOLT T AR—H— BILO, A v F—T 2 AL ERTHE-ODOEmHEERLET, 2
DL, R ROT I AR—H— H LI, /v X—T =2 A% 7 ) v 7 CENLE
—g—o

T AR—=Z =GR DO[ T 4 WE—FHNZ 7 ) v 7 LEZEANBINENET,

IHTRERDERF SN2 L AR LT IZE 0,

yR1EH
Koy aR— REENS, TSR L —%—] OA v F—T x4 R [0/1) ZHENDEET
IP7 KL & 1192.168.1.100] OEEE RUNAX TS5 T 385 0O8IEFR 2L IR LE

‘g—o

1.

Ko aR—FRBEO EETIPT RLA] O 4=y hnb, EETLIPT FL
2 1192.168.1.100) oV 7 %27 ) v 7 LE7,
T AR—Z = HTHEEISERS L, [PRREOEFE—E| NS nET,

ZDEE, [F4NE2—FHETIT. BETIP T FL A= 1192.168.1.100] 2 87E S,
[SHAFROER—E|CIT. ZOFRMICHYT I 7 —2EHL TSI T AR —
A—BLIOA B —T A ADLFTE FOBEENEREINET,

[ REDEFE—E] T, AR, —2—] O H—T A A 0/1] DY T %
70 w7 LET,

T AR—FZ—HTEEIZIE, UTOFRMBICEZYT 270 —2 0T 58D 1
Ty FRERINET,
[HERITH AR—42—]

WSy — & —

[RESE2—T A X]
0/1

[Z 1 IL32—%#]
EETLIP T KL A= 1192.168.1.100 ]
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B4 AAREME

432 U5 7DRFREBZ 742 TT 5

TN T TRRIATBLOMN T T 7T 7 7RREAT DY 4 V= v b T,
74N T OEREER FIV % Z L T BEDEREHE O — AR RN RN T D 2 L
MNTEET, ZI2TE, TOREFIRICONTHIILET,

AEIEIZ, TopN FRD 9 LO—HDOIHA 2 —FFANICERRIC L, EH LIEWIHE OR 2%
LTI 7727109 < LEWSEIZITVWET,

B 21X, Top20 OFRRITK L, 102225 20 (O H & el L7 WEEIT, 1 b 9firE
TOHAZBRIL T T 72 /A< LET,

. B4 P2y bO[TI4NE—EIRZ %27 v 7 LET,

2. NIRRT A NE N THEAT T T ONRMPHEBEOF =y IRy 7 A A 7121,
SRR B L E T,

3. [OKIRNZ %2 )y r L, 742 —fREZRMLET,
U4 Yy FORTFHNENENLET,
s IR T TRREA T DT 4V NOYE
SINTRIG DB DI B L ET,
s M7 IZ7MNMT T TRRIATOU 4 V= FOBE
ST R OIER OB OEE BICSHT HEEDFRRICE L ET,

433 FINBI S TDRTER—LA 2T B
WIS T T EREAT DY 4 Py MIBWT, IBEMRB O E RTHIR S T 7 O
MR D5 2 LT, VT 7R IKERTH LM TEET, 22 Tlk, ZOERETFIEICH
WTHBI L ET,
AR, RIKOFETRRE CIRE L=/ T 7 OFor BB O T, B ICRRIEZ 578 LT,
757 mERFR UET, BERIOFEM 2 LR LM< BB LTV & 7B A I AR
ERATONET,
1. TRIOEEKEF RTINS T 7(Lor L7 Z— LIS 2 IR L £,
2. Lo URLVIEA—DEEDII—YNVERT vy T& Ku vy TTEBE) L, REENE 2R L
\iﬁ‘\o
FoRMLE A S B ICTHET 250130 FOBER TV ET,
s LUVRLIE—DEEDH =Y NE KTy J& Ry T TBEI L, IR
BLUET,
Ly UL —DRETY T4 R v /& Fuy 7 L, KffliEE K% B8 S
30
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4T AAREME

s LUVRL A —DIREC Y THE Y v UCHIRREE MR L. B L < B
We2 K7y 7&Ky 7 THRELET,

EVbk

- BEREIEEOMERRIL. LB LI F—DEAD T — VY IILDREERITRY 1T,
Lok L7 2 —NT, R7v7&Kay 7OBETHBIEDIRTE 21T &,
N, I—YLRFRENET,

- ERE T 2RI, BICEmSA o) T A KT v /LT, EE 2R E TS
ZEbTEET,

FOTN# T T 7 OFRE2IRE LR TIERF RSN ET, o, ~HIFERTL8E
B, BLOZDIEMIZHOW T HIRE L-#PHIC T 2 fFM TR R L ET,

434 IP7 FLARTERRA FEARRICE#RT D

T KRR FOFRE P T RVATRRT DU 4 Ve y MIBWT, RT 50 FR
AL FDIPT RLVARAZRA NGQIZEB L ERTHIENTEET, 22 TlE, TOHRIET
JIEIZ DWW TR L E 9,

TURRA L NERTIP T RV AZRA NICERT H7-DITIE, = FARA  FOKRA
4 & IP 7 KL A% EH$ 5 DNS(Domain Name System)(Zxf L, NFA 23R > kU —727 &4
LTHRAMZRWEDE TELRETCHLIVLEND Y £7,

ek

o DNSIZEGFEINTWRWNWIZ Y RIRA v MZOWTIE, A M OWEDOEDRTZ W=D,
AEEEITH>TCHIP T RLAFROFEFITRY £9,

© ABETEMSNDAA M, REEZEZE LR R TORR M TR HdRo
7 n—{EHRE SR LI2RFRIZ DNS 22 B HUG L7 AR A M4 T, 20720, i EOBE RN %
I DHEIC, YR EBIEDRA FARERR STV LHEIE, YRFORA M TERRLE
—é‘O

REEEFER T D Z & T, BIEOTY RBRA v FORWAE TORT < A2 £9,
. BV 4y FO[RAMERRR|RZ 227U v LET,
2. TURKAYRNERTIPT RLABKA MIZELLET,

WiLU 4 Vxy NO—BRRES AR L T IEE0,

AER

RA NLFTRICEW LA, =7 AR—F—SHEE~D ) 7 13FRENEHE A,

TDIPT RUARRICRTHEIE, IP7 FLARRIRZ %27 ) v 7 LET,
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B4 AARHEME

44 BEAKREONBTZEFHIT S
NFA O Web 2>V — a4y Lica—H%—RNEaH0on /A4 N AU— RKegira—
PR e FHT LD FIEICOWTIA L 97,

EVk
[A—HF—&]. BLO. [ZP2EALRLIZONWTIE, BHFTDHZENTEEEA,

1. EAREE R %7 LET,
A A= a—EROEBMEAREI RS w227 Y v LET,
2. FRENMMABREHE CHNELLEELET,
[RTR4A]

B L OFRIRPAO 2 —HF—DAHT 2 EE O FTHE LE ¥, RRICFEIT 32
XFTY, BHBLORRIEMAR-ZAZIET L2 Z LI TE £ A,

B LG A 1, [A—Y—R)CTHRELZARER A E LTHEHALET,
[TI24NW DSy aR—F]
A LTIZRIS, BINCRRT DX v v adh— REROARTZEIRLET,

o [IRRT—FZEE]
Frv IRy s AL, [IBISRT— RIICBED S AT — REHE L E
ED

[B/AARXT— R, BELO, RRT—FBARMICIZ, HrLW SR TU— REHEE
LE7,

NAT— KL, BLFOXFEMAGDET, 832 LFOXLTETHREL T,
- CEARET
- CEAANR—R
- UToORE
P"#$% &' () *¥+,-./5<=>2@[\]"_"{]}~
3. EHEANREZMRL, [OKIRZ 227U v 7 LET,
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BSE Ty TL—F

7yvITTL—F

NFA O 7 v 77 L— RFNEIZ DWW TR L £97,

EP/Y

5l T S T T R 0T D ettt 59
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BSE Ty TL—F

O N >
514 7vJI9L—FK95
A VABR=NVAT 4 TICIRENTWVWAAL VA =T % FEITL NFA Z WA= 3 b
KHNA—Tar Ty 77 —R)LET,
1. CD-ROM RT7A TIWZA VA=V AT 4T &AL, CD-ROM &~ > b LET,
Z ZTiX, CD-ROM O~ 7> hiRA v M % /media & L CitBALE T, BIOEATIZ~
7 LTSGR, BEERARA TSN,
2. T w77 L—NHEiIZ. NFA DY —bE A& LET,
# /etc/init.d/nec-nfa-service stop

3. Ra<wr REFITLT, AV A M—F—%EEILFET,

# /media/NFA/Linux/nfa-upgrade

4. FREINTNAN—=Va UrF oL, 7y 77 L—REflla L £,
BHERE D U AR— R FOBUED A= a VIREIL, Ty T L— FBEOA—T g R
FO[ITRICEFSNET, N—=Ya UEBSICHEVNARTIE v Z AL Enter
=ML, 7T — RO EZRBLET, nZANTDHE, Ty 77 L— i
HixfbshE7,

Network Flow Analyzer version 2.1.0-5 Upgrade Installer

————— ConfilEmaition ===s=ssscscsosom=o==s
Controller : 2.0.0-3 -> [ 2.1.0-5 ]
Collector : 2.0.0-3 -> [ 2.1.0-5 ]

Is it OK to upgrade? (y/n): y
KD Ay e—URERENNT, T v 77— FOBERIZET T,

Upgrading controller ... done
Upgrading collector ... done

T T— MUEORP T T —RNRBAELEEAIE. =T — A v —URNERENET, =
TF—RAob—UNEKREINEZHEAIE, Bl A VA =T —FTHOT T — L 5K (66 2—
V)] BEEBL, fMLEIToTLEEN,

W2, NFA OV —E R RE ST 72 X0,

# /etc/init.d/nec-nfa-service start

EVEk

T L— RRIZ, IMS VR —3 Y b EDOERHRELZENT A2 L TEET, REHFIEIT
2.8 IMS 2 R—%2 MIHOTEDOREZITY 32 —) ) 2ZRLTIEINY,
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FTEE TUA A=)V

FO6E
ToA VA=

NFA #7 oA v A =T B FNEICOWTEB LE T,

EP/Y

R AV G S Ny P e s Ly R Ay = B 5 DO OSSO 61
R Ry N G Sl N SRS ORRRRR 61
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HeE TLA LA =)L

6.1 FoA A M—NIZBITAXTEEIE

NFA Z7 oA A M= LT HBOFEFEIZOWTHA L £,

By

DT A A M=, FIZ rpm —e a7 R TITWET,

AVAN=NT 4L N ET—ET 4 LT N BT TA A =L LTWHA,
rpm —e A< RTET—H#T 4 L7 FUIFHIBRESNEH A, Bk, TEITHIFRT D4
BENHD £,

AVAP=NT 4L M I ET—=HFT 4 L7 FUNELHE. rpm —e I~ FIZLD
TRTOT—ZNHIFREEINET,

rpm —e 2 R TlL, /etc/init.d/nec-nfa-service A7 U7 MNIT A A h—
NENFEHEL, 7oA VA M—=LTFIEOH T, FEITHIRT H2XLERHY 7,

6.2 H{ZET7 VA VAM—ILT B

NFA O7 A A b—)LFNBIZHOW T L £ 9,

1.
2.

root 2—H¥—Tcua A LET,
WDa~<r REFEITL, NFA DY —E R &2EIELET,

# /etc/init.d/nec-nfa-service stop

Wha<y REFITL, #hWET7T A A =L LET,

# rpm -e nec-nfa-controller nec-nfa-collector
ROavr FEFETL, Y—E2OREHA 7 V7 M EHIBRL 7,
# chkconfig --del nec-nfa-service

# rm -f /etc/init.d/nec-nfa-service

AVAP=AT 4 LI M) ETF=EFT 4 L7 P EST TGS, 74T 4 L7
MU ZFETHIBR L £

UET, 7oA A M= AEEITET T,
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fték A, 2~ RV 77 LR

Tk A. A FJT7L 2R

NFA Ot a~ 2 RlcoW TP L7,

A.1 nfa_ssl_keytool
HTTPS i#ifE T % SSL #— "—FEH EDO MR L OVERIZ{T 9 2~ R T,

Zoa~ R, Javakeytool =+ 2 R OBERE 2 ARG AT WLT WETREET 2 7 v
N—ax RTY, Kavr R bEMNTE 5886EI%. Java keytool =~ RDO—H# DA T
T, 7. BIEOLARIRCEWRIL, Javakeytool 2~ RIZ&HOETWET,

Java keytool =~ > N & OFHESIXROMEY TT,

* EHIDBIEIT genkeypair R EDH T a<vw L R4EEELET, V7~ Fo5lH
£ DYCEAIC - I3 E FH AL

« Ra<wr FTiE, ¥—Z M7 OBRILPKCSI2 EETT, /o, F—A R T O RA(F<s
F—%F 7 L2 F!)3>/controller/conf/server.keystore [#HE TI,

* genkeypair M7 a~r REETTHE, F—ARTONRAT—R, F—XTHDT
YR —DRIL, HEONAT — RNRLLTFD T 7 A JVIZFEER SN E T,

<$TF—AHF s LY F!)s>/controller/conf/tomcat.properties

Ty AR SN A EERIL, Y7 2~ K C-storepass, -alias 47 =
VEAIE LIZBRICHBICHEH SNE T, £00, SIBOEER A R/IRICMZ Ta~
VREFEITTHIENTEET,

* —keyalg. -validity A 7> a D5 7 /b MENRERY 97,
* initstore EWIHMEDOY T a~wr REEEL TCWWET,
INA

<SA R =T 7 LY F1U$>/controller/bin/nfa ssl keytool

e =

nfa ssl keytool genkeypair [-help] [-storepass PASS] [-alias ALIAS]
[-keyalg KEYALG] [-keysize KEYSIZE] [-sigalg SIGALG]
[-validity DAYS] [-dname DNAME] [-dns DNS]

nfa ssl keytool selfcert [-help] [-storepass PASS] [-alias ALIAS]
[-sigalg SIGALG] [-validity DAYS] [-dname DNAME] [-dns DNS]

nfa ssl keytool certreq [-help] [-storepass PASS] [-alias ALIAS]

[-dns DNS] FILE

nfa ssl keytool importcert [-help] [-storepass PASS] [-alias ALIAS] FILE
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kA, 2~ RV 7710

nfa ssl keytool exportcert [-help] [-storepass PASS] [-alias ALIAS] FILE
nfa ssl keytool list [-help] [-storepass PASS] [-alias ALIAS] [-rfc | -Vv]
nfa ssl keytool delete [-help] [-storepass PASS] [-alias ALIAS]

nfa ssl keytool initstore [-help]

nfa ssl keytool -help

B8
HH 7 avy FOEWTRO®@Y T,
* genkeypair

FEORT (AR X OBEET 2 IEARME) 24k L, F—A NTITEMLET, £/,
Web Hr— =03k LA T 27 00FBHREULTFTO 7 7 A VCEEHLET,

<8F—ZF 4 L2 FUs>/controller/conf/tomcat.properties
®* selfcert
F—A M7= b —ORIIHT 5 B EBAEAFE LR L T,
certreq
PKCS#10 A%z i > TREMEHZEA BK (CSR) 2Rk L £7,
* importcert
77 AP LREAEE I ITREAET = —  ZAIRD . F—A MTITHML £,
* exportcert

AEHEZ T —A MT DAY A T VST ROREAE L LTT 7 A /WIS
LET,

¢ list

FEDF—A N7 M) — EFEFF—RA T REONELEERRLET,
* delete

F—AMTNOREOT MY —ZHIFRL £,
* initstore

F—ANT 77 ANEHIBRLET,

518
-storepass PASS
F—ARNTONRAT—RERELET,
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ftEk A, 2~ RV 77 LR

genkeypair 7 3= ROETRIZEM LT-HAIE. a~y RETHIZARAT— KD
ANTBRRODOENET, TNUNOH T a~w 2 ROFEITRIZEAK LTS E X,
tomcat.properties 7 7 A /L Hag A TAEZEH L E T,

-alias ALIAS
F—ARTHOZ N =D ZIREL £7,

genkeypair 7 a2~ ROFEITRHIEME LI HA1X, 7 7 4L MED ltomcat) 23 ]
SINFET, £ list Y7 a~vr FOFTRHZER LG EIE. T3 To= s MY —»
KIRIZ72 0 EF, ENLSOY T a2~ ROFLTRICEN L7126 1E. tomcat.properties
T ANPLRAR ST EEEH L ET,

-keyalg KEYALG

O BT LT XLEBELET, [RSAJ. DSAJ. [EC] &2 EETHZ &0
T&xxd, 74/ MNI [RSA] TT,

~keyalg, B L N-sigalg ITFHETE L7 /0T Y X AL Java B5 5T —F7 7 F v
(JCA V77 LR HAREZZRLTITEIN,

-keysize KEYSIZE
T HHEOY A XERELET,
FREFRE/RER LT 7 4 /L ML, Java keytool DfLERIZHERL L TV &,
-sigalg SIGALG
HOBAMAEICEAZMIT D EXIEI TAITY XAERELET,

BETHT7 /LT XN, -keyalg EHBMEOH D L O TRIFIIIR D A, fEER
RE/MER KO 7 4L MEX, Java keytool DAARIZHERL L TV E 7,

-validity DAYS

HOB4AREHENEE R ENDHEERELET, 0~ 365000 MEE CTX £,
7 7 4V M 3650 (9 10 4F) T3,

-dname DNAME

H O B4 REHED issuer 7 4 —/L K & subject 7 ¢ —/L R & LT 9 X500 #5445
ELET,

kA A FEE Le o Toild, a~ v REITHISGEMNA DA 2RO BvE T,
-dns DNS
AIEFE O Subject Alternative Name FL5EFEIIZ B k3% FQDN Z+57E L £ 7,

genkeypair 7 2~ KT, F5E L2 > 728A13FEAE O Common Name 73
SINET,

-new NEWPASS
X —ARNT ELIFHDONRAY — REELTTHERC, BEEONRATY—RERELET,
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ftEk A, 2~ RV 7710

B L7263, 2~y RETHICRAT— ROANNROLNET,

-rfc

list W7 a~xr PO hRIREEA 72 a T4, Mok 7 ATt EON
AN EnET,

v AT ar ERIFFICIEET A Z EITTEEEA,

4

list %7 a~wr ROMDEREEA T v a T3, A2 L OTX AT GE

HEONEFEMA M S ET,

—rfc ATV a VERIFHZHEET 2 2 LIXTEEEA,
-help

awy ReR, 3K a~r RO GEEERRLET,
RYE
FRPIIFICIE 0 2R U E 77, R ICIX 0 LIS OfE 2R L £ 7,
EVbk
N~Vayzouﬁﬁﬁﬁbk%—xb7®%ﬁi Java KeyStore (JKS) & 720 £9°, JKS B %
FIALTWDEHAE, UTFoV 7 a<r RBBEMTHEATE £,
nfa ssl keytool storepasswd [-help] [-storepass PASS] [-new NEWPASS]
nfa ssl _keytool keypasswd [-help] [-storepass PASS] [-alias ALTAS]

[-keypass KEYPASS] [-new NEWPASS]
* storepasswd

F—ARNTDONRRAT—RREEHLET,
* keypasswd
F—ANT TN —OENRAT—REEHELET,
Flo, Y7 a3~ Nil-kxeypass 7/ a UBEETEET,
-keypass KEYPASS
BEDONAT— FEEELET,

genkeypair 7 a< v ROETRFIZEE LI2GAIE., =<2 RFETHI AT — RO AN
KON FET, TNLADOY T o~ ROEITRHIER L7854 1%, tomeat.properties 7 7 1 /L
MO FEA o T B2 L E T,
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4B, bT TNV a—T 4T

F8B. TN a—TFTa42D

B.1

NFA Oty M7 v TEERICBESND F T 7N E . ZORMAITETOWTHB L E T,

AR M=—F5—FETHOII—EXER

A A =T =FATRHCRAET 2T — L T ORREZHAL £7,

SHMMAX must be larger than 256 MB

WDOE I A vE—UREREINTEZHGE. I—F/NV/3F A —H — kernel.shmmax DA 7
256MB L W /hE < B A A M= VB Z TS L CTWR WO DRI T,

ERROR: SHMMAX must be larger than 256 MB.

kernel.shmmax D% 256MB (268,435,456 byte) LL EIZEE LT &V, wKDMEREZE 5]
THIT72DIZ 2GB LA EDOEICRET 2 Z L2 MHERE L ET, I—RN T A—F—fED
EHRE, FEA LA —=T—Z2FATLTIEIN,

Non-root user cannot access the install path

WKDEIIRA =V NERINTZHGE A A =T 4 L7 b UIZH  root 2—HF =037
7 AT HHERMN 2N &75))?.1‘9”

ERROR: Non-root user cannot access the install path: /opt/nec/nfa
Check the permission of the install destination.

A AP=NT 4L N ELTHRELET A L7 P, BLOZEORFTOT 4 L7 FUIC
DWW, Froot 2—YF—NT 7 EATEXHLIIT, chmod T~ R ETHREEIT-TL T2
SV, TDOH%, BEA LA PM—=T—EFTLTLIEEN,

installing package nec-nfa-controller-x.y.z-n.x86_64 needs
XXXMB on the / file system

WRDOEIIA =V NEREINTZHE A VAN T 4 L7 NI ELTZ7 7 A VY
AT A EDOZEEXRENREV IRV, 77 ANV AT ANEZALARE TN ENFEIKT
7,

Installing controller . failed

ERROR: Failed to install controller package: code=1
installing package nec-nfa-controller-x.y.z-n.x86 64 needs XXXMB
on the / filesystem.

4/xk~WT4V7%) I PR EREE o EXIALRARERS T 2T L T
7m0, ZE ﬁiéﬁﬁbt% BEA VAT —2FZTLTLIIEEN,




1% B. "I TN a—F 4T

Failed to initialize data. Directory exists
KD EIIRA = VPRRESNEHE, T—F T4 L7 FVICHRELET 4 L2 R U
20 A A M= ABHHERT 27 4 L7 U BBEICAHEL TV D Z L BRA T,

Installing controller . failed
ERROR: Failed to initialize data.
Directory exists: /opt/nec/nfa/controller/conf

Failed to initialize data WERINDHE, TOTIZ, UTDOXH72 U RN —HD =
v RDRFERINET,

Try to run the following command later.
/opt/nec/nfa/controller/bin/nfa init controller -data /opt/nec/nfa

TIT—=Ayb—URIEIRENTET 4 L7 P ZHIRO B FRRS NI a2 FE root - —
P—TETLTIEEN,

B2 H—ERXEERFOIS—EXEK

P—E AR ET LT — L ZTOMREHA L £7,

H—EXREIFFIZ ne | DARTREINE-ES

F—BERAEIRFIC ] NG 1 BPEREINTZGE. T—%T 4 V7 MU OWHEMER EFITITDR
TWRWRREM R H Y £97,

ROFNETHLZIT> TS TES VY,
1. —FE, bh—bvRx&2ELELET,

# /etc/init.d/nec-nfa-service stop

2. UFToa~vwr REEITLET,

# <$7/ X F—JLT7T 7 L2 FU%>/controller/bin/nfa init controller

-data <87 —ZT 71 LT FYUs>
# <$/ X F—J)LT 7 L2 FU%>/collector/bin/nfa_init collector

-data <87 —ZT 1L FYUs>
T=E2T 4 L7 NUBRETRWGE ROXIBRTT —BRRINDIGEDRH D £,
ERROR: Directory exists: /opt/nec/nfa/controller/conf
TT—=NERREINTCD, RAREINTZT 4 L7 MU ZHIBRO B HEETL TSN,

3. SSL — "—iEME AR L £,
2.4 SSL #— "—FEBEZ T 5 (22 2—) ) OFMEEEML T ZIW,

4, V—vCREFERENL FT,

# /etc/init.d/nec-nfa-service start
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Web H—/\—D#HF 5 Z(+T7R— b 443/tcp HEFETE LA LD
LISTEN JREE TIX % LG E

ss -an | grep 44372 M~ KT Web — _"—DFFHZ TR — | 443/tcp DIRFE % e
RLTH, IR — FOMFEIE L 2RWIGE, SSLAEAEN IEF IT/ER S 4L TV 7RV AT ReE
N ET,

ROFNETHLZIT> TS TEEN,
1. SSL — N—FEEZER L £,
(2.4 SSLH— "—iEBEZHEHFT 2 (22 X—)) OFMEEFEML T EI,
2. v REHEHLET,

# /etc/init.d/nec-nfa-service stop
# /etc/init.d/nec-nfa-service start

OS EEFFICH—EANBEITEE LR MEE

TEICH —EREEENT S LIXTE 528, OS KBV — AN HE TEE) L 2WiGEE,
chkconfig 2 ¥ R E CHENEERENEE IN TV D AEERH Y 77,

OS EERF D HENEB) 2 A2 LIEWE S, RO a~ > F2 T LELZ T-> T IEEuy,

# chkconfig nec-nfa-service on
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