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F9,

Starting nec-nfa-service (via systemctl): [ OK ]

« P—ERXEAFILT LG, S stop 2T Ta~vr FEFETLET,

# /etc/init.d/nec-nfa-service stop

NFA OETOT —F 7t ADEILIZERTIUL, a~> RIIEVEE LT ZIRL

T
Stopping nec-nfa-service (via systemctl): [ OK ]

o BI¥ status ZfFITCa~y REFEITTNIE., h—ERDOREEZHERTAZ LN TXE
B

# /etc/init.d/nec-nfa-service status

P—EZAREH L TONIE, ROL IR A vEe—VEFRLET, £, a~v 2 NiERE
DfEE L TOoOZIRLFET,

systemdb (pid 12340) is running...
eventdb (pid 12341) is running...
controller (pid 12342) is running...
web server (pid 12343) is running...
flowdb (pid 12344) is running...
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logserver (pid 12345) is running...
collector (pid 12346) is running...
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# /etc/init.d/nec-nfa-service stop

3. BEHLIEWHR— FEEICKTOIRET 7ANEEREL, EEX L TREFELET,
BET 7 A MZHOWNTIL, TR 5-1EER— FESFORET 7 A /v EEHRH@NTEE)
(108 =X—7) |, [RS52BEFR— MEZOHRET 7 A /L & REHEENHHERE) (109 ~<—
D) ABRLTLIEIN, YEORET 7 A VBFEELRWEEIX. 7 7 AV EHH
IZVER L T 72 &0,

% 51 BER—FBEBORET 74 /L LERTIEE (SHEBESS)
WET 7 AMI<U%T—F7 1 L2 F V%> FITEMEI N TOET,
A& BEIEE
HTTPS {3 s WMETZ 7 AN

controller/conf/tomcat.properties
- fRERA

nfa.tomcat.https.port = 443

sFlow /"7 v R34 s BETZT AN
collector/conf/collector.conf

« fEEIEA

sflow.port = 6343

NetFlow /347 > b « WMEZ 7 AN
IPFIX /37 v b %25

collector/conf/collector.conf
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A& BEHEB

« fREIEA

netflow.port =

9995

% 52 BER— FESORED 7 1 )L LREHE (NERESE)
RIET 7 ANI<U% T =57 1 L2 P V%>R FITHME N TOET,

A& RERE

7 u—s—% DB i#E WRET 7AWV

collector/conf/flowdb.conf

« FRETEA

flowdb.port =

27100
HET 7 ANV

collector/conf/flowdb-extra.conf

« fREIE

port = 27100

REZ 7 A

controller/conf/controller.properties

« fREIEA

systemdb.port =

27110
RET 7 AV

controller/conf/systemdb-extra.conf
s fREEA

port = 27110

A X MEHDBIHE | o RIET7AN

controller/conf/event.properties
« fREEA

eventdb.port = 27120
BWIET 7AWV

controller/conf/eventdb-extra.conf
- fREE

port = 27120

2y hr—7 i@ | e

= RIET 7 A
15

controller/conf/controller.properties

« FREIEA

message.server.port = 27200

REZ 7 A

collector/conf/collector.conf
. R

109



5T VATLAUTFUA

A

g&!ll

EHHE

controller.port = 27200

oLy —uarY—t |« BET 7 AN

Ai@fE collector/conf/nfalog.conf
o fEERK
Port = 27210
=
AFE

e 1 DOHERHIZOWT 2 DOULEDERETZ 7 A VBREREHEIINLTWAER— MI, TXTORE
T ANERFFICHEL, FAICEEZREL T ZIV, BEE#ETIHRET 71 VB THR— b
TemNiien e, EWICEELEEA,

o RIA—H—DRBIZARERAR=ANEGEETNTWDIEHEE., RKERODARXR—=ZAHLEDHTRT
A=A —fEEHWT B, BERLZEY OMBNTZEE A,

RIET 7 ANVDIREIFRNS, NT A= —RRBICARERAR=ANRGENL TN & 2k
WL TLEEN,

4, BENIG LT, 7747 U+ —/VOREXRLELET,

AV EBERAOR— " EZIE, 77 AT VA= E->TT7 a7 SNTWAHEAEN
LT, R— FEFEREOBRIZIE, 77 AT U4 —I/LOFRENBWEIINE 50, HERL
TLEE W,

5. NFA OV — b 25 EE L F9,

# /etc/init.d/nec-nfa-service start

Y- AREE, A FEEORENAN NFA IS ET,

514 70— (FHDEILHFNIEBEAXZTLEET S
ZE L7 0 —EROGEELE O F XA BRESRMFICEDECEETHZ LT, T4 A7 1/0
B IKET s 2 EnTE £,
BEE DML TIX, ZELT-7 0 —1HRE T XTIl — 2 X—2 (it L. D%,
1o 7e—7—4% & U CEMNLELGLO ) 2 FEi L ThDh, 7ue—7 —XEFHHT—
KR 2R LTV ET,
EFINCZETH 7 a—FRN%< . o, NFA — —DF 1 27 1/O PEREN 4 Tl 7
WEBBIZBWTIE, 7 u—F — X OEEAERICIERIN 20 | A U fEHENEEN LT 5
BERHY FT, ZOLIRGAEE. IR T — X RXR—A~ORHEAE A EL L, AT
U ECENUE Tz n—T — X 2 EE:, 7u—T7 —XEFHHT— X X—R T T D5
FRICEESTHZ LT, KIEIZT 4 227 VOARRERL TN TEET,
PITFTOFIACiReS T XEEELT L ET,

1. root =—H —TNFA ——|ca /1 L£7,
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2. NFA OV —E 2 %= IELET,

# /etc/init.d/nec-nfa-service stop
3. &XE 7 7 A /L (collector.conf) & B & £ 7,
<$FT—H T L2 FUs>/collector/conf/collector.conf
RIET 7 A WVDHE L7 EIE, FiBUSER L T2 a0,
gy
collector.conf (X, 7 —1FRDOZEMOBER— FELORELT R ETHIENTOIRET 7
ANVTT,

4. BIET 7 A /v (collector.conf) (T, 7 1 —{FHMOFELE DT XLV FEZ DT dD/RZ
A—F—%BEiL L, (RFLET,

feer
rawdb.switch = <0| 1>
0:

ZAE L7 u—E BT — A R—A~EB AR I T, AV E
TIRFF L T, SERMEGLDOER) 21T 5 T,

T4 A7 VO HEREN 4 TR WEBREOEAICHRE L £,

AEFE
— W T — 2 N— ANEXAAE T — 2%, Bk, 24 BT AR L o T
9, ZOF—Z L, FEROBEERILICIN T, SR /S0 Z DtERE 72 & CIE M+
HAHEMED B 0 £9, AT A= —I1T [0] Z46E LEBRAIE, IRk, ik Shi-kkhe
ORIANTERVEANRH 5 HICEE LT EEW,

ZfE Lie 7 v — e —ilik 7 — 2 N—=ZA~FEEAR, T—FRXR—ADT—X
Zoull, BRLE L) 21T 5 7T T,

BEIE. ZbHOE®NLET,

EVbk

FXIE 7 7 A /v (collector.conf) |ZA/NT A —H —ZFE L TWRWEEIE, LFO/RNT A —F—
HIRE LG E & REROEEL 720 £,

rawdb.switch = 1

5. NFA OV — b 2 & #EE L F9,

# /etc/init.d/nec-nfa-service start

111



5T VATLAUTFUA

P REEE, 7 —EROTELE T AOLEFENED NFA ICBRSLET,

5.1.5 Microsoft 365 BIEEENDBEHEFH ZEILLT S

Microsoft 365 (Office 365) DI Z AT 27 7V r— a VERNEE HENEH§ 5 4L
AT B FIEICOWTHA L E T,

TV = a VERBOHBNEFUEIX, ~ A 7 1Y 7 F2MEME L TV 5 REST API 2%
l/ji‘ﬁ—o

Microsoft 365 (Office 365) DE KT D T D AERGE ., £72id, NFArb~ A7 1Y
7 OV A FA~OWEPMT AR VERREOS AT, LT OFIETHB) B LB 215 1E S8 T<
7EEW,

1. root —H —"TNFA V——za /1 Lx7,
2. NFA O — v R &= E LET,

# /etc/init.d/nec-nfa-service stop

3. BXE 7 7 A JV (controller.properties) % [ & F 37,
<¢F—HF1 L2 F!J3s>/controller/conf/controller.properties
RIET 7 A NVBAE LIRWEE T, FICER L T2 &0,
Evbk

controller.properties (%, NFA 23F|H T 2@BER— FEHD
Pfgia E CHIEM T DRET 7 A4V TT,

2t

ELEERLIMS 2R R—F% b D

4. FJE T 7 A JV (controller.properties) (T, HENEHUI ZE LT H 72D D/RT XA —F —%i8
fl. RMFLET,

fRER A
application.auto-update.o365.enable = <false|true>

false:

Microsoft 365 (Office 365) DBFICKT 5T 7V r— a VEREBNKO BB EHi %
Ik L ET,

true:

Microsoft 365 (Office 365) DWF KT HT SV r—a VEERNAEZ HEIEH L
£7,

FXE 7 7 A /v (controller.properties) (ZAR/XT A — X —ZFE L TV WEAEIX,
ltrue] ZHE7E L7726 LRRRICEMEL £7°,

TITH. BB EH AL SE S0, [false) ZHEELET,

application.auto-update.o365.enable = false
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5. NFA O — v 2 &2 ##) L F1,

# /etc/init.d/nec-nfa-service start

P—E R EER., RENEN NFA IZKE N ET,

516 WebH—/N\—ND URLZZHT 5
NFA LT 7 A4 25 URL 2 HT 5 FIEZHAL 7,

NFAIZT Z7EAFTHURLDI B, RAAL 4 (FQDN) IFEETHZ ENTEET, RAA
VA EEFE LIEGA. SSL Y — _—iEHEOH DO R A A 4 #5314 O CN) 2 ZEF 3 5 M3
N ET,

SSL $r— "—GEBFICBI T 2 8 EIT, R DRMET 2 nfa ss1 keytool v RAMEH L
F9, FEMIIE. TA.1 nfa ssl keytool (126 X—) ] &ML T EEV,
1. root =—H—TNFA H——|{ca /A LET,

2. kDa~< L REEITL, HAOENTZAvyE—20% 05 Owner [E#HR 2R L £9,

# <84/ X F—/IT 1LY FY%>/controller/bin/nfa_ssl keytool list -v

AT

# cd /opt/nec/nfa/controller/bin

# ./nfa ssl keytool list -v | grep '“Owner'

Owner: CN=nfa.nec.com, OU=IT Operation Division, O=NEC Corporation,
L=Minato-ku, ST=Tokyo, C=JP

= s

3. nfa ssl keytool selfcert 2 ¥ K% -dname, -dns 4 7L a A& TFAT L. ih4
EEFLET,

# <84/ >XF—J)LT 1 L2 FU%>/controller/bin/nfa ssl keytool selfcert
—-dname <dname> -dns <FQDN>

fifER8 L7Z Owner fH¥HRD 2 B FAA U AICERT 5 CN OEZZLE L THEITLET,
FATHI:
# ./nfa ssl keytool selfcert -dname "CN=new-nfa.nec.com,

OU=IT Operation Division, O=NEC Corporation, L=Minato-ku,
ST=Tokyo, C=JP" -dns new-nfa.nec.com

4. NHREREERICEEIEARIT L TH B o TWEHEA . AFAZOBERITA2EE L £1,
a. WO a~<y REFATL, BiERICEMT B 72D DFEHFEEZELAER (CSR) 7 7 A /L
WCHILET,

# <81/ X =T 7L 2 F!Y%>/controller/bin/nfa ssl keytool
certreq -dns <FQDN> <filename>

FBELZ7 7AW, CSRONENRTFA MTHIISNET,
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b. FEAAEEL ER (CSR) Z38iERICHH L £,

nfa ssl keytool certreq 2 ¥ RTHI/JL/ZCSR 7 7 A VONEF %, FRIERIT
L ET,

FRALRIE, CSR OINEZITIT, FEAFICEA L, RELET, BLFHAEIEDR
EIZIE, FRERIC L > TUIE AL 5601 H Y £77,

c. b Bk éz"bt%‘%{ﬁﬁuﬁﬁi%4’ VAR—FLET

nfa ssl keytool importcert A~ NZ% . -alias A7 ¥ g VIIRERTIZET
LET,

# <37/ >R F—J)LT 7 L2 FUU%>/controller/bin/nfa ssl keytool

importcert <filename>
SE1THFIZ Failed to establish chain from reply &U)9D X “/‘!Z*‘Vﬁi?,%ﬂ—*éﬁ
TeE, iEREOT = — U DR TE R 2 2R L TVET, 3 HE)%@/I/—
FRERAECHFRIREE A VAR — SN TWRWAREHEDR B U £3, FRFERIZ,
VAR— FBRERFEEZ WS DE T IEI N,

5. NFA DV — v 25> FHiEs# LE1,

# /etc/init.d/nec-nfa-service stop
# /etc/init.d/nec-nfa-service start

6. HCBAENELMEH L TV AHEA . nfa ssl keytool exportcert 2+ RT, Web
TIUR A VAR — N T HODFEAEL T 7 A M LET,

# <37/ > X F—J)LT 7 L2 F!%>/controller/bin/nfa_ssl keytool exportcert
<filename>

<filename>\ZIITE D7 7 A VA EFRETEET A, Web 77 U — | CRETHIZFEN E

EAR=FT DD, 77 A NVOPLEFIT cer ZHRET D Z L 2MHERL £,

nfa ssl keytool exportcert 2~ NTH LIZGEHET 7 A /WL, NFAIZT 7 &
AT HFT_XTOWeb 77 UHF—IZRAT L, A A= LTLIEE, Web 7T U H—IC
AEE A A VAR — 95 2 LT, NFA O Web Hh—"—IZ Y T EF7 1 v v 7K
nEETHTHZENTEET,

Web 77 W —|ZFEHELY A A — b2 HEE 11.2.1.3 Web 77 7% —|Z SSL H—
N—FEHEEZ A VR—T25 (11 2—=)] 2BBLTLEE,
NFA H—"—MIOFEAEFED HHEHRIT, TN TET T,

/\E/jfdfmunﬂz)% l—thEEﬁi%%\é LVC%) 6’37:_ wC%) 'ﬁﬁm‘j—émunﬁ% J:’)T i Web 7‘7
U —ENZBE, BREROFEHEE A VA M= AT 5 EOEERNLE L R 2GEERH Y
—d—o ﬂéﬂ/‘lﬂ N HLHE)EJ@:FEIT \—T/:EO-’C<7L\_5‘/\
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517 BRERTEEZN\VIT7v T, VALT7T S

NFA OBRERENNY 7T v 7 BIOEDOY XA R TIZOWTHBH L ET,

BIEREDNNy 7T v 1280, NFA TREZITSTZBERB NNy 7 T v T&EEST, 20D
NPT vTMBYVARNTTHIET, Nl 7 v7RHEAORBEREICRT I ENTEE
7,

RERED Ny 77 v 703, LT OFHRITE FEE A,

« BHELIET7o—F—4

s WELIEAXRV T —H

« BELTETA B AHR

FRROT=Z1F, VAT ENRWeH, VA NTROBREOHERNEDOEEHRD 4,
EVEk

ERLE 7o =T —ZRA X T =2 G5O T A I T o7 T5HFELH £, FIX
(518 27 —4ZR_y 77, VANTTE (1172—=)] 2BBLTLIEEN,

Wy

BEXEONRy I T v 73, BCOT—H e v I T v 7T 5HELITRRY . NFA OV —E X
ZRCE) LT RRECHEIE T 5 Z E N TE ET,

VA MT7ICET S FEFR

s Ny 2T v ERICIZ. T4V AFRIZTEENTOETA, ZOD, NI T v
ARG LTEBRE L VA R THEORRE TEERINTNDE T B RIZEZDR B HGEIE. Y
A RTORNZ, UARNTHREBREICNNYy 77 v 7 mORELFR CHEEO I A A %2R L
BTG L T IEEN,

TA B ADERIZONWTOREMIZ, 2.1 T4 B AZEHT L 26 2—) ) 25H
LTLIESW,

s Ny T T OBEEE U X FTHROBREE T, NFA D A A 4 (Web —"—{Z7 7
Y AT 572D URL) N5 72 58556, SSL — —FFHEAEETL2XLERNH Y £,

s Ny T w7 IDREE Y A NTROEE T, 7 —F/L /3T A —X — kernel.shmmax ?
a2z D0, VA NTROBREOEZ NNy 77 v 7 tORELD KESFELTLE
YA

N 7T v FoOEEIDH U A NTHEOEREEE O kernel.shmmax OfEN /NS WA,
JARNTRZTRICY—EABRERB TERWEAERH D £7°,

s BEEINTWDHZI AR—F = EOEHRIT, VAT LB TR LN ID THH S
NTRY, 7a—7—FHLZORFHID Z IZEHINTWET, TOEH. Ny 7T v
TIHOBRE BRI D VAT AV A NT T 585G, VA NTEORREICEREL T\
0 —7 — X OEFRD, KRROFERENIRZ L DLINETRRINDGENH D 7,
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UA M7 A=Y AT ACTEH0, A VA M—VEBZEDO 70 —F—ZNERFL T
RWRELTLZLEEABEID L ET,

5171 BRIEBREZN\VITvITT S
NFA OBREREE /Ny 7 7 v 7T HFIRICOW TP LET,
BREERED/Ny 77 v 7L, NFAOV—EAZEH LIREBTHFEMTHZ LN TEET,
1. root +—H#—TNFA #r—_—{Zm /1 LET,
2. DA~y REFATLET,

# <34/ X F—/LT 1 L2 FYU%>/controller/bin/nfa backup <path>
F¥<path>\2i%, N 27T EMNTHT 4 V7 N ERRELET,

LT Ay VBERENT, 2wy FRERKT TS & E LA 1 LY
MINCAY I T 9T T 7 A VAR SR TOET,

SNy 7T 7T 4 L7 MU IR, MOREEBRICRRES 270 & LT RENCRE
TLIZE W,

5172 BEZEDN\VYITYvITEZIVRTT S
NFA OERERENY 7 7T v 7% ) A N7 T 5 FREICHOWTHLET,
Ny 7T v 7OY A RNTIEL, NFA DY —EZZ{E L L IREECERT HALENHY F7°,

JUARTIZELT, WSONWEEFENLNHY £3, FHgjiz, VA MTICETA2EESREE
(115 =2—) ] 2R LTI TEE0,

YA NTYEEZBIMET DE0Z, 15.1.7.1 BEFREEZ NNy 7T v 795 (116 X—V) ] THUE
L7775 417 & NFA YV —"—CEHEL TR MLENHY F4,

Bk
[5.1.8.1 &5 — &%N/?T/ffé(H&*ﬂﬁjTﬁﬁbtﬂ/ﬁ?/7?4V7F)%ﬁ

MT22LbTEET, ZOLE, 7r—FT—FA N T =3 Y A T 0T, RERER
WMOBNY X T ENET,

1. root —H —"TNFA ——iza /1 L£7,
2. NFA D —¥E 2 %=L LET,

# /etc/init.d/nec-nfa-service stop

3. kha~y REEITL, NFA OBRBEHREZV A N7 LET,

# <34/ >X F—J)L7T 17 L2 F!%>/controller/bin/nfa restore <path>

Bli<path>\21%, Ny 7T v TREMENTWET 4 L7 MU ZEELET,
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ET—RA Yy E—VBRRENT, 3wy FBRERKTTHE. VA RTRET T,

4 RNy 2T v T HuDEEL U A NTIHEOBRE T, NFA D KA A 4 (Web h——27 7
Y AF B9 ® URL) MR H5A1F, SSL h— —GEAEORFIEELZITNET,

VEEFNEIL, 15.1.6 Web V— _X—D URL #ZH 45 (113 =) ] 2L TLEE
U,

5. NFA OV — b 2 & E#E L £9,

# /etc/init.d/nec-nfa-service start

518 &T—3%&N\VI9TF7vT,. VAMT7T S
RERTE., EET —X0O— NNy 77 v 7 BLOZDOY A MTIZOWCHHALET,
BREREBLOEET —HO ¥y 77 v 121D NFA TREZ{ToT-HREERE LT
Ta—F—HR AR NT—HER TN I T T THIENTEET, ORI T v/
MHBUARNTTAHZET, N7 v 7THREHOIREICRET Z ENTEET,
BB, B INTETA B AERIIN 7T v T EINETA, TA B AFRE T, Ny
I T TEERORBEBIZE I CIZTINT, VR NTEEOREOERNEOEFHKY 7,
EVE
L7 —F =2 R NTF =2 E2EOTIREREDHA Ny I T v 7 T5H5ELHY £
o FEHNX 1517 BREBEREE NI T v VARTTS (1153—2) ] 2B LTLEEN,

T—=E DNy 7T v, BEREDO NNy 77 v 7 L3820 NFA O — B X & il L7k
ETEMTHZ LITTEER A,

& o b B

Ny 97y TICET 5FEEE

o TIAR—H—DEENLZVERES, 702 WRETIE, Ny I T v T T —X
DYA ZXHBEE GB MO TBIZRDLZENHV ET, NI T v 7T =4Ok
TRAFEDZEE R EIT oMk LT ETHEEL T IZE W,

s NI T v TDOT—=Z P A XDREEGB L TB LIHFIIRELSRDIGE. Ny 7
Ty TR B W SRR D D AR D Y £,

VA +T7ICET FEFIR

s RNy I T v T OT—=FH A XNREE GB MO TB LIFFITREWIEE, VA MTLH
(I BB RHE NN L BENH Y £7,

o RNyl T o FMERITIZ. TA B AFRIZFEENTWETA, TOED, X7 T v
ARG LIZEREE Y A N TIEORE CHRERINTWDLE I B RZERD HLEIL, Y
A RNTOFRNZ, VA RNTREBRICNy 77 v 7 EORE LR CHEEO T A2 A% T
BT BEHL T IEE0,
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FTA B ADEBIZOWNWTOZEMIL, 2.1 A 22EHT 5 26 2—) ] Z#5H
LTL &N,

s N7 T RDEEE U A RNTHRORE T, NFA D R A A 4 (Web — 3—IZ7 7
T A4 572D URL) NER DS, SSL — N—FFHEAZEETILERNH Y £7,

s Nyl T v EDEREES Y A NTEROBRE T, I —x/L’3F XA —# — kernel.shmmax
AR D0 VA RNTROBEEOMEEZ NNy 77 v 7 IuOBREL D REFHEL T
S,

N7 v 7EORKLY H U A NT OB D kernel.shmmax DfE DN/ NS WIGE T,
UARTHETHRICH—EARED TERWEERH Y £7,

5181 ®T—R%FN\VvHOT7vTT5
B ST — A A5 LT Ay 2T v 5 FIAES L £

BT =B D—EN 7T v FIENFA OV — B R EEIE LIZREETOAREET D Z &N T
i‘j‘o

Ny 27 v FIZELT, WSONEEFELXDY £, Faiz, [Ny o7 v Bl T50F
BEHIE (117 —Y) ] 22 LTSN,

1. root =T—H —"TNFA ——|{cn 74 LET,
2. NI T v TRBOBEOY A AR LT,
WDa<y REFITL, A AR L TLIEEN,

# du -sm <8T—X T L2 F1Js>/{controller,collector}/{conf,db}

FEEIT. e DT L7 B UHEAMIZMB BT TR RENET, BRENEZHFEEZREL
TLTEEY,

FATH:

# du -sm /opt/nec/nfa/{controller,collector}/{conf,db}

1 /opt/nec/nfa/controller/conf
92 /opt/nec/nfa/controller/db
1 /opt/nec/nfa/collector/conf

1016208 /opt/nec/nfa/collector/db
ZORITIE, KT I9BGBRRED Ny 7T v 7 A X2 b £7,
3. NFA DV —E R &5 L E7,

# /etc/init.d/nec-nfa-service stop

4. WOa< REFEITLET,

# <84/ >X F—J)LT 7 L2 FY%>/controller/bin/nfa backup -full <path>

118



5T VATLAAUTFUA

Sl¥<path>\21x, N7 7 v 72T H67T 47 N ERELET, ALy
IT T A RK LT, +OREERENDDT 4 AT 2BETHLIICEELTL

7230,

TT—AvE—URERENT, A RBIEFKTTHE, BELEHIET LY
MUY I T T 7 A VBN ER I TWET,

AGEE
Ny 7T T OV A RNZX o> TE, 2~ ROSET £ TICEEFR D AR 55803 &
D E7,

5. NFA OV — b 2 & E# L £9,

# /etc/init.d/nec-nfa-service start

RSN Ny 2T v P F 4 L7 R, ORI BT A 72 8 LT, KRUNTERE L
TLTEE,

5182 &T—3DN\NVITVvTH#YVA+T7TSB
BERE. BT 20Ny Ty 7R YA NTTAFIEZHALET,
Ny T v 7TDOY ARTIL. NFA O —E RAZE L LU-IRBEECERT ALENRH Y £9°,

DARTIZELT, WSONEBEFELHD £, Faijic, VA MNTICETHIEESHE
(117 ~—) ] 2B LTIEIN,

U2 TR ZBGET 5R1C, 15181 &F =452 9077 v 7475 (118 2—) | THHG
LN T 5T 4127 b & NFA YV —R—ICHEL TBSLERHY £9,

1. root =T—H% —TNFA V——|ca s 1 L£7,
2. NFA OH— b 2 &= E LET,

# /etc/init.d/nec-nfa-service stop

3. IkOa~y REFEITL, NFA OBEZREXV AT LET,

# <84/ VX F—/LT 7 L2 FY%>/controller/bin/nfa_restore -full <path>
Gl <path>\21%, Ny 7T v TSN TNDT o L7 M) ZfaELE T,
TIT—AyvE—UREREINT, a~v L FREFKTTLL, VARNTIFZETTT,
AEE

Ny 7T T DA XX - TE, 2~ FOFET £ TIZHEEFH D LR A-RER 05608 &
‘9 iﬁ—o

4. Ny 77 v IO E VA NTHROBEE T, NFA O KA A %4 (Web h—_—27 7
T 2T 570D URL) NEZR DAL, SSL ¥— R —ZEHEDO WHEE 21TV £7,
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VEEFNEIL, 15.1.6 Web Y — _"—D URL Z#EFET5 (113 X—) ] 2L TLEE
A

5. NFA OV — v 2 &2 ##) LF1,

# /etc/init.d/nec-nfa-service start

52 J2O0—T—420EE[ZDI\T

NFA T, ZE L7 0 —F = 27—y X—2 MO TERLTOET, ZITH, 7
0 —5— 2 OSBRI ST L £,

521 720—T—32DRFEHMEALHUNIEB(ZDINT

NFA Cid, KEDO 7o —T —X %R T 4 A7 FEOT CEHBRFET 272012, %16
L7ize7a—7—X%LUT0 [$£53 70 —7—XORE & RFEHM (120 2—7) | TRTH
PEREE Z L IZENCLD B L, T — X ORIEEZE 2 TREFL TWET, £/, NFA Tl
T =X ORI EZ ERFEM AT TR Y R A B T — X 2 I L £3, R
X —Y—NELTFTLHZ L TEET,

£ 53 JO—T—2OHE & RIFHH

T — % O BE (B 45 B ) T 24 )L FOREHAR TR HAM O 2 5 m] BE & B
153 24 IFH 2~168 [
10 5y 72 W 12~336 I
60 5y 14 HH 4~60 H ]
6 MRE[H] 60 HfH 14~365 H M
24 W 365 HH 60~1095 H[#]
7H 1095 HFH 365~2190 HH

7 R—7 = OERLETIE, BAKH I SIZUTO T 5078 —F% =34 X TR—D~
P—T7 =2 EENLTIDICELDET,

1. #EILXIPT RLXA
2. S8 IP 7 KL A
3. EEILAR— NES
4, AR — N
5. 1P 7nm hajn

6. ToS /31 I (DSCP)

7. ANIA =T = A A

X 52, NFA TlX, 77— —X OERBICNERT 4 AJEHEZ —CIZiMz b=, kit
DEFRBIINZ T, LTFTDO X 9 2B 24T\ E 97,
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o BT &2, WBEEDZ W B 1,000 7 2 —F TOF —&Z Ol Z it 72 ot 4 &
LCEBLET,

o 71,000 7 —IZEENBWVWT IO T a0 —FT —H|[ZONWTIL, (2o o7a—& L
T, P LTEHRLET,

522 TARIFEREORELYAE
ZEL- 7 —F — 2 R BT AN E R T A7 ERAED BB Y FEICON
Tt L £,
Tn—7— 2 OER, EEICLERT « A7 ENEIE NFA NVERT L7 ZAR—2—0D7"
B, BXO, 7uo—0RABEEICEKBRLTHNET, £72. (521 7o—7—X OFFrHH
EHADIFRIZHOWNWT (1202—) ] TRLEZBEY ., 7a—F —X 2T 2 1%E8E. BX
OHANREE] T E ok kK7 a0 —50d, NFA THESN TWET, T0d, 7a—T—XDHE
PV ERT A A7HEREORBZIL., ZnbaBFEF 2B bEHT IR TEF
—aAO
AFE
T AR—=F—DEENL VAR E, 7a—F—2 DY A RIFEFICREL DD, T4 A
DZEXFEPEBTLRREER DV ET, T4 AITZBPMEBTLIE . FHO 7 e —FT — ¥ NZ[E T
e, 2RE L TIERICEETE R RV ET, T A7 EFEMEBLRNE S, Ik K7 —#
I, DL e B CEE T LA HEE L F 9,

BARHY 2B 5B Z2 LU FICHA L E9,
1. NFA TEHT A= AR—FZ —DERZHRLET,
S#OERICBWTENT 5 P ERONIE, BEHREREZ AL £,

2. Zu—ORFHIMZHR L. 74 A7 FERH THEM T 26085802 LU OFHFE A2 bR
LET,

REFHIFIFREX P=P1 X 60 + P2 X 6 + P3 x 24 + P4 x 4 + PS5 + P6 + 7

o Pl: 1 SpRiET — % ORI (AL © IKF)

o P2: 10 SRiET — & ORFFHIR (AL © IKF)

o P3:60 PR T — X ORI EAL © F)

o P4: 6 BRETRIE T — % OLRFFHRICGENAL © H)

o P5:24 FEPRLEE T — & ORI AL © H)

o P6:7 HRLET — & ORFFHIKI(HAL - A)

FHERE RO/ LU TIEEI Y RIF T2 a0,

RN T 7 40 MEOE E THIUE, REIT 2970 720 £,
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Bk
T —F —Z kT A REBEYE OEFICOWTIZ, 1521 72 —F —& ORI & bl
BIZHOWT (120 %—) ] 2L TLLIEEN,

3. EMBREEICR T D 7 v — O AN RO 7 n—H) 2R L ET,

7 u— ORI, EABREICBWT 1 SRICES e v L g L OBENFEAE LT
HON ERBIFORETRD E3,

4. UTOREXIZHTIIDO T, T4 AV FBEOAZZH L E T,

T4 AT HHEDOHZMB]=(N+5)xPxLx0.000415+ A x 0.15 + 10,000 [MB]

* N:NFADREHT L7 AKR—F —DHEEK
FNE 1 CHER L7-EZRALTEHAELET,

* P:NFA OfRFEFIRNCH B Z 52T 2685
FNE 2 THER L7-fEEZRALTEHAELET,

o L HRE Z L ICRFFT o/ R 7 m—H
T 7 4V h T, R T AL 1,000 7 7 — 2 REFT 5725, 1,000 ZHEE L E T,
EV
RR7a—HEERE LIEHAIE AR LEEEZBICLGHREL TSN, kK7 r—

BOZEFEIZOWTIE, 1523 REFTL70—HO EREZEE TS (123 =) 2]
LTL7EEW,

o A:NFA D’ L7- 1 O 7 o —%
FIE 3 THER LA L TRFE L £,

STE 5
T AR—=Z—DEENS0E . 70—F —Z T DRI - AR Z L ox k7
O —NT 7 4V M, 1 3O 7 v —5)8 600,000 7 v —>DE1E, LLFO XK 9 REt
RS RIS £,

e N=50

e P=2970(24 x60+72%x6+ 14 x24+60 x4+365+1095+7)
« L=1,000

* A =600,000

s TURIZEHABEDOHZ =(50+5)%x2,970 x 1,000 x 0.000415 + 600,000 x 0.15 + 10,000 =
163.9GB
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523 REETHI3I70—HOLEFZTET S
REFT 570 —50 ERAETE T 5 HIEICHOW T LET,
NFA TlX, 774V FOBWEE LT, =7 AR—F — B Z &I BT 1,000 7 7 —%
PREEL £,
O, BREICIVEETXET,
AFEE
Ta—HoEREEZRKRELTDHE, NFA V— =220/ M LES, LoT, BHTH
T AR—H—DEHRL 70— D ER, v ARy VTEOBEIZ L > T, BRI E AR L
720 NFA D EFICEELZRWGEERH Y £,
FEEEOBEREICT 1 AU LEA SERET, LTO X D 2BLE T, EFICEE T2 &2 T

AL,
o T AR—H—EHEHRIZT, FT7 AR—F —DO[RBRERZITENNFEL TN T
&0

Xy vaR— Rlig, =7 AR—F—0FEIICTT7n—7—ZN"BRTEHT L,

1. REREEHmZFR TS LET,
[VRATLEEB|>BERE 227V vy 7 LET,
2. [ZAB—TFT—2DOLBEO AWK L, BRF5T D70 —F7 =20 LREEZHELET,

7 a—$o FREIE 1,000~10,000 DFHTHEE L E T, =7 AR—F —D B % LU
E LGS, UToREEY BZIC LT EIN,

15~10%48

£7.10,000 7 = —

1M1&E~205

A7 6,000 7 = —

2168~305

A7 3,000 7 = —

31EUE
PRoRITHERE L 8 A,
EFk
« UTFTOREZ 7 ANERET DI LICEY EREEZERTHZLLTEET, 774N

TFHELBRWEESIE, FIRIER LTI ZE N, 2B, [VYATLEER] >RIERE] O &
LG E, ARET 7 ANVORRFIT EEXSNET,

o T ANOREZIT. REEFAINTT D7D NFA —E A2 FEE L T 7EEV,
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e <8F—AZFs LY FUSs>/controller/conf/flowdb.properties

¢« UTD6 DR ETHESNTWAIELZ, T TR UEICEE LET,

flowdb.table.record.limit.l = 1000
flowdb.table.record.limit.2 = 1000
flowdb.table.record.limit.3 = 1000
flowdb.table.record.limit.4 = 1000
flowdb.table.record.limit.5 = 1000
flowdb.table.record.limit.6 = 1000

524 7JO0—0OREHMELEET S
REFT 2D 70— R EEE T 5 HIEICOW TR L £97,

NFA Ti&, 521 7w —7 =2 ORI & FLDLEIZOWT (120 ~—2) | IZHEWT,
TR = T = N AR D B SR ATV ET

ek

T —3e 7 0 —OREHE O FRMEA/NS S LTHDERICT — 2 BNEIBREN S £ TS HEo0
540 SRREORFM AT L E9,

1. REREEEAZFRLET,
[VATLEE|>RBRIERE| 27 Vv 7 LET,

2. [7A—T—8ORFHRE|OSATMK L, 7FF5T 27 v —7 — 2 ORFHIN 23 E
LET,

BETHHRFEYEIZ ELSIERICEVWHIRZRETH2MLERIH D 3, #2111 98
BT —2 ORI 36 Riff] 25 € L7255 13, [10 SBIET—2 113 36 BELL Lo
MaRETHVLENDY 7,

525 AHNBOEERZZEET S
REFT D70 —FT =X DA DI EAT 9 FLUMERF L 2 B T3 5 HFIEIZHOWTIIA L E9,

NFA TlE. 70— —% % BMIEHREET 272000, 152,01 70— — % ORI & AL
JLERIZ DN T (120 =) | IZRRWT, T— X OREZEZX THRFFLTWET, T—FD
KA Z DT DOIDNH L, RE SN RERFRLNICHESWTIIT SN E T, JEHERY
IZ. NFA DA VA h—/VIFIZ, —_—DH A LV —VEELZ TLICHESNET,

1. root =—H% —"TNFA V——ca /A1 LE1,
2. NFA O — b 2% E LET,

# /etc/init.d/nec-nfa-service stop

3. BXE 7 7 A /L (collector.conf) % B & £ 7,

<$T—H T LY F1Js>/collector/conf/collector.conf
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BRET 7 A IWVIDFAE L7 WIGEIE, FHUCIER LT 72 &0,

ek
collector.conf 1X, 7 @ —1HFHROZEHDOBER— FEEORELE LR THIHEATIREY
AT,

4. FET 7 A IV (collector.conf) |2, LATFD/RT A —X—%BfR L, tRFLET,
fREr=
collector.aggregation-offset = <+zHHMM>
+HHMM :
UTC (&t 58 : Coordinated universal time) 7> DA 7€~ FEFEE L £7,

EVE
X E 7 7 A IV (collector.conf) IZAR/NT XA —H —ZFFE L TWRWEE T, 7D, ALY —
BIEN HARKER] & 72> TV D — =28 UL, L FDO/RT A —% —%5E L1256 &R
DEEEL 720 £77,

collector.aggregation-offset = +09:00

5. NFA OV — v 2 & E#E L £9,

# /etc/init.d/nec-nfa-service start

P—EREER, SO D EAERFZ DL FNA DS NFA ICBR S L E T,
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T8 A a<v> kU7 L 2R

NFA DT 2 a2~ FIZoW T LE T,

A.1 nfa_ssl_keytool
HTTPS i#iZ T % SSL #— —FEH EDO MR L OVERIZ{T 9 2~ R T,

Zoa~vy R, Javakeytool v 2 R OBERE 2 ARG AT WLT WETREET 2 7 v
N—ax RTY, Kavr R bEMNTE 586EI%. Java keytool 2~ RDO—H D AT
T, £70. BIEOLRTRENIL, Javakeytool 2~ RiZHbETWET,

Java keytool =~ > N & OFESIXROMEY TT,

 BHOFIHUT genkeypair REDY T a~vy FAEIEELET, F7 2~ RO 54
DIFAIT - (IS EH A,

« Rawr RTiE, ¥—A T ORRILPKCSI2 FETT, £/, F—A M7 DO/3RF<s
F—%F 7 L2 F!)3>/controller/conf/server.keystore [HE TI,

e genkeypair 7 a~vr REFETTHE, F—ARTORATY—R, F—ANTHO=
YR —DRI&, EONAT — RNRLLTD T 7 A JVIZEEER SNV E T,

<$TF—X T4 LY F1Js>/controller/conf/tomcat.properties

77 A CREER S NS REERIL, £EY 7 2~ R T-storepass, -alias 47 =
VEAMLUZBICEEICHEHSNE T, TOD, 5IEBOBERER/NRICIA Ta~
VREFETTHIENTEET,

s —keyalg, -validity A7 v a DT 7 /b MENRELD 7,
e initstore EWHIMHEDOY T a~wr REHEELTWET,
INA

<SR F—)LT 7 LD F1J$>/controller/bin/nfa ssl keytool

e =

nfa ssl keytool genkeypair [-help] [-storepass PASS] [-alias ALIAS]
[-keyalg KEYALG] [-keysize KEYSIZE] [-sigalg SIGALG]
[-validity DAYS] [-dname DNAME] [-dns DNS]

nfa ssl keytool selfcert [-help] [-storepass PASS] [-alias ALIAS]
[-sigalg SIGALG] [-validity DAYS] [-dname DNAME] [-dns DNS]

nfa ssl keytool certreq [-help] [-storepass PASS] [-alias ALIAS]

[-dns DNS] FILE
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nfa ssl keytool importcert [-help] [-storepass PASS] [-alias ALIAS] FILE
nfa ssl keytool exportcert [-help] [-storepass PASS] [-alias ALIAS] FILE
nfa ssl keytool list [-help] [-storepass PASS] [-alias ALIAS] [-rfc | -v]
nfa ssl keytool delete [-help] [-storepass PASS] [-alias ALIAS]

nfa ssl keytool initstore [-help]

nfa ssl keytool -help

a8
YT a<wr ROEWIIKROBEY T,
* genkeypair

BEOT (LRSS L OB 5 I AR 2B L, F—A MTITHILET, o,
Web H— 3= L= 2 A 2 -0 DFERELUTO 7 7 A MBS HLET,

<¢TF—HZFTs LY Fs>/controller/conf/tomcat.properties
* selfcert
F—ZA M7 M) —OFIIKT 5 H CBEAGEIFE LR L £,
* certreq
PKCS#10 JE R A fifi o TREFIEE 4 Bk (CSR) ARk L £,
* importcert
77 ANVPOREAEEITGEAET == 2 HARYD . F—A MTITEM L ET,
* exportcert

AEHEZ T —A RT D ORARY | A F UL ROFERZF & LT 7 A /VITHEMN
L\i‘j—o

© list

REOXF—ART = M) — FEF—RANTR2EONEER T LET,
* delete

F—ZA R MOREDT Y MY —&HIERLET,
* initstore

X—ARNT 77 AINEHIBRLET,
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51%k
-storepass PASS
F—ARNTDONRAT— REREELET,

genkeypair 7 a2~ ROFITHRHIEW L7-HE1L. 2~ RETHIZ/NAT— KD
ADRKDOLENET, TAUSNOY T a~<wr FOEITHIZERK LZEAGIT,
tomcat.properties 7 7 A L bRt TAEZEH L £ 7,

-alias ALIAS
F—ARTHOZ N —DR4ERELET,

genkeypair %7 I~ ROEITRHZEM L72GA1E. 7 7 4V MED Ttomcat] 23 H
ENFET, Fol list BT awr ROFETRIZEK LT2EAE, 3§ XTo=> b —n
RRIZI2 D £, TNLSNOY T a~ 2 ROFEITRICER L7254 1X. tomcat.properties
T ANDOEA RS TR EA L ET,

-keyalg KEYALG

O ST LT X AZEELET, [RSAJ., [DSA]. [EC] R E%EETHZ &N
TxF%, S 74/ M [RSA] T,

~-keyalg. B L WN-sigalg ITFHETE 2703 Y XA —EL Java /b7 —%T 7 F ¥
JCA VU T77 VLA A R ESZBLTIEI,

-keysize KEYSIZE
AT DO A e faELET,
FREFREZ2 MR L OV 7 4L MilllE, Java keytool DALERICHERL L T 9,
-sigalg SIGALG
HOBAMHFEICEA T &I T LT RAEHEELET,

BETHT7/VI Y XAIL, -keyalg EABMEOH DL O TRITNIER Y A, fHER
BEZMER KO 7 4L METX, Java keytool DAARIZHERL L TV E 7,

-validity DAYS

HOZB4AGEAENERE RSN B8 EZEE LET, 0~ 365000 2Me5E T £7,
T 7 F b M 3650 (F9 10 47) T,

-dname DNAME

H B4 REED issuer 7 4 —/L K & subject 7 4 —/L K& LT H X.500 #5514 %45
ELET,

kBl A FRE L iro T ald, a2~y REITHRIGHEMNA DA 2RO BivET,
-dns DNS
AIEFE O Subject Alternative Name JLAEFHIIZ B k3% FQDN Z+57E L £ 7,
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genkeypair 7 a~< 2 KT, F8E€ L7220 > 72 8A 1FXRE-E O Common Name 73
SNET,

-new NEWPASS
X —ARNT ELFHDONRAY — REELTTHERC, BEFZEONRATY—RERELET,
B L5603, o~ 2 RETHICANATY—= RO ANRRD HvET,

-rfc

list ¥ 7 a~r FOMOERIEEAS 7 > a ¢, MR/ 5k 7N CiEEDON
AN ENET,

v AT ar LEFHIEET S Z LIFTE R A,

list Y 7 a<wr RO HERIEES 7> a o T, AMNFEIZ O TX AR TEL
HEONEFFMNH TSN E T,

—rfc A a v ERIRHCIRET 2 Z ST TEEHA,
-help
o<y KRR, 3o~y RO GEEZFERLET,

RYE

FRIIIRFIZIE 0 21K L E 97, RERIRFICIX 0 LIS DfEZ R L £ 7,
eV bk
N— 3 2.0 LLETCYER L2 % — A b 7 O 0E. Java KeyStore JKS) & 72V 97, JKS B %
FIHLTWDEA, LFOY 7 a~wy RBBIMTHEHATE 7,

nfa ssl keytool storepasswd [-help] [-storepass PASS] [-new NEWPASS]

nfa ssl keytool keypasswd [-help] [-storepass PASS] [-alias ALIAS]
[-keypass KEYPASS] [-new NEWPASS]

* storepasswd
F—ARTDO/NRAT— REETLET,
* keypasswd
F—ARTZY M) —DHARAT— REEFLET,
Fo, BV T a<wr Ril-keypass 77 a VBEETE ET,
-keypass KEYPASS
WONRAT— RERELET,

genkeypair 7 3~ ROFETRICAM L7cGAIE, a~y RETHIZANRAT — RO AR
RKObNET, TSSOV T a~ v FOFEITRIZEM L7 5E 1%, tomeat.properties 7 7 1 /b
MOHHI S T ZER L ET,
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A.2 nfa_flow_export

TN 2ANCER SN 7 0 =T = L ZHEO CSV 7 7 A M H 3~ KT
R

AKa< R, CSV 77 A NV~HIT 570 —F—FZOFELRE, BLO%5% LT 25HR
REBEELT, FITLET,

« XRLTDHT—F O
T OFEIL, RES QT TUTD 2 SOEENH Y 7,
- TV AR—F— 1 BICER LR 7 n—7 —4
- BT AR—H—DFEREE LD, Xy NT—I kO Ta—F—X

Fy NIT—=I BEKOT7a—T =Xt T AR—F—BIOA V¥ —T A ADi#
B, BELFEIP T FLA, 77— g IP 7w k@b, ToS(DSCP), %
{5I0/565C AS B D 6 FFE HEIR L £,

 XMBETDHT—F ORI

NFA TiE—EOH Z &z, 7 —T7 =2 ZEH0OLDNE) L, T — X DRIFEEE 2T
REFLTWET, EOREOT =252 MNhTo50b, "NTA—F—LLTHELET,
F—H ORIEE L O OFEMIT, [5.2.1 710 —F — & ORERIE & FLD LI >N T
(120 ~—2) | 2L TLTEE0,

o XfH LT HHIM
WNT 257 —2OfBARKEEKTHREZIEEL T, 7—2 & LET,

F7-. EHICHRVIELETTA-00F— RE LT, BiEHDREOK TRZLIE O
T2 EHNTDHEVWIREDHELHY £,
T — X OREECRE ., S oMz, HHT2 70— — X 2 LMIC X o TR Y AT R E
(ZA4NB VYR, CSV 7 7 A NVO LR EZRRELET,
av L RONRT A —F—DIFEFIEZ, a~r Ros e LTEBIREET A HEE., T
A—H—ZRET 7 ANMIEH L TCIHRET D2 HEO 2@ NHY £, a~r Foj[ L
LCHEHEBEET LA, 1BOFTTHATEI 7 —7—2 3 1 FEEICR £7, &E
TrANEHANSE N FOETTEREEO 7 u—F—2DCSV 77 ANV EHTHZ &
NTEFET,

HI1E5 CSV 7 7 A VDR IL, TA22 ) CSV 7 7 A VDA (140 2—2) | &5
LTS 7ZE0,

INR

<A VR =T 7 L2 F1J$>/collector/bin/nfa flow export
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o

e

nfa flow export -type DATATYPE -level { 1 | 2 | 3 | 4 | 5 | 6 }
{-period START END | -continue} -out OUTDIR [OPTIONS...]

nfa flow export -file FILEPATH

nfa flow export -help

518 (/N5 A—F2—%aAT U FEIMTHEET 255)
-type DATATYPE
HWHhT o7 =2 24T 2BELET, HELHATT, HETE L7 =2 %A FITLT
S
» exporter EXPORTER[:INTERFACE]

BELIEZDZ I AR —BIOFOA L X —T =2 AD 70 —T—XEH L%
T, exporter ¥—U— NI\ T, =/ AKR—F—%ZHELET, =7 AKR—H—
WZRHeWT 1) BEOA X —T oA AZHRETHI LT, FFEA L F—T7 =14 R
RE LT —F&2HT52 b TEET,

T AR—F— A H—T oA RFENEIN 1 DORFFEFHRETT, =7 AK—
B =R U H—T 2 A AOFREITIL, BB OMIZIP 7 R L AX iflndex fE, IF 7
N—TZ72 EbHEHTEET, 3T MEOfREERICET 242 (136 X—) |
BTSN,

e traffic

BT AR—F =, A =T =2 ADBREEICET L7 —FT—2 =M L%
o

* ipaddr
Xy NU—=I 2D T FLAGET Y RRA Y MCET 2 7n—F—4%%2H )
LET,
* app
Ty NI—=IRKOT ) r—va il d b5 7e—5—22HH LET,
* ipprot
X NT—=Z&KOIP 7u baVicilds7n—7—22HHLET,
¢ tos
F v b U—27 KD ToS(DSCPYEICRET 5 7 u—F—2 &2 Hh LET,
¢ as

Ty FU—7 BKRD AS FFICETH 7 e —1FRE2H I LET,
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devel {1]2]3]4]5]6}

T AR= T 7 = OREE L~V ERT 1~6 OBETHREL £, RELHAT
B

LAV e F =2 OREDORRIT 70 —7 —2 OhE & f5E ATReif o BIfR (133 ~—
V)] AZRLTIIES N,

-period START END

HhdT570—7—2 OB ORKBEERBLIOK THRZIEE LE T, -period £
lX-continue DWT NN —FZFEEL £, WM HFREHICIEEIXITEEFEA,

HEFIE, yyyymmdd & 7213 yyyymmddhhmm[ss] DA THE L £ 9,

—level \ZHEE L7 L-UMZIGE CCL BRAA A IF & T HEFOIRICHIR2 H Y £97, 5FMl
X 7 —7F =20k E L EEAMRBMOBKR (133 X—2) ) 2ZRLTIEIN,

-continue

AIRISEATRRICH ) LTe B D 7 0 —7 — 2 b BERAE TCo7n—T7 —2 2 T
LA E LE T, -continue £/l -period DWWTIum—F 2B ELET, Wl
FIFFICHREITTE EH A,

—out THRE LT2T 1 L2 b VICKHT BHIEIFEATIHCIL, EATRA OO HITV, 7
n—F =S LEE A, REIFETHND 7 m—F— 2 2 LET,

—~level [ZFEE L2 L~ULIZIGE U T, —FED-continue FEITTH )T 5 HARIZHIIE A
HYET, ML (7 e —F7 —XORE LfERMEORER (133 X—) ] 25 L
TLIEE,

-out
AT 4 v 7 MU EBELET, HBEXLHETT,

#et /S A EIAIAARS AN A DIRENRE T Y, FHET DT 4 L7 b VIFFRNS/ER LT
BILENRDHY £7,

-filter CONDITIONS

HAT 270 =7 =2 2RVIALREZEELET, RMEEETETD L. TORFITH
BIL7n—7—2OHRMNhINET,

PR IR AL T 7 o v X R 0FRETTE (134 X—) ] #&R LT 730,
-full

EEICITR RSN, GEfli 7 e —ERb e T LET, HITRNEDOELIZ DOV
Tix. TA22 HT1CSV 77 A4 DA (140 X—2) ] ZBR LT EE,

-type IZ exporter ZE LG AIHEHTEL ATV a T,
-limit NV

1 BIOFETTHAT D7 0 =7 —=Z OB ORRIEZIFE L E9, 815 &(byte HAL)D
ZnTu—7 =oAL, BENBEBA LS 7 e —T =2 IIH N LEREA,
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fEE L2 W EIE, HOMFRORIRZITO £ A,
-limit-by-packet

-limit A7V a O THEHIIR 2 BR O ISR & 3815 & (byte L) DL WMEDND |
WEANT MRS OVIRICETE L £,

-line N

CSV 7 7AW DICHNTHERFRITERERELET, BELZWEEIZ, 1 774D
720 6553547 CHANLET, fEE TE D AKAEIX 1,048,575 T,

HAIT 57 —208 12507 7 A VI E LZRWEEIE, 77 A VESEILET, oS
Ni=77A40E, 77 A NVAKRED 00lesv, 002.csv DL HITHFIZ/2D £,

-no-header

HRETAHE, CSV 77 A NVFD1ITEIC~NYE—T 04— )L N{THH I LEH A,

BBl (NG A—F—ZRET7AILTIEET HI158)

-file FILE
NI A =B —5Fl# LTZRET 7 ANONTA—H—RET 7AW EREL T, Ka~
v REFEITLET,
IRTG A= —RET 7 ANEMEHTHZ LT, 1 HOa~y RTHEHEORGRIZR L —#E
TT—42HITHILENRTEET, IRBEEOLGEIT. NTA—X—RET7A V&
i L CEITTHZ 2R L £7,
INTG A =R —RET 7 A NVDIERIZONTIZ, TA21 RTA—X—RET7 7 A4 VDIE
X (137 3—) ) 2L TLEIN,

515 (£ Dth)

-help
a~y FOMMGEZFRLET,

RYIE
FREIREIZIL 0 Z IR L E 3, RARRIZIZ 0 LA DA IR L 97,

J0—T—3DHE LIBTEF IR OREE

Tu—F—Z X, TEORETELICLA_ALESTTREFLTWET, Kavwr Ro-
period THE TX % H/NREHIE « e RIFFFIRIZ, LV T EZkE->TWET, FERIC, -
continue THEATT HREIC—EIZH I TE DR KREFHIEL L XL Z LTk Eo>TNET,
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[ A-1 70 —7 — 2 ORE L FEE TR O IR (134 X—2) ] 12, Lrub T E O/
I [T 36 & OV RIRFIRIIE 27~ L £97,

R A1 JO0—T—3ORE LIEETRABOMN SR

LRI T — 3 DR EE (BT EFRE) B/DEFEE RAFFEIE
1 14y 14y 60 5y
2 10 %7 10 4y 12 B
3 60 47 60 77 3H
4 6 IRFfH 6 14 H
5 24 B 24 W 60 H
6 7 H 7H 365 H

-period CHRET HKFMIIEIXZ., TN ODMEOHFPMHICINE S L2 ITfREL T EZ W, filx
IX. 2017/4/1 D 10:00 726 L~ 1 O KFFEIE60 53) T7 — & Z 113 2355 1%, -period
201704011000 201704011059 FRE L £7°,

~continue TEMMNTH 1T 256 1E. e RKFHIE O 0 R E ORIR TV IR LFATT 5 2
EEMRLET, o, HREOFETHOLERNFHBEZEX 2HBNENTESEEIX, -

continue (2 X 5V IR LFETOMMREE RO 5 & L0 BRI HFRFAIZB V- <
ZENTEET,

EVEk
-continue ZIEE L TOH I~ R, 78 —TF —ZNFELLVEIRIICH L TCETEIND &, 7
0—5 — X2 NIFEETHZHMORE DT — X5 CSV 7 7 A A~H I ShvET, FlZiE, REIRE
DT 7 H )V T, Lo 1 OF — T B FETREEOH 1005 30 R 22N 2R &2 5 2 7,
ZOMRPLT-continue ZIEL Ta~ Yy REFITTH & REHIFQ4 FERDZ B2 TV oH e, 7
n—7 — Z BFET % 24 RERETA D 23 RFEETE TO 60 pf D7 v —F —% % CSV 7 7 A /LT
HAOLET, ZO%HAED, —continue ZIFE L TCOa~ Yy RETZHEB L TITH 2 & T, Bk
BRFZNTBNDOL ZERTEET,

T ORFHARICE T 23EH0E, 1521 7 a—F —Z ORI & FLDLFRIZ DN T (120 24—
V) BBRLUTLIEI,

24N —FBDIBERE

T4 NE—REE, T4 NNE—DAETESITHRET AEE =) THRALTHEELET,
[=] OFHIITZEAZ ANLET A,

RETE D74 NF =TT O®@Y TY,
* exporter=EXPORTER[:INTERFACE][,EXPORTER[:INTERFACE]...]

T AR—H =TT 4 NE Y TEITNET, =7 AR—=F =TT [ BT
B =T 2 A AERETDHZIET, BHEA X —T 2 AZRE LTI 4 VHZ Y T LE
9,

134



kA =~ RV 77 LR

T AR—L =0, U H—T 2 A ADFREITIL, B OMIZ IP 7 K L A% iflndex fiE.
IF 7 NV—74 BT ET, i MEofEeEXICET 2 e (136 X—) |
ZHEBLTLSIEE N,

—type /N traffic, ipaddr. app. ipprot. tos. as DFEIWTEN T VX —TT,
srcip=IPADDR|[,IPADDR...]

BEILIPT RLATTZ A VE ) T HITVET,

—type ) exporter £721% ipaddr DHBAIWTHEN R 7 4 NV Z — T,
dstip=IPADDRI[,IPADDR...]

SEEIP T RLATT A VE Y T EITVET,

~type 73 exporter £721% ipaddr DFHEIZA RN 7 4V F—TT,
srcendpt=GROUP[,GROUP...]

EEILXTZ RRA U NITN—=THTTANZ Y T HITVET,
—type M exporter £721% ipaddr DHEAITH NIRRT 4 IV H —TT,
dstendpt=GROUP[,GROURP...]

ST RRA LV NI N—THZTT 4 NE ) T EITNET,
—type M exporter £771% ipaddr DHEAITH NIRRT 4 IV HE —TT,
app=APPLICATION[,APPLICATION...]

TV =2 a M TTANE) T RITOVET,

—type 7N exporter E£721% app DBAITHENR T 4 NV E—TT,
ipprot=PROTOCOL[,PROTOCOL...]

IP7va haVTTZ 4 NZ ) TETNET, IP7a ha L £ IP 7 e by
PRETEET,

-type 7’ exporter £721% ipprot DEGFHICH 27 4V Z —TT,
dscp=DSCP[,DSCP...]

DSCP fE(PHB) T~ 4 /L% U v 7 %47 EF, DSCP (6 #1D 2 #4%) &£ 721X PHB 235
ETEET,

—type M exporter £771% tos DHEAITH NIRRT 4 VHF —TT,
srcas=AS[,AS...]

EEITLASEFEZTTI A NEZ I T HITOVET,

—type M exporter £771% as DBAIWTHN R T 4 IV EZ—TT,
dstas=AS[,4S...]

S AS HHFTT ANZ Y T HITWET,

135



kA =~ RV 77 LR

—type /N exporter F721% as DEHEIWTEHN 27 4 VX —TT,

FNZENDORMEOLANT, 2o ~XKU Y TEHRIWE RS Z LT, WTIUWDLDEIC—ET 556
WCH 1T 5, EWVW) ORFHETTZ A NHA ) T HIT2E T, ar~ORIEBICIZZETZ AT
WHE L £,

Fo, BEORME A=A TR > THRETHZ & T, T XTOLFHIC—ET HHEICH
5, EWVWH ANDSRGETT A NEZ ) U T HIT2 £,

ENHEEEXICET HHE

T AR—EZ—DIRE

RKa<w RCJ AR—F—%BETHEATClIL, s, F72EIP T RUABEET
xFET,

T AR—Z—HIZEFENI DLFOI L, a0, AV F—T7 A4 RFE L DK
U0 X5 L TR BR ZFF DT, an 20 H052 & 5613, 2 v OEA]
Wz N\ ZEAL T A —7FT50ERNHY £7°,

ek
bash 72 EDT =)L TIL, 2~ R4 ET N 2ANT5L, Bk xar—7358 L

TRES, LFL LTRMEINBVGERH Y T, ZO5E, BEOAHTRKE 7 4 — b
IFCRTH S 2 & T ELHRETEET,

By = 7 AR —HF —4 7% Asystem:exporter]l DG

# ./nfa flow export -type exporter 'Asystem\:exporterl:GBEO/1' ...

A B —T A ZADIEE
RKa<wy RCTA X —T =4 AEHRET HEFTTIL, o, £7203 ifIndex HAFEET
xFd, Fo FINA—F4EETXxFET,

AU B =T 2 AZITONWTH, 7 AR—HF—4 LRERIZ, 2a ORI E%RE
BoDT, aurZ2040% &0 55481%. anOEFNHE N\ 2FHAL TRy —F
THMLENDH Y F97,

IP a2 ka2 /LOEE

ARa~<w RTANARREZRIP 7ua Fa LB L ONIP 7'u Fa/FE 5L, IANA AR L
TV % Protocol Numbers D EFIZHENL L TWET, IP 7’12 F 2 /L& DIFE TlT, KX
TN E N E T,

http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtm] *!

T A NS —REOMEDTRE

*1

Z® URL IZ, 2021 %9 ABEDOH DT,
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T AN —FOMEGEIDE, 2~ X)) TEEDEARET A2 ENTEET, &K
Iz ary~<~FD0L0EEDAEAIT. ary~0EFIZ N\ AL T Ay —74 3%
’/Z‘gzﬁ&)w i—a‘o

av L RIA VD DEAEZETMEDIEE

T AR—H =G0 U HE—T = A, T A NE—FEOERE, EAXTEETME
a<wy RIA4UMBIRET D &, ZZAXTENGIHOUINE & LTS, BX@Y
DIENFEETE EHEA,
BETHEICEATRE ENLIHGER, HEEE 7 4 — R P " ") THAE T,

TIEER

o Ko< RE&EITTH7-01201E, NFAV—EANEE L TWALERH Y F4, £,
AKa< R, root 2—V —DHEITTE F9,

o U AR—H—EFRRALTIRET DB, A URRAEZFFOT I AR — 2 —PNEEAFET

HE, MGEERBIHETE WD, =7 —LhkvEd, BEETITRLEFOTY
AR—=H—HRETHHAEIL. BRLDOROVIZIP 7 RLUATIRET 50, 4N E
BLRWEDIZARTZERE LT IEEW,
FRRIC. 1 DDy AR—F —|ZBTHA v Z—T = A X & NF VN —TF DFFLNEBE
LTWAEHEAED, TOA U F—T oA ARRLERET D L, G52 —RBICFHETET
TT—ERDLGERHV ET, ZOLEIE. R4 OO I iflndex [EZ 5 E T 5 0,
FREDEBELRNVEIICARIEET L TS,

s BT OHBNORDLFEFFOIF JNV—T%2BETDHE, A X —7 x4 AD iflndex &
DIFE & KRR NT  BREY ITHRETERWGEER’HY £7, IBETHIF I/ L—7
ZIX, BFUADO L TFEE LA ZH LN LDREL T IEIW,

e Ravwr FEFETTDHE, -out THRELEZT 4 L7 FUKNIZ, CSV 7 7 A LD
nfa flow export.dat &V 9 7 7 A WIMER S NE T, ZDO7 7 A /W2, 1D 3508
B ) LT — 2 ORI 72 EOFEATIE MBS ENET, ZOT7 7 AV ZHIBRT S
L —continue IZ K Dk I EXGE D ICEMEL £H A,

A21 NFGA—F3—EEIT7AILOEHK
nfa_flow export 2¥ Y RD-file JIHUCHET /RT A —F —FET 7 A VOFRIZ DN T
WL ET,

I77A4NVTH—I Y I
ANT17 7 A iE, LFOBANCHES TER L T 72 &0y,
o NIRA—H—FBET 7 AL, UTF-8 = a—F ¢ 7 C#i LET,
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Bk
RET 7 ANMIFHHTE DA LTI, 2~ FEETTIREO r—VIREL £9, UTF-8
n—NTavy REETTHIET, TXTO UTF-8 LFEAFEHTEET,

BATOS N #) DOIGE AT, 2 A MTE L THbil, EHINET,
17— 2 O¥ALT, HEZKLET,

KEGIN [N NITEEOREA Zildl L, TALEDOITIC, a~v 2 R A4 UBIETHRET
EONRERHLET, KIER[] 20RO [1ETEEZ v ar LFRET, B7 Ve
VORELIT, T ANNT—ETOHLIVERDD £7°,

7 a AT, av R UBIBITHET2REZ., 11712 1 DT OHl L £
FLET DX EIL, /WS X—F—F : EORXNTT, "NTA—F—ZIZF, a~v K74
VHlA DN T-) RO ARIZEE LET, X, 2~ RIA4 Ul iEE
THANKEFR L TT, HlZiX, -type exporter T2 AP —X—ZIZHHHUTHNE L L
T DHITIE. type : exporter ITORF—F—LZLi#H L E7,

—continue °-full R EDHEEET-72\WA 7> a VI EEET AL, EIC Ton) &
SHELET, B Ton] ThHIUL, FOF T a U RNHESNET, EIC Toff) &aHE
THE, FONRT A=A —[ITHREENTW2R2NED L L THbILET,

DEFAULT & WO &aiDt 7 v a if, ¥t rvar & LTfbiEd,
DEFAULT &7 ¥ 3 VIZRE LTZNEI., o+ _XThov s a7 740 MEE L
THbET, Hl2E, TXTOEREITK L TIE U (period) & 5 € L 7=\ A 1%,
DEFAULT &7 ¥ 3 VT period /NT A —H —%#T 52 LT, ot v a1z
period INT A *&*%?ﬂﬁ L THETTHIEMTX e

BB, out /XT A —Z—|IDEFAULT ©7 > a VICE@Tr2 e nTcxtHA, K&
ValENENREHTOIMLERSH Y £T,

EnEEEXICEIIHERE

77 A NIEHT H/NT A —F —DfEIL, AT a2~ T A IR ET HE & IR
CTTN, UTFTOBENVRHY £,

7 4 N E =R OEHIEE

O RIA UBITC-tilter ICHEBFED 7 4 V2 =S ERET D HE. ZHAXFT
KB > THELET, —H. NTA—F—FET 7 A MIBEEDO 7 1 V2 —FhwEL
Brald, BAXF T SITTREID £9, F7o, SdTHROITIIEEE ZAFND
XU OFET, BMRENE FedEp] (139 2—2) ] 28 L T 7EE0,

(%) =& EOfE
(%] Z&ETEZIRET HITIE. T%%) & “HEICGHHTAILERH Y £7°,

ZZAX T 2 E L EOREE
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AV RTIA UGB ITERY EAEGUREEZIEET 556 TH, 74— FUFETH
IMEITH Y E£H A,

ZOM, 37> KT A L FROIRE LRBIC, BUFOLCT AT 55 A1 Ay — T 1
=TT,

s TIAR—HF /A E—T 2 A A0 )EDLDEGEDLLEEIT, an 0
EANZ N\ 2 AL T A —74250ER’H D £,

s TANE—FHDOEIZZ () FDOLDOEEDLGAIX. 2 YOEANT I\ ZHFAL
TR —TFTHMERH Y £7,

BRI AL
PLFIZ. 2017/4/1 10:00 225 30 35 DL 1 (1 DhifE) D7 u—F—X % 3 B5DOTY
AR—=H—IZONWTH T D% ERITT,

[DEFAULT]
period : 201704011000 201704011029
level : 1

[Router01]
type : exporter Router(l
out : /csvdata/Router01/

[Router02]
type : exporter Router02
out : /csvdata/Router02/

[Router03]
type : exporter Router03
out : /csvdata/Router03/

DT, 107 =5 54 Tkt L, WEORRD 7 4 b5 —R{FRIEE LT, #0ELE
7T 2 HaORERTT.

[DEFAULT]
continue : on
level : 2
type : ipaddr

[src/dst address: Router01l (1)]
# Router0l ETH+v TFrEIhiz, 585 :192.168.0.10 (BT HT0—
out : /csvdata/ipaddr-Router01-1/
filter : exporter=Router(0l
dstip=192.168.0.10

[src/dst address: Router0l (2)]
# Router0l ETH¥ FFrIhi-. 58% :192.168.0.20 ICHT 70—
out : /csvdata/ipaddr-Router01-2/
filter : exporter=Router(l
dstip=192.168.0.20

[src/dst address: Router02 GBEO/1]
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# Router02, Gigabitethernet0/1 ETHF¥TFrEhi-70—
out : /csvdata/ipaddr-Router02-if01/
filter : exporter=Router02:Gigabitethernet0/1

[src/dst address: Router02 GBEO0O/2]

# Router02, Gigabitethernet0/2 ETHFv¥ FFrShf-7oO—
out : /csvdata/ipaddr-Router02-1f02/

filter : exporter=Router02:Gigabitethernet0/2

A22 HACSV I74ILDORI
nfa flow export 2~¥ Y RN T %5 CSV 7 7 A VOERUZOW TR L E7,

HAT74M4IL4A
HAshsd 7 7 A A OmAHANTLLTO@Y T,
<yyyymmddhhmmss> <7—H 84 7> <iZE&>.csv
o yyyymmddhhmmss
A~ FOFTERRM LI AR T,
« FHFELT
—type [HEELIZT —# Z A T4 TT,

exporter ZFRE LT AT, 7 — % # A 74 (exporter) DOV IZ FEE LT =7 AR —
A —DHFNIRVET, Flo. AV F—T oA ABBEL TSRS, A% —T =
AADLHTBN G ENET, T AR—F = H—T = ADLRIDHI B, 774
WU AT NTHEATERWCFT [ ICERIET,

. HE
3MTOEETT, 001 HaaED £9, —EICHIEND T — X BN LW I5EE1T 001,
002, 003 7 7 A NMTHEI SN ET,

iy =27 AR—% — Router D, A > ¥ —7 = A A Gigabitethernetl/l ZXf%R L L7155

20170401100147 Router Gigabitethernetl 1 00l.csv

HAT+r—< v b

CSV 7 7 A W ORERITLL T D Y T,

« XFTra—7 471X UTF-8 THA S ET,

« UATHIZ, HEADOENT~Yy X —T 4 — /L F{TTT,

-no-header 7> a VERE L CEITLIEHGAIX. ~v F—7 4 —/L RITITAME S 1,
1ITEP 7a—T—2 " EhET,
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‘ﬁ‘o
[ A2CSV 7 7 A LDF—8 (141 X—) ) |2, HI¥lo—&E&2RLET, £z, 15
BT =2 IATICL TRV ES, T2 XA T LHNINOMIEE [RA3 T =2 AT
BIOHH—F (142 =2—) | IR LET,
®&A2 CSVI7AILDH—HE

5|4 BL
DATE NFA 737 1 —%5A5 L7z kel
ZARRZNT, 7 — 2 OREGRARR) TV B THET,
EXPORTER Tua—%RH LTI AR—¥—4,
7 4V E =54 Texporter]) (2 LET,
BYTES 7 u—OEEREA 7 T v M),
PKTS T u—DE Ty M
PROTOCOL IP 71 k2 L4,

ZHIPEZE SN TOVARWEARIE, IP 7 ha Lk SsathahnEd,
7 4 VE =54 Tipprot] ZxIG L ET,

TOS TOS (Type Of Service) 7 4 — /L N1,
10 EHEFLTHA SN ET,
TCP_FLAGS TCP ~y ZI&ENDL 2 ha—T T 7 O,

FIN=0x01, SYN=0x02, RST=0x04, PSH=0x08, ACK=0x10, URG=0x20,
ECE=0x40, CWR=0x80, NS=0x0100 & L C, ON [Z72 > CW\5 7 T/ DinH
s 16 EEEFTL THASNET,

L4 SRC PORT EETTAR— F &,
IPV4 SRC ADDR EETIPVEAT FL A,

T g =5 Tsreipl (2 LET,
SRC_MASK KEEEIPVAT RLADY T Ry b~ 271,
INPUT _IF T AR=Z—EDANIA F—T = A 24,

IF JV—F123 48T 58815, IF 7 Vv—740nHhEanx1,
7 4 B =5 Texporter] DA H —7 = A ZREITHIELET,

L4 DST PORT SaSeR— h & A,
IPV4 DST ADDR 564 IPv4 7 K LA,
T 4B =5 Tdstip] (2 LET,
DST MASK SESE IPVA 7 RLADY TRy b~ A7l
OUTPUT _IF T AR=FZ—LOHIA o H—T = A 24,

IF 7 )V—7Z5% %4 28541, [F 7 v—740nMAhshEd,
T 4 VE—5AF Texporter] DA ' Z—T = A AFEECKHE LET,

IPV4 NEXT HOP WOHRIES)V—H —D IPvd 7 R LA,
SRC_AS EIETE AS F e

T 4 VB =5 Tsreas) 15 LET,
DST_AS 5i50 AS H,

T 42— Tdstas) 1Zxf LET,
FRAMETYPE Ethernet 7 L' — LD X A 7 & F3 055,

141



kA <~ RV 77 LA

LIE B
lEthernet 2|, [TEEE802.3 SNAP|. [TEEE802.3 RAW], [TEEE802.3 LLC]
WO TH I S E T,
ETHERTYPE Ethernet 7 L — A D & A Ff#,
16 #HELTHOINET,
VLAN TAG VLAN ID,

APP TN r—a 4,

T 4 B =5 Tapp) KRGS LET,

HETLT S RRA v N T N—T 4,
7 4V H =5 Tsrcendpt) (2R LET,

SRC_ENDPOINT GROUP

ST RARA VNI N—T 4,
7 4 VB =50 Tdstendpt] (23 L Ed,

DST_ENDPOINT GROUP

SRC_HOSTNAME EETCIPvA 7 R L AIZ#%% 4% FQDN 4,

DST HOSTNAME SA5C IPvd 7 R L A1Z3%249 % FQDN 44,

DSCP DSCP f&(PHB),

595 PHB 28 RUMEDB AT, 6 H1D 2 #EHTH A L £,

ek

NFA Tit., BB Z I 43 70— —2 0 ERENRIEE->TRY, EREZB2 70—
FT—=2E [Zof) LLTEEobNET, FDM] »7r—iE, DATE, BYTES. PKTS D%ILL

SDNZEMR L 720 . BALREE 2 & ot o7 —2 L LT sk 7,

Tu—F —ZDOIDWHIZHOWTIE, [52.1
N=U) ] HLBRMLTLEE N,

7 —7 — X OREFEIME & SLDAEIZ oW T (120

RA3 T34 THOHEAN—E

LIE exporter | exporter | traffic app ipaddr |ipprot |as tos
(~full)

DATE Y Y Y Y Y Y Y Y
EXPORTER Y Y Y Y Y Y
BYTES Y Y Y Y Y Y Y Y
PKTS Y Y Y Y Y Y Y Y
PROTOCOL Y Y Y
TOS Y Y Y
TCP_FLAGS Y
L4 SRC_PORT Y Y
IPV4 SRC ADDR |Y Y Y
SRC_MASK Y
INPUT _IF Y Y Y Y Y Y Y Y
L4 DST PORT Y Y
IPV4 DST ADDR |Y Y Y
DST _MASK Y
OUTPUT _IF Y Y Y Y Y Y Y Y
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LIE exporter | exporter | traffic app ipaddr |ipprot as tos
(-full)
IPV4 NEXT HOP Y
SRC _AS Y Y Y
DST AS Y Y Y
FRAMETYPE Y
ETHERTYPE Y
VLAN TAG Y
APP Y Y Y
SRC_ENDPOINT G |Y Y Y
ROUP
DST ENDPOINT G |Y Y Y
ROUP
SRC HOSTNAME Y Y
DST HOSTNAME Y Y
DSCP Y Y Y

A2.3 {ERHI

nfa flow export A~ NOFERE 27 L E T,

BEDIYRAR—F—IZDOVWTCTHEEHROZO—FT—42 % H
Hhd5

T AR—H—Router0l DA U H—T A AR E LT, | BEFRIEOFEMZe 7 o —
T—H % 2017/4/1~4/2 D 2 By H T 5121, AT a<r REFETLET,

# mkdir -p /nfa-csv
# /opt/nec/nfa/collector/bin/nfa flow export -type exporter Router0l
-period 20170401 20170402 -level 3 -full -out /nfa-csv/

o~ REFEITTHE, mfacsvT 4 V27 FUIZCSV 77 A NVBHTISNET,

EIVAR—F—DEREFT LDV NT—U2KD D
O—T—42 ZEHMICHINT S

TRTOZI AR—F —DEREE L DRy NV =TI BKOT7v—F—2 L LT, =7 R
R—=F =B =T oA ZADBEE, EETHIEIP T NLA, TF r—a v,
IP 712 | =2/, ToS(DSCP), Z#{EI0/4565C AS H 5D 6 DDA I TEES, Zhbzaxf
G LT, 1 DRiED 70 —F7 =X ZEMOICH T 512, FTUTOT7 7 A4V ZERk L
7,

[DEFAULT]
continue : on
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level : 1

[Traffic]
type : traffic
out : /nfa-csv/traffic

[Endpoint IP Address]
type : ipaddr
out : /nfa-csv/ipaddr

[Application]

type : app
out : /nfa-csv/app

[IP protocol]
type : ipprot

out : /nfa-csv/ipprot
[DSCP]

type : tos

out : /nfa-csv/dscp

[AS number]
type : as
out : /nfa-csv/as

YERK L7 7 7 A /v % /nfa-csv/flowexport.conf & L CHRAFL 77,
FENT, out NI A—F—ITRELTZT 4 L7 MY EERLET,

# mkdir /nfa-csv
# cd /nfa-csv
# mkdir traffic app ipaddr ipprot dscp as

[N CTE 7B, cron 72 K2 nfa flow export 2~ RZEMIIZFATTH L IITHEL
iﬁ—‘o

PLFIE. cron 2 L T3040 Z &IZFITT D ERTT,

0,30 = & * = /opt/nec/nfa/collector/bin/nfa flow export
-file /nfa-csv/flowexport.conf

FREO 4y, 30 712, mfa-esv T 4 L7 YD FOYVTTF 4 L7 MVIZ, ENENLCSV 7 7 A
IVHBMERR S IVE T,

cron DFXEICEHT 25T, OS DIt T H~v=a 7 LEZSM L T EI W,
EV bk
nfa flow export =~ R, WAL= CSV 77 A NVOERIIITTWERTA, HAILIZCSV 77

AT BN — =B BT 52 L TT 4 AV FELZEBE LAWK S ITEN T 5 0H
NV E£T,
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BENSIHEETHDIA—T—L2 2 EHEEAHT S

BlzIExry NU—7 BEREZ B E LCLBENLHAEEF TO 7o —F7 —# &2 L TH
B, TR FELTBL Z b TE £,

LU, 2017/4/1 10:00 O S2351X U8 T, 2017/4/1 0:00 2250 1 SShiEO 7 0 —F5 — X %
T_CHEHNTDHHTT,

1. 1[FHDFEITIX, -period ZFEH L T 60 pElOT—422H T LFET,

# mkdir /nfa-csv
# /opt/nec/nfa/collector/bin/nfa flow export -type exporter Router0l
-period 201704010000 201704010059 -level 1 -full -out /nfa-csv/

2. 1[BIBOFETOH LR AT, 2B Z%E/T L £9, 2B HLFEDOFIEITIE, -period T
1272 < -continue ZFHT 5 Z & T, BRI TORMEOT =N HNTHZ ENTE
9

# /opt/nec/nfa/collector/bin/nfa flow export -type exporter Router0l
-continue -level 1 -full -out /nfa-csv/

2 [EH OFEITTIX, 2017/4/1 1:00 225 60 73l OT — 2 B S E T,
3. BUERFZNZIBWO £ T, MV I L-continue TEITLET,

1 EIDFEITT, 60 IO T—2 1S Tn&E£T,

EVbk

BAERHIC B DU b cron 78 ¥ CEBIMICEATT 5 2 £ T, S BICHEREL CHINT 5 =
L SATHECT,
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F8B cSTILYa—TFTa2T

NFA % ZHIHW=72< ETHREESND F T 7 E . ZORUFEZHOWTIIA L ET,

B.1 Weba>2V—IJLIC¥EHETEAHL

R

FTED URL 5 LT Web 2o Y — LIZHf L LD & L7, AFDO XD RBEHNFRRS
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