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e nfaTrafficThreshExceeded
HEEOLEVEEBEZ R LET,

Enterprise : .1.3.6.1.4.1.119.2.3.239.2

Generic Trap : 6

Specific Trap : 1

Variable Bindings : nfaEventOccurTime :
nfaEventOccurExpAddr :

nfaEventOccurExplfIndex :

nfaEventOccurExpName :

nfaEventOccurExpIfName :

nfaEventOccurEntryName :

nfaEventLevel :

nfaThreshFlowConditions :

nfaThreshConfData :
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e nfaTrafficThreshCleared
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Enterprise :
Generic Trap :
Specific Trap :
Variable Bindings :

* nfaThreshStopped

.1.3.6.1.4.1.119.2.3.239.2
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nfaEventOccurTime :
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nfaEventLevel :
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nfaEventOccurExpName :

nfaEventOccurExplfName :
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nfaEventLevel :
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« WET 4LV Z NIDTIRETI AR=FZ—DT 4 L7 b 2fEp L, 15 3@ HE )
LET,
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rawdata.auto-export.retention-days = <Days>
Output Directory:
0= =2 EHNTEHT L7 N DOARRERELET,
ART A =B =DHEIN TR, F721E, REMEDBRNERGAIZ, =—TFT—%
DB INIATOILE R Ao
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# /etc/init.d/nec-nfa-service start
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Ky aR— NERICHT DA4HTEZHE L ET, RARFEIL 32 XFTT,
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TS ET,

=7 = X3, 15 5 BICLL O THEIN I S E T,
* <Output Directory>/<IP Address>/YYYY-MM/
RawFlow <IP Address> <FlowType> IPv4 YYYY-MM-DD HH-MM.tar.bz2
LREDEHET 7 A VR LT 6. LLFO X S ek & 720 £,
- RawFlow <IP Address> <FlowType> IPv4 YYYY-MM-DD HH-MM/

RawFlow <IP Address> <FlowType> IPv4 YYYY-MM-DD HH-MM <index>.cCsv

Output_Directory
FXIE 7 7 A /v (collector.conf) THRE L7=H 1T 4 L7 RV

IP_Address
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T AR—=HZ—DIPT RLA
FlowType
Zu—7n k3O
- sFlow:sFlow (Z L2 7 v —F =X Zi L T\ D 2 L a2 R LET,

- NetFlow: NetFlow, F7-1%. IPFIX |\Z kA 70 —F5—HX 25k L CWH 2 L &R
LET,

index
717 7 A VORI

1 774N 10 TEO7a—F7—2N5edkSi, W7 7 A VO EbET
index DM H- SN E T,

)17 7 A0 T YYYY-MM-DD_HH-MM | (%, 70 —%ekd Db HRFZ R L
£7, Bz, 12022-10-14_09-301 OIGAIEL, 2022 410 H 14 H 9 KF 30 737005 15 43l
ZELE7e—ixdd o —FT—4Thobl taRLET,

A—T—%2 2774 )LDOHK

EHfE 7 7 A V2L, 1I59Bo 77— —2 525875 CSV 77 ANANEGEENLTWVWET, =
DCSV 774, BLO, @ EnTnso—r—ZOERIFLLTO®EY T,

WF o— K: UTF-8
WiT=2— R:LF
H O

WA+ 2575 —%EBA [$£4-5CSV 7 7 A LDF|—%& (107 <—) | IR LET, KIE
HZIEFIC, ar~O)XKEY CHAOLET, £/, K#MEEX TNV +— T — a3 (")T
PHACH I LET,

#®4-5 CSVI7M1ILDI—&

NES Fl4 BTl

1 recv_time Tua—7— X% O,
NFA Y= _—=DZ A LY — & FHEL U YYYY-MM-DD hh:mm:ss
DOEX TR LET,

2 src_address Tu—DEFEILERDT RRA L FDIPT RUA,

3 dst_address Tu—05Ed b RIRA VRO IP T LA,

4 nexthop 78 —@ NextHopIP 7 R L A,

INGRESS OFBRETT7 v —% W LA T 7 AR —4 —3%8
FllpoTNB7a—2ETIHMERH Y FH A,

input 7 a—MNASIHIATTHEE LA v F— T = A AD ifIndex fH,

output Tu—NHAFETER LA v F —T = A A ifindex fi,
INGRESS O ET7 r—%BIW L -HET I AR —F —2N%
TellpoTNH7a—72E TIHERH Y XA,
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NES 54 HL
7 packets Tua—07y MR
8 octets 7r—D L3 LAY — Ty NOGEIA T Ty ML N,
9 first T —OREPIO/NT y NERBLTEREO T 7 AR —2—D
sysUpTime,
sysUpTime (. &8 L TH 5 OfREK#H A /100 P TR L ET,
10 last Ta—DEDO/NNTy NELBLTEREOT 7 AR —FZ—D
sysUpTime,
sysUpTime (%, &8 L TH 56 ORKBEE#H % 1/100 P TR L E T,
EVEk
UFOFEIZLY, 7a—OffGRf 4z k5 2 LN T
ESr N
70— (ms] = (last - first) + 10
11 src_port TCP, F7-i%. UDP D%(FA— hEH,
TCP. LY, UDP LSO 7 0 —DBAITENRH Y 8 A,
12 dst_port TCP, F7-i%. UDP D% H— hFE =,
TCP. LY, UDP LSO 7 o —DBAITENRH Y 8 A,
13 tep_flags Tua—{ZEHENTNDTCP 777,

TCP 7 7 7 DIE# % CFH| L mEf TR LET,
fi: "SYN/ACK/PSH (0x1a)"

14 protocol IP 7o kaj,

15 tos ToS fE(DSCP+IP Preference),
10 EHTHZ R LET,
EVbk

DSCPEIZLL FOEEIC L > TR A Z LN TXFE T,

DSCP{E = ToSfE + 4

16 sTc_as 7 —DFEEICAS FE,
17 dst_as 7 u—D5E5E AS F 5
18 src_mask T —DFETIP T RLAZHTEZH TRy b~ A7,
CIDR (Classless Inter-Domain Routing) fET/r L 97,
19 dst_mask TR—@O5%IP T RLAIZHT VT Ry v R 7,
CIDR (Classless Inter-Domain Routing) £ CT/r L F 97,
20 frametype Ethernet 7 L — A% A 7',
sFlow TZE L7 7 0 —DORAICORMEEH T LET,
21 ethertype Ethernet % 1 7",
sFlow C%Z5 L1z 7 0 —OHAICOMEEZ I LET,
22 vlan_tag VLAN % 7' ® 1D,

sFlow TZE L7270 —DEAICOREEZHIILET,
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45 J0—L— kRIS

IR e DXy N — 7 iV biBE 7 v —0OiE(7 72— L — NORERFTIEIZDOWNT
PREJ% Li?o

71—l — K&, NFA Ot EEHRIN & LR T 2568 ECIEAT2 2 T E
—éAO

Evb

NFAICRBITA7a—L—h &3, 1 OBIICRAE LI RARA » MEOBE 7 e —0n Z L 21
Lij—o

7a—L—hI, LFDO2 OO ETHRTHZ ENTEET,
o TV AR—F—IEHEEOT Y AR—F —DO—EDERNSHERT S

B 7 HEIZBT A7 AR—4—2iKk, BLY, =7 AR—F—HDO7a—L—hLD
ﬁﬁﬁk%@%iﬁﬁ®%ﬁ%§mbiﬁo

« Ju—L—hEEETHIE ST A ILONENLHERT S

KT AR—=H—D | pHENO 7 —L— FDitdkaE CSV 7 7 A )VIZitek L TV E
9,

T AR—Z—EHEE CERT AT — L — MERIZCOWTIE, 23 =V AR—F—%
BHTS 32—=Y)] ZBRLTIEZEN,

TITE. Tu—L— N EERT AT S T A T OWTHRIA LT,

A 2774 IILOE A%

Tu—L—hours 7y AMI LTFOTF 4 L7 NUVICABRNOT 7 A L THAOLET,
 WHET v MY
<8$T—AT 1LY FYJs>/collector/flowrate log/
s Ty ANA:
nfa_collector flow rate yyyy-mm-dd.csv

Ko 777 A )VOEBEHBIZ30 H T, 30 HzlRE7-1n 77 7 A4 VIZHBHICHIER S
F9,

A7 2774 ILOER

NFA R NFT 67w —L—1rDOu 77 7 A VORRIZLLTFO@E Y TY,
« ¥ =— R:UTF-8

« YfT=— F:LF

o B
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time, exporter id, ipaddress, flow rate
- time (FFZ):
7nr—L— ek LERZIERE R LET,
- exporter id (=7 A —# — ID):
NFA BN CEHT 5=/ AR —Z—DID R LET,
- ipaddress (=7 AR—X—D 1P 7 KL RA):
T AR—=Z—=DIPT FLAZRLET,
- flowrate (72— L — b):
1y o7e—L—FDOEZRLET,
aspalil

time, exporter id,ipaddress, flow rate
2022-10-14 13:51,1001,192.168.10.1,168231
2022-10-14 13:51,1002,172.17.1.1,254220
2022-10-14 13:52,1001,192.168.10.1,161649
2022-10-14 13:52,1002,172.17.1.1,281135

46 AN MNEREERT D

NFA DI LT A X2 FOFAERDIL, A X0 b —ElE CHERETHIZENTEET,

461 LEWMEHEB, BESMRY FOREBEZHET S

AN b REE ORI OW T L £,

AR F—EBE@A

NFA 23 L7z L & WMERBIERCZ OREIE R E &2 /T A4 X FOFBERBREALFR R LET,
NFA Tl BHOA X M 1 IhE CTRFLET,

AR F—EEEIL, [ RYMER] ARV B 227V v 7 LTRRILET,
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o Zeai—F TS 25— A FER 4 7 S F LA

A5 k= LeEERTRU-H

Ay m—R BB | HAT-051T 15050 (0000 43 15 ]
1A= - | 1o [+]
wwa B . EHNER T ERT RIS
i % 2NT-00-47 159702 IPRE-E2430 1 - GigabstEher YL mL W 50 bps DTS -pEnE\_.J‘.L..l" R =00y, TEATREES
o JO—%F = R T L FERA 2 - T
UER 20070007 151702 PBO-SMI0_1 | GgibdEmer  SEMYL AL 50 s DIERIRY ﬁg__)q: ;L,w W = 0.0 bps, WEAGRIESR
s TO—ff = BARRT S P 2 o
ﬁl! 20070317 151603 D215 GEON A0 bps T RASSTER LT L. IR = 29453 3 0ps, 70—  HTTRRERER

84 = P UHr—SomLohlip (B0
1 -+ D0NT0AT 1R1402 PRS00 1 - GipatatEmer RSSO pps T EOEURE L F L. 'm. G113 bps, PO TEADRIESR
o3 & = BERT > FiA 2 IR~ B3
i S 2017-00-17 150402 WPRE-S2400_1 : Gigababmer  BAREHS0 posE RS2SR LE L. “. 119807 bys, 70— HEACEEER
o & = BERT P AT R

OER 20070347 150102 2215 GEON l-’.l]*-‘m_ Y 400 bpsTUERLURY -;-_dl_,.a.l_,,r‘ # =00 HITPERESR
bps. 20— &fF = F0r— 5@ Soniip (80)
O RE 2007007 2502 D28 GEON 400 bos T WSS L E L. N = 512000 bes, 01— HTTPARIEES

o » FOT L= o3 Lohisp (B0

4-4 ARy +—REE

RN EX E PR
FROEHFITONWTIE, U TOHEBEOFRR, #BfEE1T) LN TEET,
.« [BEH

Bk AR EFRRLET,
- [BEHIRF

By af—REDFTRTOY 4V =y bOSHHERE B ONFICET LET,
- [EFRERE]

ARy P—EOEHHREEZ 7V E T A =a2—(149]/[55]/[15 53]/ [T L)) 5 i
WLET, 7740 MEFM D]TT,

AR D—
. N—UBER Y

R DA N2 FOFREEHDON—DII T TER LET, RN —=TICHO0 T,
UTOBIEEITS 2N TEET,

- RN=UOEYFEIRE

MR A
I X—=YHEER)Z R LET,

*owaR A
BAEFRLTNAR—=U0D | R=VHiDO_—T 2 KR LET,

e RA
BHERRLTNDEN=VD 1 X=VEO_—T 5 TR LET,

omRA
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EFk

KBEOR—=VERRLET,
[RRR—T AN
BELIe_—v oz frn LET,
[RTEH]

1 R=VNWERTDHAR NOHEE T VT T A ==2—(50]/[100] / [250] /
[500] [1000))H3#IN L E3°, 7 7 4+ /L MEIL[100]TT,

« ANVEE

[(EEE]
AR MIKTHLEEEZLLTO 3 SDTRIALET,
~ @

* I

%
i

[FRH %]
NFA 34 X b aRH L HREEZ R R L ET,
EHRER]

AR FEBH UEERERE R AR—F—  BIR, A v H—T A AD
KRR LET,

[RE]

AR FORNEERFLET,

[BERTY FYA]

AR MR LIEERE N o4FizR R LET,

H
=

[EEE]. [BEBZNOEALOME 7 ) v 7952 LT, BERRFPTOT—Z 2025
ZENTEET,
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FOHE
SRTFLADT

NFA DO A 2T F 2 A FEIZHOWNT

TR

L L £

EP/Y

LR B aVNTRY:- 35— o SN by B . < SO 114
52 T =T = Z DI FRITDUN T oottt et e et e et ee e e ee e 128
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51 YATLDRIRZAVTFT AT DB

VAT LDBEEY AT F U AT HFEIEICOWTHAL 1,

511 N—2 3 VIEHRZHERT S
IN— g UNER AR T D FIEICHOW T LET,

NFA OFEIZEI LT, NEC h A X ~v—H KR — h o Z—IZfWEDEE2IT O HESC. NEC
HAR<—PR—= "B X —=INBAF LT v T — Y a— LV EEAT 5855812, EH
D NFA D IEfE//N—2 a NEFREERTHOMLERH Y £,

N—=T g U EFERT HITIE, Web 22V — LInNGRERT A kL a~ 2 RIOHERT L
ENRHY ET, Web 20 VY — 0BT RWEEE REOHESIZa~y RbARA—T g U2 T
RLTL7Z&EN,

e Web 2V — L BHERT S
1. NFA ® Web =1 Y — VIZHifke L7,
2. Ty Z—HEBON— g VIFREBERLE T, TRTOWE CTHRATE £7,
FoERTLL T o@ Y T,
WebSAM Network Flow Analyzer </X\—3 3 V& 5>-<U U — A FK 5>
Bl: N—=2 a2 11,001, U U—2%FS T16] DBZE

Network Flow Analyzer

| Hatwork Flow Analyzer 1.0.0-16 |

B 51 /83— 3 VIEHRERTE
o OV RMLEERT D

1. NFA H——2 a2 74 v LET. (root =—HF—Th 5 %EEH ) A,

2. UToa~vy REEITLET,

$ rpm -g nec-nfa-controller
l. RFERNON—V a SEREMHER LT,
FOREAUTLL T O@ v T,
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nec-nfa-controller-</N\—37 7 V& H>-<U U — 2% 5> x86 64

Bl =g 11.00), VU—RFF [16)] OEGE

$ rpm -g nec-nfa-controller
nec-nfa-controller-1.0.0-16.x86 64

512 H—EXZicE. F1ET 5

NFA NEHET A —/3— T, NFA OH— b R % FHECled), Z1E3 25 FIEIC >V CEB
LE9,

NFA OH—E R, OS OfcE), f=ikic#®Ei L, BEcEdE), EikLEd,

NFA DA LT F U ADT=6, 0S Z#EEIL7-FE, NFADOYV—ERADOHRZEIELZD, HO
EHE) L7 WIGE TS, NFA M2 T a~ > RTHIEIT A2 Z &R TE £,

/etc/init.d/nec-nfa-service
o< RiX, NFA — _"—{Zroot 2—H—Tnr /A4 L TCEITTHLENL D F5,
o Y—bEREZEITIHHE. 9l start BT Ca~r REEITLET,

# /etc/init.d/nec-nfa-service start

NFA OETOT —F 7t AORENIRTIUL, a~ > RIIEVEELToEZIRL
F9,

Starting nec-nfa-service (via systemctl): [ OK ]

« P—ERXEAFILT LG, S stop 2T Ta~vr FEFETLET,

# /etc/init.d/nec-nfa-service stop

NFA OETOT —F 7t ADEILIZERTIUL, a~> RIIEVEE LT ZIRL

T
Stopping nec-nfa-service (via systemctl): [ OK ]

o BI¥ status ZfFITCa~y REFEITTNIE., h—ERDOREEZHERTAZ LN TXE
B

# /etc/init.d/nec-nfa-service status

P—EZAREH L TONIE, ROL IR A vEe—VEFRLET, £, a~v 2 NiERE
DfEE L TOoOZIRLFET,

systemdb (pid 12340) is running...
eventdb (pid 12341) is running...
controller (pid 12342) is running...
web server (pid 12343) is running...
flowdb (pid 12344) is running...
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logserver (pid 12345) is running...
collector (pid 12346) is running...

P—EZAMELELTOWIIR, ROL IR A vE—VEFRLET, £, a~v 2 NiIRE
DL LT3 A2IKLET,

systemdb is stopped
eventdb is stopped
controller is stopped
web server is stopped
flowdb is stopped
logserver is stopped
collector is stopped

513 HEMNFIHATLIRER—MESEZELEET D
NFA DRI T 2R — M EFZEZELT 5 FIHZHH L £,
NFA SRR 28— FEZIZONTIE, [C1 ®EDBFHAT 58— " EZ0—%& (172 ~<—
V)| EBRLTLESN,
NFA DFHT 2 %R — MEBOEEFIEL, LLFO#@EY T,
1. root +—%—Tur /A1 LET,
2. NFA D% — b 2% 4& 11 LET,

# /etc/init.d/nec-nfa-service stop

3. BFELIZWKR— FEBICRHTIRET 7 ANVELEEL, EEXLTRELET,
BET 7 ANMZONTIE, TR S5-1BER— FMESORET 74 /v & REHHGMIBE)
(116 X—) ), [RS52BEF— MEZORET 7 A /L EREHEENTHERE) (117 ~<—
V)] BBRLUTLIES N, BEORET 7 A VPFELRWGEIL, 7 7 A VEHH#
IZAERR L TL 72 &0,

=51 BER—FESORET 74 /)L EEREEHEE (SHERESE)
WET 7 AMI<U%T—F7 1 L2 F V%> FITEMEI N TOET,
A& BEIEE
HTTPS i#(5 s RET 7 AN

controller/conf/tomcat.properties
- fRERA

nfa.tomcat.https.port = 443

sFlow /"7 v R34 s BETZT AN
collector/conf/collector.conf

« fEEIEA

sflow.port = 6343

NetFlow /347 > b « WMEZ 7 AN
IPFIX /37 v b %25

collector/conf/collector.conf
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A& BEHEB

« fREIEA

netflow.port =

9995

% 52 BER— FESORED 7 1 )L LREHE (NERESE)
RIET 7 ANI<U% T =57 1 L2 P V%>R FITHME N TOET,

A& RERE

7 u—s—% DB i#E WRET 7AWV

collector/conf/flowdb.conf

« FRETEA

flowdb.port =

27100
HET 7 ANV

collector/conf/flowdb-extra.conf

« fREIE

port = 27100

REZ 7 A

controller/conf/controller.properties

« fREIEA

systemdb.port =

27110
RET 7 AV

controller/conf/systemdb-extra.conf
s fREEA

port = 27110

A X MEHDBIHE | o RIET7AN

controller/conf/event.properties
« fREEA

eventdb.port = 27120
BWIET 7AWV

controller/conf/eventdb-extra.conf
- fREE

port = 27120

2y hr—7 i@ | e

= RIET 7 A
15

controller/conf/controller.properties

« FREIEA

message.server.port = 27200

REZ 7 A

collector/conf/collector.conf
. R
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A

g&!ll

EHHE

controller.port = 27200

oLy —uarY—t |« BET 7 AN

Ai@fE collector/conf/nfalog.conf
o fEERK
Port = 27210
=
AFE

e 1 DOHERHIZOWT 2 DOULEDERETZ 7 A VBREREHEIINLTWAER— MI, TXTORE
T ANERFFICHEL, FAICEEZREL T ZIV, BEE#ETIHRET 71 VB THR— b
TemNiien e, EWICEELEEA,

o RIA—H—DRBIZARERAR=ANEGEETNTWDIEHEE., RKERODARXR—=ZAHLEDHTRT
A=A —fEEHWT B, BERLZEY OMBNTZEE A,

RIET 7 ANVDIREIFRNS, NT A= —RRBICARERAR=ANRGENL TN & 2k
WL TLEEN,

4, BENIG LT, 7747 U+ —/VOREXRLELET,

AV EBERAOR— " EZIE, 77 AT VA= E->TT7 a7 SNTWAHEAEN
LT, R— FEFEREOBRIZIE, 77 AT U4 —I/LOFRENBWEIINE 50, HERL
TLEE W,

5. NFA OV — b 25 EE L F9,

# /etc/init.d/nec-nfa-service start

Y- AREE, A FEEORENAN NFA IS ET,

514 70— (FHDEILHFNIEBEAXZTLEET S
ZE L7 0 —EROGEELE O F XA BRESRMFICEDECEETHZ LT, T4 A7 1/0
B IKET s 2 EnTE £,
BEE DML TIX, ZELT-7 0 —1HRE T XTIl — 2 X—2 (it L. D%,
1o 7e—7—4% & U CEMNLELGLO ) 2 FEi L ThDh, 7ue—7 —XEFHHT—
KR 2R LTV ET,
EFINCZETH 7 a—FRN%< . o, NFA — —DF 1 27 1/O PEREN 4 Tl 7
WEBBIZBWTIE, 7 u—F — X OEEAERICIERIN 20 | A U fEHENEEN LT 5
BERHY FT, ZOLIRGAEE. IR T — X RXR—A~ORHEAE A EL L, AT
U ECENUE Tz n—T — X 2 EE:, 7u—T7 —XEFHHT— X X—R T T D5
FRICEESTHZ LT, KIEIZT 4 227 VOARRERL TN TEET,
PITFTOFIACiReS T XEEELT L ET,

1. root =—H —TNFA ——|ca /1 L£7,
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2. NFA OV —E 2 %= IELET,

# /etc/init.d/nec-nfa-service stop
3. &XE 7 7 A /L (collector.conf) & B & £ 7,
<$FT—H T L2 FUs>/collector/conf/collector.conf
RIET 7 A WVDHE L7 EIE, FiBUSER L T2 a0,
gy
collector.conf (X, 7 —1FRDOZEMOBER— FELORELT R ETHIENTOIRET 7
ANVTT,

4. BIET 7 A /v (collector.conf) (T, 7 1 —{FHMOFELE DT XLV FEZ DT dD/RZ
A—F—%BEiL L, (RFLET,

feer
rawdb.switch = <0| 1>
0:

ZAE L7 u—E BT — A R—A~EB AR I T, AV E
TIRFF L T, SERMEGLDOER) 21T 5 T,

T4 A7 VO HEREN 4 TR WEBREOEAICHRE L £,

AEFE
— W T — 2 N— ANEXAAE T — 2%, Bk, 24 BT AR L o T
9, ZOF—Z L, FEROBEERILICIN T, SR /S0 Z DtERE 72 & CIE M+
HAHEMED B 0 £9, AT A= —I1T [0] Z46E LEBRAIE, IRk, ik Shi-kkhe
ORIANTERVEANRH 5 HICEE LT EEW,

ZfE Lie 7 v — e —ilik 7 — 2 N—=ZA~FEEAR, T—FRXR—ADT—X
Zoull, BRLE L) 21T 5 7T T,

BEIE. ZbHOE®NLET,

EVbk

FXIE 7 7 A /v (collector.conf) |ZA/NT A —H —ZFE L TWRWEEIE, LFO/RNT A —F—
HIRE LG E & REROEEL 720 £,

rawdb.switch = 1

5. NFA OV — b 2 & #EE L F9,

# /etc/init.d/nec-nfa-service start
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P REEE, 7 —EROTELE T AOLEFENED NFA ICBRSLET,

5.1.5 Microsoft 365 BIEEENDBEHEFH ZEILLT S

Microsoft 365 (Office 365) DI Z AT 27 7V r— a VERNEE HENEH§ 5 4L
AT B FIEICOWTHA L E T,

TV = a VERBOHBNEFUEIX, ~ A 7 1Y 7 F2MEME L TV 5 REST API 2%
l/ji‘ﬁ—o

Microsoft 365 (Office 365) DE KT D T D AERGE ., £72id, NFArb~ A7 1Y
7 OV A FA~OWEPMT AR VERREOS AT, LT OFIETHB) B LB 215 1E S8 T<
7EEW,

1. root —H —"TNFA V——za /1 Lx7,
2. NFA O — v R &= E LET,

# /etc/init.d/nec-nfa-service stop

3. BXE 7 7 A JV (controller.properties) % [ & F 37,
<¢F—HF1 L2 F!J3s>/controller/conf/controller.properties
RIET 7 A NVBAE LIRWEE T, FICER L T2 &0,
Evbk

controller.properties (%, NFA 23F|H T 2@BER— FEHD
Pfgia E CHIEM T DRET 7 A4V TT,

2t

ELEERLIMS 2R R—F% b D

4. FJE T 7 A JV (controller.properties) (T, HENEHUI ZE LT H 72D D/RT XA —F —%i8
fl. RMFLET,

fRER A
application.auto-update.o365.enable = <false|true>

false:

Microsoft 365 (Office 365) DBFICKT 5T 7V r— a VEREBNKO BB EHi %
Ik L ET,

true:

Microsoft 365 (Office 365) DWF KT HT SV r—a VEERNAEZ HEIEH L
£7,

FXE 7 7 A /v (controller.properties) (ZAR/XT A — X —ZFE L TV WEAEIX,
ltrue] ZHE7E L7726 LRRRICEMEL £7°,

TITH. BB EH AL SE S0, [false) ZHEELET,

application.auto-update.o365.enable = false
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5. NFA O — v 2 &2 ##) L F1,

# /etc/init.d/nec-nfa-service start

P—E R EER., RENEN NFA IZKE N ET,

516 WebH—/N\—ND URLZZHT 5
NFA LT 7 A4 25 URL 2 HT 5 FIEZHAL 7,

NFAIZT Z7EAFTHURLDI B, RAAL 4 (FQDN) IFEETHZ ENTEET, RAA
VA EEFE LIEGA. SSL Y — _—iEHEOH DO R A A 4 #5314 O CN) 2 ZEF 3 5 M3
N ET,

SSL $r— "—GEBFICBI T 2 8 EIT, R DRMET 2 nfa ss1 keytool v RAMEH L
F9, FEMIIE. TA.1 nfa ssl keytool (134 <X—) ] ML T EEV,
1. root =—H—TNFA H——|{ca /A LET,

2. kDa~< L REEITL, HAOENTZAvyE—20% 05 Owner [E#HR 2R L £9,

# <84/ X F—/IT 1LY FY%>/controller/bin/nfa_ssl keytool list -v

AT

# cd /opt/nec/nfa/controller/bin

# ./nfa ssl keytool list -v | grep '“Owner'

Owner: CN=nfa.nec.com, OU=IT Operation Division, O=NEC Corporation,
L=Minato-ku, ST=Tokyo, C=JP

= s

3. nfa ssl keytool selfcert 2 ¥ K% -dname, -dns 4 7L a A& TFAT L. ih4
EEFLET,

# <84/ >XF—J)LT 1 L2 FU%>/controller/bin/nfa ssl keytool selfcert
—-dname <dname> -dns <FQDN>

fifER8 L7Z Owner fH¥HRD 2 B FAA U AICERT 5 CN OEZZLE L THEITLET,
FATHI:
# ./nfa ssl keytool selfcert -dname "CN=new-nfa.nec.com,

OU=IT Operation Division, O=NEC Corporation, L=Minato-ku,
ST=Tokyo, C=JP" -dns new-nfa.nec.com

4. NHREREERICEEIEARIT L TH B o TWEHEA . AFAZOBERITA2EE L £1,
a. WO a~<y REFATL, BiERICEMT B 72D DFEHFEEZELAER (CSR) 7 7 A /L
WCHILET,

# <81/ X =T 7L 2 F!Y%>/controller/bin/nfa ssl keytool
certreq -dns <FQDN> <filename>

FBELZ7 7AW, CSRONENRTFA MTHIISNET,
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b. FEAAEEL ER (CSR) Z38iERICHH L £,

nfa ssl keytool certreq 2 ¥ RTHI/JL/ZCSR 7 7 A VONEF %, FRIERIT
L ET,

FRALRIE, CSR OINEZITIT, FEAFICEA L, RELET, BLFHAEIEDR
EIZIE, FRERIC L > TUIE AL 5601 H Y £77,

c. b Bk éz"bt%‘%{ﬁﬁuﬁﬁi%4’ VAR—FLET

nfa ssl keytool importcert A~ NZ% . -alias A7 ¥ g VIIRERTIZET
LET,

# <37/ >R F—J)LT 7 L2 FUU%>/controller/bin/nfa ssl keytool

importcert <filename>
SE1THFIZ Failed to establish chain from reply &U)9D X “/‘!Z*‘Vﬁi?,%ﬂ—*éﬁ
TeE, iEREOT = — U DR TE R 2 2R L TVET, 3 HE)%@/I/—
FRERAECHFRIREE A VAR — SN TWRWAREHEDR B U £3, FRFERIZ,
VAR— FBRERFEEZ WS DE T IEI N,

5. NFA DV — v 25> FHiEs# LE1,

# /etc/init.d/nec-nfa-service stop
# /etc/init.d/nec-nfa-service start

6. HCBAENELMEH L TV AHEA . nfa ssl keytool exportcert 2+ RT, Web
TIUR A VAR — N T HODFEAEL T 7 A M LET,

# <37/ > X F—J)LT 7 L2 F!%>/controller/bin/nfa_ssl keytool exportcert
<filename>

<filename>\ZIITE D7 7 A VA EFRETEET A, Web 77 U — | CRETHIZFEN E

EAR=FT DD, 77 A NVOPLEFIT cer ZHRET D Z L 2MHERL £,

nfa ssl keytool exportcert 2~ NTH LIZGEHET 7 A /WL, NFAIZT 7 &
AT HFT_XTOWeb 77 UHF—IZRAT L, A A= LTLIEE, Web 7T U H—IC
AEE A A VAR — 95 2 LT, NFA O Web Hh—"—IZ Y T EF7 1 v v 7K
nEETHTHZENTEET,

Web 77 W —|ZFEHELY A A — b2 HEE 11.2.1.3 Web 77 7% —|Z SSL H—
N—FEHEEZ A VR—T25 (11 2—=)] 2BBLTLEE,
NFA H—"—MIOFEAEFED HHEHRIT, TN TET T,

/\E/jfdfmunﬂz)% l—thEEﬁi%%\é LVC%) 6’37:_ wC%) 'ﬁﬁm‘j—émunﬁ% J:’)T i Web 7‘7
U —ENZBE, BREROFEHEE A VA M= AT 5 EOEERNLE L R 2GEERH Y
—d—o ﬂéﬂ/‘lﬂ N HLHE)EJ@:FEIT \—T/:EO-’C<7L\_5‘/\
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517 BRERTEEZN\VIT7v T, VALT7T S

NFA OBRERENNY 7T v 7 BIOEDOY XA R TIZOWTHBH L ET,

BIEREDNNy 7T v 1280, NFA TREZITSTZBERB NNy 7 T v T&EEST, 20D
NPT vTMBYVARNTTHIET, Nl 7 v7RHEAORBEREICRT I ENTEE
7,

RERED Ny 77 v 703, LT OFHRITE FEE A,

« BHELIET7o—F—4

s WELIEAXRV T —H

« BELTETA B AHR

FRROT=Z1F, VAT ENRWeH, VA NTROBREOHERNEDOEEHRD 4,
EVEk

ERLE 7o =T —ZRA X T =2 G5O T A I T o7 T5HFELH £, FIX
(518 2F—4ZR_y 77 VANTTSH (1252—2)] 28BLTL &N,

BEXEONRy I T v 73, BCOT—H e v I T v 7T 5HELITRRY . NFA OV —E X
ZRCE) LT RRECHEIE T 5 Z E N TE ET,

Wy

VA MT7ICET S FEFR

s Ny 2T v ERICIZ. T4V AFRIZTEENTOETA, ZOD, NI T v
ARG LTEBRE L VA R THEORRE TEERINTNDE T B RIZEZDR B HGEIE. Y
A RTORNZ, UARNTHREBREICNNYy 77 v 7 mORELFR CHEEO I A A %2R L
BTG L T IEEN,

TA B ADERIZONWTOREMIZ, 2.1 T4 B AZEHT L 26 2—) ) 25H
LTLIESW,

s Ny T T OBEEE U X FTHROBREE T, NFA D A A 4 (Web —"—{Z7 7
Y AT 572D URL) N5 72 58556, SSL — —FFHEAEETL2XLERNH Y £,

s Ny T w7 IDREE Y A NTROEE T, 7 —F/L /3T A —X — kernel.shmmax ?
a2z D0, VA NTROBREOEZ NNy 77 v 7 tORELD KESFELTLE
YA

N 7T v FoOEEIDH U A NTHEOEREEE O kernel.shmmax OfEN /NS WA,
JARNTRZTRICY—EABRERB TERWEAERH D £7°,

s BEEINTWDHZI AR—F = EOEHRIT, VAT LB TR LN ID THH S
NTRY, 7a—7—FHLZORFHID Z IZEHINTWET, TOEH. Ny 7T v
TIHOBRE BRI D VAT AV A NT T 585G, VA NTEORREICEREL T\
0 —7 — X OEFRD, KRROFERENIRZ L DLINETRRINDGENH D 7,
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UA M7 A=Y AT ACTEH0, A VA M—VEBZEDO 70 —F—ZNERFL T
RWRELTLZLEEABEID L ET,

5171 BRIEBREZN\VITvITT S
NFA OBREREE /Ny 7 7 v 7T HFIRICOW TP LET,
BREERED/Ny 77 v 7L, NFAOV—EAZEH LIREBTHFEMTHZ LN TEET,
1. root +—H#—TNFA #r—_—{Zm /1 LET,
2. DA~y REFATLET,

# <34/ X F—/LT 1 L2 FYU%>/controller/bin/nfa backup <path>
F¥<path>\2i%, N 27T EMNTHT 4 V7 N ERRELET,

LT Ay VBERENT, 2wy FRERKT TS & E LA 1 LY
MINCAY I T 9T T 7 A VAR SR TOET,

SNy 7T 7T 4 L7 MU IR, MOREEBRICRRES 270 & LT RENCRE
TLIZE W,

5172 BEZEDN\VYITYvITEZIVRTT S
NFA OERERENY 7 7T v 7% ) A N7 T 5 FREICHOWTHLET,
Ny 7T v 7OY A RNTIEL, NFA DY —EZZ{E L L IREECERT HALENHY F7°,

JUARTIZELT, WSONWEEFENLNHY £3, FHgjiz, VA MTICETA2EESREE
(123 =) | ZBRLTLIEEN,

URARNTEEZBGT DRNC, 15171 BEXEEZ NNy 77 v 745 (124 X—) | TH
HBLI=NNy 2T v 75 0 L7 bU % NFA 47L~/\~ IHCE L TR MLERDH Y £77,

i
[5.1.8.1 &5 — &%N/77/7¢6(u&$4WJTﬁﬁbtﬂ/77/f%4v7%)%ﬁ

MT22LbTEET, ZOLE, 7r—FT—FA XNV T =23 Y A T 0T, RERER
WMOBNY AT ENET,

1. root =—H —"TNFA —_—za /1 L£7,
2. NFA D —¥E 2 %=L LET,

# /etc/init.d/nec-nfa-service stop

3. kha~r REEITL, NFA OBRBEHREZV A N7 LET,

# <34/ >X F—J)L7T 17 L2 F!%>/controller/bin/nfa restore <path>

Sl<path>\2iE, N7 T v TREMINTNDET 4 L7 P ERELET,
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ET—RA Yy E—VBRRENT, 3wy FBRERKTTHE. VA RTRET T,

4 RNy 2T v T HuDEEL U A NTIHEOBRE T, NFA D KA A 4 (Web h——27 7
Y AF B9 ® URL) MR H5A1F, SSL h— —GEAEORFIEELZITNET,

VEEFNEIL, 15.1.6 Web V— R—@D URL #Z£H 45 (121 X—) ] 2L TLEE
U,

5. NFA OV — b 2 & EE L £9,

# /etc/init.d/nec-nfa-service start

518 &T—3%&N\VI9T7vT,. VAKT7T S
RERTE., EET 20—y 77 v 7 BLOZDOY AR TIZOWCHHALET,
BREREBLOEET XDy 77 v 120D NFA TREZ{ToT-HREERE LT
Ta—F—HR AR NT—HER TN I T T THIENTEET, ORI T v/
MHBUARNTTAHZET, Nyl T7 v THREEOIREICRET Z ENTEET,
BB, B INTETA B RAERIIN 7T v T EINETA, TA B AFRE T, Ny
T TEERORBEBIZE TSN T, VAR NTEOREOERNEOEFHKY 7,
EVE
L7 —F =2 R NTF =22 GO TIREREDHA Ny I T v 7 T5HFELHY £
o FEHNL 1517 BREEREE NI T v VA RTTS (1232—) ] ZBRLTLEZEN,

T=E DNy 7T v, BEREDO NNy 77 v 7 L3820 NFA O — b X & il L7k
ETEMTHZ LITTEER A,

& o b B

Ny 97y FTICET 5FEEE

o TIAR—H—DEENLZVERES, 702 WRETIE, Ny I T v T T LT —X
DY A ZXHBEE GBNOETBIZRDLZENHV ET, NI T v 7 TF—2 Ok
TRAFEDZEE R EIT oMk LT ETHEEL T IZE W,

s NI T v TDOT—=Z YA XADRHEGB O TB LIHFIIRELSRDGE. Ny Y
Ty TR B SRR D D B E R D Y £,

VA +T7ICET FEFIR

s RNy I T v T OT—=FH A XNREE GB MO TB LIFFITRKREWIEE, VA T LH
(CHEFE N BB ARHE NN D BENH Y £7,

o Ryl T7 o FMERITIZ. TA BV AFRIZFEENTWETA, TDED, X I T v
ARG LIEREE Y A N TIEORE CHRERINTWDE I B RZERD DHLEIL, Y
A RNTOFNZ, VA RNTREBRICNy 77 v 7 uORE LR CUHEEO T A2 A% T
BT BGL T IEE0,
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FTA B ADEBIZOWNWTOZEMIL, 2.1 A 22EHT 5 26 2—) ] Z#5H
LTL &N,

s N7 T RDEEE U A RNTHRORE T, NFA D R A A 4 (Web — 3—IZ7 7
T A4 572D URL) NER DS, SSL — N—FFHEAZEETILERNH Y £7,

s Nyl T v EDEREES Y A NTEROBRE T, I —x/L’3F XA —# — kernel.shmmax
AR D0 VA RNTROBEEOMEEZ NNy 77 v 7 IuOBREL D REFHEL T
S,

N7 v 7EORKLY H U A NT OB D kernel.shmmax DfE DN/ NS WIGE T,
UARTHETHRICH—EARED TERWEERH Y £7,

5181 ®T—R%FN\VvHOT7vTT5
B ST — A A5 LT Ay 2T v 5 FIAES L £

BT =B D—EN 7T v FIENFA OV — B R EEIE LIZREETOAREET D Z &N T
i‘j‘o

Ny 27 v FIZELT, WSONEEFELXDY £, Faiz, [Ny o7 v Bl T50F
BEHIE (125 X—Y) ] 22 L TI7EaN,

1. root +—% —TNFA —X—{cn 74 LET,
2. N T v TRBOBEOY A AR LET,
WD~y REFITL, A AR L TLIEEN,

# du -sm <8T—X T L2 F1Js>/{controller,collector}/{conf,db}

FEEIT. e DT L7 B UHEAMIZMB BT TR RENET, BRENEZHFEEZREL
TLTEEY,

FATH:

# du -sm /opt/nec/nfa/{controller,collector}/{conf,db}

1 /opt/nec/nfa/controller/conf
92 /opt/nec/nfa/controller/db
1 /opt/nec/nfa/collector/conf

1016208 /opt/nec/nfa/collector/db
ZORITIE, KT I9BGBRRED Ny 7T v 7 A X2 b £7,
3. NFA DV —E R &5 L E7,

# /etc/init.d/nec-nfa-service stop

4. WOa< REFEITLET,

# <84/ >X F—J)LT 7 L2 FY%>/controller/bin/nfa backup -full <path>
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Sl¥<path>\21x, N7 7 v 72T H67T 47 N ERELET, ALy
IT T A RK LT, +OREERENDDT 4 AT 2BETHLIICEELTL

7230,

TT—AvE—URERENT, A RBIEFKTTHE, BELEHIET LY
MUY I T T 7 A VBN ER I TWET,

AGEE
Ny 7T T OV A RNZX o> TE, 2~ ROSET £ TICEEFR D AR 55803 &
D E7,

5. NFA OV — b 2 & E# L £9,

# /etc/init.d/nec-nfa-service start

RSN Ny 2T v P F 4 L7 R, ORI BT A 72 8 LT, KRUNTERE L
TLTEE,

5182 &T—3DN\NVITVvTH#YVA+T7TSB
BERE. BT 20Ny Ty 7R YA NTTAFIEZHALET,
Ny T v 7TDOY ARTIL. NFA O —E RAZE L LU-IRBEECERT ALENRH Y £9°,

DARTIZELT, WSONEBEFELHD £, Faijic, VA MNTICETHIEESHE
(125 =) | L TLL7EE0,

VA NTHEEZRBMGT DRIC, 15181 &F—X%2 X077 v 7425 (126 2—)] TH
HBLIENRNy T 7T 47 MU %Z NFA b — =R E L TR MLENRDH Y £9°,

1. root =+—H% —TNFA V——|Za 1 LE7,
2. NFA O — b R &= E LET,

# /etc/init.d/nec-nfa-service stop

3. WDa~y R&EFEITL. NFA OBREZREX VA NT LET,

# <84/ VX F—/LT 7 L2 FY%>/controller/bin/nfa_restore -full <path>
Gl <path>\21%, Ny 7T v TSN TNDT 4 L7 M) ZfaELE T,
TT—AyvE—UREREINT, a~v L FREFKTTLL, VARNTIEETTT,
AEE

Ny 7T T DA XX - TE, 2~ FOFET £ TIZHEEFH D LR A-RER 05608 &
‘9 iﬁ—o

4. Ny 77 v IO E VA NTHROBEE T, NFA O KA A %4 (Web h—_—27 7
T 2T 570D URL) NEZR DAL, SSL ¥— R —ZEHEDO WHEE 21TV £7,
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YEETFIAIL, [5.1.6 Web —X—D URL #ZH 425 (121 X—)] 2L T EE
A

5. NFA OV — v 2 &2 ##) LF1,

# /etc/init.d/nec-nfa-service start

52 J2O0—T—420EE[ZDI\T

NFA T, ZE LT 0 —F = 27— 4 X2 MO TERLTOET, JITH, 7
0 —5— 2 OSBRI ST L £,

521 720—T7T—32DFRFEHMEAHUNIEB(ZDINT

NFA TiX, KEDO7u—7 =2 ZRBoNTT 4 AV KEOR TEMERFET 572010, %1fF
L7ie7a—7—X%LUT0 [$£53 70 —7—XORE L RFEM (128 X—7) | TRTH
PLRER] & LRI GLDER) L, 7 — X ORIEEE X THREFL TV ET, £z, NFA TiL,
T =X ORI EZ ERFEM AT TR Y R A B T — X 2L £9, R
Ml ——NEHFFTHZHTEET,

£ 53 JO—T—2OHE & RIFHH

T — % O BE (B 45 B ) T 24 )L FOREHAR TR HAM O 2 5 m] BE & B
153 24 IFH 2~168 [
10 5y 72 W 12~336 I
60 5y 14 HH 4~60 H ]
6 MRE[H] 60 HfH 14~365 H M
24 W 365 HH 60~1095 H[#]
7H 1095 HFH 365~2190 HH

7 R—7 = OERLETIE, BAKH I SIZUTO T 5078 —F% =34 X TR—D~
P—T7 =2 EENLTIDICELDET,

1. #EILXIPT RLXA
2. S8 IP 7 KL A
3. EEILAR— NES
4, AR — N
5. 1P 7nm hajn

6. ToS /31 I (DSCP)

7. ANIA =T = A A

X 52, NFA TlX, 77— —X OERBICNERT 4 AJEHEZ —CIZiMz b=, kit
DEFRBIINZ T, LTFTDO X 9 2B 24T\ E 97,

128



5T VATLAUTFUA

5.2.2

BT Z &2, BEEDZW BT 1,000 7 2 —F TOF —&Z OIZ 272 ot 4 &

Lfﬁﬁbiﬁo

A7 1,000 72— & FNRWFNVO 7 a0 —F —Z 2Ok, [Fof) o7ae—& L
T, BHLTEHELET,

TAARAVERAENDRBELYAE

ZELE7e—7 =2 %M, BT OO0 RT A7 HEHEORMES Y FIEIZHOW
T L £,

Tn—7— 2 OER, EEICLERT « A7 ENEIE NFA NVERT L7 ZAR—2—0D7"

B, BXO, 7uo—0RABEEICEKBRLTHNET, £72. (521 7o—7—X OFFrHH

EHADIFRIZDOWNWT (128 2—) ] TRLEZBEY, 7a—F —X 2T 2B HM. BX

OB &8 Dl K7 B —#03, NFA THUIESNTWET, £D7ed, 7rn—F—FDF

TEIZ
9,
AFE

o TUARAR—HE—DEBNENGEERE., Ta—F—XDOV A RFIEFICRELLBED. T4

MR T 4 A EORLZIL, Tho A HEANLREET 2N TEE

AT DIEEZFEPFBT HAHREMERH Y 9, T4 A7 BB T L L, Filo7a—F7—2)n
ZETERVDML, 2L L TEFRICEETCE R ARV ET, TAAIZEEDRHB LAWK S,
ER7o—8i%, DU AREARE CHETAZ L EHERLET,
DIFCol4 2 ALV AR, v—T —Z 2N MHEI LIEBRICRE L DT 0 27 REIX
EENTVWERA, B —T—XEBH DT 2ERAEET 25513, (3.5 2 —7—Z DI
HAOREZEITY B0 X—) ] ONEESHBL, a—T—XOINHH N TUELERDLT 4 AT
REORBELD HIT-oTLEIN,

BARB 72 HH H1EE LRI L £97,
1. NFA CTEHT H 7 AR—FZ —DOEBZHR L7,

SBROEMITBNTHEINT 2 FPEN SV, BBz I LET,

L 7 —ORFHIR R L. T 4 A7 FRERHTHEM T 20852 LT O E A bR

LET.

TREFHIEFR I P=P1 x 60+ P2 x 6+ P3 x 24+ P4 x 4+ P5+ P6 =+ 7
o Pl 1 SPRLEET — 2 OLRFF IR EAL « )

P2: 10 43R fE T — 2 OLRFF RN : FF)

o P3:60 LT — 2 ORFHIFRAL © H)

o P4: 6 REEPRIEE T — & ORFEIRICEAT © A)

o P5: 24 BERETRLE T — & OLAFFARI AL : B)

« P6:7 HRLET —Z ORFFHIMI(HAL : H)
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FHRFE RO/ ERL T IEE Y BT i2E W,

REFHIIN T 7 4V MED E E ThIURX, FBEIT 2970 720 £,
Bk
7 a—F = Z T DRI OEEIZ O T, 1521 7 —F — X ORFEIR & Lo
FLUZOWT (128 X—2) ] 2BRLTIEIN,

3. EMBRBEICK T 5 7 v — O A ROV 7 v —H) 2R L £,

7 n—OFEABET, EHBREIZIB W T 1 SEISEEE v va L o@EAEEL T
L0 EBBLEORETROET,

4. UFOFHARXIZHTEIDH T, T4 AVEFBRORZEZRE L E T,
T4 A HEAEDOHZ[MB]=(N+5)xPxLx0.000415+ A x 0.15 + 10,000 [MB]
* NiNFADREHS L7 AR—Z —DHEH
FIE1 CHEFELIZEARAL TR LET,
* P:NFA ORFFHIFIC B A %0 D155
FIE 2 CTHER L7 EARA L CHE L ET,
o L: BRI 2 L ITRFFT D Rk 7 = — 4K
T 74V R T, KT RN 1,000 72— 2 REFT 5720, 1,000 ZH5E L £7,

Bk
BRK7a0—HEEELEGEIR AR LZEEZ2SEZICLCHRELTLESY, kK7 e—
BOEFIZHOWTIE, 1523 RFEFTH570—HOEREZEFT5 (131 =) =5
LTL7E&EW,

e A:NFA D’S{E L7- 1 RO 7 v —¥%
FIE3 THER LT ZRALTEELET,

sT&E 5
T AR—HZ—DEENS0H . 7a—T —XIZxT D RFFHARN - BRSOk 7
o —R3T 7 b Ml 1B O 7 a—528 600,000 7 2 —O3A1%. LD X 5 g
BRSS9,

* N=50

e P=2970(24%x60+72x6+14x24+60x4+365+1095+7)
« L=1,000

* A=600,000

o FARIBERROBELR =(50+5)x2,970 x 1,000 x 0.000415 + 600,000 x 0.15 + 10,000 =
163.9GB
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523 REETHI3I70—HOLEFZTET S
REFT 570 —50 ERAETE T 5 HIEICHOW T LET,
NFA TlX, 774V FOBWEE LT, =7 AR—F — B Z &I BT 1,000 7 7 —%
PREEL £,
O, BREICIVEETXET,
AFEE
Ta—HoEREEZRKRELTDHE, NFA V— =220/ M LES, LoT, BHTH
T AR—H—DEHRL 70— D ER, v ARy VTEOBEIZ L > T, BRI E AR L
720 NFA D EFICEELZRWGEERH Y £,
FEEEOBEREICT 1 AU LEA SERET, LTO X D 2BLE T, EFICEE T2 &2 T

AL,
o T AR—H—EHEHRIZT, FT7 AR—F —DO[RBRERZITENNFEL TN T
&0

Xy vaR— Rlig, =7 AR—F—0FEIICTT7n—7—ZN"BRTEHT L,

1. REREEHmZFR TS LET,
[VRATLEEB|>BERE 227V vy 7 LET,
2. [ZAB—TFT—2DOLBEO AWK L, BRF5T D70 —F7 =20 LREEZHELET,

7 a—$o FREIE 1,000~10,000 DFHTHEE L E T, =7 AR—F —D B % LU
E LGS, UToREEY BZIC LT EIN,

15~10%48

£7.10,000 7 = —

1M1&E~205

A7 6,000 7 = —

2168~305

A7 3,000 7 = —

31EUE
PRoRITHERE L 8 A,
EFk
« UTFTOREZ 7 ANERET DI LICEY EREEZERTHZLLTEET, 774N

TFHELBRWEESIE, FIRIER LTI ZE N, 2B, [VYATLEER] >RIERE] O &
LG E, ARET 7 ANVORRFIT EEXSNET,

o T ANOREZIT. REEFAINTT D7D NFA —E A2 FEE L T 7EEV,
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e <8F—AZFs LY FUSs>/controller/conf/flowdb.properties

c UTD6 2ORETHESNTWAMEEZ, T XTHUCEICERELET,

flowdb.table.record.limit.l = 1000
flowdb.table.record.limit.2 = 1000
flowdb.table.record.limit.3 = 1000
flowdb.table.record.limit.4 = 1000
flowdb.table.record.limit.5 = 1000
flowdb.table.record.limit.6 = 1000

524 7JO0—0OREHMELEET S
7a—7—X ORI EZETE T D HIEICOWTEBA L E9,

NFA Tl 1521 78u—7 =2 ORFHIRH & FLDAEIZ SN T (128 ~—2) | ITHENT,
Tu—7 = T = A= AT D HEA RO DTV ET,

ek

7 u =57 v —ORFEHF O EREZ /NS < LTHBEBRICT — 2 BHIBRE N5 £ TS, #orh
5 40 HRRE O Z L £,

1. BREEREE A TR LET,
[VATLEB|>BERE 227V vy 7 LET,

2. [7A—T—8 ORFHJE|OS AN L, RFFT 27 v —7 — % OLRFWIH 2 3%0E
LET,

FEET 2 RFEFIRNIZ L DIAF ISR W 2 5E T 2 L EZ N H Y £, Bl 2IE[1 58
ET—2OMRFFHIRIC 36 Frf] 2 H87E L 725813, [10 FRIET — 5113 36 R Ll Lo
MR ET oM ENRDH Y £7,

525 AHNBOEERZZZEET S
REFT D70 —FT — X DADIPLEAT 9 FLUMERF L 2 B T3 5 HFIEIZHOWTIIA L F 97,

NFA CTlit, 7o —7—X 2 E#MREGRET 72012, 1521 7o—7—% ORI & Lo
LERIZDOWNT (128 =) | ([ZHWT, T— X OREEZE X TRFELTWET, 7—FD
BIE 22 DT DOIOMBRIL, BRE SN REERFACE SO TEITSNE T, EHERZ
X, NFA DA VA N—)VIFIZ, b —R_"—DF A L —VRTEZITCICHRTEINE T,

1. root =—H% —"TNFA V——za /1 LE7,
2. NFA O — b 2% E LET,

# /etc/init.d/nec-nfa-service stop

3. BXE 7 7 A /L (collector.conf) % B & £ 7,

<$T—HTFs LY F1Js>/collector/conf/collector.conf
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BRET 7 A IWVIDFAE L7 WIGEIE, FHUCIER LT 72 &0,

ek
collector.conf 1X, 7 @ —1HFHROZEHDOBER— FEEORELE LR THIHEATIREY
AT,

4. FET 7 A IV (collector.conf) |2, LATFD/RT A —X—%BfR L, tRFLET,
fREr=
collector.aggregation-offset = <+zHHMM>
+HHMM :
UTC (&t 58 : Coordinated universal time) 7> DA 7€~ FEFEE L £7,

EVE
X E 7 7 A IV (collector.conf) IZAR/NT XA —H —ZFFE L TWRWEE T, 7D, ALY —
BIEN HARKER] & 72> TV D — =28 UL, L FDO/RT A —% —%5E L1256 &R
DEEEL 720 £77,

collector.aggregation-offset = +09:00

5. NFA OV — v 2 & E#E L £9,

# /etc/init.d/nec-nfa-service start

P—EREER, SO D EAERFZ DL FNA DS NFA ICBR S L E T,
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T8 A a<v> kU7 L 2R

NFA DT 2 a2~ FIZoW T LE T,

A.1 nfa_ssl_keytool
HTTPS i#iZ T % SSL #— —FEH EDO MR L OVERIZ{T 9 2~ R T,

Zoa~vy R, Javakeytool v 2 R OBERE 2 ARG AT WLT WETREET 2 7 v
N—ax RTY, Kavr R bEMNTE 586EI%. Java keytool 2~ RDO—H D AT
T, £70. BIEOLRTRENIL, Javakeytool 2~ RiZHbETWET,

Java keytool =~ > N & OFESIXROMEY TT,

 BHOFIHUT genkeypair REDY T a~vy FAEIEELET, F7 2~ RO 54
DIFAIT - (IS EH A,

« Rawr RTiE, ¥—A T ORRILPKCSI2 FETT, £/, F—A M7 DO/3RF<s
F—%F 7 L2 F!)3>/controller/conf/server.keystore [HE TI,

e genkeypair 7 a~vr REFETTHE, F—ARTORATY—R, F—ANTHO=
YR —DRI&, EONAT — RNRLLTD T 7 A JVIZEEER SNV E T,

<$TF—X T4 LY F1Js>/controller/conf/tomcat.properties

77 A CREER S NS REERIL, £EY 7 2~ R T-storepass, -alias 47 =
VEAMLUZBICEEICHEHSNE T, TOD, 5IEBOBERER/NRICIA Ta~
VREFETTHIENTEET,

s —keyalg, -validity A7 v a DT 7 /b MENRELD 7,
e initstore EWHIMHEDOY T a~wr REHEELTWET,
INA

<SR F—)LT 7 LD F1J$>/controller/bin/nfa ssl keytool

e =

nfa ssl keytool genkeypair [-help] [-storepass PASS] [-alias ALIAS]
[-keyalg KEYALG] [-keysize KEYSIZE] [-sigalg SIGALG]
[-validity DAYS] [-dname DNAME] [-dns DNS]

nfa ssl keytool selfcert [-help] [-storepass PASS] [-alias ALIAS]
[-sigalg SIGALG] [-validity DAYS] [-dname DNAME] [-dns DNS]

nfa ssl keytool certreq [-help] [-storepass PASS] [-alias ALIAS]

[-dns DNS] FILE
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nfa ssl keytool importcert [-help] [-storepass PASS] [-alias ALIAS] FILE
nfa ssl keytool exportcert [-help] [-storepass PASS] [-alias ALIAS] FILE
nfa ssl keytool list [-help] [-storepass PASS] [-alias ALIAS] [-rfc | -v]
nfa ssl keytool delete [-help] [-storepass PASS] [-alias ALIAS]

nfa ssl keytool initstore [-help]

nfa ssl keytool -help

a8
YT a<wr ROEWIIKROBEY T,
* genkeypair

BEOT (LRSS L OB 5 I AR 2B L, F—A MTITHILET, o,
Web H— 3= L= 2 A 2 -0 DFERELUTO 7 7 A MBS HLET,

<¢TF—HZFTs LY Fs>/controller/conf/tomcat.properties
* selfcert
F—ZA M7 M) —OFIIKT 5 H CBEAGEIFE LR L £,
* certreq
PKCS#10 JE R A fifi o TREFIEE 4 Bk (CSR) ARk L £,
* importcert
77 ANVPOREAEEITGEAET == 2 HARYD . F—A MTITEM L ET,
* exportcert

AEHEZ T —A RT D ORARY | A F UL ROFERZF & LT 7 A /VITHEMN
L\i‘j—o

© list

REOXF—ART = M) — FEF—RANTR2EONEER T LET,
* delete

F—ZA R MOREDT Y MY —&HIERLET,
* initstore

X—ARNT 77 AINEHIBRLET,
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51%k
-storepass PASS
F—ARNTDONRAT— REREELET,

genkeypair 7 a2~ ROFITHRHIEW L7-HE1L. 2~ RETHIZ/NAT— KD
ADRKDOLENET, TAUSNOY T a~<wr FOEITHIZERK LZEAGIT,
tomcat.properties 7 7 A L bRt TAEZEH L £ 7,

-alias ALIAS
F—ARTHOZ N —DR4ERELET,

genkeypair %7 I~ ROEITRHZEM L72GA1E. 7 7 4V MED Ttomcat] 23 H
ENFET, Fol list BT awr ROFETRIZEK LT2EAE, 3§ XTo=> b —n
RRIZI2 D £, TNLSNOY T a~ 2 ROFEITRICER L7254 1X. tomcat.properties
T ANDOEA RS TR EA L ET,

-keyalg KEYALG

O ST LT X AZEELET, [RSAJ., [DSA]. [EC] R E%EETHZ &N
TxF%, S 74/ M [RSA] T,

~-keyalg. B L WN-sigalg ITFHETE 2703 Y XA —EL Java /b7 —%T 7 F ¥
JCA VU T77 VLA A R ESZBLTIEI,

-keysize KEYSIZE
AT DO A e faELET,
FREFREZ2 MR L OV 7 4L MilllE, Java keytool DALERICHERL L T 9,
-sigalg SIGALG
HOBAMHFEICEA T &I T LT RAEHEELET,

BETHT7/VI Y XAIL, -keyalg EABMEOH DL O TRITNIER Y A, fHER
BEZMER KO 7 4L METX, Java keytool DAARIZHERL L TV E 7,

-validity DAYS

HOZB4AGEAENERE RSN B8 EZEE LET, 0~ 365000 2Me5E T £7,
T 7 F b M 3650 (F9 10 47) T,

-dname DNAME

H B4 REED issuer 7 4 —/L K & subject 7 4 —/L K& LT H X.500 #5514 %45
ELET,

kBl A FRE L iro T ald, a2~y REITHRIGHEMNA DA 2RO BivET,
-dns DNS
AIEFE O Subject Alternative Name JLAEFHIIZ B k3% FQDN Z+57E L £ 7,
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genkeypair 7 a~< 2 KT, F8E€ L7220 > 72 8A 1FXRE-E O Common Name 73
SNET,

-new NEWPASS
X —ARNT ELFHDONRAY — REELTTHERC, BEFZEONRATY—RERELET,
B L5603, o~ 2 RETHICANATY—= RO ANRRD HvET,

-rfc

list ¥ 7 a~r FOMOERIEEAS 7 > a ¢, MR/ 5k 7N CiEEDON
AN ENET,

v AT ar LEFHIEET S Z LIFTE R A,

list Y 7 a<wr RO HERIEES 7> a o T, AMNFEIZ O TX AR TEL
HEONEFFMNH TSN E T,

—rfc A a v ERIRHCIRET 2 Z ST TEEHA,
-help
o<y KRR, 3o~y RO GEEZFERLET,

RYE

FRIIIRFIZIE 0 21K L E 97, RERIRFICIX 0 LIS DfEZ R L £ 7,
eV bk
N— 3 2.0 LLETCYER L2 % — A b 7 O 0E. Java KeyStore JKS) & 72V 97, JKS B %
FIHLTWDEA, LFOY 7 a~wy RBBIMTHEHATE 7,

nfa ssl keytool storepasswd [-help] [-storepass PASS] [-new NEWPASS]

nfa ssl keytool keypasswd [-help] [-storepass PASS] [-alias ALIAS]
[-keypass KEYPASS] [-new NEWPASS]

* storepasswd
F—ARTDO/NRAT— REETLET,
* keypasswd
F—ARTZY M) —DHARAT— REEFLET,
Fo, BV T a<wr Ril-keypass 77 a VBEETE ET,
-keypass KEYPASS
WONRAT— RERELET,

genkeypair 7 3~ ROFETRICAM L7cGAIE, a~y RETHIZANRAT — RO AR
RKObNET, TSSOV T a~ v FOFEITRIZEM L7 5E 1%, tomeat.properties 7 7 1 /b
MOHHI S T ZER L ET,
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A.2 nfa_flow_export

TN 2ANCER SN 7 0 =T = L ZHEO CSV 7 7 A M H 3~ KT
R

AKa< R, CSV 77 A NV~HIT 570 —F—FZOFELRE, BLO%5% LT 25HR
REBEELT, FITLET,

« XRLTDHT—F O
T OFEIL, RES QT TUTD 2 SOEENH Y 7,
- TV AR—F— 1 BICER LR 7 n—7 —4
- BT AR—H—DFEREE LD, Xy NT—I kO Ta—F—X

Fy NIT—=I BEKOT7a—T =Xt T AR—F—BIOA V¥ —T A ADi#
B, BELFEIP T FLA, 77— g IP 7w k@b, ToS(DSCP), %
{5I0/565C AS B D 6 FFE HEIR L £,

 XMBETDHT—F ORI

NFA TiE—EOH Z &z, 7 —T7 =2 ZEH0OLDNE) L, T — X DRIFEEE 2T
REFLTWET, EOREOT =252 MNhTo50b, "NTA—F—LLTHELET,
F—H ORIEE L O OFEMIT, [5.2.1 710 —F — & ORERIE & FLD LI >N T
(128 =) | 2L TLTEE0,

o XfH LT HHIM
WNT 257 —2OfBARKEEKTHREZIEEL T, 7—2 & LET,

F7-. EHICHRVIELETTA-00F— RE LT, BiEHDREOK TRZLIE O
T2 EHNTDHEVWIREDHELHY £,
T — X OREECRE ., S oMz, HHT2 70— — X 2 LMIC X o TR Y AT R E
(ZA4NB VYR, CSV 7 7 A NVO LR EZRRELET,
av L RONRT A —F—DIFEFIEZ, a~r Ros e LTEBIREET A HEE., T
A—H—ZRET 7 ANMIEH L TCIHRET D2 HEO 2@ NHY £, a~r Foj[ L
LCHEHEBEET LA, 1BOFTTHATEI 7 —7—2 3 1 FEEICR £7, &E
TrANEHANSE N FOETTEREEO 7 u—F—2DCSV 77 ANV EHTHZ &
NTEFET,

HI1E5 CSV 7 7 A VDR IE, TA22 HTJCSV 77 A VDA (148 X—) | &5
LTS 7ZE0,

INR

<A VR =T 7 L2 F1J$>/collector/bin/nfa flow export
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o

e

nfa flow export -type DATATYPE -level { 1 | 2 | 3 | 4 | 5 | 6 }
{-period START END | -continue} -out OUTDIR [OPTIONS...]

nfa flow export -file FILEPATH

nfa flow export -help

518 (/N5 A—F2—%aAT U FEIMTHEET 255)
-type DATATYPE
HWHhT o7 =2 24T 2BELET, HELHATT, HETE L7 =2 %A FITLT
S
» exporter EXPORTER[:INTERFACE]

BELIEZDZ I AR —BIOFOA L X —T =2 AD 70 —T—XEH L%
T, exporter ¥—U— NI\ T, =/ AKR—F—%ZHELET, =7 AKR—H—
WZRHeWT 1) BEOA X —T oA AZHRETHI LT, FFEA L F—T7 =14 R
RE LT —F&2HT52 b TEET,

T AR—F— A H—T oA RFENEIN 1 DORFFEFHRETT, =7 AK—
B =R U H—T 2 A AOFREITIL, BB OMIZIP 7 R L AX iflndex fE, IF 7
N—T27x EbEHTEES, 3T MEOREERICET LM (144 =—) |
BTSN,

e traffic

BT AR—F =, A =T =2 ADBREEICET L7 —FT—2 =M L%
o

* ipaddr
Xy NU—=I 2D T FLAGET Y RRA Y MCET 2 7n—F—4%%2H )
LET,
* app
Ty NI—=IRKOT ) r—va il d b5 7e—5—22HH LET,
* ipprot
X NT—=Z&KOIP 7u baVicilds7n—7—22HHLET,
¢ tos
F v b U—27 KD ToS(DSCPYEICRET 5 7 u—F—2 &2 Hh LET,
¢ as

Ty FU—7 BKRD AS FFICETH 7 e —1FRE2H I LET,
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devel {1]2]3]4]5]6}

T AR= T 7 = OREE L~V ERT 1~6 OBETHREL £, RELHAT
B

LAV e F =2 OREDORRIT 70 —7 —2 OhE & f5E TRelif o BIfR (141 ~—
V)] AZRLTIIES N,

-period START END

HhdT570—7—2 OB ORKBEERBLIOK THRZIEE LE T, -period £
lX-continue DWT NN —FZFEEL £, WM HFREHICIEEIXITEEFEA,

HEFIE, yyyymmdd & 7213 yyyymmddhhmm[ss] DA THE L £ 9,

—level \ZHEE L7 L-UMZIGE CCL BRAA A IF & T HEFOIRICHIR2 H Y £97, 5FMl
X 17 —7 =20k E L EEARBHOBKR (141 =) 2ZRL T EIV,

-continue

AIRISEATRRICH ) LTe B D 7 0 —7 — 2 b BERAE TCo7n—T7 —2 2 T
LA E LE T, -continue £/l -period DWWTIum—F 2B ELET, Wl
FIFFICHREITTE EH A,

—out THRE LT2T 1 L2 b VICKHT BHIEIFEATIHCIL, EATRA OO HITV, 7
n—F =S LEE A, REIFETHND 7 m—F— 2 2 LET,

—~level [ZFEE L2 L~ULIZIGE U T, —FED-continue FEITTH )T 5 HARIZHIIE A
HYET, ML (7 e —F7 —XORE LfERMEORER (141 X—) ] 25 L
TLIEE,

-out
AT 4 v 7 MU EBELET, HBEXLHETT,

#et /S A EIAIAARS AN A DIRENRE T Y, FHET DT 4 L7 b VIFFRNS/ER LT
BILENRDHY £7,

-filter CONDITIONS

HAT 270 =7 =2 2RVIALREZEELET, RMEEETETD L. TORFITH
BIL7n—7—2OHRMNhINET,

PR E TR [ 7 0 V2 —FMEOFEESE (142 =) ) 2L TIE3N,
-full

EEICITR RSN, GEfli 7 e —ERb e T LET, HITRNEDOELIZ DOV
TiE. TA22 HJ1CSV 77 A4 DEA (148 X—) | ZHRL T E IV,

-type IZ exporter ZE LG AIHEHTEL ATV a T,
-limit NV

1 BIOFETTHAT D7 0 =7 —=Z OB ORRIEZIFE L E9, 815 &(byte HAL)D
ZnTu—7 =oAL, BENBEBA LS 7 e —T =2 IIH N LEREA,
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fEE L2 W EIE, HOMFRORIRZITO £ A,
-limit-by-packet

-limit A7V a O THEHIIR 2 BR O ISR & 3815 & (byte L) DL WMEDND |
WEANT MRS OVIRICETE L £,

-line N

CSV 7 7AW DICHNTHERFRITERERELET, BELZWEEIZ, 1 774D
720 6553547 CHANLET, fEE TE D AKAEIX 1,048,575 T,

HAIT 57 —208 12507 7 A VI E LZRWEEIE, 77 A VESEILET, oS
Ni=77A40E, 77 A NVAKRED 00lesv, 002.csv DL HITHFIZ/2D £,

-no-header

HRETAHE, CSV 77 A NVFD1ITEIC~NYE—T 04— )L N{THH I LEH A,

BBl (NG A—F—ZRET7AILTIEET HI158)

-file FILE
NI A =B —5Fl# LTZRET 7 ANONTA—H—RET 7AW EREL T, Ka~
v REFEITLET,
IRTG A= —RET 7 ANEMEHTHZ LT, 1 HOa~y RTHEHEORGRIZR L —#E
TT—42HITHILENRTEET, IRBEEOLGEIT. NTA—X—RET7A V&
i L CEITTHZ 2R L £7,
INTG A =R —RET 7 A NVDIERIZONTIZ, TA21 RTA—X—RET7 7 A4 VDIE
A (145 =) ] 2L TLLEIN,

515 (£ Dth)

-help
a~y FOMMGEZFRLET,

RYIE
FREIREIZIL 0 Z IR L E 3, RARRIZIZ 0 LA DA IR L 97,

J0—T—3DHE LIBTEF IR OREE

Tu—F—Z X, TEORETELICLA_ALESTTREFLTWET, Kavwr Ro-
period THE TX % H/NREHIE « e RIFFFIRIZ, LV T EZkE->TWET, FERIC, -
continue THEATT HREIC—EIZH I TE DR KREFHIEL L XL Z LTk Eo>TNET,
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[ A-1 70— — 2 ORE L FRE TR O IR (142 X—2) ] 12, LUk T E O/
I [T 36 & OV RIRFIRIIE 27~ L £97,

R A1 JO0—T—3ORE LIEETRABOMN SR

LRI T — 3 DR EE (BT EFRE) B/DEFEE RAFFEIE
1 14y 14y 60 5y
2 10 %7 10 4y 12 B
3 60 47 60 77 3H
4 6 IRFfH 6 14 H
5 24 B 24 W 60 H
6 7 H 7H 365 H

-period CHRET HKFMIIEIXZ., TN ODMEOHFPMHICINE S L2 ITfREL T EZ W, filx
IX. 2017/4/1 D 10:00 726 L~ 1 O KFFEIE60 53) T7 — & Z 113 2355 1%, -period
201704011000 201704011059 FRE L £7°,

~continue TEMMNTH 1T 256 1E. e RKFHIE O 0 R E ORIR TV IR LFATT 5 2
EEMRLET, o, HREOFETHOLERNFHBEZEX 2HBNENTESEEIX, -

continue (2 X 5V IR LFETOMMREE RO 5 & L0 BRI HFRFAIZB V- <
ZENTEET,

EVEk
-continue ZIEE L TOH I~ R, 78 —TF —ZNFELLVEIRIICH L TCETEIND &, 7
0—5 — X2 NIFEETHZHMORE DT — X5 CSV 7 7 A A~H I ShvET, FlZiE, REIRE
DT 7 H )V T, Lo 1 OF — T B FETREEOH 1005 30 R 22N 2R &2 5 2 7,
ZOMRPLT-continue ZIEL Ta~ Yy REFITTH & REHIFQ4 FERDZ B2 TV oH e, 7
n—7 — Z BFET % 24 RERETA D 23 RFEETE TO 60 pf D7 v —F —% % CSV 7 7 A /LT
HAOLET, ZO%HAED, —continue ZIFE L TCOa~ Yy RETZHEB L TITH 2 & T, Bk
BRFZNTBNDOL ZERTEET,

T — 5 ORFHARICE T 23EHE, 1521 7 a0 —F — % ORI & FLDLIRIZ DN T (128 24—
V) BBRLUTLIEI,

24N —FBDIBERE

T4 NE—REE, T4 NNE—DAETESITHRET AEE =) THRALTHEELET,
[=] OFHIITZEAZ ANLET A,

RETE D74 NF =TT O®@Y TY,
* exporter=EXPORTER[:INTERFACE][,EXPORTER[:INTERFACE]...]

T AR—H =TT 4 NE Y TEITNET, =7 AR—=F =TT [ BT
B =T 2 A AERETDHZIET, BHEA X —T 2 AZRE LTI 4 VHZ Y T LE
9,
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T AR—L =0, U H—T 2 A ADFREITIL, B OMIZ IP 7 K L A% iflndex fiE.
IF 7 NV—747 BT ET, i MEofEeEXICET /e (144 X—2) |
ZHEBLTLSIEE N,

—type /N traffic, ipaddr. app. ipprot. tos. as DFEIWTEN T VX —TT,
srcip=IPADDR|[,IPADDR...]

BEILIPT RLATTZ A VE ) T HITVET,

—type ) exporter £721% ipaddr DHBAIWTHEN R 7 4 NV Z — T,
dstip=IPADDRI[,IPADDR...]

SEEIP T RLATT A VE Y T EITVET,

~type 73 exporter £721% ipaddr DFHEIZA RN 7 4V F—TT,
srcendpt=GROUP[,GROUP...]

EEILXTZ RRA U NITN—=THTTANZ Y T HITVET,
—type M exporter £721% ipaddr DHEAITH NIRRT 4 IV H —TT,
dstendpt=GROUP[,GROURP...]

ST RRA LV NI N—THZTT 4 NE ) T EITNET,
—type M exporter £771% ipaddr DHEAITH NIRRT 4 IV HE —TT,
app=APPLICATION[,APPLICATION...]

TV =2 a M TTANE) T RITOVET,

—type 7N exporter E£721% app DBAITHENR T 4 NV E—TT,
ipprot=PROTOCOL[,PROTOCOL...]

IP7va haVTTZ 4 NZ ) TETNET, IP7a ha L £ IP 7 e by
PRETEET,

-type 7’ exporter £721% ipprot DEGFHICH 27 4V Z —TT,
dscp=DSCP[,DSCP...]

DSCP fE(PHB) T~ 4 /L% U v 7 %47 EF, DSCP (6 #1D 2 #4%) &£ 721X PHB 235
ETEET,

—type M exporter £771% tos DHEAITH NIRRT 4 VHF —TT,
srcas=AS[,AS...]

EEITLASEFEZTTI A NEZ I T HITOVET,

—type M exporter £771% as DBAIWTHN R T 4 IV EZ—TT,
dstas=AS[,4S...]

S AS HHFTT ANZ Y T HITWET,
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—type /N exporter F721% as DEHEIWTEHN 27 4 VX —TT,

FNZENDORMEOLANT, 2o ~XKU Y TEHRIWE RS Z LT, WTIUWDLDEIC—ET 556
WCH 1T 5, EWVW) ORFHETTZ A NHA ) T HIT2E T, ar~ORIEBICIZZETZ AT
WHE L £,

Fo, BEORME A=A TR > THRETHZ & T, T XTOLFHIC—ET HHEICH
5, EWVWH ANDSRGETT A NEZ ) U T HIT2 £,

ENHEEEXICET HHE

T AR—EZ—DIRE

RKa<w RCJ AR—F—%BETHEATClIL, s, F72EIP T RUABEET
xFET,

T AR—Z—HIZEFENI DLFOI L, a0, AV F—T7 A4 RFE L DK
U0 X5 L TR BR ZFF DT, an 20 H052 & 5613, 2 v OEA]
Wz N\ ZEAL T A —7FT50ERNHY £7°,

ek
bash 72 EDT =)L TIL, 2~ R4 ET N 2ANT5L, Bk xar—7358 L

TRES, LFL LTRMEINBVGERH Y T, ZO5E, BEOAHTRKE 7 4 — b
IFCRTH S 2 & T ELHRETEET,

By = 7 AR —HF —4 7% Asystem:exporter]l DG

# ./nfa flow export -type exporter 'Asystem\:exporterl:GBEO/1' ...

A B —T A ZADIEE
RKa<wy RCTA X —T =4 AEHRET HEFTTIL, o, £7203 ifIndex HAFEET
xFd, Fo FINA—F4EETXxFET,

AU B =T 2 AZITONWTH, 7 AR—HF—4 LRERIZ, 2a ORI E%RE
BoDT, aurZ2040% &0 55481%. anOEFNHE N\ 2FHAL TRy —F
THMLENDH Y F97,

IP a2 ka2 /LOEE

ARa~<w RTANARREZRIP 7ua Fa LB L ONIP 7'u Fa/FE 5L, IANA AR L
TV % Protocol Numbers D EFIZHENL L TWET, IP 7’12 F 2 /L& DIFE TlT, KX
TN E N E T,

http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtm] *!

T A NS —REOMEDTRE

*1

Z® URL IZ, 2021 %9 ABEDOH DT,
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T AN —FOMEGEIDE, 2~ X)) TEEDEARET A2 ENTEET, &K
Iz ary~<~FD0L0EEDAEAIT. ary~0EFIZ N\ AL T Ay —74 3%
’/Z‘gzﬁ&)w i—a‘o

av L RIA VD DEAEZETMEDIEE

T AR—H =G0 U HE—T = A, T A NE—FEOERE, EAXTEETME
a<wy RIA4UMBIRET D &, ZZAXTENGIHOUINE & LTS, BX@Y
DIENFEETE EHEA,
BETHEICEATRE ENLIHGER, HEEE 7 4 — R P " ") THAE T,

TIEER

o Ko< RE&EITTH7-01201E, NFAV—EANEE L TWALERH Y F4, £,
AKa< R, root 2—V —DHEITTE F9,

o U AR—H—EFRRALTIRET DB, A URRAEZFFOT I AR — 2 —PNEEAFET

HE, MGEERBIHETE WD, =7 —LhkvEd, BEETITRLEFOTY
AR—=H—HRETHHAEIL. BRLDOROVIZIP 7 RLUATIRET 50, 4N E
BLRWEDIZARTZERE LT IEEW,
FRRIC. 1 DDy AR—F —|ZBTHA v Z—T = A X & NF VN —TF DFFLNEBE
LTWAEHEAED, TOA U F—T oA ARRLERET D L, G52 —RBICFHETET
TT—ERDLGERHV ET, ZOLEIE. R4 OO I iflndex [EZ 5 E T 5 0,
FREDEBELRNVEIICARIEET L TS,

s BT OHBNORDLFEFFOIF JNV—T%2BETDHE, A X —7 x4 AD iflndex &
DIFE & KRR NT  BREY ITHRETERWGEER’HY £7, IBETHIF I/ L—7
ZIX, BFUADO L TFEE LA ZH LN LDREL T IEIW,

e Ravwr FEFETTDHE, -out THRELEZT 4 L7 FUKNIZ, CSV 7 7 A LD
nfa flow export.dat &V 9 7 7 A WIMER S NE T, ZDO7 7 A /W2, 1D 3508
B ) LT — 2 ORI 72 EOFEATIE MBS ENET, ZOT7 7 AV ZHIBRT S
L —continue IZ K Dk I EXGE D ICEMEL £H A,

A21 NFGA—F3—EEIT7AILOEHK
nfa_flow export 2¥ Y RD-file JIHUCHET /RT A —F —FET 7 A VOFRIZ DN T
WL ET,

I77A4NVTH—I Y I
ANT17 7 A iE, LFOBANCHES TER L T 72 &0y,
o NIRA—H—FBET 7 AL, UTF-8 = a—F ¢ 7 C#i LET,
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Bk
RET 7 ANMIFHHTE DA LTI, 2~ FEETTIREO r—VIREL £9, UTF-8
n—NTavy REETTHIET, TXTO UTF-8 LFEAFEHTEET,

BATOS N #) DOIGE AT, 2 A MTE L THbil, EHINET,
17— 2 O¥ALT, HEZKLET,

KEGIN [N NITEEOREA Zildl L, TALEDOITIC, a~v 2 R A4 UBIETHRET
EONRERHLET, KIER[] 20RO [1ETEEZ v ar LFRET, B7 Ve
VORELIT, T ANNT—ETOHLIVERDD £7°,

7 a AT, av R UBIBITHET2REZ., 11712 1 DT OHl L £
FLET DX EIL, /WS X—F—F : EORXNTT, "NTA—F—ZIZF, a~v K74
VHlA DN T-) RO ARIZEE LET, X, 2~ RIA4 Ul iEE
THANKEFR L TT, HlZiX, -type exporter T2 AP —X—ZIZHHHUTHNE L L
T DHITIE. type : exporter ITORF—F—LZLi#H L E7,

—continue °-full R EDHEEET-72\WA 7> a VI EEET AL, EIC Ton) &
SHELET, B Ton] ThHIUL, FOF T a U RNHESNET, EIC Toff) &aHE
THE, FONRT A=A —[ITHREENTW2R2NED L L THbILET,

DEFAULT & WO &aiDt 7 v a if, ¥t rvar & LTfbiEd,
DEFAULT &7 ¥ 3 VIZRE LTZNEI., o+ _XThov s a7 740 MEE L
THbET, Hl2E, TXTOEREITK L TIE U (period) & 5 € L 7=\ A 1%,
DEFAULT &7 ¥ 3 VT period /NT A —H —%#T 52 LT, ot v a1z
period INT A *&*%?ﬂﬁ L THETTHIEMTX e

BB, out /XT A —Z—|IDEFAULT ©7 > a VICE@Tr2 e nTcxtHA, K&
ValENENREHTOIMLERSH Y £T,

EnEEEXICEIIHERE

77 A NIEHT H/NT A —F —DfEIL, AT a2~ T A IR ET HE & IR
CTTN, UTFTOBENVRHY £,

7 4 N E =R OEHIEE

Sy BT A VRIS Cotilter ICHEERD 7 ¢ L& — & R t5 T BEE . 25 LFT
Ko CHELET, —F. RTA—F—BET 7 A MO 7 4 L5 — %l % E <
WA, EETF TR BT TR £, £, SITROFIIAEE 2 AT
EUHES, BEEIE TR (147 <—)) BT EE0,

(%) =& EOfE
(%] Z&ETEZIRET HITIE. T%%) & “HEICGHHTAILERH Y £7°,

ZZAX T 2 E L EOREE
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AV RTIA UGB ITERY EAEGUREEZIEET 556 TH, 74— FUFETH
IMEITH Y E£H A,

ZOM, 37> KT A L FROIRE LRBIC, BUFOLCT AT 55 A1 Ay — T 1
=TT,

s TIAR—HF /A E—T 2 A A0 )EDLDEGEDLLEEIT, an 0
EANZ N\ 2 AL T A —74250ER’H D £,

s TANE—FHDOEIZZ () FDOLDOEEDLGAIX. 2 YOEANT I\ ZHFAL
TR —TFTHMERH Y £7,

BRI AL
PLFIZ. 2017/4/1 10:00 225 30 35 DL 1 (1 DhifE) D7 u—F—X % 3 B5DOTY
AR—=H—IZONWTH T D% ERITT,

[DEFAULT]
period : 201704011000 201704011029
level : 1

[Router01]
type : exporter Router(l
out : /csvdata/Router01/

[Router02]
type : exporter Router02
out : /csvdata/Router02/

[Router03]
type : exporter Router03
out : /csvdata/Router03/

DT, 107 =5 54 Tkt L, WEORRD 7 4 b5 —R{FRIEE LT, #0ELE
7T 2 HaORERTT.

[DEFAULT]
continue : on
level : 2
type : ipaddr

[src/dst address: Router01l (1)]
# Router0l ETH+v TFrEIhiz, 585 :192.168.0.10 (BT HT0—
out : /csvdata/ipaddr-Router01-1/
filter : exporter=Router(0l
dstip=192.168.0.10

[src/dst address: Router0l (2)]
# Router0l ETH¥ FFrIhi-. 58% :192.168.0.20 ICHT 70—
out : /csvdata/ipaddr-Router01-2/
filter : exporter=Router(l
dstip=192.168.0.20

[src/dst address: Router02 GBEO/1]
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# Router02, Gigabitethernet0/1 ETHF¥TFrEhi-70—
out : /csvdata/ipaddr-Router02-if01/
filter : exporter=Router02:Gigabitethernet0/1

[src/dst address: Router02 GBEO0O/2]

# Router02, Gigabitethernet0/2 ETHFv¥ FFrShf-7oO—
out : /csvdata/ipaddr-Router02-1f02/

filter : exporter=Router02:Gigabitethernet0/2

A22 HACSV I74ILDORI
nfa flow export 2~¥ Y RN T %5 CSV 7 7 A VOERUZOW TR L E7,

HAT74M4IL4A
HAshsd 7 7 A A OmAHANTLLTO@Y T,
<yyyymmddhhmmss> <7—H 84 7> <iZE&>.csv
o yyyymmddhhmmss
A~ FOFTERRM LI AR T,
« FHFELT
—type [HEELIZT —# Z A T4 TT,

exporter ZFRE LT AT, 7 — % # A 74 (exporter) DOV IZ FEE LT =7 AR —
A —DHFNIRVET, Flo. AV F—T oA ABBEL TSRS, A% —T =
AADLHTBN G ENET, T AR—F = H—T = ADLRIDHI B, 774
WU AT NTHEATERWCFT [ ICERIET,

. HE
3MTOEETT, 001 HaaED £9, —EICHIEND T — X BN LW I5EE1T 001,
002, 003 7 7 A NMTHEI SN ET,

iy =27 AR—% — Router D, A > ¥ —7 = A A Gigabitethernetl/l ZXf%R L L7155

20170401100147 Router Gigabitethernetl 1 00l.csv

HAT+r—< v b

CSV 7 7 A W ORERITLL T D Y T,

« XFTra—7 471X UTF-8 THA S ET,

« UATHIZ, HEADOENT~Yy X —T 4 — /L F{TTT,

-no-header 7> a VERE L CEITLIEHGAIX. ~v F—7 4 —/L RITITAME S 1,
1ITEP 7a—T—2 " EhET,
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‘ﬁqo
[ A2CSV 7 7 A LDF|—H (149 X—) | |2, HI¥lo—&EE2 R LET, £z, 15
BT =2 IATICL TRV ES, T2 XA T LHNINOMIEE [RA3 T =2 AT
RO HH—F (150 =2—) | ISR LUET,
®&A2 CSVI7AILDH—HE

5|4 BL
DATE NFA 737 1 —%5A5 L7z kel
ZARRZNT, 7 — 2 OREGRARR) TV B THET,
EXPORTER Tua—%RH LTI AR—¥—4,
7 4V E =54 Texporter]) (2 LET,
BYTES 7 u—OEEREA 7 T v M),
PKTS T u—DE Ty M
PROTOCOL IP 71 k2 L4,

ZHIPEZE SN TOVARWEARIE, IP 7 ha Lk SsathahnEd,
7 4 VE =54 Tipprot] ZxIG L ET,

TOS TOS (Type Of Service) 7 4 — /L N1,
10 EHEFLTHA SN ET,
TCP_FLAGS TCP ~y ZI&ENDL 2 ha—T T 7 O,

FIN=0x01, SYN=0x02, RST=0x04, PSH=0x08, ACK=0x10, URG=0x20,
ECE=0x40, CWR=0x80, NS=0x0100 & L C, ON [Z72 > CW\5 7 T/ DinH
s 16 EEEFTL THASNET,

L4 SRC PORT EETTAR— F &,
IPV4 SRC ADDR EETIPVEAT FL A,

T g =5 Tsreipl (2 LET,
SRC_MASK KEEEIPVAT RLADY T Ry b~ 271,
INPUT _IF T AR=Z—EDANIA F—T = A 24,

IF JV—F123 48T 58815, IF 7 Vv—740nHhEanx1,
7 4 B =5 Texporter] DA H —7 = A ZREITHIELET,

L4 DST PORT SaSeR— h & A,
IPV4 DST ADDR 564 IPv4 7 K LA,
T 4B =5 Tdstip] (2 LET,
DST MASK SESE IPVA 7 RLADY TRy b~ A7l
OUTPUT _IF T AR=FZ—LOHIA o H—T = A 24,

IF 7 )V—7Z5% %4 28541, [F 7 v—740nMAhshEd,
T 4 VE—5AF Texporter] DA ' Z—T = A AFEECKHE LET,

IPV4 NEXT HOP WOHRIES)V—H —D IPvd 7 R LA,
SRC_AS EIETE AS F e

T 4 VB =5 Tsreas) 15 LET,
DST_AS 5i50 AS H,

T 42— Tdstas) 1Zxf LET,
FRAMETYPE Ethernet 7 L' — LD X A 7 & F3 055,
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LIE B
lEthernet 2|, [TEEE802.3 SNAP|. [TEEE802.3 RAW], [TEEE802.3 LLC]
WO TH I S E T,
ETHERTYPE Ethernet 7 L — A D & A Ff#,
16 #HELTHOINET,
VLAN TAG VLAN ID,

APP TN r—a 4,

T 4 B =5 Tapp) KRGS LET,

HETLT S RRA v N T N—T 4,
7 4V H =5 Tsrcendpt) (2R LET,

SRC_ENDPOINT GROUP

ST RARA VNI N—T 4,
7 4 VB =50 Tdstendpt] (23 L Ed,

DST_ENDPOINT GROUP

SRC_HOSTNAME EETCIPvA 7 R L AIZ#%% 4% FQDN 4,

DST HOSTNAME SA5C IPvd 7 R L A1Z3%249 % FQDN 44,

DSCP DSCP f&(PHB),

595 PHB 28 RUMEDB AT, 6 H1D 2 #EHTH A L £,

ek

NFA Tit., BB Z I 43 70— —2 0 ERENRIEE->TRY, EREZB2 70—
FT—=2E [Zof) LLTEEobNET, FDM] »7r—iE, DATE, BYTES. PKTS D%ILL

SDNZEMR L 720 . BALREE 2 & ot o7 —2 L LT sk 7,

Tu—F —ZDOIDWHIZHOWTIE, [52.1
N=U) ] HLBRMLTLEE N,

T —7 — X ORI & ALD BRI oW T (128

RA3 T34 THOHEAN—E

LIE exporter | exporter | traffic app ipaddr |ipprot |as tos
(~full)

DATE Y Y Y Y Y Y Y Y
EXPORTER Y Y Y Y Y Y
BYTES Y Y Y Y Y Y Y Y
PKTS Y Y Y Y Y Y Y Y
PROTOCOL Y Y Y
TOS Y Y Y
TCP_FLAGS Y
L4 SRC_PORT Y Y
IPV4 SRC ADDR |Y Y Y
SRC_MASK Y
INPUT _IF Y Y Y Y Y Y Y Y
L4 DST PORT Y Y
IPV4 DST ADDR |Y Y Y
DST _MASK Y
OUTPUT _IF Y Y Y Y Y Y Y Y
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LIE exporter | exporter | traffic app ipaddr |ipprot as tos
(-full)
IPV4 NEXT HOP Y
SRC _AS Y Y Y
DST AS Y Y Y
FRAMETYPE Y
ETHERTYPE Y
VLAN TAG Y
APP Y Y Y
SRC_ENDPOINT G |Y Y Y
ROUP
DST ENDPOINT G |Y Y Y
ROUP
SRC HOSTNAME Y Y
DST HOSTNAME Y Y
DSCP Y Y Y

A2.3 {ERHI

nfa flow export A~ NOFERE 27 L E T,

BEDIYRAR—F—IZDOVWTCTHEEHROZO—FT—42 % H
Hhd5

T AR—H—Router0l DA U H—T A AR E LT, | BEFRIEOFEMZe 7 o —
T—H % 2017/4/1~4/2 D 2 By H T 5121, AT a<r REFETLET,

# mkdir -p /nfa-csv
# /opt/nec/nfa/collector/bin/nfa flow export -type exporter Router0l
-period 20170401 20170402 -level 3 -full -out /nfa-csv/

o~ REFEITTHE, mfacsvT 4 V27 FUIZCSV 77 A NVBHTISNET,

EIVAR—F—DEREFT LDV NT—U2KD D
O—T—42 ZEHMICHINT S

TRTOZI AR—F —DEREE L DRy NV =TI BKOT7v—F—2 L LT, =7 R
R—=F =B =T oA ZADBEE, EETHIEIP T NLA, TF r—a v,
IP 712 | =2/, ToS(DSCP), Z#{EI0/4565C AS H 5D 6 DDA I TEES, Zhbzaxf
G LT, 1 DRiED 70 —F7 =X ZEMOICH T 512, FTUTOT7 7 A4V ZERk L
7,

[DEFAULT]
continue : on
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level : 1

[Traffic]
type : traffic
out : /nfa-csv/traffic

[Endpoint IP Address]
type : ipaddr
out : /nfa-csv/ipaddr

[Application]

type : app
out : /nfa-csv/app

[IP protocol]
type : ipprot

out : /nfa-csv/ipprot
[DSCP]

type : tos

out : /nfa-csv/dscp

[AS number]
type : as
out : /nfa-csv/as

YERK L7 7 7 A /v % /nfa-csv/flowexport.conf & L CHRAFL 77,
FENT, out NI A—F—ITRELTZT 4 L7 MY EERLET,

# mkdir /nfa-csv
# cd /nfa-csv
# mkdir traffic app ipaddr ipprot dscp as

[N CTE 7B, cron 72 K2 nfa flow export 2~ RZEMIIZFATTH L IITHEL
iﬁ—‘o

PLFIE. cron 2 L T3040 Z &IZFITT D ERTT,

0,30 = & * = /opt/nec/nfa/collector/bin/nfa flow export
-file /nfa-csv/flowexport.conf

FREO 4y, 30 712, mfa-esv T 4 L7 YD FOYVTTF 4 L7 MVIZ, ENENLCSV 7 7 A
IVHBMERR S IVE T,

cron DFXEICEHT 25T, OS DIt T H~v=a 7 LEZSM L T EI W,
EV bk
nfa flow export =~ R, WAL= CSV 77 A NVOERIIITTWERTA, HAILIZCSV 77

AT BN — =B BT 52 L TT 4 AV FELZEBE LAWK S ITEN T 5 0H
NV E£T,
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BENSIHEETHDIA—T—L2 2 EHEEAHT S

BlzIExry NU—7 BEREZ B E LCLBENLHAEEF TO 7o —F7 —# &2 L TH
B, TR FELTBL Z b TE £,

LU, 2017/4/1 10:00 O S2351X U8 T, 2017/4/1 0:00 2250 1 SShiEO 7 0 —F5 — X %
T_CHEHNTDHHTT,

1. 1[FHDFEITIX, -period ZFEH L T 60 pElOT—422H T LFET,

# mkdir /nfa-csv
# /opt/nec/nfa/collector/bin/nfa flow export -type exporter Router0l
-period 201704010000 201704010059 -level 1 -full -out /nfa-csv/

2. 1[BIBOFETOH LR AT, 2B Z%E/T L £9, 2B HLFEDOFIEITIE, -period T
1272 < -continue ZFHT 5 Z & T, BRI TORMEOT =N HNTHZ ENTE
9

# /opt/nec/nfa/collector/bin/nfa flow export -type exporter Router0l
-continue -level 1 -full -out /nfa-csv/

2 [EH OFEITTIX, 2017/4/1 1:00 225 60 73l OT — 2 B S E T,
3. BUERFZNZIBWO £ T, MV I L-continue TEITLET,

1 EIDFEITT, 60 IO T—2 1S Tn&E£T,

EVbk

BAERHIC B DU b cron 78 ¥ CEBIMICEATT 5 2 £ T, S BICHEREL CHINT 5 =
L SATHECT,

A.3 nfa_application conf

NFA IZBEEL CWD T T U —v a VEEONEEZINE T 7 A VITHT) (=7 AR —F) L
720 T 7 ANNSBEEOT 7Y r—3a ViEFEE NFA ~— 45T, EHr, Bk (o
YIR—=M) T DA FTT,
RKawy RTIE, 77V 75— a VERONE%Z JSON 7 7 A VB TRV FWEST, 77
ANFROFEMZHONTIE, TA31l AV AR—FBLOT 7 AR— D7 7 A LR (156
N=U) | AL T ESN,

INR

<SS VR =T 7 L2 F1Y$>/controller/bin/nfa application conf
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nfa application conf import [-help] [-silent] [-unformatted]
[-log LOGFILE] FILE

nfa application conf export [-help] [-silent] [-unformatted]
[-type SYSTEM|USER] FILE

nfa application conf -help

2 BA
KT a~wr ROBEWIZKRO®EY T,
* import
FILE TIE L7 7 A LVONKEEITCIZ, NFA ~DT7 S r—3 3 VEFROBEM, B,
HIBRZITWE T,
FILE Tl EELE7 7 A NLVONFIZH L TIE, a~ v FAFOIZUHIZ 7 +—~ v b
Frx v I NEREINET, 74—~y " F v 7 TnT—03BHEINEHEAIE, 7T
DT TV r—a VERICH L, A AR — MU IThbIvERA,
T —~v hFxv 7 ToT—RNRWEAIL., £ VAR — MUEERThETR, LTI
BT AT r— g VERICKH LTUL, A AR — MUENMTOILER A,
- BIROT Y r— g VEROLEIN, BEOT ) A— g vEREEEL
W5
- . E2EL HIBRRROT Y r—3 3 UEFD NFA IREE S LTV
FRDFERTA VAR — SN l2T7 7 ) r—va VERIZ, =79 —La— K774
A EnE T,
Bk
s TI7—La— K774 MI A VAR 7 7ANERIUT 4 L7 N UVICERESL A v R—
N7 7 A VDL BN " etror_yyyymmddhhmmss" %M LT 7 7 A V4 L7800 £,

¢« 2T —La—RI77ANDTT —@FHHELEETHI LT, =TT —ERIIHTHA o A—F
T 7 ANVENRINANERT D Z ENTEET,

* export

FILE CTHRELZ7 7 A VIINFA D7 7V r—a ViEF% ISON R TH I L7,

5131
-silent

FEXRFFEE— R(HA Lo b E— R)TEITLET,
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FAFEE— FOA, 2 FETFOBERRSERSNT, 3~ FEFHOAN
AERR <. AT OBIEL 20 %5,

* import DFH
AR 7R TIFELTWDLGAE, EEELET,
* export DLHE
FILE CHRE L7 7 A VBT TIFEL TV EHHA, EEELET,
-unformatted
* import DFH

TT =Rl T ) — g VIEFEDISON T — X 271 7T A THREE L7
oz, £ voF o b, BEO, BT 0WER T I —La— 7 7 A LI
jj Li‘j‘o

* export DFHE

TN r— g VEFROISON T —H 270 /I AT LT WL SIS, £ 0T
Y, BIO, BITEEFERWVWERTT s ANMCH O LET,

-log LOGFILE

A VR— LB OEITNEZGETHIEA 7 774 Vol s EL £,
LOGFILE 21X, #axf /R A, F7201%, XS ADIRENAEE T,

AA T arEBRHRELTWRWEEIE, LFOT 740 hoRRICH IS nE T,

* <SSR P,—/IT 1LY FYs>/controller/log/nfa application conf/import
log_ yyyymmddhhmmss.log

-type SYSTEM ¥ 7% USER

[HRER|OT7 7V r—va v ERZDOHRET I AR—FHRETDHEAIL. -type
SYSTEM ZH5E L £ 7,

[A—Y—FR]|OT 7V r—a b EEDOLETT AR— AR ETIHHEEIL. -type
USER #HRE L £ 7,

ARAT v arBRELTWRWEAIT, [BREE]. BLO, [A—F—8&K |0l DT
PV — g VEREYTT AR— MG E LET,

FILE
s import OHE
TV a VEREFLIR LA VAR — N7 7 A NVERER SR ETE, xS
ATHELET,
* export DA

TN = a v EREAENTAT I AR—= T 7 AN EH A F2R, FEX
INATHRELET,
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-help
A~y ROMMGEZF TR LET,

RUYIE

RYE R ELL]

0 i IEHAAT

2 B 77 ANDAEINTRB LT

4 B o< ROFIEBRIE

9 B AVR—= KT 7 ANDT F+—=v FHBRIE

10 L N~ 7 —

11 R BELIEZ 7 ANETIET 4 L7 MY DBRFEELRRWD

100 “®ih —WBDOT TV = a VERDA U R— MR LT

101 %5 2 —F—EAE(CTRLAC 72 N LY | & CULERZ il L 7=

FEEIE
e UTDOA =N DEN, A4V R— MUERBG SN T-%I2, CTRLAC Ta<w 2 K
ZEIEXETH, NFA NTOA i— MU Ik S £ 9,

Importing is in progress.

A31 AVR—+rBELUVTIVRAR—FDT 74 ILERK

nfa application conf 2 ¥ RKDA VIR—F T 7AN B, 2 AKR—=F T 7 A NLD
77 ANERIZ O T L ET,

774K
nfa_application_conf 2 <Y N TUEY 5T 7 A VLT OB L 20 97
« XF=— F:UTF-8

« WfT=— N:LF

o A7 7 A VOMER: 644 (rw-r--1--)

s fUBR—FT7AN, BLO, =F—La—KRK7 74 1rDT7—%EA:

"add-applications" : [ APPLICATION ] | null,
"edit-applications" : [ APPLICATION ] | null,
"delete-applications" : [ number ] | null
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J0O/87 4« Eidl

HitEA

add-applications list [ APPLICATION ]

YA RNERXT, 8BINT57 7Y r—3a VER
(APPLICATION)Z f5& L £ 77,

77V r—3 a3 U EFR(APPLICATION) D FEAH I
[APPLICATION (157 ~X—3) ] B L T 7Z&W,
id £721%. type ZFEE L TWIBA., T OfE % HEiE
L TR ZITWET,

BINGT 2577V r—a VERNRT UL, null 18
ETH0, Eiid, T usT ¢ AREEELET,

edit-applications list [ APPLICATION ]

UAMERT, BHTL7 7V r—a ViER
(APPLICATION)# f87& L £77,

7 7Y r— a3 VEFR(APPLICATION) DRI
[APPLICATION (157 ~—2) | BB L T 7Z&W,
id &A1& LT, 77U r—a VERO T
BEITVET,

type ZHEE L TV, £ O A4 8 L T4
TOET,

THT AT r— g VERNRTIUL, null 2R
ET D, ik, o o AEEZEKBLET,

delete-applications list [ number ]

YT A7 7Y — g VERDIdEFEELET,
id Z30T-& LT, 7Y r—va VEROHIBRAL
HEITWET,

BT 27 7Y r—3 g CEFRN TS, null 245
ET B, FL, TuT o HIEEEKR L ET,

s TV AR—KTZ7ANDT—HEA:

"data" : [ APPLICATION 1],
"count" : number
}
J0/8F7 4 i) E
data list [ APPLICATION ] | U A RMEXR T AR— b LTV r—2a UE
FE(APPLICATION) D NE =R L ET,
7 7Y r—3 a3 VEFR(APPLICATION) DRI
[APPLICATION (157 X—) ] &L TL 7230,
count number T AR—RNEINZT TV r— g VEROEE R
LET,
APPLICATION

APPLICATION 47V =7 OB A LI FIZR L £9,

"id" : number,

"name" : string,

"type" : “sSysTeM” | “USER” ,
"conditions"™ : [ CONDITION ]
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JO/7« i)

BB

id number

TV = a VEREHNNT D720 1D,
A VIR—MLETOT P r— a9 VEREOFEH., HIRRIC
BWTHALET,

name string

T r— g VERDL,
BeRCFHIT 32 XF T,
UTICRTXFITIRET D2 LN TEER A,

BT <=0\ (|}~

o JEHHB L OREA~D YA AL— 2

T 7V r—a VEROAFIE R CARTIZ DT HZ &
ITTEEEA,

type string

TN =g UEFDOTER,
« "SYSTEM": [BRE&E| CTHHZ L ERLET,
« "USER": [A—H—EHRK ]| THDHZ L ZRLET,

conditions list [ CONDITION ]

TV = a VIBE RN DT OSMEE R,
1 DLl EDOSAF(CONDITION) 25 ET A LENH VO . #HEK
FUEPEESNTWDLEAIE, ORGMFE2RY £,

Z{:(CONDITION) D#E#fL, TCONDITION (158 ~X—27) |
EHHLTIEEN,

CONDITION

CONDITION 472 =7 FOEXRZ L IR LET,

"ip-protocol" string,
"endpointl" DETAILED CONDITION | null,
"endpoint2" : DETAILED CONDITION | null,
"src" : DETAILED CONDITION | null,
"dst" : DETAILED CONDITION | null
}
pA=PAC P i BTLL]
ip-protocol string TV = a YPRIATHIP e b ang,

FREFHRE/RIP 7' b a4k, (EERREZRIP 7' 2L

(160 ~—) | #ZH LTI,
A UR— MLUEIZBW T, KT, T EXBILER
/\/o

endopintl DETAILED_CONDITION | {5 DM A$RE LIRWIGED T R A~ OFERSEIE
(DETAILED CONDITION),
ZEANSAE(DETAILED CONDITION) D EERIIT
[DETAILED_CONDITION (159 <—) | 28R L T
A
ste, BLOY dst &F, FIFFICHEET S Z LiIXTEEHA,
FHERIRWNIGAE, null ZfET D0, Eik, T ueiT o
HIRZEM L ET,

endpoint2 DETAILED_CONDITION |85 D5 A& 4a7E LIRWIGE DT RARA ok OFESMF

(DETAILED CONDITION),
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JO/7«

BB

FEAMS& - (DETAILED CONDITION)D £,

DETAILED CONDITION (159 ~X—) | 2L 72X
VY,

sre, BEU, dst 1%, FFICHEETAZ LT EHEA,
FUERRNGET, null Z45ET D0, F2iE, T eT o
HIEZAMELET,

Src

DETAILED CONDITION

BEDH M EIRET 256 DK T OFEMSRM:
(DETAILED CONDITION),

FEAN S (DETAILED CONDITION) D £
DETAILED_CONDITION (159 ~—2) | &L T2 &
W,

endopintl, LT, endpoint2 & 1%, FIFFICEEET 5 Z &I
TEEEA,

SRR WG AR, null Z4EET D00, F2iE T eRT 4
HikZEm L Ed,

dst

DETAILED CONDITION

RO M EtRET 256 D5 DMt

(DETAILED CONDITION),

FEANSE{:(DETAILED CONDITION) D1,

DETAILED CONDITION (159 ~X—) ] &L L2 &
VY,

endopintl, F XU, endpoint2 &1, RIEHIIEET D Z &I
TxFEHA,

RIER720GET, null Z45ET D0, £721E, T uT o
BiREAIELET,

DETAILED_CONDITION

DETAILED CONDITION # 7Y =7 FOEXELLFIRLET,

llport"

: string | null,

"ip-address" : [ string ] |

"domain"

}

[ string ] | null

null,

wi=VAs Vs

g!

ﬁ!l‘:

BA

port

string

TV =y a B FIRAT A R— &S,

R— FEEIL, 0~65535 O&FPFHD LA T & 720 T3,
BFEEDOR— FEENGFH L2 5A/1E. 2~ () TRY-> T
FHLZY, UToRXcHEEzFREALET,

<BAEAR— FBE>—<BTHR— EE>
ip-protocol 73, "TCP", "UDP", "TCP/UDP"D\\\ T D
Bl FEELET,

SRRV A, null Z4BET D0, FiE, T rsT o
HiEZHIE L £,

ip-address

list [ string ]

TV =3 OGS E T D EE L, EIE, sEE
DIPT LA,
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wA=VAG P i EL

192.168.0.1 DL 572 IPvd 7 RL AR TIEELE T, £
72. IP 7 RLAOHFHBEEOEH AT, UTORRERD F
j‘o

<BAIRIPVAT FLR>—<#&TIPv47 FLR>

TSI NEESN TV DA, OREM LD £,
domain OFENFEE SN TWVWAEAE S OR &L 720

j—o
domain list [ string ] TV = a rOBGE L 2 b EEC, E2IE, sk
DRAAL 4,

BRCFHIE, 255 F T,

BERAREZR 0TI, FARET. "M 7. Ry O T
AR Y AT (F)TT, TAZYRAT(F)DHRDIFESLT AHX Y
A7 ®E& 2O ERET D Z LT TEEEA,

B PEE SN TV DAL, OR S E 2D £9, ip-
address OFMEDIESNTWVEEESE OR S 720 £
ﬁ—o

IERBEAZIP 7O ML

T7Vr—vayERTIP 7u han b LTHRENRER e F a2l IR LET,
EVEk
TCP/UDP /%, [TCP E£1=I&UDP]D Z & #E K L TV ET,

TCP/UDP, HOPOPT, ICMP, IGMP, GGP, IPv4, ST, TCP, CBT, EGP, IGP,
BBN-RCC-MON, NVP-II, PUP, ARGUS, EMCON, XNET, CHAOS, UDP, MUX,
DCN-MEAS, HMP, PRM, XNS-IDP, TRUNK-1, TRUNK-2, LEAF-1, LEAF-2, RDP,
IRTP, ISO-TP4, NETBLT, MFE-NSP, MERIT-INP, DCCP, 3PC, IDPR, XTP,

DDP, IDPR-CMTP, TP++, IL, IPv6, SDRP, IPv6-Route, IPv6-Frag, IDRP,
RSVP, GRE, DSR, BNA, ESP, AH, I-NLSP, SWIPE, NARP, MOBILE, TLSP,
SKIP, IPv6-ICMP, IPv6-NoNxt, IPv6-Opts, 61, CFTP, 63, SAT-EXPAK,
KRYPTOLAN, RVD, IPPC, 68, SAT-MON, VISA, IPCV, CPNX, CPHB, WSN, PVP,
BR-SAT-MON, SUN-ND, WB-MON, WB-EXPAK, ISO-IP, VMTP, SECURE-VMTP,
VINES, TTP, NSFNET-IGP, DGP, TCF, EIGRP, OSPFIGP, Sprite-RPC, LARP,
MTP, AX.25, IPIP, MICP, SCC-SP, ETHERIP, ENCAP, 99, GMTP, IFMP, PNNI,
PIM, ARIS, SCPS, QNX, A/N, IPComp, SNP, Compag-Peer, IPX-in-IP, VRRP,
PGM, 114, L2TP, DDX, IATP, STP, SRP, UTI, SMP, SM, PTP, ISISoverIPv4,
FIRE, CRTP, CRUDP, SSCOPMCE, IPLT, SPS, PIPE, SCTP, FC, RSVP-E2E-IGNORE,
MobilityHeader, UDPLite, MPLS-in-IP, manet, HIP, Shim6, WESP, ROHC

A3.2 ERHI
nfa application conf I¥ R ofEAFI 27 L E9,

nfa application conf A~ NiX, TV T —a VERDHLZ NNy 7T v 7 LTEWGE
LMOBEE TENET S NFA DT 7Y r— g VEFREZ A —LEWEARETHATS Z
EMTEET,

HARBY 2 ER B 2 LIS R LET,
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[A—Y—FRID7 TV 75— a3 VERDAHAEZIY AR— T
%

—type USER A 7L a VEZIRELTUTO LI ICa~vwr REFETLET,

# mkdir -p /nfa-app
# /opt/nec/nfa/controller/bin/nfa application conf export -type USER /nfa-
app/user.json

o<y R&EFETT5E, fa-app 7 4 V7 b U D userjson 7 7 A W [A—YF—FEHK]| DT 7
Vo —va VEROANHTSNET,

O NFAIZ7Z7 T)5r— 3 EERZIE—T 5
[A—Y—FT|OT TV r—a b EROHLETT AR— 15| OBEZERKL, 2 &—
JLD NFA )N S[A—Y—R|DT 7V r—ra U EFRET I AKR—MLET,

/nfa-app/userjson @ data 7' 1 /3T ¢ DT — X % JullA VAR — k7 7 A /LD add-applications 7
BT 4 DT —Z EERR L ET,

ERLTcA VAR — M7 7 AV Ea—5E LD NFA ~ELE L, IFO XS ica~vr Fa5E
TLET,
# /opt/nec/nfa/controller/bin/nfa application conf import import.json

FRICBWT, TTERADT 7Y =y 3 VERIEE L TOSAIE, ST 7 ) 7 —
va VEROLHENA T — L0 9, ZO5A, edit-applications 7 R8T 4 DT — X &
LT MET 7Y = a VERT — AR LT, A R — MU A HERIT LTS
Uy,

A4 RsFY—IL

NFA O#EAMEFFRIEFHED /2O D1 75 Z1T 9 Y — /I HOW TR L £,

A.4.1 nfa_diskcheck
TAATERAFELZEML, LEVEZB X 725512 A — /L= syslog & W T —H — 2@
THILENTEDHa~vw L R TT,
Ko< R%& cron ZETEMFEITTHZ LK, NFAWEHT LT ¢ A7 OfFE RN 2
GHNCHERT A e TEET,
i
Ko< KX, NFAOEMEL IZMN L CEY, BT 4 A7 ERHREZEHAT L7200 LD T

T FEA R B AR B IR D E ORI AR A EALEE 2 1T W T2 WA 1R WebSAM SystemManager G 72 &
DOEEMRBRAFIHT 52 L2 HELEL £,
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INR

<SS VR =T 7LD F1)$>/collector/bin/diskcheck/nfa diskcheck

fz =

nfa diskcheck

&76A

B G L T 56T 4 A7 LEVWME, @A FEIZOWTIEL, 2~ RERIUSRIZEIE S

TWDERIE 7 7 A /u(nfa_diskcheck.conf)z AWV CTHE L 3, Ka~> REFEITTDHIIC,

W3, BXIE 7 7 A /(nfa_diskcheck.conf) Z M L. BERANBEEZHEL T ESW,

AEE
X E 7 7 A JV(nfa_diskcheck.conf)id, nfa backup A~ RIZL DN 77 v T OREIHNTT, LHE
Wi CTHEBNC N> 7 T P E4T-> TLIE &,

X% 7 7 1 JL(nfa_diskcheck.conf) M/\5 A —42 —

FXIE 7 7 A /V(nfa_diskcheck.conf) THEE 35 nfa diskcheck 2 ¥ RD/XT A — & — ¥
[ RA4 o~ RRTA—H— (162 X—) | ITxLET,

HWEATRE/R /N T A —F —DIFEZEM LG EIE. 7 7 4/ METRENTONET,
RA4 ATV ENRFTA—E—

RS A—8—4% R T4 ME
detect_path T A AT EHFEEZERT D3R,
Mokt N2 THELET,
KRG A—=F =%, T, FHELTIEIN,
threshold_value T4 ATHHRO L EVME [%],
AT A—F—F, BT, FHELTLZEN,
syslog_notify L EVWMERIRRED syslog BEIDFITT 7 7, True

True: syslog COBHEITVET,
False: syslog COEHIZITWVEHR A,

syslog_name syslog CIBEHIT 57 0 T L4, nfa_diskcheck

syslog_severity BT 5 syslog DEIE, warn
UFTOWTNNERETHZENTEET,

debug, info, notice, warn, err, crit, alert, emerg

syslog_message syslog CHAIT H A v E—,
syslog_notify = True DAL, £7, FEEL T EE W,
mail_notify L X VWMEBIERFO X — /LB OETT 7 7, True

A — DT a— RiE, UTF-8 T3,
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NI A—8—4% i T4 ME
smtp_server A=Y —=R—=D N A A 4FQDN), b LIE, IPT K

Lz,

mail_notify = True DG IE, 479 FEEL T ZEW,
smtp_port A—VIEETRIHT 5 AR — M5, 25

smtp username

SMTP FBFEIZ VD 2 —H —4,
smtp_username, %721,
Srerld, SMTP RSREL RN L E8 A,

smtp_password 23 M XL T2

SMTP #EFEZFIFH L7232
1/\

smtp_password

SMTP FBFEIZHW D /XA T — R,

smtp_username, F 7z,
e, SMTPRBREZFIH L £ A

smtp_password 23 HE STz

SMTP RiFE&FIH L7
vy

mail_to

A= LT KA,
<)X TEEERET A ENTETET,
mail_notify = True DAL, L3, FEEL T LIV,

mail_cc

A= VDBEBLT KL A,
()XY TEEEET S LN TEET,
RRTGA—H—TEMET DN TEET,

mail_from

A—=VDRIFILT FL A,
mail_notify = True DHEIE, 4T, HEL T LIV,

mail_subject A= D4,
mail_notify = True DAL, ST, FEEL T ZIVY,
mail_body A=)V DRI,

mail_notify = True DIGH L, £T, FEEL T E I,

LURDRT A =5 =25 LT, BERUAEE CTHUG L7 A B S e s & L CHlloAT Z &

AR T

* syslog message

* mail subject

* mail body

i ATRE R EHA ST & [5% A-5 AL (163 ~—2) ) (R LET,

il

syslog message =

High disk usage. The disk usage

=& A-5 BEXFF|

been {disk usage}%.

B F5

B L

{disk_size}

AR R T 4 A 7 DEIRER [MB],

{used} BERARI ST ¢ A 7 Offi F #: [MB],
{available} Bt RT ¢ A7 D72 X455 [MB],

{disk_usage}

LA R T ¢ A 7 O R [%],

{detect_path}

FEARRI ST 4 A7 DR A (detect_path DFR TAHE),
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EHCF 5 B7L)]

{date_time} T 4 A7 RO H I,
YYYY-MM-DD hh:mm:ss(TimeZone) DI L 720 £4,

RYIE
RRIRFC IS 0 238 LE T, RIS L 0 A O 3E L £,

A.4.2 nfatech 5RO KR

NFA OEM THREENEAE LGS RRFEE TLE R n 7 2RI 57200 —/1iZon
THALET,

NFA OEH TREENRE L2 E13. NFA Bt 0 V78— L2l LT 7 28
L., NEC H AZ~—HR— b X —~Ef LT EEN,

NFA TIZ. LT 3 >0a Z7HEY — Va2t L CTWET, RZEbETHEWSIT TR
Sy,

* nfatech.sh A~ K

Hx REZOPETKREL 20 7 2R IRNT 53~ FT, BARIZIE, Ka<v K
ZFEMLTr 7283l £7,

BET 20 7 ONEIFZLLFO®EY TF,
NFA 23#{E3 % 0S BE#H O fF #H
- NFA O#EjifEa 7

- NFA OFRET 7 A )V

- NFA O 71t A5

- NFA DT —ZX—=2AEWR (VAT LRE, A X2 MR, 7 — 7 HEROIER)
* nfatech minimal.sh I~ N

[EEMETSHEERDR/NROR T2 MT o3~ R T, 74 A7 DZEIFRENR
DIRWGEEIT, Kavr ReL T 728 BL£7,

BT 58 7ONEIZLLTOEY T,
- NFA 28813 % OS BdE D1 #
- NFA OEMER 7 (FWLBLD U V) — 2RI D HEHE BITER <)
- NFA DRET 7 A /v
- NFA O 7 o & 25

* nfatech core.sh I~¥ 2 K
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NFA 7Bt 20ar7 X T 7y ANVERERT 570D a~ 2 RTY, NFA 7'rtE AR
BE K T4 2F22"RAE L8 AT, nfatech.sh 2~ K, F 720,
nfatech minimal.sh I~ FédicRa<w FE2ERALET,

BT 20 7ONKFIZLLTO®EY TY,
- NFA 7avADar7yx 777 AL

O
INA
<SS X —/)LT 7 L2 F1J%>/controller/bin/nfatech/nfatech.sh

<SS VR F—/)LT 7 L2 F1YJ$>/controller/bin/nfatech/nfatech minimal.sh

<SSR F—/)LT 7 LY FY$>/controller/bin/nfatech/nfatech core.sh

iz =

nfatech.sh [-help] [-n] [-o Directory]
nfatech minimal.sh [-help] [-n] [-o Directory]
nfatech core.sh [-help] [-n] [-o Directory]
Xv3

anHA

B ERRL, MELEZTALVZ RV OOER 7 7AvE L THAOLET,
M7 7 A NVBITLL T 700 £97,
* nfatech-YYYYmmdd-HHMMSS.tar.bz2

TALZ FYDREZToTWRWEEIE, L T4 L7 FUICHALET,

518

RRRTHRELRDT A A FRORES D 2170, BIVEOT 4 27 &R A543
S L E T,

-n A a UVEEE LTESGAE. v VRGBT TV EE A
-0 Directory
R L7cn 7o) eeaE LEd,

Directory (21, #axt /R A . F720k, FXXADFREMNAHETY, Directory THIE L7T2
T4 V7 NUBEEL TRV IIER L £,

-help
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awy FOEMGIEEFRRLET,

RYIE
FRIIRFIZIX 0 2K L ET, REIRFIZIT 0 A OfEZ IR L E 97,
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1B rF TN a—TF 4T

F8B cSTILYa—TFTa2T

NFA % ZHIHW=72< ETHREESND F T 7 E . ZORUFEZHOWTIIA L ET,

B.1 Weba>2V—IJLIC¥EHETEAHL

R

FTED URL 5 LT Web 2o Y — LIZHf L LD & L7, AFDO XD RBEHNFRRS
. B CTE 720,

COR—J(FFRIRTEFEA

s Web FPFL-Z https://192.168.10.147 FMELUHEEMGTCEEL,
» BRILILTEOA—SEELTIEW,
o BAFTHS, A-TEBIRONERICERL TR,

| BEOMBTEE |

B-1 Em@EHI

JRE

NFA #—/ 38— T, NFA OV —EZANEE L TWARWZ ENEX b ET,

xt L

NFA O — bR &FEH LT ZEV, #BECS TR, 1512 —v 24 KH), (F1k7
5 (115 =) 2B LTIEIN,

B2 Aviak—FREEDYA LTy hTHSIM
RSN

FR

By alh— RO T INRRENDTRXTOY 4TV =y MIBWT, T—20WMBIZEBKL
FlLiz, TE/HYFERALERIN, 77 7RFRINR,
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1B FI I N a—TF 4T

RS

T—aMMmIcE=RLEL -,

B-2 EmEHI

JRE 1
NFA —R— LT, 7o—a L 7 X —REMEL TV RWNWZ EREZLNET,

xfA0 1

NFA OY—vE 2= FEHE) L <730, #EIC > TiE, 1512 h—ve X% EZ#H), (F1k3
5 (115 ~—2) ] 2B LTI,

JREA 2

Web 2o Y — A NEWET A2 4T kv v & NFA —_"—DEZIN KX FRTn5b
720lc, BEEINT-7a—F—2RELLEBRTECWARANWIEREZONET,

XA 2
Web =2 Y — LN EIWET A7 94T b~ & NFA —_"—DIZ 2 &b T 77X
U,

B3 Ay aR—FEEDDIDADTY FTTSTD
RTEMELZET S

R
¥y aR—RO&EY A Y=y NEBWT, —HOMMO Y 7 77— 4 SERIC R Sh
P BB LRI 5 TN bR S NB,

[R A

NFA D7 —al 7 X2 —ICBWTC. ZE L7 —FHROT —F X— 2EX AT )
Mo TWNWDHZ ENFREEZEZONET,

NFA O 7a—al 7 Z—|x, 7a—{FROZEHEIZK L, 7 —F X—ZA~OE X AL
PDEVWGEIT, AEVIIZE L7 —FHe —HUICEELET, 2%, %ELEY
=R ETNTT = I RXR=ANEZRALARRTY, 74 Yy T 7T —=F_X=Z~0D
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1B "I TN a—T 4T

FEERBIHENTET LT =2 LT T 7FRRTERWEED | RBBIET 556050 %

it Sl
— Y F R T RIE, 2 D E EORIETIM 72720 TR 0 E4 A

B ERFEIC BT, BTBEN A LEAICKERNAE U TWAEAIE, 1514 7o—1F
WO T EZLET S (118 X—) ] OFIEIZIR > T, —HiHET — 4 XR—2~DE
XIAABEEILTDHZ ETHRIRTEDLEERH Y £,

AELRT, 70 —HFROZEMELT 4 A7 VOMEED/NT VAN TWAD Z &K L
TWET, 20D, 7e—%2EETHZ I AR—Z—HEHLT-Y . @MEREDT 4 27
OFNFICEIV B2 57 EMAREZ AETZ RN H D £,

B.4 &HEHXRELNEIZKNT S
=3

FRERE IR A FAT LB, ARLELE &) =T —RERS T, RELIA KT %,

B-3 EmEHI

JRE

NFA —R_— LT, $y—ERAO—EREEL TWRWNWZ EREZENET,

it

NFA OY% —E 22 HiEHE L T 723, #EIZOWTiE, 1512 —e x4 id), (Fi1k3
5 (115 <=2) ) #ZRLTIEZEN,

B5 THVRR—E2—ZHIFRLTH, EELTLES
=% 3

T AR—=EZ—ZHIERLTH, YoV AR—F =507 a0 —ZZEMTHET 7 AR—
Z—EEEENTLE Y,
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8B RGN a—TF 4

R
BB RS A 1T 5 TN B 2 EMEZ BRET,

ZOHE. I AR—F—%HIFRLIZELTH, FOBRTHEYHSTZ I AR—H =507
o0—%2ZETE, BED AR—Z—PNEEINTLENET,

X AL

PLFOWT IO RN BT,

s T AR—H—lIT, 7ua—0DEEHRELIEDD,

« NFAMIIT, =7 AR—Z —DOBEREEEL A 72T 5,

BAEDOFENZ DWW TIL, 22,1 =7 AR —Z —EROEFER ) > —%RET D (30 2—
D) #BRL TSN,

B6 Va4 oxy MIT, RAMERTNTEGEWN
£ 3

7 —O%E LI TWDITTTEN, 50U B R A NAERRDTE R0,

RA

RA N OEFFH L, DNS b —R—CAMRINDRNE 9 EE L CARIRIRZIT> T\ 5
720, K5 DRBREORBN I MNDEENH Y £, Lo T, ZHIIEEEBRY OEEIZZR Y
9,

pap'll’
2L,

723, DNS H—_—OFRENIE L AT TWDIDEMRT H7201I2E, 7r—aL s ¥ —
D~ ETnslookup R ping R ED A~V REFEITTHI LT, TXF%ﬁﬁ¢ﬂ%f%5
MNEIDHERTHZENTEET,

LTI, nslookup 2~ RDOEITHITI,

S nslookup 192.168.10.100
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B7 Weba>VY—ILOLA T2 CDBENTLES

R

Web 2V —LDL AT T RBRIANTLE 9,

JRE

ZHIH D Web 7 Z 7% —73 Internet Explorer 8 72 &', %R — FXIRO/N—T 2 TlEenZ
EMBZBIVET,

4

NFA YR = L TNHN—=T a3 D Web 7 7 7 F—% ZFIALEI 0,
* Microsoft Edge 104 UL |
* Mozilla Firefox 103 2L I

* Google Chrome 104 L)

B.8 R—COEMHABRNITIN TS, FELYHI IR+
TIDIT—MNRTEIND

FR

REDERREEITEY ET5E, R—SOEDHPENTINTWELS, FEBYSIIRRTTD
TT—NEREIND,

[REA
BIOEEIZ T, MMOBRELEZEHMFTHLZ ENEZLNET,

xSl

EGEHREBIET 25613, NFA IZKT 2 RIRFEEEZITDZ2VnE 21 LT EE,

171



ok C WEAFIMT DL AT LY V=2

8 C HMmMAFRIHAVATLIY—R

ATV RAT LY V=R ZOW T L E9,

C1 HEAFAETHIHR—FEFEESND—F
PSRRI T 2R — bEFOT 7 4V MEIZOW T LET,

NFA 23400 & DElE. BLXOWE TOBEICBW AT 2R — hEF5%, [F C-1 NFA »
R+ 2@ER— MES & OMEBEE) (172 =2—2) ], [F C-2 NFA 239 % 18 R —
&S (NEEE) (172 X—) ) ITRLET,

% C-1 NFAAFRT HEER— FEHE—F SEBEE)

Ex R—+r&E | FOra | AR A&

= y|%
HTTPS & A — bk 443 TCP IN [HTTPS@#fEH— K TT,
sFlow /37 v FEAEHR— |k 6343 UDP IN |sFlow /X7 > FZEHR— FTT,
NetFlow, IPFIX /37 > b5 | 9995 UDP IN |NetFlow /X% > ;| IPFIX /37 v hD%AF
Ak H— b TT,
0365 73 5 HEE A — & 443 TCP OUT | Microsoft 365 (Office 365)1Z%f4 57 7 U

F—vaYEREHBEHT L7200
lendpoints.office.com| & DEFEHA— T
TO

Ev bk
7 r % =S B L CEET S
T EBARETT

% C-2 NFADFAT ZEER— FHEES—F (REBEE)

A R—rE | O k3 | FE A&

=1 |7
71 —7—4 DB @z K— 27100 TCP IN | 7e—F—4EHAT — 5 =2 ~Di#lF
b =TT,
VAT LNEEE DB R 27110 TCP IN |V RFAERAT — X X—ZA~DFER—
b SR
A X NEF DB #E R — 27120 TCP IN A NEEAT— X _X—Z2A~Di@F R —
P N
2> b v—Z —HilfEEE 27200 TCP IN |22 he—F—7 otk R§#H~DBER—
A— b DS
= A = e A ST 27210 UDP IN |27 & —TautvAoua /P —EA~DHE
fFAR— 1 fEAR—FTY,

INHDOR—FNEHITTRTEETALZ N TExET, FIHATHIR— FNESOLEHEFIEIZ
(513 WAPAFIHAT2BER—MEFEZELETDH (116 X—V) ) BB LTIEI,
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$4% D fhs 2T AL DR E

Tk D X TLEDEHEETE

NFA Lo AT AL ZHESE 5720 OREFIEZOWTIAL £,

D.1 UNIVERGE PF6800 Web GUI & M EHEEETF

UNIVERGE PF6800(LARE ., PFC & B&FE L & 97)D Web GUI 75 NFA @D Web =2 > Y — /LT,
a7 A VAR LICHERE T D T2 D DR EHFIEIZ W THELA L £ 7,

RIREEITH = LT, PFC D Web GUL 705 > — AL L A NFA 2 ET A2 LN TXx 5 L9
W2 E9,

EvEb

o ARIEITLEYD NFA LEHEN{T2 D PFC D3—V 3 0%, 6.1 LLETY,
o LUTFIZRT NFA IO #ER E & BT, PFCHITHHEEERELAIT O LERDH Y 77,
PFC IO EFIMEIZOWTIL, PEC D [ Web GUI I ~==27 /L] 2R LT IFEW,

1. NFA O — v 2% ELET,

# /etc/init.d/nec-nfa-service stop

2. UTOREZ 7 ANERELET, 77 A NVDIFELRWGAE, FRIC/ER L T2
SV,

<$TF—X T4 LY F1Js>/controller/conf/sso.properties

WREZ 7 A NOFLRERATLLFo®@ Y T,

sso.ipaddr.n = <PFCADIPv4F7 FLX>
sso.username.n = <1—HF—£>

* n

I PHOMEET, ZOFZEHCT LT, HEOEREITH) ZeNnTEET,
« <PFC D IPv4 7 FL X>

PFC OEHE B D NIC(eth0 FE)ZREL TWH P T L AZRELE T,
o <z—W—f>

NFA (20 7' A 95 NFA D2—H—DL4FiZHEE LT,

<z —HF—F>THE LT — % —3, NFA IZBEE SN TV WA 1E. NFA ~O
BEtlI CE EH A, 2720, FTiedEA 1T admin = — Y — T L 97,

- <2 PBIMBIEE LR WE
- [Isso.usernamen= ] DT B K EZEME LI-%E
3. NFA OH— b 2 & s L £,
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# /etc/init.d/nec-nfa-service start

5% 7€ 15l
PFC1(192.168.10.1), PFC2(192.168.10.2).3 TLEMER Z & > TWAH T AT AZEBW T, NFA IC
a2 —W—4%4 [PFC User] TRV A VT HLADOHRELELLFITRLET,

sso.ipaddr.l = 192.168.10.1
sso.username.l = PFC User
sso.ipaddr.2 = 192.168.10.2
sso.username.2 = PFC User
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m AS

AS(Autonomous System/ H T A7 L) & &, RFC 1930 TEFZRINTWD, A F—F v Rz
EDO KRB TCPAP X FU—27 NIZ, HLHGMEEBSIRA - EHT 28 Ly FU—
JDZEERLET,

COBNMLERY N2 2@l T 5D ASESIHOATEY, £EHD
NIC(Network Information Centre)(iZ & > THIL S LTV E T,

m D

m DNS
DNS(Domain Name System) & (X, X NV —2 EDOFRA N, HDHWIE, RAALA A ETIPT
RL AL OxSRIZEHT H572DDO VAT LD LR LET,

m DSCP

DSCP(Differentiated Services Code Point) & (%, /X7 > MIELEZ T 572 OHFAA DO Z &
ZHELET, IP~v & —HD ToS 7 4 —/L F(@®bit)D 5 5, 6bit ZFH L. 64 BEFE S
FRETHENTEET,

m F

= FQDN

FQDN(Fully Qualified Domain Name/52 & ffi K A A )21k, RAAL 4, BT RAA
K. RAMFEEZABRETICT_XTRHRBLEE RAS U ADZ EERLET,

m |ANA

IANA(Internet Assigned Numbers Authority) & 1%, + > % —3 v MIBEET 4% 72FE AP 7
NLZ, 7rbhargs, A—FESROZEBEL CWHMEOZ L2 LET,
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ifindex

SNMP (2L 5%y hU—ZEBICBWTHROFHINTWD#EE D 1 5T, WA v X —
T 2 AR, X —T = A AZEEMTOND —EOMBIEEDOZ L AR LET,

NFA Tix, 72— A v Z—T7 =4 ZOFBNCEB T ifindex [EZFIH L TUWET,

ifName

EEOMHA L H—T 2 A A, £720%. WA VX —T oA ADLRIZFEET D MIB O A
T MO EEELET,

IFN—7

AL H—T oA Al D 7 a-ZE5 LT LTEWIEEICHWDS 7 v— o ZHED =
CERFELET,

IF 7/ —71%. LAG(Link Aggregation)ti§ i DEE DA Z—T = A A% 7 V—E L7 LT,
12D LAGA v F—T A AL LTT70—2 0T 558ICHWLZ 2 ELTWNE
R

IP 7o brajL

NFA Ti. IP~y X7 a b @ )L& 5 (IP Protocol Number) /R EN 57 kLD Z &
ZIELTEHEL . BEAMIZIZ, TCP., UDP, ICMP 72 F R L TWWET,

IPFIX

IPFIX(IP Flow Information Export) & (%, v NV —27 OlERNEZE=F V) 7T 572D
F 7T, NetFlow version 9 % % & (2 L CTHLIE S 4U72 IETF A HEH T CT9,

L

LAG

LAG(Link Aggregation Group) & X, BEEOWEI oA 52— 7 = 4 ZAZRBIIIZHKAA, T
N 1 RDA B =T =2 ATHLDNO XD IZH D Hhlfoo Z LT, IEEE P802.3ad THIE =
NTWET,

MiB

MIB(Management Information Base) & (X, SNMP TEFLR[RE/R R~ h U — 7 3@ By Ok
RE 2 SIS DR 2 T2 DI B 2 FERF D Z & T, RFC 1156 3 LU, RFC 1213 THE
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SNTWET, MIB OIEHRIZ. A5 SNMP ZHWT, 7V =7 MMaEHRE L TE%
BT HZENTEXET,

NetFlow

K[ Cisco Systems, Inc. BHFE L7=F v N T —27 OBERNEE=2 Y 7T 57D OHI)
T. RFC3954 TNR— 3 0 9 OAENRAB SN TWET,

NetFlow ClE, [P X—ZXADOEBEHFWROAZRNGE L TEY, £, BEXT Yy FOE=X
VI EE LTIV E—REY T T RO 2 oL TV ET,

NFA

WebSAM Network Flow Analyzer DRSFR T,

PHB

PHB(Per Hop Behavior) & (%, DSCP fEIZXHST 5 /37 v NREBLOIR D TENERD Z L %
fBLET,

sFlow

K[E InMon Corp. NBAFE L7y NU—27 OEERNEZE=F I 7T 57O DOHINT,
RFC3176 T/X— 3 > 4 DIERENAB STV ET,

sFlow Ti&, BEDE A THE Ay had 7Y 7L, ZOERERHSIT 52 & T,
PEROBEREEZENT HAMALRME L T ET,

NFA TlX, AA vF, v—F—flITHo 7V 7L, B L7 m—E#R$Flow /37 v 1)
#ZE LT, EOHRMEF T 52 & THREREORMBEZITWET,

= SNMP

SNMP(Simple Network Management Protocol) & |3, RFC1157 THE SN TW\WAH Ry hU— 7 &
Ho2dn7m haL Ty,

SNMP #H\"% Z & T, TCP/IP R v NU— 7 IZH T 5% v N —Z 3Bl L, v b
U— 7 R CERSEREZIT) 2N TEET,

NFA TiE, SNMP vl, v2¢c Z WV TE Y ZAR—Z —DAHTRA o F— 7 = A AlF#AE TG L
£
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SNMP Sy
BEENAIC 2 DR AEZ B EN T 5 7= D D SNMP M A A0 Z L 2R L E7,

NFA Tld, LEVWEEE TR LA X2 MEAEI@EmT 5 5EE L TSNMP R v
ZHWTWET,

m sysName

HEEORA N EFLSKTDOMIBOAF 7V MO Z L% LET, sysName OfEIE, 2
BOAL 74 7ICROVRETDHZENTEET,

mT

m ToS

ToS(Type of Service) & 1&, P~y X —ZWEKT DT 4 —/L KD 12T, N7y MREEZITH
KALEIZKT L, Ty SO FEZIRZ DT-DICFIH L ET,

H-H
m H
LMy P SN

Xy ai— REHE, BELO, T7 AR—F—SHEEOERELZD 1 DT, 7775 —%
DFETFHEREZ AL L £,

mTHYRKR—2—
NFA TlZ, 7 v —(sFlow, NetFlow, IPFIX)X7 > FZHEETHIENTE DAL v TN —
Z—Tlp EOME, FoX, V7 MU =T ORKE LT AR —F—L W) KREEZHNE
7

m TURRSDF

Fw N =128 L B RIBEEZIT O NN a R EOFRy MU — T ROBRHO Z L %
RLET, NFA Tl 72 9A4 T2 FET TR —_"—=850H, = RiRA kL FHH
LET,

IVFRRAVEITN—T
EEDTY RHEA v b ERBERORIELT FLA, $7203, 5087 RLAD 7 o —4 43t
Ly O LEEWBAICHN S L — B THED = L 238 LE T,
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T RAA U R TA—=T1E, BBENDOIP T RLAKEZ I L—E 7L TEEZ D70 —
DM EAT O AR EICHHT A2 L2 ELTOVET,

H
hont—ay
NFA Tl FFED 2 REOBREOLVIRY O Z bz t—a  ERIALET,

(&

20—
T RARA v MEOBEOTHADZ &, £, ZOBEOHNETI AR—F —TE=X
U v 7 LA L7z E #(sFlow, NetFlow, IPFIX)?DZ & &L £,

JOo—L—F
NFA Tid, 1 MICRE LT KA > MEOBEDOHRNLOEDO Z L2 L E T,

rR— FBES

TCP/IP DiEIE#4T 9 BRBEED 70 7T A EET 5120 DFEDZ L2 L E7,
)
O—7—4%

NFA Tl BClEREDS SIC L AENNB T RNcEk SN -7 e —F—2 D2 L %
FBLET,
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