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» Google Chrome 104 2L

CPU Intel Core i3 LA b, F7IXFSEOHEE T vt » W 2 HESE
VAT EAEY 1GB Lk
EVE

o TV —IHRFOEET e ST AR L ECIRBAWEE D EHEIEL L, (BIEY
07T ARBEHOES., —EEENEFEELRWVEENH Y £1,

s 77 UW—IZL o> TIE, Unicode DYV 17— F_XTFENR2 LFLE L THEOLNDEZZERHD F
T, ZOHE. SATMNCEBRIC AT TE 53XFHITD 7L< R0 £7,




1.3.3

NFA TlL. %1

JA—

T—2DEEIZD
L7m7u—FT =T —A_XR—=ZAZHNCTEHRLTWET, ZZTiE, 7

2T

O—F — X OEHOMAAINT DOV TERA L F 9,

1.3.3.1

JAa—

T—2OREFHFEEADREZ DT

NFA TlE, KEO7u—5F—XZRoNT=T 4 A7 KREOP CEHMRET 5720

iz, 25

L7 —F—Z%LTF0 [£1-3 70—F—XORE LR (10 2—) ) TRTH
AR Z IR CGLDAE) L, T— X DORIEEZEZ THREFL TWET, F72. NFA TIL,

T—F ORI EZ LRI AR T TR Y REHM A B T — 2 2L 3, R
Ml ——NEHTLHZ b TEET,
£1-3 7O—T—2OHE L RFHRH
T —% ORI (B AIEER) T 74V FOREHARE TR AR 0> 22 58 v Rk BE
157 24 ¥ 2~168 [
10 43 72 W#H 12~336 EfH]
60 43 14 H# 4~60 H fH
6 IFfH 60 H [ 14~365 H i
24 WA 365 A 60~1095 H [#
7H 1095 H [ 365~2190 H fi

7u—7—Z OERMETIE, BARRIEIZUTO 72070 =% =34 X TH—0D7
BT =H 2L TIDICELDET,

6.
7.

&
o

EETIPT FLA
SESCIP 7 R LA
EEILAR— MEE
SEEAR— hEE
IP 7u k=L

|

Il

ToS /3 (DSCP)
ANITAVEZ—T A A

HIZ, NFA TlE, 70 —7 — X2 OERBICMERT 4 A7 HEHEEZ —EICMZ 5720, ki

BRI Z T, LTFDO X 9 R ZITVWE T,
B 2 1o, BEEDZ W FA7 1,000 7 2 —F TOF — & OIp 3l DTt &
LCERLET,

A7 1,000 70 —IZEEFNRWTFNDO T —FT —H I ZONWTIL, [FoM)] ova—¢ L

T, BHLTEHELET,
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1332 TARVFEREODRELYAHE

SZELET7n—T =22 &M FHT 27D ERT  AZHEHEO RS Y FiEZO0N
THALET,

Tn—7— 2 OER, EEICLERT « A7 ENEIL NFA NEFRT L7 ZAR—2—0D7"
¥}, BIO, 7o —0RAMHEEICEBRLCHNET, 72, 11331 7o—7 —Z O]
EHDMBEZHONT (10 2—) ] TRLZZEY, 7u—7—X X3 24800, BXIO
BN T Ok K7 0 —#03, NFA THESNTWET, Z0H, 7u—7—X OEH
(VBT A AVHERHEOBZT., N2 EF2-HEOOERT LI ENTEET,
AFE
o TUAR—FZ—DERNLENEERE, 7Ta—F—ZDY A ZIIEFICREL DD, T4
AT DIEXREVDTB T DAREMERHV FT, TAAITPEBETDEE, Fillo7o—7—2»n

ZETEROV, 2FE L TEFRICIETE R0 ET, TAAITFENPEBLRNE D,
KR7ue—8E, DR EE-ECHET LI 2R L7,

e UTTHHATAIRMLYNFICIE, v—T =X E/NME N LIZBRICKE LR DT 4 A7 K&EIT
GENTWERA, B—T =X 2HMHNT 2ERZET 55651, 3.5 v —F — % DI
HARREZIT) (45 2—2)) ORNREBML, a—FT =X OB TURELERDT 4 A
REORMEH Y HITo T EEIN,

BARB 72 H 5 1EE LRI L £97,
1. NFA TEHT A AR—FZ —DOEBZHRLET,
S%OERICEBWTHINT 2 PENHIVUL, KEHZREHEE A HEIC L E,

2. Zu—ORFHAHZHER L. 7 4 A7 BRERHTHEM T 208502 LT O EAN bR
L/ij—o

REFHIFEFRE P=P1 x 60+ P2 x 6+ P3 x 24 + P4 x 4+ P5+ P6 + 7
o Pl: 1 SPRifET — & OLRFFARI (AT © )
o P2: 10 /PRI T — & OURFHHFEAT : FF)
o P3: 60 S5RiET — X OREFB (AL - H)
o Pd: 6 WEPRIET — % ORI AL © H)
o P5: 24 REfETRLEE 7 — & ORFFHIBICENL - B)
« P6:7 BRLEET — & ORFHIFHAL © H)
SRR ORI TS P Tli2an,
REFIFEI T 7 40 MEDO £ £ Thiu, HREIT 2970 L7220 £,
EVbk

7 u—F— 2T HRFHAB OB FIZ oW TIE, [1.3.3.1 7 u—F — % ORFHAM & fub il
HIZHOWNWT (10=—Y) ] 2ZRL TS,
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3. RS T57U>—@§’f§$ﬁr(l YO 7 v — ) 2B L £,

7 u—OFABEIL, EARREICEWT 1 B ESE v v g COBENFEAL TH
5@%%%%i%@ﬁﬁf*wiﬁo

4. UTOHFERIZHTIEIDT, T4 AV FROBLZEZHHLET,
T4 A7 FEHEOHZ[MB]=(N+5)xPxLx0.000415+ A x 0.15 + 10,000 [MB]
« N:NFA REHTHT 7 AR—F—DEH
FIE 1 CHERL-MEZRAL CEHAELET,
* P:NFA ORFEFHIMICE L 2T 5155
FME 2 THER L7-EZRALTEHAELET,
o L: BZIRER & & ITRFFT D IR 7 = —H
T 74V KT, KT ENA 1,000 7 2 —%2 R 5720, 1,000 ZHEE L E7,

EVFk
BR7ue—HEER LRI AELAEESEZBICLTCHAELTLESY, k77—
BMOEFIZHOWTIE, 133 REFT2 70— FRAE2LEFTSH 43 2—)] 28R L
TLTIEEWY,

e A:NFA 23Z{E L7~ 1 HRIOYEE) 7 v —¥%
FIE 3 THERLI-MEAEAL TRELEI,

ST E A
T AR—=HZ—DEENS0E . 7a—T —ZZxT HRFHIR - HALRE Z L ok 7
0 —HNT 7 0 ME. 1 O 7 v —58 600,000 7 v — DAL, LLFD X 95 dEt

BRERICR Y £,
« N=50

P=2970(24 x60+72%x 6+ 14 x 24+ 60 x 4+ 365+ 1095 +7)
e L=1,000
* A =600,000

© TAATHEMEDOHL =(50+5) % 2,970 x 1,000 x 0.000415 + 600,000 x 0.15 + 10,000 =
163.9GB

14 BRSGA L REAEZ—TTARTAMEVR

NFA DTG A B RN L Z =T 2 A ATA B ADEZFIZHOWTHBILET,
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NFA O A v A N — )VEZIIHEERIROH D 74 T ARE LTEWELET, R 74 TR
Tl BHEXGLE LT, IV AR—F—D2oDA X —T x4 AL TXEHA, Ml
b7 A B A ERERT D ERERERIRMESR S AL, T A ' ANEIEG U B HEEE ST <
5L £,

A=A RTA4EIR
A B =Tz AATA B ALT, 7o —FROZEFELHET 57200, FEHAGOT
JAR—BZ—DA L E—T 2 AZEIVHBTCHTA R ADZ EERLET, A X —
T2 A AZEINV B THZENTEDAS L E—T 2 A ATV AT, B LT85T A
T AOHNFIZEY , REPRED £7,
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F2E A AL

21 BEAETORN
NFA Z3E AT 5 F TOEEDOHENICOW T L £,
A VA M—=EEDOTHENE, [£2-1 4 A M= EEDFN (15 2—) ] IR LET,

Er

¥ D NFA, F721%. NFA & NetvisorPro Z #5325 1%, Bk, IMS 2 R—FR > ha A A
=L T BN EH Y £7, FEMIL. TWebSAMNetwork Management Web =2 > Y — )L A% — K7 v
THA R #SRL TN,

®21 41X = ILEEDOFEN

RE

M=

Bl

A VAR TA=Z—D
RE

221 A YA R—=IRT A= —DRFH%1TH (16 2—) |
A VAN NAEEIZMNTEIR NG A—F — 5 R L. F OEEZ R
TELET,

A A M=)V DR R

222 AV A =NV EOREMBEZITY (18 2—) )
F 4RI DZEEXREL O MERE, OS DI —FN/RT A —H —
DOEPNEIETH L E D DR L ET,

23 A4 A MV EZFATT 5 (20 X—2) |
AR NAT 4 TGRS NI A Y A =T — & FT L,
NFA %A A b= LET,

SSL H— /R —ZER & e

2.4 SSL ¥— _—iEBEE T 5 22 X—) ]

NFA IZ1%, HTTPS T7 7 & % L%, HTTPS #@{ZHIZ. SSL
P—N"—iEHEEHELE T,

FERAEIL. BE TEAEITO BEB4AEAEL | AR
WIZHITLCH B IGEAZEO 2EENRH Y £, EboniiE
RLUTHLET,

9% R — F &5 OMER

2.5 ®WEBRHTLEER— NESEHRT D (27 <—
V) |

NFA Offi 4 2K — FEEN, NFA — 13— Eofio Y 7 b
T ODERT AR NEFE T LW L 2R LET,

Ty AT U+ —ILDORE

26 7747 V4= NVDOREEERETDH (30 —) ]

NetFlow, IPFIX. sFlow D 3% v M 50, #AB L O HTTPS
BIEEITOTEOIC, 774 T U —VOBRTEEEELET,

BEBRBE D IBINERE

2.7 BEREOBMETEZITY (323—=) ]
MBS U T, NFA OBWEREEIZKT 5 BIMDOREZ 1TV E
‘aﬁo

IMS 22> R—x> hRIHD =
DD ITE

28 IMS 2> AR—3% MHHADTZOOREEITO (34 ~X—
)]

IMS 2> AR—3> bERALIEREERZ1T O BEDOREE
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IMS 2 R—3%> FERALARWERIE, RERETT,

P— R DR H)

29 —vR2&ZE#HTL 36 —)]

NFA O —E 2 Z B L, Web 7T U HF = b7 7R TX
LT EEMERLET,
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Fo2E A LA =L

22 FRIERBZEITO

NFA Z A > A b=V S RTOUERIERIC OV THM L £

221 AVRBF—=JLINSA—R—DEZETEITS
AU A=A D, TERICKER AT A —F — % L £,

AR ZTZEMESEADITWHELGA—RILINTG A —F—
NFA ZEIESE A 7201213, LTFDOI—FR NV RT A —F — DB E T HERH Y £,
22 A—RILINSA—Z—DOEH

NS XA—a—4 Bl

kernel.shmmax FET B AMEATE MG AF Y —DHRRY A XTY, A MR THEL E
‘j_o

NFA TliX, 256MB UL EOMEZRET HMLERH Y £,
BEROMREAGEHT/-0I2, 2GBU LOEARET D Z L 2mHRELET,

AR =5 —FETHICHERNT A —F—
AVA =T =EFTTHERCMERNT A= —ZHP LE T,
K23 AVAM—F—HRTHIZBREGNRSF A —5—
RS A—L—4% Bkl TI4I HME

AV AP=NT 4 |BEOIITT77ANEL A M—=NTEF L7 bUTE, |/opt/nec/nfa
V7 by KT 128 UFECHET 5 2 LATE T, EATRT. B
J: U\ u_u, u_n’ n.n @%L,fﬁ)zﬁ ﬂ‘ﬁ%«c-ﬁ—o

T—HT 4L N | 7a—EROREREDT —F ERGET DT 4 L7 N U TT, |/opt/nec/nfa
RKC 128 CFETIET 5 2 LS TEET, BAKET, B
J: ()(‘ n_n’ u_u, n.n OD%L{i)EH ﬂ‘ﬁgfj—*o
AVAPF=T 4 L7 MY LEBOSGHERETS 2 L EH
ﬁf‘ Li‘j‘o

T=AT 4 L7 M ZE L 7a—T— 222 TERL
T4, BHT I AR—F—DEHITE - TiE, FEFICEL
DEEREEZVEL LET,

VBERREOFEIL. 1332 T4 A7MHAEORBEL Y ik
(11 =) ] 2R LTI,

=N

SSLEFBAEDERICHRELR NG A —42 —
NFA ~® HTTPS i#15 F T35 SSL H— R —FEEEERR T 5 72912, SSL — N—(iE

HEICRET 537 A —4%— BIOGEHEDFER4 (Distinguished Name) (ZBH9 % /X7 A —
X —wWEHT LM ENRH Y F9,
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2w AL A=

%L%*N*ﬁ%%%ﬁﬁﬁwﬁﬁ WZHITLTHL L Y%A, TS

FORESNE Ko T, 8

B b7 L T U XLRHANA 72 E . — 5D /RT A= —IZE NI EIN TV ALLAERH
@if FANC, FRERPIER L TV AR ZHR L TS,
& 2-4 SSLY—N—FIAFICREHT B/ 4—5—
IRT A= —% L] T4 ME
¥—ARTDO/NRAT—FK %gjuv*—ﬂ%%%ﬁ%W&é%~xb7vw%xv—ﬁ 2L
= M —DR4 3§L P N—FFHEEZ NI S N —DFERALT | tomcat

FeRlZ2 BRI N2 ORY | 77 40 ME&E 2 O E £
LT LaBEIOLET,

OB EALT L TY XA

SSL — R —ZFREOHE O BT LT Y X LTI,
HOBAAZZFAT2%HE6E. BFIET 740 B
EOEETHEDY A, FETTRRAREDFEML TA.
1 nfa_ssl keytool (70 X—2) ] &ML T,

RSA

B 28OV A X

SSL Y — R —ZFHREOHFDO Y 1 X T,

HOBAENELRMT 2562 L. @FIET 740k
EOE £ THBH Y £ A, FEMRRMEOTML [A.
1 nfa_ssl keytool (70 =X—7) ] ZHH LT &0,

2048

BHTATY XL

HOBAGEHFICEL 2T D L TS 7Y X4
T,

WEILT 74V MEOE ETHEDH Y 8 A, fRETHE
REDOFEAIT TA1 nfa ssl keytool (70 ~<—2) | %%
LT ZE0,

N RRRRERICREHEAZRITLTH 5 9 i?;'?/n\ FEATHAH

SHA256withRSA

Rz j: T%é%/\#%@iﬁ'o uqé"f“fﬂ . R a2 Fe
WEDELTEEN,
H B4R EOHEIMIR | A CBAGEHELFMT 58I ET 5. EHEDOH (3650 H (19 10 42)

IR T, ERRe R DR ERELET,
/\E’Jfaiumﬁ)gj LHE%E%%?‘T LTHH 256, @H. A
)‘jjﬂ;ﬁBE utuu X Dﬂ%&) %2}%571 @1%47%@{%@4
HMLEITHY i‘li‘/w/

& 2-5 SSL —/\—FIEAEZ M A4 (Distinguished Name) [ZB83 %/35 A —4 —

NSIA—E—3 8 15l
H—/3—@ FQDN |NFA ¥ —/\—DFEEfEA N A A 4 (FQDN) ¢3, SSL #— |nfa.nec.com
/N—FEAE O Common Name [ZAHY L E 97,
NFA LT 7 EAFTHETDO Web 7T UH—TZD RAAL 4
Z URLICHELTT 7B AT 5720, £2TO Web 77 7 H—
DR FEER LRI CHLILERH D 77,
B4 WL EZ T LIER T 2O ES T3, SSL — 3—FEH] | IT Operation
£ Organizational Unit [ZfHY4 L E 5, Division
HH A AT LT 5804 T, SSL #—/ 3 —3FE#3E | NEC Corporation
@ Organizational Name [ZFH4 L £ 7,
HE., EE O ERRESCHMA TR EE L 7,
X HTAf 4 Lz TR LEM 3 Sk 0 J& 3 2 i XKETA o4 BT, Minato-ku

SSL H—/N—FEHAE D Locality \ZFH % LE T,
Bl 21X, HAUEHEX O%A1E Minato-ku EHRE L 77,
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Fo2E AL A=

KRSA—B—% |88 Bl
HIIE T 4 B A AT L 2k 08 3 2 EE IR O 4 BT, Tokyo
SSL H— " —GEBE D State |ZFHYS L E 7,
Bz 1%, FHAHE DAL Tokyo EHRE L £,
Ea—F Wz ia LIERT @B T 5ED=2— 4T3, SSL |JP

W — X —FEED Country IZFHY L E T,
HARDE AL, @H, JP LIEELET,

IMS OV iR—3 Y FRIABFICHELG/INTA—2—
IMS 22 AR—x% hEFIHT 2 2 & T E5EE L7- NFA OFEAEH . NFA & NetvisorPro
EOETEH B AIEEIZ 72 77,

IMS 22 A R—3% 2 &R+ B5EEIC,

#£2-6 IMS A AKR—R Y FOFARKICREL/NRT A —52—

RENFETHRIELRDHNT A= =&l LET,

VEWEERESNCT AMNE I AU TO X HITHEELE T,
* ftrue:

TN A A OBEEAENILET,
e false:

NS T DENEER N LET,

NIA—E—% BTLL T4 ME
ims.application- IMS 2 AR =R M3, BT 5 NFA 2551 572 DI | RiEFR
instance-id 721D AR T CTHRELET,
(manager id) ARKXTG A—H =T, IMS a2 R—F2 MUDOKRET 741 /v
(ims-conf.ini) DX EE & —H I LHLERH Y £,
ims.msgqueue.host |IMS 2 VKR —FR> h&EA VA =L T 5% — =D IPv4 7 K |127.0.0.1
(ims ip address) VAEHELET.
IMS AV R—=H b &I TAL VAT KA A =L LT
WBBAIE, VT AZ VAT LD T u—F 1 T IP AHEEL
\i j—o
ims.msgqueue.port  |IMS =2 >R — %> kD Message Queue & Dif{E CHIAT 5 |28110
(port number) FEAR—IEFERELE 7,
ims.webserver.base- |IMS = AR —x o F AT S5 Web =12V — 12T 7 & 2 | hitp://localhost
url 5729 ® URL € L £ 7,
(ims web url) ARG A—H— %, 7T —ABLONFAflINST 7R
A[REZ2 URL Z48ET D LN H Y £,
ims.sso.enabled IMS VR —R FDWeb a2V —)LEDT 7 VYA A | false

222 AR F—ILEDREFHEREITS

NFA A VA F— 1T 5% —N—DEEN, £ A b= LVEHZEZ L TWOD 0 R L E

‘g‘o

BT HDIE, kD3 KTT,
o« A—FNNT A= Z —OEIFEF AT LTV D

© T A AT DESEFERITTS
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2 AL A=

s T 4 AZ DO MEEIZ o0
1. =N /3T A —2% — kernel.shmmax DEZSA > A b —/VEF 2 T2 L TUN 2 70> % ffERR
LET,

# cat /proc/sys/kernel/shmmax
68719476736

FRSNTAETASA FHRALTY, LFEOBITIZ 64GB & 720 | ZAHIIARETT,

t L. 32MB (33554432) 72 & O/ S IR F R SN2 H AR, (K 256MB LA (HELEHE
2GB LI b)) DEIZET L TLE &, H—FNWRT A —F—DEFEET, 0OS D~ ==
TNEZRO ETERL T EEN,

2. A VA N—=IVERDT 4 R BEREN T EMERLET,
a. NFADRMELETLT 4 AV REEHAELET,

F 4RI REOFHBEFEOZEMT, 11332 T AZHHEORFES Y HiE (11
A=) | AL TSN,

b. £ VA RN—IEDTFT 4 27 DX REZHEALET,
F YA REREOWRIL, df 2~ FEFEH L TCHRLZENTEET,
# df -h

Filesystem Size Used Avail Use% ¥ Mg
/dev/mapper/vg nfa-1lv_root

22T 1.8T 19T 9% /
tmpfs 16G 0 16G 0% /dev/shm
/dev/sdal 485M 32M 429M 7% /boot

FoRSINT~ Ty MLEND, ZZEAE (Avail) DEZfHER L T 230,

ZOBITIX, Joptmec/nfa iZA A M—F DGE, A A N —/VHEIZIE 19TB D%
SERBEVNDH T,

BERENEDVRWIEAIE, A VA M—IVEEETETEN, T4 A7 ZHEERLTLEX

N
o

3. A VARG BT 4 AT D VO MEN T E R L1,

a. A VAR =IAT 4 TICNEFEINTWD fio A~ RaH—_"—DEE DA
BlE L Ed,

fio AV Y RIZA VA R— VAT 4 THOLLTF DO/R AT EE L TVWET,
* /NFA/tools/fio
b. fio 2~ K&EMHWT, random write DPEREZHIE L F 7,
DLFDX I fioa~y REEFTLET,
# fio —-filename=<$HEHNRD T+ XTI D/VX$>/fio -direct=1

-rw=randwrite -bs=8k -size=20G -numjobs=5 -group reporting
-name=randomwrite
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Fo2E AL A=

<YHESSZ DT v X 27 DoNZ%>ZI1E, NFA A VA h—L T 58I, T—%F 4
L7 N ELTHRETED RAEZRELET,

Fieoa< RTHEH, fBERRRIZfioT 4 V7 FUZIERR L, DT 4LV 27 FUKN
W2, SKBDO 7 2y YA ACT—HAEEXALZ LT, 74 A7 O 0 MHEEEAIE
Li‘é—o

c. fio ARV RIZEDT 4 A7 O VO HREORIERRLEMEL £,
g~ ROFETH, HANBEOLLT O Z a2 B £,
o write: 2HBIAE HITD IOPS fE, BIXBW EH(A/L—7 > 1)
* lat (usec): MDIREDITD, avg DE(LV A T > ¥ —FH)HE)
IRl 2R L £,

randomwrite: (g=0) : rw=randwrite, bs=(R) 4096B-4096B, (W)
4096B-4096B,
(T) 4096B-4096B, ioengine=psync, iodepth=1

fio-3.15

Starting 5 processes
Jobs: 1 (f=1): [w(l), (4)]1[99.9%] [w=23.5MiB/s] [w=6009 IOPS][eta OOm:
07s]

randomwrite: (groupid=0, Jjobs=5): err= 0: pid=14996: Tue Jan 21
18:14:55 2020
write: IOPS=2669, BW=10.4MiB/s (10.9MB/s) (100GiB/9819695msec)
clat (usec): min=38, max=16726k, avg=1867.65, stdev=30805.21
lat (usec): min=38, max=16726k, avg=1867.85, stdev=30805.21
clat percentiles (usec):

(LLTFER)
NFA IZBWTIX, ATD2 DO EENR, St L TCWAEU ETHD Z & it L £,

* IOPS (Input Output Per Second): 1900

« A)L—7"v 15 MiB/s
EVk
FTRTOZI AR=FZ—=D7 1 —L—FDEFD 6,000,000 71 —/73L25 K577 0 —
T — 4 % NFA T 55615, ATICRTT 4 A2 VO ERB AR T 2R H Y £7,
« IOPS (Input Output Per Second): 2,335 UL E

e A/L—7v 1:18.2 Mib/s LL E

PERETIE DTE T4, fio A~ ROMERL LT fio 7 4 L7 M UITHIBRL TS 72& 0,

23 A VA M—I)LNEBZERITT S

A VAP=NAT 4 TIIREINTWAAL VA =T —%FEITLNFAZ A LV A =)L L FE
‘aﬁo
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. AV A= RAT A TDISOA A=V %~ FLET,

IITIE A VAN AATF A TOYT L MNARA Y N /media & LTI LET, Rl
DFFTIZ~ T v b LTESEEIE. MEHRAEZ T TEEN,

2. f VA R—=F—% KB L FT,
PUITFToa~vy REEITLET,

# /media/NFA/Linux/nfa-install

()
A A P=T7—OEEER, BPTHIELZWESEIE, cerl+c ZANTH2 LT, HIkT5 2
ENTEET,

3. AVAR—NAT ALY FUDNRREAITLHT 0T ERFRINDLDT, XRA%E AT
LEJ,

Input installation path [default: /opt/nec/nfal]
>

LITEDORIZIZT 74V MERFREINET, T 740 MEDOLERT L72WIGEX, 1]
H A S Enter F— 2L £,

4. F—=HFT 4 L7 NUDAREANTH T a7 EBRERENDLDT, NAEANLE
R

Input data installation path [default: /opt/nec/nfa]
>

LITEORIZIET 74V MERERENET, T 740 MENOEE LaWEEIL,
B A SN Enter T—Z2 L F9,

50 AL ZAZfEB L, A A M—NLZBBLET,

AVAM—NT AL NI ET—ET 4 L7 NUDRREANTDHE, AT LT/RAN
FoRENET, A LEARARITHENRRITE, v # AL Enter ¥—Z L, A
ARN— VA EBIELET, n AT DL, RRAEANTL 707 MRFELERS
e A VAN NWIEEEETHZ ENTEXET,

————— ConElEmatien ——soosocoomoomooooos
Installation path : /opt/nec/nfa
Data Installation path : /opt/nec/nfa

Is it OK to install? (y/n): y
AGFEE
BRAATRIL. ctri+c 72 ETREEZ HH L2 TS EE 0,

RO Ay =V NERINIIE, A A2 b=V HIT5E T T,
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Installing controller ... done
Installing collector ... done

A VAPV OBRFT T T —NRELES/IE. 27— A vb—URErInNET, =
TRy —URNEKREINTZHEEE, Bl A VA =T —FITHOT T — L 55 (79 _—
D) EBRL, fHLEITo T &N,

24 SSLY—N—iIAZEZERET D

NFA (21X HTTPS T7 7 & AL %3, Z® HTTPS #@{3 A2, SSL ¥ — N—FEHE % Hefig L
EJEa

SSL — N—FEBEICIX, RO 2FEEIH Y 7,
. HOBAGEVE
o NIZRERRERIICHEITLCTH B 9 FEAE

F7-. NFA Tid, Javakeytool 72 & & ffi~> T, M CTEk L72iEFE LA L THEMT2 2 &
HTEET,

TNTNDOHEDHERFIEZHA L £7,

« 1241 HEBAGEHEZERTD 22 =)

o 1242 AWREERRERNRITT HiEE L EHT D (24 N—) ]
« 1243 fMTIERR L7ZREAIFR 25 (26 ~—) ]

AEE

PR — T 2FEAEOE UL, Java keytool TH 2 5 & R D, X509 A DFEHAETYT, ZD
iz j:%??< D nE)E"IzJ)‘H-T K Lfl/\éﬂ:/ftf'j—ﬁ‘ ;ﬂ“zﬁ?'ﬂé@uu HE}E.’Wj)‘H_T FLTWAMNE
DD, BRDTZOFERNHER L T EE W,

241 BCERMHASZERT D
NFA CHUHT 5 SSL#—~—fEB L LT, B OBAETEIERT 2 FIRE BT L £

SSL H— N—GERAEIC BT 28I, 3R D nfa ssl keytool I RAMEHIL
F9, FEHIE. TA.1 nfa ssl keytool (70 X—3) ) #ZHL T 7ZE W,

VERR L723EBHEIX, NFAICT 7B R 5FT_THO Web 77 U —I1ClEMAMG, £ A —/LL
\ij—o

I ROa~> FEFITLT, $#EORT (KB FEABHRE) 24 L, #ICH 2REHEZ
ERR L £7

# <37/ > X F—/LT 7 L2 F!%>/controller/bin/nfa ssl keytool genkeypair
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BEEFAFELENT AT — R N T O/RAY — RROFEHEOFHNA BT 5 FH A2 AN
LTW&EFET,

s [IWNZET 740 MERF RSN THET, i AT Enter F—2 9L, 7
7 A MEME S ET,

Enter keystore password:

Re-enter new password:

What is your server domain name? (FQDN)
[nfa.nec.com] :

What is the name of your organizational unit?

[Unknown] : IT Operation Division

What is the name of your organization?
[Unknown] : NEC Corporation

What is the name of your City or Locality?
[Unknown]: Minato-ku

What is the name of your State or Province?
[Unknown] : Tokyo

What is the two-letter country code for this unit?
[Unknown]: JP

Is CN=nfa.nec.com, OU=IT Operation Division, O=NEC Corporation,
L=Minato-ku, ST=Tokyo, C=JP correct?
[No]: vyes
EVk
* nfa ssl _keytool I~ Rid, \< OPDFIERD Z EMTEET, BOTNVLITY XA
YA X, BB EEET L2WEEAIE, TAl nfa ssl keytool (70 <X—7) | & &R
L, A7 v a VBl HEREL TN,

DT L TY X A% ECDSA, $EDOY A X% 256bit IR T DG D FEITHI:

# cd /opt/nec/nfa/controller/bin
# ./nfa ssl keytool genkeypair -keyalg EC -keysize 256

s BONELZEE L THEMEMT HITIL, nfa_ssl keytool delete 2 ¥ RAFETL T
YN nfa ssl keytool genkeypair ¥ REFEITLET,

o< FOFEMIE, TA.1 nfa ssl keytool (70 ~<—7) ] 2L T ZEW,

TERR S NUTZREA IR, B B4 SRREIC 2 0 £,

L RDAT L REFATL, Web 7T UH =121 VAR — M 22D OFEHEZ 7 7 A /LI H
JTLET,

# <34/ >X F—J)LT 7 L2 F!%>/controller/bin/nfa_ssl keytool exportcert
<filename>

<filename>\ZIIMEED 7 7 A VA HETE LT, Web 7 7 U — I TR HICFE F
A UR—= T LD, T ANVDILRF I ccer ZFRET D LM HERL X7,

o o S S

Ay ROFEATICHINT D L, FBE LT 7 A /WA A T U —FF b R OFEHEN
NINET,
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nfa ssl keytool exportcert 2 ¥ RTH)LIZFEHET 7 A /L%, NFA LT 7 AT
HFT_XRTOWeb 77 U —IZEA L, £ FA—FLTLEEN, Web 77 % —IZFEHE
BAUKR—RTHZET, NFAD Web H— =TV TFEFT 7 4 v TR 8% TS
THIEWTEET,

Web 7 7 U —IZFEAEL A AR — M5 HEIE, [3.1.3 Web 77 7 H—|Z SSL #—/3—
FEHEEZ A VAR — T 5 (41 =) EBRRLTIEIN,

242 PNHLERIIBRAFEITT HIHAEZXAERT S
NFA TEH T2 SSL Y— " —FEBE L LT, AMRRGERICEAEAEAELZRITLTYH
59 FIEZTAL 9,

SSL H— "—GEAEICE T 2 BafEIX. AR 5 nfa ss1 keytool 2~ REHEH L
F9, FEMIE. TA.1 nfa ssl keytool (70 X—7) | &ML T EEVY,

PAR— M T BEAEOKEAL, Java keytool TH 2 DA L RIZED, X509 XD ET
ﬁ—o HO)}I:/JQ i%77< O)mu nﬂi%i))‘}j_‘j_ }‘ ]\/VCI/\ZD}I:/J(VC#Z?)‘\ ;%”ﬁﬁ%/ﬁ@mu nﬂi)%i)‘b]j_j—‘_‘
FLTWANE I D, DO HEFNIHERL T ZEW,

I ROa~<> F2ZT LT, #ORT (KRB L IFABEE) 2 AR L, 8T 2 EZ
TERCL £

# <84/ >XF—J)L7T 1 L2 FU%>/controller/bin/nfa ssl keytool genkeypair

B LA EL N T HF— R N T O/RAY — RROFEHEOFAA BT 5 FHR A2 AT
LCW&ET,

s [IRNTIET 74V MERFERSNLTWET, MTH AT Enter ¥—%2 9L, 7
7V MEMNERH SET,

Enter keystore password:

Re-enter new password:

What is your server domain name? (FQDN)
[nfa.nec.com] :

What is the name of your organizational unit?

[Unknown] : IT Operation Division

What is the name of your organization?
[Unknown] : NEC Corporation

What is the name of your City or Locality?
[Unknown]: Minato-ku

What is the name of your State or Province?
[Unknown] : Tokyo

What is the two-letter country code for this unit?
[Unknown]: JP

Is CN=nfa.nec.com, OU=IT Operation Division, O=NEC Corporation,
L=Minato-ku, ST=Tokyo, C=JP correct?
[No]: vyes
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EVE
* nfa ssl _keytool I~ RiX, W DOMDBIEFERADZ ENTEET, #HoT /LT X A

VA X, AR EEEE L-WEAIEL. TAl nfa ssl keytool (70 =2—30) | &5
L. A7 v a UplEERELTIEIN,

#EOT LTV X L% ECDSA, #BOH A X% 256bit (IZFRET DHH D FEITHI:

# cd /opt/nec/nfa/controller/bin
# ./nfa ssl keytool genkeypair -keyalg EC -keysize 256

s BONEEET L THEERT DI, nfa ssl keytool delete a<wy REFETLTH
Eﬁ}; nfa ssl keytool genkeypair I~¥ RZEFEITLET,

g~ ROFEMIZ. TA.1 nfa ssl keytool (70 ~<—3) ] #HML T ZEW,

DA~ REFATL, BEERICEMNT D=0 OFEHEE 4 EK (CSR) % 7 7 A /VIH
HLET,

# <34/ >X F—J)LT 17 L2 FU%>/controller/bin/nfa ssl keytool
certreq -dns <FQDN> <filename>

FBELE7 7AW, CSRONEBENRTFA MTHIIENET,
. AEFEEA K (CSR) Z3GERICiH L E3,

nfa ssl keytool certreq 2 ~¥» NTH L7z CSR 77 A NVORNR %, FRRERICTEH
LET,

FRE/AIIE. CSR ODINEZTIZ, GEAEICEA L, BELE T, BABEAETEOIRZEIC
X, FRRERIC iofiﬁabﬂé%Aﬂ%@iﬁo

. GERIN D BAEAFGEHEN WL, 9. RFEROL— FMEHEEZ A VAR — R L
i?lﬂo

Jb— REFBAEIL, NFA —_— RIZ 7 7 AL E LTIRFEL, IRD < RTA ViR— k
TEET,

# <$4/>X F—J)LT7T 1 L2 FU%>/controller/bin/nfa ssl keytool
importcert -alias <alias> <filename>

<alias> |\ IMEBE DA ZRETCE £79, /— FEIERDLAFIR E. DT WA E
BELTLIEEN,

SREEIC Lo TE, b— MIFBHEOMICFEEFEHED A VR — BN EZ R DA H
DET, AR — FTHEAEOFEMIL. FAERIZBHWEDELZE N,

L b— FEFIHESCHBEFHEL A VAR — N LI2HIC, BAFEHLOBHOIFHEL A L R—
KLET,

B OFEHED A 7R — MIZH, nfa ssl keytool importcert 2¥ 2 R&EMHEHLE
T, MO X IHIT, —alias A7 ¥ a3 FFEETTICETLET,
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# <$4/>X F—J)LT7T 1 L2 FU%>/controller/bin/nfa ssl keytool

importcert <filename>
SE1THFEIZ Failed to establish chain from reply LW A wb—UNERINT
Ba. G EOTFT = — U BNRRTE o Tc 2 R L TWET, FREERD/L— FEEY
FRPRIREHENA VR — F ST RWATREEDR H Y £, @RERIC. A AR —F7R
VERFEEZ NG DR T IE I,

NFA P —/S—RIOFEPEO ML, ZHhTHE T T,

S DRERERIC & - TR, Web 77 U F— TR, RBEEROEHFEZ A A F—1LT 25
IMEDEENPLE LR DG AN Y £, L, BEEROFERICE> TITEEW,

243 MTHERLI-EGIAEZEAYT S

NFA CEH % SSL r— "—GEBE L LT, M CTrERR L7cRERZZ M L CHEM 3 2 FIE
ZatBH L $£9,

FHANZ PKCSI2 B DF—A M T ZHEH L, — A b TICH N 728k EFEREAZER L T
WTL &N, 1 EH LT —AMT D7 7 A 01X, NFA — 3— EIZEE L TBWT
<TZ&EW,

EVk
Java KeyStore JKS) FEX DX —A M T 2T 52 L b T EF, IKSEXDF—A T &M HT

DAL, BRI 2R ET 7 A VOMEE T, nfa.tomcat.https.keystoreType DHIZ JKS ZHEE
LTL &N,

. ROTHRANT 7 ANEHEET,
<$TF—HX T L2 F!)$>/controller/conf/tomcat.properties

T 7 A IVNIFE LB WEAITTRIER LEST, 774D a2—F 71X UTE-8
WL TL 7S,

2. LN OWN% % tomcat.properties 7 7 A /VIZFLE L £,

nfa.tomcat.https.keyAlias = ##ZFE T FDFIE
nfa.tomcat.https.keyPass = D/ T—F
nfa.tomcat.https.keystoreFile F—X T I 71 IDIES/ VX
nfa.tomcat.https.keystorePass F—X A FD/INIT— R
nfa.tomcat.https.keystoreType PKCS12

AEE
tomcat.properties 7 7 A /LT SMBD F— A N T 2T 5 E LT L7 Y G, nfa_ssl keytool
<y FIEEATER RV ET, RPVIZ, Javakeytool =2 ~< > R KA EEFEH L TEL T
TEEUN,

Javakeytool 2+ > KiX, NFA ¥ — "—EIZH A VA h— L& TV ET,

<SR ,—NT 1LY FUJs>/controller/jre/bin/keytool
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HEZARNEDOH G2 E13, AT U =5 LB NDOFEAE (cer) ZHA L, Web 7 T ¥
P—IZA UAR— R LT ZENY,

25 %Iﬁlhﬁ*llﬁﬁj—%ﬁ1§’_ﬁ I‘%?EEEWL\T%)

NFA T, S L o, B LRI O@EE D702, W S0@fER— b zFIH L
£7.

NFA $—"—NT, oL EFHT2@ERN— FESHEE L TWHRNI L 2R
‘a—o

FFNFA BFIHT2BER— FEF—EE2MALET, FIHT 28— FESHAMOR &
HE L WAL, NFA DRI T 28— &S, OB NFIHT 58— FESDOWT
NWEEFT L TLIZEN,

251 HEHAFEATHHR—FESTD—
BANFIHTHR— FEBFOTF 7 4/ MEIZOWTEHA L £,

NFA M L i, BXOWEcomEICRBWCHIAT AR — &%, %ﬂ7mmﬁ
FAT 28 ER— NET & @MNBEE) 27 =), 3 2-8 NFA BFIH T 5 @ER
%ﬁ*#GW%fﬂ(ﬂﬁwswjuTbiﬁo

% 2-7 NFABFIAT HEER— FES—E (SE0EE)

A R—rE | O ba | FE A&
=1 |7
HTTPS i#fg R — b 443 TCP IN |HTTPS #B{§&H— kTY,
sFlow /X7 v FZfEHR— |k 6343 UDP IN |sFlow /N7 v NZfEAR— FTT,
NetFlow, IPFIX /X7 > h345 | 9995 UDP IN |NetFlow /3> b, IPFIX /37 v D55
H— b =TT,
0365 EF&E T FHTHBER— b 443 TCP OUT |Microsoft 365 (Office 365)(Zx4 57 7 U

r—va VEREHBEHT 57200
l'endpoints.office.com| & OEFEHA— FT
‘@—O

N
XY —"—2FH L TEET D
ZEHRETT,

FEAMIL. 12.7.2 Microsoft 365 728 H T
MOEE TT m e o — " — 2RI
D (33 —=)] R TIESN,

% 2-8 NFA BFIRT HEER— FEE—F (RHEE)

A ¥ r—rE | 7O ko | AE A&

=) L
7 u——X% DB i@E R 27100 TCP IN |7a—T—ZEFHAT —Z X=X ~DEE
P H— b TY,
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A ¥ R—+rFE | OO | AR ik

5 y[ 2
VAT NEHR DB @E R — 27110 TCP IN | VAT AEEHAT —Z _X—A~DHEFR—
k r T,
A X NEHE DB EE R — 27120 TCP IN | Ay NEHHT—Z X—Z2A~DHEER—
b bCT
oy b a—7 —HilfEEE 27200 TCP IN |2v he—F5—7 ot 2§#Hl~DmER—
AH— b SR
gLy F—n Y — Al 27210 UDP IN |27 % —FatApaZ/H—EA~Di@
e fER— FTY,

252 HGHAFEATLIEER— I EEEZLEET D

NFA WFIHT 2R — hEFEELET L FIEZHALE T,

FIA+T 2R — FE SO & EE L TW A 1L, NFA BRI 58— FESH, o

AN FIHT DR — FEZOWTNNEEETLILENHY £,

NFA WFIHT KR — FESOEFEFIAIZ, LLTFo@E») T,

1. root 2—H¥—Tua s A LFET,

2. BB LIEWAR— FEBICHTOIRET 7 A NVEETL, FEXLTRIFELET,
WIET 7 A MZONWTIE, [£2-9BER— FNEEDORET 7 A /L L& EHEH GMFmE)
(28 X—) |, [FR2-10 BER— FEFORTE 7 7 A /L EETEHEE (WHEE) (29 _—
V)] EBERLTLSEIN, BEORET 7 A VBFELWGEIEL, 77 A NV EHH
WZHERE L T 72 &0,

£29 BER—IFBESORTET 7ML EHRERE SVEEE)
WET 7 A MI<%T—57 ¢ L2 F V%> FICEH S TnET,
Hi& BEIEE
HTTPS &3 « REZ 7 A

controller/conf/tomcat.properties
« fREEA

nfa.tomcat.https.port = 443

sFlow N7 v MZAE s RET 7 A
collector/conf/collector.conf
- fiERX

sflow.port = 6343

NetFlow /37 > k. s REZ 7 AN

NN - =
IPFIX /37 R 528 collector/conf/collector.conf

« fREIEA

netflow.port = 9995
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& 210 BER—FBESORET 7 1V ERERB (RIERE)
RET 7 ANMI<U% T =57 7 L7 P V%>R FITHEME N TOET,

RERE

BET 7 ANV
collector/conf/flowdb.conf
fBERA

flowdb.port = 27100

WEZ 7 ANV
collector/conf/flowdb-extra.conf
fERA

port = 27100

REZ 7 ANV
controller/conf/controller.properties
fRERN

systemdb.port = 27110

RIEZ 7AWV
controller/conf/systemdb-extra.conf

EIENEYI

port = 27110

A X NEEL DB

RET 7 AN
controller/conf/event.properties
fREI

eventdb.port = 27120

BRIET 7 ANV
controller/conf/eventdb-extra.conf
faErA

port = 27120

oy b a— 7 —Hil4EE

&

WET 7A NV
controller/conf/controller.properties

faEw A

message.server.port = 27200

WET 7 ANV
collector/conf/collector.conf
fEEr

controller.port = 27200

ALy g—n -t
A8

BEZ 7 ANV
collector/conf/nfalog.conf
FRER

29



Fo2E A LA M=

A

g&!ll

EHHE

Port = 27210

AEE

s 1 ODEHIZHOWT2OUEDREZ 7 A ABREBHINTWHWER— I, T XTOXE
T ANERFCHREL, RIUEEZREL T EIV, B#ETIRET 74 LETHR—
BENELD L, EFICEELEE A

o NI RA—H—DRBIIARERAR=ANEGEINTWDIEE, REDAR—AHLEHT/NT
A=A —fEELHWTHD, BERLE D@@ﬁﬂﬁxiﬁh
BRIET 7 A NWVORLFRNT, /XT A —HF —RKEBICARBEIRAR—ANREEN TN L &l
ntb\b(<fiél/\o

3. MBI LUT, 7747 U LOREXRELET,

RN EEHOR— NEFIX, 7747 U+ 2L -oTT7 B Y7 STV DHEED
571/\71:_&) = }‘ﬁﬁgﬁ@[{%‘ 3. 7747 U —ILDFX X E N Jﬁ@z}‘& 9) RN ﬁﬁmu L

i
R— FBEEOLEENEIT. NFA OV — b R EEIRFIC KBS N FE T,

E I_._I 271N
26 T7AT7 94— ILDBRTEEZEET S
NFA OFHTHBER—FB, 77 AT U=l Lo TT7 v 7 NN EHC, 774
T —IVOREEEFLET,

NFA % —/"— L CA—=7" > L THIAT 2 8ER— FDOF 7 /v MEIE, 152 2-11 NFA 235 ]
T HEER— FFEE GMBIEE) (30 ~—3) |, [3 2-12 NFA BFIHT 2 lE R — b %
e (NEEIE) 31 ~~—) | ®#Y TY, £/, NFA AN ~OW@E THEHAT 27—
DT 7 AV MEE, [ 2-13 NFA 2 LAV~ O3 E R — b5 7 7 40 ME—5 (31
=) ] Di@ DT?

INHDR—=FEEN T 7 AT U= Lo T T a7 INWNWEd, 774 T U4 —)b

DERTEEETLET,
% 211 NFASRFIEBT HEER— FES—5 (M E5:#EE)
A ¥ r—rE | A ko | AE A&
= y |2
HTTPS i@fF 4 — k 443 TCP IN |HTTPS #fEHR— KT,
sFlow /X7 v F&ZA R — b 6343 UDP IN |sFlow /X7 v F&Z{EHR— FTI,
NetFlow, IPFIX /X% > 55| 9995 UDP IN |NetFlow /37 v b, IPFIX /X7 v D55
A b A= kT
0365 EFRFHHBER— b 443 TCP OUT |Microsoft 365 (Office 365)(254 %7 7 U
= aVERYEHBFESHTHEDD
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A tf@ Joka | AA A&
=1 y| %
lendpoints.office.com| & DEFEHA— T
—gﬂo
N
7m#/%~ﬂ~%ﬂﬁbf BIET 2%
Z L N TH::VC?‘
L. 12.7.2 Microsoft 365 &35 5 5T
HAo@mEcr7axs—_"—%2FH+
5 (33— R LTIEEN,
% 212 NFALFIET HEER— FEE—F (RREE)
A ¥ — & | Joka | AR A&
= y |2
71— —4 DB g R— 27100 TCP IN | 7a—F7—¥EHAT—¥ X—A~DiEF
) H— b T,
VAT LEH DB g R — 27110 TCP IN | VAT AEHHAT —Z RX—A~DHEFER—
b P T
A X NEHE DB @EER— 27120 TCP IN A MNEHEAT— ¥ X—Z2A~Di@FHR—
b b
oy b a— 7 —HilfEEE 27200 TCP IN |2y he—F5—7 ot 2§#H~DBER—
Ak h T
gLy F—n Y — Rl 27210 UDP IN |27 % —FatApuaZ/H—EA~Di@
FAR— 1 ER—FTY,
% 213 NFADOSHEADIEER—LEES TI+IL ME—E
A ¥ R—rEE | OOl | AR A&
SNMP Get 161 UDP OUT |NFA #— =57 AR —H —~0D SNMP @3
THAT DR — FEETT,
ZDOR— FEEIL, Web a2V — L FORET,
I AR—H—HLICEETEET,
SNMP Trap 162 UDP OUT |NFA == ABO xR v U — 7 R~
D SNMP k7 v 7EECHEMAT 250 F— MEE
T,
ZOR—FEEIL. Web 2V —)L FORTETEE
TEET,
ZITIE. 77 AT U4 —/UZ firewalld X iptables ZF]H L CW 2855 O ER 25l L £
‘?’l«

MDOT7 7 AT 74— T T 2TFRy NU—IREEODT7 7 A7 74—V L TlX
FHB D=2 TV EBRLTIEEN,

[2.52 fUH

R—FEFEZEHELTHDLHEEIT
o firewalld ZF|H L TWAEASIZ. RO LHIC

Zu

. AXAE

WM DEER— M ESELEET D (28 =) |
Bt DR — F%ﬁ%%ﬁéﬁﬁif<ﬁémo

FIE2 S L VFIHT S

lavwry REFITLET,

# firewall-cmd --permanent —--add-port=443/tcp
# firewall-cmd —--permanent —--add-port=6343/udp
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# firewall-cmd --permanent —--add-port=9995/udp
# firewall-cmd --reload

firewalld DFEAIL OS DT 2~ =2 TV E SR L T 7Z S0,
« iptables ZF]H L T\ A AL, /ete/sysconfig/iptables Z e L E 7,

LITIERESZR DT 7 A O —FITY, SRGIEOFEMIZHOWTIEL, 0S Dt 5~
=27 NVEZRLTIIZSV,

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
—-A INPUT -m state —-state NEW -m tcp -p tcp —-dport 443 -7 ACCEPT
-A INPUT -p udp -m udp —--dport 6343 - ACCEPT

—A INPUT -p udp -m udp --dport 9995 -7 ACCEPT

—-A INPUT -j REJECT --reject-with icmp-host-prohibited

—-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

TREE B L= T
7 7 A NOFERIT, BEE AT 27201 iptables P— &R A FAZE) LT 72 X0,

2.7 EEIRIEDEMHZRTEZ1TD

NFA OEMWEBREEIC KT 2 BIMOFREIZ OV T L £9,

271 WebH—/"—O5DOBEFHEIBREE
NFA ® Web — _"—(ZB4 210 7 2 EWIICBEHIBRT 2720 DR EITOWTHHA L
7,

NFA @ Web =12 Y —LIZXT A7 722 7B IR Web ——HHO®EEa 71X, LLF
DF 4 L7 MVICEBEISNET,

<$A R A=) T 1 LY FUS>/controller/tomcat/logs/

ZOT 4L FYRNDOLLTFOa i onWCITHEEIClde—T—y a VB XOHIBRIZTENE
i, REIZNU T cron 2 EZFALTHVYe 72 BEICHIFRT D L O ICEREL T
SV,

* localhost access log.yyyy-mm-dd.txt

* catalina.yyyy-mm-dd.log

yyyy-mm-dd 1%, NFA —_S—DAfFZ2FR L E T, 21X, localhost access 10g.2016-0
4-01.txt [X, 2016/4/1 D Web 22 Y — /WK THT 7 8AR T 7 7 4 L TT,

32



Fo2E A LA =

A —

55 7E {51

UTFIE, 30 AL B Lice 77 7 A V& MARK 1 FFICF = v 27 LTHIERT % cron #%
EDHITT,

@ i = = = /usr/bin/find /opt/nec/nfa/controller/tomcat/logs/

-type f -regex '~.*\.[0-9]+-[0-9]+-[0-9]+\.\ (txt\[log\)S$"
-mtime +30 -exec /bin/rm -f {} \;

cron DFXEICET H5EMIE. OS DT A2 ~=o2 T VB2 L T E &0,

2.7.2 Microsoft 365 EERFHADBEETCIOX O —/N\—%FIA
95

Microsoft 365 (Office 365) DIBIE Z ikl T2 7 7V r— a VERNEZ HEIEHT 5720
DEBEIZBNT, Yax o h—R_"—2FHT OO EIZ DN TR LET,

77V = a VEROHBEHLMET, ~ A7 n Y7 3R L TWD REST APL Z F1 ]
LT, w427y 7 hO%A K lendpoints.office.com] (27 27 EALET,

NFAIPB=A 27 1Y 7 FOYA F~DEEIZEWT, 7 u o —_"—2FHT 2 LERH
L6, LTFTOREEITVET,
1. root =—H#—"TNFA #— =2/ LET,
2. PXE 7 7 A /U (controller.properties) % B & 97,
<¢F—AHF1 LY F!3>/controller/conf/controller.properties
WIET 7 A NVDBAELROVE AT, FBUCER L T ZE 0,
Bk
controller.properties |%, NFA 2ZFIH T 21@ER— FEFORELZELLIMS 2 R —x 2 F D
B E CHIEHT DRET 7 A /LT,

3. BXE 7 7 A/ (controller.properties) (2, 7' B X T —_"—ZF|HT HIZDDI/RNT A —HF—
iR L, IRMELE T,

fEEer

https.proxy.host
https.proxy.port

<proxy server name>
<port number>

<proxy server name>:
FHAT S 7ax o — =D KA VA4 ERELET,
<port number>:
FAT LT ux o — =R — b ESZEREELET,

X ER:
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https.proxy.host = proxysrv.nec.com
https.proxy.port = 8080

P—E AR, RENED NFA ICRKBESHE T,

2.8

IMS 3 VR—FR 2 FRIRAD-HDHREZEITD

IMS 2 AR—x> &R L, 250 NFA. £7-1%. NFA & NetvisorPro & Ot A EH 24
AEEIAT DR EIZ DV T A LET,

E

>k

IMS 2 AR—R > MR LRWGE ., AREITRETT,

IMS 2R —3 b EFIHTHE. LT3 DOREEITVET,

IMS 2 R—FR "DEY N7 v

IMS T R—F% 2 hDA A b—/LNFA 0O DR 2 [T 572800 IMS =1 L 7R—
I FOREEITWVET,

FEABIX. [WebSAM Network Management Web =12 Y —/)L A X — N7 v I A | =#&R
LTLIZENY,

IMS 2t U R—F > k& OB E

IMS 2 R—3 > b & T 57200 NFA JlOREEITVET,
VUTNYA UF DI DFRTE

IMS U R—=R2 FD Web 22 Y —inh, YU 7NV A AT, NFA D Web =2
V=T 7 BATE DX IICT D720 DKEL NFARITITWET,

NFA il CIT 9 5% E X, L FDOFREE 7 7 A /L (controller.properties) & 95 Z & TITW\WE T,

WET 74

9
©

E

\O

—4 71 L2 F!Y$>/controller/conf/controller.properties

~
FXTE 7 7 A /v (controller.properties) 23 TFAE L 72 WA 1E, FIHUC/ER L T 7Z &0,
FXIE T 7 A /v (controller.properties) O EHTNEEIEL, NFA O ¥ — B ZEEIRFIZ SKB S v E

AFEE

RTA=H—=DRBIZARERAR=ANEGENTWVWBEE RKRBROAR—=A L EHT/NRNT A—HF—

[

LHWrT 2720, BRLCHEY ORHEPTR EEA,

FXIE 7 7 A /L (controller.properties) DERAFRINZ, /3T A — X —RKREBICARERANX—ZANEENL TN
RN EEHERL T IEE N,
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IMS 2 VR—3 2 k& DERFRE
FXIE 7 7 A /v (controller.properties) DLL FD/XT A —X —&fREL, EEXLTREFELET,
ims.application-instance-id = <manager id>

ims.msgqueue.host <ims ip address>
ims.msgqueue.port <port number>

<manager id>
IMS = AR —x > b3, BEgid 5 NFA ZilkBl 35720 ID #45E L £ 77,
ART A —=H—F, IMS a2 R—F> MUDFEE T 7 A /v (ims-conf.ini) DFEEE & —E
SHLMERDHD £T,

<ims ip address>
IMS 2> R—F> hEA VA= T 5 —N"—DIPvd 7 FLRAZHRELET,
IMS AV R—=R b& I FAZ VAT HIA VA=V LTWDLEEIE, 7T AZ TR
TLADTu—T 4T IPEEELET,

<port number>
IMS =2 > 7R —% > b ® Message Queue & DiffE THH T2 BER— FEFEZRELE
o
KNRFGA=Z—Z, T 74N FOBER— FESEZEELIZLAIC, BIENLEIZRY
3w I

A E P

ims.application-instance-id = nfa0ll

ims.msgqueue.host 192.168.1.200
ims.msgqueue.port 28110

SIS S D DRE
FXTE 7 7 A /v (controller.properties) DLL T D/XT A —X —%fFE L, EEXLTRGFLET,

ims.webserver.base-url = <ims web url>
ims.sso.enabled = <true| false>

<ims web url>
IMS 2 R—x o hAMEMET D Web 22V —LIZT 7 ¥ AT 5728 URL Z48E L £
D
AEE
KNG A= —F, 77 UF I L ONFA 2257 7 & AA[4E7% URL 245 E T 5 LE N &
D ET,

<truelfalse>
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2.9

VUTNYA F L DEEE AN DINEIDEUTOLIITHEL £,
o true: VTN A A OEEERIZLET,

o false: VTN A A OEEE I L E T,

Z 2T, Ttue) ZHEELET,

X E B

ims.webserver.base-url =

ims.sso.enabled = true

http://ims.nec.com

H—EXZE#}T S

AVAR=AREFRICETTHE, NFAOY—ERAEZEETHZ ENTEET,

NFA O —vE 2%, EHEAZ U7 K (System Vinit 227 U 7" ) ZEEEEITT D0,

OS %

EE#TDHZETEMTDHZENTEET,
T, EEIRZ Y N AET LY —E R AR ERT S HEAZHEL E9,
1. root =—H —"TNFA V——iza /A1 LE1,

2. WOa< REFE{TL T,

- REEHLET,

# /etc/init.d/nec-nfa-service start

EFICE#HTIE, WOLHI A vE—UNERINET,

Starting nec-nfa-service (via systemctl): [ OK ]

EFICEEBTE o727 AL, [ ok 10ROV NG JEFREINFET,

RO a<wy REFITLT, T—F 7o ARFHENMIEE L TWNAE D L 2R L ET,

# /etc/init.d/nec-nfa-service status

EFICEB L TWD &, name (pid process id) is running 73, 7B ERX T &I
TRINET,

systemdb
eventdb
controller
web server

(pid 12340) is running...
(pid 12341) is running...
(pid 12342) is running...
(pid 12343) is running...

flowdb (pid 12344) is
logserver (pid 12345)
collector (pid 12346)

4, WD a2 REFEITL T,
9,

# ss -an | grep 443

running.. .
is running...
is running...

Web = "—DFRFLZITR— FAANTND Z & 2R L E
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443 1%, Web —"—DF 7 4 /)L hOFEFHLZ T AR — & T,

Web B — S—NEFIZEE) L TWD & RO X 512,443 FAR— R LISTEN IRREIZ 72 >
TWVET,

LISTEN 0 100 :::443 389%

Eﬁa:@iﬁf%fﬁﬁ3ofi%/ﬁ\\ |—B2 ﬂ‘%t“xﬁ@]ﬁ#@:ﬁﬁw&;&f% (80/\0__‘:/\‘)J %7;5%
L. LT 7ZEN,

37



FIE A AN NBOREHRE

E3E

AR F=ILEDIRERTE

NFA O A > A b — A VB 7R B B3R T D S EEIZ O T

At L £

EP/Y

3.1 Web 2> Y=V EAMEHT 5720 DUEHZAT D e
32 Web Y —JUIZT 7B AT D e,
33 RFFT 70 —8D FIRAZEE T D
3.4 7 —ORFHIFIZZEE T D e
35 B =7 —=F DB TIRRTEZAT D v,
3.6 =J AR—H —DIFERIBIFOTO DR EZIT D e
37 BT AU AZBFET D e
38 U AR—H —DIEEFLIEZAT D o
39 = —F BT D oo,
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31 Weba Y —IZFEHITLH-ODEREZITD
Web 77 7 —7 5 NFA O Web 21> YV — L2+ 572D OUEHIEEICHOW TR L%
‘g‘o
Web 22 Y —UIZT 78 AT HHEIT, Web 77 U — IO EEEEZITONET, ZHHDME
EIIRMO 1 RZFITHOMLERDY £9°,

3.1.1 NFAHY—/N\—¢BEZZREIT S
Web =2 >V — L& ET 5~ 0 & NFA — _R— D% 2 — & S H £,
Web =22 Y — /)L EDOEFE| & NFA — N—ORZIN A —E7- L R EORZNT N TND
ORI GENDD £7°,
E I BHIARTIC, Web =22 Y — L ZH#ET B~ v DG 2 . NFA — _"—c—FT 5 L9
ICERELTLZE W,
Bk
NTP r—E 27 FZ2FA L., WKL OTNR2nEIIC L TEL 2 E2BED LET,

312 Web 759 —DEX1 T+ EBEZHERT S
NFA ® Web 22> Y — /L EEHATHDICHE R, Web 7 7 U —DEX =T 4 FHEIZD
WTEE LE T,

Web 222 Y —)VIZT 78 AT 5729I21X, Web 77 7% —T, JavaScript & Cookie 23 HZhiZ
2o TWHLENRH Y £,

PAR— L TWD Web 77 U —X, #IHIELE T JavaScript & Cookie [TAZNZ/e->TEY |
el 727 ST 2 ZENTEET, REEZLE LTV LHEIENFA 232D
WY 72 ENE D IR L T IZE W0,

F7-. Windows Server C[t¥a U T BIEDBAE]E 20 2L TWAEAIEL [Windows
Server CORE (40 X—) | ORENLA LR T,

Internet Explorer M &% E 2

Internet Explorer DX EMERRIIA VX —F v N T a XA 7 v/ T{TWET, Internet
Explorer Ol ETAlt+T F—%2 L, RRESNTZA=a—0b [AVF—FRy b F T3
V] EBIRL T ESW, &7 7 OFMRHRETFNRIZ OV TIL, Internet Explorer D~/L 7 %
ZRRLTIZEN,

C EEFaAUFAIET
- MEEEAYA b ~DX Gk
NFA #—/3—® URL %, MEEFEHATA b BB LE T,
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FIE A A M BOREHRE

o

EREBE A b IR LT < 2V EEA 1T, NFA — 3—28 THIRAF X | S PSS
DHEHIND LOITHEEI T T TEEN,

\'

- JavaScript DB %ML

EREHYA N OILRIVDAREIAX]|T, [FOT4T RV )T MOBRED
(BN T 5] 1ZR>TWDZ EZMERLET,
s [FSANRO—152T

NFA 4 —R—DET DV —r N [ X —F v b OEA. Cookie Z/Kii T Dk iE &

o TWNDHIEEMER LTSN,

Bk

* NFA B —R—DET 5V —2) MEEFEAYA b Fx =V A FT7Fxy b O

PE . CookielXI7 uvy 7 ENERA,

s NFA —N"—0DET25—2»N [HIRF &Y A b OEA. Cookie ILFIZT 1 v 7 i,
Web 222 Y — )WIfEATE EH A,

Mozilla Firefox )% & TR

Mozilla Firefox O A4 7' a R E W HE CHERZITWE T, s E IR SOW T,
Mozilla Firefox D~V 7 Z &1L T 7Z X0,

o [TSA1R—=] %1

A RIPHEBLINTE T Cookie ZIRIFT DTS TWNDHI L EMERLET,

Google Chrome D&% EHER

Google Chrome D F%E B CHEGRZITWE T, [BRMREILLFICH D, (T4 —Et
FalT4187 v a rTCHERZITO ZENTEET, FEMARREFIEICOWTIX, Google
Chrome D~V 7 2SR L T &V,

s [TIAN—=tEFaTalE IV a

JavaScript D FEITHFFAI STV D Z &, Cookie ZIRIFT HRXEITIR > TWD T &
BLET,

Windows Server TN E

(XY T4RIEDERZ (A% CLTWABEAIE. A v F—Fy N T ar A7
1 7 OEET, EHEHFEAY A ) IC labout:blank| ZBINL T 7Z &0,
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3.1.3 Web 759H—[ZSSL Y —/\—i[REE A Vik— kT 3
NFA IZ7 7 B A 57D 2872 SSL b — _—FFHEZ, Web 7 7 V¥ —I21 AR —F L
ESc I
fEAT % SSL h— N —iEHEIC H BB AR L2 GE ., FEEEZ Web 77 U —(C
A VUHR—=FTDHZET, NFAILZRBIZT 7 BARATHZ ENTEET,

B2k
EEHICHEARITLTCH L I BHATYH ., RIARIT L > TE, Web 75 7 HF—IZZBIER O/ — K

FAEAEZ A VR— D0 FBRDBHL LAV H Y T3, TOHLEIE. AR S OFRIZHE-
TLIZENY,

ATEE
AEEZE Web 7 7 U —12A VAR — hET, BERHTWLIRED E E TRIHT 5 &, Internet
Explorer TiX, FAUZ, RIEEBE(R—UNRRTE 20 -7 0 B EOFENT X 7202 &)
FAELET, AEHEEZ A VAR—FL T, AT L2 HERE L £,

« Internet Explorer 33 X (¥ Google Chrome D355 1%, UL T O FINEA S L £ 9,

1. TA.1 nfa ssl keytool (70 ~3—%7)| @ exportcert 2~ KT, A 2 AR— hA[FEZR
AEAEE (cer 7 7 A V) ZAERK L £ T,

2. nfa_ssl_keytool exportcert CIERLT7ZFEET 7 A V% Web 7T U —A )
By o~ bTx7Vr Y v LET,

3. RINTGEHIFEF A 70 /T, [[EABDA VA =R Z %27 ) v 7 LET,
[BEBREDA vR— F 94 P— FIRRRINET, [RANRE %2270 v LET,
4 [[EREETRTROR MFZICRET D148 L, [BEIRS 220 v 7 LET,

5. AEHEAR M7 OERZ A 7 v 7T, MEE S oV — FREBAERS ] 28R L, [OK]
mEwr ) w7 LET,

6. [RNKREZ 2T v LET,
7. [ETIRZ 27 w7 LET,
8. HEBAD-O, EX 2 U T 4 ZBENKRINETN, [[FWRZ 227 v 7 L

i‘é‘o
ELLAVR—rERFELEEWIF A Tl RNERINUE., FFHED A VR — MIs5E
T'(:“é—o

s Mozilla Firefox D&%, LTOFIEEZEML., X2V T B4 e L TESELET,
1. Web 77 U —TLLFO URLIZT Z7EALET,
https://<NFA H—/3—@ R A A 4 (FQDN)>/nfa/
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HIE A A PN EROBRERE

o

URL IZH57E L 72 NFA % —/3—@ R A A 2 (FQDNWZ*F L C, 4 RifiEiRk N vl RE/RERBE T dH
LHUBENDHY ET,

LRI Clie W EOEERNF RENE T,

2. [BEMERIA 2 v 227 ) v 7 L, BRENTZ[BEREZERMNTHRTIRZ 27 v 7
LE9,

AFE

X2 VT 4 IS ZIENT DB, BN HREREONANIE LW &2 LGB0 LT
FATLTLIZE VY,

EVk
Firefox OV N—2 3 U Cld, [HHER] > [BREZERATHRTIORDYIZ, [T5—RW
=] > [Blst &M O TR ﬂ? 2 U T 4 BsEBIL £9,

X2 VT A BIOBMI AT a IRRRINDDOT, [REILES COFNEERICT

BT =/ BoD Lalo LT [Fa VT4 PNERRBIRN Y 22 v LE
‘@—O

B A VBB SRR SUE, SO A LR NEET T

32 Weba>V—JVIZT7 VRIS

Web 7' F 7% —75 NFA @ Web =12 Y —/LICHEE 2 FIEICOWTEHBA L £7,

HANZ 3.1 Web 2>V — L ZEHT 57200 EA21TH (39 ~4—0) | IZFEH D, Web 7

TP —DFEEEITo THEBIMERHD 7,

Web 2> Y —)UIZT 7 v AT 572012, LFOFEEZFEITLET,

1. Web 77 7 —TLLFD URL #f5/E L, Web 2>V —)Ldu /A Vg% LE LET,
https://<NFA H—/3—@ R X A L4 (FQDN)>/nfa/

A 44 (FQDN) (X, SSL ¥ — S —3FEBED/ERIRFICAT) LIZA RN —8 L TV D %2
NHYET, —HLTWRWEA, RIERGEAEL L TEERERINET,

EVE
Web =22 — LT 7% A4 5 72I21F, URL IZFEE L 72 NFA H—3—D K % A >4 (FQDN)
TR LT, AR FTREARBRBE TH A MENH Y £,

2. a—H—H NRAT—FREAS L. Web a2 V— iz A4 LET,
W = — —41% Tadmin), #HI/ X2 U — FiL password] T,

Web 22 Y — N~ A4 PN THE =P =T LITRE LTS v o R — NHEHE %
FHrLET,
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ATEE
s Web 2V —~ouarzAr BIO BECETLIEEFEEZLTFIORLET,

- FlilEa A %Iic, BT, admin 2 — P —DORA T — RELEBHE LT ZEN,

PRAD = ROEE G, BEA Lo EHEAREIR & 20 b 3R S5 A RER T/ &
TO

- RRAT— RFAD 2 C S ERH LG E, Y% —F—0Fdiza v 7 REE 20 | Y4
Foa——Tonr A Uk, 105 TE Ry £,

- NFA OREHEHROBIEGEM, £, HIBR/e &%, BHED Web 22> Y — L CTRIFFIITH 2
LIXTEERA,

- Web a2y —Zu 74 LTo5 30 oMM bEIEL2 - 725EF, BT T U b
L. WOBMEOZ A I 7 Tal A U EEICERLET,

72720, Xy vaR— RNlEE, =7 AR—Z =0, 4~y h—BElmosne, &
HRIBEIZ, 153, 500, 1S 000WTFnnaiEE L CWAEAIE. BEicou /7 o Mifrb
nNEHFA,

e IMS U R—FRL FDWeb 22V —NED U TNY AT VEEEZBCL TWAEED

EEFHREEZLFIORLET,

- IMS 2R —3 2 MIBWT, NFA LR~ D2 —F—%2FEGE L TELERHY £7°,
=D —P =T LTI, TN A o DENNCEEL E7,

- Bl A URFICBWT, NFA @O Web =22 Y —/LIZ%9 5 URL 2 E LTV TH, IMS =2
K= D WebarY—nous A EENERINET, 27 A UBET5E, B
BIAYIZ,. NFA O Web =2 > Y — )LEEIZER L F 1,

- IMS 2R =R FPMEIE L TWAIREETIE, NFA @ Web 222 Y — LT 7B A TE RN
LBENDHY T, ZOHAIL. LLTO URL #48E LT, NFA ® Web =2 o Y —/LIZkT 5
04 VEEEFRRL, BT LTLIEEN,

https://<NFA #—/3—@ K A A 4 (FQDN)>/nfa/login

33 REIH70—HOLERZEET S

REFT D70 —50 ERAETE T 5 HIEZHOWTHH L ET,

NFA Tld., 7 +/V FOEMEL LT, =7 ZAR—F— HARE Z &2 BAL 1,000 7 2 —%
PREFLE 9,

ZOEIZ, A VA N A BOREICLVEETEET,

AEE
Ta—HoLEREERELTDHE, NFA == ZxHT2H4MMBEMLET, LoT, BHTS
T AR—Z—DERR T O —DEE, v ARy T EOREIC Lo T, EEIICEAT &
720 NFA DNIEFIZEMEL 2eWGER"H 0 £,

EEROBEERBEIC T 1 B LI EM SR T, LUF O L5 2B, EFICERMBT L 2 &2 T
R TIZEY,
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o TUAR—F—EHEHICT, FT7 AR—F—DO[BRESEEZENNEEL TN
&o

© HyTad— NHE, T7 AR—FZ=gEEICT7 e —7—ZN"BRTE 5T &,

1. BREERREmIH A2 2R LE T,
[YRATLEE|RRERE| 27 v 7 LET,

2. [Z2AB—T—42OLBBIO A MK L, ’FFT 270 —F—2 0 ERBERE L ET,
7 v —# o EREIX 1,000~10,000 OFFHTHE L ET, =7 AR —F — DR E LM
E LG E. UTOEEZ B2 LTI 7ZS0,
15~104&

A7 10,000 7 = —

114E6~204

A7 6,000 7 = —

2168~308

A7 3,000 7 = —

31EUE
PRoRITHERE L 8 A,
Ek
c UTOREZ 7 ANERET D LTI ERBEZER T2 LB TEET, 77 AR

FE LW E T, FICER L T ZE W, ok, [YATLEE]>REEE) »64L
HLIEGE, AREZ 7 A VONFIF EEESNET,

o T ANVORESIT, BREEFADCT D7D NFA P —E A ZFEEI L T 7EEV,

e <8F—AZFs LY FUSs>/controller/conf/flowdb.properties

¢« UTD6 DR ETHESNTWAIEL, T XTHRIUEICEE LET,

flowdb.table.record.limit.l = 1000
flowdb.table.record.limit.2 = 1000
flowdb.table.record.limit.3 = 1000
flowdb.table.record.limit.4 = 1000
flowdb.table.record.limit.5 = 1000
flowdb.table.record.limit.6 = 1000

34 J70—DOFRFHRZEET D

7R —F— 4 ORI & EES B RO THRY L E T,
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3.5

NFA Tid, 11.33.1 7a—7 =% ORFFHH & AOLBIZONT (10 ~—) | 1IZEWT,
TR =T = T — N 2R DB N RO BTV ET

CORFFHIR 2 ZE 4 2 FIEICHOWTHRA L £,
ek

7o —27 a— OB O FREA/NS S LTHDERICT — 2 BNHEIBREN S £ TS o0
540 SRR A3 L E 4,

1. BRETRREMm 2 R LE T,
[YRATLEE RRERE| 27V v 7 LET,

2. [ZAB—T—3ORFEFREIOBE AN L, RFFS 2D 7 v —7 — 2 ORFHIN 2508
LET,

RETH2HREHEIL E2DIEFICRENIIMARET 2 LB’ H Y E3, Fl 21X 7H
BET—2ORFHIMIC 36 R 28 L7213 [10 SRET— 2 113 36 FEfEI 2L Lo
MZRETHMLENRH Y 7,

O—T—2ONEHENEZEZIT D
NFA W2 G5 LIz X TO 7 u—7 —X % EHRIORETIHBH 1T D7D DR EITDONT
AL £,

NFA TlE, 7 v —#0 EREOREIZIEV, BEEDV T a—F7—% % 1 DIZEKN LT
F— A R—= 2 CEER L TV ET,

AFBREEATH 2 & TR EOMT AT I RO 7 0 —F =& & n—7F—4 & LCH
HAT 22 EMTEET, SN L e —F — 23, Sty hI—2 741 r Py
7L LTIERTS ZEMRTEET,

RER, a—T — XU T LI snET,

s HMETALVZ FIDTFIZET I AR—F—DT 4 L7 N Z{ER L., 15 5mICHEIH T
LEJ,

15 RAELEZBE7e—Du—F—X % CSV 7 7 A )b~ 10 Tt/ 7 7 A )L THE|
LCitdk L., bzip2 VT I DICE L O TEMLET,

R—7—2I21E, DNS oo D RIEE, BEV, FiEIP 7 FLAIZKHT D FAA
VHRONFA BN 27 7 =g Vi EOERITEEN TOER A,

H—7 =%, NFA D Web =Y — /L TIEFRR L TWRW, 70 —0D TCP 77 7
DEEBE ENTOET,

=7 =X ONMBHINC L DT 4 A7 EHEIT LTOFERNEHNTREL Y 2175 2 &
MTEET, KREZXITOANS, +0RT A AV EERERH DL Z LR LTIV,

s | =V AR—=F—DT 4 A7 I E [Bytes] =F x 215 x C x D x 24 x 60
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- Y AR —D 1 o 7e—H (T r—L—1)
- Cr—T7 — X DOEMR

[0.06] ZfELTEIAELET,
- D:m—7 — % ORFFHIE O A

P

71— L— M3 300,000 /53 DT Y AR—H—5HEOR—FT —X % | MR
L%

300,000 x 215 x 0.06 x 365 x 24 x 60 x 5 = 9.25 TBytes

AEE

n—7 =2 ZANH T 2720123 LT ORET 7 A MZBW T, —Iiti 7 — 2 =2 ~D
EXRALEANILTBLILERSHY 7,
« WET 7 AN
<§$F—HZFr L2 F1)S$>/collector/conf/collector.conf

o BRENT A —H—:
rawdb.switch = 1
EVE

FRIE 7 7 A )V (collector.conf) T rawdb.switch DFFENRWEAIL. 1) 2HELHA LT
CEME(—RFLERH T — 2 R—=ZA~DEZIABLPER) & 720 £,

1. root =T—H% —TNFA V—"—|ca 1 L£7,
2. NFA O — B R &= E LET,

# /etc/init.d/nec-nfa-service stop

3. BXE 7 7 A I (collector.conf) % B & £ 7,
<$T7T—HZ T4 LU FUJs>/collector/conf/collector.conf
BIET 7 A VBFE LI R, FTICIER L TS EE
EVbk

collector.conf iX, 7 2 —EHROZEHOBER— NEEFORELE R ETHIFHTIREY 7
AT,

4. BET 7 A )V (collector.conf) (2, 7 —F — X OINBH TN T 537 A—F —%iBFL L,
RAFLET,

BEr:
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rawdata.auto-export.output-directory = <Output Directory>
rawdata.auto-export.retention-days = <Days>

Output_Directory:
n—7 =2 2T LT 4L P DORAEEELET,
RATA—Z—PEESNTOR, Fioid, REBDSFERS AL, n—F—s
DA NIATONEE A
AGEE

RINT A—=H—|ZIFE,. NFA D <84/ X ,—ITr Lo rFUs> BILWY <s7—FFr L0 F
Js> BLTFONRFFELBRNTLLIEE D,

Days:
MO Llcn =7 =2 ORFHIF O B EEREE L £
(O

FXIE 7 7 A IV (collector.conf) IZAR/NT A —H —%FFE L T2 WEHEEIX, LFD/NT A —
2 —%fRE LT GE L RROBEIEL 20 £7,

rawdata.auto-export.retention-days = 1095

5. NFA OV — b 2 & E# L £9,

# /etc/init.d/nec-nfa-service start

= REEBE. BT — X ONEHE N T DR ENE D NFA IZES L E T,

o == A= o e — 4= =
36 TORR—FA—DIEHIMFDH-HDEREZTITO

BHHROT I AR—H—1FR (= AR—F—, BIOZDA X —T = A ZADER) %
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3. [OKIRA v &2 U v s L, 74T —iREERMLET,

V4 Yy FORFANENENLET,

s YART TZ 7 RREAT DY 4V =y NOBH
SIMTR OB DI EL L ET,
M7 77T 7 7EREA T DT 4V v FOEH
SNSRI BROE B OAFFOEERICKT 2EEOERICE L ET,

433 TINBI S TDRTRER—LA2T B

WA T 5 7 RREATDT 4V xy MIBWT IBEMEOSKEZ RTINS T 7 DO
MRAZED L 2L T, VI 7HIRFRTHIENTE LT, Z 2 TIE, ZOEIETFIEIZS
WTREH L E T,

REEIL., BIKOERBETIRE L7 T 7o MO, FICHEEE2EE LT,
7T 7 EBYERFOR L ET, BERWOFEMZ K L CHID S HERE L TV E WA T A,
YEZATWE T,

1. TOEEKREZFRT DN T 7(L oo L7 X — LS 2RI L £7,

2. LU UL I A —DEEDI—YNVE T v 7 & Fay 7 TBEIL, B ZFHE L E
9,
FRLEE & SICHET 2581 TOBEEITWET,
s LUTURBLIA—DELEDHI—INERT v T& KTy 7 TEEIL., NG %2 JH%E
L‘i‘é‘o
s LU VURLIA—DIREVTERT v &Ny 7L, WREHE K2 BE) S8 F
va—o
e LUTURLIAZ—DIREZY THE Y v UTCHBIIREE 2R L. B L < BEbE
¥ RI7 v 7&Ky THRELET,
EVE
o BB EDOMERIENT., Lo YR L2 Z—DEAD I — Y ANIERRIZRY T, L
BV HZ—NT, FIv7&FNuy 7OBRETCRRIECHEEEZITY &, B, I—
VIVREFRENET,
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o R E MR, BIZRMAO= Y T2 FZ v 7 LT, REEEfEST 2 2 &
HTEET,

MO T 7 OFRERE LI TIERFI R ShET, £o, —RICFErRT 5815
B, BILUOZDNELIZOWT HIEE L7H#PHIC KT 5| TR L E T,

434 IP7 FLAKRTERRA FEARRICE#RT S

TV RRA U bOfFHRE TP T FLATERRTLV 4V xy MIBWT, ZR§25xy FAR
AL IDIPT RLRAERA NGIZEB LERTHIENTEET, 22 TIE, TOHRET
NEIZ DWW CREEA L F 9,

T RRA L FERTIPT FURZRA MAICEBE T H7-021E, =2 RRA » FORA

K4 L IP 7 R L A% & B3 5 DNS(Domain Name System)(Z%f L, NFA A% v h U —27 &4
LTCHRRAMEZEBWEDE TELIRETHOILENDL Y £7°,

EVEF
o DNSIZEEEENTVRWVWT Y RRA V MIOWTIEL, A FOMWEDLEMNMTZ RV,
AESEZITOTCHIP T RLARFROE IR £,

« REETEMMIND AR MIE, AEBELZER L2RRTORZ TR g0 7
n—{E A ZIE LIERESIZ DNS B UG L2 AR A A TY, 20729 ilEOBE RN Z 54
TOHLEIT, URFEBUEDRA MBRLR > TV LGEEIE, URORA M TERRLET,

AEMEZFET HZ & T, BEOT RARA » FORBED THNLT <720 £,
. BT 4=y FNO[RRMEARRIAZ %27V 7 LET,
2. T RBRA U hERTIPT RLABRKA MICELLET,
BT 4 Yy hO—ERRE D ZMHR L T TZE 0,
AEE
RA NLFRICEIR LT A, =7 AR—Z =SB E~O ) > 7 13FRENET A,

LD IP T RUVAFRIZETHAIT, IPP7RFLARRIRZ 270 v 7 LET,

4.4 BAAEREDODHNBTZEHT S
NFA D Web 2> Y —iua /A4 v Lica—F—RNEHOR VA L NAT— REGira—
W1 Z TR T DO TN DOV T L E7,

EVR
[A—HF—&]. BLO. [FVEALRILNZOWTIE, BHETDHZENTE EH A,

1 AR EBE 2R R LET,
A A =2 —fEROBAAREIR Y &2 ) v LET,
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2. FRSNIEANRE® I THAELEE L ET,

« [RERA]
i EOFTRA D= —DAFIZEE LT, HRARCFHEIL 32 XFTT,
UTICRTCFIIRET 522 N TEEE A,
- RIS R4 <=0\ ()~
- JEHAB L ORI~ fh 22— 2
B LA, [A—Y—R]THELZARIE R -4 E LTHHEALET,

c [TI24NLEFDF Y aR—F]
B7A LIRS, BNCRTRT DX v v aR— RERDALHZRRLET,

o [IRRAD—FZEH]
Fxv IRy 7 A%F AT, [IBRIRRT— RFIHICBAED/NA T — REREL £,
[BI/ART— R, BLO, [SMRT—FBAAWCIE, FrLWAAT— RE2HEEL

E3

RAT— RIE, LFOXFEMAEGHE T, 8~64 LTFOXLTHTHELET,
- CEARKICT

- P SN

- CEAET

- AR L LT O
!n#$%&V()*+,_‘/:;<:>?@[\]/\_\{|}~

INAT— RIZE, ERRO4EEOXTOH B, 3FEEU EOXT %G A THND ML
NHVET, £/, BEIOEISDNRNAT— RETE2 > TWALERH Y £77,

3. BENEEMHERL, [OKIRZ %227 v 7 LET,
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7yvITTL—F

NFA O 7 v 77 L— RFNEIZ DWW TR L £97,

EP/Y

5l T S T T L R0 D et 66
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BSE Ty TL—F

O N >
514 7w 29 L—FK9 5%
A VABR=NVAT 4 TICIRENTWVWAAL VA =T % FEITL NFA Z WA= 3 b
B AN—Ta Ty T L= LET,
. AV A=V AT A TDISOA A=~ MLET,

T AVARN=NAAT 4T DO~ bARA Y M /media & LTt LE9, 7l
DIGATIZ~ T F LI2GAE, MERARZL T I,

2. 7w 77 L— RREIZ., NFA O —E R &= E L E9,

# /etc/init.d/nec-nfa-service stop
3. A A =T —%EHLET,
UToa~vy REFEITLET,

# /media/NFA/Linux/nfa-upgrade

4, RENTN—Va UESEHER L, Ty 77— Rt L £,
FHERE T VR — R FOBUHEDNS—V g VR, Ty 77— REON—V 3 VR
DINICERENET, A=V a UFEFITHEEWDRITNIE, v Z AT L Enter ¥—%

WL, 7y 77— FUHZBGLET, nZANTDE 7Ty 77— FOABIET IR
éhi‘aﬁo

Network Flow Analyzer version 3.1.0-8 Upgrade Installer

————— Conitilimmatlon ====s=s=sc=s==c===o====
Controller : 3.0.0-4 -> [ 3.1.0-8 ]
Collector : 3.0.0-4 -> [ 3.1.0-8 ]

Is it OK to upgrade? (y/n): y
KD A v e—VBRERENE, T v 77 L— ROMAITET T

Upgrading controller ... done
Upgrading collector ... done

T T— MEOBRPT T T —RNRBAE LGS, =T — A v —UNREREINET, =
TF—= Ao —=UNEREINTEHESIZ. Bl A VA M= =70 T —LxHE (79 _—
V)] L, fMLEIToTLEEN,

HH#%ZIZ, NFA O —ERAZEE ST ZE 0,

# /etc/init.d/nec-nfa-service start
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HSsE Tyl TL—FK

EVE
ToT 7L —FRKEIZ, IMS aViR—3 > b EDERREZBMTL L TEET, FREFED
2.8 IMS a2 AR—32 MDD DOREEITH B43—=)] 2R LTI,
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FTEE TUA A=)V

FO6E
ToA VA=

NFA #7 oA v A =T B FNEICOWTEB LE T,

EP/Y

R B A BV Rl 12 (e L R R o= o= 5 = LSRR 69
6.2 B 0 T L A L A N o 8T ettt 69
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FBOE TUA A=V

6.1

TFIOA A M=IIZE TR IEEIE

NFA Z7 oA A M= LT HBOFEFEIZOWTHA L £,

WELOT A VA M—LiL, Fll rpm —e A~ R TITWET,

AAP=AT 4L I MV ET=ET 4 L7 P EFITTA A M=V LTWTEHE,
rom —e A< RTRHT—ZT 4 L7 FUIFHIBRENE A, BliE, FEITHIRRT 24
TR ET,

HURA D= ATF AL B EF—HF A L7 b U B CEA, ron e 2wy FIZLY
FRTOF— 5 BHIR S NET,

rpm —e 2% R TCIL, /etc/init.d/nec-nfa-service A7 U MNIT A A h—/L
SNFEHAL, TVA A= VFIEOF T, TFEITHIFRTALERH Y 7,

6.2 HWEAETFUAAM—ILT S

NFA OT A v A h—)LFNEIZHOWTEHH L E 4,
l. root z—H—Tur /A LET,

2.

4.

5.

WDa< R&EFEITL, NFADOY—E 22 ELE£3,

# /etc/init.d/nec-nfa-service stop

R a<w REFETL, BMEET A VA =L LET,

# rpm -e nec-nfa-controller nec-nfa-collector

WhDa<wy REEITL, Y—E2X0EMA 7Y 7 F2HIRLE7,

# chkconfig --del nec-nfa-service
# rm -f /etc/init.d/nec-nfa-service

AVAR—AT AL M) ETF =T 4 L7 M) EST WSS, T—4 T 417 b
UZFETHIFRL £,

LT, 7oA A =BT T T,
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T8 A a<v> kU7 L 2R

NFA DT 2 a2~ FIZoW T LE T,

A.1 nfa_ssl_keytool
HTTPS i#iZ T % SSL #— —FEH EDO MR L OVERIZ{T 9 2~ R T,

Zoa~vy R, Javakeytool v 2 R OBERE 2 ARG AT WLT WETREET 2 7 v
N—ax RTY, Kavr R bEMNTE 586EI%. Java keytool 2~ RDO—H D AT
T, £70. BIEOLRTRENIL, Javakeytool 2~ RiZHbETWET,

Java keytool =~ > N & OFESIXROMEY TT,

 BHOFIHUT genkeypair REDY T a~vy FAEIEELET, F7 2~ RO 54
DIFAIT - (IS EH A,

« Rawr RTiE, ¥—A T ORRILPKCSI2 FETT, £/, F—A M7 DO/3RF<s
F—%F 7 L2 F!)3>/controller/conf/server.keystore [HE TI,

e genkeypair 7 a~vr REFETTHE, F—ARTORATY—R, F—ANTHO=
YR —DRI&, EONAT — RNRLLTD T 7 A JVIZEEER SNV E T,

<$TF—X T4 LY F1Js>/controller/conf/tomcat.properties

77 A CREER S NS REERIL, £EY 7 2~ R T-storepass, -alias 47 =
VEAMLUZBICEEICHEHSNE T, TOD, 5IEBOBERER/NRICIA Ta~
VREFETTHIENTEET,

s —keyalg, -validity A7 v a DT 7 /b MENRELD 7,
e initstore EWHIMHEDOY T a~wr REHEELTWET,
INA

<SR F—)LT 7 LD F1J$>/controller/bin/nfa ssl keytool

e =

nfa ssl keytool genkeypair [-help] [-storepass PASS] [-alias ALIAS]
[-keyalg KEYALG] [-keysize KEYSIZE] [-sigalg SIGALG]
[-validity DAYS] [-dname DNAME] [-dns DNS]

nfa ssl keytool selfcert [-help] [-storepass PASS] [-alias ALIAS]
[-sigalg SIGALG] [-validity DAYS] [-dname DNAME] [-dns DNS]

nfa ssl keytool certreq [-help] [-storepass PASS] [-alias ALIAS]

[-dns DNS] FILE
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nfa ssl keytool importcert [-help] [-storepass PASS] [-alias ALIAS] FILE
nfa ssl keytool exportcert [-help] [-storepass PASS] [-alias ALIAS] FILE
nfa ssl keytool list [-help] [-storepass PASS] [-alias ALIAS] [-rfc | -v]
nfa ssl keytool delete [-help] [-storepass PASS] [-alias ALIAS]

nfa ssl keytool initstore [-help]

nfa ssl keytool -help

a8
YT a<wr ROEWIIKROBEY T,
* genkeypair

BEOT (LRSS L OB 5 I AR 2B L, F—A MTITHILET, o,
Web H— 3= L= 2 A 2 -0 DFERELUTO 7 7 A MBS HLET,

<¢TF—HZFTs LY Fs>/controller/conf/tomcat.properties
* selfcert
F—ZA M7 M) —OFIIKT 5 H CBEAGEIFE LR L £,
* certreq
PKCS#10 JE R A fifi o TREFIEE 4 Bk (CSR) ARk L £,
* importcert
77 ANVPOREAEEITGEAET == 2 HARYD . F—A MTITEM L ET,
* exportcert

AEHEZ T —A RT D ORARY | A F UL ROFERZF & LT 7 A /VITHEMN
L\i‘j—o

© list

REOXF—ART = M) — FEF—RANTR2EONEER T LET,
* delete

F—ZA R MOREDT Y MY —&HIERLET,
* initstore

X—ARNT 77 AINEHIBRLET,
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51%k
-storepass PASS
F—ARNTDONRAT— REREELET,

genkeypair 7 a2~ ROFITHRHIEW L7-HE1L. 2~ RETHIZ/NAT— KD
ADRKDOLENET, TAUSNOY T a~<wr FOEITHIZERK LZEAGIT,
tomcat.properties 7 7 A L bRt TAEZEH L £ 7,

-alias ALIAS
F—ARTHOZ N —DR4ERELET,

genkeypair %7 I~ ROEITRHZEM L72GA1E. 7 7 4V MED Ttomcat] 23 H
ENFET, Fol list BT awr ROFETRIZEK LT2EAE, 3§ XTo=> b —n
RRIZI2 D £, TNLSNOY T a~ 2 ROFEITRICER L7254 1X. tomcat.properties
T ANDOEA RS TR EA L ET,

-keyalg KEYALG

O ST LT X AZEELET, [RSAJ., [DSA]. [EC] R E%EETHZ &N
TxF%, S 74/ M [RSA] T,

~-keyalg. B L WN-sigalg ITFHETE 2703 Y XA —EL Java /b7 —%T 7 F ¥
JCA VU T77 VLA A R ESZBLTIEI,

-keysize KEYSIZE
AT DO A e faELET,
FREFREZ2 MR L OV 7 4L MilllE, Java keytool DALERICHERL L T 9,
-sigalg SIGALG
HOBAMHFEICEA T &I T LT RAEHEELET,

BETHT7/VI Y XAIL, -keyalg EABMEOH DL O TRITNIER Y A, fHER
BEZMER KO 7 4L METX, Java keytool DAARIZHERL L TV E 7,

-validity DAYS

HOZB4AGEAENERE RSN B8 EZEE LET, 0~ 365000 2Me5E T £7,
T 7 F b M 3650 (F9 10 47) T,

-dname DNAME

H B4 REED issuer 7 4 —/L K & subject 7 4 —/L K& LT H X.500 #5514 %45
ELET,

kBl A FRE L iro T ald, a2~y REITHRIGHEMNA DA 2RO BivET,
-dns DNS
AIEFE O Subject Alternative Name JLAEFHIIZ B k3% FQDN Z+57E L £ 7,
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genkeypair 7 a~< 2 KT, F8E€ L7220 > 72 8A 1FXRE-E O Common Name 73
SNET,

-new NEWPASS
X —ARNT ELFHDONRAY — REELTTHERC, BEFZEONRATY—RERELET,
B L5603, o~ 2 RETHICANATY—= RO ANRRD HvET,

-rfc

list ¥ 7 a~r FOMOERIEEAS 7 > a ¢, MR/ 5k 7N CiEEDON
AN ENET,

v AT ar LEFHIEET S Z LIFTE R A,

list Y 7 a<wr RO HERIEES 7> a o T, AMNFEIZ O TX AR TEL
HEONEFFMNH TSN E T,

—rfc A a v ERIRHCIRET 2 Z ST TEEHA,
-help
o<y KRR, 3o~y RO GEEZFERLET,

RYE

FRIIIRFIZIE 0 21K L E 97, RERIRFICIX 0 LIS DfEZ R L £ 7,
eV bk
N— 3 2.0 LLETCYER L2 % — A b 7 O 0E. Java KeyStore JKS) & 72V 97, JKS B %
FIHLTWDEA, LFOY 7 a~wy RBBIMTHEHATE 7,

nfa ssl keytool storepasswd [-help] [-storepass PASS] [-new NEWPASS]

nfa ssl keytool keypasswd [-help] [-storepass PASS] [-alias ALIAS]
[-keypass KEYPASS] [-new NEWPASS]

* storepasswd
F—ARTDO/NRAT— REETLET,
* keypasswd
F—ARTZY M) —DHARAT— REEFLET,
Fo, BV T a<wr Ril-keypass 77 a VBEETE ET,
-keypass KEYPASS
WONRAT— RERELET,

genkeypair 7 3~ ROFETRICAM L7cGAIE, a~y RETHIZANRAT — RO AR
RKObNET, TSSOV T a~ v FOFEITRIZEM L7 5E 1%, tomeat.properties 7 7 1 /b
MOHHI S T ZER L ET,
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A2 RsFY—IL

NFA OEMAMEFFPIEFHED /2O D1 7 HIRZ1T 9 Y — /I HOW T L £,

A.2.1 nfa_diskcheck
T4 ATEHRZER L, LEVEZB 25/ A =<0 syslog & W Ta—H — (i@ %
THZENTEHa~vw KT,
Ka< K% cron FETEMEITTHZLITLY, NFARERHT 5T ¢ A7 OfFERIRI % £
GHNCHERT A Z e TEE T,
EVk
Ko< KX, NFAOEMEL IFMN. L CEY, MGNICT 4 A7 EHREZEHET L7200 HDT

o FEMIZRBEERCEA IR O X DM R IE LI 21TV T2 WA X WebSAM SystemManager G 78 &
OERBMEZMMAT 22 L 2R LET,

INR

<SS VR =T 7 L2 F1$>/collector/bin/diskcheck/nfa diskcheck

fz =0

nfa diskcheck

&70A

Bt RET DT 4 AR L EVHE, lMFRICOWTIE, a2~ FERIUARIZEE SR

TWDHERIE 7 7 A /v(nfa_diskcheck.conf)Z W CTHaE LE ¥, Ka~> NEFEITT DHHEIIC,

WF BXIE T 7 A Jb(nfa_diskcheck.conD) & e L, EEFNAZIHEL T 7EI W,

AEE
X E 7 7 A JV(nfa_diskcheck.conf)id,nfa backup A~ NIZEL DN 77 v T OREINTY, LE
W CCTEBNC N 7 7 v T aFT o TL IEE W,

R TE 7 7 1 JL(nfa_diskcheck.conf) M/8\5 A —4 —

X E 7 7 A /v (nfa_diskcheck.conf) THiE T 5 nfa diskcheck 2 ¥ RD/NT A — & — ¥
 IRAL IS RRTA—=F— (I5X—=) ] ITRLET,

HMEATRE/R /N T A —F —DIFEZ AW LG EIE, 7 7 4/ METRENTONET,
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£A1 ATV EFNRFTA—E—

RS A—8—4 HitEA T4 ME
detect_path T4 AT ERBREERT DA,
Mokt S A THELETS,
KRG A—=F—1F, T, FHELTIEIN,
threshold_value T4 ATHHRO L EVME [%],
AT A—F—F, BT, FHELTLZEN,
syslog_notify L & VMEIBEIFO syslog iENIDFATT 7 7, True

True: syslog COBHEITVET,
False: syslog COEHIZITWVER A,

syslog_name syslog CIBEIT 57 0 T L4, nfa_diskcheck

syslog_severity BT 5 syslog DEIE, warn
UFOWTNNERETHZENTEET,

debug, info, notice, warn, err, crit, alert, emerg

syslog_message syslog CHAIT H A v E—,
syslog_notify = True DAL, £7, FEEL T E S,
mail_notify L & VWMEEIRIED A — VIBHIDFATT 7 7, True
A=A O Fa— RiE, UTF-8 TT,
smtp_server A= —N—=D FA A 4 (FQDN), & L%, IPT K
LA,
mail_notify = True DAL, L3, FEEL TIEI VN,
smtp_port A—VIRE TR 2R — Mo, 25
smtp_username SMTP FREFIC VD 2 —H—4 SMTP FBFEZFIA L 7Z¢e

smtp_username, F7-1%. smtp_password NEME STy |
Sreid, SMTPBREZFIM L EH A,

smtp_password SMTP FBFEIZ AV D /S AT — R, SMTP FBFEZEFIM L7

smtp_username. ¥ 721%. smtp_password 23EHE X Turiz |V
Srarld, SMTP GBREZHIA L £t A

mail_to A—VDFET LA,
A< (XED TEEIRE S0 TEET,
mail_notify = True DAL, %7, FREL T ZIW,

mail_cc A—NVDOEGRT RV A,
A=Y TEERET O LN TEET,
ARG A—F—ITAWBT L ENTEET,

mail_from A—IVDEEFEILT FL A,

mail_notify = True DAL, L7, FEEL TIEI VN,
mail_subject A= DA,

mail_notify = True DAL, 47T, FEEL T ZIVY,
mail_body A= VDRI,

mail_notify = True DAL, £7, HEL T E X,

LIRDRT A =5 =2 LTiE, BEULEE THUAG L 72 i A B rh & L CHlATe Z &
MARETY,

* syslog message
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* mail subject
* mail body
il A WTREZR EHALTH 2 (52 A2 EHCTFF) (76 X—2) ] IR LET,

f5il:

syslog message = High disk usage. The disk usage been {disk usage}s5.

= A2 EWEFT
BT aheA
{disk_size} BB T « A7 OERERE [MB].
{used} BRI ST ¢ A 7 Offi i & [MB],
{available} B R T ¢ A 7 (DZE & R E [MB],
{disk_usage} EEM R T ¢ A 7 O R [%],
{detect_path} FEARKRIRT 4 A2 DA (detect_path D% EAH),
{date time} T 4 A7 FIH=ROEUE A I,
YYYY-MM-DD hh:mm:ss(TimeZone) DFE. & 72 0 F 97,

RYIE

PRENIFIC I 0 23 L F 97, RIGHRFICIE 0 LIS a2 K L £ 9,

A2.2 nfatech OS5 FERa<T Y K

NFA OEH THEENRAE L-HGAICRKEE THER e 7 28T 57200 — /Lo
T L £,

NFA OERH TREENRE L2 E1E. NFA Bt 0 V78— L2l LT 7 28
BL, NECHAHF~w—HR— b Z—~E LTIV,

NFA TIZ. U T3 >Ou FJEHIY — VAL L TWhET, RICEDLETHEWSIT T
Sy,

* nfatech.sh A< K

Bea R BERORETCHE L0 7 2B T 53~y RCTY, HAMICIE, Ka~<v R
AL T 7 28R L £9,

BT 22 7 ONFIELLFO@EY T,
- NFA 23814 % OS B D 1F#

- NFA O&jfEr 7

- NFA DREZ 7 AV

- NFA © 7 ot 2 {E#H
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- NFA QT —H =G H (VAT LRE, A~V ML 7 — 7 VRO #)
* nfatech minimal.sh 2 K

EEMETHEERDR/NROB T 2T o3~ R T, 74 A7 DZEIEFRENR
DIRWGEAIE, Kavr ReL T 728l £7,

BT 58 7ONEIZLLTOEY T,
- NFA 28813 % OS BEE D1 #
- NFA OEMER 7 (FWLEED U V) — 2RI D HEHE BITER <)
- NFA OREZ 7 A IV
- NFA O 7' v & A E#H
* nfatech core.sh <% R

NFA 7 et 20ar7 X T 7y A NVERRT 570D a~ 2 R TY, NFA 7'rt )
BEHETIHIEDRNEAEALEZS ST, nfatech.sh 2 ¥ > K, F 72103,
nfatech minimal.sh I< FEichka<w FEEHLET,

BT 50 7 ONFIZLLTO®EY T3,
- NFA a2 ar X754 )L

[
ARKa<w RIE A VA=V AT 4 TIZHIERLTWET, £ VA M VT T —NRAE L
BElE. A VA=A AT A THNOa~<y RHEZ a2 — L CHE L. nfatech.sh 2< 2 K, £7=
X, nfatech minimal.sh I¥ REHWTe 728 L T &V,

O
INA
<$A X —/LT 1 LY F!)%>/controller/bin/nfatech/nfatech.sh
<SR R—ITr LT A IJ¢>/controller/bin/nfatech/nfatech minimal.sh

<SR F—)LT 7 L2 F1Y$>/controller/bin/nfatech/nfatech core.sh

=

nfatech.sh [-help] [-n] [-o Directory]
nfatech minimal.sh [-help] [-n] [-o Directory]
nfatech core.sh [-help] [-n] [-o Directory]
Y4

=5t BA

g EABEBRL, BELET AL 2 NS ODEf 77 A0 E L THALET,
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HA7 7 ANZITLT &0 £77,

* nfatech-YYYYmmdd-HHMMSS.tar.bz2

TALZ FYDREZToTWRWEEIE, IV T4 L7 FUICHALET,

518

RRIRTHRELRDT 4 A BRORES D 2170, BIEOT 1 27 F&EDB A543
S LET,

-n AT g VERE LSRR, v 7RI TV ER A,
-0 Directory
IR L7cn 7o) eedE LEd,

Directory 1213, #axt/ XA £721E, FE /S ADIRE N AIRE TT, Directory THRE LT-
T4 L7 NUDPFEL TORWEAIIIER L £ 7,

-help
avy FOMHGEZFRRLET,

RY1E
FARHZIE 0 238 L5, RIS 0 U238 L 77,
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1B b TN a—T 4T

F8B cSTILYa—TFTa2T

B.1

NFA Oty M7 v 7EERICBESND F T TN E . ZOMAITETOWTHB L ET,

AR M=F5—FETHOII—EXEK

AA =T =FATRHCRAET 22T — L T ORRERAL £7,

SHMMAX must be larger than 256 MB

DX I A=V REREINTZHGE. I —FR/NV/3F A —H — kernel.shmmax D fE 73
256MB L W /hE < B A A M= VB Z T L CTWOR WO DRI T,

ERROR: SHMMAX must be larger than 256 MB.

kernel.shmmax D1 % 256MB (268,435,456 byte) UL EIZEXE L TL SV, I RKOMRE % 5|
XHT72OIZ2GB UL EDEICRET A Z L 2MHELEST, I—RARXTFA—F—[ED
EHE%, FEA AT —Z2FATLTIEIN,

Non-root user cannot access the install path

WDOELIBA =Y NEREINTZHE A VA M=LT 4 L7 b UIZHroot 2—HF =07
7B AT AR RN & NRIK T,

ERROR: Non-root user cannot access the install path: /opt/nec/nfa
Check the permission of the install destination.

AVAP=NT 4L M) ELTHELET A L7 P, BEOZEDOBRFOT 4 L7 FUIZ
DN, Hroot 1—H—NT 7 EBATEDH LT, chmod 2~ KRR ETHRELITH-TLTE
SV, ZD%, HEA VAT —%2FTLTLEE,

installing package nec-nfa-controller-x.y.z-n.x86_64 needs
XXXMB on the / file system

RDOED /A =V PRFIRENTHZE A A=A T A VT PUIRELLLZ 7 AV
AT N EDEZIRERRD RN, T 7 ANT AT AREZAL AR TRN EBFEKT
B

Installing controller . failed

ERROR: Failed to install controller package: code=1
installing package nec-nfa-controller-x.y.z-n.x86 64 needs XXXMB
on the / filesystem.

ALVAN=NT 4 L7 VI, PR EEREL I EX AL ARG ZHEE L TL
IV, BERBEEMKRLIEEZ, BEA AT —2FTLTIEEN,
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Failed to initialize data. Directory exists
KD EIIRA = VPRRESNEHE, T—F T4 L7 FVICHRELET 4 L2 R U
20 A A M= ABHHERT 27 4 L7 U BBEICAHEL TV D Z L BRA T,

Installing controller . failed
ERROR: Failed to initialize data.
Directory exists: /opt/nec/nfa/controller/conf

Failed to initialize data B’FRINDHE, TOTIZ, LFO LS H AN —Ho=
VU RREIREINET,
Try to run the following command later.

/opt/nec/nfa/controller/bin/nfa init controller -data /opt/nec/nfa

TT— Ry —UHIIERENTT 4 L7 MU BHIBRD L, FRENT-a2~ 2 K% root L —
P—TEITLTLIEEN,

B2 Hy—EXEHRODIT—EXE

Y= ARBRICRET DT — L TOMKRERA L £7,

H—EXEEFRIC Nc IDNRREINGE

P —EREEFFIZ [ NG 1DBPRRINTZHE. T—XT 4 L7 MU OPIHBERERIZITD
TWRWATREMED B D 97,

RDOFNETHALAEAT> TSN,
1. —E, b—vR&ELELET,

# /etc/init.d/nec-nfa-service stop

2. UTFTa~vwy REFEITLET,

# <8/ >XF—J)LT7T 1 L2 FUS>/controller/bin/nfa init controller
~data <§T7—HT LT FYUs>

# <8/ F—/LT 1 L2 FUJs>/collector/bin/nfa init collector
~data <87 —HT LT FYUs>

T—ET 4 L7 NUMRZETRWGE, ROLIBRTT—NERRINDIGERHD T,

ERROR: Directory exists: /opt/nec/nfa/controller/conf
TIT—=NRRINTH, RENTT 4 L7 MU ZHIBRO B, EFITLTIEE N,
3. SSL — "—GEAEFEZIER L £ 7,
2.4 SSL — "—REEZ S5 22 ~—) ] OFMEZEML TIZEW,
4. —UCREHELEE LT,
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# /etc/init.d/nec-nfa-service start

Web H—/\—D#F 5 Z(+7R— k 443/tcp HEFE LA LD
LISTEN IKEETIX % LNMFE

ss -an | grep 44372 D~ N T Web — "—DFFH TR — | 443/tcp DIRFE % e
LT, B AR— FOMFELE LRV IGE ., SSLAEAEN IEF IT/ER S AL TV 7RV AT RefE:
N ET,

ROFINETHHLZIT> TS TEEN,
1. SSL $r— "—FEEAER L £,

24 SSL r—"—fEHEZ T 5 (22 X—2) ) OFMHEZERL TIZSVY,
2. P—EARAEFHEELET,

# /etc/init.d/nec-nfa-service stop
# /etc/init.d/nec-nfa-service start

OS EEFFICH—EANBEITEE L AMEE

FEFTYH—EREZEETHZLITTE 2, OS BEWFICH —E ANHEBCTEE LW,
chkconfig 2 ¥ N7 E CHENEEEENE R IN TV D AHEMERH Y 77,

OS EBIFO ABEBE 2 A0 LIoWGEIE RO 3~ FeET LRLETo T Ean

o

# chkconfig nec-nfa-service on
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