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"SR TIEFirewall2B8DIEBHICEEBY —NHDIRBERUF T, Expresss5800/
FW300&72[EFWE500%= £ 2 18@BAL . BBY—NEL TEaMESE3CEHTRETT,

WEEEY Y-

TELARBTBIOICE. Frewal £ B TEM TS & SICHNTHIB Y Y —IDDE
T,
Y b PYTORICY V- ROFEPREEL TS D,

o REIP7 RUR (A V5—=xy Mil): 1D(O— Ko x71F2D)
AR =2V MITSIEH<? FLRTT,
AR =—Y MIORY bD—0P FUXRTREBDIPP FLUREREL TIEES

Lo
ZD7 RURIFFirewall R MED A V5T 1 —RICEESDEHTSD 7 RUATRHbFE
Ao

o RIEBIP7 RLRA (A Sz Mi): 1D(O—FY x71E2D)
1Y bSRY MITSIER<? FLRTT,
AV ESRY MIORY bDO—0P FURARTREBDIPP FLUREZREL TIZE

Lo
ZOD7 KL R[FFirewallFAMED 1 V57 1 —AICEEEIDHTE7 RUATRS O IFE
Ao

e REIP7 RLZ(DMZfA): 1D(0— Kz 71E2D)
DMZTS|EM<P FLR T, DMZ%ZFRITROIBEICIIARERTT,
DMZDRY kD=0 FURRTRERDIPT? FLREFEL TS0

ZD7 RLURIFFirewall R MED A V5T 1 —AICEESDEHTSDT7 RURATRHbFE
Ao

® FirewalliBER7 RLA: 1D
Firewal BD&EBRICER ISP FLU XTI,

EARBICIE, FirewalBsBEAP FLREL T, Firewald&&=D 1> 2D 1 —RICEIU Y
TT<izE,
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Tty hNPYD

Ry RREAVUNA, O—FY Iz POREICOVTHRAEL T T,

iy RATVINA DER

LAITDRY hDO—OBM%EHICE > TREEZTVET,

O— Ry 7%T25B6FE. AEDO—RFY 2 POREIZBRL TIZES0,

Firewall 1 GERAX)
AR k2

AR —xY MIEIPP FLX:

DMZRIEIPT FL :

1V 2Ry MAEIPP FLXR:

Firewal B@ERIPP FL X:
Firewall2 ({5¥%3%)
AR 2

AR —3Y MIEIPP FLX:

DMZBIEIPT FL :

1Y EZxY MIEIPP FLX:

Firewal E@ERIP? FL X:
{R28IP7 KL R

AV R—2Y M
DMZA:
AV RSy MM

JOF+FYARP7 R R
AV B —Fy F:
HEAY—/\

KRR R2:
P77 FLR:

GUIZS A7~ ~APC
PP RLXR:

fws
202.247.5.1/255.255.255.0
172.16.1.1/255.2565.255.0
192.168.1.1/255.255.255.0
192.168.2.1/255.255.255.0

fws2
202.2475.2/255.255.255.0
172.16.1.2/255.255.255.0
192.168.1.2/255.255.255.0
192.168.2.2/255.255.255.0

202.247.5.3
172.16.1.3
192.168.1.3

202.2477.5.4/255.255.255.0

firewall_mar
192.168.1.4/255.255.255.0

192.168.1.6/265.2556.255.0
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202.247.56.0/255.255.255.0

20224752 &
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H—)\8548
&‘?/9% HALAN
Sl 192.168.2.0/
255.255.255.0
192.168.2.2

HPLANA

1921681 1+ k52w FaILAN

\

DMZ LAN

192.168.1.4

192.168.1.0/255.255.255.0

BROSATPVE
192.168.1.5

172.16.1.0/255.255.255.0

ANEBAWWW/FTPZ EN
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EREFIRDEN

IUTFICEREFIBOFNZRLE T, CCTIEBILICETIRERNBTDHZHABL ET. X
ODREOFIRICOVTE3EZESRL TIZE W,

Firewall-1&B85—/\0twy N7 v

1. FireWall- 18524 —) \OBE |

A4

|2. FireWall- 1 8BEY2—LOIV T+ HL—YaY

~~

Frewal#~#nDtw 87y 7

1. vvvoBE

A4

2. FireWall-1Qad>7J«JLb—v 3>

tFa1UT 4 IRUY—DERE

—E({bHEEDER

<ﬂ|<ﬂ|<ﬂ

DRy bI—IHBDEE

102



FireWall-1 B9 —/\Otvy 7 v T

TETBR2EOY—NABBITSHIOOEBY—NELY b PYVILET, UTOREGA
I T OV E2—RICBBEY2—IAAVRAE=)LLTLIZES W, Expressb800/
FW300Z7lgFWE00% £S5 18AEL . BBY—NEL THEcSEEZEETRETT,

ANU—T 4 VOV RF A Windows 2000 Server(SP1. SP2. SP3. SP4).
Windows 2000 Advanced Server(SP1. SP2. SP3,
SP4),
Windows 2003 Server(SP1. SP2).
Solaris8 / UltraSPARC .
Solaris9 / UltraSPARC,
Solaris 10 / UltraSPARC .
RedHat Enterprise Linux 3.0 (kernel version 2.4.21)

Windows

T4 ROBE: 300MBEAE

XEY: 256MBIA_E

Linux

T4 ROBE: 300MBEAE

XEY: 256MVBLA E (RS 12MBLAE)
Solaris

T4 ROBE: 100MBLAE

XEY: 128MBIA_E FEXE256MBLAE)

* FRlE. 2007F3RBEDIBHRCTT . SEONVFUY —XICKVUERIIZDTREMND D
UEd,
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FireWall-1E18Y— /D%

Expressb800/FW300 & 7oldFFW500# BB Y —/NE L TEMES B BB DREH TT . LU
TOFIRICHE > THREZT> TS0

1. AR E=V/ANBBBAFERT « ROICEBREZT Do
BBEDMM.AVR E—)V/MBEARERT « ROUICLBREIZERL . YHREEEROS A7
Y hOERETO TS0,
wO E=
[ YA M=IV/ANBBEARERT « RO DERL - [EANBEROREICHBNT, -5
TIGEBY—NICF v IELTLIEEL,
2. BAFEY-IICLEREZT Do

wOEE

BED2.VYAFLDEY b7y T ] - [BEREY—IVICKDEREIZESRL. BEY—/INEL
CHERAITI2EDODREETOTCLKREEVN, Y=Y TODERETIE.
[2. ManagementServer|&EBH—/\[CE>TVWD T EZERLTLEEL,

# fwsetup

Firewall Server configuration tool Ver.2.5-0

server type
1. Firewall
2. Management Server _

select NUMDET [2] srrrerrsrrararnrrrarsrrars s sk EE

(BB

# shutdown -r now

3. RERT®R. BEHITD,
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FireWal-1&€1BE€ya—-Iboa> 7«0 b—vay

BBEY21—VEBBY —)IN\AVRE—)UL&ET, UTOFIBETCIY 40—V 3%
ToTLIEE Vo HPDE DRETBDEEICDOVTIE. IBED[2. YRTLDEY b7y

7 - TFirewWal- 1oy 24 50—y 3y ] #BRL TS0,

# cpconfig

Welcome to Check Point Configuration Program

Please read the following license agreement.

Hit "ENTER' tO CONLITNUE. .. =rrrssssmssmmsiismsssms sttt st siss s issssassssssassssssssssnssanssnns

Do you accept all the terms of this license agreement (y/m) ? y s

Please select one of the following options:
Check Point Power - for headquarters and branch offices.
Check Point UTM - for medium-sized businesses.

(1) Check Point Power.
(2) Check Point UTM.

Enter your selection (1-2/a-abort) [1]: 2 reeerssrrsrr

Please specify the Check Point UTM Product type you are about to install:

(1) VPN-1 UTM Gateway.
(2) SmartCenter UTM.
(3) SmartCenter UTM and VPN-1 UTM Gateway.

Enter your selection (1-3/a-abort) [1]: 2 rrresrerwssermsnmunmmsesessesemen,

@D FireWal-1BBEY 2 —)bDIV 740 —Y 3% T B,
@ ERFHBICERBLICBEE<Y>F—%187,
@ AYVRb=IBHEDREERT D,

2M[ Check Point UTMJ&ZERL . AR F—=)LL & T,
@ AVRb=VITBEI2—IVERIRT B,

[ &FRL . AV R =L ZET,
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(ﬁ%)

*kkkkkkxkkk**x Installation completed successfully *xxkkkkkkxkk*

Do you wish to start the installed product (s) now? (y/n) [y] ? ¥ cndoon,
cpstart: Power-Up self tests passed successfully

(B&)
# ShULAOWIL ~T TIOW serresssssasssssssassassasssssssssssssasssssssssssssssssssssssssssssssssssssssssssssssssnssnssssssssssnssnssnssssasnnsnnsnnsssnashasans

O BBEY1—-VZikEstd,
@ Bkc#ITD.
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Firewall&{#Dtwy b7 v D

Firewaltw k7 v F(CDWOWTHREBL £,

NV DE
MTFOFIBICH > TREET> TS,

1. AYR b=/ DREABERT 1 RHICEBBEETS,
B3BDOMNAYVRE—IV/NEEEABRERT 4 ROICKDHTEIHERL . PR EESBOSA P
YV hOEmAET O TIZS 0,
2. EAREV—UICLBREETS,
BBOR2.YRTLDEY b PV T -TEABEYV—IVICLDBEIZ#BRL . HEZTH> TS
Lo
wOEES

LEEDREICBNTIE, “EbEEZERA UEVEREE LT TV, “Eb#EEDREICD
ETXRLTCE. @R —ELEEEDREITITVET,

| Use cluster system? (y/n) [n]: n |
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FireWall-1Qad> 7«00 —3ay

THIEROBE . DV 740 —YaVFIBH3EELF—EBELBU F T, HPDEE DF
TIBBEBICDOVTIE, 3BEDM2. YRT LDty bPvT - [FireWal-103> 2 4 G L —

YarvEERLTIZE 0,

# cpconfig

Welcome to Check Point Configuration Program

Please read the following license agreement.
Hit '"ENTER' €O CONEINUE. ..  iiiirersssssssssmsrrmmmmsssirrmmnsssssssssrssssssssssssseesnsssssssssmssnnssssssssssssmsnnnsnssssses

Do you accept all the terms of this license agreement (y/n) ? ¥ s

Please select one of the following options:
Check Point Power - for headquarters and branch offices.
Check Point UTM - for medium-sized businesses.

(1) Check Point Power.
(2) Check Point UTM.

Enter your selection (1-2/a-abort) [1]: 2 s

Please specify the Check Point UTM Product type you are about to install:

(1) VPN-1 UTM Gateway.
(2) SmartCenter UTM.
(3) SmartCenter UTM and VPN-1 UTM Gateway.

Enter your selection (1-2/a-abort) [1]: 1  creesssrrssssmrmssmmmmsnss s

@ FreWal-1D3> 7450 -3V %93,
@ BRAFFSBICERLICHZERB<Y>F %187,
Q@ AVRF=VTBHREERT B,
2M[Check Point UTMJZZERL . 12X b—)UL & T,
@ AYVRF=VTBEIY2—VERIRT B,
MIEBRL ., AV =L ET,
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Is this a Dynamically Assigned IP Address gateway installation ? (y/n) [n] ? ===
Would you like to install a Check Point clustering product (CPHA, CPLS or State
Synchronization)? (y/n) [n] » B2 LL L P e e P P T e T PP e EETT P PP PP T T EEPOPPPPPRPTRREReeS

IP forwarding disabled

Hardening OS Security: IP forwarding will be disabled during boot.
Generating default filter

Default Filter installed

Hardening OS Security: Default Filter will be applied during boot.
This program will guide you through several steps where you

will define your Check Point products configuration.

At any later time, you can reconfigure these parameters by
running cpconfig

(H.iﬁ)

(D Dynamically Assigned IP Address Module&1 > X k=B HBOWEHLEN DD D

T, <Enter>F—%2RIT 3,

@ Check Point clustering product 1> X k=)L B HBNOEHLELHDDT
F—%#7,

(ﬂ;ﬁ)

Configuring Secure Internal Communication...

The Secure Internal Communication is used for authentication between
Check Point components

Trust State: Uninitialized
Enter Activation Key: :l

Retype Activation Key:
The Secure Internal Communication was successfully initialized

initial_module:
Compiled OK.

Hardening OS Security: Initial policy will be applied
until the first policy is installed

In order to complete the installation
you must reboot the machine.
Do you want to reboot? (y/n) [y] T

. <Y>

D FireWal-1&BY—/NEFirewal S TOBREICERITDNRD— FAREL TES0,

@ &Y% BEHLEI,
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ETFa1VUF 1 RKUY—DEEE

Firewall# 7Y o FOERK

1. 260FrewallOA 7Y o L AEERT B,

— ViewObjectTreed [CheckPoint] #&iRL . BOUwVHL FT,
[New Check Point]—[VPN-1 Power/UTM Gateway] #EiRL £ J,
(Check Point installed Gateway using)& -1 7 04 H&mrs NS . (Classic mode)%x
FRL . (OK] 2L TLIZS W,

— X7V xH b : Gateway

2] cfws 1, fws2
AR :IP Address [ClgFireWal- 1883 —NEELURY FDO—20DFRIPF? KL X
ZHRELTLIIEE0,

— FireWal- 1885 —N\H SFirewal #8IB (2+2 ) T4 R V—DHREPOIXRREE) T
B, FrreWall- 1885 —/\EFirewallE DR TCREZTOTCOORENNE T,
General’X—Y C[Communication..]Zo YU w oL, FireWal-1m3I> 24 L —> 3 V68
[CERELICNRD—RAEANDLTLIZS0,

X
. General Pioperties Check Point Gateway - General Properties
B Topology
L NAT Mame: Ifw.ﬂ
SmartDefense :
. Authentication IP Address: IZUZ 24781 Get address | [ Dynamic Address
L Firgwall-l GX 5 T
- Logs and Masters S

 Capaciy Optimization Color I—_I_ &
[ Advanced h

Sacure Intemnal Cof

Commyrication... | DN: |
WYersion: |NG><H52 x| Getversion

0 [Lirnss = Get 05

[|Secondary SmartCenter Server

Clop s xf
[ Tintearity Server
The Activation Key that you specify must alzo be used in the moduls configuration
Additional Products:

[ Corfigurs Servers...

Activation Key | LR

Confirm Activation Kay:  [reeesans

Trust state: |Unnitialzed

Glose Help |
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— TopologyR—=ITeA VR T —RA%BELF T,

2. UTDOSRAFZTI O L%ERT B,

— ViewObjectTree® [CheckPoint] #&RL . BLHUvHL T,
[New Check Point]—[VPN-1 Power/UTM Cluster] #%&iRL £ 7,
(Check Point installed Gateway using)& -1 7 OO H'FR=N1-HBE . (Classic mode)%
FIRL . [OK] 2L T<IZE W,

— AT7Y 15k Gateway Cluster

28] : fws_cluster
RE - IP AddressiCid 1> & —=xw MIOREBIPP FL RZEEL TIZE 0,
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3. Cluster MembersX—I T, FIE1 TR L f-28DFirewall A 7Y =4 ~(fws 1&fws2) %8109
%o

Gateway Cluster Properties - fws_cluster

~ General Froperties

rd Party Configuration
Topology
MNAT

Authentication 20224751
Logs and Masters oM22aTEZ
.Gapacity Optimization
- fdvanced

4. 3rd Party ConfigurationX—IT, B EZHRT Do
[Use State SynchronizationJICF 2 v DMV TWOB CEABERLE T, FTvODHOTO
BOBEE. FIvoENTET,

[Hide Cluster Members’ outgoing traffic behind the Cluster’s IP AddressJICF = v O HMS
WTOBWT EA®ERL &I,

O— Ry P#A7758B86(d. [Load SharingJICF = v & %#4fF. OPSEC cluster solution’ s®
FIVORYORIFIVOPMTOTOVE N EAFERL TS0,
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5. TopologyR—JCTA VR I T —RADEFET D,

(Edit Topologyl= o Uw oL &Y,

PP RLRICIE. REBIPP RLX%FBEL . Network Objective T A XZa—&U,
[Cluster JZ#88EL &7

BER=RY FDO—2DIPF7 RUREGHBEE T, TIAD X Za—&kYU, [1st Sync)#HBEL F
@-O

O—RY I PATOHEEE. Z2HAEDRE Toroup0. group 1 TESFLICREBIPP KL 2 %
2THRELTLIZS0,

Gateway Cluster Properties ~ fws cluster

~General Froperties
- Cluster Members

+8d Party Gonfiguration

LNAT : ]

- Authentication Tl 2 ghster
i luster
é“;gsa;:‘d My 19316813 19216811 168 Gluster
el 15216821 19216822 13t Syne
Advanced

NS U TS B | .
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—E{ERIL—ILDENN

TE(tHEREE BRI ICDICIE. Y- N\EDOREERAREEZBILODIV—IVERETS
PENBYET,

1. XZa—®m[Manage]—[Services...] > [New] Z#ERL . UMTFTOY—EREZTEET D, (BAIE—
BITT, MOBETEENET AL )

A7V o TCP
281 Clp_tcp
R—k 28001

A7 x5 ~UDP

281 Clpo_udp
R—k 28002
O

EEER— FESEEARREY —IVICHII IBREEDOR— MESTY . —ELEEORETIR—
rESZEET ISR ZORECEODETY—ERDERZIT>TLIEEL,

2. EEOTE(BRERDIN—IZBINT S,

BB REB

Source: fws1, fws2
Destination:  fws2. fws1
Service: clo_tcp. clp_udp

Action: accept




wOEE
o O—RYIZEITISBHRIUTORITERELTLIEELY,
— tvyavElRY NO—JRBRTFERRY FTO—0&EUTLREEL,

- RYMI—IDEHRLELT. UTOKIBLEBDBVELLEDTT, £fEL. TDRY b
D—UEEFireWall-1[CBI32FTI I NERDHFTHD . KIFDRY NT—T18
BANRRT2BHDTESDIEA.

(FEClX. 192.168.1.1~192.168.1.127%fws 1 TfEM. 192.168.1.128~
192.168.1.254%fws2TEA L TGRIEZTSBSDHITT . )

1. VewObjectsTree® [Networks]EZ U w2 U. [New Network] Z&ER L.
UTD2D0x%y NO—0FTI o MEERRLE T,

XY ND—=0FTI IR
FII U M network_1

IP7 KRR :192.168.1.0
*v hYRT :255.255.255.128
HideNAT . groupOICER UEREIP7Z RLU X

*y hIO=0FTI1U k2

FTI U MR network_2

IP7 RLUR :192.168.1.128

*v hvYRT :255.255.255.128

HideNAT :group 1 ICEFULREEIP? RUR

2. 192.168.1.1~192.168.1.127DHWERR R &, groupOICEER U I RAEIP
7 RURICHIdeNATENE T,
192.168.1.128~192.168.1.254DAERK R M3, group 1 [CEER U T{RIE
IP7 KU RICHIdeNATENE T,

— EBERNRT7 RUR &EUTnetwork_1ICEENS 7 RURAEGS LSS, Address
Translation JL—JVICATDIL—=ILZENMULTL EEL, B, network 2 [CZF
N37 RUAZRS LIRS, BElCnetwork 2RADIL—ILZEEIMULTL IEEL,

ORIGINAL PACKET TRANSLATED PACKET

DESTINATION SOURCE DESTINATION
|F.]fws1 llrlruwnru |*Any |Im | = original
||'.'jfwsa |Jrlruwnrk_1 e 'BOrw |lonms | = onginal
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—E(LHEESEIA

“EtEEEA BRI B ICHICIE. BESBEEL T, (Policy] - (Global Properties] - (NAT -
Network address translation)’X—> [ Automatic ARP configurationJOF T v & %459

BENBYET,
FIvoESNT

.

E F e MAT - Metmork Addrass Translation
AT = Habwcrk: Ackens
= Autzmate NAT e

I Allow prdrectonal MAT Do more detads see heip)
' Tialale destintion s ghard a4
= o AR cordma s

r

Maruial NAT ruies

[ Towalata dastration on clhant side
P Pasl HAT

™ Cnatie IF fool NAT

TF2AVFARUY—DA VX =)

X2 T AR Y—DERED Y LIS, RUY—%A VR =)L TLIZES W, 280
FirewalllC1 >R k=N F T,

TFaUFARUY—DINvIT7 v T

TEEROBE. RY Y —IBRIEFreWal- 18R Y —NCRESNEFTH. BBROY X ~
POBRICIE. BBY—/NEFrewal&IEDO@ADNY O PV I TF—ANRBERUE T, &
BH—/N& L TExpressb800/FW300 5 72 (FFWS500&ERL TOBBE(ICIE. 3ED[4.
Ny oOPY T IRV RIC&KB NV OP v TH#BRLTICS0O, FireWal-1EY 2 —)bd
Ny oPvwITHEERLTY,
EOHDY—NZEBL TOBBEICE. ZHBIBZ 7 7MIVONYOPVITHRBERY &
Fo MUTDONYEOHPYT T »AVERBAEE. WindowsY > Y #BRLICZEED—HT
P

1. DRV RTJOVT &Y., FireWal- 1@l 9,
C:¥> cpstop

2. BL#E. UTFTOIYY REEFTLET,
[exporttgz N\ o P v T2 7 A JUHERI SN E T,

C:¥> cd C:¥WINNT¥FW 1¥R62¥fw 1¥bin¥upgrade_tools
> upgrade_export.exe export

WO [C:¥WINNT¥FW1¥R62¥fw1 JiE. FireWall-1%4 Y2 h—LUIF 4 L2 hU
EE [BDbET. AVAM—F ALY MULKOTREDET,

3. NwoPvTDIrA)UEERBE. FireWal-1%28)L &7,
| C:¥> cpstart

w0 tEFIVFARUY—OBREOHRACBVTEALTVNIERAS X— V&,
FireWall-1DFeaturePack|c &> TEKDIBEHHDF T,




—E{bikREDER

TEMBEEDORETEERAL T REFEAREY —IHSTOE T, @Frewal T2
<BULREZT>TIEES 0,
“EEOREEBEEDS LFONYENDOFIRIBEIUTOESYTT,

® /\— hE— MEEER
N—hE—FDOx®EER#) 2 8EL T,
® /\—hE— KA LT7D MEE

N—hE— &L TBFFrewal ' 2D Y LICE5R#T 5 & TORB(R) 2I8EL &
Fo N—hE—FEEBRIYREVMEZIEEL TIIZS W,

® FirewallfCE)F 55

ERCABFFirewal DICENREZFESHE BB #) 2 8EL T, N—FE—FX
ALP O FEELUREVEZEBEL TEE W,

o HWELEEATCPKR— FES
BOFirewallE TREZTOICHOHDTCPOA— FESZEEL £T,
o NEREEAUDPR— MES
BDOFirewallE TEREZTOICHODUDPOR— FESZIBEL & T,
® Firewall1DY—/{H
AR FBIFFQDNFER T <. FAAVBZBROICRBEIZIBEL TIZE 0,
® Firewall2DH—/\#
AR FBEFFADNEX TE <, FXAYVBEBROICBRIZEEL TIZE L,
® FirewalllDAV&IXI K7 KUR
BFFirewallz 88T B 120D 7 FLRERY Y ROZANLE T,
® Firewall2DA5IRI 7 RUX
BFFirewal BRI B1ODP FLRERY EYROZANDLE T,
o RIEIP7 RL A

“Stikpez BRI BHE . Frewal\OFP Ot RFRAUREIP P FL X ZEATHLE
NbYET,

Y- NEEREA VAT I —REBR<EAIVET7 T —RIREBIPP FLUR%EREL T
<fEEbe

® ERMRI FLA

EREREL THRESNICIPY FUREDBEIRBL 12156 . F#ZEFrewalllC2 =
WA —=NPTTONET, RBEBDREFBE TS _EHNTEFT,

e JOFYARP7 RLUZR

StaticNATHEEZ BRI BBE . MBREP FURELTERIS 7 FLUR%EBEL T
<fEEbe
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® ERZKFirewall
BAZRDFrewallzisEL 9,
e HEITIAIINvVY

BEI VTNV O ZTODNEDDRELE T BENT 21Ny U%zautolcL1ZH
B, BRREOVE . FERICEBDSISHINTOSIRET, ERRVER (E) T
& BENICERRICERZRLET.

Ry B VINA DEE

BEAREY—IVTOREFIEZRLE T UTOARBIE, Z&DtY Py T ITRLUIC
Ry ED—OBREICE S TRAL T,

o — NO
Firewall Server configuration tool Ver.2.5-0

CBBD e ———————————————————— et an e es .®
use cluster system? (y/n) [n] : Y T @
use load share? (Y/n) [M] i I wecccrcoirrmmss s @

D BBOSA TV D SFirewal DEXRSREY — IV Thdfwsetup IY Y R%&EENT D,

@ [use cluster systemJDIBE F Tld. <ENTER>F—%AFBL THEH . BTERBDAZHERT
Do

@ “E{tHREEERT S, <Y>F—%HT,

@ O— Rz 70O (use load share?) IC(Y)TEAD 00— RY T POHFREN BN
Do
CCTlE RY BREAVUNADREZ=TODT, <N>F—%=#8L T,

---- START CLUSTERPRO configuration ----------------

CLUSTERPRO Configuration Tool Ver 1.0-4

---- cluster configuration -------------------------

Input HB interval (0 - 999) [0] : iccirssrrrciisiissisi s s s NO)
Input HB £imeout (1 - 999) [1] :  +rrrssrssssssssssssssssisssassasssassnas e @
THPUE WATT TiMEOUE (1 - 999) [5] &  reeeeeeeeeeessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss NE)
Input API TCP port number [28001] : rrsssrrrssssrmsasiimmmaiimmmiimms. @
Input HB UDP POrt NUMDEY [28002] & eecersrssescseessesssssseesssssssssssssssssassssssssssssssssssssssssssssnes . ®
Input serverl hOSE NAame : EWSL srrrrrssssrrsssisimiii s .®
Input server2 host name : fwS2 e @

@ N—hrE—FXEERH#E) 2 ANT S,
@ N—hE—FEALPDOBER) ZANT S,
@ EBFFICHBFFrewal DB = F/E5EHEIHRE ) 2 ANTS,
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@ ALBERDTCPAR— bESZANT S,
©® RNEBBEADUDPA— FESZANTS,
® Firewal 1OHY—NBORR bB) ZH/ET B,
KRR BBIEFFADNER TIEFR <, FXAYZEBROVCREIZIBEL TS0,
@ Firewall2D¥—NBORR bRB) ZRET D,
RRFBEFFQDNERTIEE <. FXAVR2BRVCBRIZI8EL TS0,

---- server configuration ----------------------------

S SR @
address (1) : 192.168.2.1
netmask (1) : 255.255.255.0

address (2) :
No. address/netmask
1 192.168.2.1/255.255.255.0

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

Input fws2 interconnect address ssrrsrrr b ®
address (1) : 192.168.2.2

netmask (1) : 255.255.255.0

address (2) :
No. address/netmask
1 192.168.2.2/255.255.255.0

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

D BARZFirewalDFirewall BEERAP RUX (A VAIRO P RUR)ERY R RO %
)\jja—éo

VR D%5 FF KU R 1684 TRETATT,
RERI—BERRLET,

—EH SRENBORN. BEOEE. . —BOBRREF—AND SETEE
T

<A>F— + <Enter>F—: AYRIARO P RURAEEBHOL &
T

<M>F—+[BIET D —EBDES J+<Enter>F—: HBELICBESOREZEBELE T,
<D>F—+HPBRT 2 —BOES J+<Enter>F—:  BELICESDOFREZHIBRL T,

<L>F—+<Enter>F—: —BxHKXRLET,
<Enter>=#—: ROBENRFVIL &I,

@ HsZFirewallDFirewallBEERB P FUX (A VY ADRIEPRUR)ERY FY RO %
ANT B,
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---- group configuration --------------"--"--"--"---~--~—-~-~--~-—-

No. name
1 group0

---- group fip configuration ------------"---"-------""----

Input FIP ETolo b= Yo T T T e T T E e U e T E TP O T C PP R CPEEETCTEEEPR

address (1) : 202.247.5.3
netmask (1) : 255.255.255.0
address(2) : 172.16.1.3
netmask (2) : 255.255.255.0
address(3) : 192.168.1.3
netmask (3) : 255.255.255.0

address (4) :

No. address
1 202.247.5.3/255.255.255.0
2 172.168.1.3/255.255.255.0
3 192.168.1.3/255.255.255.0

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

D IEPP RLUREZANT S,
{RIBIPP R R ($8{B% CRETAETT .

BRERIC—EBZXRRLIIOT, #R. I1cld. BEL C<Enter>F—TEH I T,

!E__ ZELEEE FERT 35E. Y—NAOT IR IE. BAUREIP7 KL X2 EET 3 LEN

tyl\ 5” i—d-o

Y- NEERERES 27— XALHDLA 827 1 —XREBIP7 LR EHZFELTLE

Y,
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---- groupO ipw configuration --------------------~--~-~-~-~-~-~-~-~—-

Input IPW Yo o hal=Y- - B e e e e T L L e e P PP EE T e PR PR PV R
address (1) : 202.247.5.xxx |202.247.5.xxx
address (2) :
No. address
1 202.247.5.xxx |202.247.5.xxx

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

D BERIBIPP FLURZEANT Do

TR > TEEDIP? RUREANTEIENTEF T, LOHBIE, BELLLIP

PRUREDBENMFRLICBEICU YV -REBEQRUE T,

ERTBIPP FLRIIBBE TREIRET T, 12l [UTEYS1EIPP R RFE

TIDDIPP FLRELTHDY RLET,

RERIC—BEXRRLEIITOT, #R, F1cld. BEREL T<Enter>F—TEHE T,

!E ERMRE L THESNAIPTRLIEDRBEN B L ABE. BRIy —NICT L

FT—NFIFhbhET,

<EXTEHI>

® 202.2475254£192.168.1.254DEB 5D EBENERL ISHEICT TV A—

NEITOTCOIBE,
No. address

1 202.24"7.5.254
2 192.168.1.254

® 202.2475.254£192.168.1.254DR 5 EREHFM@LISHEIC T TV A—N%

TOICWBE,
No. address

1 202.247.5.254 1 192.168.1.254

® 20224755&20224752540R 75 L@EHNERL IZHED . 192.168.1.254&

BEIEBRLICBESICT T MIVA—NETOIZOVEE
No. address

1 202.247.5.51202.247.5.254
2 192.168.1.254
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---- groupO proxy arp configuration --------------------~--~-~-~-~—-~-~—~-~—-

TNPUL PTOXY addre s rerms s st C)
address (1) : 202.247.5.4
address (2)
No. address

1 202.247.5.4

("a"=add | "m num"=modify | "d num"=delete | "l"=list | Enter=next):

O REITBTOFVFP RUREZEBET S,

TOFVARPP RLURAZANLEF T, ZFOFVARPF R R(E256{B% CHREJRET
T

RERIC—EBZXRRLEIIOT, #R. &2l BEL T<Enter>F—TEHE T,

!5 TO%YARPT7 KL XTIk, AR Y —/NITStaticNAT# 1T Y158 DARAIP7 KL X &
LV ET, StaticNATCAR T B3IP7 RL A A $ANTERLTLEE W,

---- group0 resource configuration ------------------------~--
Input primary server hostname (fwsl, fws2) [EWS1] : wciirciiresirmsirsimmesfrnn @
Input failback policy(l:auto, 2:manual) [manual] : b, @

---- END CLUSTERPRO configuration -----------------

B

O BRRY—NZANTD,
@ BEZ ANV OZETODEDHANT B,

O LiosmEEfwsl. fws2TRILEREICLTLREE L,

E=

FROREREG . RAEABRBSUILENDYE T, UTOITVY REAAL TS
Lo

# shutdown -r now
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=Ry FDO—IHERRDER

AV ESRY FEDMZIZBERT B RY FDO—OHSBICDOTIE. T4 MU— FDRE
ELTH=NECHRELIENENDRY FDO—OOREBIPZ FUR (A bS5 xw R
192.168.1.3. DMZAI: 172.16.1.3) Z8EIT B L DIcL TIZE W,

[2Z] NATOcDIL—F 1+ VT F—T)b

Firewall DZ&{LERICH VT, DMZEYO—RAIRY FARADH—NDF FL R ZEBIC
NAT (P FLRZEB) L, AVA—RY b EICRBTEHBE. V—T142I7—T&
ProxyARPT =7 U DRE=BIETOMBBHHY X To

PMELT, UTFORY FDO—0BRDOBE . RBAWWW/FTPY—NEZEIBERR &
IB5E. UMTFDKIQRN—T 1 20T =TV EProxyARPT—T JUDFRE ZFirewall\1T D&
2HrHYET,

T 2022476127
' (INATEODIPZ FL R)

RI8IP7 FL X
202.247.6.126

Firewall

172.161.126

‘ RIBIP7 RL X

NEAWWW/FTPH—N
172.16.1.2

destination 202.247.5.127
netmask 255.255.255.255
gateway 172.16.1.2

Tk DO P R R &destination. RO FL X #gatewaylCIEEL T IZ= 0,
fwsetupdstatic routingDIBE THET DD TE£T,
ProxyARPDEEICDWTIE., Bl —Eb#aEDR T I =B8R T2,
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O— R T 7058

LATFORY FDO—1EpzflICL TRBLET,
FTE Ay FRAVNADREEBRL . [FirewalDty Py TFJE[EF2 )T RY
V—DREETH> TS0

Firewall1
AR 2

AR =3y MIEIPP FL X:

DMZBIEIPT KL R:

1Y EZxRY MIEIPP FLX:

Firewal E@ERIPP FL X:
Firewall2
KRR B2

AR =3y MIEIPP FL X:

DMZRIEIPT FL &:

AV RS2y FMIEIPP FLXR:

Firewal E@ERIPP FL X:
{RZ8IP7 KL X (groupOfil)

ST EEN !
DMZ I
AV RSy MM

{RAEIP7 KL Z (group1{3)

A>H—=xv M
DMZl:
Y kSR M

J0O+ Y ARP7 KLU X (groupOfl)

1=y M

O+ ARP7 KLU A (group1{il)

1R —3v !
EEAY-—-N

KRR R2:
P77 FLXR:

GUIZSA4 7> NEPC
PP RLR:

fws1
202.247.5.1/255.255.255.0
172.16.1.1/255.255.255.0
192.168.1.1/255.255.255.0
192.168.2.1/255.255.255.0

fws2
202.2475.2/255.255.255.0
172.16.1.2/255.255.255.0
192.168.1.2/255.255.255.0
192.168.2.2/255.255.255.0

202.247.5.3
172.16.1.3
192.168.1.3

202.247.5.4
172.16.1.4
192.168.1.4

202.247.56.5

202.247.5.6

firewall_mgr
192.168.1.4/255.255.255.0

192.168.1.56/255.255.255.0
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A R—2v FALAN

7 | >
LTS
(1 ) —

[ )
N

202.247.6.0/255.255.255.0

202.247.5.1

192.168.2.1
RS ELL S

H—/N\EE1R
BALAN
192.168.2.0/
255.255.255.0

192.168.2.2

1Y F>xv HMALAN

192.168.1.1

92.168.1.3

192.168.1.0/255.255.255.0

92.168.1.4

B SELL S

172.168.1.2\ | <192.168.1.3

§ii
AoV BS I

BEBY—N
192.168.1.5

BEBROSATY
192.168.1.6

|
< 172.16.1.4 > #ARLANA

DMZ LAN
172.16.1.0/2565.255.255.0

NEAWWW/FTPE EA
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RIC, [TEEOFEIZTOET,

CCZTlE. O—FY P O#EEABHICL Taroup0&group HCEREAETTOE T,

( \
B EWSE@UEUD soiirecuriieemsisrrnnsisrensssrrensasrenssssrnnsssssnssssssnsssssnnsssssnssssesnssssesnssssennsssssnsssssnnssssnnnsessnnnsssnnnns
Firewall Server configuration tool Ver.2.5-0

CHE
use Cl{lster System? (y/n) [n]: y- .................................................................................
use load share? (Y/N) [N] 1 ¥ iccircerrmieseesesssssss s ssss s ssss s sssssssssssssssssensas
CBg>
---- g;oup configuration ------------------"-----~-~--~—~--
No. name
1 group0
2 groupl
---- groupO fip configuration -------------------------
(m‘g) .........................................................................................................
---- g;oupo property configuration --------------------
Input primary server hostname (fwsl, fws2) [fwsl]
Input failback policy(l:auto, 2:manual) [manuall]
CB8>
--—- g;oupl fip configuration -------------------------
G2 S
--—- g;oupl property configuration --------------------
Input primary server hostname (fwsl, fws2) [fwsl] : £WS2 .cvrrcirrciirsimsi.
Input failback policy(l:auto, 2:manual) [manuall]
CB8>
Please.reboot the system.
H SNULGAOWIL —T TLOW  rreressssssssrsessssssssssssssnsssssssssssssssnsssssssssssssnssssssssssssnsssssssssssssesmensnsssssssssmennnnnn
\ J

D BBOSA PV D BFrewall DEASKRTEY — )V THhDfwsetup IV Y FZEHT D,

@ [use cluster system? JOREE TlE. <Enter>F—2BL TEHA T T,
CCTIR. Bt zERAITZDTY>F—%#8L &7,

@ O—FYzP%{TFTOOT, <Y>F—%#7,

@ groupOICEBB I BR/EET Do
REBEBICOVTIE. [FY FREAVYNADOREIAEBRL TIZE 0,
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® group1ICETBREZIT Do

FEBBICDVTIE., [HY FREAVYNADEREIZEIRL TIZS0,
® grouwpllCBHFB T4 UZANT B,

CCTE. group0D T 54 % U RE EIFFDFirewall 58 EL TS0,
@ Firewal &&= BEENT S,

O e JOFIVARPT RURDEREICSLITgroupO&group1 Tld. E—IP7 RLUZADEER
EE FTEFEHA. BEEDIP7 RURERELTLRE,

® it EIEfws1., fws2TRIUEREICLTLEEL,

=Ry FDO—IHERRDER

AV ESRY MIBETERY bDO—OMBOT T 4 U MU— RIE. UTOREIPY L
REFZEL TIZS 0,

® FIROATYI L bnetwork_1CEELIZRY FDO—2IZEL TOS#ECIEgroup0lc
BELICAY SRy MIOREBIPZ KL X,

® BIADA TV 4 hnetwork 2ICEEL IR Y FO—HICEL TLEHEBICIFEgroup 11
BELIAY FS5%y MIORIEPT RL 2,
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E H

“ELBROERICOVTHAL ET.

S FERF DX

BRAZT—NCHEOWTREREZRBLISBESICE, 7TV A—NDEEL , FHHERT—/IN
EBRPMNUBDYE T, YORICEARRTEY -V TIEEL ICBBEDE-mail” L R5EIC
A—VHEEENE T,

® FUULREZEDAYE—Y

Subject: WARNING: [groupO] is downed

! 'WARNING!!
[group0] is not active on Firewall (fwsl.nec.co.jp[202.247.5.1]).
Urgently check it.

If you recieved a previous message "NOTICE: [groupO] changes
to the active firewall" from fwsl.nec.co.jp[202.247.5.1],
both groups are downed.

Urgently check both groups!!

® JxAIA—INLic&ZEDAYE—Y

Subject: NOTICE: [groupO] chnges to the active firewall

' INOTICE!!

[group0] chnges to the active

firewall (fws2.nec.co.jp[202.247.5.2]).
Urgently check another failed firewall.

wO IIVLRERDRY NO—DBEREEEDSE, UV LIEXDAY E—Ihit—
NAICHEL. BEERRICOHESNBTENBDET . Xy E—IEBELLSHTFZD
FERUERRT 3L ICLTIREN,

A=)V %=ZEL 12 5Expressb800/FWE00MDRREZFESIL . YR T LAOTH BT 1)U
T—NDHLELICBRAHERL . DBEORNEZTT > TLIZS0e XVE—IARB, JUHE
Z(FM83C —EAED O Xyt —Y |Z#BBL TIIZE 0,

0 ERHRIPP RLREDBERE. 50, FireWal- 170t CEBHIFREL . FH%
FirewallCE3AS|=HOTISIBE . B, YDV —NETOEBOEREBNIBTSND LD
[CBUET. ¥DFirewall 'EFORMESREN EDNE. [clpstat -s]D
[STARTING] CHERTE=E 7,
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o BRXFrewal N EB)IESIRRED & FFHHERFirewal T X TTL TLBIBEE . FHER
Firewal CEERARIP? FL R EDBEER. 2 W (EFreWal- 170 ERHSFELEL
TH. BFHXFirewallh 5BARFirewalIN[FEBEHNSIEHMHANT . SISHEFHR
Firewal CEBOIETSNE T, BL . EROREFICEOTEREDA VA —IRO D
BENFRLICBEICAVTIIIDRY TIELL ., EBESHKETH> TLERR
Firewal CEBIETINE T, EBESREE. ROFIBICLURBRINE T,

[BStRMRIPT R R EDEERIEDFERDZS]
- EBEHERZRIPT RLUREDBEER
- Clogrpdv Yy RICk > TEBA#ED
- Firewall&=#2&h

[FireWall-1 7Ot ZEREDOFEE LEBS]

- Clogrpa~ Y RICk > TEHNA*BE
- Firewal &i#2#h
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AV RUIT7PLIRA
RERR, AR, FERODDUBRABERIYY FERAL TITLET,
BERT
BEODRE, REABTZERIBICEUATOIVY FERTLET,
clpstat -s [-h host_namel
-n

-i [-h host name]

&, HEBRORRZTOET,

CwrPEV)

SECFSIFRL .. SEREARRLE T,

o T AVRIARO IV TAHERRLET,

R BEREZRRLE T,

-h host_name ......... BIEERZR Y —NR, BEBLDHE., IV FETT—N\DIERER
Uxd,

# clpstat -s

* gerver0 : fwsl 1.0-1.4 sesesssresencfaransnsasasraranansniasasasaranannnes @
server]l : FWS2 srssssssssssssssssiiiisiisiissirssnssssssasssnasnastasssassasassss sttt aaan R R RRSERRRRRERRERR. @
server(0 serverl

SERVER STATUS . ..vvvvennnnnnnn. ONLINE ONLINE ==

GROUPO STATUS '+ .vvvvveenennnnn. ONLINE OFFLINE -

POLICY 1st 2nd sereeeeen
STARTING « v veeeeeieeieenenn, ALLOW  DENY wwereee s
<A> group0-ipw0 ONLINE ONLINE -=f
192 .168 .1 .254 =rerrrssssssnsssssnssnrsssssnssasssnssnnssssssnsaassannnnnssnsnnnaans anan

<U> groupO0-fip0
202.247.5.3/255.255.255.0
<U> groupO-parp0
202 .247 .5 .5 teeeenssssssesrerrennnsssssssessennnnnsssssesseeennnnsnssssseesennnnnnnn e
<U> group0-exec0
S: /opt/necfws/bin/ckcstat
E: /opt/necfws/bin/ckcstat
<U> groupO-execl ONLINE OFFLINE
W: /opt/necfws/bin/ckfwalive
E: /opt/necfws/bin/ckfwalive -k

w-O O—RYI7HICIE. GROUPODEHRICS|Z#iEGROUP1 DEBRIFRRENE T,
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clpstat -sDFIERICDLT

)
@
®

@

XS

F—-NB(168)
Y—N\B(258)
H—/NORRE

ONLINE : N—FE—FHPRESNTLS
OFFLINE : N\— hE—FPZ2ESNTORBL

T W—T DIREE

ONLINE D IE®
OFFLINE fRlE
ERROR (BB

UNKNOWN =

e OV e AV

D —TrEBOFFa/ AL
ALLOW el

DENY DB
UNKNOWN =

IPWU Y — X DicEfER & R7E

<A> 2 Y —N\igE)
<U> CBY—N\icE)
ONLINE CER
OFFLINE Bk
ERROR R

UNKNOWN =

® IPWYUY—XREHBP FL R
@ FIPYUY—XODIRRE
¥ IPWY Y —XR & @
FIPUY—XREEP FLUR/RY FYRE
@ PARPYU Y —XMIREE
X IPWU Y —XE@H
12 PARPUYV—XHBEF FLR
19 EXECYU V—RDIREE
¥ IPWD Y —XEB#H
) EXECY YV —RE2ENFFETT/IR
S (E/GL
W &ERdY
1 EXECY YV —XR{ZIEERFETT/NR
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S

S

# clpstat -i

GROUPO : groupO

SERVER : fwsl

CLUSTER
STARTUP
WAIT timeout
HB port
HB interval
HB timeout
API port
API timeout
LOG port
ping timeout
RECOVER
RETRY count

ERVERO : fwsl L T
INTERCONNECTO : 192.168.1.1/255.255.255.0
INTERCONNECT1 : 192.168.2.1/255.255.255.0

ERVER1 : fws2

INTERCONNECTO : 192.168.1.2/255.255.255.0 ==
INTERCONNECT1 : 192.168.2.2/255.255.255.0

START

FAILBACK
ENVIRONMENT
RECOVER

RETRY count
FAILOVER policy

IPWO : groupO-ipwO
TYPE

POLLING address
RECOVER

RETRY count

FIPO : groupO-fipo0
TYPE

ADDRESS

INTERFACE

PING count

ARP count

RECOVER

RETRY count

PARPO : groupO-parp0

TYPE

IP ADDRESS
MAC ADDRESS
INTERFACE
PING count
ARP count
RECOVER
RETRY count

<RR—=I <>

ST e T P T P e PR PEE PP e e e PR PP PP

MANURAL, ssessssssantsasanssssensnsssansssssnsssssannsssanns
ACT_NORMAL
IGNORE
0/0
0:fwsl 1:fws2

192 .168.1.254 serersnraransunsanannns
FAILOVER

202.247.5.3/255.255.255.0
ethO0:1 B LT LTI T T T T TP T PP PP PP

0 wreenrnenns

202.247.5.5 srrsasrssssssssrnsninnnsnnnnnn
00:A0:34:1A:4C:D3 -----------------------
ethQ ===
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EXECO
TYPE
ACT path
DEACT path
POLLING
PID
RECOVER
RETRY count

: groupO-execO

EXECL :
TYPE
ACT path
DEACT path
POLLING
PID
RECOVER
RETRY count

groupO-execl

. TSR rresssssssssssnsssssnssnensniann
: /opt/necfws/bin/ckcstat
: /opt/necfws/bin/ckcstat
P (o

: USR

: /opt/necfws/bin/ckfwalive

: /opt/necfws/bin/ckfwalive -k
: YES

: 21625

: FAILOVER

: 2/2

O O—RYI7HICIE. GROUPODIEIRICS|IEHECROUP 1 DIERIRTENFT,

clpstat -iDFIEHICDWLT
(M CLUSTERPRO AE Oic#h A%

@ JI—TkeEsE

YES . gEhi2EN AUTO . 58
NO =) MANUAL =)
@ REEFEADHEER) UNKNOWN — : 7R
® N\—hE— FBER UDP K— &S 2T A Y HBE
@ N— FE— FEEERE) AUTO =E)
® N—hkE—k&A L7 R E) MANUAL =)
® APIFB TCP #Ki— h&ES2 UNKNOWN — : 7R
@ APIBALT™ ~ED) ® BESY
05 K— L &S ACT _NORMAL  EH2E
® pingdwY KA A LTS k() ACT FAILOVER DT A F—N
U HN F% DEACT NORMAL  : @&l
RESTART - CLUSTERPRO AEF 28 DEACT ILLEGAL  : 2=k
STOP - CLUSTERPRO AEfEIE BI—F U HNY S
HALT L0SY vy RAHY IGNORE g
REBOOT . 0SYT— RETRY . Fi2E
UNKNOWN K88 STOP Bk
oY rS1O% FAILOVER 2T A)A—N
® H—N2(188) UNKNOWN - K88
® AVRIRLDEPRUR @ U RSO
W H—NBesea) @ EEREY B FHRRT NS
® AVRIROEPRLUR @ IPWUY—22Z
H—T% @ #RBhAAT
ASR L 28 V—2
USR . W2 Y — 2

@ IPWUY—REBR/RF R X
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@ IPWUY—=XURNYTTE

IGNORE | A8
RETRY C Fic®)
STOP 21k
FAILOVER

UNKNOWN . B
@ o108
@ FIPYUY—23
@ weEXTT
¥ IPWY Y —X & @k
FIPP? FL R
@ FIPA/1YAR27IT—X
@ pingO%
@ arp@#
FIPUY—XYANY %
X IPWU Y —XEEH
® Y r>1O%
PARPUY—2%
@ feEs1T
X IPWU Y —XE@H

2 AI)A =N

PARP7 FLV X
MAC? FL X
PARPA VAT 1—2R
piNng@#
@ arpO#
PARPY YV —2Y hNNYUFE
X IPWUY—XE@EH%
U SO
@ EXECYU Y-
weEx1 7
X IPWYY—XE@EH%
@ EXECY Y —RicEBEERTT/VR
EXECY YV —REBIEFFRIT/INR
EXECY YV —REBSRTE
X IPWUY—XE@EH%
60 EXECYUY—XRTJOEXID
6) EXECYUYV—XRU AN FE
¥ IPWY Y —X &E#k
® Y r>1O0%

# clpstat -n

address server0
192.168.1.1 OK
192.168.2.1 OK
address server0
192.168.1.2 OK
192.168.2.2 OK

===========  INTERCONNECT INFORMATION
Server) : TWS1 seeersessssssssasssanmsnsrsnsssassnsnsssansanssansssnssnansssnnsnnssansssnshisnnrsnrnnnnaa s
Serverl : FWS2 srrrressssmssssrsumrssssnsrrr s sanrrs s AR r AR r A a R Ry
[on server( : ONLINE] =srrrerrerresretmtmmmmanaraieisistasaisssisisssasfeseisiietietietseisiniieaiaan.

[on serverl : ONLINE] rorrrrrrmmmmnananananatesesasasana ettt

clpstat -nOFIERICDWT

O —N\B(1568)
@ —NB02s8)
@ v—N1BEBIRT—RR

@ TS5ARIVAVARIRO NP RUR/RATF—ARR
® THYRIAVAIRO P RUR/ATF—AR

® v—NECBEBE)RT—ARR
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ERR/IFHROYIDEZR - KBOEE/FIE

BRR/SHEROUB Y, XBORE/BLEZTOHE. MTOIVY FZERTLET,

clpgrp -s [-h host name] [-g group name]
-t [-h host name] [-g group name]

-m [-h host name] [-g group name]

FIFEOECE)/RIEBEREZITTOE T,

AFTvav)

=S et FEBOREZTOE T, ITICEESNTORY . O —/N\Tis)
LTOBBEICIFEHL T,

SO FHEORIEZTOE T, ITICRILESNTOICY., OY—NTicE)
SNTOLBHBEICIFERLET,

11 [P EBORTI—N2PUBA I T, FHEHEREBL TOLET—NRITE
TIBRENDYET,

-h host_name........... BERRY —NRBTT, BERLDHRE., IV RETH—N\DEHR
ERYET, -m ATV VIEERICIE. EEBETy—/ \OR%KEHF

5%,

-g group_name ....... BENFROIN—T%HEBL ET. BEGLDHBE. 2T —THHR

ERRYUET,

135

NS US| | .



—EH{biBRRoBtEYy N PvTD

“HIBROBEDE LY b PV TICDOVTHRALE T,
ROFIRICHE> THBAV R E—=LLE T,

WO BAYAM—E. LANT—TIEITRTEFLTHSRIFLTIREL,

o EEH-—N

Express5800/FW300 & 7z(dFWS00 BB H—/NICL TWOLSIBEDFreWall- 18185 —
NOBA VR = )VICDOTRAEL £,

1. 3BBDOMBEY FPVT-TYRTLADBAYVR E—=)VIOFIEEE TEITOE T,

2. &% . CD-ROM R > ZIZCheck Point NGX CD-ROM (CD1) #tw kL . FireWall-1
DEI 21—V TOFIRTERLEI,

# mount /dev/cdrom
# cd /mnt/cdrom
# ./UnixInstallScript

3. (WelcomelBEHA'RRSNETDT. <N>F—TRICEHFT,

4. FAFHENRTRSNEIITDT. BHAVIIOCR, ERFSICERLISSEE<Y>F—
=L ET,

5. UTFDOXYyE=—INRRSNET, <2>F—%ANL . <N>F—TRICEHET,

Check Point Power - for headquarters and branch offices
Check Point UTM - for medium-sized businesses

1 () Check Point Power
2 (*) Check Point UTM

B. UTDXYE—INRRSNET, <I>F—%ANL . <N>F—TRICEHET,

Please select one of the following options

1 (*) New Installation
2 () Installation Using Imported Configuration

7. UTFDOAYE—IHRRENET, <2>F—%ANL . <N>F—TRICEHET,

The following products are available in this version
Please select product (s)

VPN-1 UTM
SmartCenter UTM
Eventia Reporter UTM
SmartPortal

B W N R
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10.

11.

12.

AVRAE=TBTOHY FHRRESNETo <N>F—ZANL . RISEHE T

You have selected the following products for installation:
* SmartCenter UTM

UTFDOA Y E—INDERSNET, CCTESAEYZANDLIBVOZHD . <n>F—F A HL .
<Enter>F—TRICEHF T,

( A

Configuring Licenses...

Host Expiration Signature Features

Note: The recommended way of managing licenses is using SmartUpdate.
cpconfig can be used to manage local licenses only on this machine.

Do you want to add licenses (y/n) [yl ? n

. J

PTFOXYE—INFTRENET, CCTREFERBLBOVICD ., <n>F—%AHL .
<Enter>F—%Z ANL FT, MKIDDT. <y>F—2ANL . <Enter>F—% ANL T,

( \

Configuring Administrator...

No Check Point products Administrator is currently
defined for this SmartCenter Server.

Do you want to add an administrator (y/n) [yl ? n

No administrator is currently defined.
Are you sure you want to continue? (y/n) [n] ? y

UTFDAY 2—=IBRRENE T <n>F—ZANL . <Enter>F—TRIEAE T,

s \

Configuring GUI Clients...

GUI Clients are trusted hosts from which
Administrators are allowed to log on to this SmartCenter Server
using Windows/X-Motif GUI.

No GUI Clients defined
Do you want to add a GUI Client (y/n) [y] ? n

PAFDOX Y t=INDKRSNET, <Enter>F—%20ANL . RIEHFT,

Configuring Group Permissions...

Please specify group name [<RET> for super-user group] :

No group permissions will be granted. Is this ok (y/n) [y] ?
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13. UTFOXYyE2—IPRRENE T, <n>F—%ANL . <Enter>F—TRICEHE T,

,

Configuring Certificate's Fingerprint...

The following text is the fingerprint of this SmartCenter Server:
AAAA AAA AAAA AAA AAA AAAA AAAA AAA AAAA AAAA AAAA AAAA

Do you want to save it to a file? (y/n) [n] ? n

14. BREZIBIHERDAY E—INKRSNET, CI TR <E>F—%ANL . RITEH
i@—(}

r

15. CD-ROMZBRUEL . Bl &7,

Installation program completed

In order to complete the installation
you must reboot the machine.

Would you like to reboot the machine ?

NOTE: Please remove the CD from
your machine before reboot.

16.

# cd
# eject
# shutdown -r now

3BOMEBEEY FPYT | [YRTLADBA YR M—)VIDOFIE20% T, BBY—/NN\NY
OFPwITEURTPLET,
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® FirewallZ{F
Firewal &AKRDF A1V X = VEICDOTERBEL £,

1.

2.

BEOMBRY PV T-[YRTLOBAYR M—VIOFIBSZ TETOE T,

©&#. CO-ROM K> Z(ZCheck Point NGX CD-ROM (CD1) =t w kL . FireWall-1
DEYV 21—V TOFIRTERBL T,

# mount /dev/cdrom
# c¢d /mnt/cdrom

# ./UnixInstallScript

(Welcome)J8BARRSNETD T, <N>F—TRICEHF T,

BRFFEEENRTSNETOT, BJAVLIEVICE . ERAFFEHBICRASELICBREIE<Y>F—
=HLET,

UTFOXY =INRRENE T <2>F—%ZANL . <N>F—TRICEHE T,

Check Point Power - for headquarters and branch offices
Check Point UTM - for medium-sized businesses

1 () Check Point Power
2 (*) Check Point UTM

UTFOXAY 2=IDRRESNETo <I>F—ZANL . <N>F—TRICEHE T,

Please select one of the following options

1 (*) New Installation
2 () Installation Using Imported Configuration

IUTFOXY 2=INRTENE T, <I>F—% AN <N>F—TRITES,

s \

The following products are available in this version
Please select product (s)

VPN-1 UTM
SmartCenter UTM
Eventia Reporter UTM
SmartPortal

B w N R

\ J

AVRE=)VTBTORO FPRRSNE T, <N>F—ZANHL . RICEHZ T,

You have selected the following products for installation:
* VPN-1 UTM

UTFDAY £=IPRRENE T <n>F—ZANHL . <Enter>F—TRISEHAE T,

Welcome to Check Point Configuration Program

Is this a Dynamically Assigned IP Address gateway installation ? (y/n) [n] ?
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10. DUTFOXYE2—IPRRESNE T, <y>F—ZANL ., <Enter>F—TRISEHF T,

Would you like to install a Check Point clustering product (CPHA, CPLS or State Synchronization)? (y/n) [n] ? y
IP forwarding disabled

11. UFOXAYE—IPRTSNET, CC TRV RADLBOIZD, <n>F—%F AL .
<Enter>F—TRIEHF T,

Configuring Licenses...

Host Expiration Signature Features

Note: The recommended way of managing licenses is using SmartUpdate.
cpconfig can be used to manage local licenses only on this machine.

Do you want to add licenses (y/n) [y] ? n

12. UTFOAYE—IPRRSNE T, <Enter>F—%20ANL . RICEHET,

Configuring Group Permissions...

Please specify group name [<RET> for super-user group]:

No group permissions will be granted. Is this ok (y/n) [yl ?

13. UTFDAYE—INRRESNE T, FireWal- 1EEBH—/N\EFirewalE TOBEICHERT S /Y
2= REH/EL TIZE 0,

s

Configuring Secure Internal Communication...

The Secure Internal Communication is used for authentication between
Check Point components

Trust State: Uninitialized
Enter Activation Key:
Retype Activation Key:

14. BEBZISNERDAY E—IDRRSNET, JITE. <EB>F—ZANL . RITEH
e

r

Installation program completed

In order to complete the installation
you must reboot the machine.

Would you like to reboot the machine ?

NOTE: Please remove the CD from
your machine before reboot.
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15. CD-ROMZERUUBL . B2l &9, Bied. LB QLANT —TaiEml <7,

# cd
# eject
# shutdown -r now

® tFXaVUF«sRUY—ZAL VA=
tFa T RUY—DBAVRAM=UICDWTHEBLZET,
1. SmartDashboardh SEEBH —/N\N\EHEL . FireWall- 18384 — /N & Firewall Ak & D@IE% 17
DICOD/EETT Do

FireWall- 1884 — /)N &Firewal &K E DBEZTOICODREICDONTIF., AEBD[EF2 Y
TARYY—DRE] - [FirewallA 7Y 4 FOIERR I EBL TIZS0,

2. Frewal XN EF2 VT R Y —% AV R E=)VT D,

3. BAXFirewall. FHERFirewal DIETHEEHNT D0
O— Ry 7#aezBRAL TOBIBEE. BiREIDIEEEBERDY FH A,
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A= - HIPRSRIR

Frewal&&AREBU ERETY, &fo, A EVRIEFEALI—F—BDEDEXNEN
DEIP? FURTHFEITDLEN DY I T,

B8 MUY OB, RN TOIcty Y3V e nN3Be8 DY T,
DTANWA—NDEELICHEE ., KERYY 3V BEDNESTEMED DY F T,

BEIV AUV ODRESNTODHE . ERRY—/\BEEHR. 8FBNIERR
P—NTEENBBSNE T BET TAUNYIDRESNTORWEEI ., R
P—NTEBIEBSNICEZIIBY . ERRT—N\DOHEDFEREICSY ST (EA
R HERDOYEE) . BRRY—NICEHEZNUBASHEIEIVY FClpgrp-m) &Y
P—NDPVBAZERTIDLEN DY T,

R TERNRIP? FLREDBERBHIFELEL TOEHE. ERRTYV-—IXEE

DREL THHERT—NIEBEISISHOINEI EA. IIZL. COBETHIVU R
(Clogro-m) IC K UEBRTH—N%ZDUB RS EIFTARETT,
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