iILO J7—LADIF7YvI) T —Miie

AE(&, Starter Pack (LD ILO J7—LD17%7yI7— R 2LEOFERBIERECOVTERAL TVET,
7T T — NMEFZERDET — N —DEEBIU R EDEENMCEZ LN HDEFIT DT, AsHBANZREF TL
FEHERIBEDRVES YT T - NUTIZE W, Fe, T-AFSRIPCTFHARRTIST N (BE, & &
W, JAZXE) (CEDY—/N—DEREMELIEDEIRNIMENOLET L. RBOIHE. asMEEUIESEME
UIKIRDET . COLIMZEBRRDCEIBTEIRZMELTZENDDEFI DT HRTERITE,

® Jy—ADIT77vIT—MR(CISUY—-0UO— RRY>FI(E F5 F—HSROTIEE0, 35 TENS
OEFERLUTIYIT— MR T URVRREICOTEIB SR, iLO DUy MEfToTEE W,

® H—/){—(CTPM F2(Z TM BV AR=ILENTWBIBE. A7 L ROM(BIOS)F/z(d iLO J7— A7
I7%7YIT— NI BEIC. TPM F2(d TM (CREI 3 1EHREISNT 2V I N1 72 —RHE LT3/ (Y
7y TUTLIZEW, BIZIE, RSATESLYINII7ZERLTVWRIBER. J7—LADIT70O7Y ST —
NEBEIAT BREICELEL TSV, YINITPDELIE AR F(CS XT A ROM(BIOS) #/z(d iLO J7—
LAVIPDTYIT = NeAToldBE . T—AINTICATERLRZ A EEENBDES, TPM £l TM %
ERTZYINITTEZIELTORUMARET(E, 274 ROM(BIOS)#/z(d iLO J7— LAY 7 D7y
7 —MeBIRURVESCUTIZE L,

® |[H/N->3>miL0 Jr—AD17([1.10 Jun 7, 20171F/(EM1.15 Aug 17, 2017])HNEHEIN
TWEY—N—(CKILO J7— LI 7ZBRAUBE. TIAINEETRIRR—IAD N -[75— kX
—IVIR=Z(CBVTISMTP 17745455 (SSL/TLS) 2B % IR TULSIz8h, [SMTP ER3IE
ZA7o0\ [SMTP T+ 745 (SSL/TLS) 2B %) 12 (CL TSV, sSREN BN -2 0FFD
BA. 73— ML ESNRBBDET,

e [HN->3>mil0O Jr—AD17(11.10 Jun 7, 20171F/(EM1.15 Aug 17, 2017])MEAEN
TWSH—/N—(CKILO Jy—LAD17ZBAUIBE. SNMPV3 75— MBS EL TSV, 7vIF
—MAI(C SNMPV3 75— MEREZERL CWHB A AT7— LDV EARZICEREL TTIEL,

® LOJ7—AD17(1.15 Aug 17, 2017)D)\yI77yTEUR NP #RR=ERL T/ \WI7yI U741
Z. RiLO J7—LDI7 TYURRPURWESICLTLZEW, iLO J7—AD17(1.20 Feb 02 2018)%
BE TNy TUI TP A Ve BELKIZE,

iLO FMEVRAF—D# K HW [BEREICLZREMHEKRIMMR. ILO Tr—LDIV7yT7— hEH
B\ 7y TE)ZNTHEEEZAERU T ILO SREDN\YI 7Y T ZI T HERUFT .




RI7—LDIT7DTPYIT— M EEICATORTF—LDI7EVI NI 7% TYTT— MU TIZE L,

a) ¥A5 /s ROM(BIOS): Starter Pack @ Standard Program Package %i&E

b) Agentless Management Service: Starter Pack ® Standard Program Package %&
F

c) ESMPRO/ServerAgentService: Starter Pack O\ RILYINIT V%AV AR=)L

d) ZEBRINET—T1)71: Starter Pack D)\ RILYIRNITT7RAS A=)

e) RESTful 1>49—J1—2XY—)l: Starter Pack D/\> RILVYITNIT7%A>ZAR=)

f) ESMPRO/ServerManager: BIfEIESMPRO 7vJ7— MiE 2S8R

g) IVZATLABHY —EA(MG)DZREEIREEE TP )l BIFEIESMPRO 7vJ 7 — MiE |2 S8R

IPMI (&, ZOfEAR £ /NRD— R\ 1ZESEN 3R89 (CVE-2013-4786)I'EFNTVE T,
MT5ER, ILO 5 I-T—XH A ReSRUTIEEW,

A iLO TP—AMIFTHR—NT3 HTML5 #&UE—NIVY—IL(IRC)(d. BAEF—HR— RO A
/28, At F—DANNTEFHFA. ADTERVF—(F. OS DRV —>F—R—RigeezFERAL T}
220, Alt F—(F. HTML5 H&UE— NI Y—IL(IRC)DIRAB — THEREIRE TS,

KiLO IJ7—LIIT7ADT7YITT—MME&, BIOS/T5vhIA— &R (RBSU)D[Date and Time]-
[Time Format]D:&E(CENET. [iLO Dedicated Network Port] #/z(& [iLO Shared
Network Port]®[SNTP]-[Time Zone]lcH1 AV —>%s%TEL TS,

@® RBSU ®O[Time Format]D:&EN[Coordinated Universal Time (UTC)]Di%E :
—RBSU ®O[Time Zone]EEUEICERTEL TIEEWUTC (& GMT (CHRAEZTEEW),

) [Time Zone]h""UTC+09:00, Osaka, Sapporo, Tokyo, Soul, Yakutsk”®i%
A. [Asia/Tokyo(GMT+09:00:00:00)Z:&RLE T,

@ RBSU ®Q[Time Format]Di&EN [Local Time]DIHBE :
—[Local Time]ICRIiEd 391 LAY - =% TEL TR,
) O—ILABEARDIZE. "Asia/Tokyo(GMT +09:00:00)"%3&RUEY

{EFESNTZ SSL EEBAZN A > A M—ILENTLRLARE T, Microsoft Edge 42 #{EREUT.NET
IRC Zi2EN I 2L, tF1)T( 74N T -0T RLAN-(CRREN., 7IUT—23>05 0> 0-
RAJOvIENEd . COBE . BLIFOWTNAZEML TIZEL,

> SEESNM SSLEEBAZERAVAMILLT, TUE=RIDYV-) & XF171-TtF1UF74 IR-2
DIIRC (F iLO ADEFESNIEEIRE2ERULF T 12 BZNCT 3.

> J39Y—OtF 1T TA2%IIVIU, AT IOVRFFE] I RIHICZEERY T 7Y IO IART
DIATIVERRIZIIWIT B,




> .NET IRC 2{EH9 %1% 5[ Internet Explorer 11 ZERHI 3,

Microsoft Edge 42 J5UY—(ERAFCEF1UTGEBAZEDIS-EENRREINZHE. [55H ]
ZIUwIL, [2D Web R—SORIEZSHTS 127Uy )L TIZEW, (EREH TRVEEAZEOZEEN
VI PY T HFRREBIICT BICE. EFEFEHBAEEA > AN=ILUTZE L,

AKiLO Jr—ADI7DO7vIT—NMEIC.NET IRC #EAI 35S (E. FHiIC.NET Framework /0
—23> 4.5.1 DUIBRICEFHLTIZEV BEFUTVRWSEE., 7T —Sa i #his (CHINDFETS
CENBNFET,

Microsoft Edge 42 J5UH—{#RE, iLO Web 1>4—J1—X EICUE-RIDY-ILOY LRSI
HNERRENBVEENDDET , HLARA I ZFRRSEBIC(E Internet Explorer 11 F/z(&
Microsoft Edge 42 J5UH -4 DT 55— (Mozilla Firefox. Google Chrome ENAILE &L
UF R M)V RAERL TIZEW,

AILO JP—AWIPAERE., [BR]-[tF VTS 1R—RIBLUA L QRIS CRRENE
9. RBSU 0 iLO DFEDIREEC LTI ILO tF 1T DRF—HAC B URINFRENETOT, BE
BOtF17RS— (B0 TEF T O ESFENLET . HEHEZ DML, ILO 5 I-F—ZTHAR
ESRBL T,

iLO @ SNTP OFEEMTHNTUVRWEEIC ILO OT7—LDI7 7y T — hEleEUty MfT3E. iLO O
B ([1BER]-[#E]-[RT—FA]-[ILO B13/85Zl]. [1BIR]-[iLO 1A> hOJ - [BRAEEH])NINT
LESIZEN®HDFET . SNTP #aez VIR EAZITOCE 2R WZUEF T, iR EAVAR. ILOS -
—ZH4 ReSBBLTUZE W,
AiLO TP—LAUITPNERE. iLO ILESA AN VAN LN TVBIB S [ PITAKE]-[T7vTT
—N—EX]- [P0 — RRUS = DERTETI I T L — REFGRICAREF ] INSETEURWVW TSN, &
RTENZEZ., ILO [CHUTKEMRBREENMTONBID. ILO A >A—J1—-ZAPEE 1-T/UT1H5
AEREDEBEZITEIEUTEEEIIENTEERA BB ASKEL BMC #85k 1—T1UT1D[ L5
HEFDT IAI MY N ATSAIED iLO ZHBERFDT 4 MNEEISGREZITOIBEE. SKIEFY
Y RSN THI I — REKIRICATF O] |2 H#EFUE T
[EF2)F1]-[7IEARE]-[ILO]D [RARBSENNE 2 [BR](GREUVEE . IRICRIBHRMNFE
Ebia_o

«  ESMPRO/ServerManager ®75—hkE1—7(C“Remote Insight/ Integrated Lights-

Out FRFFENBVOJ 1> ITIRE DXV - INSHFTREINET

«  Standard Program Package (SPP)%Z®ER3 3L I5—MRELET,

e, ROY—-EXHEEECFIRIETFEE A

«  RAID®#RY-ER




« ILOMUNETB/\ - ROITVICEIT BT \A RIBIRERTEIFIRDS IR KUY bOJFREERE

H—/)\—&HHS 0OS DICENFE T ETORM(POST EITHESHET) (. iLO OBIEEN ZITHRVTLE
S0\ T2 AT A I-TAUTADIRVEETDE., iILO OBREN ZITHRVTLZE,

AL TILO OB ZITIE. BIFURVEMELRZIBENHDET  HIX(E SATLAI-T4)F
{DFHTEZFRTICILO DBILENZITOE. BEEROI AT ABILEILIE(Reboot) NERE(CEBIMELRVE
B0, HE(CEEEFRENTLVS Serial Number. Product ID REDEEEIBIRTHEAK I BN HNFT,

Ffz. POST EATHI(C ILO OBEENZITIL. [1BIR]-[ME]R—>(CH1F5 UUID. UUID(GRIEE)NARIE
BREFRICBDIZENDHDFT  REBRREBOIGEF AMEREEOERZAT, AZL TS0,

iLO5 J7—A917 1.43 #CERADISE. [Information]-[Security Dashboard]([Last
Firmware Scan Result]h'/\1/\=U>0FRENEIH. K\ /)X=U2IDTII3ITHRNTLIZEL,
RO TIWILTUEDE BAZ1—BLUITRIOBEIN TERRDET , BU. s20THIWIZITO>TLED
BZEE BIFOVITNHADSETEIBESE T,

I3 -ou0—-RRI>%=9)w 9%,

iLO Web 1>4—J1-2005 7Y MefT\\ BEOJA>%Z1T,




CXARBRE

2019/05/23 iLO Jr—AD17 1.43

® iLO FARYNI—ImM—b, (& iLO HBERYNI—IMR—NZ(YF >\ T OIS D:BERE N
100BASE-T INFT 1T LYIRSRTEUIESRE SNTURIBE. MICBEN TERIRBZILN DI ZiiE.
® RESTful 1>4%71—2Y—)l(ilorest)® serverlogs Y RCATZ a2 IS FHINEENTVBIHECH
WCTHEIVY RN T 2438 E,
f5l:ilorest -d serverlogs --selectlog=IML --clearlog rc 255
X THRERSY : AT BSOS
® iLO Web 1249—J1—-ADB HIA-ARRICBVT, E-VEN(RAREN)DAIEBINIEREE22BZ 355
HirdFaehE . AMHAEVVEIZEA T OLS72 IML I NIAEEREN TUEIMH2iiE.
f5l: Server power: %1W exceeded the redundant power capacity threshold: %2W
%%1: FEHBEBHFHDE. %2: ENHEHE(BREE)
® iLO FRAXRYNI—-IR—b, & iLO HBRYRNI—IIR— MDA LY — VR TEICHIT2:EIRAZD
"Asia/Taipei"%"Beijing, Chongging, Hong Kong, Urumgqi, Taipei, Perth"AZ&E,

iLO AR RI—IR—MNC VLAN #EeE SR~ b,

iLO Uy ME(ICEEIAERL TS SNMPV3 I ID MGICEEINTUER M ZIRE.

iLO BfErdximaizsh RESTful API DALIB#AE,

BIOS/J5v hJA— L& (RBSU)D”Set Admin Password”(Z/VZD— ROEEESN TVBIREET. O—hH)L
M50 RESTful APL P/t RBHIERAERL TOJ A TERLINE.

® Red Hat Enterprise Linux 7 $&U VMware ESXi 6.x IRIEICHIFD iLO & iLO RIAN\EIDAT) EIRHE
gezsaqb.

2019/02/05 iLO J7—AD17 1.40

® BREBNDRAT—HAZA(L(ACOAN F=JI)ViklT. I5-F )BT IZENHIEEENE.

o REERYR—ID PCI h— BRI VA R=ILENIIRRET, Internet Explorer 11 TiLO Web 1>4—-J1—
A ERALTVBIEE. T/\A AR N TN =R I5-hRRENZJGENHIEEZIE.

® UID 1REDEHREIT T I<FhICH—/N\-DERENATICRIMEZIE,

® Express5800/R120h-2M (C N8104-179 Ry hI—Uh—RefEasUIcABRk T, TaeDEREEBICH T
[Always Power On]hEEESNTUVRIRE. vy MUV EICEC(CH -/ —ZREU TUF IR INE,
» RBSU:[System Option s ]-[Server Availability]-[Automatic Power-On]
> iLO Web 1/>%5—J1—X:[Power & Thermal]-[Server Power]-[System Power Restore

Settings]-[Auto Power-0On]
® (> AN-IENTVBIRTDEZA-DETAZTRRI DLI(C"VGA R— MEHA—/N—51 R "R R E,



W R TP IO 7y IO RIS —REZIE,

FIPS £— RICHBIFRARIEAT (P DRI, {RAE DVD &J0vE —DEIHER DR EZINE,

VMWare ESXi 7 1> Z =)L RSA N —EHIEHT 3550 USB JOvE —REEZSE.

T4 AT RSA T DIBEA N MDA R REZ I,

AREE(CHEED NIC H—RAEDMIIBN TV DS U —/\—i2E#F(C RESTful API I5—HF4E

JHEREZE.

E#&T—450 XML IGEC NIC BRI S ENRVREZNE.

BUFD&S7, IPMI T NIC OU>Y0A MDA R TR,
VMware ESXi 6.0/6.5/6.7 Z{ERHAUL TS5BS, OS EEFIC vSphere Web Client O[EZtR]-[t>Y
—]-[\=RII7ZXF—=HR]CHENT NIC R— Mz HOEEDIRRECESHTRREND,

POST HR(CI5—1—R(270/329/338)hR RSN 2B ZNE
AAERBOIYMEIC, [ZATLIEHR]-[T/\1 X1 N]ICEWVWT RAID h—RE®D PCle h—ROXT—4
AW"Unknown”EFRRENDIHBENH DA, [ARL—ZJCEVTA P —BBRDIRRENBOVSENH DR

[D7—LD17 & OS VINIIT-[X>TF 2RI RINASTF A4 > RODREREEZIEDN,
[EF2UT1]-[7IEREEE]-[7hD> M —ERC [N R D - ROIEME R EZIBN,
[EF1UT1]-[7IEREEE]-[ILOC[AEREZA—(CH -\ RAZFR R EZEN,
[CF YT ]-[TIERRE]-[7vTT— "M —ERC [T — KRS — 5% EZB .
[tF2UT4]-[7IEREETE]-[ILOC[RAE NIC)E&EZEN.
RESTful API & EXPRESSBUILDER (CO>2yFtF174/ L —AtkaERHR— N
RESTful API T® LDAP/F1LY NJEEEEYR— N,
TF1UT1Pv> ah—MeBiR— K, 1715y - NE EERTF1)T(IEEOIRERBITIRI DD
HEZFMELFT
[SATLIEIR]-[AR—Z](CBVT. SSD RS TIBIR(EBREA> M. RIEEOREFD. RUREFHR)DERR
ZHR—B,
RESTful API #RE TAERXEI(C ILO BREREDIE—Z/\WI 7y TIEFEATINSUA N I 2Hke%71B
he
Intelligent System Tuning [CLA T OF&EEZIBNN,

> NIA—=Y>RAEER - Innovation Engine [CKDY—/N—=DBUNEUINTA—N VAT %SRRI DL

NG
> I9-90-RNTIAXDRAT7RI\AHS— - H=—N-DN\TA—-X>R%[E) L& 20 —/NN-DF1-=>%
DERFIRZRMLFT,

N H—R— RESAER XTSRS (NAND) D E IR A #5481 L
BUF ORESS XTI

> UE—MORYARRIUTF4>24 (XSS)(CVE-2018-7117) DA M REIEZ EE.

> O-HLeFa1)7HIBREE(CVE-2018-7113) DRSS 4 REZ E.


javascript:void(0);
https://172.16.100.12/html/application.html#iframeContent
https://172.16.100.12/html/application.html#iframeContent

> UE—MORBA RZIVTF4>% (XSS)(CVE-2019-11982) DRSS 4 RIREZ EE
» SMASH-CLP (£8132/\wIrA—/)\—-J0—(CVE-2019-11983) D55 4t izl E.

CVE-ID V3 V2
Vector Basic Vector Basic
Score Score
CVE-2018-7113 AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L 6.4 (AV:L/AC:L/Au:N/C:C/I:C/A:P) 6.8
(Medium) (Medium)

CVE-2018-7117 AV:A/AC:L/PR:N/UL:R/S:U/C:L/I:H/A:H 7.6(High) (AV:A/AC:L/Au:S/C:P/I:C/A:C) 7.4(High)

CVE-2019-11982 | AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:H/A:H 8.3(High) (AV:N/AC:H/Au:N/C:C/I:C/A:C) 7.6(High)

CVE-2019-11983 | AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:.L/A:H 7.0(High) (AV:N/AC:M/Au:N/C:P/I:P/A:C) 8.3(High)

2018/09/11 iLO J7—AD17 1.38

® Linux 2l VMware IRIBECHVT, AT LAERR(C OS N2 IFE(EA M-IV 2R ESE B A REEN
HIEREENE,

2018/08/14 iLO J7—ATJ17 1.35

® ST N LA DRERE (Fry>1EI1- MR- RO\ Py T -RE) &S BRIBENE,

® \—FvILATATHA T hENTAL(C ILO MEISE(CR D REZ N E,

® VGA K— DA —/U—54 Rt B — NRIHESNIE T AR— NCIBaN 37 )\ 22 HI1H) . BRI
HEBEICEDRE IR~ NBENSS 27 WEIRFELET.

® iLO RESTful API #2HHT®D DHCP 7547~ b ID OA—/){—351 RigREZHR— b,

® iLO Web 1>49-J1-RICHEVT, I~ JIL-T, Ty a BRICBVTRRURI-T-FEI)L
—TTHR- NN TOBERL AN ER S 71V EEE.

® LUT OR35S

> UE-MSEROI- REEITENBHE55E(CVE-2018-7105),

CVE-ID V3 V2

Vector Basic Score Vector Basic Score

CVE-2018-7105 | AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 7.2(High) (AV:N/AC:L/Au:S/C:C/I:C/A:C) 9.0(Critical)

2018/05/31 iLO J7—AD17 1.30
® \—FrILXTAFT 0S DAY ZR—IVEITIBIC, ILO Ry NI - K~ MEREN TLBBAIA VR
M IURB T BRI R B
® B SSH S avEELTL TLESMBRNE,
® iLOS DRREN TBHEHARICRS CLES MR NE,
® iLO Web 1>9-J1-20"8 8 BE"-"J—\—BR'R—I0" AT LBRIANTRE"-"H— )\~




OBEEBERA>"RET. "BLCEBEREAY", "&HOBIFIREZIAN"WEEETNTVSHE. —/-0D
Uy ME(CEBIRAS LRV EZE,

iLO Web 1>4—J1—20"S A7 LEIR"-" AN —S"R—ITHRREND NVMe RS/ TETIESHIE
U<V FEU TV S RIEZ I E.

iLO Web A>4—J1—A0"CF1UF1"-"7ICRERE"R—-T D" Web 5 —/{-FF SSL R—N'(CTTAIL b
P oR— hESHERTESNIIEE(C EXPRESSBUILDER A, "Web H—/{—SSL iR—KN'(C5 T4V R
HOR— MESHRTESINIHZEICE JAVA IRC Y, ENETNEEZNRV EEZNE.

iLO Web 124-J1—2D"> A7 LEHR"-"%y b —)"R—=JTHE T, Express5800/R120h-1M.
R120h-2M R4y hJ =93> hO—350 MAC 7 RLUANRREN BV RIEZTE.

iLO Web A>4—J1—XTHA LAV -2 DFRENSNIIZE. ILO AN ’OTEREA>TITL—FyRIRSA
> b0 DEAZEFRRFLIN UTC BFRERB LTI,

® NAND FapERDD 4 GB VY —M— MESEFRMEXEY(NAND)ANDESAH 7 I L ZtE.
® HTMLS5 #HAEVYE— > Y—IL(IRC)DN\TA—N>AE_EELIT OEREZENN.

> HREUVE-FIDY-IL(IRC)DERIEICAAGE/REEF—R— &R, B+ —ZENN,
> N=FvbAT¢7TO-h ISO. IMG Tr1IDOIFA L3> mR—b,

UFOI7—L017 . YIRNIIT77vT T — MEREEIE.
> ADTFIVRAILCRODOSER., ERK. BIBRZENN,
> AYANIEY I DA M=)F 1 (SENMSNTOWBERICA VAR —23>F 1 -2 U7 I BT D
FIVIRY) REFTRIENN.

> AYAN—33Y A58 T RHIUT - MW EREAN%Z RESTful API & Web (>4 —-J1—R(CEM.
> iLO BAIAEEF(C iLO S&TEIBERE NAND FEIgC/ \WwI 7y T3 3L,
73— M=)V TEF 17 XA=)ILDIzs SSL/TLS ZHHR—K,
75—MX=)LTHEB SMTP H—/){—%&HHR— K,
RARDZE NIC 97>0 SNMP Ny T#BNN,
OpenSSL 1.0.2u ZH7R—h,
iLO Web 124 —J1—20"I7— L9917 & OS VINIIF"-"Tp—LIIT"R=JICA-T>Y—-VAND
Rt zBNN,
iLO Web 1>4—-J1—X(C Intelligent System Tuning Z##iH7R— K, iLO Web 1>45—-J1—-XIC
Jitter Smoothing %7€ - &8 #EEx BN, Workload Matching. Core Boosting Z:&E 9 312HD
EXPRESSBUILDER #c&hziE10,
iLO Web 1>4—J1—AD"IEHR"-"#IE"R—ZIC iLO NVART—HAZENN,
Java IRC. .NET IRC OEBHZEHRDEE.
SSL sEBAZE DHIBRIERER U ILO B iEBAZE 0B RITHEEZIENM,
RSA-PSS E&0HYR— 2B,
NAND FEapiEEDz8) Active Health System OV %,
iLO Web 1>4—-J1—-20"€F1)74"-"PICZETE"R—ZD" P ICAATZ3>"0"XML Reply"%
"Anonymous Data/E&T—4"(CEE,


https://172.16.100.1/html/application.html#iframeContent

iLO Web 1>4—J1—-20"F1UT("-"BEBL" R—S0"tF 1718 E" 0" R %2 " AEBRIE (CEE,
iLO Web 1>49—J1—AN"EHRE"-"BEN"R-SD"EHLEMERBBICLD SNMP 75— KD
"Warning Threshold"z"Z&UEMBE"(CEE.,
IVQN0)iEEl GV

>  O-h)L/UE—RI—-REIT(CVE-2018-7078)DAE55 4 REZ I E

> DoS(CVE-2018-7101)DAE55 14 RREZINE,

CVE-ID V3 V2

Vector Basic Score Vector Basic Score
CVE-2018-7078 | AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 7.2(High) (AV:N/AC:L/Au:S/C:C/I:C/A:C) | 9.0(Critical)
CVE-2018-7101 | AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H 7.5(High) (AV:N/AC:M/Au:N/C:N/I:N/A:C) | 7.1(High)

2018/02/02 iLO J7—AD17 1.20

FEEF—R— REBEETO HTMLS5 Hi&UE— M2V —ILIRC)ZHR— .

o HEUE— NIV —IL(IRC) TORIRRA—ILEHR— N,

iLO HBRYRI—IR—MEHTO IPV6 B{EZHR—h.

iLO HBERYRI—IR—NEHTO iLO EHE#EEZ HR— N,

RSA-PSS 7)Ld)A LD SSL SEBAZE DA >iRk— MaHR—K,

SNMPv3 Inform 75— MeHR—h,

IX(EFTEIC SNMPv1 Trap-SNMPv3 Trap:SNMPv3 Inform #i&IRTE34L5 SNMP 75— MkEE
581k

SNMPv3 1—H—-CtICI>DY ID ZFRTE TEBLD SNMP 75— MEgEZE{E,

BFRAJAEIR SNMP 75— NX{E5c2EK 8 HPR(CHLAR,

EREIRERR SNMPY3 1-H—%28& X 8 1—-Y—(JIL3R.

TERARYA HSA Trap #eexHR— K,

iLO Web 1>4—J1—AD"I7—AD17 & OS YINITIF7"R=S(C, "F1—(HBNN"NT>ZEN.

iLO Web 1>49—J1—AD"I7—LD17 & OS YIRIIT7"R—=S(C, "IARTHIBR"NT> 2B,

iLO Web 1>4—J1—20"I7—ALD17 & OS VIRNIIT7"R=J(C, "Uh)I\Uey b a7y IT—NAT> 3 %
B,

iLO Web 1>4—-J1—RICKRENB. OS (LAY AR=)LiBH - BWERYINII 7 Z2OBARBRRZH MR-
(Agentless Management Service D75 — MWE) .

RESTful API T NVMe R3(J0J0/(F1ZHR-K

RESTful API TT/\A 1> NEYR—K,

BIEAYINIITETHERT? ILO 1-H-7HU  MeXBIT 2. "U—EATHI> N AT 3 zHR—h
327 LAN R—=NSOT79 T USRS CEEEREN D IML AR M EE,

77— M=)VAXICIELLY 227 A ROM (BIOS) N—Z3rhieEie NV BBz iiE,

BIBF(C 2 DOARAEAT 1 7% I NTBE ARIEAT 1 7T INA AT I ATERLIRDEN DD EREZE.
ZAOVTMRAEAT A 7 THERHUIZIOYE —A A=W E(GGRAHAHFBFREL TYIY FEN 3 BEZ INE.




® JE—h Syslog —/\-D7 KL A% FQDN THEUIZAI(C, 75— MIEESNARBIENHDREZ

E&%O
® SMTP H—/{—% FQDN TEREL. ZRIFRREFC IPV6 7 RLAMREN BRI, 77— MhWEESNRN
ZENHBEERE.

2017/08/17 iLO Jy—AD17 1.15
® iLO SRED/ WPy TEUZ NFHEBEZ B R— K,
® SSH SRS AT EL T diffie-hellman-group-exchange-sha256 z#HR—k,
® 75— A= )LOFEFETEII0VXYIDTOEEY RURIEEZHR—1,

RESTful API T Power Cycle #&/F&2HR—h,

RESTful APl TEFREBEDEMERE- ROKEEZYR—I,

RESTful API THvv21E21-)IOIVT7IESOESEZHR—K,

RESTful API TOJ4>t+1)74/\F—D&EEZ T HR—I,

RESTful API T AT ANEIEIZA SN THSOFFERF R OEUSZHR— o

RESTful API TYJAEF—R— ROIFHIEF DR EEIR— N,

RESTful API TfER®® Cipher Suite DEVSZHHR—K,

AC ON #&4[E10 POST BF(Z iLO h* SNTP B —/\—hSEUSUIFZIZRA NI ERE I SRR HR— N,
A7 LY RME. ILO Web 1 >4 —J1— LW (AR IEERATURT—IZAN TR RSN D5 EN DD ERE%Z
BE

® iLO Web 1>45-J1—-RDY - /-BRR-SDIHEZNE.

® Java IRC (CBW T AREEXT A PDRT —IZANFRRENBWSEN DB IE.

® Java IRC OfERHRIC. O-DILISA 7> bDF—R— RMERCR DI EN D IMEZNE.

o SAFIAFEBNINELERRINBVGENHIHEZNE.

® IML (DX TFYR/—MEENZIHA. DTHIBRICK I HEN DL IE.

® RESTful API N5t +177 - MDERTEZITRARVSEN G S EIREZIIE,

® RESTful API 57— MBS EZEUS CERVSENHIREZINE.

® RESTful API TiLO [CA>Ab=)LEN TS SSL SEBAZEZHIBRUFR(C, iLO Web 1>49—J1—ZAH'T5—
IR INE.

® HIR—FENTLWRBWXFZEDI N —-TEMEEENIHHEIC, ILO EHEMEE TR IS - REIIIHEN
HIMEZE

o —EDTFIUTARAFYFT—(CHBVT, TF21T7TRBVFrYS IVRI A MRS —ORIEN SRR SN S %
=

® JIL—TF—h' 1)\ hER(E 2 N1 b0 iLO EHET I — T ERl TERV BBz =,



2017/06/07 iLO Jy—AD17 1.10
® AR,



