iILO J7—LADIF 7Y T —Miie

AE(&, Starter Pack (LD ILO J7—LD17%7yI7— R 2LEOFERBIERECOVTERAL TVET,
PYIT—NMEEZIRZEH - - DNEREIL BB EDEENMCEZ N BDFIT DT, AFBANZREETL
FEHRIBEDRVES YT T - NUTIZE W, Fe, TAESRIPCTFHARRTIST N (BE. & &
W, JAZXE) (CEDY—/N—DEREMELIEDEIRNIMENOLET L. RBOIHE. asMEEUIESEME
UIKIEDET . COLIMZEBRIRDCEIBTERZMELTZENHDEFIDTHRTERITE,

® Jy—ADIT77vIT—MR(CISUY—-0UO— RRY>FI(E F5 F—HSROTIEE0, 35 TENS
OEFERLUTIYIT— MR T URVRREICOTEIB SR, iLO DUy MEfToTEE W,

® H—/){—(CTPM FF TM BV AM=ILENTWSHE. X7 ROM(BIOS)E/z(E iLO J7—LA7
I7%7YI7T— NI BEIC. TPM FI2(d TM (CRET 3 1B HRZISNT 2V I N1 72 —RHE LT3\
7y TUTLIZEW, BIZIE, RSATESEYINIIT7ZERLTWRIBER. J7—LADIT7OT7Y ST —
NI T BRIEIEL TIZEW, VI NIITDELEZEFICS AT A ROM(BIOS) F/2(d iLO J7—
LIITDPYIT — NIl E . T—AINTICATERRZuIREMENHDET . TPM F2(d TM %
ERTZVINITTZZIEL TORUMARET(E, 25 ROM(BIOS)#/z(d iLO J7— AV 7 D7y
7 —MeBIRURVESCUTIZE L,

® |[H/N->3>miL0 Jr—AD17([1.10 Jun 7, 20171F/(EM1.15 Aug 17, 2017])HNEHEIN
TWEY—N—(CKILO J7— LI 7ZBRAUBE. TIAINNEETRIXR—IAD M -[75— kX
—IVIR=Z(CBVTISMTP 2+ 1774&#5(SSL/TLS) 2B % INERHCBHTULSIz8h, [SMTP 523
ZA7o0\ [SMTP 417455 (SSL/TLS) 2B 20 |23 (CL TSV sREN BN -2 0FFD
BE. 73— M—LEESNERDET,

® [H/N—>3>0iLO J7—AD17([1.10 Jun 7, 20171F/=(EM1.15 Aug 17, 2017 )HEEIN
TWBH—/{—(CK ILO Jr—ADI7ZEAUIISE. SNMPV3 75— MeERELTIREWV., 7Y ST
—MEIIC SNMPV3 75— MERERFERU TVERE. KI7—ADI7BREICERTEL TR,

® iLOJ7—AD17(1.15 Aug 17, 2017)D)I\yI7yTEYR N 7RERAERL T/\wI 7y T U741
%, AiLO J7—ADIT7TURRTURWNESICL TSV, iLO J7—AW17(1.20 Feb 02 2018)LL
B T)\WI TPy T U I7A N EHEVKTEE L,

iLO FMEVAF—D# K HW [BEREICLZREMBHE KR, ILO Tr—LADIV7yT7— hEHE
RIS\ Py TEVZ NP HERERERU T ILO BEDN\YI 7Y T #ITILZHERLET




® KRI7—LVIPDPYIT—REEICATOEITT—ADI7EVITNITTZTYTT— MU TLIZEW,
a) ¥A5 /s ROM(BIOS): Starter Pack @ Standard Program Package %i&E
b) Agentless Management Service: Starter Pack ® Standard Program Package %&
F
c) ESMPRO/ServerAgentService: Starter Pack O\ RILYINIT V%AV AR=)L
d) ZEBRINET—T1)71: Starter Pack D)\ RILYIRNITT7RAS A=)
e) RESTful 1>49—J1—2XY—)l: Starter Pack O/\> RILYITNIT7%A>ZAN=)
f) ESMPRO/ServerManager: BIfEKIESMPRO 7vJ7— MiE 12588
g) IVZATLABHY —EA(MG)DZREEIREEE TP )l BIFEIESMPRO 7vJ 7 — MiRE |2 S8R

® IPMI (& ZOfEHk L. /NRD—R/\w21ZBISEN 3Me551E(CVE-2013-4786)iEFNTVET,
MTFIER, ILO 5 I-T—XHA ReSRU TS,

® KiLO JP—AYIFTHR—NI3 HTML5 H&UE—RNIYY—)L(IRC)(}, BAEF—R— RO¥ A
/2, Alt F—DAANTEEL Ao AITERVF—(E. OS ORYY—>F—K— RigheaEAL T}
20, Alt F—(F. HTML5 Hi&UE— NI Y—IL(IRC)DIRAB+ — THEREIRE TS,

® OSAYAM=IVHIICAK ILO IJ7—ADITFADTYIT— M55 (E OS 1 VAN —2a i/ ke
BRL T BIOS/ 5w hJA— L&A (RBSU)D[Date and Time]-[Time Format]D:&E%(To>TH
5K ILO J7—LADITADPYT T — N RHEL TUZE L,

KiLO IJ7—LIITPADT7YTT—MME&, BIOS/T5vhIA— L8R (RBSU)D[Date and Time]-
[Time Format]Di&EICENE T, [iLO Dedicated Network Port] #/z(& [iLO Shared
Network Port]®[SNTP]-[Time Zone]lZH1 LY - %% TFEL TS,

@® RBSU ®O[Time Format]D:&EN[Coordinated Universal Time (UTC)]Di%E :
—RBSU D[ Time Zone]tEUBISEETEL TIZEWUTC (& GMT (CFRAE X TIZEW),

) [Time Zone]h""UTC+09:00, Osaka, Sapporo, Tokyo, Soul, Yakutsk”®i%
A. [Asia/Tokyo(GMT+09:00:00:00)zZ:&RLE T,

@ RBSU D[Time Format]Ds%EN [Local Time]DIHE :
—[Local Time]ICRIEd 291 LAY - =% TEL TR,
) 07— BEARDIZE. "Asia/Tokyo(GMT +09:00:00)"%&RUEY

® [SFEENTz SSLEEEAZEN A AR=ILENTUVRLMARE T, Microsoft Edge 42 Z{ERUT.NET
IRC Zi2EN S 2L, tF1)T( 74N T -0T RUAN-(CRREN., 7IUT—23>05 0> 0—
RAJOvIENEd . COBE . BLIFOWTNAZEML TIZEL,

> ASFESNJ SSLEEBREZAVAN-ILU T, [YE-RIDY=IL & AT4 7 1-TEF1VF1 IR
OIIRC (3 iLO ADEEENTEIAZZERUE T 1 ZBRNICTT 2.




> J39Y—0tF 1T TA2%IIVI0, AT IOVRFFE] I RIHICZEERY T 7Y IO IART
O T VEFRRIEIINIT B,

> .NET IRC 2{EH9 %1% 5[ Internet Explorer 11 ZEHI 3,

Microsoft Edge 42 J5UY—(ERAFCEF1UTEERAZEDIS-EENRREINZHE. [55H ]
ZIUwIL, [2D Web R—SOREZSHTS 120Uy )L TIZEW, EREH TRVEEAZEOZEEN
VI PY T HFRREBIICT BICE. EFEFEHAEEA > AN=ILUTZE L,

AKiLO J7—ADI7OT7YIFT—MEIC.NET IRC 2{ERAT 3155, FaI(C.NET Framework %/\
—23> 4.5.1 LUIFICEHLTEEV, BEFRUTOWRWES, 7T —3a et RN RETD
CENBNFET,

Microsoft Edge 42 J5UH—{#RE, iLO Web 1>4—J1—Z EICUE- NI Y-ILOY LRSI
HERENBVSENHDET , HLARA I ZFRRSEBIC(E Internet Explorer 11 F/z(&
Microsoft Edge 42 J59H5 -4 DT 55— (Mozilla Firefox. Google Chrome ENAILE&
U5 R M) fERL TIZEW,

AILO JP—AWIPAERE. [IBR]-[tF VT 1R— RIBLUAE L QUzInERENZHES

PB0ET . RBSU 12 iLO DREDIREECESTF ILO EFIUFADRF—FRCG UAIHFRENETD

T, BBEEOTF 7RIS — (S0 TEF T O3HVESFEVLEY . #HEZBEEOME, iLO5 1Y~
ZHA RESBL TR,

iLO OBERIDIRRE(CLD[IBER]-[ 1Ty 1h— RO+ 1)T—AFT—FR" IR ITH>
TH. iLO Web 1>4—-J1—ABEIOA LEBD"ILO tF1UF1" 74 INMEE(CRZIZENHDET . [1B
R)-[TF1)T1 Py aR— R0 "2EF 1UT — AT —HR"HMRIEDTF 1T IREEZRUE T,

AKiLO J7—ADIPABERE. ILO HLRFM T AN A R=ILENTWBIBE(C [ PV E]-[ 7Y T T
—MI—EX]-[FV2T L — RS = OFRE T L — REFGRICARFF T INGRTE LRV TS W, K
MENZER(E, ILO [CHUTKBERIRBRZEEMTNNDLD. ILO A2F—J1—-AVPEIE 1-T1)FT1h'5
AEREDEBZITHEIEL THEEE I DUNTEFEA. B RFE(E BMC BRI -T1UT(D[ L5
HEIFOT I4)L MY M AT2aY(24D ILO 2T DT IA) MEE LR EZITOIGE . SREE
Ty heNI IV I L — FeKiE AT o] |2 R LE T,

[EF2UT4]-[7IEAEE]-[ILO]D [RANBEENME 1 Z [ BN ] ([GGRELHEE RICTRIBRIF
ELFT,

«  ESMPRO/ServerManager ®75—hkE1—7IC“Remote Insight/ Integrated Lights-
Out FRFFENBVLOJ A EITIRE DXV - IS HFTREINFT

«  Standard Program Package (SPP)ZiER Y%L I5—HFRELET,

e  ROY—ERHEEZCFIRIRTER Ao




«  RAID®#RY-ER
« ILOMUNETB/\-ROITVICEIT BT \A RIBIRDERTEIFIRDS IR KUY bOJFREERE

H—)\—EEHS OS DIEEISE THE CORI(POST EITHESHFT)(E. iLO OBEEFZITHRVTIE
S0\ T2 AT A I-TAUTADIRVEEDE., iILO OBREN ZITHRVTLZE,

AL T ILO OB EZITE. BRIFURVEIELRZIBENHNFET . XL SAFTLAI-T()F
{DEREZF R ILO DBEZITIE. BEDI AT ABREIIE(Reboot) NEFEICEIELRVEG
B0, EB(IERERENTLVS Serial Number., Product ID REDETEIEREHEIIBEENHDET,

Ffz. POST EATHI(C ILO OBEENZITIL. [1BIR]-[ME]R—>(CH1F5 UUID. UUIDGRIE)NARIE
BREFRICBDIZENDDFT  REBRREBOIGEF AMEREEOERZAT, AZL TS0,

U TFOZEEmIZLUTVWRES. iLO5 Jr—AD17/N—>3> 1.38 BLATH. 25/ ROM v2.00 LA
TEHREINTLS PMem ADRE LY —%HR— MU TORVED, H—/—DBEMEVMAEE(CHNT
6. 7N ESR(ICEER T BI5ahHDET .

- Y275 ROM N=23> 1 v2.00 LABZ
- iLO5 Jy—LAD17)\=>3> : 1.38 LAFl

iLO5 J7—LD17%/\-23> 1.43 IBE(CPYTT— NI BT TIRETEET,




CXARFBRE

2021/12/06 iLO J7—AD17 2.60

H—-N\—-FBicHE(C, iLO Web 129—-J1-AD[S AT LIER]-[RYRI-IR-ZHEEEFENR
WiEEH 34 EiE,
RESTful API ®&UY—-Z0OTO\TA(CBNT. "StructuredName" JONTAHEEEDHRRIT DL

S(ChE,
TIBHEEEOT IA) MNYEZEFREITULEIC ILO Web A >4—J1—ACTHCATERRIBEN
HIERWE,

Y-\ -Z BB I 5EH(C EXPRESSBUILDER (L7 ZATE K BDHEN D42 E.

iLO Web 1>4-J1—2D[t+171]-[SSL it FAE ] (CHBIFBEEAEZEDHAINA AFERO1-HEUT
1%ZZE, {BL. BE) SSL SIRAEEIRHEREERYR— b

RESTful API ®XEUJY—X(/redfish/v1/Systems/1/Memory/procidimm(n))(c DIMM &
i&H (DIMMManufacturingDate) B0,

2021/10/01 iLO J7—A"17 2.55

32T LOBRENE(CTH T —DIRIBILE— RIMEHFEN RS SN D22 TRE.

32T ADEREITRDT )N 24 >R NJIZBWT, PCle VDM 4 >4 —J1—ZAWERNTEIEICAN —
1> MO—-F—1&HZITOL IR Z N E,

iLO MEEEIV Y hENTHZE. OS B NVMe RS/ T ZRHE LR34 2=,

IPv6 O SLAAC B3h/ 3D ENEE NS, IPv6 #HMEAR(C IPV6 REDEIEANKELT S
BEhh3eiiE.

iLO Web 4>45—J1—-D[ AT LIEHR]-[ARL—S]CBNT, YRR/ TERIBRSATDIYES)
FIRZE&EX 64 NL5R,

AX =742 NO-5—-(CHBIFBRBEENENRIGE(CT — NFRIN R EEN D2 4HE. > b0
—SMRHESNRVEEN B2 2T8E.

Windows DFEIEENTE(C N8103-239(480GB 0S J— & SSD R— K (RAID 1))DZXFT—HAN
RBACRZCEN DR EIE,

iLO REST ¥Y—JL. Web 1>4—J1—Z(CHBWLT. 20KB ML LD SSL Y —/\—5EBAZE D1 >h— MR
- |\o
NZT—REBEEICBUVT. 64 XFDNZT—REYHR-K,



® NVMe M.2 RS1TDNILRESRILIEE NVMe (HAERERINIRE,

2021/04/30 iLO J7—ADI17 2.44

o LITOHESSHENIE.

CVE-2021-29201 -Y0XYA NROVTF1>4

CVE-2021-29204 - JO0XY4A NRIVTF4>4

CVE-2021-29205 - YO0XY4A N IVTF4>24

CVE-2021-29206 - YO0XY4A N IVTF4>24

CVE-2021-29207 - JO0XYA NRIVTF4>4

CVE-2021-29211 - JOXYA NIV TF4>24

CVE-2021-29202 - XEUBHE(N\wI7A—/)\-J0-)

CVE-2021-29208 - DOM R—2J0ZXYA NAHUTF4>4 . CRLF 1>>1533>
CVE-2021-29209 - DOM A=2H0XY4A N IVTF4>% . CRLF 1> 1933
CVE-2021-29210 - DOM R—=2J0ZXYA NAHUTF4>4 . CRLF 1>>1533>

Reference V3 Vector V3 V2 Vector V2
Base Base
Score Score
CVE-2021-29201 CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:N/I:L/A:L 3.1 (AV:N/AC:H/Au:M/C:N/I:P/A:P) 3.2
CVE-2021-29202 CVSS:3.1/AV:L/AC:H/PR:H/UI:R/S:C/C:H/I:L/A:L 6.4 (AV:L/AC:H/Au:M/C:C/I:C/A:C) 5.9
CVE-2021-29204 CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:N/I:L/A:L 3.1 (AV:N/AC:H/Au:M/C:N/I:P/A:P) 3.2
CVE-2021-29205 CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:N/I:L/A:L 3.1 (AV:N/AC:H/Au:M/C:N/I:P/A:P) 3.2
CVE-2021-29206  CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:N/I:L/A:L 3.1 (AV:N/AC:H/Au:M/C:N/I:P/A:P) 3.2
CVE-2021-29207 CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:N/I:L/A:L 3.1 (AV:N/AC:H/Au:M/C:N/I:P/A:P) 3.2
CVE-2021-29208 CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:C/C:H/I:H/A:H 7.6 (AV:N/AC:H/Au:S/C:C/l:.C/A:C) 7.1
CVE-2021-29209 CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:C/C:H/I:H/A:H 7.6 (AV:N/AC:H/Au:S/C:C/I:.C/A:C) 7.1
CVE-2021-29210  CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:C/C:H/I:H/A:H 7.6 (AV:N/AC:H/Au:S/C:C/I:.C/A:C) 7.1
CVE-2021-29211 CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:N/I:.L/A:L 3.1 (AV:N/AC:H/Au:M/C:N/I:P/A:P) 3.2

2021/03/08 iLO Jr—AL"17 2.41
® Treck #t& TCP/IP 29v)DiES5 M (CVE-2020-27337) Dl

Reference V3 Vector V3 V2 Vector V2
Base Base
Score Score

CVE-2020-27337 CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L 7.3 (AV:N/AC:L/Au:N/C:P/I:P/A:P) 7.5

e LOO-AI1-H-7hHU>bD"Role” (HEETY A ReadOnly”®7hHI> hNCBEDO/NZD—R%
ZEIIHEC. IT-HIRETIMHENE,



“IRANSREEN B WESNDIRRE T, “CF1VTERTE" ZT AN NIERIBEWI - “StFiUs1"—>"
FBIRIR") Uy MUIENKE T 2I5E N H M Z2iiE.

iLO J7—AD17 1.47 [CBWVT. VMWare ESXi #{&$(C iLO 5 Channel Interface
Driver(CHIF R54/0)D CHIF I5—% IML ([COJUTUFEH=ilE.

"smad[]: No response from iLO for Hello"®Xvtz— 4 Red Hat Enterprise Linux DAF
AOJ(SYSLOG)D>RFADJ(COVaN 24 %cE

Linux @ VSP(Virtual Serial Port)5—Z7I)LA®D 255 XFL EOXFFOIE—/R-ZAMTER
HaeiiE,

IPMI OX> RICBWVT IPV6 ZHR— K,

iLO Web 125 —=J1—AD[ AT LIEER]-[ XEV]CHWVT. ¥IEEXATURIRIC DIMM SI7IILES DR
RZEBN.

JE—b Syslog #EEBRNEE. Syslog(ARL—F1>I ST LD AT LOT)AD iLO O"tF1U740
VMOIRESL: e =N

RESTful API TOII7IA A —T1— AN EHEREZ BN,

Redfish DA YA —(C iLO RA M ZIBN.

iLO Web 129—=J1—-ZAD[EH & iBE]-[BAX=T=]CBENT. 1>5-)0U"1week " Z1ENN.
POST 51 iLO Uty bl LE#BEZIB T,

7168 EyhEDAZEL LDAP CA SEEAZE D1 > R— MEBEZENN.

SSH 074 > BOFRRICOT( > F1)74 N\ F—DARBZEN,

iLO Web 4>4=J1—-O[EIR]-[BECHNT, ARV —FT1>I AT LAON-S3>FrzYR— K,
iLO Web 1>4—J1—-2D[1BHR]-[ME](CHVT. T5yRIA—LD RAS RIS —FREHR—K,
Redfish MO1Z#E Computer System Z+—IDUtybh, JL—XIIWIAST— K7D 3> %8R- K,

iLO Web 1>9-J1—-AD[EBHKEE]-URECHVT. CPU J\WWr—SRE (RRE)2RE T34
(CeiE,

HALIRN7HAYF AN~ (SATA R54T7)D RESTful API (C&2045—33> LED iz tR—h,
HLLIRTH9F AR —S(SATA R34 D) DEFIRIE#EEEZ B R— K,

2020/10/13 iLO Jr—AD17 2.31

UE—b Syslog (CBWT. IFEE(LT -2 % RFC5424 (CEERLT 24580

VSP(Virtual Serial Port)#2HT. NULL XFHEFN2 771U Tl cat1F (& head 1F (&
[tail IOV REEITIBE VSP B\ J 320 NULL XFOEICTrPAIVENIZ I U TUESCEN DD
HaehE.

iLO Web 1>4—J1—-ATERSNLZEOT LI NI - T3 T Kerberos SREENEREN T
WBIEE. TALINII-TTot0- 84> AV KT 2IEEN D212 elE



Gratuitous ARP(Address Resolution Protocol) Z{EH 93y~ I—-I0—-RN\F25—-TJ11I)l
A=IN=DREL. T —NITADNTIANA=N=UIeZEMI AT NTBHIENTIZE(C. —EB DR~
V=094 T MSDBIEN ILO 5 (CRIETERVCEN B2 ZiNE.

I/0 T/\AZAAD MCTP 77t ZBF(C iLO T”device/adapter not responsive”®O0%4 1, iLO
AR MDY (IEL)(CEFEIN TUEIZEN D242 TE,

iLO Web >4 —J1—ZDIRIERIAR T (CL Dy MU, ILO HERVEY NRRICEFN LIS
iLO Web A>A—=J1—AD[F14THA1 I EIR]-[AEFZE]R—Z(CHLT. One-button F177/HEHLEE
ZHMR—h,

iLO Web 1>4-J1—-ZA0[EIR]-[1-U-EIE]- [0-HIl1-Y-BEmmlxE [O-ml1-5-
DIREIR—S(CBNT, I-T=7HU> MERICERIICERSNIAER 7Y MO ORI ATEEOHER Y ~
ZRIRERTE - 2B CES"Role” (131 #EN.

HTML5 JE— BRIV —ILE-RICAA> RO E— REFTFRT1> ROE— REZEBEN,

iLO Web 129=J1—-ZD[EH & BE]-[T71R—JICBVTER/NI7 REEREBMDIRR.
[BH & BE]-[I7V]-[HE]-[J7 VK EIR-SICBVWTERNITVRELREEBR DR TE S
BR—k

RESTful TOBX(cBEMEEBEE—TJE-RADYS—M2EN.

AN OS M5DRAE NIC #2ETO iLO Web A>4—J1—ANDF7ILARHIRA S OS hBDE KT
L CEHRITER L5 b,

iLO 0T TEEET JA) MREADULY M Set to factory defaults)®#3E1793&. iLO Web 124
—JI1-AD[TF 171 ]-[TIEAKE]R-SDIRIE NIC DFEENEINERDLICEE,

RESTful API ZEHUT DIMM JU7IESD5HERDHEEEZ HR— N,

2020/6/22 iLO Jr—ALD17 2.18

Reference

CVE-2020-11896

Ripple20 OO MEICIIIE. COMESSIEE. I-FOEIT. Y—EXIETBORRA. HEIBIRORA
WDHICUE— M SERINSEIEEHEN®HDFET .

V3
V3 Vector Base V2 Vector
Score

V2 Base
Score

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:H 8.2 (AV:N/AC:L/Au:N/C:N/I:P/A:C) 8.5

CVE-2020-11898

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 7.5 (AV:N/AC:L/Au:N/C:C/I:N/A:N) 7.8

CVE-2020-11900

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H 10.0 (AV:N/AC:L/Au:N/C:C/I:C/A:C) 10.0

CVE-2020-11906

CVSS:3.1/AV:A/AC:H/PR:N/UI:N/S:U/C:L/T:L/A:H 6.4 (AV:A/AC:H/Au:N/C:P/I:P/A:C) 5.8




Reference

CVE-2020-11907

V3
V3 Vector Base V2 Vector
Score

V2 Base
Score

CVSS:3.1/AV:A/AC:H/PR:N/UI:N/S:U/C:N/I:L/A:H 5.9 (AV:A/AC:H/Au:N/C:N/I:P/A:C) 5.3

CVE-2020-11911

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:L 3.7 (AV:N/AC:H/Au:N/C:N/I:N/A:P) 2.6

CVE-2020-11912

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N 3.7 (AV:N/AC:H/Au:N/C:P/I:N/A:N) 2.6

CVE-2020-11914

CVSS:3.1/AV:A/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N 3.1 (AV:A/AC:H/Au:N/C:P/I:N/A:N) 1.8

2020/2/11 iLO J7—ALD17 2.14

BUF 077350 —9—%3fgm— k.

» Xilinx Alveo U250

» Xilinx Alveo U50

RESTful API #2EHT Inlet Ambient T>Y—01—-Y—-FE&ENIRERSHIZSEEEE
DtgREE YR,

BR-ERTETE

W

2019/10/30 iLO Jr—AD17 2.10

iLO J7—AD17(CdoTOTEN2t+1UT1ARD hO[IEHR]-[TF 217107 1A\DENN,
[BIR]-[J7— ADIFARIE]CT7— AT 7 DIREEHEEEZ BN,

POST E1THDTy—LD17e8E AMEX/UN)/\UZITIF 17 A5 — M&EEIEIC System Programing
Logic Device(CPLD)DA&REEZ1TO &I (CHEBETLER

Intelligent System Tuning XZ1—%&/N\TA—N A EIRHAERZEE,

UHINARS "DT 5~ MBI,

iLO OtF1VT/ERECHBVT, TF1)7REEIC CNSA T—REHR—K,

iLO OEF2UFT/EEICHN T, EERTF1UFT1/FIPS/CNSA hEEESNY—/{—TOH Smart
Update Manager(SUM)/Smart Update Tools(SUT)&EHR—K,

UEFI 2257 L1 -TAUTAZERULTIAL IR Iy F AN —Z (DAS) 2B I 21D T7 — ADIT DX
F=I2)EYIR—h,

RSATRADIYYESTBERDA > R— M LU LI AR - MeBEZRE

BRIV ILENS ILO T7—ADI7. X7/ ROM, CPLD ZRE I 3IzCHEBD7YIT— ]
AER EEHIPRZENN.
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CVE-2019-11982 | AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:H/A:H 8.3(High) (AV:N/AC:H/Au:N/C:C/I:C/A:C) 7.6(High)
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