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@® RBSU ®O[Time Format]D:&EN[Coordinated Universal Time (UTC)]Di%E :
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[EF2UT4]-[7IEAEE]-[ILO]D [RANBEENME 1 Z [ BN ] ([GRELHEE RICRIBRIF
ELFT,
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«  Standard Program Package (SPP)ZiER Y%L I —HFRELET,

e  ROY—ERPBAEZCFIRIRTER A,
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{DEREZF R ILO DB ZITIE. BEDI AT ABREHINIE(Reboot) NEFEICEIMELRLG
B0, EB(IERERENTLVS Serial Number, Product ID BEDETEIEREHEIIBEENHDET,

Ffz. POST RATHIC ILO OBEEEZ1TOE. [1BIR]-[BIZE]R—>(CH51F% UUID. UUID(GRIR) A IE
BREFRICBDIZENDDFT  REBRREBOIGEF AMEREEOERZAT, AZU TS0,

U TFOZEEmIZLUTVWRES. iLO5 Jr—AD17/\—>3> 1.38 BLATH. 257/ ROM v2.00 LU
TEHEINTLS PMem ADRE LY —%HR— MU TORLED, H—/—DBEMEVABE(CHNT
6. 7SR ICEER T BI5aNHDET .
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CXARFBRE

2022/02/23 iLO J7—AD17 2.65

SUM 178, 7vJ7 — NEEHERDRDHDA AR N)% 2 BIERBULRVEA A NMDRRIILRWS S
o2 ztE.

RESTful API [CBWT. AN NBXIOY IRV TS > B8 Z T8 FERMF T TUY-RBEELTU
FEEN DI ZRE,

IML BE4EEF(C iLO (C&D IML BEMEIBM TR RV EN S22 E,

THTH—DIRAEILE— ROIRREN, B —/\—1T — ME(BIERINBVBEN DD ZIRE,

ipmitool (C&2 Y —IBIREUS CTARIERRY NI —IR—NESZUA N ITUTUESIZEN DD 4%
HE,

OpenLDAP RX—=2Z®D7 1L MY —)\ADFREECH LT, LDAPY3 N—ZEREEDI&EE 2 HR— b,

RESTful API [CBWVT. LU TFDOHEEEZHR— B,

> DMTF 5RZE®D Redfish Device Enablement(RDE){t#k CAREENS RDE ARL—3>%&HR
=k

> BEIEERD Universal Backplane Management (UBM)J> hO—3(CX39% DMTF SRE D
Platform Level Data Model(PLDM){T#RICE DV FW 7y —eHiR—hK,

2021/12/06 iLO Jr—AD17 2.60

H—-N\-BiEE#&(C. iLO Web 1>7—-J1—XD[Z AT LIEHR]-[RYNI-TR-ZHBEEIEFHENZ
WEEN DM ZIE.

RESTful API O&NY—Z2OTO/NTAICHNT, "StructuredName" JONTAHERNIEOHERRI DL
3(ChE,

TIBHBEBEDT TAI NETEDEFRITULEC ILO Web 12— J1—X(CTFHTATERRZIEAN
b3 EINE,

H—)\—%BILE) I 2L#H(C EXPRESSBUILDER (L7 A TERLRBIBEN DI E.

iLO Web 1>45—J1—A0[t+1)71]-[SSL iEBAZ |(CHE T BEEBREDNRINA AFEROI-TEUF
1%ZHE, {BU. B SSL AAESEFREREERY MR-,

RESTful API ®XEJVY—X(/redfish/v1/Systems/1/Memory/procldimm(n))(c DIMM &
i&H (DIMMManufacturingDate) &1,
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2021/04/30 iLO Jr—ADI17 2.44

BUF OREssEniiE

CVE-2021-29201 -Y0AYA NAOVTF1>4

CVE-2021-29204 - JO0XY4A NAIVTF4>4

CVE-2021-29205 - YO0XY4A NRIVTF4>4

CVE-2021-29206 - JO0XY4A NRIVTF4>4

CVE-2021-29207 - #ORYA NROVTF4>4

CVE-2021-29211 - JOXYA NRIVTF4>4

CVE-2021-29202 - XEURHE(/\wI7A—/{-J0-)

CVE-2021-29208 - DOM R=H0ZBA NI TF14>4 . CRLF 41>21923>
CVE-2021-29209 - DOM A=2H0ZXYA N I)TF4>% . CRLF 1> 1933>
CVE-2021-29210 - DOM R—=2902H4 NRYUTF4>4 . CRLF 41>>1933>

Reference

V3 Vector V3 V2 Vector V2
Base Base
Score Score




CVE-2021-29201 CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:N/I:L/A:L 3.1 (AVIN/AC:H/Au:M/C:N/I:P/A:P) 3.2

CVE-2021-29202 CVSS:3.1/AV:L/AC:H/PR:H/UI:R/S:C/C:H/I:L/A:L 6.4 (AV:L/AC:H/Au:M/C:C/I:.C/A:C) 5.9
CVE-2021-29204 CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:N/I:L/A:L 3.1 (AV:N/AC:H/Au:M/C:N/I:P/A:P) 3.2
CVE-2021-29205 CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:N/I:L/A:L 3.1 (AV:N/AC:H/Au:M/C:N/I:P/A:P) 3.2
CVE-2021-29206  CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:N/I:L/A:L 3.1 (AV:N/AC:H/Au:M/C:N/I:P/A:P) 3.2
CVE-2021-29207 CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:N/I:L/A:L 3.1 (AV:N/AC:H/Au:M/C:N/I:P/A:P) 3.2
CVE-2021-29208 CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:C/C:H/I:H/IA:H 7.6 (AV:N/AC:H/Au:S/C:C/l:.C/IA:C) 7.1
CVE-2021-29209 CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:C/C:H/I:H/IA:/H 7.6 (AV:N/AC:H/Au:S/C:C/I:.C/IA:C) 7.1
CVE-2021-29210 CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:C/C:H/I:H/A:/H 7.6 (AV:N/AC:H/Au:S/C:C/I:.C/IA:C) 7.1
CVE-2021-29211  CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:U/C:N/I:L/A:L 3.1 (AV:N/AC:H/Au:M/C:N/I:P/A:P) 3.2

2021/03/08 iLO J7—AD17 2.41

® Treck & TCP/IP RAvIDRE5514(CVE-2020-27337)DekE,
Reference V3 Vector V3 V2 Vector V2
Base Base
Score Score
CVE-2020-27337  CVSS:3.1/AV:N/AC.L/IPR:IN/UEN/S:U/C:.L/ILLIALL 7.3 (AV:N/AC:L/Au:N/C:P/I:PIAP) 7.5
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2020/10/13 iLO J7—AD17 2.31
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® Gratuitous ARP(Address Resolution Protocol) Z{#ER 92y ~J—0- RN\ 5 -TJ11)L
A=IN=DFEU. = NITANTTAINA=N=UZENI 17> NMSBRIZNTHEE (L. —EBDTRY ~
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® I/0F/\AZAMD MCTP 7/t AB%(C iLO T"device/adapter not responsive”’®O0%h'. iLO
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® iLO Web 124—J1—AD[FATHAIIEIR]-[#HZFE]R—>(CHULT. One-button TFa17HEHLEE
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® iLO Web /249-J1—-AN[EE]-[1-Y-EIE]- [O-HlI1-Y-0Epl]Fred [O-hL1-5-
DIREIR-J(CBVT I-H-7HhU> MERR(CEBRIICERSINIAER Y MOHZI AEEDIER Y b
TEIRERTE - B E TE3"Role”(1&E]) #EM,
HTML5 UE—RI> VY= ILE-RICRZY R7OVE— REFTFRD 1> ROE—REZBNN,
iLO Web 1>9—J1—-2D[EH & BE]-[I7>1R—-SICBVWTRNI7VRE L REBROERR.
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HR—ho

® RESTful TO@EMICEEMEELE—JE-RROTS—MNEN.



RAK OS H5DRAE NIC #REHTOD iLO Web 1>4A—J1—AND 77 ABFHIRA N OS heDEKITE
U TR TEBD LI

iLO 0T ETEET JA) MERTEADULY M Set to factory defaults)Z3E179%&. iLO Web 124
—J1-ZD[EF1V71]- [TV EEEKE] RS DIRIE NIC DFEENEINERDLIICEE,

RESTful API ZERULT DIMM )7 )| &S Dk EDEREZ BR— N,

2020/6/22 iLO Jr—ALD1)7 2.18

Reference

CVE-2020-11896

Ripple20 DIEOMEER I, COMESEER. T— ROZAT. H—EL IBEOERE, MEERORmR
VDRHCUE— MBS BRSNS AN BT

V3
V3 Vector Base V2 Vector V2 Base
Score
Score

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:H 8.2 (AV:N/AC:L/Au:N/C:N/I:P/A:C) 8.5

CVE-2020-11898

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 7.5 (AV:N/AC:L/Au:N/C:C/I:N/A:N) 7.8

CVE-2020-11900

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H 10.0 (AV:N/AC:L/Au:N/C:C/I:C/A:C) 10.0

CVE-2020-11906

CVSS:3.1/AV:A/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:H 6.4 (AV:A/AC:H/Au:N/C:P/I:P/A:C) 5.8

CVE-2020-11907

CVSS:3.1/AV:A/AC:H/PR:N/UI:N/S:U/C:N/I:L/A:H 5.9 (AV:A/AC:H/Au:N/C:N/I:P/A:C) 5.3

CVE-2020-11911

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:L 3.7 (AV:N/AC:H/Au:N/C:N/I:N/A:P) 2.6

CVE-2020-11912

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N 3.7 (AV:N/AC:H/Au:N/C:P/I:N/A:N) 2.6

CVE-2020-11914

CVSS:3.1/AV:A/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N 3.1 (AV:A/AC:H/Au:N/C:P/I:N/A:N) 1.8

2020/2/11 iLO J7—ALD17 2.14

BT o750 —9—%3gm— K,

» Xilinx Alveo U250

» Xilinx Alveo U50

RESTful API #2838 T Inlet Ambient €29 —-01—-Y-E&ROIRELERIEERMEZ
DtgREEYIR— N,

o

BB TE
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