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iLO Webmafi 2D h ¥vO ®—[iLO Dedicated Network Port]k [SNTP]JAD> ©r %5 ™= 8 [Use
DHCPv4 Supplied Time Settings]< [Use DHCPv6 Supplied Time Settings]Z [ - ==
J 1 ™9

BIOS/K ' s hodH (RBSU)# [Time Format]~ [Local Time]i o= ™ 8
[Local Time]~ A o wat oD fi &[Time Zone]~ “=0 0] ™9

— 8 [Asia/Tokyo(GMT+09:00:00:00)]/[Osaka, Sapporo, Tokyo, Seoul, Yakutsk
(GMT+09:00:00:00)] ) ~8 [Apply]i«' P e ==0 0 ™9

BIOS/K 'y hodt (RBSU)Z [Time Format]~ [Coordinated Universal Time (UTC)]
JL o= ™ 8 [Time Zone]~ BIOS/K ' e J hoDF (RBSU)# td =™
[Time Zone]ls 4 - =0 00t ™9

RBSU — [Time Zone] ¥dJTC+09:00, Osaka, Sapporo, Tokyo, Seoul, Y a k u+ s k ® iLO—
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NEC BIOS/Platform Configuration (RBSU) F ?

ﬁ System Utilities > System Configuration > BIOS/Platform Configuration (RBSU) > Date and Time >

Date and Time

Date (mm/dd/yyyy) 10 04 2017
Time (hh:mm:ss) 14 51 28
Time Zone UTC+08:00, Osaka, Sapporo, Tokyo, v/
Daylight Savings Time Disabled v

Time Format Coordnated Universal Time (UTC)

sct

Manufacturing Defaults
Save
Save and Ex)

Pz sew mmae

iLO Dedicated Network Port - SNTP ® O ®© R ?

Summary General 1Pv4 IPv6 SNTP

SNTP Settings

O Use DHCPV4 Supplied Time Settings
O Use DHCPV6 Supplied Time Settings

O Propagate NTP Time to Host

Primary Time Server
172.16.0.2

Secondary Time Server

Time Zone
Asia/Tokyo (GMT+09:00:00) v

Reset iLO Apply

Changes to SNTP configuration may require an iLO reset in order to take effect.

Primary Time Server, Secondary Time Server, Time zone, and Time Propagation
settings are shared between all iLO Network Ports.

(RBSU)# [Time Format]~ [Coordinated Universal Time

SNTP —

iLOWebmafi 22 h VO ©—
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iLO 6
NEC 1.30 Feb 28 2023 ><

Information

System Information
Firmware & OS Software
iLO Federation

Remote Console & Media
Power & Thermal
Performance

iLO Dedicated Network Port
iLO Shared Network Port
Administration

Security

Management

Lifecycle Management

g

—iLOa> o%lt

A

Overview

Information - iLO Overview

Security Dashboard Session List

Server

Product Name Express5800/R120j-1M
Server Name WIN-DPUHTH71MV0
System ROM U54 v1.30 (02/16/2023;

System ROM Date 02/16/2023
Redundant System ROM  U54 v1.30 (02/16/2023;
Server Serial Number CNX2420578
Product ID
uuip
Remote Console

WC3382-010
33334367-3238-4E43-5832-343230353738
HTMLS ] NET

A

==

Ev<:>=|A9

$5/8=| A°

® © & @ =

I
A OpPowers ¢ fi -

QUID e i -UD!' fik Lo loh~n
— UDLED ®¥ > = &~ |

« fi —

@

— = i
Agl_'—|ﬁ
q wt A

| 8

" mmd fi

AL

ODDF’Zi O mm¢fi -ODPOI—-Zi1 ®@0®@¥vD 2 00—
=8 QOPOY—hOfis
eov)O 2 ol

fi 4L o3 A9

oK:-

@:IAQ
L

' — " flL'
oV —2Zi
™

iLO Event Log

dd> or = ™=
£%3A°dDd 0
8?9'—|ﬁ£v

@ ¢ & ~

l—'vQOA-”l—|8l—(Dﬁ; b4

L

P w

iLO

1P Address

Link-Local IPv6 Address  FE80:5EED:8CFF FE36:A680

iLO Hostname

iLO Dedicated Network Port
iLO Shared Network Port
iLO Virtual NIC
License Type

iLO Firmware Version
iLO Date/Time

8

1

3V |

2% -] 1=9 V|

Integrated Management Log

ILO Advanced limited-distribution test

r =

tal

8 @9 D o @]

™{|{gdPO—Zi @evd i e- || =

P wo ==

® 0O D O » ® 9 4 ? |
Security Log  Active Health System Log  Diagnostics
Status
172.16.200.26 Server Health © 0K
Health LED @ 0K
LOCNX2420578.bmc.com iLO Health Degraded
iLO Security, @ Risk
Server Power ®ON
UID Indicator © UID OFF

1.30 Feb 28 2023

Fri May 19 11:46:49 2023 Module Type

Platform RAS Policy
Trusted Platform Module

Firmware First
Present. Enabled
TPM 2.0

microSD Flash Memory Card  Not Supported

AMS

-

£Z)

p@d »o fi ) »p—

?

| 8 1 —wWaifid
SEENS

— LOWeDmafi 22 h YVaem®? 2o ' fi —

A-1e o

L

£%30° @
AL

4

AL

90K

=0 001 ™9
14 vad o] 8 aKo s D%N] 549 aKo A" D
A ILOWebwafi 22 h v2 ©0> od

td=2%48iLo—Zi KkAd o©
—Zikrector]r-|s/ —ad o—

@:IAQ

~ Nef|

L

~ Nef|

@ﬁAg

=*=|A9l_'—

S
ko tfid -3

RE - Younli ® D0 14 =™

N -

gfiode/ —
—f<F>2-Zi o

£%7A° L — mmt fi

4°

34



35

Z1 @LED® wmt fi -°c ®@v+ LED ®@¥ D = QJ—L o3 A9 | —n mme fi — 8
3
—o°o @Y | LED OV D 2 & ||'_I = -|r=| =I Ag

QioZi 0 mifi -iIl0O-Z1 @0y 40t A |81 —v mefid o5

Ao t 44 | ¢ [OK]% |- [Degraded]# A ¢
Uio oo mmtfi -1 —¢ mmefi| LO—%¢* T wa L Lope 4]
[Security Dashboard]d> o—  ~ # ™= ™3 A° t44 | & [OK]®

[ignored]® % || [Risk]z2 A9 | —= wme fido ! ¢ o «= 8 [Security Dashboard]d> ©
Fr E%q A0

ﬁ‘:u:-_cfi-l—-_«fii-‘E-Aﬂss — L #£%3A0

U — Webmafi 40 h ¥ @¢ o "fiteffu ~n »JA{ |87 D@D s wmefi
L. . =8 [Logout]d o3 A°

U =cwaKodeo Tfidk Afr|8” D@0« mmefidc’ ¢ =8 [Sessions]
AL o3 A0

O " d2@d=opfisd 3| A r|e" D@0 amefide! oo 8

[Settings]d o3 A0

PZi Ko mmtfi L —nmmefidei poafs®  —a3o0—ofi'mfizi k%
rdsac°

" s mmtfi K P@I B fid p% 1 AZ=hi dd) ol  EF%Ho™ -~
1At <%Nq 540

i LOF 93¢0 " fi A mfi

A

iLO- |8 4> o%fs -v¥ @ % o nf 93 T fi Qufi %Nef 5 A ©
af 92 " fi Qumfi — < L 4 2]~ iLOWebuafi 20 h v ©—
l‘NQ‘I'-‘fiLvl Evc':'Ag

iLO6
NEC 130Feb 282023

Af 92 " fi Qufi & A -] 8 X mmefidol B g A

g 93¢ "fiQmmfir |81 22 «fi 521 —OFrtw % td538°7 20 ¢
fisdid Afr|*0rtei e’ e s 0n” DWEafisdi oke Tfid
<:>=IA9

Do T fi Quafi =" 22 «fi 621 —0OF £ wm
™. gadd A v E~ [Wake-Up Monitor]

FA) %ODPOI-— | & ny
«'Pec=8 @® DkzD)rof
<:>=|A9

e

II_ II_ A\N
I



. ~wafi dd O%F— —

8 RPvw% ilO - wafi ® 21 19 =™ |siLo¥e- "fi — L A

V E-8. = wfi # ©A° D% #H%yAO L —
et A{v E-sK' »md— Cookier RN

RE v Yommli ® D0 14 = ™5

1. iLO—. = =afi D ©F o A O
2. oa D% 4 o3 A°

login name

password

en - English ~~

en - English

| 8

— Webmafi 21D h ¥vD

36



4.

37

L-© <. =~ —

[Information]Y [Overview]d 2> or =3 A°
iLO Overview > ©| 8 @2 P> < iLOOK- v+~ A AL s - t 9

+ifieoegan

Overview Security Dashboard Session List iLO Event Log Integrated Management Log Security Log Active Health System Log Diagnostics

Server iLO Status
Product Name Express5800/R120j-1M IP Address 172.16.200.26 Server Health @ 0K
Server Name WIN-DPUHTH71MV0 Link-Local IPv6 Address  FE80:5EED:8CFF:FE36:A680 Health LED © 0K
System ROM U54 v1.30 (02/16/2023) iLO Hostname ILOCNX2420578.bmc.com iLO Health Degraded
System ROM Date 02/16/2023 iLO Dedicated Network Port B0 iLO Security @ Risk
Redundant System ROM  U54 v1.30 (02/16/2023) iLO Shared Network Port E3 Server Power ® ON
Server Serial Number CNX2420578 iLO Virtual NIC 16.1.15.1 UID Indicator © UID OFF
Product ID WC3382-010 License Type iLO Advanced limited-distribution test Platform RAS Policy Firmware First
uuip 33334357-3238-4E43-5832-343230353738 iLO Firmware Version 1.30 Feb 28 2023 Trusted Platform Module Present: Enabled
Remote Console HIMLS [ NET iLO Date/Time Fri May 19 11:46:49 2023 Module Type TPM 2.0
microSD Flash Memory Card  Not Supported
AMS © 0K
- .
[Server Name]-v @) o d” D wo fi~o @vF # t4vodP>d o [Server Name]

"fi-d.’ oA <[Access Settings]dd or =3 A°

[Product Name] - | — iLOk. ¥ pOD % t Al = ™

o @Y — °

[UUD]-shJ »ve %1 —v @) & - AV Er A4 UUID Universally

Unique Identifier © 1 — | 8- @vr — - 4 =540

[UUID (Logical)]-v ®J = k' ~2o " fi %t t 44 - e+ UUID® [UUID (Logical)]

— % td =™y ™MgE | — | D

[Server Serial Number] - @ + — - 4 =[kd{ooPo.l . s POST
o ®@9E  Dvolwod Adcs— A gyxa A

[Serial Number (Logical)] -v @ = k' »2 " fi - 1] evr ol ai °

[Serial Number (Logical)l— % 14 = ™a ™M<8 | — | EEPE

[Product ID] -4 — |8 9o ' ai L = o @vrd ~3A0 ID| 8

° @Y | — - =|
<s 1 — 4 Fwpgav

System ROM] -= « 2 Kno ®@¥+ ROM—P D ©" fi 9
[Sy

|4 3 A° POST o ®@9r” Dwe !l waod A



[System ROM Date] -= « vo Ko @v+ ROM— °

[Redundant System ROM] - - ®@¥+ ROM—PD o' fi ° > @9+ ROM| 8
© @Y+ ROM—= ck D r -V d8. @vr ROM% Di Pe <14

- td3ae - |8 @vE % - @v+ ROMLowd ., A — 7

t 4| 3 A ° [Redundant System ROMJo k> "fi | sawd s =™ k' es hoD+
£—q  £%AS

[Remote Console] -0 P «fi 62i <—' 22, « pj o KPFi ~ .NET IRCS
3V | HTIMLSIRCL A v E-"fiod  oqAc

HTMLSIRCZEL o' p o A{ <8 o™pofiy pz ofi 601 d 55 A0

oY D Y &—

[System Health] -0) P Z | @uafi ©*2 2429 | — |8 0 YD o o
028 oK- evr — & o3 A° - ™4 %—o

Ke @v+r % #oo=Lls. @vr Zi @@vd @] ¢ ~" D) =3 Y9 t

{1 | & [OK]® [Degraded]? || [Critical]# A ®

od>P>Zi e|¢ . —0oKo evr— dg<kvl_zAsoK: @vr | —x<

%] £ A0

O k. ¥eOo>d

O o'

O BIOSLD » P Vs —Zi @

O £ri:d-

O e/" 2o

o)

o) _

& hofi

& hofi—

o)

o) _

o)

® Smarte,” D> ePew!

[Health LED] - ®@v+ LED®¥D = @L ~5A° 14 |8noPd— ov ) o oF

as 144 | ®[OK]® [Degraded]? |- [Critical]# A

[iLO Health] -iLOZi ®@®¥ > = ®° iLO ¢iheesd 4 FYV - % ™M=
mqA° 14 |®[OKlq V| [Degraded]# A d>o-  Aq-|®[iLO
Health]' fi « <! p o o5 A9

[iLO Security] iiLO— %« | wo o3¢ T ws pee® WD) AD 0%l— -
Vv - # ™= M3 A9 144 | & [OK]e [ignored]s % [ [Risk]z A ¢ «* !
vo beo® WD )»AD or Aq - | & [iLOSecurity]' fi «de! b oq A0
[Server Power] -0 2 P> — [ON]5 Vv | [OFF] @

[UID Indicator] - UID' fik — o UD' fikL A{<ss -~ pe 2D
>pod w8/ — L o=t <%ERAO ~ | & [UID ON]® [UID OFF]s

% | [UID BLINK]%Ne] 5 A ©

38



39

OOPOc' Do rNof UD @umbf 5V | iLOWebwafi 22 h ¥2 @  ~ Nef| UID

“mmefidt A{<suUD'fik— L[UDONJ§ V| [UDOFFl- A{: <
Yo# % A °
UD' fik % == ™] < %8 [UID Indicator]- | ®¥ > = % [UID BLINK]< t 4
3A°UD' fik— % A{<® evd e — [UIDON]5 V | [UID OFF]

- 438°UD'fik% =™ -~ om L AJ<csuD’' fik¥%n L
V<% o™ % ~ad3A°

iLOo>f ewd s i | ® [UID BLINK (Service Port Busy)] & [UID BLINK
(Service Port Error)] & 24 |F4 [UID BLINK (Service Port Finished)] 4 o3 A°

'& :V'QJ?_éiﬁ:)JlﬁS:)i—l-léQ:lhD:)F>v._ _”‘eﬁ A
% # No| < UID' fi k | - -3 A9 UID' fi k — K - Q
DPO>— L Lo ™# 5 g ™9

[Trusted Platform Moduleg v | Trusted Module] - TPMNef| ™| TM & = e J 5V
© D —ev)D 2 @°

z

t 4 —Nef| | owdys s 3V | ; # A 9 Trusted Platform
Module % | Trusted Module | 8 k' &2 hoDdFr —  ~ t 4 -
A «fiH" D>admekzA® 14— 1~ R@ D)8 8 02
% 34 3A°3vesTPMg V| TML A <sk' eshodr — L
k' eshodr — L AL <%E R A0

gwdJ tq=™|c evr 2|8 ROM| TPMg Vv | TM"™ «2» & -8 ov
> o @l Lo~ <3 A°

[Module Type] -TPM3 vV | TM— < —Po2 o’ fio £%] | [TPM1.2]
[TPM 2.0]8 [TM 1.0]® [Not Specified]® 2z |- [Not Supported]zA°® | — |8 Qd>P>
- TPM3 vV | TM% A - td 300
[microSD Flash Memory Card] - SDod> ) —@vd =@ SDed sy % A 8
SD= D b — Y8 0 J|| 3A°
[Platform RAS Policy] - td vk eshoODF — 2 (RAS)W o
> (RAS)W' o D r | %N 3 A ©
U Firmware First(¢ h 0 i s -BIOS| 0: ' — -8 1 v <
dr e=e oo Tfi% o - owZ fi AL IML. - - 3 A0 L — %
| 8 OS | ¢4|\/'<!3— %! OS—- @vir. ~f— AL ™z Lo
U OSFirst - 7 <€ D] OS- -=v ®-14[]® 0S%0OS—- @¥v+. =
—V E—wl ool =3 A°
A (<! )| 8 tft-< sqq0°BIOStmz i L
- o= ™Mo ™ 48 1V = e 2m=a o THidL A
| Ned 54
| — | 8 UEFI- @vFr~ Dvs ' vo 2o @9t >BIOS/k ' eJ hoDH
RBSU >« » Pfi @ ok ' fir o= # %3 A°

¢hoi | 4 A v <4z Legas



A [AMS] - Agentless Management Service- A ev> ~e® % tdgA° t 9
| ®ev> e~ <=|°2:0K- v %l ¢Pmmo—0vDd 20— ==
OOI T™M9

iL O-

A [IP Address] - — IPvds »" @9 IPVd= »" @% td=™Ma™ 8 t
§a54°

A [Link-Local IPv6 Address] - SLAAC! fi . D 0i = )7 @9

A [iLO Hostname] - iLOOK- @v+ - 4 = |4V Eepl:de 91— |&
PJ:Dde r td e # Nef| %Nef 5 A ©

A [iLO Dadecated Network Port] i iLO EPJ:Dewd) — o[ I3V | [ 1%

rdqac°

A [iLO Shared Network Port] i iLO &£ P J : D ewd ) — ol R”/VYI|[ 1%
R EEN

A [iLO Virtual NIC] - NIC - AV E—IPs»" % 1435 4° [iLOVirtual NIC]
— " fi <& p oA < e [Access Settings]dd or 3 A ¢ [Virtual NIC]¥%
[Disabled]~ td =™ | & ¥<o THi| EEDE L

A [License Type] - 71— LORODF » Ve ' mifi ®°

A [iLO Firmware Version] - mafi ® 2 i ¢4 =™ iLOhOD+ » v —PD 0" fi 9 [iLO
Firmware Version]' fi « &< ' ¢ « 8 [Firmware & OS Software]d> ©r 3 A9

A [iLO Date/Time] -iLOOK > ®¥+ % = o

$e* T wo b po” WO —

¢e* T wo ppo” Wo»dD or |8 nse Twa —®v) 2 @8 @V —

el vo @9D 2 @8 Fa* ! wo %f!looP> e -  — % 1

389 6e. Wy -=8 — 0! @er = ™= =3A°' <% 1

v e <o @vr e Twad 5 =M= —a ) Pamod |1 < %2

Y%q A°

oi O &£ &

1. af 92 "fia' >¢#[InformationdL <’ p v a=8 v T we peo Wy aKES
Ev<:>=| AQ

40



41

Information - Security Dashboard

Overview

Security Dashboard

Session List

iLO Event Log

Integrated Management Log

Security Log

® 0@ O %

Active Health System Log

® 9 A ?

Diagnostics

@  Overall Security Status : OK

2. ok o i

s> 4L 3| - A~ =
A IERRRY F

te T yo ppo” WD 2 1V eer
¢ | 9o -l @ ®@vD 4 @% ™= !
confs % ifqa0 |
T4z ao-Po o i fr=|e

fi

Security State
Server Configuration Lock:

High Security
Disabled

Security Parameter
Security Override Switch
IPMUDCMI Over LAN
Minimum Password Length

Require Login for iLO RBSU

Authentication Failure Logging

Secure Boot

Password Complexity

Require Host Authentication

SNMPv1

Default SSL Certificate In Use

Last Firmware Scan Result

Global Component Integrity.

':)Ki_

2202

J Status

[lgnorelok » Tfid s «* ' we

o [ignorelok - " fi| & ehoi s # | [Disabled]- o

o [ignoreloko Tfidsae T wo —
voael Afsw — —evdae
5 o @i - o=1lls 3¢ 1 9o t po-=

+9

Yo b
I

4L [Ignore]~

Po ™ WD)

i'D

A Fok)-iLow

+# -

Vv o

A ORrisk -iLo%

4::' 4:'\/9

a s

&Y D 4 ®

iLO ¥s

g

State Ignore
OFF O
Disabled ()
o O
Enabled O
Enabled O
Enabled O
Enabled O
Enabled O
Disabled C)
False [:)
o O
Enabled O
AL i 9
— e P w <:>ﬁ A
dle Y 2
~ TM= 9
d = —
1= | ¢ @vD 2 @
! Q. < A - = ™M=
il 4 L -
R I
<:>ﬁ A 9
= TM=| A °
A< iLO% ¥
td g0 et v
W), —@vD @
vo @v) 3 ol
“Vier yeo! @-
A pEe T yol



A 1$[Ignore]-iLO% —%¢* 1 9o - A nter Tyol @od

g

1= e =ve L gt fAaA==— % ¥« T vo @evd A e%f|
A be  i4=ma

| —evDd @ dd o< ilO—«fis. 2i -~ L tdgA0

" wo

=i Tee L aqas off [0 - 4za

A Production
A High Security
A  FIPS

“2 |8 sil0O¥ ¢ T wo od =0t ™o

g> P> . P e

1

td4ooPo> L oe-— L oqn0

Yo b BPo® WD)

[Security Parameter] - ¥ « © ' w o Ly @) «c3A° —%¢" yo  —
° LOWebmafi 220 v2 @2  #%{ r~=m™=|e& | - —'ficd ! o
«= A webwafi 42 h ¥J ®0dD ©-  ==3 o0y ™9
[Status] - e R —%¢" ' 9o @vD 9 @®°
0 .[OK]—iLO%l— - oVt Tyl @od eq YFE VO
o ORisk-iLoni — - v R L LA T S
[State] - —%e* T wo - = 44 = —<2%dq #
AQ
o [Enabled] - | £AO
o [Disabled] - | £N°
o [Insufficient] - | 2 A %8 t 4 | tq=™g Y+
[0} [Off]' |Oh||— I%lETMﬂAQ
o [On]- | ofi - tq=™g A0
o [OK]- | iLO—%¢ " wo - o= ™3 A9
o [Repaired]- | ® v L eg ey
o [True] - | #£N°
o [False] - | td =g Yo
[ignore] -+ — - td ]~ emmend [=e gty LA fte
# %3 A ° [Ignore]~ A< —5¢" ' wo | te* 1 yo
vo>ie - 333
$¢° 1 9o L [ignore]~ e=ls y¢* T wo bpo” WD) —@vdae
T13Z+°
A :
[BIOS/Platform Configuration (RBSU)]-[Sever Security]-[Server Configuration Lock]
~ %4 ™= 8 [Enabled]d =0 0y ™9

42



43

$¢- 9o pbpo WOHAD @F ¥¢° | wo i e. L A< _ oy
FA°
1 [Enabled]-%«¢* ' w= %' ®- ®@v) 2 @rof =™ — 0
1 [Recommended Action] - t 4 o
lgnoreJok > "fi% ~of=m™ eu— | aqq34e
1 [lgnored] - oko Tfi % oV 0
1 [Ignored by] - oko 'fid - eVt odmd — °
I'I:Il [ = —
—%e* T we  Hye® Twspeet W2 dd0F  td3A°0O0POZOW
>1 o TR
[Def ault SSL Cettificate I n Use
iLO—e hoOi | Ys # N9 1 4 [Security] - [SSL

Certificate] - [Customize Certificate]d > ©# A v L Eeqgae

[ PMI / DCMI Jover LAN

IPMI/DCMIover LAN % ~of =™3A° 14~ |de0oP> | — IPMI- A
et wo SN R BV | e iLO— o o <=0y ™
IPMI/DCMI over LANZ [Disabled]- A4 + <425 E -3 A0

<:>:)|8iLO--§9 4L =9 0§ ™9

[Password Complexity]

ILO|*R® 2)— 1 —om wmfid A]lfer td =™y d - |
=ISDDP:)| - == I—O=|=|A9

1= & —a{isdyn Eogac

-0 |siLOo= - ¥ @ & <=9 c0p ™O

[Security Ovefride Switch

ODPO—%¢" " 95 00P)' wm) Oumt i ©° @¥F Ofi ¥ 1fi ® Qume i< L 4

1 % rof=™34°%¢" " 90 00P)" wm) @umb #H ~A] <8, = i
% ovEks i — | 1=-1 e-#A>"

| — dL[Disabled]- A 1 =&z E-ozAce

-0 | 8 — D@D & mm & ==0 o0 ™9

IMi ni mum Passwprd Length

Re:2» % — t 4L oof=™3Aa9 14~ |42aoP> -
== - A =|A9
1 — L gehoiy) A1 st Eagao

—
<:>\'.)|8i|_0'-§é0 AL o=D o0 ) ™9


https://172.16.100.12/lang/ja/help/scr-access-settings.html#GUID-D7147C7F-2016-0901-06D0-000000000AD7
https://172.16.100.12/lang/ja/help/scr-access-settings.html#GUID-D7147C7F-2016-0901-06D0-000000000AD7
https://172.16.100.12/lang/ja/help/scr-access-settings.html#GUID-D7147C7F-2016-0901-06D0-000000000AD7

[Require Liolg BhSJUH or
iLO| 8 UEFI- ¥+~ Dvo ! vo —BMC -~

dvol wo d—n ¥ @ - wafi
L a] e td=™My3yfo 1 —  #£|8. @vrKDJ ~iLO F-—
O e—n ¥ @®% 1d3A°
1= & ~a{isdyn Eogac
~:>3|8iLO--§o 4L =9 00§ ™9

[Aut hentication JFailure Logging

Lo|siof- - L affer :f=myzie
1= & AL st Eogac

‘DO|8|LO'-§Q L =0 o0 ] TM9
[Secure] Boot
UEFI ¥ «* = K2 J ok o ' fi %[Disabled]- o [ = ™3 A°® | — 2| ® UEFlo v+
hOdr »ve |8 4 v %KdJ. dDhbd80ke "fi ROMROD + » Vs 8 24
- @vr shi »ve —  HOw ~Nef%2ze%— Leocek-gacidr-|
8 ofi ~ iLO~ |}f = t v Hvdfive 4340
1= & rafisdsn bogae

<:>:)|8UEFIo @vi  Dvo !l wo —)« @fisd =0 0 ™

A

[BIOS/Platform Configuration (RBSU)]-[Sever Security]-[Attempt Secure Boot]~ %3

™= 8 [Enabed]d: <=0 00§ T™O

[Require Host Authenticati on
AL

iLO| @ RESTUIAPI  # — iLO4—= « ¥ @ r. = wafi A e t
J=™35+° 1 — #| 8 RESTUAPI #—ilO+— 0 o—= -t @% 11
34°

<:>:)|8iLO--§9 4L =9 00§ ™9

[SNMPYV 1

SNMPV1 | -of =™3A° | — | #iLO#— SNMPv1  — %[ SNMPv1
"o — & o3A°9SNMPVIL A< - A evir — 2
<:>=|A9

ESMPRO/ServerManager +— SNMP= ' 3 | L o™ 8 SNMP  dDd @# | —
4 AL sds Eeg Ao
[Last Firmware] Scan Resul't

—hOd+ »vs vOl¥% o3 =VOINRODE PV «fiwdtfiJ¥%h 4=
| %2/ — % oFd=™3A°

—Nof hOo+ »we «fiwdgfisds 7 —=m0) ©O-= ek edsA]L Lt
2% kog A9 NX7700xc ' D modPr- |81 —  Lowds Al =ifi ®%  Nef
™| oko "fiZmali ® 20 14 =™3A0
[Gl obal Component I ntegrity]

SPDM % r~of=™3A° 1 — - |48 iLo| spDmLE -=8QOd2PI —
Aa==—«fiwdtfisd ~3A°« «%¥@® (d> 0% [Global Component
Integrity]lt ~A{<®iLO—¥¢* " vo ®¥D 2 0% @-r- F43A°

44


https://172.16.100.12/lang/ja/help/scr-access-settings.html#GUID-D7147C7F-2016-0901-06D0-000000000AD7
https://172.16.100.12/lang/ja/help/scr-access-settings.html#GUID-D7147C7F-2016-0901-06D0-000000000AD7
https://172.16.100.12/lang/ja/help/scr-access-settings.html#GUID-D7147C7F-2016-0901-06D0-000000000AD7

45

™| 8 iLO| SPDM  —V k- «fiwd &

[Global Component Integrity]¥s -of
# Nof = L[Not Supported]< tdg340

>

fisd e sPDMlowd s Ao
[Access Settings]dd o# | — & - % %3 A°
SPODMEawd s A{cdsr % =Lam™ | | tqg TF°
1+
L ©p o * fi —

-

D@D = o »fi )

1. [Information]d> ©r =8 [Session List]= Kﬁ-‘ Pe o3 A% %P " @) AD

O |8« cws Ko BMC¥e- Tfir A % 1934

20k o T i =3V | —see Tfid A~ A tee Tfi— - Nef

H¥EeWE- ® # Ve« «=% |8 [Disconnect Session]d« ' ¢« o3 A

veo Tfil @) —

BMC | 8 Current Session?: |f 1 SessionListy > Ki -~ — & o3 A9

A [User]-BMC” >@m2 = o pfiJ @

A [IP]-iLO4 —. = wafi ~ vV efiH 2a4)—1IP= )" @°

A [Login Time]-BMC % ¢ o " fi % =V °

A [Access Time] -BMC %% e o ' fi # - «e¥o Kraf Vv °

A [Expires]-¢eo T fi % - A o

A [source] - ¥ e "fisd @ 22 «fi 521 8 Webwmfi 42 h ¥O ®8 ROMZ D ®
—%eJsmpek”D>we! wo 8 LORESTUIAPIE 3V | SSHa>

A [ = =mcfi] CurentSession—q - =" d@d=owfisr- 4 ==

9



| Lz fi . = | EL
LOmmz fi /. =~ | 8 iLO% =V cwmz fi s Y6 14500

1 |-z fis-|80dPd— dooPo! ves—|feo A0 PO wmg
fils 0. ~wmfi —|eo lOmzfii% gd308°3ve ~K' p@md2|d]
220 fi 821 F—o = wmfi A 8 2 |} — -z fi) 8. a—o
R Y N e X Ligqqac
iLO- 4 ¢ R®: 22— o 8 A==—. ~wafi =) Bofias 2|  =fir

oV < HB—A==— — Vs <0 =| 3 A ° [Authentication Failure Logging]

- k4 @ — - A #£%3A°% wmzfiJ. =~ | 8DHCP  #-— 4k

YV E- oV «fis iy ool e iy A '
D> 82fd Py el o3 A0 . ~—

— o 4t o=9 0] MO
ILO mmz fi /o =% ro0{<?8 c™Mumzfi) osr. = — ™z fi | ¥ Y 1
138°

i L@z fi J. =—
1. [Information]Y [iLO Event Log]d> o~ 3 A°

2. oko "fi wmzfil. ~hoi add o=, - — @ Y mmit o AO

= u
3. okeo Tfi g fil Quafi & A r | 8 w-mz fi ) P g Ao
NEC information - iLO Event Log ® O & & A/ ?
Overview Session List iLO Event Log Integrated Management Log Active Health System Log Diagnostics
QW o v
ID ., Severity Description Last Update Count  Category
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70T
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"1TEe9

Informational”, "Browser logout: System anistrator - 127.0.0.1( ).
Informational”, "Browser login: System Administrator - 127.0.0.1{localhost).”,
Informational”, "Browser logout: System Administrator - 127.0.0.1(DNS name
Informational”, "Browser logout: System inistrator - 127.0.0.1(lecalh
Informational”, "Browser logout: System inistrator - 127.0.0.1(lecalh
Informational”, "Browser logout: System inistrator - 127.0.0.1
Informational”, "Browser logout: System inistrator - 127.0.0.1(
Informational” "Browser login: System Administrator - 127.0.0 1{localhost).”,
"Caution” "Server reset.” "07/11/2017 05:27:23" "1" "Maintenance, Administrz
“Caution” "Server reset.” "07/11/2017 05:27:09" "1" "Maintenance, Administre
Informational”, "Power on request received by: Automatic Power Recovery™
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"17824" “Informational”,"Server power restored.” "07/11/2017 05:27.23",

ainten:

"17893","Caution”,"5erver reset.”, "07/11/2017 05:25:49","1" "Maintenance, Administre
"178927,"Crifical”,"Virtual NMI selected by: 8.7, "07/11/2017 05:06:437,"1"," Administratic
"17891" "Informational”, "Browser login: a - 192.168.250.56(DNS name not found).”,"0
"17890" "Informational”, "Browser logout: a - 172.16 250.3({DNS name not found).” 07
"17889" "Informational”, "Browser logout: a - 172.16.0.1(ws2012 bmc.com).”, "07 1 0/2
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Fan repaired h Ofi % =V
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A Fanredundancy lost h O fi — % 9V
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A Power supply failure ¥s =V

A Power supplies redundancy lost - % T4 V
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Qo [J ol ' =
D .\, Severity Class Description Last Count Category
Update
745 0] UEFI 1805-5lot 0 Drive Array - Cache Module Super-Cap is not installed; 072017 1 Administration

IMPORTANT: Unsupperted Configuration: Cache Module functionality 07:21:32
iz limited. Action: Install the Super-Cap to remove these limitations.

T44 & UEFI Processor 2, DIMM 12 could not be authenticated as genuine HPE 0712017 1 Administration
Smart Memory. Enhanced and extended HPE Smart Memory features 07:20:57
will not be active.

743 © UEFI Processor 1, DIMK 12 could not be authenticated as genuine HPE 072017 1 Administration
Smart Memory. Enhanced and extended HPE Smart Memory features 07:20:56
will not be active.

O 742 * 0s A User initiated remote NMI Switch event detected 07112017 1 Administration
07:17.00
741 UEFI 1805-5lot 0 Drive Array - Cache Module Super-Cap is not installed; 07142017 1 Administration

IMPORTANT: Unsupported Configuration: Cache Module functionality 052829
is limited. Action: Install the Super-Cap to remove these limitations.

740 UEFI IMPORTANT: Default configuration settings have been restored atthe  07M1/2017 1 Administration
request of the user. 05:27.58
739 @ UEFI Processor 2, DIMM 12 could not be authenticated as genuine HPE 07M142017 1 Administration

Smart Memory. Enhanced and extended HPE Smart Memory features 05:27.58
will not be active:
738 )] UEFI Processor 1, DIMM 12 could not be authenticated as genuine HPE 07M12017 1 Administration
Smart Memory. Enhanced and extended HPE Smart Memory features 05:27 .56
will not be active.

O 737 * 0s A User initiated remote NMI Switch event detected 07112017 1 Administration
05:06:44
736 ® System Firmware flashed (OEM Platform ldentity w1.1 (07/06/2017)) 0702017 1 Administration
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CSV Output

“I07,"Severity” "Class” "Description” "Last Update” "Count” "Category”,

“T46" "Informational”,"Maintenance”, "Maintenance note: ABC™ "07/M1/2017 10:01:33""
"745""Informational”,"UEFT","1505-5lot 0 Drive Array - Cache Module Super-Cap is no
= 072017 07:21:327 717" Administration™,

"T44" "Informational”,"UEFT" "Processor 2, DIMM 12 could not be authenficated as gen
“T43""Informational”,"UEFT" "Processor 1, DIMM 12 could not be authenticated as gen
“T42" "Repaired”, "05" A User iniiated remote NMI Switch event detected” "07/11420°
7417 "Informational”, "UEFT" "1 8305-5lot 0 Drive Array - Cache Module Super-Cap is no
“"07H1/2017 05:28:297 "1 " Administration”,

“T40" "Informational”, "UEFT "IMPORTAMNT. Default configuration setfings have been red
"T7397,"Informational”,"UEFT" "Processor 2, DIMM 12 could not be authenticated as gen
"T38", Infermational”,"UEFT" "Processor 1, DIMM 12 could not be authenticated as gen
“T37","Repaired” "05" A User iniiated remote NMI Switch event detected” "07/11/20¢
"T367, "Informational”, "System Revision™,"Firmware flashed (OEM Platform ldentity v1.:
"735" "Informational”,"System Revision™ “Firmware flashed (NEC System BIOS - U30 -
734" "Infermational”, "UEFT","1805-5lot 0 Drive Array - Cache Module Super-Cap is no
“"07/06/2017 05:04:46" "1", "Administration”,

“T33","Informational”, “"UEFT" "Processor 2, DIMM 12 could not be authenticated as gen
"732" "Informational”,"UEFT" "Processor 1, DIMM 12 could not be authenticated as gen
"T317,"Infermational”,"UEFT","1805-5lot 0 Drive Array - Cache Module Super-Cap is no
*"07/06/2017 00:39:09" "1" "Administration”,

"T307,"Infermational”,"UEFT","Processor 2, DIMM 12 could not be authenticated as gen
729" "Informational”,"UEFT" "Processor 1, DIMM 12 could not be authenticated as gen
“T28","Infermational”, "UEFT","1805-5lot 0 Drive Array - Cache Module Super-Cap is no
= "07/06/2017 09:36:55" ™1

"Administration”,
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Summary Processors Memory Network Device Inventory Storage Memo ry Details
Advanced Memory Protection (AMP) Manufscturer - NIA
HPE Memary Mo
Part Number NIA
AMP Status Tope DDRS
Minimum Voltage 1.2 Volts

AMP Mode Status Advanced ECC

Ranks 1
Configured AMP Mode Advanced ECC

Error Correction  MuliBItECC
Data Width Bits 64

Supported AMP Modes Bus Width Bits 72
Channel 3

Advanced ECC Memory Controller 1

Online Spare (Rank Sparing) Slot 8

Intrasocket Mirroring Socket 1

A3DC State Enabled
Vendor ID 52736

Memory Summary

Location Number of Sockets Total Memory Speed Operating Voltage
Processor 1 8 8GB 2133 MHz 12V
Processor 2 8 8 GB 2133 MHz 12V

Physical Memory  show empty sockets

Location Status Size Speed Technology
PROC 1 DIMM 8 @ Good, In Use 8192 MB 2133 Mhz RDIMM
PROC 2 DIMM 8 @ Good, In Use 8192 MB 2133 Mhz RDIMM

Physical Memory

A [Manufacturer]-o0: ' - © 21 — o

A [Typel- 14 vo- —amko o4 %N |=  —smfzac
U [Other]-0: ' — = mmk & # %3 Y F0
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[State] - o = - o
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1. [System Information]d> ©~ ~8 [Network]a K 4 «

Summary  Processors  Memory  Network  Devicelventory  Storage

Ev<:>=|Ag

Colapse Al

Physical Network Adapters

Adapter 1 - HPE Ethernet 10Gb 2-port 562FLR-SFP+ Adpt
Location Embedded
Firmware  NiA
Status @OoK

Network Ports

Port  MAC Address IPv4 Address  IPv6 Address Status Team/Bridge
1 ATFR= Fr 00 AR T 0T S BTSRRI 1e T @ 0K NiA
2 A= FabAT0R WA W Unknown  NiA

Adapter 2 - HPE Ethernet 1Gb 4-port 334i Adapter - N

C
Location Embedded
Firmware  20.6.41
Status S 0K
Network Ports

Port MAC Address IPv4 Address IPv6 Address Status Team/Bridge
2 [ERCET L ST N EAT D PR F e A T o 0K NiA

TV AT Nz 4T AT

TRV TN T AT

3 % TRETIENT NA NiA Unknown  NiA
4 W THETIER NA NiA Unknown  NiA
1 LT G P L - PRI 1K i 1) LM LA 2 By 90K NiA

FOA W abesd 2l A T 31
A 0T A TaTren 247
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[System Information]d > ©r -8 [Device Inventory]# K4 < ' ¢ o =3 A?°
Summary Processors Memory Network Device Inventory Storage

Device Inventory  sowempsess )

MCTP Discovery. Enabled 1t Discovery
“MLocation Product Name Product Version Firmware Version Component Integrity Status Status

Embedded Device
Embedded Device
OCP 3.0 Siot 14
PCI-E Siot 16
Slot=14.Pori=2:80x=2
Slot=14.Port=2:Box=3

an Storage Battery 01 070 Not Supported © Enabled

leo Controller 25 Not Supported © Enabled
Gen11t 02 03.01.17.056 ® Success © Enabled
Boot controlier X2 1.2.14.1009 Not Supported © Enabled
UBM2 LP BP 120 Not Supported @ Enabled
x1SAS UBM2 LP BP 120 Not Supported © Enabled
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PCl¢ Pum®8 SATA«fi . D' D8 SmartStorageP ¢ ' 202 %Nef 3 A°00PD —
% 4 =™ 81 —0d>) 0—Zi eevd e |¢* - % [ =™ —

78



79

~od3n9Zi @ |®ooPd— % [=%48POST% =™ ~—q

tqq4c°
AMS %mafi ® D1 148 0DPD % t 4 =™ = %" ) mmflEBJD e
bk 4> —hOdr»VvePl) O  fic@vd @8 tc): D~ " > o— &zl
1 Smart StorageP e v' D —@vD 2 @% 14 3A°
LOhODF Ve %t EJ:Den bkaAd— d Lo Pum®ls| % %
o™ 8 AMS% k1 — - L ;340
0] ; — [Discovery]W= fi | o0 ™% 9 ooy M9

’P-Q-leflJ —

A [Discovery]-o> P> — MTCP - N o | o YFo°
A [Location] - ¢ P em®@— q 1 o
A [Product Name] - ¢ P mm®— o
A [Product Version] - ¢ P em®— Po> o’ fio
A [Firmware Version] -mafi ® i t 4= ™| ¢ Pum@®ROdF »Vs PD 0" fi®
A [Component Integrity Status] - ¢ P ma®— SPDM ®v D 2 &°
[Security]-[Access Settings]-[iLO]~ %5 ™= 8 [Global Component Integrity]¥s[Enabled]#
Yo= 8 © 23 ) ¥% SPDM Lowd ) o= ™ ~ SPDM ev>O 2 ®% !
A3 4°
<D ) ¥ SPDM awd ) — - | 8 [Global Component Integrity]— -
T |F M [Not Supported]%s ¢ 4 3 A°®
=D ) ¥ SPDM awd ) — # L s [Global Component Integrity]¥[Disabled]

- ~ | [Not Supported]% td 540

A [Status] - ¢ P em®— ®¥ D 2 ®°

S P em®®Y D 2 ®—
[Device Inventory]ldd % | & — evD = e— 4 o3 A0

FO[OK] -4 P umo | - = ™3 A°

/3 [Other] - ¢ P am®— ®v D 2 @i 2% YF2E =V

F3 [No Supporting CPU] - ¢ Pem®—®. £ J E£owd s A{ CPU% 4 1 |kd =™ 3+
Ed[NotInstalled] - ¢ P wm®% 4 1 |k =™3 T o
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[System Information]d> ©r -8 [Device Inventory]= K 4 «

14 v PCle. esde’ o eqne

Slot Details
Product Part Number
Assembly Number
Serial Number
MCTP Status Enabled
Type PCIExpressGen3
Bus Width %8
Length Long
Characteristics

Provides 3.3 volts

PCI slot supports Power Management Event signal.
Bus
Device
Function

P J A mmfi
[Product Part Number] - ¢ P am®— °

[Assembly Number] - ¢ P mm®—= % fi K' 2 °
[Serial Number] - ¢ P am®—c ' = i °

[MCTP Status] - o Y F°

[Type]-PCl ®. ?J — 2 wmk ©

[Bus Width]-PCl ®. ¢ ) —P ® °
[Length]-PCl ®. pJ — ¢ 9

[Characteristics] - PCl @. e J - A o V<4 o
{1 za°

[Bus]-BIOS~ |ff = 4 =[4v PCiIPe® °
[Device] -BIOS~ |Ff = 4 =]V PCle Pum®
[Function] -BIOS~ |f = 4 = |4 v PCIFunction
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—Qawdl) -
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S. D © —
Summary Processors Memory Network Device Inventory Storage
Storage Information »*
~ HPE Smart Array P408i-a SR Gen10
Location  Status Model Total Volumes  Total Drives
PCI-ESlot0 @ Enabled HPE Smart Array P408i-a SR Gen10 1 1
Location Status Drive Bays
Port 21 Box 0 @ Enabled 4
~ Volume 1
Name Status Capacity Fault Tolerance
0182DESDPEYHCOXRH570K8 8381 @ Enabled 465.63 GiB RAID 0
Location Status Capacity Media Type
Port 11 Box 0 Bay 2 © Enabled 499 GB SATA HDD
1. [System Information]d> ©r -8 [Storage]s KL< b o o5 A0
2. oko'fi A==—eDdad Ar-|a==4L ST Pl o8 A==—0>
4L == L i
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L J ! E - =>=I A 9
A wali % 98 % tdlgAc
5. okeo "fi NVMeg V| SATA) ' K — ) wmK mfi ©*2 2D LED ®@¥ D 2 ®
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svokotfir a=8 —md wd “q A9

A [Local binary file]we - @28 [ ¢é] Firefox 3V | [hOwai — ] Microsoft
Edgeg V| Chrome &£.' e ce hOdr pve «fiwdtefis— L& =1
AQ

A [Remote binary file URL]WE « @~ 8 = - ¥ @ 0 Webgd>P>D> —hoOdr »v
« «fiwdtfis — URLL o3 A0

hO i —q 2 tdvhoor »ve «fiwdtfis-— | have a
component signature file # ve « Wp « @ =3 A°
— #Hve.We.ed v | ® —™Ne %L <3 A0

A Local component signature file We « @#8 [ €] Firefox Ne| ™| [f O mm
i — ] Microsoft Edge 5 Vv | Chrome L.' e < o=%[|8 «fiwd L fi.
O - — 4L s3 A°
A Remote component signaturefile URL WP « @8 = ¢ ¥ @ 6 Webod PD
—«fiwdkfiJ hOwai — URLZ =3 A°
Upload £<' e < =g A®

—«fiwdtfis< 0 L = fiwdkfisdas ek 204 ]< —«fiw
dEfit % 144 <%i0o- |H tdlgAe fiwdefis% oP! D v ey
- # N | td=2%des o — e™dofiwdefisda pke 20 A
1< Ais|#gHmyyFoioP oy —cfiwdefisd A8
o I W L =uopfi)#, ~mmfi «=%k8 ! 0P T > uafi ® 01 ¥ £
AL =>=1A.9
OK &' pcegAos ke D) % 14349 k. D) ®@vD 2 @ iLO
Webmafi 20 0 v2 @— - td34a°



i L'Ow ol ' Yelk— «fiwd Efi | —wmfli ®) D
iLO” wo! ' —AD oYs|mafi ® 20 «* D «fiwdkfisd  #5%gA0
CiwdEfi)domfi ® 21 «* 2  Afss «fiwdefis | 2= - t 4
38° ¢ 2 4V — % <V 8 «fiwdtfi) Vmmk—=pkeDdsdL
A shi > Ve Youmli ®J D AL oV < %8 tAl vV efiwdEfi ) Yommli @
ditdgAo=cekedsd % shspve ~=™=]|28il0" wos' —0d o<
wfi ® D0 «* 20> 0% «fiwdtfi,— 4 == c0p ™™O
«*2rAZz- =™ 10 —«fiwdtfis%m V| 4k o= ™
8 «* 2 |V ™cfiwdkfi | - A %Nl 3 A9 V<o 8

«* 2 4 [ Vv-reked.%odPDd—POST ~ UEFIBIOS~ || = t 49 #

A %Nl e 0> PD % td=™Mo™ 2" D> —/ — —spked
w—fi ® D0 143 3F9
oi O 4 o
1. [Firmware & OS Software]Y [iLO Repository]dd> or =3 A°

Firmware & OS Software - iLO Repo ® 0O D O = ® 9 A ?

Firmware Software Maintenance Windows iLO Repository Install Sets Installation Queue

P — 17} Update Firmware
Summary 1, Upload to iLO Repository
Y= Add to Queue

Capacity 1023.45 MB

In use: 137.16 MB

Free space: 886.30 MB

Components: 6

Contents

MName Version

iLos 110 €& oW 8

iLO 6 1.30 € mw

System BIOS - US4 v1.20 (08/12/2022) € A

System BIOS - U54 v1.30 (02/16/2023) @ E[

System Programmable Logic Device 0E & I_ﬁj 5

US54 ME Seamless Update Image 06.00.03.176 €& m A
2. wmfi @ 20F A cfiwdkEfis— ~Nefe «fiwdtfi) —Fumfi @ 21 = wme fi

- P w <:>=| A 9

iLO | 8 «fiwdEfi) Youmafi ® D0 ¢ D — - t ] sd -8 AL

A k. fi kst o3 A9
3. [Yes, add to the end of the queue]d« ' ¢« =5 A®

« o2 J v —cve-%n == P AV efi WO i) o mmk —mmflil ®) D

id A shipve % —wafi ® 21 & A8 cekeds % 1

34°
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i L'Ow ol ' Valb—«fiwd kfis —

A oiro 4L o
A «fiwdtfi) Yomnli ® D1 ¥ 2 )~ 34 =™y ™0
A cfiwdtefis%he” D —d@e— £ | o™

1. [Firmware & OS Software]Y [iLO Repository]dd or =3 A°

2. «fiwdkfis - & amefiel pocqpaoilor|ff= L aAdlffe-
Chyqae
3. [Yes,removeld.' e o =5 A°
i LOwel ' — <dfiwdefis— —

1. [Firmware & OS Software]Y [iLO Repository]d> or =3 A°

2. oke "fi «fiwdtfis— o L A{-]s L —«fiwdefisdol e
vc::IAg
L"Ow oJ ' —
iLO” wos ' —es" 3 o— _
iLO" we.) ' dd o— ¥eo Tfir|8iLO" wos ' —@)" D 0o— - A

iLO™

— Vs 1%|=|A9

Ld

A [Capacity] -iLO” weol! ' — @J" 2 ©

A [inusel- td=™| e " >0

A [Freespace] -iLO” wos ' — n® " Do

A [Components] -iLO” wes ' r td =™ cfiwdkfis—

wos !t —

iLO" wol' dd> o— Contents ¥ == "fir |8 shy »ve «fiwdtfisgv| hO
D rve - A - % td3a4v

A [Name]- « fi wd & fi |

A [Version]-«fiwd tfisj —PD @ fi



i L'Ow o)l — , —«fiwdkfiJ—

|

o

1_‘f|W3tf|J£levA < 8 —_ 3/8 IJ A °

iLO6

Name:iLO &

Version: 1.30

File name: ilo6_130(p20).bin
Size: 32.00 MB

Uploaded: 2023-03-23 05:00
Installable by: iLO
In use by install set or task? No

[Name] - « fi wd £ fi |

[Version] - «fiwd £fis, —PD o fi

[File Name] - « fi wD £ fi | —h O mmi

[Size] -« fiwd £ fi )] —0 wmit

[Uploaded] -= e k. D) —

[Installableby] -« fiwd £ fiJ —= ek o2 L  #£5%] shs »vs

[In use by install set or task?] - « fi wD £ fi | Yommfli ®J D1 ¥ P J — Ye2 € Ys

o To I o To o I

®, DI ¥ ¢p)

w—fi ® 20 ¥pJ |8l=—cwfidzsawd) td{odPdr  #%q «fiwdtfi
Jyes A0 jLOL o= —wmfi ® 20 52 iLOWebumafi 20 h ¥v2 @- #
Y63 A °

®. Di §P) —mmfi ®J D i

w—fi ® D1 ¥2J D OV l|mmfi ® D0 ¥ £ ) duafi @ D7 «* > % %9 A°
w—fi @) 00 ¥ P deufi @ D1 ¢« D  A{<EILO| % wmali ® D0 ¥ B — «fi
WO Efi gV | evfi) osroa@-dtaafi @ 21 «* 20—~ 3 A% " D r
kv — % v & «fiwdtfi) dmmk—=ckedsdL A{shs»v
* Yommli ®) D i 4L oV < Y% wall @) D0 ¥ P —  Youali @ D0 14 5A°
sekedsd 2% shspver=m= |8 (fiwdkfis— &£ o=0w;
T™M9
«*o2rAz- k=™ 0 —cfiwdkfis% V| Ak o= ™
8¢ 0 vV e™cfiwdkfis | - A %Nl 3 A V<d 8
«* 2~ 4 [FdVv-rekeds%OodOP>— POST ~ UEFIBIOS- || = t 443 #
A %Nel e 0D PO % td=™Mo™ s> —/ — —scked |
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wnf

e
=| 8

fi

1

To T To o Do

wmfi ®) D01 ¥ P —«fiwdEfi) ¥%B —-mfl @) D1 2 @« — < o= ¢’ D~
A4 e s N5 30

[Firmware & OS Software]Y [Install Sets]d> o~ =3 A°
—fi ® 20 t o) — ~Ne| Puli @ 21 = mmefidel oo g
ILO| & muli ®J D0 ¥ EJ —  Yomaii ® D1 ¢* 22—  ~ tq e sd

=t A Ak fiksd eqAc

[Yes, add to the end of the queuel« " ¢ « ~3 A ®

« 2 JFdv —ade-%n o= AV i WO i) ok —mmfll ®) D
id A shs pve % —wfi ® 21 Af<seekeds ¥ 1
34°

DI ¥l —

oi O 4L o
"oP!' Dy e

[Firmware & OS Software]Y [Install Sets]d> or =3 A°
cfiwdefis —M o emefidde’ pocqAe
iLo-|hy= &£ aAffer Efqgac

[Yes, removel ' ¢« <3 A°

—fi ® 20 ¥2J % 1d43A°

DI ¥ PRy —
[Firmware & OS Software]Y [Install Sets]d> o~ =3 A°
o Tfi wmfi @20 ve Aol Pl o= 1L 3 A°
Di ¥pJ —
B B —
® D1 ¥pJ AKr- |8 wmfi ® D0 $2J~ A — % td g4
U [Name] -mafi ® D1 %2 ) — °
U [Components/Commands] -mmfi ® ) 20 8P J —«fiwdkfiJ<aewvfiie
®) D0 ¥ P mmtfid =8 mfi @) D0 ¥ AL ofi @ D0 D~ .
-fi ® 20 yp oVqd =g A0 P A Voeli @07 ¥R | 8L B e
Y # td 540

1 —mmfl @) D1 ¥ P —
—wfi @20 e AT oA s - % 154
[Name] - mmfi ®J D1 ¥ B J — °
[Created] - o
[Description] - mmfi ®J D1 ¥ 2 J — °
[Component/Commands] -mmfi ® D1 &2 J —«fiwdEfiJ<awfiyo
[System Recovery Set?] -mafi ® 21 ¥ 2 L 5V | % % %= e %l -3
A91—ov3mo|8'-:;::::eP'jéeJas iJllETM-”lSL o3 A0 ¢4|\/§
E’J| |—1=—-|-| $§’8=|A9



° ovr‘ s:::::sPi g p )

ehois#z|8. @vr' oP' ¥pJ) %A==—0DPDr egb°t oP D ¥ p
L =" >@d=opfi) —7 %! —wafi ® 21 ¥y oy Ao

ehoi s —topPioye~|s —hO2F »ve «fiwdtfis%h 59340°

A - ev+ ROM BIOS

A iLOhO>2+Fr » Vs

A - ®@vr k. ~' ¥Ki. OP «¢Pum® CPLD

A Innovation Engine

A ooPok' eihodrodf ® SPS hOdF » Vs

—fi ®) D0 ¢ D —o !

i @7 Do " fi ¥ P Youmli ®) D0 ¢ D td =™ 8 [Install Components]

Install Components X

Are you sure you want to install the components in this install set?
System Recovery Set
@ To properly install the Recovery Set, you

must power down the server before this task
executes.

The items in this install set will be added to the end of the
installation queue (2 items).

|:| Clear installation queue

Yes, add to the end of the queue
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mmfl ®.) D1 ¢« D
—fi ® D0 «* D |8 PtV efiwdEfi) Sumfi @ 20 ¥ —' @ 2A®
Smart Update Managerd <= «¢* 2d <3 A9 iLOWebmafi 20 h vD @%k8 «*
dr 4l VoL ovdel=—«fiwdefisde >~ oVd#%hTAC
Cfiwd b fis defi @31 (° >~ A< cfiwdefis|esd—  ~ t 4
3A° ¢ 0 4V = % oV 8 «fiwdbEfiJ Vmmk—=pkeDdsd
A shi » Ve Youmli ®) D AL =V < Yor 8 PV Cfi WOk i) Vommll @)
ditdgaceked L % shipver=™=]|38il0" W 0 OF mm
fi @ D1 «* DAdd 0 «fiwdkfis— & ~=0 i ™S
R N 1||H ™ @ —«fiwdkfiJ¥ V| Ak @ETM|
8¢ > |V e™afiwdEfis | - A %Nef 3 A9 V<a 8
- J|||H|\/-EKODJ%DDPD—POST ~ UEFIBIOS~ || = t 449 #
A %Nl e 0D PO % td=™a™ 8D —/ — —sreked |
w—fi ® 20 143 5F9
— S Di ¢« D3 —
1. [Firmware & OS Software]Y [Installation Queue]d> ©r =3 A?°
2. ok i o L A~z i—ave-L.T pl g0
wafi ®) D1 «° D —
) @ —
w—fi ® 00 ¢* D aAKr- |8 2@-r~ A - %  t1d34°
A [State] - 2 @~ —@¥D 2 ®° ~ |8 —L—3%Nef 340
A [Inprogress] - = @~ | 14 =™3A0
A [Expired]-= @« — % d=™3A9 | —@-%e- D%t td{g28/ —
—e- | ifq3te
A [Exception] - % @+ & 2% YF#% Vol —o@-% D% td g2/
- o] idq34
A [Complete] - = @~ / =3 =V ?®
A[Pendlng]-cfletflJN_K—-EKQDJL A shy » Ve Youuli @) D
<=>X/<§/8I—QIQ-| ¢=|]|=|A9
A [Name]-qe- o
A [Starts]- 4 @« — o
A [Expires] - 2 @« — < o
1 — 2 Qe —
L — 4 @l E-A-”SS — EZ) i4||=|A9
A [Name] - @« ¢
A [State]- 4 @~ — ®@¥ D 2 @®°
A [Result] -~ @« — Ne{| o
A [Installable by] - oV «fiwdoefij—=pkedys L 2% shi »weo
A [Starttime] -2 @« — °
A [Expiration] -2 @« — < o
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—fi ® D1 «* DYlt—o @< —

o0i O £ o—

1. [Firmware & OS Software]Y [Installation Queue]d> o~ e AN
2. «fiwdefis —0M « ;emefidel! e g

s io- = L affe-r LRdqac

4. [Yes,removelt.' < o5 A9

5. wafi ® 20 %60 % tdgA0
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NX7700xe ' D xwD =i Owa https:/jpn.nec.com/nx7700x/index.html =3

JANRS

8 owd | Nbhpfic D) oKe)d waPd8” Dwal wa - sdd>oe
- -8 - =V Starter Pack (S8.80-xxx.yy)Zk & »fi. 2 » =3 A°

Starter Pack (iSO mm® DO ©)
g Filename, —

Ya|f« HD <3 A
hD_i —
Windows « fi wd & fi J
Linux « fi w2 £ fi J
«HD =V
Windows « fi wd £ fi J —

Wafide! po oq AS hDmi &
Linux « fi wd £ fi J — 8

N O i
- Language Pack - Japanese

NOwmai %[ BIN O i 4

— <file: contents.html> 4t
(exeg v | .rpm)d

8 h O mmi 48 Starter Pack (iSO mm® D ©)

cp050036.exe

Y88 -
<:>=I A 9

— <packages> h ¢ i

firmware-iLO6-2.65-1.1.x86_64.rpm

8 b pfi. D) VO e
s &

— oy fiyd o3 A°

U  #rpm2cpio <firmware_file_name>.rpm | cpio -id

RE--(D:) ©—

[Firmware & OS Software]dD> ©r

Firmware & ... -Installed ...

Firmware Software Maintenance Windows

Installation Queue

Firmware

N Firmware Name
Version

8 SFF 24G x1NVMe/SAS UBM3 BC BP 124
8 SFF 24G x1NVMe/SAS UBM3 BC BP 124

Drive N002

Embedded SATA Controller #2 N/A

Embedded Video Controller 25
EXPRESSBUILDER 4208

iLO 6 1.30 Feb 28 2023
Intel Eth Adpfr 1350T4 OCPv3 1.3310.0
Intelligent Platform Abstraction Data 6.0.0 Build 45
Language Pack 1.20.05

NEC Profile 2023.02.14

PCle Riser 1 Programmable Logic 0E

[ é] Firefox 3V | [nOmmi &

qA4°
Re-L

| lang_<

i © ® © *

iLO Repository

es [ oo

®@ 9 a8 ?
Install Sets

ll} Update Firmware
2, Upload to iLO
Y= Add to Queue

Location

Port=2_A:Box=1

Port=2_B:Box=1

SATA Drive Box 1 Bay 2
Embedded SATA
Embedded Device
System Board

System Board

OCP 3.0 Slot 14
System Board
Japanese Language
Pack

System Board

System Board

E-@=|A9

-8 [Update Firmware]i «

9

LiKi ol Pew=z=s]

@ES[OK]LvI Ev@ﬂAg

> <P> o' fi >Ipkz A°

iEv<=>=|Ag

Repository

] Microsoft Edgeg v | Chrome < ' e

1]
¢
®

b


https://jpn.nec.com/nx7700x/index.html

ILO-® wafi @ 21 — L Lf{octd0% 14740

[OKIE~" ¢ v wqae

[Flash]Jd <« ' ¢« =3 A @

iLO- R« Yommfi ® D0 148 8 K' »@Y % =3 A
L #%] 3%~ Y%A
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shJ »ws —

1. [Firmware & OS Software]d> ©r -8 [Software]s KL< p o oq A0
Firmware Software iLO Repository Install Sets Installation Queue

Last updated on Tue Jul 11 11:55:47 2017 G
Product Related Software

Name Version Description

ams.exe 1.1.0.0 agentless management service

b57ndE0a.sys 206.04 broadcom netxtreme gigabit ethernet ndis.x unified driver.
BXWBDA.SYS 7.12.31.105 glogic gigabit ethernet vbd

evbda.sys 7.13.65.105 glogic 10 gige vbd

smartpgi.sys 63.32.0.64 smartraid, smarthka pqi storport driver

Running Software

Name Path
ams.exe C:\Program Files\OEMWAMS\Service
dwm.exe CAWindows\System32
explorerexe C\Windows
fontdrvhost.exe CAWindows\System32
jpZlauncher.exe C:\Program Files (x86)\avaljre1.28.0_131\bin
jpZlauncher.exe C:\Program Files (x86)\avaljre1.28.0_131\bin
Isass.exe C:\Windows\System32
2. — TMHJI| 1/8£ =3 JANRS
A [Product Related Software] - g>PI2 —A==-— shi »wed
g A0 1 dl 8 28 3V | StarterPackd — ~= 14V shs »ve < NEC
— shJ » Ve 3% =|J||=|A9
A [Running Software] - o> PO # t 4 =™ e 2 Nof| A==—3
ht»ved —3A0
O [Installed Software] - ODPOr-wafi ® D1 td=™|A==—3sh1
pved 5A9, —dde—A==—eDda—%¢csd A{-]|sAMS %

—fi ® 21 14 =™ Y%Nef 5 A ©

shJ »wve —
A [Name]-sh ) »ve — o

A [Version]-sh i »vs —PD @' fi°

1 —dd or td{hoor »ve «fiwdtfis—Po2o'fi|s. dDci —oQ”
dvofiao @vE - td=™|hoor pve ! e fiwdkfis#
ohOdr pve PO ot fid o=m™3A0 td{Pd>o’fineodPdz t
d=™|hodor »v. < eq ™ %Nel 3 A ©

A [Description]- s h J »ve — °
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—shJ »ve —
A [Name]-sh ) »vs — o

A [Path]-shJ » Ve —HDwml R ®°

—fi ® 21 1V shi »ve —

A [Name]-wmafi ® 20 14V shipvek. =" r— % 1d34°

6 :0S 02 AMS% % %= ™0 ™o wal-fi =% | 8 ILO—hOJ+ » Vs
OSsh.»veo0a" D—shJ»Vve aK— -~ AMS—PO o' fi%e 140
™ %N 3A° o [ =K' »m—'. 2 Wafi Leo| FBed  r
a>e= g g f=-=owims
ofiv afi @pc fi b »

ofivw nfi @b fid) bz | 8 wali ® 7 Do " fi 4 @4 A £ %y A0

ofiv afi ewefiy | —™nd%— 2 % %3 A°

A ofiv ofi @ps fi ) »aK

A 4@ lufli ® D1 "D Af=%

ofivafi @wc fi ) »p—
0i O 4 o

1. af 92 - *_fi a0z [Firmware & OS Software]< « P o o8 [Maintenance
Windows]d <« ' e« =3 A®

2. ofiw afi @we fi ) »— -_.ﬁ+£-‘g-<:=|A9
iLO-8 ofiv ofi @»eo fi b » L A e LlEdqac
3. [Name]We « &r 4L =3 A9
4. [Description]We « @r 4 o3 A°
5. ofiv afi @po fi ) »— < & [FromJ2s |4 [Towe -« @~ e3 A°

a [From]We « &r Ngﬂ @L-i Pe o3 A®
om fi D ¥ tdlgA0

b J—L =8 L-l E":=|A9

c [To]lwe « &~ Nef @L-i Pe oq AS
om fi D ¥ tdlgA0

d JL o8 L_i E_@=IA9
iLoL  AqvV E- o= ™M o i) — - # ™M= JL eq Ao
v - A{UuUTC% — -~ td 540

6. [Add]L-' e« o3 A0
ofivafi ewcfiy ey tdgA0
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ofiv 7fi @po fi b »—

1. nf 92 Tfial DzhOdr »pve &0S shs pvedoi po e pfivafior
i

o fi » pdo Pe o3 A°
2. coaswl sd0- ade|o 2.
iLO-8 ofiv afi @»o fi b » AL A e LEdqac
3. We . ezofivafiewe fiv» L o3 A0
4. We - % 4L o A9
5. 7 We - @20fiv afi @b fi ) p— < L “3 A°

a [From]We « @r Nc_>1| @L-i Pe =g A®
o" fi b)Y tdlgA0

b AL -8 d_i Pe oq A0
c [To]we - &~ Nef GL-‘ Pe og A°
o7 fi 5D ¥ 1%|=|A9

d 4L -8 ﬂ-i E-:»=|A9

iLO4L AV Er @ETM-”-!—- fi ) — - % ™M= AL eq A°
=V - A UTC% - -~ 1dg40

«°2 = —de.— 4 L - L v silowlfer -
L Affe ER{qnc=fieidi o] caec—y 4 ool ez
Ao — o @ — - % A ofivafiersafivmd Afi1<]|2
% Y F°

6. OKL-iEv@ﬂAg
ofiv afi @ewcfiy»yh tdgA0

ofiv nfi @pc fi b »—

1. a7 920 ' fi & oy g [Firmware & OS Software]< « P e o8 [Maintenance
Windows]d -« ' ¢« w5 A

2. ofiv afi @po fis p— = ;wme il pocqpo
iLO-® A==—ofiv afiersfisp— &L Afk.fik:% t1d34°

3. [Yes, removeld . !
ofiv ofi @ewefidy »% 14 g4

Ev<:>=|A9
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A==—ofiv 2fi @p=- fi » pd

0i O & o—

1. af 92 "fial > #[Firmware & OS Software]l - ' ¢ « <8 [Maintenance

Windows]« ' b« g A
2. [Removeallld<' e e o5 A% ilO-8 A==—ofiv ofi @p= i) p— & A

{k. fiks % tdg00
3. [Yes,removeallld-' pc oq A% ofiv afi @b fid »% 14540

ofiv 7fi @po fi b »—

1. nf 92 " fie Py [Firmware & OS Software]d « I pe o8 [Maintenance

Windows]dL < ' b« o3 A9 _
2. ok "fi L Af-]e . —ofivafiersfiswdol pocqne

ofi v ofi @wo fiy »—ov ' 1 —
ofiv afi @pe fi) »aKe iLO— %] td v ofivafierefiswe A
- % t1d34°

1 [Name]-ofiv ofi @pe fi ) »p—" D@D °

1 [From]-ofiv afi @»s fi ) »— UTC o
1 [To]-ofiv afi @ws fi b »— uTC ©
ofiv ofi @wa fi ) »| L %=1 24 - - td 340

Firmware &... Mainteng ® © H © R ?

Firmware Software Maintenance Windows iLO Repository Install Sets

. g Update Firmware
Installation Queue
&

Upload to iLO Repository

iLO Date/Time (UTC): 2018-06-06 01:20 + Y= Add to Queue
Name Starts Expires
sample 2018-06-06 01:29 Never Iﬁ]

I ] Remove all |

ofiv ofi @pco fi » »—
ofivafi@ewofispdoi ponfc<s — % 14340

 [Name] -ofiv aofi @»= fi ) »—" D@D 9
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1 [From]-ofiv afi @»s fi ) »— UTC o

T [Tol-ofiv afi @po fi ) »— utc o
1 [Description]-ofi v J2fi @»o fi » »— °
X
sample

Name: sample
Start: 2018-06-06 01:29

End: Never
Description:
. 1 .
O:)Kfl 5D & wmifi ®
[Open source licenses] - ' ¢ - A{ <8 iLO% e=™{odkfis) @</ —

7.
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JL TM=1A9

I @ — <

L O

iLO  # | 8iLOWebmafi 20 h v) @k  o=™| 1=—o @vr %[ —odPOL
£ %3 A°
iLO % td=™ 8 iLO| 8w i He' @ £— iLO- evr — A s
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3. SaveVideOo h mm* . =~ WP « % %3 A°
4. RO wmi 8 L es T e egAc
5. % <V ks Lle [ qwafid o= i =3 Ao

Vi ¢ohD m —

iLO Advanced' wm? fi ®Ysmafi ®. 3 i 14 = ™

1. .NETIRCZ o3 A°
Playback Source » mm* . ~WE « ®¥%  t 33 A°
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] Playback Source M

From iLC
() Server Startup
) Sarver Prefailure

From File
3. [From File]lwe - @— ~ Nef s fide! B oqA0
4. f ¢ ohDmm r o8 oMl pe g
[ DJ «fi 801 # .:\/yoohm_i |8 LON O mal 2 wemk (L0 N O weei )L
<:>=IA9

5. [Start]de’ < o3 A°

zDJJ «fi 21 —vPJ «)
ke ~' vl 20 s «fisdivesed—addoed A{<sioy fisoi ve.’
fi - A 6=—v e J «D(Ctrl+Te Ctrl+U8 Ctrl+Ve Ctrl+Ws Ctrl+X8 Ctrl+Y)dL
£%3A° vesed|svesadd A<cvesndPo+ 14 5=—«¢)D
7 FXd  #F%3A°vels«d| 8 NETIRCE® HTML5IRC %1 v« @) 2D @—
Pooudfisoi At ou fisdi o yee T~ #AO
VEJCDH td=™a™ 8 y<a 8 Ctrl+V | [NONE]® [NONE]® [NONE]® [NONE]®
[NONE]~ td 8L —ves | ~r043A°802P20Q0 Dwofiac @vr |8
cri+vd  — e~ 3D 11— #]|e 4 1o ° —¢d— 4 F3L& A
I Fer- crl+vd A <spoPd0Q Dvofiao @vr | iLO- 14 Ved—
1 w2 30 4 1 %oooadgn o
1 Alt+F4 L’ - >, oo P - oV ™M¥%s | —ed— 3 YL A<K' pmO %
G | e Alt)F4 —e D> — ¢ F3 L5, 00Pd>- A ferves D
Ctri+X L A1 <%EHgA9VvES «D— | &' 2> 00Pd>~ Alt+F4 4

oV ™M %8 2y «fi §00 po fiy pE Ctrl+Xd g A0

2 oi akdy ' Reee ARGR «2&L' 2>, p0Pd>- Afvescdd
sv™ |8« @ — RALTL ~3A>
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[Remote Console & Media]k [Hot Keys]dD> ©r =3 A°

Launch Virtual Media Hot Keys Security

Program Remote Console Hot Keys

Select up to 5 keys to be assigned to each hot key. When a hot key is pressed
during a remote console session, the selected key combination (all keys pressed at

the same time) will be transmitted in its place
Key 1 Key 2 Key 3 Key 4 Key 5

ctrkT HONE v NONE N HONE v NONE hvs NONE '
ctr-U NONE v NONE b NONE v NONE A NONE N
cirkv NONE N NONE A NONE N NONE a4 NONE A\
=y NONE A NONE A NONE A NONE ' NONE N
ctrix NONE A NONE A NONE A NONE hv NONE N
cirk-y NONE N NONE v NONE N NONE A NONE A

Reset Hot Keys Save Hot Keys

Avesaedosrsl 2D, 00POF Aed— 3 34 -3 A9
1|lvesedd A< % 2%]«dd -3A°

cves o0 o= COWD ) Yf—eDo D fi @k A~ ]|
«(OWi» —  —«2>< 9«d2d JuUscowdry—edd o3 A9 1
—¢D|US¢:)WDm—1:)-— A-” «OWo ) —eDd =3 A°




l1vel) ed— d -|| ©)D

ESC SCRL LCK

L ALT SYS RQ

R_ALT PRINT SCREEN

L_SHIFT F1 3 i

R_SHIFT F2 4 i

L_CTRL F3 5 k
R_CTRL F4 6 |

L GUI F5 7 m
R_GUI F6 8 n
INS F7 9 0
DEL F8 ; p
HOME F9 = A q
END F10 [ @ r

PG UP F11 \ ] s
PG DN F12 1 [ t

ENTER SPACE : / u
TAB ' a v
BREAK , b w
BACKSPACE - c X
NUM PLUS . d y
NUM MINUS / e z

3. [Save Hotkeyslt«' e« =3 A9
iLO|8ves«ed— % r td Vv

In
I=

<:>=|A9
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VEJed)—1 8p

A==—veled 4
1 =%-teifqac
1. [Remote Console & Media]Y [Hot Keys]dD> or =3 A°
2. [ResetHotKeys[d<' ¢« o3 A0
L affer Ethiqac
3. [OKHE-T po wqAe

—<lwves oL vp,a]ss —A==—v©PJ) D

VEL«d% ¥eutdVis<s%hilor S = RN
Y20 fi sl gt wo —
P20 afigni —sa 1 wo L =81 23 «fi 621 —«fiH" 2ad. @
- %] oy afisdi — e T
oi O L o

\\

DJ «fi 21 —«fiH DaAd. Pe—

ooy «fisdi —«¢fiH Dad. b~ et 200 «fisoitee " fizh oV

dsiLo- A{tes:ocifie%n Fdvd v F80Q Dwofiao @vid
. PeoeVder o@mod, awpstyVd{A|i < |ff=2iLOZ t44 o>

PYy—t%¢* Twod A FA° L — % 14 =™|<%" D@D %.NET

IRC® 3V | HTMLSIRC— »o fi » pd ™y s pofisypd 9<s%-o0d dwe

fiao @¥F % Pw1d3A°

\\

©

IA I

1. [Remote Console & Media]Y [Security]d> o~ =3 A°

Remote Console Computer Lock
Settings

Remote Console Computer Lock enhances the security of the
server by automatically locking an operating system or logging
out a user when a Remote Console session ends or the
netwaork link to iLO is lost.

Remote Conscle Computer Lod

Dizabled
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2. — [Remote Console Computer Lock] % |F o3 A9

A [Windows] - Windows o " > ¥ = fi ~ - e@v & o= ™ o> PO
PewglA®' 2Dy «fisdi ¥ee Tfie v dilOkes:Delfie
Y% Tq v sQOPI— %k eEe-tdgA0

A [Custom]-o ®2F « Do D »fi @i = od>PoOd e. =v{ooP

dre ~wafi «=™|* D@2 d v p) 1 TV ZERTAC £ 5=—¢2di
®) Vo #%3 A Dy «fisdi yee "five oV 4 ilOkey:

Dl fie% T4V | tdVveded  fi @OOPI—0Q0" D ¥o i
~“° @Y} r - ¢J||=|A9

A [Disabled] ¢ hoi s -T -2y «fi 520 —«fiH" Dad. pe L -
g Aot 2o (fisdi e TfiY o 4 ilotes:de! fie%
71V z Ls OdP> —oQd Dvofiao @vt |. EwitdgyFe

3. «fiH* 220, pe—e¢DoD +fi @k oA
owdJtd =™ «d—" @y r=™=|8 ;" >0, «fisdi— o «fiH® DA
dD. Peedgd <=0 o1 ™

4. [Applylt«! p o ==¢8 AL =3 A9

i

z D) «fi 21 — o «fiH D ad. Ped«)d
Poo s fisdi —«fiH" Da4d. eer Afedcdcfie— |8 2~
td =™k #HgAe
. BeeDd o= «(OWD ) Wf—eDo D ~fi @k  Aq -] c
DWo» —  —«2< 9«2 JuUsScowoy—cnd 3 A9 2-— —
¢d | USeDoWd )y —edr A «(OWD s —¢Dd 54
2V 20 «fi $2i —«fiH" D ad. B 0D
ESC SCRL LCK 0 f
L_ALT SYSRQ 1 g
R_ALT PRINT SCREEN 2 h
L_SHIFT F1 3 i
R_SHIFT F2 4 j
L_CTRL F3 5 k
R_CTRL F4 6 |
L_GUI F5 7 m
R_GUI F6 8 n
INS F7 9 0
DEL F8 ; p
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HOME F9 = A q

END F10 [ @ r

PG UP F11 \ ] s

PG DN F12 11 t

ENTER SPACE ) / u

TAB ' a v

BREAK , b w

BACKSPACE - c X

NUM PLUS ) d y

NUM MINUS / e z

D) «fi 821 — . NET I-RC
NET IRC | & Microsoft .NET Framework —  # Ne| Microsoft ClickOnce && = o3 A°
Clickonce | 8¢ SSL Y |-wafi ® 20 14 {A==—=K' *2-Tfi £%{sde
Volk—L—#Nef 1 <& o3A°K' »@d % iLOk. ¥eadE A |er t 4
= ™M ™ML Y oo dfisdi = % - td =™ 8 ClickOnce |
skt ik g™ <l Lq A0
L —ilOr= c v @A A==—c' wm fis %BNETIRCL AV E- 71—
AL SA'|1/82€1/8£ A-”l—ls — - IEOOOITMg

1. [Remote Console & Media]Y [Security]d> ©r =3 A°

Integrated Remote Console Trust
Setting

Mote: If a trusted SSL cerificate is not imported into iLO,
enabling this setting will result in certificate validation errors in
the .MET Framework; therefore, the MET IRC might fail to
launch.

(? ] IRC requires a trusted certificate in iLO

Apply

2. [Integrated Remote Console Trust Setting]¥ « o ' fi — [IRC requires atrusted certificate
iniLOly =1 Wafi #8 ™[d %d -q A



4 v ssL Y% iLO ~ wafi W2 J 1 4 = ™ 8 NET IRC |

AT 1- t
A [ ] eho¢i s -NETIRC| ssL 4 o= -3 A° NETIRC %
«>— &  Af<essSsLm 1500
3. [ApplylLte! P e =8 AL g A
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9. v(®izdDe—' 2, «fi 601 —

iLO|8ve®@ zdD0—" 220, «fisdidowd, «c3A°00PI % eo %
td8feco:" — %HiLlOved cofisk. ¥ead4+ 1ds td s

14 8 ' mm fise k2 Tfie  1dgac°i0] 8 h™ >+ Pehood
c=v( @) - 4 - 4L 8 YO @) Z) ®— v ' wm fi)o= k!

ST (I — << L~ 4k o3 h° 1 — | XX

©. 7D ©- ' wmr fil<— 8 0 8 2 || 1% 14509 Vewos

AsCll  — dalnpooi | % %[ ° 44 - - -

%o orM %N g4
iLO| 8y eo0=bkad—DVOwd L c=8fyeco:'r =3 @cqA9 | —

-lf4eiLo— % - 3A9 Vw84 0aifeod@ 'Orr|s 0
Yo 4d4% d=™33FEo 1 —ed4|8SSH—ffeove @ 7 @— ' mmr fi
Jektoroe Tfi 2| %% Y F°

i LO o' wi wd —

'emtifi @2 ILO o e iwdusd A<t ilO%%Eve @ zD @—«fi 5D
Fr e ¥ @F % A

iLO o 's«iwdy|®ilOve®izd 0" D) «figdi— #A°ILO o
=iwdlrff{e@oPo—o ! i wd< ¢Jah. 2% r~oqd348°":0
Joafisoid A<ty m0oPOet w i wdy - o b % A
1/8—”-6"- £ %3 A°

iLO ol wiwdJ)|ve® z)@—«fisdisos tdl3A%s s — | -
heoi feocedad g= t4d3A°00PO%K™ oQ” Dwofiao @vt -
Ne| < %8 iLO| SSHe« ' wme fisdt o= L A —28' ifi @0 ™iLO%

POST ~odPoOLd o= %] ferodgqa°

iLO o lwiwdsd Af<stidi" Dmd| — L #z%gA0

A DOd>PD>— POST- D *fi @%|fdoQd” Dwofiac @vt— D :fi @—

ol wiwdJ 8poTfi o @PF” Dwo | 9od A'||'-|8 °

P .iwdsveeTfi ~8ESCH9ed— 7 Tyd <54

A oQ@ Dvsfiae @¥F<—. ~wafi $20 " fi— 800 Dwofiao @vFr —
s25fdod Dwefiao @vr —sk' *2-Tfi— <

A ~a'hoeehodves# Lnuxd A iLO— |sooPO—o ' siwdi#
getty()L =8 jLO ol i w4 == Linuxo Q" D v fi=o @vr +—.
~wafi 2o Tfid AL <%EATAS <02 |8 Linux—V E— iLO o ! .
i wdJ — o 4L &=19 0] ™9

A iLO  oTaiwdJ)%|f—EMS«fisdi — ¢ EMS|® Windows— — <
odki7T zi—  depeany - 2A° <2 | ® s Windows EMS « fi
i —V E—iLO ol aiwds—  od  o=50p ™o

c @Y F  Dwve !l woEF—j LO o' =i wdJ—
— Jsito e fweiwdsLd A - o #£A°1— | Windows- ®
¥+ < Linuxe @v — 3 £A°
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1. ©« @¥F  D¥o !l vors o ¥ @aqA°

a oke'fi moPyYrT 0 v @A BiLOT:Du «fisyi e "
fi 4L oq A9

b. oopPod A Yeq V| N EYX

c. POST Z F9¢d4d =8 @vr~ Dwal wod g A°

2. el wiwds,—COMwI 4L oqA0

a. [ @wF ] #¢8 3V | «D< Enter « 0 & ~= 8 [BIOS/K *

PJhODF (RBSU)]Y[- ®@Proke Tfil¥[c ! sl wdioke Tfi] -~
o3 A°

b. [ ol wiwdyd s A coMwa s & g0
3. BIOS. ' =i «fis2i wdJs —COMwD L  o5As

a. [BIOSe ' =i «fi 531 /[EMSIE -8 Enter« D& <5 A0

b. [BIOSe ' =i «fi 21 wdy J& o8 [ ol aiwdy L eq A
4. BIOSe ' =i «fi 521 WD" 2L L5 A0

a. [BIOSe ' «i «fisdi W™ 2y L oA

b. [115200] o3 A9

o HLO e T eiwdy—  — #| 8 UART | o3 YFo/ —V
Es BIOS. ' =i «fi 521 Wo" D) — |8iLO o'« i wdl) % @vr %
f=eoa- - A - o] L aq54e
¥ 3

5. EMS«fi 821 —COMwd s &L  «3A>s

EMS | Windows  #A°
a. [EMS«fi s0i J&L -8 Enterd -3 A

b. 2% =V - AH comwd s L& o3 A9
Fl2e>d ~3A>9
[Yes - Save Changes] -8 4L o3 A9

[Reboot[d <« ¥ ¢« w3 A

Li nuwkkE—i LO o' «i wd,) —

fi 627 b wo "fid o=s8lnuxodPOLl -0 % #%g A0 (fi s
D1 bem wo Tfid A |fer LinuxE A{ -] ® Linuxkd>Js. D52 GRUB
LA %Nl 3 A°0D>PD>—- @v+ ROM¥% POSTL A <8 KD * P
—0YFKD sL Dbkt 200 THiYe 201 dgA%c 7 &0 mfi aDh VI @
ttySO Lo h O i J —wmfi a0 h ¥vD ®r -=38 10 ¢hOT | ot = B

. D01l «DWO B %otd pee evi | Lol ui fi adh v @
iLO o' .iwdys - ~3 A°

LO o 'w«iwds& A{VvE-Red Hat Enterprise

1. grub2-env « v fi » 4 ~=8 kerneloptsR' ©2 a> 4 o3 A9
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L

r — c>=l A 9
#grub2 -editenv - list| grep kernelopts
kernelopts=root=/dev/mapper/rhel - root ro crashkernel=auto resume=/dev/mapper/rhel -
swap rd.lvm.lv=rhel/root rd.lvm.lv=rhel/swap rhgb quiet
2. list « % fi » — LcI—I,Z)<:»=|A9
JL
r —_— <:>=| A 9
kernelopts=root=/dev/mapper/rhel - root ro crashkernel=auto resume=/dev/mapper/rhel -
swap rd.lvm.lv=rhel/root rd.lvm.lv=rhel/swap
rhgb quiet | ™= 9 o ™9
3. odkioko Tfid o3 A0
2% «HD =V —odkioke Tfiroelai «fisdioko 'fid -3
A 9
- 4 30 — # | ttyso 4 o= ™3 A0
#grub2 -editenv 1 set kernelopts=root=/dev/imapper/rhel - root ro crashkernel=auto
resume=/dev/mapper/rhel -swap rd.lvm.lv=rhel/root rd.lvm.lv=rhel/swap
console=ttyS0,115200 console=tty0"
4. oke'fi R' 0242 % <0 tdvisd A~ elisteyfisd
4::1 A 9
L
r — 4==| A 9
#grub2 -editenv - list| grep kernelopts
kernelopts=root=/dev/mapper/rhel - root ro crashkernel=auto resume=/dev/mapper/rhel -
swap rd.lvm.lv=rhel/root rd.lvm.lv=rhel/swap console=ttyS0,115200 console=tty0
5. oo Pod o3 A0

Wi ndowse«fEMSBSI —V E—i LO o' «i wdJ—
iLOL  A{ <8 Windows EMS «fi s2i &Lt ey : 2.  # WebK' p@mdd o=
2%3A°EMSE A <8 408 4P m®) ' mPI200 D¥sfiao @Vt

Vs # — d - Vs # Y ™ — &8 Emergency Management

Services EMS 4 # %3 A0

iLO# Windows EMS « fi s 2 i & A 8 - - == 9wy ™O

A iLo o' -iwdsd A r80Q Dvofiao @vr ~ Windows EMS « fi
s>t LAY ¥%Ned 3 A° EMS « fi 520 & A -=™=|80d" >
vofiao @vr—) ¢ ofi ) & =001 ™ EMS «fi 621 %0Q" Dws fi=
c@vrZz rof=™Ma™ |80 olaiwdirs.iocfes Vs

%8 il0O% < dDoe¥d ol ogA0

A WindowsEMS e "« i wdy |8 @vr” Dvol was ik A %N gAC

z| 8 EMSw) s & 5| -0 1 sd coMmwo s AL <% %y
A°iLO| @ EMSwD> s — / & - -8 COMwd ) — &L <370
Windows EMS « ' = i w) ) — FE ™M= o9 [ 850 @¥YET Dve !l vo £ —
iLO ol w i owd — . ==0 0y ™9

A WindowsEMS « fi 21 | 8iLO" 2 2 «fisdi < ~  #%gA°

A sacsk. fiki % 14 fe-ra{-]siLo ' -iwdsL o= v
8 [Enterle 04 A %N %Ned 3 A ©
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iLO
1.
2.

L O

1.
2.

ol wiwdsd AV E- Windowst A{-|® — -~ [=00q ™o
cvfirmwofispd %A
— ey fiyd ~=8 ¢ ad =3 A°
bcdedit /ems on
— ey fiyd ~=8 EMSPORT % |f!{ EMSBAUDRATE— 4 =3 A°
bcdedit /emssettings EMSPORT:1 EMSBAUDRATE:115200

0 :EMSPORT:1% COM1# 8 EMSPORT:2% COM2# A ° bcdedit /?< e
—Zi ki o3 A9

od” Dweo fiao @vt L o3 A0

ol wiwd ) 8po Tfi—

1. td=™] iLO o f ai wd. L. @+~ Dws ! voz
@:IAQ
“2|8gc ®@¥r* Dwo ! wo £— iLO ol wiwdy— o4 ~= 9 o
iTMQ
2. Windowss v | Linuxo Q™ D %o fiac @+ %iLO o ' =i wd
LA ber  if=mfisdh oqa
=0 | 8 g WindowsEMS « fi 521 —v E—iLO '« i wds— o 3V]|
s Linux—v E—iLO o' wiwdy— o <=9 c0p ™O

3. SSH#eo "Tfid =3 A O

V < 4 # ssh Administrator@<iLOIP= »~ @>% A %8 3 v | putty.exedwd .
22 =3 A°

4. ko fiki % ¢4V [eiLO= o »fis — L w340
5. </>LO->k. fik s #8 VSP< -8 Entere D& o3 A0
6. Windows - ®v + — =1 <SAC> k. fikJ # cmd < =8
cvfirke fik s w' £id -3 A9
7. Windows - @v + — —q ch-si<#>< <=8 W' oE I #
Vet i - 4 43A°
8. k. fikys% td Ve OS— = wal Ak o3 A9

o L m i WD), =—
sl wi wdJ. =% 0o 8 vsplog « v fi » &L ~= iLO ol wi wd |
L #%g A0

iLO Advanced ' wm? fi ®@%mafi ®) 21 14 =™ <sd o5
[Security]k [Access Settings]d > ©— [Secure Shell (SSH)]%s || 1 [Virtual Serial Port
Logldt ~ =3A°

.—:TME|88iLO--§o— gi <=0 oo T™M9
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o o kMo

SSH # CLI~
vsp « v fi » 4L
ESC+&  -=

c>=| Ag
=8 jLO
c>=| AQ

iLO ol i woyy, o4

ol wiwd ) —

Aq - | & vsplog

<:>=IA9

<:>=|A9



10. v ®. F— 1 LO

NIC |[2ilO+% ¢ o0 bmm « % #£A°ves 8 Llog|!
fi 50 4 L= — AL e3 A9
Webwafi 20 h ¥vO ®8 SSH8 RESTful AP| 4L == iLO~ =3 A°

NIC |8 — - - L3A°

A £epJs:d- Yev £D 00fis EPJ: D~ % — AL o= ™

I_I-QOA'HQ
A veisgv]| io- t 9
AN

NIl €awd s «=™|od dDwvafi-o @vt
NIC | ® —oQ" Dyefi=o @+ ZOWDIJ 19 =™3A°9

z D J

- iLO

|ETM_|| N|C.3K13780TM 5:"iLO|—--§Q$§/8=|

A Microsoft Windows Server 2022
A Microsoft Windows Server 2019
A Red Hat Enterprise Linux 9
A Red Hat Enterprise Linux 8
NI & A -~ 0
A v es 0S% NICEowd J o= ™
A USBCDC-EEM) ' wmP %V ®) OS r wafi ® 21 14 =™]s
A NIC %8 [Access Settings]d> ©# o f =™
A Lo~ A =fi 2> h vD> @%[Access Settings]dd o% -of =™ o

4 8 iLOWebmafi 22 h V2 @r =V ™  ~ | & [iLO Web Interfac
of = TM_" 9

e]¥s -

A ves 0s%®ilor A{—-- A{wdiLKko e-Aaqffe~r 1q=™0

™9

4 reehoi ) —ilO  # iLOWebwafi 22 h v @r V™  ~|tve
J OS%443wd J LK. ¢« o= ™y ™ <d “=9 00 ™9
A NICwafi 2D ¥D @%HD Ffi~8 3V | —v @) NIC—™d %< #dF

fiaeK'eotd=ma™ <oy — g NIC¥%  Nef| ™| -0
134°

NI c & ~af

1. nf 92 "fial d#[Securitylte’ b v oqA°

2. [Access Settings]dd ©% 14 3A°9

3. [iLOJow» —ZL_T 5 -3 A°

4. [EditiLO Settings]¥% %4 3 A ® _

5. [Virtual NIC]—# ve « We - @i =8 [OKIL«' P e =qA®

iLO ¥ ® - L A" ¥ % #ENf <L egA0
6. 4 VAL | # [ResetiLO ' b v o3 A°
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iLove L A ffer kgac
7. [Yes,ResetiLOFte ' e o3 A

s td{qz-¢ YoYe] | < %N 3 A °
by ey - NC % r~odeves OS # 4340
8. NIC%v @ OS # r~oaf=m™|,<d o370
P dfisoi yee THid A V@t ¥ ®@eq A

V ©) OSr. = mafi =7 A°®

wn P

4L =0 o0} ™9
Windows — :ipconfig 4 =8 D) ODJEPJ = bk 2D mmdODEPJ —>=
bk 2D d =9 01 ™9
EEE: C¥Windows¥system32¥cmd.exe = O X

Linux—  :evfi)' wafielf —|er~ USBEthemet— K. h O wai —
¢ USB Ethernet ¢ P wm®— L Mg Ao
. USB Ethernet — Ke hOmai i
Ko N O i AL -8 DEVICE r~ 5 enplsOf4uds ¢ P wm®r A

Ko NOwmai % NAME ~ Nof %4 <3 A°
A Ke ROwmi %0™ 8 k. hOwa (WNIOL <340

# nmcli connection

NAME UUID TYPE DEVICE

enol 7fd577b9 -02e2 46d7-9c2b eb62d4alle03 ethernet enol

virbr0  ¢c150df83- 432d 4022 be27 81cd2fa84a96 bridge virbrO

# nmcli connection add type ethernet con - name vNIC ifname enp1s0f4u4
'WNIC' (b19feel9 -cad94a7297e9cd7e69d761a4)¥% - tdg =ve

# nmcli device

DEVICE TYPE STATE CONNECTION

enol ethernet 7 enol

enpls0f4ud ethernet 1 VNIC

virbrO  bridge 7 VvirbrO

eno2 ethernet T -

lo loopback - -

virbrO -nic tun o -
o) :[Virtual NIC]¥%[Enabled]— 28 AMSL uafi ® D1 A{ <8 OS — USB
Ethernet¢ P mm®—K. N Owai (WNIC)% ¢ 4| = - tdga93vVe L —
~ s VNIC, < ™e Ke hDwmai % 148 - <odgnae/ -V E

— 2= ke NOwei 8 JePwmof— | N33y+°
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. USB Ethernet ¢ P mm®+ —

s €NP1sOfduds ¢ P mm®— STATE %5 Te— tePemef— L
TM=| A° — STATE 35 T e I—QI ETM-”l SL s= D 003
™9

# nmcli device

DEVICE TYPE STATE CONNECTION
enol ethernet enol

virbrO  bridge virbrO

eno2 ethernet
enpls0f4ud ethernet
lo loopback
virbrO -nic tun = -

# nmcli device connect  enpls0f4u4
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Server Power Power Meter Powver Settings Power Fans Temperatures

Power Regulator Settings

Fowes Regulator

@ Dynamic Power Savings Mode
:: Static Low Power Mode

i: Static High Performance Mode

() 08 Control Mode
L

Apply

Power Capping Settings

Measured Power Values Watts Percent (%) Power Cap Thresholds
Maximum Available Power 500 Watts 106% Maximum Power Cap
Peak Observed Power 474 Watts 100% Minimum High-Performance Cap
Minimum Observed Power 70 Watts 0% Minimum Power Cap

Power Cap Value
200 Watts. 33 %

Enable power capping

Apply

Local power cap is effective on this iLO.
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| Show values in BTU/hr
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Power & Thermal - Power Information ® © B * @ 9 A ?

Server Power  Power Meter ~ Power Settings ~ Power ~ Fans  Temperatures

Power Supply Summary

Present Power Reading 75 Watts
Power Management Controller Firmware
Version

Power Status © Redundant
High Efficiency Mode Balanced
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Power Supplies

Bay Present Status Hotplug  Model Spare Serial Number Capacity Firmware
1 ©OoK © Good, In Use v Yes 865414-B21 866730-001 SWEBP0B8JAQ023 800 Watts 1.02
2 ® 0K @ Good, In Use v Yes 865414-B21 866730-001 SWEBPOB8JAO3XR 800 Watts 1.02

Smart Storage Energy Pack
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Last scan time: 2019-12-21T719:06:50Z
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"lahsdata/" : {
"POST" : {

"downloadAll" "0,
"from" :"201 7-08-25",
"to" :"201 7-08-26",
"case_no" :"ABC0123XYZ",
"UserName" 1 "my_username”,
"Password" :"my_password"

commanHth{—R! ©D 2D
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A downloadAll - & »fi. 2 » — & 3 A0 - Al ~Lyefi. 004
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U hDOwai |8 6 JSON  #otd roadgy+e
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L B gek! 200 T d =D & =0 ™% 9 o0 p ™™O
SSHD>-—
[Secure ShellKey]ld> o~ | ¢ -~ >@d ~ t |4 v SSHRK' e«ed—tec" %
tdga0 “omar 4 =pd{ o] 1=mr#aoSSHOL o o gy
| A -]81—ad ok e3 A°
SSHeod %fd  Af-|e" >@mdos o »fi Yo A
SSHD
iLO- SSHe 2L A{<%|e@SSH(OhDmi £ilOr 4 13A° NDwmi ~ |8
"D2®@mO% <VRK' ee«d¥% 3= %Nl 5 A° iLOROD + B vs | 8
V. doi* d@md=opfis - «2d t3A°" D@D~ <= SSH«D %
td Vv ~/ — 2@2% td{<eSSHeDd% 14340
— SSH« D %awd ) tqgA0
RFC 4716

---- BEGIN SSH2 PUBLIC KEY ---

Comment:"Administrator"”
AAAAB3NzaC1lkc3MAAACAT27C04Dy2zr7fWhUL7TwHDKQAEdyuAINLIivLFP3loKZ
ZtzFOVInP5x2VFVYmTvdVjD92CTIxxAtarOPON2qUgqoOajKRtBWLmxcfqsLCT3wl
3ldxQvPYnhTYyhPQuoeJ/vYhoam+y0zi8D03pDv9KaeNA3H/zEL5mfIKtgts8/UA
AAAVAJ4efosffqOhgda/eTGEUHPCb3INAAAAGCbNhADY Xu+Mv4xuXccXWPOPcj47
7YiZgos3jt/Z0ezFX6/cN/RwwZwPC1HCsMuwsVBIqi7bvn1XczFPKOt06gVWCcjFt
eBY3/bKpQkn61SGPC8AhSu8uIOKjyUZrxL4LdBrtp/K2+Im1fqgXHnzDIEJORHg8Z
JazhY920PpkD4hNbAAAAgDN3IbalgFVIOUIR}j21MjXgr6em9TETSOO5b7SQ8hX/
Z/axobbrHCj/2s66VA/554chkVimJT2IDRRKVkcV80OVC3nb4ckpfFEZVKKAWYaiF
DLgRbHhh4qyRBIfBKQpvvhDjlaecdFbaO2UvZItMir4n8/EOhh19nfi3tjXAtSTV
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---- END SSH2 PUBLIC KEY ---
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OpenSSH ¢ D

ssh-dss
AAAAB3NzaC1kc3MAAACAYEd8RKSHLCLDII+RKALUXjVS28hNSk8YDIjTalpwlVOIBirrLGPdSt0avNSzODNQuU7gTPfjj/8c
XyHe3y950a3Rics1fARYLINFGqFjr7w2ByQuoYUaXBzzghlYMQcmpc/W/kDMCOdVOf2XnfcLpcVDIm3ahVPRkxFVOWKKAAAAVAI
3J61F+0oVKrbNovhoHh8pFfUa9LAAAAgABpUS/MIF0s5QxqkEWPD6+FVz9cZ0GfwlbiuAl/9ARsizkbwRtpAIxAp6eDZKFvj3Zly
NjcQODeYYqOVvVU45AkSKLBMGjpFO5cVINWEGEVIW7mAvtG2zwMEDFSREW/V526/jR9TKzZSNXTH/wqRtTc/oLotHeyV2jFZFGpxD
OVNWAAAAgFf6pvWaco3CDELmMHO]T3yUkRSaDztpqtoo4D7ev7VINPPjnKKKmpzHPMAKRxz395S80SfWSnWM3n/pekBa9QI9IH1r
3Lx4JoOVwTpkbwb0by4eZ2cqDw20KQ0A5J84iQEITbPNecJOHJItZH/K8YnFNwwYy2NSJyjLWAOTSmMQEOW Administrator

iLO™ eo D

BEGINNEND Z e b2 # 54V OpenSSH « D #A9 | — | ®# BEGIN SSH KEY < END
SSHKEYv« @) — # 1 ~ A Y%Nef 3 A ©

————— BEGIN SSH KEY----

ssh-dss
AAAAB3NzaC1kc3MAAACBANA45gX09cMlasav6ApuCREtLUVP7qcMbw+sTDrx91V22XvonwijdFiOM/0VvuzVhM9oKdGMC7sCGQr
FV3zWDMJclb5ZdY QSDt44X6bvisQCAROWNGBN9zHLEYsbXVNASXN7uBM7jXwHwrApWVuUGAIOQnwUYVN/dsEBFbEYtGZCRAAAAFQ
DofA47q8pIRdr6epnIXSNrwJRvaQAAAIBY7MKa2uH82I0KKY TbNMi0o5mOgmqy+tg5s9GC+HvvYy/S7agpldfizgkpHF5EPhmO)
KzzVxmsanO+pjju7IrE3xUxojeviokTERSCM xLa+OVVbNcgTeOxpvc/cF6ZvsHsOUWz6gXIMCQIPk118VMOwI/tyLp42YX0OalLZzG
fispKAAAAIEAI7FsO7sDbPj02a5j03gFXa762IWvu5iPRZ9cEtSWJIEYwMO/ICaJVDWVOpqF9spoNb53WI1pUARJg1ss8Ruy7YBv
8Z1urWWAF3fYy7R/SIQqrsRYDPLM5eBkkLO28B8C6++HjLuc+hBvj90tsqgeNVhpCfO9qrjYomYwnDC4m1IT4= ASmith

----- END SSH KEY-----
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1. ssh-keygen® puttygen.exe® 3V | — SSH« D2~ Dws wo d ~=82048f b —
DSAorRSA « > 4 =g A°
key.pub h O mmi o3 A9

. [Security]d> ©r =3 A°

4. [Secure ShellKey]a KL <! p o oA
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Access Seftings iLO Service Port Secure Shell Key SSL Certificate Directory Encryption MNEC S50 Login Security Banner

Authorized SSH Keys
Login Name User Name Public Key Hash
D Administrator Administrator <No SSH public key installed=

Authorize New Key | Delete Selected Key(s) |

-

5. SSHeod A" >@md>— — ~Nef#ve.we. ek eq A°
[Authorize New KeyJd« ' ¢« «3 A°®
RKi Pe«dd ¢ Hd <= [Public Key Import Data]We « @ =| WA

Access Seftings iLO Service Port Secure Shell Key SSL Certificate Directory Encryptien NEC S50 Login Security Banner

Authorized SSH Keys

Login Name User Name Public Key Hash

Administrator Administrator <No S5H public key installed>

Authorize New Key ‘ Delete Selected Key(s)

Public Key Import Data

Paste the PEM encoded public key in the area below, and click ‘Import Public Key’

Import Public Key

«>|©®2048f s —DSA«D3V | RSA«D £t rodg Yo
8. [Import PublicKey]L<' ¢ « 3 A?°

cL& v o™MSSHI-—

1. ssh-keygen® puttygen.exe® 3V | — SSH« D2~ Dws wo d ~=82048f b —
DSA3 vV | RSASSH« > & o3 A9
key.pub h O mmi 2 o3 A9
[Security]k [Access Settings]d> ©# [Secure Shell (SSH)]% r~of = ™| 1 <4
-3 A°
@o|88iLO--§o— o 4t “=9 o0t T™M9
4. wd ) 22%# Putty.exed o= SSH¥eo "fid %A
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cd /mapl/configl ¢ = © < J = ~ =3 A°

—cyfird =3 A°

oemNEC_loadSSHkey -source <protocol://username:password@hostname:port/filename>

L—evfiyd A{swn| — -~ ©= 9 o1 ™O

A protocol— | #8 HTTP3 vV | HTTPS#o 14 road g Y+

A hostname < filename — | £FA°

A username:password < port — | oko TfizAe

A 0emNEC_loadSSHkey | @ < % tdgac
CLI#| 8 URL— o % F40™V ESURLY% <™  w=0o001 ™I —  # ¢
v fi ) d o350

</mapl/configl>iLO-> oemNEC _loadSSHkey -source http://192.168.1.1/path/sshkey.pub

SSHD-—
1. [Security]ldd> or «==149
2. [Secure ShellKey]=t K& < ' e« o5 A9
3. SSHeod A" >md>— — r~Nefve-we. ok e3 A°
4. [Delete Selected Key(s)[&« ' ¢« =5 A
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- |4 @ L Adi<coogito= &£ ~A{ I <s%ERHgAC
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Security - SSL Certificate Information

SSL

® O DO ® 9 A ?
Access Settings iLO Service Port Secure Shell Key Certificate Mappings SSL Certificate Directory Encryption NEC SSO
Login Security Banner
SSL Certificate Information
Issued To CN = BMCK30APP001U, O = NEC Corporation, OU = Cloud Platform Division, L = Kawasaki, ST = Kanagawa, C = JP
Issued By CN = Default Issuer (Do not trust), O = NEC Corporation, OU = Cloud Platform Division, L = Kawasaki, ST = Kanagawa, C = JP
Valid From Feb 11 12:47:25 2022 GMT
Valid Until Feb 10 12:47:25 2037 GMT
Serial Number ed:3f.4f.28:bd.e8:54:d8
Automatic Certificate Enrollment Trusted SSL Certificate
Certificate Enroliment Status £ Disabled Select one of the ways to customize:
Enroliment Service Disabled
@ Import a Trusted SSL Certificate
O Automatically manage SSL Certificate
4L A - | & [Security]Y [SSL Certificate]d> o~ o3 A9
d
- 3/8 ! -|| =| A 9
A [Issued To] - — — o
A [Issued By] - dL =V CA?°
A [valid From] - — — 9
A [valid Until] - - - °
A [Serial Number]-CA~ |Ff = 4 = |4V —o b i o
SSL — < wmfl WD )
iLO# | 8 iLO - wafi WD J A 7 — SSL L AV E- - # %
L #%3 A0
SSL | @ A4 CSR & = td Ve %o ™Mg -3 Y$9iLO %
—ehoOi -hge s oo d 83V | — CSR~ A Yommfli WD
44 - —osR% 44 | eq3de/ - o] omesRA
-8 | — CSR4 ~= CA%[ ~m™ L A %Nef 3 A ©
0i O 4 o
(SSL — )
1. [Security]Y [SSL Certificate]dd or =3 A°
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Security - SSL Certificate Information ® 0O ® O » @ 9 A ?

Access Settings iLO Service Port Secure Shell Key Certificate Mappings SSL Certificate Directory Encryption NEC SSO

Login Security Banner

SSL Certificate Information

Issued To CN = BMCK30APP001U, O = NEC Corporation, OU = Cloud Platform Division, L = Kawasaki, ST = Kanagawa, C = JP

Issued By CN = Default Issuer (Do not trust), O = NEC Corporation, OU = Cloud Platform Division, L = Kawasaki, ST = Kanagawa, C = JP
Valid From Feb 11 12:47:25 2022 GMT

Valid Until Feb 10 12:47:25 2037 GMT

Serial Number ed:3f.41.28:bd:e8:54:d8

Automatic Certificate Enrollment Trusted SSL Certificate
Certificate Enroliment Status ] Disabled Select one of the ways to customize:
Enroliment Service Disabled

@ Import a Trusted SSL Certificate

O Automatically manage SSL Certificate

Customize Certificate

SsL Lo @ v mmuAf |8 —™ %—0oke "fid ogA0
1 [Import a Trusted SSL Certificate] - 1 4 v SSL L Zefiwd A
| 81 —oko Tfid o3 A9
1 [Automatically manage SSL Certificate] - SSL — 3V | LA
-1 —oko Tfid o3 A9
2. CA%t 1 — SSL AL o3 A0
3. 7 SSL— L LOr mafi WD J =3 A

C A |- — 71 SSL —
1. [Security]Y [SSL Certificate]dd ©r =3 A°
i

2. [Import a Trusted SSL Certificate]d: ~ [Customize Certificate]l « ' ¢ « =3 A°
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3.

4.

NEC security - SSL Certificate Customiza o0 H® ® A/ 7
Access Settings iLO Service Port Secure Shell Key 35L Certificate Directory Encryption MEC S50 Login Security Banner
Certificate Signing Request Information
J:;,w., c)
Stete (ST}
Kanagawa
City or Locality (L)
Kawasaki
e comoraon
rratomoveen
|:| include iLO IP Address(es)
Import a Certificate
The iLO security features can be enhanced by importing a trusted cerificate. iLO
can create a Certificate Signing Request (CSR) in PKCS #10 format to send to a
Certificate Authority (CA). The CSR iz base64-encoded. The CA processes the
request and returns a response (X.509 Certificate) to import to iLO
There are four steps to importing a certificate
+ Generate a CSR.
» Send the CSRto a CA and receive a certificate.
* Import the certificate into iLO
* RestartiLO
[Certificate Signing Request Information]% <= " fize —|er o3 A°
A [Country (C)] -t — iLOOK- evr L A 3V | % A £ A
| 2 — 9 2 — 4L # -3 A°
A [State (ST)]-! — iLOO K- ev+ L A 3V | % A o
A [City or Locality (L)] - — iLOO K- e@v 4 A 3V | % A
9
A [Organization Name (O)] - ¢ — iLOO K- @w 4 A 3V | — °
A [Organizational Unit (OU)] - | —iLOoK- evr L A 3V |
— — 9
A [Common Name (CN)] -t — iLOO K- @+ — FQDN®
FQDN | 8 [Common Name (CN)] We « &~ - td34a0

iLO % CSR~ FQDN4i

3 V | [iLO Shared Network Port] kK [General]Jd> ©# [Domain Name]

%N 3 Ak ) D~ —

=0 o0 ™9

[include iLO IP Address(es)] -
Ve «Wee @bofir oq A9
{v Esenoisz| -0

[Generate CSRJ& <« ' &« =3 A°

= ™M= | 8 5 £ Py

CSRr
—oko Tfi|® -
TM=|A9

iLO— IP =

L

D e — 9

L3

>

2 %1 | e - 8 [iLO Dedicated Network Port] k [General]

A
AL

ol |=-||
Z %0 ™ CA 3%Ne

| 8



Ak #Nef 8/ — - £ 1
©% t4gAc
10 ~ 8 [Generate CSR[EL <7 e« o3 A°
CSR% tdgA°

o

Yol ] %oNe| 1 <L {0 ¥

Access Seftings iLO Service Port Secure Shell Key SSL Certificate Directory Encryption NEC S50 Login Security Banner
Certificate Signing Request x®

The following base64-encoded data may be used to reguest a cerificate from a certificate server.
Copy the data below and use i to make a certificate request.

———BEGIN CERTIFICATE REQUEST——
PP e e v g = S S W UL H a0 T W D i AL
LTI g SR AT = T T RS I T PTET H =1 mav i Tk ROl R T ar

PR CWE el b e B e e e O Al By L Ak ) e L H oSl
PP AT Ak Ty =T Fr TG H G 2P ER TS T Ay T e T AT =l

CLLELLE T e i Vs AN I ILE Tl e =AU ey T L
ATOTATIARTF T AV ERY r75r 0T "7 w1777 PN aeneea=idied

S el g U Bk e Sl S e e e s ey Ay e,

T A DA e o L, EATR H DN PR AT ETI AT T IAni ST o e
LR Gy B g e R Tl T iy Il ol P P R I il R (L P ERS ST

P arpeci
Fa e TRE S TH AT (FRAR R FERN S S EUAT SELET L T i |
SR FIYEET TH 7o HL IS0 AL St Lo 3 o DA ek T e i s
T AR ety FTRT A KM A P0  padi HA T

———END CERTIFICATE REQUEST——

CSRr | 8 «' wme fis K' p@2<ilO — L A{RK' Ec¢d<k' =mz)d
Jed2—A=% gd=™3A°awd s td{ed— Owmz| 2048f e 2A°
14V CSR| 8 -™CSR% 143522 iL0% . —ehoiy -
¢esrd g2V | Yommfl WO J 14528 02" - td 340
CSRv« @) &L <= ¢HD o3 A°

K' »@2 »o fi ) pdt  5s — O -t - -3 A°

— - [ =8CSRL CA- o3 A°

CSR4 CA~ A 8¢ o — rOoKovel SAN — %
] %N 3 A ° 8 1 — | [ — IWe- e-NegA° 0 8 iLO

IN
D

DNS — < IP= )" @[ — JWe « @~ sandns=<IP= ;" @
>&dns=<g2J P> >— 4L o= o3 A°
CA| 8 PKCS#10  — L o340

4 =V ||f8 — 4L =D o001 T™M9

A CN % iLO FQDN < o= ™ o

1 4 | & [Information]Y [Overview]d> o~ [iLO Hostname]< == td g0

A % Base64 # «fi « D » 14 Vv X509 2 Nef ©
A e s %=
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CSRr | ¢ «' mmfiiK' »p@o<il0 — L AJRK' Peed<k' wmzd/e¢2—Q-

% 349 =™3A°iLO| 8 SHA-256 o= t 4 v 2048f pJ RSA«¢ D3V | CNSA  «
> & o3 A9 19V CSR| &8 <™CSR% 194 %®iLO% —+hoi
-l ey v dq %V Younli WO J 14528 02" rd g4
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1 SSL  —wfi W

1.
2.

3.

T

1.

[Security]Y [SSL Certificate]dd o~ =3 A°
[Import a Trusted SSL Certificate] i ~ [Customize Certificate] 8 [Import
Certificate] Waifi — ~ <! 2o o3 A°
Access Settings iLO Service Port Secure Shell Key SSL Certificate Directory Encryption NEC S50 Login Security Banner
Import a Certificate X
[ import|
v(o,Wr- o- L 4 1 =s8[Import]ldL-’ £ ogqA0
iLO| 8 3KBY Z —Ommtt k' wmzd ) ¢2# vd 8/ 4 4 % 10241 e %
2,048¢ ¢ . - Aq 609P mmi 5V | 1,187P mm & 5 — SSL Low
DIl =3 A°
iLOL! 3 p) o3 A0
== |8 ilO— Pypy o4 ©=0 o0 g ™9
— 7 @2 YV it $J||\/ SSL
Lo @ v mmsA] - |8 —™[d %—o0Kk - T eq A O
1 [Import a Trusted SSL Certificate] - t 4 v SSL L wfiWwd A

Jrlei—oke ik oqac
1 [Automatically manage SSL Certificate] - SSL —

AV o+ At —oke L eqac
SSL — wafl WD
| & SSL — Sl W) Jod =000 ™9

[Customize Certificate]dt « ' & « <5 A S
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2.

NEC security - SSL Certificate Customiza o0 H® ® A/ 7
Access Settings iLO Service Port Secure Shell Key 35L Certificate Directory Encryption MEC S50 Login Security Banner
Certificate Signing Request Information
J:;,w., c)
Stete (ST}
Kanagawa
City or Locality (L)
Kawasaki
e comoraon
rratomoveen
|:| include iLO IP Address(es)
Import a Certificate
The iLO security features can be enhanced by importing a trusted cerificate. iLO
can create a Certificate Signing Request (CSR) in PKCS #10 format to send to a
Certificate Authority (CA). The CSR iz base64-encoded. The CA processes the
request and returns a response (X.509 Certificate) to import to iLO
There are four steps to importing a certificate
+ Generate a CSR.
» Send the CSRto a CA and receive a certificate.
* Import the certificate into iLO
* RestartiLO
[Certificate Signing Request Information]% <= " fize —|er o3 A°
A [Country (C)] -t — iLOOK- evr L A 3V | % A £ A
| 2 — 9 2 — 4L # -3 A°
A [State (ST)]-! — iLOO K- ev+ L A 3V | % A o
A [City or Locality (L)] - — iLOO K- e@v 4 A 3V | % A
9
A [Organization Name (O)] - ¢ — iLOO K- @w 4 A 3V | — °
A [Organizational Unit (OU)] - | —iLOoK- evr L A 3V |
— — 9
A [Common Name (CN)] -t — iLOO K- @+ — FQDN®
FQDN | 8 [Common Name (CN)] We « &~ - td34a0

iLO % CSR~ FQDN4i

3 V | [iLO Shared Network Port] kK [General]Jd> ©# [Domain Name]

%N 3 Ak ) D~ —

=0 o0 ™9

[include iLO IP Address(es)] -
Ve «Wee @bofir oq A9
{v Esenoisz| -0

10. [Generate CSR]E- ' £« =5 A

= ™M= | 8 5 £ Py

CSRr
—oko Tfi|® -
TM=| AQ

iLO— IP =

L

D e — 9

L3

>

2 %1 | e - 8 [iLO Dedicated Network Port] k [General]

A
AL

ol |=-||
Z %0 ™ CA 3%Ne

| 8



11.

12.
13.
14.

15.

Ak #Nef 8/ — - £ 1
©% t4gAc
10 ~ 8 [Generate CSR[EL <7 e« o3 A°
CSR% tdgA°

o

Yol ] %oNe| 1 <L {0 ¥

Access Seftings iLO Service Port Secure Shell Key SSL Certificate Directory Encryption NEC S50 Login Security Banner

Certificate Signing Request x®

The following base64-encoded data may be used to reguest a cerificate from a certificate server.
Copy the data below and use i to make a certificate request.
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Import a Certificate *

Paste the baseB4-encoded X 509 Certificate in the area below, and click ‘Import
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Authentication Options Kerberos Settings
LDAP Directory Authentication Kerbaros Reslm
Disabled

Local User Accounts

Kerbs KDC Sen Part
Kerberos Authentication s
Kerberos Keytab
(2. ] el g R ah T 4
Directory Server Settings
Hote: The components of the service principal name stored in the
Generic LDAP Kerberos keylab file are case sensitive. The primary (service type} _
must be in upper case ("HTTP"). The instance (iLO hostname) must -
1LO Object Distinguished Name be in lower case (e.g., “losxample example net'). The realm name

must be in upper case (e.0., "EXAMPLE.NET)
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7. [Apply Settings]& <! £« =3 A°
8. o -, 'pmdOPO=<iLO — dv @i A{ |5 [Test Settings]L-' &« <5 A
o |8se:" <1l ves— oA o=p0g ™o

9. [Administer Groups]i - l pe o=3 [DirectoryGroups]dd> ©r =8 &0
eyt aiokd  A{ L <%ERTAC

¢ <l @y (five @

DNL Af<seom o'~ td{a==—oKovesd %349V
-8 DN% %[ Vvde” >@md2% — DN&L |fo%fvde- >md2% of DN#= o
pfi L [ =™ %Nd 5 A°iLO|2DN#e=" «J ' 0df @f— & VN
<8 A2 - fiveosd <3A°
A 1- « fi ¥ « ®J ou=engineering,0=abd A{<s
cn=user,ou=engineering,0=ab — 9 - USEr< ==. = wafl # %3 A °
A 2-° ®v + % Information Managements Services® % |4 Training~ |Ff = tq =
™| s —Jeo five o A< vd - - a4 >m>
: oS = wali # %7 A
¢ <1 ' >@d «fi v @ 1:0u=IM0=ab
¢ <" D@D «five @ 2:ou=Services,0=ab
¢c” <1 1" >@m> «fi v« ® 3:ou=Training,0=ab
®>®@d)%IM < Training — - A | -
cn=user,0u=IM,0=ab < ==. =~ wafi % 7 k43 A°
A 3 Active Directory - Microsoft Active Directory # | 8 BNl h ¢
dv esd  #%3 A° @domain.example.com < ™e cfivece~|f=">m
DY USErs ==. = mall # % 81 —" D@D |
user@domain.example.com < «=. = wafi # %3 A ° Ve 2 wafi —7 %8 | —
— cfive @)Ly @) 2 %3A°
¢ <1 v e —
[Directory Tests]L  A{ <@ Yo Fooes” <t — L Fyma A0 e oy

S?BBH\/|‘E‘"in'eJ?/8 1-|

'veo,—  [res oy % 19
{<%-" ¥es 1500

1. [Security]Y [Directory]d> ©— [Test Settings]< « . =3 A°

306



307

3.

[Directory Tests]dd ©r | 8 —4s" o — L AV E- t 4

v — ovel— % 133A°3Vsi—-Adoer|dvel 2% ||
td v L AL - L td 30967 <AL oo =V riqff-ve
e A | N 3 5 #° [Directory Tests]Jd> o# | 8 ¢ «J '~ D@D <
R
[Directory Test Controls]¢ <o " fiz8 ¢ o™ < | — DN%|{ Re®: D&
<:>=|A9
A [Directory Administrator Distinguished Name] -iLOo K @ v« s 8. > i & %[
(five @ r=™=¢o" oyt LqpAe — D@O |8 o]
p 4 L= wmelqa
A [Directory Administrator Password] - ¢ = 7 « | i 4L =3 A?°
¢s” <yt ~ilooKev-sL A - aAfl-< o <R®: D)
L Afrsdmankegae i d k- <R®: 2)|8iLOr |Ff = t 4
JLl—#2]|0co8ilOcKoves<” D@D cfive @& AV E- t 4
34°
[Directory Test Controls]¥ <> " fiz8 v @)~ D@D — <Re: D =3 A°
A [TestUser Name] -iLO4—. ~wmfi<= - ¥ ® Ly @) =3 A°" D@D « fi
veeo,d zy%{vEsr>mdy | £ Nef| | Nd 3 >F° 1 — >
@d |81 —ilO— 21 ~ tkd =™ %Nef 3 A ©
A [Test User Password] -v @) " >m> 4 s3 A°

















































































































































































































































































































































































