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e Track&NQADBIE DI+
e Track BFDDEEED I+
e Track& PoEDRESEDIT

(WHAREEE)TrackEL a—ILET TUr—2 a3 v ED 2 —ILOBEDIT:
e Track& VRRPOESE DI+

o Track&ERAT A Y II—T 4T DEEDIF

N E‘ \Orchestrating a brighter world

© NEC Corporation 2026

24



QX-S3400F/S4100G/S4500G & ') —X Ethernet XA v F
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9.6.3Track ¢ RXZT 4y I N—FT 4 VI DEEDIT

W EEER
X7 EEES
pag:l # 18953
BRE
P
. ZEFIE
B avvFk iz
1. system view 12179 % system-view —
2. R R bRy TOEE AW RE/E SN SEL/R T4

AEEMEF Vv YT D
F=OIZRET 499

IW—T 4 5 & Track
IVhYEBEEDITS

ip route-static { dest-address
{ mask-length | mask } | group
group-name } { interface-type
interface-number
[ next-hop-address ]
[ backup-interface interface-type
interface-number
[ backup-nexthop
backup-nexthop-address ]
[ permanent ] | bfd
{ control-packet | echo-packet } |
permanent | track
track-entry-number ] |
next-hop-address
[ recursive-lookup host-route ]
[ bfd control-packet bfd-source
ip-address | permanent | track
track-entry-number ] | vpn-instance
d-vpn-instance-name
next-hop-address
[ recursive-lookup host-route ]
[ bfd control-packet bfd-source
ip-address | permanent | track
track-entry-number ] } [ preference
preference ] [ tag tag-value ]
[ description text ]

- VPN:
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ip route-static vpn-instance
s-vpn-instance-name

{ dest-address { mask-length |
mask } | group group-name }

{ interface-type interface-number

[ next-hop-address ]

[ backup-interface interface-type
interface-number

[ backup-nexthop
backup-nexthop-address ]

[ permanent ] | bfd

{ control-packet | echo-packet } |
permanent | track
track-entry-number ] |
next-hop-address

[ recursive-lookup host-route ]

[ public ] [ bfd control-packet
bfd-source ip-address | permanent
| track track-entry-number] |
vpn-instance d-vpn-instance-name
next-hop-address

[ recursive-lookup host-route ]

[ bfd control-packet bfd-source
ip-address | permanent | track
track-entry-number ] } [ preference
preference ] [ tag tag-value ]

[ description text ]
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. ZEFIE

B 1

avr R

i

1. system view IZ#179 %

system-view

2. RY R by TOFIE
AR EF IV IS
OIZRET 499
I—T 4 >4 & Track
IVh)EBEEDTS

RAVARE/E SN AEL/N
ip route-static { dest-address
{ mask-length | mask } | group
group-name } { interface-type
interface-number
[ next-hop-address |
[ permanent | track
track-entry-number ] |
next-hop-address
[ recursive-lookup host-route ]
[ bfd control-packet bfd-source
ip-address | permanent | track
track-entry-number ] | vpn-instance
d-vpn-instance-name
next-hop-address
[ recursive-lookup host-route ]
[ bfd control-packet bfd-source
ip-address | permanent | track
track-entry-number ] } [ preference
preference ] [ tag tag-value ]
[ description text ]

* VPN:
ip route-static vpn-instance
s-vpn-instance-name
{ dest-address { mask-length |
mask } | group group-name }
{ interface-type interface-number
[ next-hop-address |
[ permanent | track
track-entry-number ] |
next-hop-address
[ recursive-lookup host-route ]
[ public ] [ bfd control-packet
bfd-source ip-address | permanent

| track track-entry-number ] |

FTIAIE BBREEL
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vpn-instance d-vpn-instance-name
next-hop-address

[ recursive-lookup host-route ]

[ bfd control-packet bfd-source
ip-address | permanent | track
track-entry-number ] } [ preference

preference ] [ tag tag-value ]

[ description text ]
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9.6.4 Track & PBR DR ED T

B EEFR
X5 THES
Hil R #17241
EERE)

9.6.4 Track & PBR D EEEST 1T D EI £ K % HIBR
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3E QX-S3400F/S4100G/S4500G > 1)—X
Ethernet X1 v F
avo k=37
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01-1xC®IC

9.1.14 display fan
Fz9-4avv KA

W EEER
X5 EERES
rE #20083
BAE
ZEHD
J4—ILEF L
Slot 1 IRFRZ v U EEBEDIDTY,
Fan 1 N7 v DEETY,
T7oDBRERKEERLET,
Absent-J 7 ROy MMZT77UohHYEEA,
State
Normal-2 7 VA EEIZEIMMEL TLVET,
Fault-7 7 VICRAEAH Y T,
EEE)
Z4—ILEF Ll
Slot 1 IRFRZ v U EEDIDTY,
Fan 1 NE 77 vDE ST,
727 UDBREIREEFRLET,
Absent-J 7 ROy MZT77UohHYFEEA,
State Normal-7 7 VA EEEIZEMEL TLVET,
Fault-7 7 VIZFERHY £7 .
Fan-less—-7 7 V LRETILDE=HT 7 UlEHY £ A,
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02-IRF R &2 v %

1.1.17. mad enable

Bk
W EEER
X5 EEES
EE #10931
BRE
ZEAI)

IRF A2 yH 1=y FEPREBRITINRTO IRF RA YO A UNEBIZESET EIESAFTIvo YD
FOVE—=2a3 GV —T2RETIDHENHYET,

EEHE)

IRFRAwH 1=y hEPHEBRITIRTDIRFRAEZ Y A VUNKEBICHEGT 26H. BE—DF14F
SO YO TIUE— a3 I —TERETIRENHY ET,
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03-77 €A

13.1.2 vlan mapping

H L)z
B EEER
X4 EEES
Pyl #16909
BARE
ZHEA

AR TT—AD MTU (ET 74 LT 1500 /81 R TT, /87y FIZ VLAN 25 %#EBML=-D5, /N
vy hEIZ41NA FEMENET, oneto-twoVLAN RV E VS 2B FETEHEE. H—ERTO/Nq 54
FTYRT=ODA B TI—ADMTIU EDH L EE 1504 /84 FZERET A EEHELET,

EHE%)

A VBT T—RD MTU [T 74 )L T 1500 /N1 FTT, /84y M2 VLAN 25 %EBMLI=D5, /8
v bRIZ4/A4 FEIMENET, one-to-twoVLAN Ty EV S EH/TET D EE, H—ERTO/NA 44
FTYRT—=ODA VB TI—ADMTU #0740 EH 1504 /84 MZERET D EEHRELET,
VIANYYE VS Z#ERALIA V2 72 —AERBAHAL MO VIANIYYEVIREDVLIAN A V3 72—
AERHT S L3 EEIERYR—FTT,

VLAN Ty EUSRED VLANIZVLAN £ V2 D1 —REERB LUV IP 7 FLREBET B581%. L3
BIEORERE (EZEAUETT—R) IZIEVLANTYEV S EEALEWLTLEEL,
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04-IP H—E R

16.1.1. http-redirect https-port

Bl
W EEER
X5 EEES
EE #19603
BRE
ZEAI)

http-redirect https-port A< > KT, HTTPS US A LY rF 5 KR— b BEZHEELET,
undo http-redirect https-port A< > KT, REZHIBKRLZET .

EEE)
http-redirect https-port A< > KTI&, HTTPS UA A LY rFEHR—+rESZHEELET,
undo http-redirect https-port I< > KT, 6654 R— ~ITUFA LY FLET,
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05-)IL—F 7O kalL

2.1.2 ip route-static

B EEER
X5 EEES
rE # 18953
[ JaFS
P )
Syntax

ip route-static { dest-address { mask-length | mask } | group group-name }

{ interface-type interface-number [ next-hop-address ] [ backup-interface interface-type
interface-number [ backup-nexthop backup-nexthop-address ] [ permanent ] | bfd

{ control-packet | echo-packet } | permanent | track track-entry-number ] |
next-hop-address [ recursive-lookup host-route ] [ bfd control-packet bfd-source
ip-address | permanent | track track-entry-number ] | vpn-instance
d-vpn-instance-name next-hop-address [ recursive-lookup host-route ] [ bfd
control-packet bfd-source ip-address | permanent | track track-entry-number ] }

[ preference preference ][ tag tag-value ] [ description text ]

undo ip route-static { dest-address { mask-length | mask } | group group-name }

[ interface-type interface-number [ next-hop-address ] | next-hop-address | vpn-instance
d-vpn-instance-name next-hop-address ] [ preference preference ]

ip route-static vpn-instance s-vpn-instance-name { dest-address { mask-length | mask }
| group group-name } { interface-type interface-number [ next-hop-address ]

[ permanent ] | bfd { control-packet | echo-packet } | permanent | track
track-entry-number ] | next-hop-address [ recursive-lookup host-route ] [ public ] [ bfd
control-packet bfd-source ip-address | permanent | track track-entry-number ] |
vpn-instance d-vpn-instance-name next-hop-address [ recursive-lookup host-route ]
[ bfd control-packet bfd-source ip-address | permanent | track track-entry-number ] }
[ preference preference ] [ tag tag-value ] [ description text ]

undo ip route-static vpn-instance s-vpn-instance-name { dest-address { mask-length |
mask } | group group-name } [ interface-type interface-number [ next-hop-address ] |
next-hop-address [ public ] | vpn-instance d-vpn-instance-name next-hop-address ]

[ preference preference ]

< Hhig>
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INTGHA—4

< B>
recursive-lookup host-route: X274 v )L— FBIRDIZHDRR IL— T EIRE
LEY,
backup-interface interface-type interface-number: /Xy 2 7w THAA V2 Tz —R %
BATELUVBESTHERELES. NV ITYTHAM UV ETI—ANNBMAA VB2 T2 —R
ZEATEMN. PP A VB3 T2 —RATRABLA VR T—RETA—FX v X T 5158
. NI T7YvTORYR Ry TT7 RLREEBET DRENHYET,
backup-nexthop backup-nexthop-address: /X I 7Y TDRY X riky TF7 KLR %
BELEY.
bfd: RAT 4 v IL—rDFRY X bRy TORZEREE 2R HET S BFD #H%IC
LET. RIRXRY THEERARETHDEE. YATLET SISV I Ty TIL— kI
MYBZET,

< B>
permanent: EEDRAZ T4 v I I—bEEELET, HAMEZ Tz —ABNFT IV
LTH. BEDRATAVINL—FITI T4 TDEETT,
echo-packet: BFD Td—E— KZ#EELET.
public: EESNIZRIV AP RYTFZRLANNTY VIR hI—DI(2HB L%
~LFET,
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Syntax
ip route-static { dest-address { mask-length | mask } | group group-name }
{ interface-type interface-number [ next-hop-address ] [permanent | track track-entry-
number ] | next-hop-address [ recursive-lookup host-route ]
[ bfd control-packet bfd-source ip-address | permanent | track track-entry-number ] |
vpn-instance d-vpn-instance-name next-hop-address [ recursive-lookup host-route ]
[ bfd control-packet bfd-source ip-address | permanent | track track-entry-number ] }
[ preference preference ] [ tag tag-value ] [ description text ]
undo ip route-static { dest-address { mask-length | mask } | group group-name }
[ interface-type interface-number [ next-hop-address ] | next-hop-address | vpn-instance
d-vpn-instance-name next-hop-address ] [ preference preference |
ip route-static vpn-instance s-vpn-instance-name { dest-address { mask-length | mask }
| group group-name } { interface-type interface-number [ next-hop-address ]
[ permanent | track track-entry-number ] | next-hop-address [ recursive-lookup host-route ]
[ public ] [ bfd control-packet bfd-source ip-address | permanent |
track track-entry-number ] | vpn-instance d-vpn-instance-name next-hop-address
[ recursive-lookup host-route ] [ bfd control-packet bfd-source ip-address | permanent |
track track-entry-number ] } [ preference preference ] [ tag tag-value ] [ description text ]
undo ip route-static vpn-instance s-vpn-instance-name { dest-address { mask-length |
mask } | group group-name } [ interface-type interface-number [ next-hop-address ] |
next-hop-address [ public ] | vpn-instance d-vpn-instance-name next-hop-address ]

[ preference preference |
< HRg>

<HREE>
recursive-lookup host-route: X274 v )L— FBIRDIZHDRR bL— T EIRE
LET,
bfd: R T4 vV IL—FrDHRY X bRy TORERGERZ1EH T S BFD 2HHIC
LET., KRR MRy THEERAETHDIHE. PATLEFTCITNY I Ty TIL— RIS
NYBZET,

<HEE>
permanent: EEDRAZ T4 v I I—bEEELET, HAMEZ Tz —ABNFIY
LTH, BEDRETAYIIN—FEFTIO T4 TDEETT,
public: EEEN=RIV A RYTTZRLANNRTY YO Ry bT—DI(2HBE%E
~LET,
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07-ACL and QoS

1.1.11 packet-filter

W EEER
X5 EEES
Pl #10704
[ [ES
ZERD
FE.

1 DOR— KR LABT, IPv4 J4ILBEIPVE D4 ILEEZRET D EFTEEEA,
inbound/outbound 23T CTRELGE D AR THHREILAIETT,

EL:

AVATT—ROBE—FMAIZKH LT, BA3 DD ACL (1 DDIZ# [Pv4 ACL, 1 DD [Pv4 ACL, 1D
D L2 ACL) #BEHT A ENTEET,

EEE)
FE .
1 D2OHR—KZBEILAMBT,. ALCIP 78 Fa)Lb/N—2 3 VDIBA ACL LHiIE ACL 28 F T 5 LI1ET

=EEA,
inbound/outbound 1243+ TEALZ S AR THHREILAIETT .

EL
AR TT—RORE—AMIZFH LT, A3 DD ACL (1 DDIEHE IPv4 ACL. 1 DDIZEH#E [Pv6 ACL. 1D
DL2 ACL) ##ERTHZEMTEFET,

N E‘ \Orchestrating a brighter world

© NEC Corporation 2026 39



QX-S3400F/S4100G/S4500G ') —X Ethernet XA wF
avYRw=Za7IL

08-zxaYUT+«

B EEIER
X4 EEES
FDith #18926
BARE

LEYDEREELT, T08-tFa)T 11 OFIC T0-FAAKL. M0-RTLEE] AAO>TWVET
AL ELLIE T08-EFa )T a1, T0-E0AKL. M0-2RATLEHE] FRLCEELEGYFT,
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1.3.9 primary authentication (RADIUS scheme view)

INFA—2Z
B EEER
X5 EHES
P #13634
BRE
ZEEA

port-number. 754 < 1) RADIUS B3 —/\DHY—ERKR— +rES% UDP R— FBEETHEELET,
REHHIT 1~65535 TS, T 74/ FE 1812 TY,

key: EX¥a17%HTS54< Y RADIUS 7HO T4 T H—NOBEETILOICAEX—%BELE
Bt

cipher: BEETXX FEBELET,

LE%K)

port-number: 754 < 1) RADIUS FBiEH—/\DY—ERKR— +FES% UDP R— FBEESTHEELET.
REHHIT 1~65535 TY ., T 74/ FE 1812 TY,

key: 754 <) RADIUS BB H—/N\EDEX a7 BED-ODOREREEELET,

cipher: BEETX X FEBELET,
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1.3.20 secondary authentication (RADIUS scheme view)

INFA—2Z
B EEER
X5 EHES
P #13634
BRE
ZEEA

port-number. 5 >4 1) RADIUS ZBEEH—/\DHY—ERR— +ESZ UDP R— rESTHEELET.
REHHIT 1~65535 TS, T 74/ FE 1812 TY,

key: EX¥a17%HTS54< Y RADIUS 7HO T4 T H—NOBEETILOICAEX—%BELE
Bt

cipher: BEETXX FEBELET,

LE%K)

port-number. £7 > % 1) RADIUS SR —/\DY—ERKR— +FES% UDP R— FBEESTHEELET.
REHHIT 1~65535 TY ., T 74/ FE 1812 TY,

key: £H % 1) RADIUS BBfEH—/N\EDEFX 1 7 EED-HDHEEREFIEELET,

cipher: BEETX X FEBELET,
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3.1.11 mac-authentication timer (system view)

B
B EEIER
X5 EEEES
rE #13376
BRE
Z A

MAC 7 RL ARSI A—HIXUTDR A I EZFEHALET,

e Offline detect timer— 21— N7 A FILIREETHD ZEEZRHT BH-HIZ, BEENI—FHho5D +
749 EFOHMERELET, A —VOEEHISEHMATT 4 FILKEBIZHE->TWSIEE. &
Blda—4#079 L, A—HYDT7Hh OV FEEFELELET., COEATIEMACT I*l/ZuL.n
DA T4 REOREEENENTHIEEDAEMTT,

Offline detect timer Z:XE L1=D5H., AY> KFTMACT7 FLRI—L 25 %4 <[, Offline
detect timer E A—DEFHZRE L TL S, ZhIZ&k o T Offline detect timer DHARIAIZEFRI S 1
fzA—HDMAC7 FLRIV YR TLTLEDGWVESITHLELET,

ETEE)

MAC 7 RLARBIHIA—HIIUTDEZ A I EFERALET .

«  Offline detect timer—1—H¥ N7 A KILVIRETHZ L Z2BRHETEH-0IC. EEALI—FMhDD +
ST4 v #FOHMERELET, A —VOEGEHISHMATT 4 FILKEIZHE>TWSIE5AE. &
BlI1—H%#05 79 L. A—HDTHYY FEELELET, _®947(iMAC7|~uxnhn
DA IS4 VREDOBREEENENTHIIEEDAEYNTT .
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09-E R A

3.1.7 protected-vlan

& BA
B EEER
X5 EHES
P #17267
BRE
Z A
protected-vlan A< > FIERRPP KAAL D 7OT%5 FVLAN #%ELET,
undo protected-vlan 17 > K[ RRPP KA A U FOF4 k VLAN ZHIBRLET,
JRTY FVLAND ) VT #HRET BR1#%IZ. RRPP KA U THRELZTOTY L VLAN #
HIBR. HEVXBET DI ENTEES ., LOALKRASVTHRESAEIRTOTOTS b
VLAN DB EZHIBRT A LIFTEFREAS
VLAN f YVRBVADIYEV % EFFHEE, RRPP KA/ 2D FOTY k VLAN £ ZEE
LET,
EEE)

protected-vlan 1Y > FIERRPP FAA D7 OTY FVLAN #5RELET,
undo protected-vlan 1< > FKIERRPP KA A U5 70OT%5 FVLAN #HIBRLET,

HEODRNZUTY)—DEEE— KM PVST £E—F DIFA. MSTI ® ID DfElX 0 24T
El

JOFH9 FVLAND Y VT %#HRET HRI#%IZ. RRPP KA A U THREL-FETS L VLAN %
HIBk. HEIVIXBEETEIENTEET, LALKRASMVTRESAETRTOTOTS b
VLAN QO EZHIBRT A EIETEEE A,

VLAN f YRBEVADI v EVT2EETSHEE. RRPP KAV DTOTS k VLAN £ ZEE
LETS
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