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1.1 WebZBBRI(FR—2 LBIEE)ZREaAT VKR

1.1.1 default-logon-page

Syntax

TI4IE

View

default-logon-page filename

undo default-logon-page

BREGL

Local portal Web server view

EBEFAIL—FO—)L

INTG A—4

55

i

network-admin

filename: T2 A I FDRBIEER—C T 7AIILE T 7ANBR(T7ANLRETA LY MUK
L)THRELFET., REHHIKX1~91 XFTT, AXFE, IMNFERHNLFET, HIHEX
FlE, XF.BHFE, Fyb () E705—Ra7 ()TT

default-logon-page A7 > FEFERALTI7AILEEETDE. THNARIET7AMILE
BELTRIER—DEMEBLET, TNAMRIE. ThoZEO—HIR—FILBIADT D
F L l“uL.nIE/\_/t L/—CEQEE LiTo

A—AIR—F B ERIESEBICE . Flash DIL— kT LY CJIZHBTIAILE
DBAR—T T 7AILEFERALTLESN, DRAFLBIAR—DFFERT AHIZE, #HE
DRFAR—CFENREITAXTBHEEZIC, BETBHHBRELUVAHAS RS VIR OIBE
AHYET. HIRELUVHA K54 VOFEMITONTIEQX-W 1) —X Web ZBEE(R—

BIEBEE) ARL—23 R ZaTILD 1.5 BIFN—DHR 22V X7 #BBLT

{IEELY,

# O—hAILKR—F)L Web Y—/INDTI7AIL FDRBIER—D T 74IILEL T,
pagefile1.zip 771 ILEEBELFET .

<AP> system-view

1-1
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[AP] portal local-web-server http
[AP-portal-local-websvr-http] default-logon-page pagefile1.zip
BEavY R

portal local-web-server

1.1.2 display portal

Syntax
display portal { ap ap-name [ radio radio-id ] | interface interface-type
interface-number }

View
FTRTD view

EHEFAHI—FO—)

network-admin

INSA—4
ap ap-name: AP 2 ZEELF T, HEHHAIKX 1~64 XFTT, KXF. INXFIIRFE
NFERAABILEXFR . EFE . HF.704—Ra7 () . EAva () . AM>Z ().
A5yva (). BEUIATRES () TT., AP BZEELEMEE., §TDH AP
DR—FILERE. R—2ILOETREZRRELET,
radio radio-id: 87 L= EBDR—F ILERE. R—FIILDETIKEZEZRTLET . radio-id
DEBEIE., TNARETIVZE-TERYFET, COFTLavEEELLGVNE. BE
L= AP OEBIRTOR—RILERE. R—FILOETKREEZRTLET,

interface interface-type interface-number: 4 3 7T —ADNA A TEBEHERELET,
HL:
display portal A7 > FIZFR—F LR L ETIRKEZRTRLET,
i
#APap 1 LOBREL L UR—FIILOETKEFRTLET,
<AP> display portal ap ap1
Portal information of apl
Radio ID: 1

SSID: portal

Authorization : Strict checking

ACL : Disable
User profile : Disable
IPv4:

1-2
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Portal status: Enabled

Portal authentication method: Direct
Portal Web server: wbs (active)
Secondary portal Web server: wbs sec
Portal mac-trigger-server: mts
Authentication domain: my-domain
User—-dhcp-only: Enabled

Max portal users: 1024

Bas-ip: 2.2.2.2

Action for sever detection:

Server type Server name Action
Web server wbs fail-permit
Portal server pts fail-permit

Destination authentication subnet:
IP address Mask
2.2.2.2 255.255.0.0
IPv6:
Portal status: Enabled
Portal authentication method: Direct
Portal Web server: wbsvo (active)
Secondary portal Web server: Not configured
Authentication domain: my-domain
User-dhcp-only: Disabled
Max portal users: 512
Bas-ipv6: 2000::1

Action for sever detection:

Server type Server name Action
Web server wbsv6 fail-permit
Portal server ptsve fail-permit

Destination authentication subnet:
IP address Prefix length
3000::1 64

#HVLAN f 2 71 —R 30 LOBRELS S UVR—FIILORTKEEZRTLET,
<AP> display portal interface Vlan-interface 30

Portal information of Vlan-interface30

NAS-ID profile: Not configured

Authorization : Strict checking
ACL : Disable
User profile : Disable

IPvé:

Portal status: Enabled

Portal authentication method: Direct

1-3
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Portal Web server: pt
Secondary portal Web server: wbs sec(active)
Authentication domain: test
Pre-auth domain: Not configured
User-dhcp-only: Disabled
Pre-auth IP pool: Not configured
Max portal users: Not configured
Bas-ip: Not configured

User detection: Not configured

Portal temp-pass: Enabled Period: 30s

Action for server detection:
Action

Server type Server name

IPvVG6:

Portal status: Disabled

Portal authentication method: Disabled
Portal Web server: Not configured

Secondary portal Web server: Not configured
Authentication domain: Not configured
Pre-auth domain: Not configured
User-dhcp-only: Disabled

Pre-auth IP pool: Not configured

Max portal users: Not configured

Bas-ipv6: Not configured

User detection:

Portal temp-pass:

Not configured

Disabled

Action for server detection:

Server type

Server name

Action

Destination authentication subnet:

IP address

Prefix length

11T FER

Z4—ILF

8B

Portal information of interface

AVBTI—RDBETT,

Radio ID EEDIDTT,
SSID SSIDTY,
NAS-ID profile AVBTT—ADNAS-DTFO T 7ML TY,

VSRP instance

A3 T—ALEDVSRPA YV RABA VADLZRITY ,

1-4
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J4—ILF 8RR

4287 T —ADVSRPIREET Y, :

o Master— 7 /34 RIFVSRPA VR A VADTRA—E LT
HRELET .

o NYYTYT—TFTINARIEVSRPA VXA VRADINY Y
TyTELTHELET,

o Down—T/3Af RI[EVSRPA VR RA VA TEITINTLE

VERP state Hho COREE. ROVTHADKITRELET,
o FEAEIT 5N I=VRRPY IIL—FIZWEIRRET T,
o VSRPA URAVAMNEFEELAELD, T/AM RIZEL
CERESATOEEA,
e NA—A VBT T—RIFEDVSRPA VR4 U RIZHLBEE
ffFrohThEHA,
ZEAEHRE 4 T T,
Authorization e ACL
o A—H—TJOTF7AI
Strict checking K= IR EBROBEELRF T VI RENRRINET
|Pv4 IPv4R— B JLRETT .
IPv6 IPveiR— B ILRETT

AR ITI—RATOR—FZNLBIART—FRATT,

o Disabled—R— % JLERFEIL | T,

o Enabled—R—# JLEREEIFEMTY,

Portal status o Authorized—R—2 JLEBEEH—/\FE FzILR— 2 JLWebH—
NIZFIERATEFEA, 1 V8T —REFEATS
L A—HEFBELZLTHRY FI—VIZ7HOERTESE
T

A3 T 1—REDKR—EFJLVSRPORT—H X:

o M_lnitial—< R 2 —TF /31 R IEHMPRKETT,

o MDelay— Y RA—TF/\A RITEBIERRETT, (EEFFM
AREBTHE, TNARIFTREZ—REIZYYEDLY £
EXR)

o MAne—YRA—T/INA RIFRZY F7AVIKETT,
COREE, RREA—TFTNARENYITITTINAR
PHEEICEETCETHEWVMESICRELETT, —RNGER
[E. Zx—IA—NR—J ORI EIhTNEI LT
ER

o MHello—<YRE—FNARIE, NV I FTvTTNARE
TCPHEREBELTLWEYT (1 22T —REDVSRPR

1-5
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J4—ILFK L

T—hrER—FNAF—TILRT—+ERISI—F
LET)

o MCollect—YRA—T/INARIE, NI T TTNAR
MAoDI—HFIEREFBLTLET,

o MSync—<RA—TFT/INA RIE, A—HEHRENNVIT v
TTFNARIZEELET,

o MSynced— I RA—T/NA A&, I—YERZE/NNVI T
v ITTNARZRABALE L=,

o B_hiial—/Xv O 7w TTF/NA RITWEARETT,

o BAone—N\v I Ty TTINARIETRA Y K70 IKEE
Tdo COKREIE NI TYTTIRARETIRE—T
NAZADPHEICEETELGWMGEICREELES .. —BH
HREHE, Jz—ILA—N—JoongmEhTbC
LTI,

e BHello—/Ny o7y TTFNARIE, RRE—FTINAR &
TCPIEMEBELET (1 V4 T —RXLEDVSRPRT—
FER—FINAFZ—TILRATF—+ERTLI—FLE
¥) o

o BReport—/Av o7y TTINARIE, 2—HERETX
B—TNARIZEELTVET,

o BSync—n\w O F7YITTFINARIE, YRE—TFT/N1 AH
LA—HFIEREZELTLET,

o B Synced—/N\v U T v TTINA RIE, R—2ILIEHREY
RAA—TNARERBLFELT,

o Down—T/\A RIFVSRPA Y R VR TEITINTULE
A,

A28 T T—APNKR—FILTEHERIZHE > TLEWNEE.

f=IXVSRPA R & U R IZEAEMF T M TWELMESE. 0D

T4 =L RERFRSINEE A,

AR T I—RTRIAE— FREMIZHE TS,

Portal authentication method BEEFRIAEMIHE>TWEES, SOT14—LFIZIE

DirectE RIRENFET,

AR ITT—RETEHRESNIZTS4<Y - R—%2)LWeb

Y—/RDARITT,

Y—IBFERASNATVSRIEE. SOT 14— FIZIEY—n

ZDEIZ (TUT14D) 759K RENET,

AUBT—RETHEESNTz/NY Y 7 v TR—% )LWeb

H—/IDARTT,

Y—N\PEASNTWVDBIEE. 20T 4 —JL RIZIEH—

BOWMIZ (TOT47) ISTNRRRINFET,

Portal Web server

Secondary portal Web server
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Z4—ILK &5t BA
AR T I—RETHRESINIMACAS VT4 U FH—N
Portal mac-trigger-server o
DABFTY .
Authentication domain AR TI—REDRHBERIERAALTY,

AR ITT—RAEDOR—FILI—YFOEFMBIAER AT

E

user-dhcp-only#EED R 7 —2 X TY,

e FEnabled—DHCPTHIZ L1=IP7 FL R ZEDa1—HF1T
MNR—F B EERTTEET,

o Disabled—DHCPTHUFL=IP7 FL R &HED>a—H L #
BIP7 FLREHD21—YOmAN., BiAEEBLTH
USAVITHRBIENTEET,

RERTDR—F )L A—HITHEES NPT FLRT—LD

Pre-auth domain

User-dhcp-only

Pre-auth ip-pool

£HITY .

AVRITT—RATHAINEZR—FIILI—FDOHRRYT
Max portal users

ED
Bas. R—Z LB —/NITEESNDEKR—FIL/Ty b D
e BAS-PEMTY .

R—F LB —/NITREESNDER—F /Ty b D
Bas-ipv6

BAS-IPv6/EMET 9

WA EARP, ICMP, ND. F7zILICMPv6), R, &t

User detection DEXHAITER, 1 V2 T71—R7A4 FILERGE. £

A1 ELEDR—F I THRET 5-ODHETT,

—BNRRBEDRT—ERTT,

e Enabled——B§/SRIEEEITEI T,

o Disabled— — B/ SR HEEILETY .

o [Period] —A—HHA—BHICA U E2—FY MIFTIEX
TEL—BFMG/RREE. SOT 14— FIE, —B/AX
HEENENEIZEIZOARRINET,

A3 T I—REDBEEDR—F LY —/ &

Portal temp-pass

o [Servertype] —H—/ DA A T, R—F LY —/N\IER—4%
urL.\nIE-U-_/\gﬁ L, Web-'j-_/\[j:-h ’)”)bWeb*j'—/f"c’
®LET,

Action for server detection . .
o [Servername] —H—/ D LRI,

o [Action] —H—/\EHDOERIZE>T R H—EhB7
93, R—% )LDfail-permitiéie A r— TILDIBE.
ZD 7 4 —)L FIZ(Xfail-permitARRESNFET,

Destination authentication subnet | R— 4% JLERFEDIELHY T+ v FDIEHRTI .

IP address R—A RS TRy FDIP7 KLRTT,
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Mask -I— g)l/uunl—tﬁj*JF@'ﬂ'j*‘J F?X?'C?'

|PV67R] Q}I/DLEIE-H-j*J |“7}‘I/Z0)jl/j’beE—c

Prefix length
To

1.1.3 display portal rule

Syntax

View

display portal rule { all | dynamic | static } { ap ap-name [ radio radio-id ] | interface
interface-type interface-number }

FTRTO view

EEFAIL—YFO—IL

NS

EiEA

7

A—4

network-admin

Al Z AT I VIBEVRETAYIR—FILITAILE)OTIL—ILEED, TRTONR
— BT ANB) G IL—ILERRLET,

dynamic: 1 —H N R—F )LRBHAEZEBLI-RICERINDIFTAFTIVIR—FILT«
WEY T IL—ILERRLET, CNODIL—ILTIH. BEDZEETIP 7 FLRZED
NTY NS U T —RERBTEES,

static: R— A LRI A F—TIICHE S F-RBIZEBRINDIR AT 4 v Y -1-3—9 T4
WEYOTIL—ILERRTLET, A V2T —RBANA 22— TILDEE — A LIE
NLEDIL—IZE2TINTY FE TR VT LET,

ap ap-name: AP B #BELE T, HTEHFEIL 1~64 XFTT, KXF. IMNXFIXRFIL
FHA, BHNEXFEF. EF.HF. 74— 7 () . Ehva () . &M ().
A5yva (). BEKUIAFTRES () TT,

radio radio-id: R ID ZHEELEF T, BiRID DEOHFEHIE. TNA XRETIICEKH>TE
BYUET, BEHEDEEFELLMES. COITURFIEZAP DI RTHOEZDOR—E2 LT
AN T IL—LERTLET,

interface interface-type interface-number: 4 3 71 —XADHB A4 TEBESEH/ELET,

display portal A7 > FIZR—A2 LERE L ETIKEEZRTLET,

#AP1 DI RTDR—ZILITAINE) D TIL—ILERRTLET,
<AP> display portal rule all ap ap1
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FREE(R— 4 JLEREE)

Slot 1:

IPv4 portal rules on apl:

Radio ID : 1

SSID : portal
Rule 1:
Type Static
Action Permit
Protocol Any
Status Active
Source:
Ip 0.0.0.0
Mask 0.0.0.0
Port 23
MAC 0000-0000-0000
Interface WLAN-BSS1/0/1
VLAN any
Destination:
Ip 192.168.0.111
Mask 255.255.255.255
Port Any
Rule 2:
Type Dynamic
Action Permit
Status Active
Source:
Ip 2.2.2.2
MAC 0a0d-0af8-0eab
Interface WLAN-BSS1/0/1
VLAN 2
Author ACL:
Number N/A
Rule 3:
Type Static
Action Redirect
Status Active
Source:
Ip 0.0.0.0
Mask 0.0.0.0
Interface WLAN-BSS1/0/1
VLAN any
Protocol TCP
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Destination:

IP : 0.0.0.0

Mask : 0.0.0.0

Port : 80
Rule 4:
Type : Static
Action : Deny
Status : Active
Source:

IP : 0.0.0.0

Mask : 0.0.0.0

Interface : WLAN-BSS1/0/1

VLAN : Any
Destination:

IP : 0.0.0.0

Mask : 0.0.0.0

F1-2a<TVFER

J4—ILFK L

Radio ID |EBEOIDTY,

SSID SSIDTY,

Rule R—=RZILTANEY T L—ILDESTY,

R—=FIILTANRE)TIL—ILDEAT:

o [Static|:RE T4 v IR—FILTAILEYTIL—I,

o [Dynamic: 5 A F I vHIR—=FLTANLE) VT IL—
o

R—=BIWTANLE) T I—IZ&k2TRYH—ELTHE

HEhad79 a3

e Pemitf VB 7z —XIF/N\Try FOBBEHFATLET,

e Redirectf 2 7z —R([FNTry bEYFALLY FLE
ER

o DenyA VA TT—RI(F/NTry rDBBEZIELET,

o [Match pre-authACL] : A > 42 7 = —R I BRHIFBE R A A >
NOHFASNIACLIL—ILENRT Y FEBALET,

Type

Action
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LAY T4 LR DGBAITHASATNS LS REKR—
FAR—4)L70 ka3
o AW EED LS URKR—bLA¥TOLOLZEHFAL
Protocol 4.
e [TCP]:TCPZEFRILEY,
e [UDP]:.UDPZEEFAILZE T,
R—=BIILTANRITIL—ILDAT—ER:
e ActivelR—AJLIL—ILBBEZTY,
Status
e Unactated: R—BIJLIL—ILIET O T4 TikSshTWEE
Ao
Source R—BILTAIWLEY T IL—ILDY—RIERTT,
P REETIP7 FLRTT,
Mask ZETIPVAT FLADY TRy kYRYITY,
Prefix length BEETIPVET FKLRADTL I AV RARTY,
Port EETFSIVRKR— LA YVYR—+ESTT,
MAC EETMACT KLARATT,
R—BILTAIWNB) T IL—ILREREESNDES VE—T
Interface
,r X—GTO
VLAN HE{EFTVIANIDTT,
Protocol R—BILTAIWNEY) T L—DTakalLiA4TTY,
Destination R—=BIITANLR )T IL—ILDREEERTT,
IP BEIP7 FLATY,
Port BEFSVAR—FLASYVYER—FEETY,
Mask BEIPVAT FLADY TRy kIXRY T,
Prefix length BEIPV6T FKLRADTL IV RETY,
P ENf-AR—2 L1 —H(ZE Y B TONEEFAACLTY,
Author ACL ZDTA4—ILKRIE. FAFZIVHR=FILTaNLRYLYT
L—ILDBEIZOAHRTEINET,
FHIERGIAR— 2L A—HIZEIY Y TS5NI=EIACLTY, =
Pre-auth ACL D7 4 —JL KiL, Matchpre-auth ACLZ ¥ & 3 V DIE&IZE T
REEINFET,
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R ENT-ACLOBE B TT . AAAH—/\AACLZEY ZTTLY
HWNMGE., CD 74— FIZ[ENoneE RRESNFET,

Number

1.1.4 display portal user

Syntax
display portal user { all | ap ap-name [ radio radio-id ] | auth-type local | interface
interface-type interface-number | ip ip-address | mac mac-address | username
username } [ brief | verbose ]

View

IRTD view
BEFXAL—FO—L
network-admin
NTA—4
all: IRNTOR—FIILA—HICEHT IERERTLES .

ap ap-name: AP B #HELET, RTHBEIL 1~64 XFTT, KXF. IMNXFIERFIL
FRA AVEXFE EF.BF. .75 —Ra7 () . EAva ) . &, ().

AZvyva (). BEUIAFTRES (1) TY,

radio radio-id: &R ID #EELFT ., TR ID DEDQEHEIL. TNARETIIZCEST
ELHYFT, BREIDZEZHEELLGWMEE., COaATYFIEAP DT RTOEROR—42IL
A—HICET S ERERTLET,

auth-type: RBI2 1 THIB/ELFET,

local: O—AJILBHAZEEELET, O—HILKR—FIEEY—/N\IE, R—F2IILa1—HF(C
W LTAHR—FIBIEEETLET,

interface interface-type interface-number: 8 € Lfz4 V2 7z —RA LDOKR—2)L1—H
ICEY SE®|ERTLET .

ip ipv4-address: 1—H D IPv4 7 KLRAZEELET,
mac mac-address: 1—H D MAC 7 FLRAZ H-HHDHEXTHEELET,

username username: 1—HNA—HRZEE/ELEFT . KXF. IMNFERHLET,
1~253 XFDXFIHITHEELET, A—HRICKAS VEEEDDILIEXTEEE A

brief: "R—2 JJLA—FICET AEREREFR LTI,
verbose: /R—Z JLA—HFIZEHT HEMIFEHREZRTLET .
ErEA

display portal user A< > FIEAR—4 )LA—FIZET HEHRERTLET .
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7

HIRTOR—ELA—HICEHT HFERERRLET,

<AP> display portal user all

Total portal users: 1
Username: def
AP name: apl
Radio ID: 1
SSID: portal
Portal server: pts
State: Online
VPN instance: vpnl
MAC IP VLAN
000d-88f8-0eac 4.4.4.4 2
Authorization information:
DHCP IP pool: N/A
User profile: N/A
Session group profile: N/A

ACL number: 3000

Interface

Bssl/2

#1—4'7 K L 27 0b0d-0bf8-0eab DHR—% )L MAC [ZBIT B 1E#HRERRLET .

<AP> display portal user mac 0b0d-0bf8-Oeab

Username: abc
Portal server: pts
State: Online
VPN instance: N/A
MAC IP VLAN
0b0d-0bf8-0eab 2.2.2.2 2
Authorization information:
DHCP IP pool: N/A

User profile: abc (active)

Session group profile: cd (inactive)

ACL number: N/A

Interface

WLAN-BSS1/0/1

#21—H&m abc DI—HFICET BIERERTLET,

<AP> display portal user username abc

Username: abc
Portal server: pts
State: Online
VPN instance: N/A
MAC IP VLAN
0b0d-0bf8-0eab 2.2.2.2 2
Authorization information:

DHCP IP pool: N/A

Interface

WLAN-BSS1/0/1
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User profile: abc (active)
Session group profile: cd (inactive)

ACL number: N/A

#IP 7 FLAH 18.18.0.20 D1—H (BT S MIERERTLET
<AP> display portal user ip 18.18.0.20 verbose

Basic:
AP name: apl
Radio ID: 1
SSID: portal
Current IP address: 18.18.0.20
Original IP address: 18.18.0.20
Username: chapl
User ID: 0x10000001
Access interface: WLAN BSS1/0/1
Service-VLAN/Customer-VLAN: 50/-
MAC address: 7854-2elc-c59%e
Authentication type: Normal
Domain name: portal
VPN instance: N/A
Status: Online
Portal server: pt
Vendor: Apple
Portal authentication method: Direct
AAA:
Realtime accounting interval: 720s, retry times: 5
Idle cut: N/A
Session duration: 0 sec, remaining: 0 sec
Remaining traffic: N/A
Login time: 2014-12-25 10:47:53 UTC
Online duration (hh:mm:ss): 1:53:7
DHCP IP pool: N/A
ACL&Multicast:
ACL number: N/A
User profile: N/A
Session group profile: N/A
Max multicast addresses: 4
Flow statistic:
Uplink packets/bytes: 6/412

Downlink packets/bytes: 0/0
HIRTOR—E N A—HICET SHEBERERTLET
<AP> display portal user all brief

IP address MAC address Online duration Username
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4.4.4.4 0b0d-0bf8-0eac 1:53:7 def
psEav UK

portal enable

1.1.5 display portal user count

Syntax

display portal user count
View

FTRTOD view
EBEHI—YO—

network-admin

network-operator

A

display portal user count A7 > FIEAR—F2 )L 1—FHERRTLET,
i

#R—R I 1—FOMERRLET,

<AP> display portal user count

Total number of users: 1
BREav R

e portal enable
e portal delete-user

1.1.6 display portal web-server

Syntax

display portal web-server [ server-name |
View

FTRTD view
EBFAL—FO—I

network-admin
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B L

i

network-operator

server-name: IR—4A )L Web H—/S\DEZRIZFHELE T, AXFE. MNEFEZRXRBLET,
REHHEHIL 1~32 XFTT, HBELLBEWNMEE., TXTHOR—42I)L Web H—/\DIFHRE XK
RLET

display portal web-server 27 > F(X7R—4 )L Web 4 —/\DEHREZRTLET S

#R—4 )L Web H—/\wbs ICEHT 2 1E#HERTLET .
<APO> display portal web-server wbs

Portal Web server: wbs

Type : IMC
URL : http://www.test.com/portal
URL parameters : userurl=http://www.test.com/welcome

userip=source-address
VPN instance : Not configured

Server detection : Interval: 120s Attempts: 5 Action: log, trap

IPv4 status : Up

IPv6 status : N/A

Captive-bypass : Enabled

If-match : original-url: http://2.2.2.2, redirect-url:

http://192.168.56.2

K139 KA

TJ4—ILF S5tEA

R—% JLWebH—/\DFELE:
Type e CMCC— CMCCH—/\,
e IMC— IMCH—/\,

Portal Web server R—H )V WebV — D4 i
URL R—4 JLWebH—/SDURL,
URL parameters R—% JLWebH—/ DURL/ST A —4,

R—%3 JLWebH—/\HNET BVPNA VX2 2 XD LTI,
VPN instance CDI74—ILKIX, BEDY I bz F7/IN—23 0 TIRY
R—hrEShTULWEEA,
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Z4—ILF

B8

Server detection

R—B JLWebH—/\BBHD /NS5 A —4:

o IR (FPEAL) .

o BRHORKRHATEH,

o R—%)LWebH—/SDEEAMREER T—2 ADEEIZ &
2T hYHA—ENBTIay (BTBELEURSY
7

IPv4/IPv6 status

R— 5 JLWebH—/SDIRFE DK EE:

o [NA] — R—E JLWebH—/\ORBIFEMTT, H—\
DEEFAHERRT—2 ANFHATYT,

o [Up] —FR—% LWebH—/\RHEAEITY . H—/N3E]
EARETY .

e Down —/R—% JLWebH—/\DBENEMTT , H—/\IC
HETEEEA

Captive-bypass

captive-bypasstéBED R T— 42 X,

e Disabled — Captive-bypassldEX T,

e Enabled — Captive-bypassl&EXITI .

e Optimize Enabled — Optimized captive-bypassiZ & T,

If-match

URLY ZA LY avAIZBEShE—FIL—I,

PEaTUR

e portal enable

e portal web-server
e server-detect (portal Web server view)

1.1.7 ip (portal authentication server view)

Syntax
ip ipv4-address [ key { cipher | simple } string ]
undo ip

T2+ b
MELL

View

Portal authentication server view
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EBEFAIL—FO—)L

NS

B L

%

A—4

network-admin

url-string : BREEREBED YA ALY FURL Z2HELET, AXFENXEEZXFT S 1~
256 XFDXFH N FERTEETT , url-string 5318 DIGRTIC 7] #AHT B L, CLIKS
DEHDANILTERERTLEE A

key: R—RJLEREIY—/NEBIET H-ODHBEREIEELET, TV EXRTNARER
SEBRAY— OB TRIBEENDZR—2 LTy FE, EERTERSA=R—4)L
EEELFET, ZEAIRIEBZFEAL T, ZIELLKR—421L 7y FOELHEF
vy LET,

cipherBEELBX THREEELET,

simple: 7L—VTF XX NCHEREXRTELFT, X2 T s LOBEHEMS, FXEK
THRESNEXI—EBStIn-BRATRESLET,

string: KXFEINXFERANT I|XFIEEELEFT, XFIORSIE, EIRL-E
EEAKICE->TELRYET,

ip ipv4-address: R—Z JLEBREY—/\D IPv4 7 RLRZFHEELFET,

R—F IR —/\DIPVA 7 FLRIEZ1 DETRETAIENTEEFT, COaTUR
FEHEEFTLEESIE, REBICKRELEZZ FLAXEMICHEYET,

#7|_€_9 nunl—t-'j-_/\ ptS D IPv4 7 l“ bZ’E 192.168.0. 111 -I_: 9}[/:11. n].—t-'j-_/{tﬁ1§
TH-ODRERFTL—VTFRX D portal IZTRELFT,

<AP> system-view
[AP] portal server pts
[AP -portal-server-pts] ip 192.168.0.111 key simple portal
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1.1.8 login failed-url

Syntax
login failed-url url-string
undo login failed-url url-string
T24IE
MELL
View

local portal web service view
EB/FAL—FO—I

network-admin
NS A—5

url-string : FRIIRMEEFD) ALY F URL #EELFET, AXFIMNXXFERFT S 1~
256 XF DX FHIAMEATEETT . url-string 3IBDIFZATICZ 71 #A DT BHE. CLIFS
DEFDANILTERERTLEE A

&R
login failed-url url-string A > FIEOT A DRBEDYF ALY FURLEZERELET,
TNA RE, R—=F)LA—FHBEEICKKR L%, BESNIZURLIZUFALY FLE
ER
undo login failed-url url-string A< > FIZO45 4 U kBEDY F4 L5 FURLDREE
BERLET,

i

# EREIKREREED ') A4 LY k URL # https:/1.1.1.1/portal/login.html [CERE L ET .
<AP> system-view
[AP] portal local-web-server https

[AP-portal-loca-websvr-https] login failed-url https://1.1.1.1/portal/login.html
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1.1.9 login success-url

Syntax
login success-url url-string
undo login success-url url-string
T24IE
MELL
View

local portal web service view
EBEHI—YO—
network-admin
NS HA—4
url-string : FRIIRMEEFD) ALY F URL #EELFET, AXFIMNXXFERFT S 1~

256 XFEDXFHIAMERTRETT , url-string 5I¥DIGFRIZ 1?21 #AHNT B E, CLIIEZ
DEIHDOANILTERERTLERE A

,_E-ID“‘:

]
login success-url url-string A< > FIZAT A4 VRBEEDY XA LY FURLZERELE
ED

TNARE, K= 2A—FHREECKB L=, XS URLIZUFZA LI FLE
ER

undo login success-url url-string A< > FIEO5 1 DkBED Y 54 LY ~ URL D%
EEMBRLET,

7

# EREIKREREED ') A4 LY k URL # https:/1.1.1.1/portal/login.html [CERE L ET .
<AP> system-view
[AP] portal local-web-server https

[AP-portal-loca-websvr-https] login success-url https://1.1.1.1/portal/login.html
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1.1.10 port (portal authentication server view)

Syntax
port port-number
undo port
T4
50100
View

Portal authentication server view
EEFAIL—FO—I
network-admin
NFTA—4
port-number: R—% JLEBEEH—/ DB UDP /R— hFE S % 1~65535 DEFTIEEL F
ER
EiEA
port A7 Y RIZR—F LEESEY —/\D3E% UDP R— FBEZHRELET,
undoport AT RIETIAIMMZIRLET,
vl

#R— R JLEREEY —/\ pts [TEET HKR—2 )L/ v FDFESE UDP R— &S % 50000
[CERELFET,

< AP >system-view
[AP] portal server pts
[AP-portal-server-pts] port 50000

BIEaT R

portal server

1.1.11 portal apply web-server

Syntax

portal apply web-server server-name

undo portal apply web-server [ server-name |

1-21



aAv 2 KY=a7I)L — Web ZBEE(FR— 4% JLEEEE)

QxX-w =X 1% Web BEE(K— % JLEREE)
TIXIE

BREGL
View

VLAN interface view

Service template view

EBEFAIL—FO—)L

INTG A—4

EiEA

%

BgEavy

network-admin

server-name: 4 3 71 —RXAETRET HHR—4FIL Web H—/\DEFIEIRELET,
REHHEIE 1~32 XFETT ., AXFE, INEFEZRHNLEFT, ERIET TITHEELTL S
EAHY ET,

portal apply web-server A< > RKIEVLAN A V2 D1 —RF =Y —ERXRTFUTL—F
DR—% )L Web H—N\ZIEELET

undo portal apply web-server A% > FIXVLAN 4 V2 D1 —RFEFHY—EXRTFUT
L—FrDR—4%2)L Web H—/\{EEZHIBRLE T,

undo portal apply web-server 17 > K% server-name 4B L TEITLIEE. 1
RIT—RFELFY—EXRTUTL—FLEDTRTOR—EIL Web H—/$EEDFRED
HlBREhZET,

#R—42 )L Web H—/\ wbs Z7R—2 JLEEERADAR—4 )L Web 4—s8& LT VLAN 1 >
271—X100 THEELET,

<AP> system-view
[AP] interface vlan-interface 100
[AP=Vlan-interface100] portal apply web-server wbs

#R—% )L Web H—/\ wbs #/R—F JLEBIEADAR—42 )L Web H—/NELTH—ERT
v 7FL— b servicel TEELET,

<AP> system-view
[AP] wlan service-template service1

[AP] portal apply web-server wbs

F

display portal

portal web-server
server-detect (portal web-server view)

1-22



aAv 2 KY=a7I)L — Web ZBEE(FR— 4% JLEEEE)
QX-W > 1)—X 1E Web i (-I- E% )

1.1.12 portal bas-ip

Syntax
portal bas-ip ipv4-address
undo portal bas-ip

T2+ b
IPv4 R— 42 JLEREEH —/NITIEE &N B IPv4 R— B JLIEE /N7y kD BAS-IP BfE(E, /3
79 FDFEETIPVA 7 FLATT,
IPv4 R—% JLEBREH —/NIZEE SN D IPv4 R—F L@/ Ny D BAS-IP BIHEIL. /%
TYRDEEFEA AT I—RADIPVEAT7 FLATT,

View

interface view

Service template view

ERZFAHAI—FO—)L

network-admin
INSA—4

ipv4-address: R—3 LRIV —/NIZEESNDR—2 )Ly FD BAS-IP 23 EELF
T, ipv4-address SIBUETINA ADA R T —RAD IPv4A 7 RLATHITNIERGY £
Ao 0.0.00 %1111, VSADFTKRKLA, YSRAREFTERLAR, =Ty F7KLR
FIEETEELEA

HL
portal bas-ip A7 > RIER—R LB H—/NIZEESNDIHR—2 L7y FZEEN
%5 BAS-IP EMEEELET,
undo portal bas-ip 27 > Fi&, BAS-IP EHOBREZHIBRLET,

FEN Portal 2.0 ZETLTWAIHEE. R—2 LB Y—/\IZEE SN S unsolicited 7R
— RNy b (AT T BRI/ Y FEE) IZIEBAS-IP BRSO LIRENHY F
E

HEN Portal 3.0 #EITLTWBIGEAE. R—42 LRI —/\IZ#E{E S5 unsolicited 7R
— BNy RIZIZBAS-IPBHEEEHZBELHY EFT,
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i

CDARY REFHICT B L. BEEMNR—F LRI Y —/\ZiE{ET 5 unsolicited R— 4
Wiy FOEETIP T R l/JUJZs BRESN-BAS-IPIZHEYET, BAS-IP 7 FLAA
BESNATLREWMEE. Ny y FOEERIP7 FLRFNY Y bOHAAE2 T2 —X
DIPF7RLRERYET,

R—BR BT —NHEESNER—RILTFNAAADIP T KLAMN, R—F L5y b
DEAA VB TI—ADIPT7 FLRATRHEWSEEIX, R—FIBRELAEIHA 2T —
RAERIFIH—ERTFUTL—MIBAS-IPEHESRTETILENHYET,

#"j-_t“x%‘/j[/_ |“ service1 (ZZBL\‘Csﬂ'{’ g)l/nu..\nIE*j-_/\lsLL:l éhé'ﬁ 9)1//{
v DO BAS-IPEM 2222 2B FLET,

<AP> system-view
[AP] wlan service-template service1

[AP -wlan-st-service1] portal bas-ip 2.2.2.2
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1.1.13 portal delete-user

Syntax

portal delete-user { ipv4-address | all | auth-type { local | normal } | interface
interface-type interface-number | mac mac-address | username username }

View
system view

EEFHI—FO—)L

network-admin
NTA—4
ipvd-address : A5 4 VIR—2ILA—HFDIP 7 FLAFEELET,
al: ¥RTDA VB T —REDF US4 vR—FLA—HEHBELET,
auth-type : FBEIZ A T2k BF 254 v R—F2)LA—FFHEELET,
local : A—HIILFBEREZEEELF T,
normal : BEDFAZHEELET,
interface interface-type interface-number : 2 4 TE BBk >TA V2 T —REEE

LEd. COATLavEEETIEES. COATVERIEFA U TI—ALEDTRTOH
FoSAUvR—E)ILA—HFEOSFTTFTIMLET,

mac mac-address :H-H-HERXTAHUSA Y R—F2IL2—FODMACT FLRAZHEL
*9,

username username : 1~253 XFNDAXNF L /IXFE#RANTHIXFITHU /4> K®
— AN A—HFDA—HLEEELET, 1—HLICIZRASVEEEHBILIEZTESE
A,

EizL ]
portal delete-user Y > FIZA VS A4 v R—2)La—H&#05 7D LET,

#1

#P7 FLAN 1111 OR—=FLaA—HF&0IT7ILET,

<AP> system-view

[AP] portal delete-user 1.1.1.1

#MAC 7 K L X4%0000-0000-abcd DR—Z)LA—HEATTIRLET,
<AP> system-view

[AP] portal delete-user mac 0000-0000-abcd

# 1—H&habc DR—F)IL1—HFEOTF7ORLET,
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<AP> system-view

[AP] portal delete-user username abc

PEaTUR

display portal user

1.1.14 portal domain

Syntax

FTI24IE

View

portal domain domain-name

undo portal domain

VLAN interface view

Service template view

EBEFAIL—FO—)L

NS

EiEA

i

A—4

network-admin

domain-name: ISP FA A V& F/EL TS, REEHFEIL 1~255 XFTT, KXF., /I
XFIIRALEEA,

portal domain A< > KIXZVLAN A V2 71 —RFEFY—ERXRFUTL— KR —4%
urunIEo)P.lo)umuIE F)"f/’é? ngsj-o

undo portal domain a7 > FIZF 74 I FMZRLET,

# VLAN 1 22712 —RX 100 T, R—A2LBHEI—HFDEHDBEIERALA2ELT
my-domain #$EE L F T,

<AP> system-view
[AP] interface vlan-interface 100

[AP—Vlan-interface100] portal domain my-domain
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# Y—EXTFUTL— b servicel T. R—FILRBIEI—YD-ODRIEF AL ELT
my-domain #$EE L F T,
<AP> system-view
[AP] wlan service-template service1
[AP-wlan-st-service1] portal domain my-domain
1.1.15 portal enable
Syntax
portal enable method direct
undo portal enable
TIXIE
£
View
VLAN interface view
Service template view
EBEXALI—FO—I
network-admin
&t BA
portal enable method direct A< > Fl&, R—A2 LB #HEMELLET,
undo portal enable A< > FIZF 7+ )L FZRLET,
O AE:
e VIAN A YR T —REHJ—ERTUTL— FOEATR—ZILEBIEZEHIZ LA
T s
i

#VLAN € % 7 £ —2X 100 TR—
<AP> system-view

[AP] interface vlan-interface 100
[AP—Vlan-interface100] portal enable method direct
#VLAN 4 >3 72 —X 100 THhR—
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<AP> system-view
[AP] wlan service-template service1

[AP-wlan-st-service1] portal enable method direct

BIEaT R

display portal

1.1.16 portal free-rule

AE:
PRELRTIDY 547> MM, R—2 )L Web H—/\NEFZ(FBIENAIEET T, FRELATD EfR i
RTDNSH—NFELBEIEIHEEF. R—FILTV—IIL—ILEEELTLIES,

Syntax
portal free-rule rule-number { destination ip { ip-address { mask-length | mask } | any }
[ tep tcp-port-number | udp udp-port-number ] | source ip { ip-address { mask-length |
mask } | any } [ tcp fcp-port-number | udp udp-port-number 1 } * [ interface
interface-type interface-number ]
undo portal free-rule { rule-number | all }

TI4IE
L

View

System view
EEEFHAI—YDO—L

network-admin
NS A=A
rule-number: R—% )L 7 1) —)L—)LEE % 0~4294967295 DEHE THEELFT .
destination: 5EEBEHREIEELET,
source: Y —REWREEELFET .
ip ip-address: R—Z LT 1) —)IL—ILDIPv4 7 FLAZHEELET,

{ mask-length | mask }: IPvd 7 RLADY Ty TR #1%E LFE T, mask-length 5l
BOEOERIL 0~32 TY, mask 518kE Ky MMTE 10 ERETT,

ipany: FEDIPv47 RLREZRLZET,
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tcp tcp-port-number: R—4A JL 7 1) —)L—JLD TCP R— FHE S % 0~65535 DEEFE THEE
LFET.

udp udp-port-number: R—% JL 7 1) —)L—ILD UDP ;h— + &S % 0~65535 DEFE THa
ELET,

all: IRXTHOR—FIILTY—IL—ILZHEELET,

interface interface-type interface-number. R—4% )L 7 1) —)L—I)LINE#IZ7E % VLAN A
VAT —REEELET,

HL::
portal free-rule A< > FlX, IPR—ZADKR—FIILT)—IL—ILEZHRELET,
undo portal free-rule A< > FIER—F2 LT —)L—LZHIBRLET,
R—A LT 1)—JL—)ILIZIE, source ¥—— K & destination ¥—7J— KOWAZIEET
FFET, F—T—FZF 1 DEFHBELEEGE. 351 20F—T—FE74L20) 25
HELLTHELEEA,
R—=FIL T == ILDEETHR— BB LEBAER— N BEESOMAZEET H5EE.
D2OR—FEBERL S VRAR— LAY TALINIZELTOWEIRELRAHY FT,
VLAN £ 22 7z —REH/ELBWEE. R—2 L7 ) —)L—LIETRXRTOR—2 L5t
JGVLAN £ V2 D1 —XATH®IZHY FI,
BRLIAINAY U TRET2DODDR—FILITY)—IL—ILEBRET R EIETEZEEA,
i
#HIL—ILBEF 1, EETIP 7 FLX% 10.10.10.1/24, 3% IP 7 KL X% 20.20.20.1.
BETCP R—+FEEZ23. /123 TJx1—REVLANA AR T —X 100 £ LTHR—4
L= IL—ILERELET,
<AP> system-view
[AP] portal free-rule 1 destination ip 20.20.20.1 32 tcp 23 source ip 10.10.10.1 24
interface vlan-interface 100
pIEavT R

display portal rule

1-29



aAv 2 KY=a7I)L — Web ZBEE(FR— 4% JLEEEE)
QX-W 2 1) —X 132 Web B5E(R—4% JLEREE)

1.1.17 portal host-check enable

Syntax

FTI24IE

View

A AE:
A—ALEEE—FD AP THR—ELBIAFT5HEIE. COaT U RFEEMIZLTLE
LY,

portal host-check enable

undo portal host-check enable

|V T b TIN—T 3D T7.247 EETLED
BV I bz T7N—=23 207249 FELUE)

System view

EBEFAIL—FO—)L

‘E-ID“‘:

%

BA

network-admin

portal host-check enable A< > Fl&, 74 VY LRAKR—FILISAT72 LOEDEF
YO EBMILET,

undo portal host-check enable A< > FIETF 7+ )L MZELET,
O—AIIEEE—FD AP TR EINIZTAVYLARY FD—9 TIE. ACIZVZA4T7 Y
FOARP IV FYIEHYEEA, LEEAS>TACIFARP IV MY EFEALTR—42IL
DSAT7 MDENMEEZEF I VvITEFRA, I—FHNR—FNLRBIAEETTEDHELD
[T BICIEACTIAIVLRIZAT U CODBENUEF v I ZENTILELHY F
el

COWEEICE Y. AC [E WLAN RX—E VY F—T )L, DHCP RAX—EVJF7—T)L.
BEUPARP T—TILHDY AT MEBREBRRT D ET. VATV MERRIITE
F9, V347 MEBRPIFEETBIEE. ACIXZDY SA T2 bDR—2 LEBEENEH
ThHdEHILET,

HIAVYLRAR—FLISAT U FOBEMEF v I 2E/HILETS,
<AC> system-view

[AC] portal host-check enable
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display ip source binding

1.1.18 portal ipv4-max-user

Syntax
portal ipv4-max-user max-number
undo portal ipv4-max-user
TIFIE
VLAN £ 28 71 —RFEREFEH—ERTU T L—FEOR—Z LA —HFORKEIZHIR
FHYFEA,
View

VLAN interface view

Service template view
ERFHI—FO—IL
network-admin

INSA—4

max-number: VLAN 4 8 2 1 —RF=FH—EXRTFUTL— L THASINEZKR—4

ILA—HDOBRKREE 1~4294967295 DEE TIEELET,

,.E-Iﬂ“:I

BA

portal ipv4-max-user A7 > FIXVLAN f 2 7z —RFE=EFH—EXTFUTL—HE

DR—=FINA—HFRRHERELEFT.

undo ipv4-max-user A7 FIX VLAN f V42 7z —RFEEFHY—EXFrTL—++E

DR—FAINA—HBRREET I+ MIRLET,

VLAN £ V2 D1 —RFFLEFY—EXRFUTIL—rETHUSA VIREDOR—E2 )L —

FO#HEIYELPSMEEZIEEL-EETEH, REEFFEBLETS,
DB, A4 VREDR—FIILA—FIZIEIEEDY FEA.

L. HILLWER—2I)ILA—HFRVLAN 1 V2T —R, FEHY—EXRTFUTL—+
MO UTBICZE. AUSA U A—FHHIGHIREZTEZILENHYET,

FTARTOVLAN A VB2 T —RFEIFY—ERXRFUTL—FTHEESATWSAR—4E)L

A—YORKEFEN., VATLATHASNTVEIRARZBEALG LS

EEW, PATLATHATSNTVWEIRRBEBBLI-R—2/IL1—HNTNNA (2O

A 2TERSBYFET,
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7

#VLAN A 2 72 —ZX 100 TIPv4  R—Z)L1—HFDHRKEZ 100 ICEELFT,
<AP> system-view

[AP] interface vlan-interface 100

[AP-Vlan-interface100] portal ipv4-max-user 100

#Y—ERXTUTL— kservice 1 TIPVAR—ZILA—HFDHERREZE 100 I1TEHELET,
<AP> system-view

[AP] wlan service-template service1

[AP—wlan-st-service1] portal ipv4-max-user 100

BIEaT R

e display portal user
e portal max-user

1.1.19 portal local-web-server

Syntax

TI4IE

View

portal local-web-server { http | https [ ssl-server-policy policy-name ]}

undo portal local-web-server { http | https }
£ 3

my

System view

EEFAIL—YFO—IL

JAY

3

network-admin

http: HTTPR—XOO—H)L Web H—ERXRFHEELFEFT, HTTP #FALTY /(47
U hERIIERERBLET,

https: HTTPS R—Z2NDO—HJ)L Web H—ERXRFHELEFT., ZD Web H—E R I[F.
HTTPS #FALTO A 72 M ERIIERERBLET,

ssl-server-policy policy-name: HTTPS MBEF® SSL H—/\RY o—ZHBELET R
Jo—&lE, 1563 XFORXFENMXXFERANLGEVWXFITT,

COATLavERELLGWNMEE, HTTPS (FECELMAEZERAT S SSL H—/\K
o—ICEERTONAET, CORYO—THEITRTOBERI—rEYR—FLET,
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,_E-ID“‘:

BA

i

BgEavy

portal local-web-server 27 > FiX. B—HJ)LFR—4% )L Web 4 —/\ZE4ERL L . Z D View
[CHBITLET, BICO—HIILER—%2)L Web H—/\HBER SN TULVSIHEE. £ View [
BITLFEYS,

undo portal local-web-server a7 > Fl&, O—AhJILER—4% )L Web H—/ZFHIBRLFT
A—ALKR—% )L Web H—/\D View TUTDNSIA -2 EZRET S EMNTEFT,
e tcp-port

e default-logon-page

A—AJ)L Web H—E X TlE, EEIE Web 4—/N\E X VR H—/VE L THEELET,
NEAR—F )L Web H—N—B L UVR—F LB —N—FREHY FH A,

A—AJ)L Web H—ERXREZFERT BIZIE. B—HJL Web ¥ —/3D URL ARDEH %=
LTWBRENHY FT,

e URLDIP7ZKRLRIEZ, TNARAOA—AILIP 7 FLATHAIDENHYET,
e URL [¥/portal/ THEHHHEMNHY FF ., Hil:http://1.1.1.1/portal/,

R O—AHTTPS ICB&ESF T 5T S5E . undo ssl server-policy A< > REHERAL
TSSLY—N\RYI—ZHIRT B EFITEFEA,

HTTPS IZET LWL SSL Y —/\R1) O—ZIBET SHICIE. FF2NDaAT2 KD undo a7 >
KZETLT, BEOHTTPSR—XA—A/IL Web H—ERZEMHIZLET,

HHTTP A—XDOA—HJ)L Web H—EXE#BHITL T, TOE2L—ICTAYFET,
<AP> system-view

[AP] portal local-web-server http

[AP-portal-local-websvr-http] quit

#HTTPS R—ZXDO—HJL Web H—EXZH#IZL T, SSL H—/\7K1) L —policy1 #
BEMITET,

<AP> system-view

[AP] portal local-web-server https ssl-server-policy policy1
[AP-portal-local-websvr-https] quit

#SSLH—/\R1) —% policy2 ICEELFEY,

[AP] undo portal local-web-server https

[AP] portal local-web-server https ssl-server-policy policy2
[AP-portal-local-websvr-https] quit

F

e default-logon-page

portal web-server
ssl server-policy
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1.1.20 portal max-user

Syntax

FTI24IE

View

portal max-user max-number

undo portal max-user

DATLTHAEINSER—ZLA—FORAKICHREHY FEA,

System view

EEFAHAILI—FO—)L

FAY

,_E-ID“‘:

7

BH

r—45

network-admin

max-number. AT LTHAINDZR—FIL1I—HFDREAREEF 1~4294967295 DEFH T
BELEY,

portal max-user A7 > FIFV R T LATHAINSGR—FIILA—HTRRBEZHRELEFT,

undo max-user AY > KAV RATATHA SN S R—2)ILA—FEREET 74+~
RLET,

TNARETREF V4 VRBOR—FL1—HFDHELY LN ESWVMEZEELGE
TH, REFHEYLET .

OB, AU T4 VREBOR—F )L A—HFIZEEEHY FEA.

L. FILWR=2La—3R0T4 0T BI2F, 054 vA—FHIHIREEZT
E5BENHYFET,

FTRTDVLAN £ VB Tz —RFEREFEY—ERTUTL—FTHRESATWSHR—42)L
A—HYORREHES., SATLATHASINTVWIRABZEZEBZALOLKLSIZHRELTL
a3, PATLTHASNTWSIRABEEBLIZR—2/)L1—FNT/XIZad
AVTEGRLKIBYET,

# ORTLTHAINDETUFAY - R—F)L - A—HFDRKREZE 100 [TEHELFET .
<AP> system-view

[AP] portal max-user 100
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e display portal user
e portal max-user

1.1.21 portal server

Syntax

FTI24IE

View

portal server server-name

undo portal server server-name

System view

EEFAHAILI—FO—)L

NS A—4

,_E-ID“‘:

BA

i

network-admin

server-name: R—3 JLEBIEH—/\DRRZFHRELEFT, RELFHIF 1~32 XFTT, K
XFE, MNEERALFT,

portal server < > FIXR—ZJLEBEEY—/\ZER L. ZD view [CBITLES, 9T
[ZAR—A BRIV —/\DMER SN T BIHEE. TD view ITHBITLET,

undo portal server 337 > RIER—F LRIV —N\ZHIBRLET,
portal server view TULTD/INT A —R EBETHENTEET,

e H—1DIPF7FLR

o HR—HILBIY—/\DIE5 UDP R— +ESF
. FHIREF—

L

#R— S VEREEY — /N EER L. TOEL—IIBITLET. .
<AP> system-view
[AP] portal server pts
[AP-portal-svr-pts]
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e display portal web-server
e portal apply web-server

1.1.22 portal user-logoff after-client-offline enable

R=FNL1—HE TAVYLARY FT—I oIS THLEBMNICOT TV FEh

Syntax

portal user-logoff after-client-offline enable

undo portal user-logoff after-client-offline enable
TIXIE

£

FEA
View

System view

EBEFAIL—FO—)L

network-admin

HL::
portal user-logoff after-client-offline enable A< > KIZT7 A4 YL AKR—2)L1—HD
BEIQNT 7 MEREEZREMICLET,
portal user-logoff after-client-offline enable <> KIET 4 ¥ LRKR—2)LA—HFD
BEOJ 7 MEREEEMICLET,
COMREEENCTDE. R—F2L2A—HFNRTA VY LAY FT—I Mo S i-[E.
TN ANBBMICR—2)La—HE057OFLET,

15

HIOA VL AR—FIILA—FOBEEOT 7 MEEEZEIICLET,

<AP> system-view

[AP] portal user-logoff after-client-offline enable
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1.1.23 portal web-server

Syntax

portal web-server server-name

undo portal web-server server-name
TI+IE

MELL
View

System view
EBEHI—YO—

network-admin
NS A=A

server-name: R—% JL Web 4—/\DEZFIERELFT ., HEEHHIL 1~32 XFTT,
AXFE, INXFERALET,

A
portal web-server < > RIEAR—4% )L Web H—/\ZEER L. ZD view [CBEITLET,
T TIZR—% )L Web H—/\AMERL SN TNDIEE. D view [CBITLET,
undo portal web-server 1< > FIEAR—% )L Web —/\ZHIBRLET .
portal web-server view TUUTD/INS A —F ERETHENTEET,
e R—4%JL WebH—/\0D URL

i
#R—% )L Web H—/N\EER L., TOE21—ITHBITLET. .
<AP> system-view
[AP] portal web-server wbs
[AP-portal-websvr-wbs]

BEavY KR

e display portal web-server
e portal apply web-server
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1.1.24 tcp-port

Syntax
tcp-port port-number
undo tcp-port
T24IE
HTTP DY) XR=>% TCP FR— +&FEE (L 80. HTTPS D) X =>4 TCP R— FHFE (& 443
<Y,
View

Local portal Web server view
EB/FAL—FO—I

network-admin
NS A—5

port-number: ') A =>4 TCP iR— hEFE E % 1~65535 DEFETIEELE T,

EhEA
O—AILER—4J)L Web H—N\EFHTA(Z(E. COaATY RTEETAIHR—FBEE%,
R—BIJL Web H—/3®D URL DR— BB ERUHRFEICLTLESLY,
O—AIR—FIIBIEZFERT IEEF. ROHA KSAUIZHE->TLEEL,
e O—AIER—EI) Web H—/\DYRXR=2H TCP FR— +HBEIZ. BB 7O +aJL
FHEZFOMDY—ERTHEAINEIAR—FBESEFRELLBVTLLESW, &2
[X.FTP & Telnet TENENFRAEINEZAR—LE S 21 L 28 [FIBELHEWLNTLES
LYo
e HTTPYRZ2J TCPHKR—IESIZ. TI4I FDHTTPS TCP R— &S 443 %
HELLEWTLCESLL,
e HTTPS YURZVHR—FBEESIZ. TIAHILFDHTTPTCP /R— +ES 80 #RXEL
TWWTLTIEELY,
¢ HTTP & HTTPSIZEILY R=ZUH TCP A R— FBEEZH/FEFLHWLTLLEEL,
#l

#O—HIILHR—2 )L Web H—/SD HTTP Y X =2 45 TCPR— b &S % 2331 ITREL F
ERS

<AP> system-view
[AP] portal local-web-server http
[AP-portal-local-websvr-http] tcp-port 2331
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1.1.25 url

Syntax

FTI24IEK

View

portal local-web-server

url url-string

undo url

Portal Web server view

EEFAHAILI—FO—)L

NS A—4

,_E-ID“‘:

BA

i

network-admin

url-string: /R—%JL Web H+—/SD URL Z1EE LF T, HEHEIL 1~256 XF T, K
XF., IMNFERALET,

url A< FIZAR—% )L Web H—/SO URL #/ELET,
undourl A< > FIZT 74+ MZELET .
URL [X4Z# HTTP A WNI HTTPS AL T7Y X TE 5 URL T,

URL M %EEIE “http://” B WLME “hitps://” 123 2EMNHY ET ., URL T “hitp://” &
BULE “hitps:/)” EHRELHEWMEE. DA TLIEXFEINDEREN “nttp://” THD LBH
LET,

#7R— 4 )L Web H—/\ wbs @ URL # http://www.test.com/portal [CERELE T,
<AP> system-view
[AP] portal web-server wbs

[AP-portal-websvr-wbs] url http://www.test.com/portal

BIEaT R

display portal web-server
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1.1.26 url-parameter

Syntax
url-parameter param-name { nas-id | nas-port-id | original-url | source-address | ssid
| { ap-mac | source-mac } [ encryption { aes | des } key { cipher | simple } string ] |
value expression | vlan }
undo url-parameter param-name

TI+IE
MELL

View

Portal Web server view
EEEAIL—FAO—IL

network-admin
NTA—4
param-name: INTGA—RBERELET . AXFEMIXFLARA SN, 1~32 XFDX
FINZBYES, NFTA—FDABRE, EETEIRDF—T—FIZE>TREYVEY,
nas-id: NAS-ID 3 EE LFET
nas-port-id: NAS-Port-ld #3EE L E T,
original-ur 1—H M7V £ X4 55T Web R—T D URL #3EELF T,
source-address: 1—# IP 7 FLRAZEELET,
ssid: AP D SSID ##EELF T,
ap-mac:AP O MAC 7 RLRAZHEELET,
source-mac:1—4% MAC 7 FLRFIEBELFET,
aes¥EE L= URL /XS A —2 £BESILT 5 AES £HRELF T,
des:#EE L= URL NS A —2 ZHES{LT HDES ZHELET,
cipher S THREEELET,

simple: 7L—VT XX NCHEREXRELFT, X2 T+« LOBEHEMS, FXEK
THRESNEX—EBStIniBRATREIRET,

string: KXFENWXFERHNT IRXFIEEELEFYS . XFIORS &, BIRLHE
SEAKXIZE - TELGYFET,

o DESHEEINEEXHEOGEE. XFIORTIF 4 XFTT,

o DESHSEINE-TXRNEFEE. XFIDRSIELEXFTY,

e AES THSILINIESTFRAMENHE, XFIORZF 1AL 7T3XFTY,

e AES THRESLENETL—UTXFXMEDGE, XFIORSEE 1 M5 31 XFT
ED
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,_E-ID“‘:

BA

%

value expression: KXFEINXFERANT 5 1~256 XFDHRA I LXFIHZEELET,
vlan:1—% VLANID Z$5E L E T,

url-parameter A7 > KIEZR—2 )L WebH—/SDURLIZEEND/INTA—2ZHELE
ER

undo url parameter AY > KIZT 7+ FZERLZET,
BHOURLNGA—FEB/ETEET,

URLNZ A =R ZHBHERET 5L, RFOERENFHICLYET,

URL XS A—REZRETDE. TIERTNRARIE, ThOoDIRTA—REZELHR—4
JLWeb H—/NURL Z R—F)LA—HITEELFET, & XL R—% )L Web H—/3D

URL A% http://www.test.com/portal, ©. url-parameter userip source-address <Y > K&
url-parameter userurl value http://www.abc.com/welcome A<Y > F#ETTHELFET,

RIZVIPF7 FLAMN1.1.1.1 Oa—H(Z

URL http://www.test.com/portal?userip=1.1.1.1&userurl=http://www.abc.com/welcome
ZEELES,

Z MY KT param-name 5|18 FH[/ET HEEIE. EEDR—F LY —/N\THHR— b+

SNTWBURLNSA—RZEFERATIBLELHY ETI ., R—2 LY —/\DFFFEIC K >
T. Y R—FEINBURL/INSA—FENERYET,

f=& ZIX, IMC H—/\I&, F—7— K original-url, source-address, & & U source-mac
I LT, FNFN/N5A—42F userurl, userip, H& U usermac HHR—kLFET,
R—%)L Web H—/N URL Ta—H IPRHREGEET HIZIE. NFA—2 8% userip I
%% L. source-address ¥—J— F#EET H2DENHY FT,
INGA—RITHEBAETIILT) RLZEBELIIEE. US4 LY FURLIENS A—2 DR
FlEEnf-EEZEELFET,

url-parameter usermac source-mac encryption des ## simple 12345678 O < > F %17
LFEY.

RIS, TOERTNAREA—F7 FLX 1111-1111-1111 3D URL
http://www.test.com/portal?usermac=xxxxxxxxx&userip=1.1.1.1&userurl=

http://www.test.com/welcome, & 1 —H(Z3E{E L FF , xxxxxxxxx [FEEBIL Stz MAC 7
FLRTY,

#R—42JL Web H—/Swbs ® URL /X5 A —% & L T userip 8L U userurl #RELE
9, userip /85 * —42 DfE% source-address (L—H D IP 7 KL R) & L. userurl /85
*—AZ MiE% http://www.abc.com/welcome & LE T,

<AP> system-view
[AP] portal web-server wbs
[AP-portal-websvr-wbs] url-parameter userip source-address
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[AP-portal-websvr-wbs] url-parameter userurl value http://www.abc.com/welcome

#HR—4 )L Web H—/Y wbs O URL /35 A —% & LT usermac % E LEF, usermac
INS A —4A L LT source-mac (L—H D MAC 7 RLR)DEZFERAL. MAC7 KLRA %
DES THEB1ELEY,

<AP> system-view
[AP] portal web-server wbs

[AP-portal-websvr-wbs] url-parameter usermac source-mac encryption des key simple
12345678

#1—4 )L Web H—/3 wbs @ URL /85 A —% & LT uservlan 5% F LEJ, uservian
INSA—BRELT, vlan(Z—HD VLAN ID)ZIEELET .

<AP> system-view
[AP] portal web-server wbs
[AP-portal-websvr-wbs] url-parameter uservlan vlan

BgEa<v >R

display portal web-server

url

1.1.27 url-parameter-delimiter

AE

url-parameter-delimiter AT > KX, VI bz 7= 307274 %8G LUBEDY 7
FYoz7THR—FLTWLET,

Syntax

url-parameter-delimiter delimiter

undo url-parameter-delimiter
T4

TYUSREFTUNRHUE &) TY,
View

Portal Web server view
EBEFAIL—FO—)L

network-admin
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INSA—4

delimiter. T') S AICFERTAXFIEEELEFT . AXFENMXFERANENAET, T
JZAIZIE, AR—X 5|HF ). ST ?) IEBEETEEFHA,

&t BA
url-parameter-delimiter <> FIE) A4 LY FURLBITHERAINS T S 2 ZHEEL
F9,
undo url parameter-delimiter A< > FIZT 7+ )L FMZELET,
TIHIWEDTIIRET VG F (&) TY, R—% )L Web ¥—N\HBT I+ )L bD
TUZIAZEYHR—FLTULWEWNMES, COATYVRFEHERALTELSTYI2ZEET
I ENTEET, & LT, R—%2JL Web H—/ D URL A http://www.test.com/portal
T. url-parameter userip source-address 1< > K& url-parameter userurl value
http://www.abc.com/welcome 72 FZF{RETHELFET, COFF. 7V ERXT/NA
RlE P77 RLAN 1411 DI—HFITH LT, TIHILMETHB&EFEALT
URL (http://www.test.com/portal?userip=1.1.1.1&userurl=http://www.abc.com/welcome)
EEELES, L. SOV REFERALT. TUVIARZ W) ICEBELEGE. 72
ERTFNARIFA—HIZHH LT
URL (http://www.test.com/portal?userip=1.1.1.1#userurl=http://www.abc.com/welcome)
EEELFET,
COAXY RZEHEYBEBRET S L. RFOBRENERILGYET,
COATY RIEHREEE— FOBZBEICOAEMTT,

i
# VFAALY FURLBEIDTYY S RITHEEELET,
<AC> system-view
[AC] portal web-server wbs
[AC-portal-websvr-wbs] url-parameter-delimiter #

BEa<w KR

url-parameter
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2E PKI

21 PKIEREaAVY > F

2.1.1 attribute

Syntax
attribute id { alt-subject-name { fqdn | ip } | { issuer-name | subject-name } { dn | fqdn
|ip }} {ctn | equ | nctn | nequ } attribute-value
undo attribute id

View

Certificate attribute group view
EBFHFIL—TO—)
network-admin
INTA—43
id: 1~16 TIL—JLID ZEELET,
alt-subject-name: alternative subject name field( (X &D 7 1 —IL K)ZEELF T,
fqdn: FQDN B4 Z#HEELF T,
ip:IP7 FLABMEZEELEY,
dn:DN Bt ZHEELET,
issuer-name: issuer name field( FEITAB 71 —IL B)EBELET .
subject-name: subject name field #35E L £,
ctn: contain operation Z¥EE LE 3,
equ: equal operation #EE L F T,
nctn: not-contain operation Z¥EE L £ 9,
nequ: not-equal operation Z¥{&E LE 7,
attribute-value: BMHE(1~128 XF)ZRELET,

B L

attribute IZE D UV\-3EBAE % . certificate issuer name. subject name, alternative subject
name field IZEWNT T 4 LA RAIEERTET 571=6HIC. attribute a7 FZEF->T &
Ly,
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ol
#HEAERME I IL—TEERL, ZDview ITAYET,

<AP> system-view

[AP] pki certificate attribute-group mygroup

#% DN T.” abc” BATWAIIAE LYY FT S, BHEL—ILERELFT,
[AP-pki-cert-attribute-group-mygroup] attribute 1 subject-name dn ctn abc

# issuer name field IZ FQDN "abc"2 2 A TWEWNIAZE LT Y F T EBHIL—ILEERTE
LET,

[AP-pki-cert-attribute-group-mygroup] attribute 2 issuer-name fqdn nequ abc

# alternative subject name field [CIP 7 F L X"10.0.0.1"# S A TWRWIRE LT Y F T
LBRMIL—ILEERELET,

[AP-pki-cert-attribute-group-mygroup] attribute 3 alt-subject-name ip nequ 10.0.0.1

2.1.2 ca identifier

Syntax

ca identifier name

undo ca identifier
TIHIE

trusted-CA [E PKI KA A VICHEESATULERA,
View

PKI domain view
EEFHAL—YO—IL
network-admin
INTA—43
name : trusted-CA O#AIFEEELEFY . RELHIEL 1~63 XFTY, AXF. X
FERALET,
B L

Trusted-CA Z38E L. CAICTNA RZEZEEIESIZIE caidentifier <> F&EFEAL
TLIEEELY,

EBELEIFRT HIZ1E undo caidentifier <> FEFERALTLFEELY,

FEAEER, WG, MYELB XU I T DT RTIL trusted-CA [TIKTFELTULET,
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/]

#new-ca & L T trusted-CA Z8E L F 7,
<AP> system-view
[AP] pki domain 1

[AP-pki-domain-1] ca identifier new-ca

2.1.3 certificate request entity

Syntax
certificate request entity entity-name
undo certificate request entity
TIHIE
TARTDIVT A TAIFEAZTERICEESATLEIEEA,
View

PKI domain view
EEFHL—YDO—L
network-admin
INTHA—4
entity-name : FEAEBERDI VT4 T DBFEIEELFET, HEHBFET 1~31 XFT
Yo AXF., IMNFZERALEEA,
B L

SIBAZEERDI VT4 T4 ZIEET HIZIL certificate request entity 317> K% &
LTLIZELY,

% E ZHIBR T 5IZ1% undo certificate request entity A< > KZFHA L TL S0,
5

#AAZEERDI VT4 TaZentityl ELTHRELEY S

<AP> system-view

[AP] pki domain 1

[AP-pki-domain-1] certificate request entity entity1
BAEavY R

pki entity
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2.1.4 certificate request from

Syntax

certificate request from { ca|ra}

undo certificate request from
TIA4IE

SERAEERICEEESN-IERIEHY T A
View

PKI domain view
EBEFAI1—YO—)

network-admin

NFTA—43

B L

UTATAMNCAISEEAEZERTHLEHBELET,
UTATANRAISEEAEZERTHLEZHRWELET,

SIRAZERDEREEFIET T 5I1Z(F certificate request from I FEFAL T ES

LY,

HEXHIFRYT 5121 undo certificate request from I <> FEFHAL T E LY,

/]

# IUTATANCAISGEAEZERTHCLEZWELET,

<AP> system-view
[AP] pki domain 1

[AP-pki-domain-1] certificate request from ca

2.1.5 certificate request mode

Syntax

certificate request mode { auto [ password { cipher | simple } string ] | manual }

undo certificate request mode
TIHIE

YZaTFILERE—F
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Views
PKI domain view

EEFHAL—YO—IL
network-admin

INTA—43
auto: A — FEAZEERE—FZHELEY,
password: SIBAZEEVE LADNNRATJ—FRZEEELET,
cipher: S EN-HTHRRT—FEHBELFET,

simple: FXHETNHRRD—FE%EELEFT., tFa2V T RLD=HIZ, FXTEEL

VAV SPA NS oK Aoy (F 3 a8

string: INAT—RZBELFEFT., EXHEETIE1~31 XF, BESILEETIE1~73 XF

THRELET ., AKXFINMNFEXALET
manual: YZ a2 7I)LDIIAEERE—FEEELEFT,

E%EA
SIAZEERE— FZRTET H1=HIZ. certificate request mode 2> T 2Ly,
undo certificate request mode TT 7+ JL FIZRY ET,
SIAZEERIIA ISA VFEREIAUSAVDE—FDOFD CA ITIRHETEHIENTEE
T A0T42VE—FTIH, SIAEERZEHEL LEFHTREMNARETT,
o FA—FERE—F-PKIZTUTATaIXEBMNICCARIAEZMBLT,. UTOEH
DEANFEEL TS EEFIZ, SIAEERZ CAICRRHELET:

o BLEL7ITUS— 32l IKE)E identity ZREEEETLET,

o FMIIAZELHBOT TS — 3 o THRATAETIESLHY FEA.
A—FERE—FT.CARYVIZEK>TRELEINTWS, SIAETELAD/X
J—RZEEELTLESL,

e TZaTFIERE—F-FEITCAMHAEZEFT. MMAEERFRELBTFNIERY
FH A
i

# AAEERE—FZE” auto"lTERELET .
<AP> system-view
[AP] pki domain aaa

[AP-pki-domain-aaa] certificate request mode auto

# EIAZEERE—FZA— ML T, SEAZECE L/SR T — F%E"123456" 2R ELE T,

<AP> system-view

[AP] pki domain aaa
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[AP-pki-domain-aaa] certificate request mode auto password simple 123456

2.1.6 certificate request polling

Syntax

certificate request polling { count count | interval interval }

undo certificate request polling { count | interval }
TIHIE

R—) VTR : 205, SEAEERAT—E2AREKY 548 : 50
Views

PKI domain view
EBEFAI1—YO—)
network-admin
INTA—43
count count: SEAEERRAT—R2ARKY FS1H%E 1~100 DEETHEELET,
interval interval: R—"') > JEl&(5)% 5~168 B THEEL T,

"E-&II

BH
certificate request polling T, R—!) /IR EFIBAZEERR T—2 ADTRKY) 54
BWERELETS,
undo certificate request polling TT 7+ JL FIZCRYET,
PKIZTOT 4 T4 NEAEERFIRE LZRIC. CAEEENFH CIHHAEERZRIAL
BINEGESEWMEES, CAY—/\HMEAEZHITOIZ, LIES CERENNMN D ATHEED
HYUET, COHERODHE. PKIZUT 1 74 XA CAY—NIZERZLEFT, PKI
IVTATa4NEAELZRLD, MAZBERRAT 2 RADORKRY) FSIBITETDH &L
BEMGBERNLEFY FEFT, SMAEERIAT—FIRORK) S/ HITELTEHER
nEFnE SEAEEREIEBLES,
CA Y—/\DEEMICEIREBRRZTRIBTET Lo, SHEEREZRE L7 CEIC,
PKIZTUT 4 T4 IFEEAEE/EENTEET,

|

# R—)2T408—nN\ILE 155, GAEBERA T2 ARKY b5 4 % 40 BIZE

ELET,

<AP> system-view

[AP] pki domain aaa

[AP-pki-domain-aaa] certificate request polling interval 15
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[AP-pki-domain-aaa] certificate request polling count 40

2.1.7 certificate request url

Syntax

FI72#ILE

View

certificate request url url-string

undo certificate request url

PKI FAA VICHEBESNTI-URLIZHY A,

PKI domain view

EBFHFIL—TO—)

NFTA—43

"E-&II

BR

/]

network-admin

url-string : SEBAE Z#ERT 59— /\D URL ZIEE L £, [EHLHIL 1~511 XFTT,
AXF., MNFERAILES,

BEBAS ZERT BV —/\DURLD T+ —7 v MME . H—/\DLEFHE CGlavy kA
v 72 —RRY YT PO ERB SR, SGER S A DB
http://server_location/ca_script_location T3,

SCEP #RHWTIBAEZERT 59—/ \D URL ZIEFE T 5IZ(d certificate request url
OV REFERALTLEEL,

HEXHIBRT 511X undo certificate requesturl A< > KZFERLTL &L,

# SIBAZEERY—/\OURL ZHEELFET,

<AP> system-view

[AP] pki domain 1

[AP-pki-domain-1] certificate request url http://169.254.0.100/certsrv/mscep/mscep.dll

2.1.8 common-name

Syntax

common-name name
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undo common-name
TIA4IE

BESN-HBREIHY FEA
View

PKI entity view
EEFHIL—YDO—L

network-admin
INTHA—4

name: TVTATADHABREHBELET . REHBAIT 1~63XFTY, KXF. IhX
FERANLFET, aVTEFEENFEA,

&% A
IVTFAT4ADHBELEETT SIZIE common-name a7 FEFRALTL LY,
fzEZIE A—HE£TY,
RE ZHIFRT 512IE undo common-name O FEFEAL TS,

|

HITATADEBERZtest ELTHRELFT S
<AP> system-view
[AP] pki entity 1

[AP-pki-entity-1] common-name test

2.1.9 country

Syntax
country country-code-str
undo country
TIA4IE
Ea—kFEIEESNTVEEA,
View

PKI entity view
EBEHIL—FO—I

network-admin

2-8



A2 R =a7I)L —Web SB5E(7R— 4 JLEREE)
QX-wW > 1j—X 2% PKI

INTA—43

country-code-str: T T4 T4DEIA—FEZHEELEFT 2XFTHEELEFT . AXF.
INXFERALES,

E%EA
IVTATA4ICBTAEI—FZEEETAIZ[E country a7 REFRALTLEEL,
Ea—FEREZ VA —FE2XFNI—FTY, EZAIEBARDIFEIZIP TT,
RTEZHIBRT AIZIE undocountry O Y REFERALTLEELY,

i

#IUTATADEI—FZIPIZRELFET,
<AP> system-view

[AP] pki entity 1

[AP-pki-entity-1] country JP

2.1.10 crl check enable

Syntax

crl check enable

undo crl check enable
TIHIE

CRLFT Y IIEFEHMTY,
View

PKI domain view
EEFAIL—YO—I

network-admin

SR BA
CRL Fx v EENELITAMZTB-HIZIE crl check a7 REFRHLTLES
LYo
CRLIZIRYBELIEITARTHDIRAELZLNHATIHIZCAICK>THERITEINZT7AILT
ERS

SEBAZMELY A LIXFEBAZ LT LIRICHEZ Y ET, CRL Fo vV (FFAEASMYEL S
NEOEINEFIVvITHILEEZBMELTVET,
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/]

#CRL Fx vV ZEIIZLET,
<AP> system-view
[AP] pki domain 1

[AP-pki-domain-1] undo crl check enable

2.1.11 crl url

Syntax

FI72#ILE

View

crl url url-string

undo crl url

CRLE#HARA >V FDOURLIFIEESNTULEE As

PKI domain view

EEFHAL—YO—IL

NS

"E-&II

BH

/]

network-admin

url-string : CRL B#ARA > F®D URL #35%E L E 9, Idap:/server_location & 1= &
http://server_location M7 #—< v b THELEY . RELHEIEL 1~511 XFTT, XX
FIMNFEERXRALET, server location 1FIP7 FLAEIEZFAAS VR EHEETEE
T, URLOEREIE. CLI XFHHIPRE =L url-string /X5 A —2DWNVF NS VAIZEK
STHIBENFET,

CRLE#HNRA > FDOURL ZHEETAIZE erlurl a2 FEFALTLESLY,
HELHIRT AICZIE undocrdurl <Y FEFEALTLESLY,

CRLEEHNRA U FOURLAEESNTLVEWE ZIE, CASIBHEZ L 0—AHJLIEIBAZE W
BL. SCEPIZ&LY CRLZERBLTLEELY,

#CRLECHRA >V FOURLZHEELET,
<AP> system-view

[AP] pki domain 1

[AP-pki-domain-1] crl url Idap://169.254.0.30
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2.1.12 display pki certificate access-control-policy

Syntax

display pki certificate access-control-policy [ policy-name ]
Views

Any view
EBEHIL—FO—I

network-admin

network-operator
NT A=A

policy-name: R') L& % 1~31 XFTHEELFEFT ., AXF. INFEFRAINLFEEA,

E%EA
display pki certificate access-control-policy A< > KT, (IBAER—ZANDT Y & X F
R SERERRILET,
RVIBHFBELRZITNIE., TRTOMAER—IAD 77 XH#HK L DEHRERT
LET,

i

# K1) 24 mypolicy DEFBAZEAN—R 7 RAFIEAR) JIERERTLET,
<AP> display pki certificate access-control-policy mypolicy

Access control policy name: mypolicy
Rule 1 deny mygroupl

Rule 2 permit mygroup2
# IRTOIMHER—X 77U RH#HKRY IEHRERTLET,
<AP> display pki certificate access-control-policy

Total PKI certificate access control policies: 2
Access control policy name: mypolicyl

Rule 1 deny mygroupl

Rule 2 permit mygroup2
Access control policy name: mypolicy2

Rule 1 deny mygroup3

Rule 2 permit mygroup4
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% 2-1 display pki certificate access-control-policy M tH 1115%Rk

J4—ILF HL:

Total PKI certificate access control } . e
AAER—ZDT 7 £ AHIFER) > DIEH,

policies
permit HFA LTS 7V EXGEIL—IL
deny HRESATND 77 R HEHIIL—IL

2.1.13 display pki certificate attribute-group

Syntax

display pki certificate attribute-group [ group-name ]
Views

Any view
EBEFHIL—FO—I

network-admin

network-operator

NT A=A
group-name SIBAZERME I —T 2% 1~31 XFETHELFT . AXNF ENMXFIFRRI L
FtA,

%A
display pki certificate attribute-group <> KT, FIBAZEME I IL—TDE#HRERT
LET,
MAERM I —TR2ERELLZVESE, I RTOIMAERHES IL—TIZOVLTODIE
wERTLET,

il

# SEBAZEREM Y IL— T mygroup” IZDWVWTHIERERTLET,
<AP> display pki certificate attribute-group mygroup

Attribute group name: mygroup
Attribute 1 subject-name dn ctn abc

Attribute 2 issuer-name fgdn nctn app

# TRCOIMRAERE T IL—TEREZRTLET,
<AP> display pki certificate attribute-group

Total PKI certificate attribute groups: 2.

Attribute group name: mygroupl

2-12



A2 R =a7I)L —Web SB5E(7R— 4 JLEREE)
QX-wW > 1j—X 2% PKI

Attribute 1 subject-name dn ctn abc

Attribute 2 issuer-name fgdn nctn app
Attribute group name: mygroup2

Attribute 1 subject-name dn ctn def

Attribute 2 issuer-name fgdn nctn fqgd

% 2-2 display pki certificate attribute-group M H H11&%R

Z4—ILF SiE
Total PKI certificate attribute groups SIRAERME T IIL—TH
ctn Contain operation.
nctn Not-contain operation.
equ Equal operation.
nequ Not-equal operation.
BEIL—IL:

e alt-subject-name—Alternative subject name.
e issuer-name—Certificate issuer name.

e subject-name—Certificate subject name.

o fqdn—PKl entity ™ FQDN.

e ip—PKlentity ®IP 7 KL X

e dn—PKl entity @ DN

Attribute 1 subject-name dn ctn

abc

e ctn—contain operation #R L £ 9,
e equ-equal operation Z R L E T,

e nctn—not-contain operation &R L ET,

e nequ—not-equal operation R L £ 9,

2.1.14 display pki certificate domain

Syntax
display pki certificate domain domain-name { ca | local }
View
TARTD view
EEFHIL—YO—I
network-admin
NG A—43
domain-name : PKI FA A VB EWELET, REEHEIL 1~31 XFTT, AXF. /I

XFIFRAMLERA, FASVEBIER 2-3ICRTIEELETERETHENTEFEEA,
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%23 IBEELE
A H iS5 ARl iS5
FILS ~ Kwy b
FRARAJRY * EF7 LT SHy <
NYDRATya ¥ B7U9NLTSH Y b >
EE/N— | FINIAr—T—23> "
b [ % FARAFOT 4 — '
ca: CASIBHZE%#RRLET,
local : O—AJLEEBAZEERRLET,
ERBH
SIBAZNANBERTSE ST display pki certificate I< > FEFERALTLEE WL
ca/NTA—REBELGE. FAM VDT RTOIBAZEONEZZRTLET,
local NS A—AZBELEBAE. FASMVDTRTOO—DILIERAZEOARTEZRTLE
ERS
]

#PKI KAA > aaa D CASEAEZRTLET,
<AP> display pki certificate local domain aaa ca

Certificate:
Data:
Version: 1 (0x0)
Serial Number:
5c:72:dc:c4:a5:43:cd:£9:32:b9:¢c1:90:8£:dd:50:£6

Signature Algorithm: shalWithRSAEncryption

Issuer: C=cn, O=docm, OU=rnd, CN=rootca
Validity
Not Before: Jan 6 02:51:41 2011 GMT
Not After : Dec 7 03:12:05 2013 GMT
Subject: C=cn, O=ccc, OU=ppp, CN=rootca

Subject Public Key Info:

Public Key Algorithm: rsaEncryption

Public-Key: (1024 bit)

Modulus:

00:c4:£fd:97:2c:51:36:df:4c:ea:e8:c8:70:66:£f0:

28:98:ec:5a:ee:d7:35:af:86:c4:49:76:6e:dd:40:

4a:9e:8d:c0:cb:d9:10:9b:61:eb:0c:e0:22:ce:f6:

57:7c:bb:bb:1b:1d:b6:81:ad:90:77:3d:25:21:e6:

7e:11:0a:d8:1d:3c:8e:a4:17:1e:8c:38:da:97:f6:
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6d
cl
84
52

:be:
:91:
HYESH

:db:

Exponent:

Signature Algorithm:

09
18
11:
To:

:e3:5f:21:

:ff:l16:ee

65537

32:5f:1a
cd:5d:2b

c5

:d8:

:£8
166

:al
cf
:35

:5a:

(0x10001)

:6f
:8c
125
fb

:27:4b:e3:fb:9f:cd:
:e3:4c:a3:1b:08:5d:
:c0:7e:10:bd:aa:0f:

shalWithRSAEncryption

98:
ee:
9e:
dc:
df:
e7:
ds:

:12:

6d:bl:4e:d7:ef:bb:1d:67:53:67:d0:8£:7c:96:1d:2a:03:
3b:48:41:08:a4:8f:a9:c1:98:e3:ac:7d:05:54:7c:34:d5:
09:5a:11:e3:c8:7a:ab:3b:27:d7:62:a7:bb:bc:7e:12:5e:
4c:1c:4a:9f:d7:89:ca:20:46:de:c5:b3:ce:36:ca:5e:6e:
e7:c6:fe:3f:c5:38:dd:d5:a3:36:ad:f4:3d:e6:32:7£:48:
07:£0:22:32:89:86:72:22:cd:ed:e5:0£:95:df:9c:75:71:
fe:34:c5:a0:64:1c:£0:5c:e4:8£:d3:00:bd:£fa:90:b6:64:
88:a6
#PKI KA > aaa DA—HILIIAZEERTLET,
<AP> display pki certificate domain aaa local
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
bc:05:70:1f:0e:da:0d:10:16:1e
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=CN, O=sec, OU=software, CN=abdfdc
Validity
Not Before: Jan 7 20:05:44 2011 GMT
Not After Jan 7 20:05:44 2012 GMT
Subject: O0=OpenCA Labs, OU=Users, CN=fips fips-sec
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (1024 bit)

Modulus:
00:b2:38:ad:8c:7d:78:38:37:88:ce:cc:97:17:
52:e1:99:b3:de:73:8b:ad:a8:04:£9:a1:£9:0d:
d8:95:e2:26:a4:0b:c2:8c:63:32:5d:38:3e:fd:
4a:83:69:0e:3e:24:e4:ab:91:6c:56:51:88:93:
12:a4:30:ad:ae:72:57:a7:ba:fb:bc:ac:20:8a:
46:2a:e8:93:55:£3:41:49:e9:9d:cc:ec:76:13:
a5:8d:cb:5b:45:08:b7:d1:c5:b5:58:89:47:ce
bd:5c:ce:b6:17:2f:e0:fc:c0:3e:b7:c4:99:31:
8a:f0:ea:02:fd:2d:44:7a:67

Exponent: 65537 (0x10001)

X509v3 extensions:
2-15

39:
67:
b7:
9e:
21:
fd:

5b:
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X509v3 Basic Constraints:

CA:FALSE

Netscape Cert Type:

X509v3 Key Usage:

SSL Client,

Digital Signature,

S/MIME

X509v3 Extended Key Usage:

Non Repudiation,

TLS Web Client Authentication,

Smartcardlogin

keyid:DF:D2:C9:1A:06:1F:BC:61:54:39:FE:12:C4:22:64:EB:57:3B:11:9F

Netscape Comment:

X509v3 Subject Key Identifier:

X509v3 Authority Key Identifier:

X509v3 Subject Alternative Name:

User Certificate of OpenCA Labs

E-mail

Protection,

Key Encipherment

Microsoft

91:95:51:DD:BF:4F:55:FA:E4:C4:D0:10:C2:A1:C2:99:AF:A5:CB:30

email:fips@ccc.com

X509v3 Issuer Alternative Name:

Authority Information Access:

email:pki@openca.org

CA Issuers - URI:http://titan/pki/pub/cacert/cacert.crt

OCSP - URI:http://titan:2560/

1.3.6.1.5.5.7.48.12 - URI:http://titan:830/

X509v3 CRL Distribution Points:

Full Name:

URI:http:

Signature Algorithm:

94:ef:
ea:
£5:
95:
af:
da:
43:
£9:
dd:
65:
04:

9a:
e9:
cd:
a2:
dé:
c6:
a4d:
al:
41:
50:

56:70:48:66

b8:
eb:

6C

34:
dl:
d7:

68

2c:
fa:
a6:

24

:b8:

:b5:

cO

9d:

£7:
3c:
72

le:
33:

rae:
37:
47:
1b:
f2:
92:
2a:

taa:

41

65:

al:
04:
el2:
15:
43:
e8:
df:
16:
:b5:
6d:

//titan/pki/pub/crl/cacrl.crl

sha256WithRSAEncryption

6f:
cf:

ee

31:
13:
9a:

81

8a:
49:

38:

:be:8f:
2d:

99

18:
rea:
4f:
87:
31:
raa
cc:

3c:

9d:bb:77:0f:c9

f4

:bd:
8d:

91

1d:
38:
2f:
:d9:
2b:
fc:

rab:
b2:
99:
red:
20:
9a:
42:
33:
09:
ag:

2-16

e8:

cO

f4:
51:
c8:
9c:
80:

ca

6e:
93:

Oe:
:e9
11:

17

c2:
cd:
Oc:
:01:
67:
88:

93:
:eb:

74

:dO:
c3:
54:
Oc:
75:
70:
53:

:f4:

:bl:

76

38

c4

c2:

bl:

4d:

d9g:
94 :

94 :

tec:

:b2

red:

4c

65:
30:
19:
1b:

e5:

6d:
92:

77

33:

Te

86:
22:
92:
rad:

b3

44 :

b4

af:

re3
c8:
HEKH
92:
4c:
29:
ba:
rab:
05:
tbe:
23:

:bd:
ef:
cb:
98:
56:
ee:
aa:
Of:
la:
28:
64:
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cb:af:e3:02:d1:06:59:5£:95:52:6d:00:00:a0:cb:75:cf:b4:
50:¢c5:50:00:65:£f4:7d:69:cc:2d:68:a4:13:5c:ef:75:aa:8f:
3f:ca:fa:eb:4d:d5:5d:27:db:46:c7:f4:7d:3a:b2:fb:a7:c9:
de:18:9d:cl

BEavT YR

e  pki retrieval-certificate
e pki domain

2.1.15 display pki certificate request-status

Syntax

display pki certificate request-status [domain domain-name]
View

TARTD view
EBEFHL—FO—I

network-admin

network-operator

NI A—4
domain-name : PKI KA AL VR EBELET ., HEEHHEIL1~31 XFTT, KXF., /M
XFEIERBLERFA, RASDRIER 24 ICRTIEEREZRETHENATEE A,
=24 BERLS
A =g A =7
FILE ~ Ky k
TARJRY * E7V0NLTSHY b <
NYDRATya ¥ BTN TSHy >
FEE/N— | FINY+—T—3aY
ooy : FRA AT 4 —
SR BA
SEBAZDIREE X ER T BHIZIE display pki certificate A< > FEFERAL T &
i

#IRTOPKI FASVDREZERLET,

<AP> display pki certificate request-status
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Certificate Request Transaction 1
Domain name: domainl
Status: Pending
Key usage: General
Remain polling attempts: 10
Next polling attempt after : 1191 seconds
Certificate Request Transaction 2
Domain name: domain2
Status: Pending
Key usage: Signature
Remain polling attempts: 10
Next polling attempt after : 188 seconds
% 2-5 display pki certificate A< > KD 7 1« —JL KIZDW\T
Z4—ILF SiE
Certificate Request Transaction _ R
EAEEROUEESTY ., IMoRBLET,
number
Status SEAEERDIKETY , EHRBOADEFENET,
EREDBHMTY .
e Genera-E& LFEHILTT,
Key usage
o SignatureELZNDHTY,
e EncryptionfESNDH T,
Remain polling attempts FERAEZERDIREEZERTEZLHRYEHTT,
Next polling attempt after ROBERKEOERZITOEIDZEYKETY,
BEa<Y R

e  pki retrieval-certificate
e pki domain
e certificate request polling

2.1.16 display pki crl domain

Syntax

display pki crl domain domain-name
View

TRTD view
EBEFHAIL—FDO—IL

network-admin
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NFTA—43

domain-name : PKlI FAAL VREEBELET ., REHHAIKX 1~31 XFTT, KXF,
INCFIEIRBILFER A

B L

O—AJLMIZREFEST- CRL 2FKR3 5IZ(% display pki crl domain a< > K& &R
LTLEELY,

/]

# O—NILHIZRESN-CRLZRRLET .
<AP> display pki crl domain 1

Certificate Revocation List (CRL):
Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer:
C=JP
O=abc
OU=soft
CN=A Test Root
Last Update: Jan 5 08:44:19 2004 GMT
Next Update: Jan 5 21:42:13 2004 GMT
CRL extensions:
X509v3 Authority Key Identifier:
keyid:0F71448E E075CAB8 ADDB3Al2 0B747387 45D612EC
Revoked Certificates:
Serial Number: 05a234448E--
Revocation Date: Sep 6 12:33:22 2004 GMT
CRL entry extensions:-
Serial Number: 05a278445E-"
Revocation Date: Sep 7 12:33:22 2004 GMT

CRL entry extensions:-

% 2-6 display pki crl domain <> KD 7 4 —JL FIZDW\T

Z4—ILE B
Version CRLD/N—2 3 T,
Signature Algorithm CRITHERENZELTILTYRXLTT,
Issuer CRLZ %179 4CATY,
Last Update REOT7 v I T— EETY,
Next Update ROT v TT— FEETT,
CRL extensions CRLDYEERT Y

2-19



A2 R =a7I)L —Web SB5E(7R— 4 JLEREE)
QX-wW > 1j—X

28 PKI

Z4—IL K

SiE

X509v3 Authority Key Identifier

CRLZE%1T9 H5CATT,
_d-o

SEBAE/N—2 3 UId X509v3T

keyid

NFBDTT CAITEHDERT EHF > TV S AREMENH
UEFT, COT 14 —JL FIZCRLOBLZ THEAINZIHERT
#rLFET,

Revoked Certificates

BYHESNERAETY,

Serial Number

BYBSN-ARED L) 7ILESTY,

Revocation Date

FEEAEEMYMELEZBRTY,

BEa<wU R
e  pki retrieval-cri
e pki domain
2.1.17 fqdn
Syntax

fqdn name-str

undo fqdn

FI2#ILE

FQDN [FZ T4 TA4IZEBEShTWLWEE A,

View
PKI entity view
EBEFHIL—FDO—I

network-admin

NI A—4
name-str: T T4 T4 DK *A
domain name)Z#{EELET,
ERS

SR BA

A oBETNTEHBLGZLEERR K (FQDN., Fully qualified

BEHHIE 1~255 XFTT. AXF. MXFERHILE

TUF 47 (DFQDNERET 5ICIE fadn v FEEALT LS,
BELHIRT B2 undo fadn XY FEBAL T LS,

FQDN [Fxy FO—2 LD T

VT4 T4 DEARGHMFTY . TOBEALGHNFIFHRR

FEERAAVEDDHRENTSY ., IP7 RLRAEBRTEET,
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5
# T>F 4T« ®FQDN % pki.domain-name.com & LTHRELET,
<P> system-view
[AP] pki entity 1
[AP-pki-entity-1] fqdn pki.domain-name.com
2118 ip
Syntax
ip ip-address { ip-address | interface interface-type interface-number }
undo ip
TIHIE
P7 LRI VT A TAICHEESATLERA,
View

PKI entity view

EEFHAL—YO—IL

NI A—4

"E-&II

BH

/]

network-admin

jp-address : TUTA4TA4DIP7 RLAFRELEY,

interface interface-type interface-number {4 >3 71 —ANB A TEBEEHRELET,
AVEATI—ADTS543) IPv4 7 RLRIEPKI ZVTFAT4DIPF7RLRELTHEE

HRET,

IVTFATADIPZRLRZHRETAICIE ip av U FEFALTLESL,

REFHIBRT AICIE undoip a7 Y REFERALTLEELY,

#IUTATADIPT7RLAZ 11.001.ELTERELFET,
<AP> system-view

[AP] pki entity 1

[AP-pki-entity-1] ip 11.0.0.1

2-21



A2 R =a7I)L —Web SB5E(7R— 4 JLEREE)

QX-W 1) —X 2&E PKI
2.1.19 locality
Syntax

locality /ocality-name

undo locality
TIA4IE
FEBIII VT4 TAICHEESATOVER A,
View
PKI entity view
EEFHIL—YDO—L
network-admin
INTHA—4

locality-name : FREMZIEE LE T, REHEIL 1~63 XFTT ., AXF. IMNXFERX
MLEST, aVTEEENFEA,

E%EA
TUF 47 DFEHERES 5ICIE locality I KEBALTEEL, eI
#HTBHEETT,
RTEZHIBRT AIZIE undo locality A< > FEFERAL TS,

i

# IOoTA4TADFEMZ City E LTERELET .
<AP> system-view

[AP] pki entity 1

[AP-pki-entity-1] locality city

2.1.20 organization

Syntax

organization org-name

undo organization
TIAIE
HBREI T TaIEBESATLER A
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View
PKI entity view
EEFHIL—YO—I
network-admin
NG A—43

org-name : HBREIBELFT, REHFEIL1~63 XFTT, AXF. IMNFEXHIL
4, TOXFHIZaVTIFEENEEA,

BT
IVTATa4DNETHHBOBAERTET HIZIE organization a7 > FEFEAL TK
EEw,
X ZHIBR T 5I21E undo organization a7 Y KZFHAL TS,

5

# IUTATANETHHBDLATE test-lab &E LTEHELFET,
<AP> system-view

[AP] pki entity 1

[AP-pki-entity-1] organization test-lab

2.1.21 organization-unit

Syntax

organization-unit org-unit-name

undo organization-unit
T4

HBBENAETI T TAICEESNTULER A,
View

PKI entity view
EEFHIL—YO—I

network-admin
NG A—43

org-unit-name : EIEHHBEMZTRANT SHEBEMBEZIEELF T, RTEEHHEIL 1~63
XFTYT, AXF. MNFZERALFET.,. TOXFIIIaAVTEFEFRFEEA,
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%II

BH

CDIVTAT4NET HEBENMEL ZIEET HI2(E organization-unit 7> K& &
ALTLCIZ&EL,

% E ZHIBR 9 412IE undo organization-unit 27> FEFEAL TSN,
/]
# TUT 4T 4 BT BIEBEME E groupt & LTRELET,

<AP> system-view
[AP] pki entity 1
[AP-pki-entity-1] organization-unit group

2.1.22 pki abort-certificate-request

Syntax
pki abort-certificate-request domain domain-name
Views
System view
EBEHIL—FO—I
network-admin
NFA—=5

domain-name: PKI KA A V&% 1~31 XFTERELEFT., & 2-7 ICEEHE L TWBETE
HEXERTEEEA.

K27 HHELS

& iLS A&l s
FILE ~ Fv b
TRARYRY : E729NLT345y b <
NYDRSya ¥ B7UINTSHY b >
FEE/N— | BTNy A—T—2a v
ooy : FHRA QT 4—

B L

pki abort-certificate-request 17> KT, PKI FA A VDIIBAEERZFIELFET,

2-24



A2 R =a7I)L —Web SB5E(7R— 4 JLEREE)
QX-wW > 1j—X 2% PKI

FERREERZHIEL. SEAEERDOLH. Ea—F, £#IEFAQDN L ED WL DD/
TA—BEERETHIENTEETAEAEERRT—F X ERRT HIZI1L. display pki
certificate request-status A< > FZ&E>TL &Ly,

5
# PKl domain 1 DFEBAZEERZHIELFET,
<AP> system-view

[AP] pki abort-certificate-request domain 1

The certificate request is in process.

Confirm to abort it? [Y/N]:y

2.1.23 pki certificate access-control-policy

Syntax

pki certificate access-control-policy policy-name

undo pki certificate access-control-policy policy-name
TIHIE

REGL
Views

System view
EEFHAL—YO—IL

network-admin
INTA—43

policy-name: R') L% 1~31 XFTHELFEFT ., AXF. IMNFEFRAINLFEEA,

"E-&II

BH

pki certificate access-control-policy A< > K T, JIBAZER—XD 7Y £ RHIHARY &
ER L. TD View [CASH. BIFEQFHAER—X DT U X Hl{#AR ) o view IZAY
7,

undo pki certificate access-control-policy 27 > KTIEBAER—ZA N7 ¥ & X FlfEHR
) FHIBRLET,

MAER—XDT7 IV ERHEAR) DI, BEICEOSVWTHTLLLF. BETSH7I €
AHEERY S EEATVET,
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/]

# 7 mypolicy” £EWSBDIBAER—XD TV ERAFHIEAKRY) S EER L. D view [ZA
YEI,

<AP> system-view
[AP] pki certificate access-control-policy mypolicy

[AP-pki-cert-acp-mypolicy]

2.1.24 pki certificate attribute-group

Syntax

FI2#ILE

Views

pki certificate attribute-group group-name

undo pki certificate attribute-group group-name

System view

EBFHIL—YO—)

N

"E-&II

/]

BA

*A—%

network-admin

group-name: JIV—TH%E 1~ XFTHELFEFT, KXF. IMNFERFLELEA,

pki certificate attribute-group 1< > K G, iSIBAZREHE SV IL—T 2R L. TD View [
Adh ., BEOIIAZERMETIL—TD ViewIZTAY EFT,

undo pki certificate attribute-group 27> KT, (IBAZEEMH/ IL—TZHIBKRLET,

SEBRERMEY IL—TIF, attribute ATV FEFE-> THESNEBHERAOEY FTY,
ERMRATEITAL. (IAZOHMRDOAAF. FLEKDLYDHZRDOBZFDT 1 —ILF
[CEVWTEEZEELEY.

IAZRM Y IL—TRE7€Rar rO—LIL—I)LEBELEZITNRIERY €A (rule
AV REFES> TERESNHFARFELEBEERT— AV N, SHER®EIT L—TH
BHL—LEZE >TWWEWELIE, YATAK, IRTOIAENEEL-T Y X HFl
HIL—ILETYFLTWDEHIBLET,

# "mygroup" & WS B DEIBAEZERM Y IIL—TEER L. FD ViewITAY ET,
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<AP> system-view
[AP] pki certificate attribute-group mygroup
[AP-pki-cert-attribute-group-mygroup]

2.1.25 pki delete-certificate

Syntax
pki delete-certificate domain domain-name { ca | local | peer [serial serial-num] }
View
System view
EBEHIL—FO—I
network-admin
NFA—=5
ca: A—AJLICEEFEENI- CARERAZEZHIBRLFT .

local : O—AILIZRESN-O—NILGEAZEZHIBRLET,

domain-name: FFBAZZHIRRT S PKI KA VDA EIRELE T RTEEAIL 1~127
XFTT, AXF. IMNFEFRANLEFEFA. FASDRIER 2-8 [SRTIEELEEHRTE

TEHEENTEFEEA,
% 28 {EEGLE

A H k=7 A g5
FILE ~ Ky k
TARJRY * EF7 LT SHy bk <
NYHRSySa ¥ B7U9NLTSH Y b >
FEE/N— | BINY+—T—>3a >
ooy : FHRA QT 4—

peer: O—AJLIZFEEEINI-ETRAEZHIBRLET,

serial serial-num: ET7IAZZL Y T7ILBESTEELET, REHFEIX 1~127 XFT
To AXF. MNXFIEFREAHLERBA, VIUTILESZEELLZNMES, COavY R
PKI FAL VADNDTRTHOETIAZFHEIRLET .

58

PKI FAALSDEHIZA—ANICEHERINEZEHAEZZHBRT 5I12F pki
delete-certificate <> FEFHL T &L,
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/]

#PKI KAA Y cerDO—NILEAZEZHIBRLET,
<AP> system-view

[AP] pki delete-certificate domain cer local

2.1.26 pki domain

Syntax

FI72#ILE

View

pki domain domain-name

undo pki domain domain-name

PKI ALV EHY FEA,

System view

EEFHAL—YO—IL

NS

B L

network-admin

A—4
domain-name : PKlI FAAL VREEBELET ., REHFAIKX 1~31 XFTT, KXF,
INCFEEZRBLFET, FALVRIZIER 2-8 RIIEELEBERET D ENTETEEA
%29 IEEEE
A H k=7 A g5
FILE ~ Kk .
TARJRY * EF7V9LTSHy b <
NYHDRATya ¥ B7U9NLTSH Yk >
FEE/N— | BINY+—T—>3a >
ooy : FHRA QT 4—

PKI KA A U%&{ER L. PKIdomainview ~#179 5. F£=IZEEE®D PKI domain view ~
#1179 3I121% pkidomain A< Y FEFEHALTLEELY,

PKI KA A > %HIR9 %I21E undo pkidomain a7 RZFERLTL &L,
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/]

#PKI AL ZEERL., EDview~BITLET,
<AP> system-view

[AP] pki domain 1

[AP-pki-domain-1]

2.1.27 pki entity

Syntax

FI72#ILE

View

pki entity entity-name

undo pki entity entity-name

IVTFA4T4IEHYEEA,

System view

EEFHAL—YO—IL

NS

"E-&II

BH

/]

network-admin

entity-name : TUTA4TA4REHEELEFT, REHHEIE 1~31 XFTT, AXF. »
XFERAMLES,

PKIZTYoT 4 T4 %L, TDview ~AEITT HICIE pkientity a7 FEFEHALTK
&Ly,

PKIZTVF 4T« %8I3 511 undo pkientity <> RZEFHALTLESLY,

PKl entity view TZ VT 4 T4 DBRMEDEHREEHRET HIENTEET . IVT AT
Ffha<w 2 FICKESRBOFERETEERINTULET,

#PKIZTOT 4 T4 REERL. TDview~BITLET,
<AP> system-view

[AP] pki entity en

[AP-pki-entity-en]
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2.1.28 pki import

Syntax

pki import domain domain-name { der { ca | local | peer } filename filename | p12 local
filename filename | pem { ca | local | peer } [ filename filename ] }

View
System view
EEFHIL—YO—I
network-admin
INTA—43
ca: CAGIAZZHRELZEY.
local : local ;EBFAZZHEELFT,
peer: E7IBAEFREELET,

domain-name : PKI FAA VB ZH/ELET, REHFHIF 1~31XFTT, FASLE
[FF 2-10 [CRIIEERLBERETHAENTETELEA,

& 2-10 fEEELS
i

=11 LS LS
FILE ~ kb
TREYRY ) E7VINT S5y b | <
NGRSy va ¥ B7VINT ST | >
I F—T—> 3
EE | FING+—T—>
>
ooy : FHRA QT 4—

der: DER 74— v FDEAEZHEELFET,
p12: P12 7+—< v FOFIAEZEELET,
pem: PEM 7+—< v FDIIAEZEELET,

filename filename : SIBZE 7 7 A LB ZHEE LT, HEEHHIX 1~127 XFTT, KX
F. MFEFIREALELA, PEM 74— v FDFERZED=HIZ, T74 Db VKR
—rEFICA—SFILDOLICGIAERNBTZYDITHIEELTEET,

%II

Be
CASIBAZEFE IO —AILEBHEZ I 7Mbb U R— L, B—AILIZRET BIZIE
pki import-certificate <% > KZFERALTL &L,
UTOIKRTEIBAEZE A ViR— b3 512812, pkiimport 7> REFEWLET,
e CRLUARTKFYZERELLZWLCAHY—/\E, SCEP #HR—FLFEEA,
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o EIRAEMNHY—NT—HIZLEFEAIX 1 D2OT7AILORTEELRRTZERLEL
fzo PKCS12 21+ % ETEAETH SN, PEM 74— v FMIBEBELRTEETH
HLLhFEEA.

SEAEZA vAR— R BRI, UTFERETSETLEEL,

o HWROITYIVAAEVICHHAEI7ALET Yy TO—FKLTLESL, CDBE
2. PEM 74— v FDFEAEL TS U R— b TE 5D T, SIBAEN PEM T+
—IY L THEIIELEEHENDTLIZEL,

o O—HLFAZEFEIEA VR— T BETIRAZED-HIZ, ®IiET S CA SIBAEF
I—UNGFELGFNEGY FEA, CARERAEF I —VIIHFICEZ ONSHH. O
— NIV EFIFETHRAEICEFN TEIIN DS ENTEETPKI F AL
O—AJLEEBAE., FIXETHEN CA SIAEF 1 — U #H > TULWRELESIE,
RUICCAIBREEA U R— T B2RELAHY FET,

A—AIRAEFIFETHBHEEZA OR—rT5LE

o O—NLFBAEFEIEA VR—FSNBHETIHAEN CA SIAEF I —VEEAT
WAIE, RIBFIC CA SIBAE L O—HILEIBAE F-(XETHED A o R— A TE
FY. TTICCABHEN PKI FAS U THEELTWVSIGE., BIFD CAIIREZ
LtEEFEMN. VRTLRTBVTRERTLET,

o O—NLGIAEEIEA VR— T HETIHAEN CA SMIAEFI—VEEFER
WAS, T TICCAREHAZMN PKI FAL VTHELTWSALIE, EEQ—H /LA
EF-FET7HAEEZSA VR—FTEET,

CARIHHEZA VR— 3 5L E

o AViR—bEND CAEIEAEN CA L— MEBHEZETH DI, IL— FIHAEFz—>
ZEATWSIES. CAREBAEZ M1 VR— A TEET,

o AUR—FEIDCAIBAEN/L— FIBAEZER L CIHAZEF T — V5 SATULSH,
BEROD CASIBAZIC K > TREBAAEF 1 — 22 HAT LN TEDEEE.
CARIHHEZA VR— 3B ENTEET,

UTDYFIVATEREFDIOHIC. CAH—NEBEFITERL TS,

o AUKR—FFIBHAAZ I 7 A ILHIL— FIAZEZEATWSITA E L )L— FEIRE
ET4AH=TI U EAEBEINAL,

o AVR—FIEHZO—NIILAENERLRTZEATVWDLE LI, YR TLIFWE
BEBELTEEOHIZTFYLUCHKRAT—FOANZERLET,

BELGRTEZECO—DIIRAEI 7ML EA VR— T BIHE. EELGRTIZEST

AL ET Y TT—bTHIENTEFET, EELGRTOEMICEKEFEL T, LLTOE

HRHTIEEYVET,

o HFELURTOHMA—BHGLIE BBEEELGRTEFEVET - ARF—R7.
YA UoF—R7 BLUBBILELF—RT,

o FELURTOEMAYAUTHIHLIE, MBEIEELRT7EZHEVET : ARF—
R7., Y4 0F—R7,

o HELHURTOHMINBEILTHAILLIE, BBIEXFAA VTHESIEF—RT7TEHFEL
EX I
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RYFRRON-1-EE. MBROHMFEOEELRTICLEZTEINE SN ERRT H1:
OIZ. AV T FERTLET . IYFARIMLHVESIE, MBEIEELRTDE(T
THILE PKI RALVR—L)EANT BELSICHEAET, TL T, SIRET 74 ILD
FCEESNEEELGRTZOFZILITYALEBNIZHEDTEFNIEELGRTEERLE
E

A UR— MEERBBMICELWEBELGARTET7 Y IT— 950, ERLET, 1V
R— MEEERTTHRNC. BT A2 T4 X2L—2a3VT7AILERFLTLLIESLY,

5
#PEMDT74+—<y bD CAFEAEZ PKI F AL Vcer~nd VR—FLET,
<AP> system-view
[AP] pki import-certificate ca domain cer pem

BEavY R

pki domain

2.1.29 pki request-certificate

Syntax

pki request-certificate domain domain-name [ password password ] [ pkcs10
[ filename filename ] ]

Views
System view
EEFHAL—YO—IL
network-admin
INTA—43

domain-name: PKI R A A VB ZEBELET, HEEHHEIL1~31 XFTT, KXF. /M
FIERAMLEBA., RAMVEIER 221 ICRIIEELEEZRET I ENTEERA,

=211 {BERLS

& iLS A&l s
FILE ~ Fv b
TRARYRY : E729NLT345y b <
NYDRSya ¥ BTN TSHY b >
FEE/N— | BTNy A—T—2a v
ooy : FHRA QT 4—
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B L

/]

password password: SEBAZNRYBELNRAT—F%, 1~31 XFTHRELFEFT, XX
F.IMXFERALET, NRAT— FIZFARAZTERIZCEEN., AAEOMYELEZT S
o, BEELTLLESL,

pkcs10: BASE64 TI > O— F &Ntz PKCS#10 SIBAZ ERIEHRERRTLET

filename filename: PKCS#10 7+ —< v FDIIBAEZEERZ2REFETH. O—HILT7A )L
HRELET,

pki request-certificate T, O—NJLEEBAEERDIRLE D L < [E. PKCS#10 7+ —< v
FOFERAEERZITLET,
SCEP W& T 515E(E. UTOEIRIDVWTNINEERTTEHIENTEFET:

e BASE64 TIIa— FSNEERFEWERTT 5= pkes10 F—T— FZEA
ERGE

o ERFEMZO—AILT7AILIZRFEL. out-of-band #E>TT 74 /L% CA [CErk
T 5101, pkcs10 filename filename 7 a v EF>TL &Y, T7/4I1L4E
IR EEL I ENTEET, BESNLNAIBNFEELTVS AL, BEXIF
MIRBFEINDZENTEEEA,

ARV RFaAYvI4FaL— T avitEiBEInEFA.

# MBAEERDFERZ PKCSHI0 7+ —< v FTRRIEFET,
<AP> system-view

[AP] pki request-certificate domain aaa pkcs10

*** Request for general certificate ***

MIIBTDCBtgIBADANMOswCQYDVQQDEWJIqgajCBnzANBgkghkiG9w0OBAQEFAAOBQAW
gYkCgYEAwS5Drj80fs9THA4ezkDcQPBy8pvHlkumampPsImx8sGG52NFtbrDTnTT5
ALx3LJ1jB3d/ndKpcHT/DfbJdVDCn5gdw32tBZyCkEwWMHZN30122z7Nmdcu5TED61N8
4m+hfplQWoVelty309pxAXuQl8peUDcEN6WV3ILBXYyl1WCtkLkECAWEAAaAAMAQOG
CSgGSIb3DQEBBAUAA4GBAABE7BaIdmT6NVCZgv/I/1tgqZH3TS4e4H9Q05NiCKiEw
R8owVmMAOXVtGMbygBNcDTGO f5NbHrXZQT5+MbFJONm5K /mnl1ro5TIJKMTKV4A6P1CZ

JUjsuga¥Y02GBY0OBVcylpC9iIXLuXNIgjhlMBIgVsallQOHS7YMvnop6hXAQlkM4c

# O—NIGEERAEZY VT A MLEY,
[AP] pki request-certificate domain openca

Start to request general certificate ...

Request certificate of domain openca successfully
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2.1.30 pki retrieve-certificate

Syntax
pki retrieve-certificate domain domain-name { ca | local | peer entity-name }
View
System view
EEFHIL—YO—I
network-admin
NG A—43
ca: CAIBAEZHAHLET,

local : O—AJLIIBAZEZ#HAELET,

peer entity-name: EF7 I T4 T4 REHRELET, REHBET1~31XFTT, K
XF, MNFEEHLEEA.

domain-name : EEBAZERIZFIFAEIN S PKI RAAL V& ZIEELET ., BEEHEIL 1
~3M XFTT, AXF. INFEFRANLEBA, FAADBEFR 2-12ICRTIEELS

ERTETHENTEEEA,
%212 IBERLE
A H k= A H k=

FILE ~ Ky k
TARJRY * E7V9L0LTSry k| <
NYHRSySa ¥ B7U9LTSHy b | >

LTI F—T—3
EE | S DA—T—23

N
ooy : FHRA QT 4—

B L

SIRAZERAY — /M SHIEREZHAHTIZIE pki retrieve-certificate I <> K& FEH

LTLEELY,

TUSA4AVE—KRTIE, UTERBYET,

e SCEP 7O LI )LZHELT CAIAEZIIST A &MNTEET, O—HILTT T
2 CAIIBAEN HS5E. BE CAHAZEEMBLEL A, HLWIHEZ0E
%15& . pkidelete-certificate I v > FZ#FEAL T, CAFIRAE. O—AILiIAE %
HIBRLET, TLTEECATIHEEZNHBLET,

e PKI FAASAUTYTICA—AILIAENHLHBHE. WEEETLEKITES, B—5
JLEEERESEEFDRIAEIZCLEEZT LET, RSA ZERALIIEE. PKI FAALUIE 2
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DOA—AIIGEAEZRE DI ENTEET . 1 DEERZAT. 35— DFEEILA
—Gj—o iﬁéﬁ%@f:b@%ﬁﬁﬂgfitgg éhiﬁ/\lo

RiG L1z CA GIAE. O—AILBAZXRET DAIICEB THRASINE Y, HERITKK
L=Ba. RESIhFEEA,

ARV KRIEERETI7AMIVICRESINEREA,

# EEBASRITY—/\D b CAFIAZE ZHAE L FT . (COLEFIL—  CAFIEEARD 7
A VATV EHERT B LEI—FITERLET.)
<AP> system-view
[AP] pki retrieve-certificate domain aaa ca
The trusted CA's finger print is:
MD5 fingerprint:5C41 E657 AOD6 ECB4 6BD6 1823 7473 AABC
SHAl fingerprint:1616 E7A5 D89A 2A99 9419 1C12 D696 8228 87BC C266
Is the finger print correct?(Y/N):y
# AIBASRITY—/N\D o A—NIILRAEZHZAELFET,
<AP> system-view

[AP] pki retrieve-certificate domain aaa local

BEa<T YR

pki domain

2.1.31 pki retrieve-crl domain

Syntax

View

pki retrieve-crl domain domain-name

System view

EBFHFIL—TO—)

/

\

P

*A—%

network-admin

domain-name : PKlI FAAL VR EBELET, REHHIK 1~31 XFTT, FASY
BIER 2-13 I RTIEBERLBEFRET A ENTEEEA,
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& 213 HEEELS
i

| k= k=
FILE ~ Kk
FTRARYRY * E7V9LTSry k| <
NYHRSySa ¥ B7U9LTSHy b | >
BTN +—T—>3
EE/— | i
v
ooy : FHRA QT 4—

58

CRLBEHH—/\H SREFD CRL Z3xHAHH T IZIE pki retrieve-crl domain 2 <> K& (&
ALTLEEEL,

CRL [FFEAEDHEMMEERIAEL FT,
!
#CRL ZHAHLFET,

<AP> system-view

[AP] pki retrieve-crl domain 1

BEa<T YR

pki domain

2.1.32 pki storage

Syntax

pki storage { certificates | crls } dir-path

undo pki storage { certificates | crls }
TIHIE

SEBAE L CRL (& flash:D PKI T4 LY RYIZRELET,
Views

System view
EREFAL—YO—L

network-admin
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INTA—43

B L

/]

certificates: (IBAZZ#REIT DR ML—UNRE=HEBELET,
cris: CRL 28T J 2R FL—URRZEHEELET,

dir-path: R bL—U R ERELET, R5v2a()HLLIE. 2DDFyY M+RTY Y
A(NEET I EIETTEEE A, dir-path [T/ AR EFITHEA/ AR TEEL, BELE
HhEHZYFERA,

pki storage <Y > R T, SIBAZFEIECRLDR FL—URREZHRELET,
undo pki storage Y > KT, T4 FZRYET,
BESINFERAML—UNRRABEIRAEZTNAZRALIZGINEGY FHE A,

BETANADRFELTLWANWGS(X, ZHIZ mkdir A< FEFE->T/RRAZEERLT
(&, SEERZE T 7 1 )Li.cer £=1.p12 HhRFZHELVET, CRL 77 A JLidcrl 7
7AWIERFEENET,

SERAEFIE CRLICRAML—UNRREERBLI-RIC, SEBAZE D 7A4ILECRL 77 1)L
FEHLWARIZBELET,

# SEEAZDR b L—2 /R & LT flash:/pki-new Z3EELE T,
<AP> system-view

[AP] pki storage certificates flash:/pki-new

#CRLMDAR FL—U /R E LT pki-new #HELET,

<AP> system-view

[AP] pki storage crls pki-new

2.1.33 pki validate-certificate

Syntax

View

pki validate-certificate domain domain-name { ca | local }

System view

EEFHAL—YO—IL

network-admin
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INTA—43

ca: CASIEAZEZRIILFET,
local : O—AJLEEBAZE#REL FT,

domain-name : i3 BIIBAZENET B PKI KA A VA ZIEE LTS, [TEHBEIL 1~
31 XFTT, AXF. INFIERBLEBA, RALDRIEER 2-14 IZRITHEETLEZ
BETHENTETEREA,

=214 {EERLS

& iLS A&l s
FILE ~ Fv b
TRARYRY * E729NLT345y b <
NYDRSya ¥ BTN TSHY b >
FEE/N— | BTNy A—T—2a v
ooy : FHRA QT 4—

&% A
SIRAZN AU ERIET SI2I1E pki validate-certificate I <> KZFEALTLESLY,
BE. SIAZEEER, MF. 1 oR— LGS, HDHWVIE PKI #2FEALTLSIHE.
HEITHEREINET,
OV REFEALCIHREOLUTOEREZFHTHRRABTHIENTEET,
o HHAEMNFSRTYFRCATHINZHRELET,
o IRAEZEDOEMEBIHEINESIZHRELET,
o FIHAENELINEMNEINZEZHRLET, CRLOERVNEDLGIHZEDH. ETL
F9,
CRLFz v IMNEMGEIEE. UTOILEETVET,
o O—AILIIBAZZMERT M. PKI KA A VIZCRLAKZWMER, EEIFO—HILIC
RESNCRLEZ#EZELET, CRLHAELLMEA. PKI KA A V(2 CRL Z5HAA
H#ET, CRLAELLHZIMEA, CAH—/NMDIELIWCRL ZEREL. O—AHILIC
RELET,
o CAIAEZMREI SR . CRLFvII(F. MEDCANLIL—FCAEFTODERKL
- CASIBAZE DR TITLET,
il
# A—NILERAZEDEMIMEERIILET .
<AP> system-view
[AP] pki validate-certificate local domain 1
BEa<Y R

pki domain
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2.1.34 public-key dsa

Syntax

FI72#ILE

Views

public-key dsa name key-name [ length key-length ]
undo public-key

PKI domain view

EBFHFIL—TO—)

N

"E-&II

P

BR

*A—%

network-admin

name key-name:F¥— X7 DERF 1~64 XFTHEELFEFT . KXF. MNXFIFRFILF
Ao F—RTDEIETILI7RY b, BMF.BLUNATV)EFEETIENTEE
ER
length key-length: ¥ —RZHE L £, EHHBEIF512~2048 T, T74J)L bIE 1024 T
E

publicckey dsa A< > F T, FSEAEERD-HICDSA F—RT7EHEELFET,

undo publicckey A<¥ > KT, T4 MIRYET,

COARUIRTHEAELGVWF—RTERETHIIENTEET, F—RTIEUTOAE

THLH/ONBIENTEFET,

e public-key local create A<Y > RTHXF—R7EZERLET,

o TTUH—=avik, TUOANLEBLRRBIEFE>TWLSIKEDKSIZ, #IB/ESIEH
LT, ¥F—RT7EERLET,

e pkiimport ¥ FTHF—RT7EZEATWSIIAEZA v R—bLET,

PKI KA1 >id, DSA. ECDSA, RSADWITMIDIEETIL T A LEFE>T, F—R

TEHEBET,

BHEIPKI FAL D DSAF—RTEHRET S A bE JREICEFTLIZ-aVTaFaL

—a viEITREMTY,

BELEVWF—R7EIEEL=IEEIZ, length key-length T a UhshBLET, #

2RI, SIAZEERZIRE T SRTICIEE Stz name & length ZF > TEEMICF—RT

EEBRLET, BELEF—RT7HT TIZHEEL TULS L length key-length AT 3 >

FE|EINDD. 4 VR— FEAEHAEICEENTOLET,
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# 2048-bit M DSA +—A~7 abc DFEABEREZLF T,
<AP> system-view

[AP] pki domain aaa

[AP-pki-domain-aaa] public-key dsa name abc length 2048

2.1.35 public-key ecdsa

Syntax

FI72#ILE

Views

public-key ecdsa name key-name [ secp192r1 | secp256r1 | secp384r1 | secp521r1 ]
undo public-key

PKI domain view

EEFHAL—YO—IL

NI A—4

B L

network-admin

name key-name: ¥—A_XTDZRFT%E 1~64 XFTHELEFT, AXF. INFIERFIL
FtHA F—RTDRAIETILI7FRY b, BF. BLUNS TUEGFTEEDIENTE
7,

secp192r1: X —RT7DAERKIZ. secp192r1 Z{FELVET,
secp256r1: F— R 7 DAERKIZ. secp256r1 #FEWNET,
secp384rl: F—ARTF7DAEMIZ. secp384r1 Z#FELVET,
secp521r1: X —RT7 DARKIZ. secp521r1 #FEWVET,

public-key ecdsa 37 > F T, FEBAEER®D ECDSA F—A~_T7ZHEELFT,
undo publicckey AY > KT, T4 MIRYET,

PKI FAA VIZEELGVWF—RTEREST S ENTEFET,
F—RTEUTOEDHETHLREIIENTEET, ¢

e public-key local create AY > KTXF—RT7ZEEMLET,

o TFINF—2aviE TUALEBRRBAEFELTWLDIKEDELSIZ, #EFEESIEE
LT, F—RT7ZEERLFET,
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/]

e pkiimport AT RTCHF—RT7EFATWSIIBHEZSA HR—FLET,

PKI KA A >IE, DSA, ECDSA. RSADWITNADEEE7IILT) A LZFE->T, F—R
TEELET,

FELBVWXF—RTZEHEETHELIE. EESNEREVNREELFT, HEREE. 15
ESNERZMZES>THBMICF— AT ZER L. SEAZEERERET SHIICELSE
B2TL&S, BESN-EELGRTHT TITHEEL TLALLIE, NS A—FFTEHRS
nah, A vR— FEDRAEICT TITEEFNTVET,

HETBAZEER(Z, 384bit O ECDSA ¥ —AR7"abc"#BELE T,
<AP> system-view
[AP] pki domain aaa

[AP-pki-domain-aaa] public-key ecdsa name abc secp384r1

2.1.36 public-key rsa

Syntax

FI2#ILE

Views

public-key rsa { { encryption name encryption-key-name [ length key-length ] |
signature name signature-key-name [ length key-length 1} * | general name key-name
[ length key-length ]}

undo public-key

PKI domain view

EBFHFIL—TO—)

NFTA—43

network-admin

encryptionlESLD-HODF—RT7E#HEELFEFT,

name encryption-key-name:¥—X7 DE&HI % 1~64 XFTHELFEFT . AXF. IXF
FRBLFEEA F—RTODEETILI7RY k, BF. BLUNS TU)EFEEDC
EMTEET,

signature: 4 95, F—R7ZHEELFT,
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B L

/]

name signature-key-name:¥— "7 DERZ 1~64 XFTHELEFT . AXF. IXF
FRBLFEEA F—RTODEIETILI7RY k, BF. BLUNS TU)EFEEDC
EMTEET,

general: o > LEBILOBMADF—RTEHRELET,

name key-name: ¥—A_XTDZRFI%E 1~64 XFTHELEFT ., AXF. INFIERFIL
FEBA F—ARTDRETILIFRY N, HF.BEEUNA T U(EFEEL I ENTE
EX B

length key-length: ¥—RZHELFT ., [EHHBEIL 512~2048 T, T74J)L bIE 1024
T9Y,

public-key rsa 27> F T, FIBAZEERDIDICRSA F—RTF7ZEHEELET,

undo public-key Y > KT, T7A4I FZRYET,
COARVIRFTHAELLGVWF—RT7ERETDIENTEET, F—RTFRILUTDOAHE
THELNBIENTEFET, ¢

e public-key local create AY > RTHXF—R7EZERLET,

o TFINF—2aviE TUALEBRRBAEFELTWLDIKEDESIZ, #EFELSIEE

LT, ¥F—RT7ZERLFET,
e pkiimport AT RTCHF—RT7EFEATWBIBHEZSA HR—FLET,

PKI KA A >IE, DSA, ECDSA. RSADWITNADEEE7IILT) A LZFE->T, F—R
TEEHLBLET,

PKI FAAL VL, BHZBHD2 DD RSAF—RF7EEFDZENTEFET, \—DlIHA
DF—RTTHY. 3I3—DOEEELF—RT7TT, EHEY A o F—RT7FEIE RSA
BELF—R7RETIHLIE. BGENAV T4 FaL—2a v EHAYMRLETRSA
YA O F—RTEBEIEF—RTEEVZEEZTLEFFA

YA O F—RTEWBAF—RTZHRIEESTSHE. TNODF—REIESI ML L
nEtA

BELEVWEF—RT7EIEET D45, Tlength key-length] 7 a VIEBRZEZELE
9, HEFRIE. SIREERZRET HHIICHEESN-EFERIZFE > THEBMIZF—A
TEHEBRTATLES, BESAEF—RT7HNITITHEELTLSASIX, Tlength
key-length] 7> 3 VIZERINEH, BATAZOFIZT TITEEFNRTLET,

# FEBAZE R T 2048bit DAL RSA ¥—A7 "abc"&#HEELFT,
<AP> system-view

[AP] pki domain aaa

[AP-pki-domain-aaa] public-key rsa general name abc length 2048

# AEAZEERICUTORSAXF—RT7ZEHEELFT, :
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e  2048bit ® RSABEFIEF—A7F "rsal"
o 2048bit M RSA A > F—~7F "sig1"

<AP> system-view
[AP] pki domain aaa
[AP-pki-domain-aaa] public-key rsa encryption name rsa1 length 2048

[AP-pki-domain-aaa] public-key rsa signature name sig1 length 2048

2.1.37 root-certificate fingerprint

Syntax

FI2#ILE

Views

root-certificate fingerprint { md5 | sha1 } string

undo root-certificate fingerprint

PKI domain view

EBFHFIL—TO—)

NFTA—43

58

network-admin

md5: 7« U A—TY U rEEELET,

shal: 24 Vo H—TY) U rEIEELET,

string: 74 A—T) U bE 16 EHTIEELET. MD5 ZIEELI-HEL 32 XF.
SHA1EEL-BAIF. A0 XFD T4V H—TI) U FEERELET,

root-certificate fingerprint A< > KT, JL— bk CASIBAZE2HRETEH 714 v H—TU Y

FEEBRELET,

undo root-certificate fingerprint A< > KT, T4/ MIRYET,

CASIBAZ#EF > TULWEWLPKI AL D D=OIZ FEAZEERE—FE4A— MIERELE:

BolE, L—k CA SRAZENHDEHIZTA o A—TU U FERELBETAIEREY FE

Ao O—HIEIBAEZERT BHE=HIC, 7TV 5—2 a3 v WBIZIEIKE)E R A ELTHE

FEIBBMIUTEERTLET, :

1) CAIIBIZ% CAH—nMoBET.

2) JL—bk CABARZDHIZEFNTWE 74 H—T) U bE, UTOEFHDESLS
ARFELTNIEPKI FASVTRESNIZTAVA—TY U FERBRLET,
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o Bohi-CAIEAZMN)L— FIAE
o Bont-CASIBAZIIAEFI—UTHY ., #BOLIZHEELTLELIL—
FEEBAZEZEATLET,
2DOM74VH—TYU BRI YFLTWEL, FHIEPKI RASVTI200H—TY
VEMNRESNAGWLESIE, #35(E CA SIAZE#IEHL., O—hILFIBAZERA LKL
E3C
BN TOIREEETTAEEIZ, COATVRICTESTHREINF=T4H—TY)
v MEIL— bk CASEAZESID E=HIEhnE T, :
e pkiimport <> FTCAZIBAEZE%R A ViR—rLET,
e pkiretrieve-certificate 2<% > KT, CASIBAZOWMBERELET,
HBR(XIL— b CA SIAZEICEFENTWR D24 v A—TY U &, UTOEHEDEL M
NEELTULRIEPK FAS VTERESNEZT4 AT FERBLET, :
o AVR—Fr, HLLIFEONT- CA SIBHE(F, #BEBLEICTHEELTULELL— FEEBA
=
o AViR—k, LLLIFEONT- CA SIRZ(XAAEFz—2THY ., #BLICHEE
LTWEWIL— FEBREZEATLET,
2DOD74VH—TY AT YFLTWEWGS (X, #3813 CASIBAEAERLET,
PKI RAL UIZT 4 o A—=T ) U rBRESNLGE NG S (X, #38(E, FHTIL—FCAEE
BRED 74 H—T) U BRI HESICRLET,

5
#)L— bk CASIBAE MR T 51=BIC. MD5 74 Vo H—T UV L EEELET,
<AP> system-view
[AP] pki domain aaa
[AP-pki-domain-aaa] root-certificate fingerprint md5
12EF53FA355CD23E12EF53FA355CD23E
#)L— b CARIAZE ZHERT 2701, SHA1 T4 v A—TY U b EEELET,
<AP> system-view
[AP] pki domain aaa
[AP-pki-domain-aaa] root-certificate fingerprint sha1
D1526110AAD7527FB093ED7FC037B0B3CDDDAD93
2.1.38 state
Syntax

state state-name

undo state
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QX-W 1y —X 2E PKI
TIAIE

BRELL
View

PKI entity view
EBEFHAIL—FDO—IL

network-admin
NFA—=5

state-name : ERERFELZ F-IIMERBELEFT, HEEHHAIL 1~63 XFTT ., KXF.
INXFEERALET, aVvEEFENEE A,

%A
IVTATADBTOMEFEREITMEIEET HICIE state a7 FEFALTL
&L,
HEXHIFRT BIZiFundo state AT KEFERALTL &L,

il

#IUTATAHEBTHAMEEELFET,
<AP> system-view

[AP] pki entity 1

[AP-pki-entity-1] state country
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v K<Y =a7J)L — Web $BEE(R— 4% JLERET)
QX-W 1) —X 3EZ SSL

3E SSL

3.1 SSLEEaAY Uk

3.1.1 certificate-chain-sending enable

Syntax
certificate-chain-sending enable
undo certificate-chain-sending enable
TIXIE
SSLATJYI—3 3 vDEFTH, SSLY—NIE, BF2HEPEF — 2 TIEELH—N
FEREZEV SA TV MIEELET,
View

SSL server policy view
ERFAL—YO—L

network-admin

,.E-Iu“‘:

BH
certificate-chain-sending enable 1<% > FIX SSL * T T —2 3 Y DOEFTHIZ SSL H
—I\DREEGIMAEF I —VE IV TA TV MIEETESLLSICLET,
undo certificate-chain-sending enable A< > FIZT 74 I FMZRLZE T,

COHEEIZELY ., SSL ATV I—2 37O RATEMOUENAKLELET, SSLY S
AT DY —NIAEFHRT 5 -HDOREHIAAEF I — U EHF >TLHEWLEAD
H. BIIZLET,

%

#SSLY—/\MNSSLATLIT—2 a3 VORFTPICRELRIAAEF I —2EI AT
[CEETEDLIITLET,

<AP> system-view

[AP] ssl server-policy policy1

[AP-ssl-server-policy-policy1] certificate-chain-sending enable
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3.1.2 display ssl server-policy

Syntax

display ssl server-policy policy-name
View

TRTOD view
EBEFHIL—YO—

network-admin

network-operator
NFTA—4E

policy-name: SSL O A7V bR O—REHRELFET  HEHBEIL 1~31 XFTT,
AXF., IMNXFIEFRALEEA,

EitEA

BESINIZSSLY—/N\RY O—FETRTOSSLY—N\KRY S—[2DOVTOERER
=9 %5H&. display ssl server-policy Av > F&ERALFET,

%

# SSL H—/\iR 1) —policyl [TDNTODERERTLET .
<AP> display ssl server-policy policy1
SSL Server Policy: policyl
PKI Domain: domainl
Ciphersuite:
RSA_RC4 128 MD5
RSA_RC4 128 SHA
RSA_DES_CBC_SHA
RSA_3DES_EDE_CBC_SHA
RSA_AES 128 CBC_ SHA
RSA_AES 256 CBC_SHA
Handshake Timeout: 3600
Close-mode: wait disabled
Session Timeout: 3600
Session Cachesize: 500

Client-verify: disabled
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% 3-1 display ssl server-policy A< > KD 7 4 —JL FIZDIVT

Z4—ILE s
SSL Server Policy SSLY—/\R1 O—& T,
PKI Domain SSLY—/\RY —ICHERAENEPKIF AL 2 TY,
Ciphersuite SSLHY—/N\RY o—IZHR— FSNBBEERA— LT,
Session Timeout SSLHY—/N\RYo—DE Yy 3 VEA LTI FEEBTTE) .
Session Cachesize iS;—*f—/i‘rﬁ’ Do—DNyITrYvisntz=tyLarvDRRE

3.1.3 pki-domain

Syntax

View

pki-domain domain-name

undo pki-domain

SSL server policy view

SSL client policy view

EHEFAHAIL—TO—I

NS

EitEA

%l

network-admin

domain-name : PKI AL VR ZEEELET, HEHHAIL1~31 XFTT, KXF., /M
XFIIRALFEEA,

SSL H—N\RY—FIESSLYSATURERYI—D PKI RAAL VERET HICIE
pki-domain a7 FEFEAL T ZELY,

T 274 J)L FIZEFIZIX undo pki-domain <> REFERAL T &L,

TIAIWE:PKI RAAS UIESSLY—NRY—HSSLYFA TV bRY—LB/ES
nTWhWFEtA,

# PKI K £ A > server-domain %1# 5 1=6(Z.SSLHY—/\K1) & —policyl #RELET .
<AP> system-view

[AP] ssl server-policy policy1

[AP-ssl-server-policy-policy1] pki-domain server-domain
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# PKI KX A > client-domain Z{#51=I(Z. SSL ¥ 54 7> kR < —policyl ZHRTE
L9,

<AP> system-view
[AP] ssl client-policy policy1

[AP-ssl-client-policy-policy 1] pki-domain client-domain

PIEaTUKR

display ssl server-policy

3.1.4 ssl server-policy

Syntax

View

ssl server-policy policy-name

undo ssl server-policy policy-name

System view

EEFAHAIL—FO—)L

INTA—4

558

%

network-admin

policy-name : SSL #—/\K1) L — & EIEE LET . BEBEG 1~31 XFTT., AX
. NXFERALEEA,

SSLHY—/N\R—FERK L. ZD view ~BITF BHIZ(L sslserver-policy a7 K%
FEARLTLEEL,

fEESINTz SSL H—/\FR) O—F[ETRTDH SSL H—N\KY O—%HIBRT BIZ(1&
undo ssl server-policy a7 > FZFERALTLEELY,

VEDVEDT TV r—avbA4v—70 FaLICBEER T Sz SSL Y —/FKRKY &
—ZHIBRT S ElFTEEEA,

# SSL H—/\K1) L —policyl! #ERH L. ZD view ~BITLET,
<AP> system-view
[AP] ssl server-policy policy1

[AP-ssl-server-policy-policy1]
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BgEa<w YR

display ssl server-policy

3.1.5 ssl version disable

A EE:

SSL Version 3.0 DREFLEET 5154 . ssl version sslI3.0 disable A< > KH B (&
undo ssl version ssI3.0 disable 27> FZEHELI=DE. HTTPS Y—ERXZF#IZT
ZRENHYET, TTICHTTPS H—ERNEHNTHIIHE. EMZLEzDL, BESR
MZLTLESLY,

AE

ssl version disable A< > F® tIs1.0. tis1.1, tIs1.2 D/INTA—BR[FV T bz T7/N\—
oV T7259EELLEBOVI FrIzTAALYR—MLTULVET,

Syntax

ssl version { ssi3.0 | tis1.0 | tIs1.1 | tIs1.2 } disable

undo ssl version ssl3.0 disable
T7+IE

SSL #—/3\[&, SSL3.0. TLS1.0, TLS1.1, TLS1.2 &ZHHR—+LFET,
View

System view
EHEFAIL—TO—I
network-admin
INTGA—4
ss13.0: SSL3.0 ZHEELF T,
tls1.0: TLS1.0 2L £,

ts1.1: TLS1.1 ZEELE T,
t1s1.2: TLS12 #HELET,

,.E-Iu“‘:

BH

sslversion disable A< > FILZSSLY—n\Atya vk T—2 3 VITEFEDSSL
JAbraANN=Da v EFERALBEVESICLET,
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%

undo ssl version disable <> FIZF 74+ I FIZRLET,

DATLEXA) T4 FRIETE=HIZ, SSL =Rty a o RrIoIT— 301
BED SSL A FaL/N\—2 3 2(SSL3.0, TLS1.0, TLS1.1 & U TLS1.2) ZFEAL
HWED [TTBHIENTEET,

# &ET SSL3.0 ZEMICLFET,
<AP> system-view

[AP] ssl version ssl3.0 disable
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