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TAHE administratively down

IPFFL-A —
TAHE administratively down

IPFFL-A —
e administratively down
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[(RTAB]
@ MPP RL 2]

5768 . PPPOEOOMBN'SIPCPTEVS LIZIPPP RLURERRTUE T,
PPPOE1DIZEE. @RRICEKRTLET,

12 MRRE]

5788 . PPPOEODIRTEDYARE(up/down) &R LK T,
RIERE - 7 VT T —RADIRRBEBIFIMUTDXDICERTUET,
lup | BIETRRIARR

[down] i BIEATJIARE
[administratively down | : NS EIARE

@@ FPCP DNS 7 RL 2]
5568 . PPPOEONOYMBN SIPCP CTERE LIEDNSHY —/\DIPP RL 2ERTUET,

B E/\1 JLOHRIRER

WAL1020D X Z 2 —TJ P TEBRRBIDOY T A Z 1 —([CHD[E/N1IVOIRRRE] Z D
v UEDOBBERNEXRTNSZUNCRUET,

WA1510, WA1511, WA2020, WA2021E@kDBEIC/EDET,

(RTE®E)

ENAILEIRIKE
leovmewee
HEE ® docomo LO2C
[ORES (@) +CNUML,"000808888007,129
FrTHLNIL @ 2
Y—ERTYF @ —

e Y G —

HEE (B NEC AccessTechnicaLtd. AtermWhB200U, rev 2.00/0.01, addr 2
IN—Ta @ 300

MACTFL-X 00:1 b:08:00:00:08

ForrL~L @ Current 2 [Max 6]

AT—RR () ESTABLISHED
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[(RTANB)
@ M558 )
55268 CEREELUTCNDT Y BERROESERZZFRILET,

@ IoREs]
anBd CEHRUCNDT Y BEIRRDEFESZ2RT LI T,

ORZVE VNI

a6 B LTS T —YBIEmADRIE L/’C(/\%)@&"JKSEEEETL/&"@* ERIA
REIL "0~4" DOSERETRTL. "0 "FBEHNER LT,

@ IMy—eXIT)7]
5768 L EBHEUCNDT—YEEIRROSFMBERNNE DN ERTLET,
Kbl - MOBRN/BIMNAREE. MTRDOXDICKRHILET,
[service available] : BN

[out of service | - B
[Survey ] L BRINRDERIRIEZEERD
[——] : BR/BARDIREER™ZR Y N—

® TTS—JkRRE)
5788 D T —ABIERRDEGIAREERTUET,
KRB | BIROIRBBDELZRIBIE. M TFDOKDICENFT,

[USB OVER CURRENT | - USBI@ERFALE
TMODEM NOT READY | . PPPEIERND TS T\
SIM ERROR | : SIMIS—#&%0

[SIM PIN WAIT | L piNSREEED

SIM LOCKED | CpINSREELS—0wv D
TANTENNA LEVEL INVALID] CPYUTFTUNIVEE
TANTENNA LEVEL ZERO ] CPYUTFUNILO
MODEM ERROR| BT LAENS

XE | LBRBOIS—DERISNEHE. T —HBIERADCEZHTTIC SHEHMIESUN,

© M¥iEs
5588 D RELUTCNBWIMAXT =X BEimkDlss B EaxRILUE T,

@ TIN—I3]
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sl P RE U TV BWIMAXT =@ fEIRADY I DT PIN—=I 3V EaRmUET,

TMAC LR
5588 D BEUTCNBWIMAXT =@ EimAROMACY FL AERRNLUET,

RS s VAV

£588 C WIMAXT =S @BEIRRNSE LU TCNDEBRREZRILUET,
BRIRREL “0~6" OTERETERRL. “0 “IIBNERLET,

[R5 —5Z]
anBd I WIMAXT — 5@ Sin R DIREDIRREZRTLE T,
Kmanth | A VYD T - ADIRREDERBRTBIEI. MTFDRDICEDET,

BS_SEARCH_WAIT | CEEY—Fod

[BS_SEARCH DONEJ @ EiET—F5T7T

TSENDERROR |  BMBEY —FERDXEXRN

FTAUTH_WAIT | . SRsEAE D

T[ERROR(AUTH).J N
EEDHREIZT>TIEsY)

ERROR(ROM) | D —EZERNADWIMAXBSimK &ZiEd

[ESTABLISHED(DHCP WAIT)| : DHCPO S )’ FLIBHFHS

[ESTABLISHED | : WiIMAX 5T

[ESTABLISHED(IDLE) | : WIMAX$ZRTT 7 (71 FILE— )
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438 L ANSK RE
® Wichddress @ B:OR:00:00:00:00
® phy mode ¢ BOZ.11n

thmode @ wpal

@ [ & it

WirelossEthemet00 (2 Er 8 e

REST H

®
®

WirelessEthermnet0.1

WirelesskE thermet( 2

WirelessEthemet0.3

—_ o

[(RTAB)

1 TMACAddress
558A CEHSEUTCUVBImKROMAC P RURERTIUET,

@ Tphy mode.|
5788 CEHRUCVNDIBROEBHRONERTLUET,
RsRBE  BHEADNDORRISURERDFT,
r802.11bJ : IEEE802.11b TiEfk
[802.11g ) :IEEE802.11g TiEft
r802.11nJ :IEEE802.11n Tk

@ lauthmode

a6 DR UV DImARDRELI RN ZER T UE T,
Fmantl | BEENDTNORTIEURERD T,
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fwpa2] :WPA2 TiRs
fauto] : BEHERWEP BSIEOHBSICRISNZET)

@ Tcipher
5763 CEHREUCVNDImAROESHINZRTUET,
Kmandh | BSHORADRTIEIMUTERDFET,
Mwep. : WEP [BS
Mtkip I TKIP 1B8S
laes-ocb] : AES-ocb(Offset CodeBook)3—
laes-com] : AES-com(Counter with CBC-MAC)=F—
® [channel
5768 L EHRUCVDI/ROBEF v RILERTUET,

® TRSSIJ
57265 . APBICHESR LIZimARDRSSI(dBM) ZXRmLE T,
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BoBBRNEXRTINSEURNCRILUET,

(RTB®H]

VPNiR E

IPsecO up
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@IKE SAET
IPSEC SAZT

SESIS)

XE | WA1510, WA1511, WA2020, WA2021(d, IPsecON'SIPsec7E TD8DDXRM
NHDET,

(RTAE]
@ TPsec0]
768 :IPsecO1 VA D T —ADIRREBERTLE T,
FKmandl | BIROIRREE. MTROIDICRTLUET,
fup | BISTIRRIARR
[down] i BIEATJIARE
[administratively down | : NS EIARE

@ TlPsecl |
5588 D IPseclt YA DD T —ADRREERTILUFET,
RMEREE | BHOKRREIL. MTFDOLKDICERRLUET,

fup | BIS OJRBIARE
[down] : @IEATYARE
[administratively down | : #ERNEEEIARE
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MTRTIE., TIKE SAJ . TlIPsec SAl OEBEFRIMERIERBICDONTERIALET,

1) TIKE SA R

(RTB®H]

VPNiK GE

IPsecO up

Pc. administratively down

@IKE SAET

»

ikevl sa B

remote: GNE. 000 .00 . 000

local @ wee. en.00e . 000
indesx:653839h 4aB0df 59d :BbDedab4elc1el 79
Direction is initiator
Exchange type is Aggressive mode
IKE PH1 estaklished
authent ication method :pre-shared key
encrypt tAES-CBC 256 hits
hash :5HA 4
dh_group:763-hit MODP zroup

Remaining lifetime is 27949 seconds
nhaze? ront =1
'l 1 | ¥

m

L

WIECLC SATeD

GRIERB)
1%/F5504 | [@IKE SARR™ED v ULET,

THF2AFEEBODIRTSN, EIILUTNDINTDIKE SADIRREZRT
LET, BARGRILETmDRAIO—)LIN=TTFIAZED L. M
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2) TllPsec SA &R

(RB®]

IPsecO up
IPseci administratively down
(@IPSEC SAZT |

VPNiK#E

me.me.me.m - mmamam
mode: tunnel
satype: esp spi=140723546 (0x0863455a)
enc algorithm: aes-chc
kev length: 256
auth alzorithm: hmac-shal-96
replay window size is 0 hits
Bf status is established
Remaining lifetine is 27850 seconds
Remaining lifebvtes is - hvtes
T [packets] 1064 [byvtes] last: 138(s) hefare
me.amanm.m - maamam.m

modet tonnal

\¢| m

»

m

GRIERB)
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BOBBRNEXRMNABSEZEMURICHRLUET,
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H—E2E ® waddns
FQDM @  WA1020000888 waddns .com
A1 )L 0 B ks et B8 pitries s
1REE @  REGISTERED
(RTAB)
@D My—EXE]

a6 WAV —XEBY A FIyIDNSY—ERDT—EREERTULET,

@ IFQDNJ
5784 F RREDWANRIIP? FL RZE8k U TNDFQDNEZRT LE T,

CREEAIAIA
558A C REBHSDDNST —/NIZIPP RUZADERERERTUET,

@ TIRRR]
5788 . DDNST—/N\\DEFRREEZRTLE T,
KRmand | BHROIRRBOERRTBIE. UTDXDICEDFET,
'REGISTERED | CERTT
DNS RECORD ADD FAILED| : DNSE#kIC KN
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REBOBREI 7 1ILICDONT, MFOLSICEBRIDEDDRTOBIENTEET,
< SRERDT[ENED]
« RERT[IREFEH
- REANBIRET
cBEDI AT YO— K]
cBED P A I[Py TO— K]
- FBicd)
- ZKBHEAE

WAL1020D X —_ a2 —T U PICHIDRTF Bkl Z2 ') v DO ULEOBERTECIRIFNS =
MTRICHRUET,

WA1510, WA1511, WA2020, WA2021E@kOBEICEDET,

(RTEm)

HEITMIVERE-BES

@D | HFEFnEtrhl 2 #rET

@ | mEFnligEES] 2 BEET

@ | FEPIEIRIE 2 (H=RE |

@ E"gﬁj?-'ﬂb[ﬁ;r?:/l]‘— LR

® ??]%77“"”’[72’7”‘_ (FyI0—F=ram |

©® | madn 2

@ | =EimHHE 2 B
(RTNE)

@ MRERT[ENFP]
5768  AREBENREEBFLUCVDREZERTLUET,

@ MREXRDREFEH]
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a0 L AREBDI Dy YaAXEUICRESNTNDIREERRLE T,

@ MBREABRE
ar08 P AREBNRAEIFLUCVRREZDI DY YA XEUICRELET,

@ MEBEI7IVSFDYO— R

55288 CAREBDISYYVAXEUICREUTCNBEEEZ, WWWISOTZEFERL
TUVWBBEEBAPCICREFELZET,

® MEEI 7 IV[FPvTO— R

anBd AKBDI DY YAXTIDERED 71 I)a. EEAPCICBHL TUNDEE
7 ILTLEESREFLET,

© BEs)
55268 AREEBEBREHLET,

@ MEEHIEME
=507 P AEEZEMELE T,
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XITFTIR

W EERTEFD]
BEPDRESE, TR BFIBEMTICTLUET.

[RIEAB]
MTIC, FIBERLET,

« IRERT] 20Uy DIDIEEBAMIDEDD, THFRBEICEMFPDREERT
LEY, ROO0—-I)UN—TEEANB =R C=ET,

c TR21 Q2D vy DIDETOER RED 71 IVRIE « Bied)] 2R LE T,

& E R [B{EH]

SEZoREMEE]

! Product = WAT020
| Yersion: 4.7.08
| Date: 2012703702 16:47:25

m

%yslng enahle

bustname Wa10z0

?sername adnin password hash $1$G1AGIZGESE 00RWhh inUKCHYkE1zh0/ administ rator
ﬁttps—username admin password hash $13RBdxdyAasHz2Vaky JORp49Z5HEGLOF . administrator
éu wireless-adapter enable

ﬁpp profile WEB_PPF Profile_Seriall

authent icat ion username test@example.com

authent icat ion password encrypted 0x36504131 3053528 3a345281
[}

i

ip dhcp-server enahle

ip dhcp-server profile WEB_DHOPs Profile
default-gat eway auto

dns-server auto

subnet-mask auto
[}

i
interface FastEthernet0.0

in address 197 1RA_1 . 90N0S74
P ITi] 3

W ERERTEIFD]
RESNTN\ZREE. TRIBFIEEUTFCRLET.,

[RIFAB]
MFIC, FIBERUET,

« IRERT] 20Uy DIDEEBERMIDEDD, T+ FBARICKREFSNTL\DE
EaxkmUET, ROO—-I)U\N—TCEREANBSZHER CSEI,

- R3] @20y DIDETOER RET 71 IVRIE « Bied)] 2R LE T,



KERTIREFH]

SOE R RTTH

! Product = Wa1020
| Yersion: 4.7.08
| Date: 20090100 00:01:10
I

m

?yslng ehahl e

hostrane 1141020

?sername admin password hash $13G1AUOIZGESEC0RY0h inUMCHYIE1ZkD/ administ rator
ﬁttps—username adnin password hash $13RGdXdyIadHzzYakY JORp 49Z5HEEOF . adninistrator
no wireless-adapter enable

ﬁpp profile WEB_PPP Profile_Seriall
authent icat ion username test®example.com
authent icat ion password encrypted 0x365h4f313c530e283234528

[}

;

ip dhcp-server enahle

ip dhocp-server profile WEB_DHOPs Profile
default-gateway auto
dns-server auto
subnet-mask auto

[}

i

interface FastEthernet0.0

in address 197 1RA_1 . 90N0S74
P ITi] 3

BEENBRE
REBOREDELTVIREE. TS5 YaAXEUCRET DT

[RIFAB]
MFRIC, FIBERUET,
BREREIEDUYITBE, BFPOREEIS Y YA XEUICRELET.

REURICHRUET,




AIFFIR
WEEEDPTIV[SD>YO—R]
AEBDIS Y YAXEYCRELTNIREE. WWWTSIHEEBA LTI BEEEP
CICIRET 2FIBEMUTICR UET,

(R{FASB])
IMFIC, FIEERUET,
(DPAVREIED Y v D UFET,

@ BEEAITRE [
CIONCEEC T 4] FrorvTORS o]
8 . FHLLTAILA— = @
X BECAD o (A s TSy 3

g Fox0-F .g:_JIU AT A FANAS—
= ?\R’JE&J” i = ueer 3
sl )ég SAFL TANE—
CEECIN A e m
,:_,—a E'fjiu S AT L SAILA
B FFaxzh 7 WEC I
B EoFe L AT A FAILET—
E l:?j— %2 b wA-ranter 57
J7 -1 ILE(N): fwal020_config _l
I AILOEER(I): |TFEA L 7l (*.bxE) \ -
~ IS —DIEET @ < #FF(S) Frti

-y 77y TEE CLEDRFEBNRISNIC S, BEAPCRDIBINGIE D 7
IWBZANDLUT, [REEOS)IQ®ZD Uy DL, BIEAPCICI 71 IVEREFLET,

D71 BDANZEBRBIDIEUTDD 7 )LETBIRSNZE T,
WA1020 : wal020_config.txt
WA1510 : wal500_config.txt
WA1511 : wal500_config.tx
WA2020 : wa2020_config.txt
WA2021 : wa2021_config.txt
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9, PvIO—FIBDT71ILEERLUTIES0N,

* D7 AILEDADEOICRTSNDDEERLULD, [PvITO—FEFTIO©ZD U YD
LET, BEUCEREI ?IIVEREDI DY YaAXEIICRELIT,

XE | AEFE, BEFIDEPYIO-RUEI ?1ILORABTEBENREILET,
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- BREDERIBEICYOBDD, BRELET.

TR

[BicEETZ2D) v DI DE, BIECHREEHIE LI I DT, FTOICTHERLUIC
ETE®ELTES),
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ST |

Web R—ThEDHAY T — [
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2011-12-22 16:37:46 IPSEC.DEBUG Decrypted ESP(64503936) packet from 192.168.3.254 (=
S011-12-22 1B:37:48 IPSEC.DEBUG Encrypted EGP(1357928381) packet to 132.168.3.254
2011-12-22 16:37:46 IPSEC.DEBUG Decrypted ESP(B4503936) packet from 192.168.3.254
2011-12-22 16:37:46 IPSEC.DEBUG Encrypted ESP(1357928981) packet to 192.168.3.254
S011-12-22 1B:37:48 IPSEC.DEBUG Decrypted EGP(B4503936) packet from 132.168.3.254
2011-12-22 16:37:46 IPSEC.DEBUG Encrypted ESP(1357928981) packet to 192.168.3.254
2011-12-22 16:37:46 IPSEC.DEBUG Decrypted ESP(64503936) packet from 192.168.3.254
S011-12-22 1B:37:48 IPSEC.DEBUG Encrypted EGP(1357928381) packet to 132.168.3.254
2011-12-22 16:37:47 IPSEC.DEBUG Decrypted ESP(B4503936) packet from 192.168.3.254
2011-12-22 16:37:47 IPSEC.DEBUG Encrypted ESP(1357928981) packet to 192.168.3.254
SO11-12-22 1R:37:47 IKE.DEBUG Sent packet to B1.115.195.60[500], lenzth 84
Z011-12-22 16:37:47 IKE.IMFO Sent notification data to B1.115.185.60[500], type dec
(:) 2011-12-22 16:37:47 IKE.DEBUG Sent dpd messaze to B1.115.195.60[500], tvype R-U-THEF
S011-12-22 1R:37:47 IKE.DEBUG Sent packet to B1.115.195.59[500], lenzth 84
Z011-12-22 16:37:47 IKE.IMFO Sent notification data to B1.115.185.59[500], type dec
2011-12-22 16:37:47 IKE.DEBUG Sent dpd messaze to B1.115.195.59[500], tvpe R-U-THEF
S011-12-22 1B:37:47 IPSEC.DEBUG Decrypted EGP(B4503936) packet from 132.168.3.254
2011-12-22 16:37:47 IKE.DEBUG Received packet from 61.115.195.60[500], lenzth 84
2011-12-22 16:37:47 IKE.DEBUG Received ded messagze to B1.115.195.60(500], tvpe R-U-
S011-12-22 1B:37:47 IKE.INFO Received notification data from B1.115.185.60(500], ts
2011-12-22 16:37:47 IKE.DEBUG Received packet from 61.115.195.58[500], lenzth 84
2011-12-22 16:37:47 IKE.DEBUG Received dpd messaze to 61.115.195.59[5001, type R-U-
S011-12-22 16:37:47 IKE.INFO Received notification data from B1.115.185.59(500], ts
2011-12-22 16:37:47 IPSEC.DEBUG Encrypted ESP(1357928981) packet to 192.168.3.254
2011-12-22 16:37:47 IPSEC.DEBUG Decrypted ESP(64503936) packet from 192.168.3.254
S011-12-22 1B:37:47 IPSEC.DEBUG Encrypted ESP(1357928381) packet to 132.168.3.254
2011-12-22 16:37:47 IPSEC.DEBUG Decrypted ESP(B4503936) packet from 192.168.3.254
cn-w-fw 1R:37:47 TPSFrLNFRIG Frcryotad FEPM1ARTAZRARTY nackat ta 187.1RA.3.754 ')
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(RTB®H]

PINGSESE 7 | | O,

BIEHR

== | @

PING 192.168.10.200 (192.168.10.200): 96 data bytes

64 bytes from 192.168.10.200: icmp_seq=0 tt =255 time=453.047 mns
B4 bytes from [92.168.10.200: jcmp_seq=] tt1=253 time=348.773 ms
B4 bytes from [92.168.10.200: jcmp “seg=? tt =255 time=489.230 ns
64 bytes from 192.166.10.200: icmp_seq=3 tt[=255 time=458.893 ns
64 bytes from 192.168.10.200: icmp_seq=4 tt =255 time=475.596 ms
————192.168.10.200 PING Statistics-—-

0 packets transmitted, 5 packets received, 0.0% packet loss
round-trip m|n!avgfmaxfstddev = 448.773/466.9658,/459.230//16.560 ms
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